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PUBLIC-PRIVATE KEY PAIR ACCOUNT LOGIN AND KEY MANAGER
CROSS-REFERENCE TO RELATED APPLICATIONS

[0001] This application is a PCT application and claims priority to U.S. application
no. 16/035,480, filed on July 13, 2018, which is herein incorporated by reference in

its entirety.
BACKGROUND

[0002] Many computer and web-based account providers use passwords to
secure account logins. For example, passwords can be used to authenticate a
person accessing an operating system login account, a website account, a software
application, or a database. An account password, which is typically an alphanumeric
string of characters, a gesture, an image, or a drawing, is often set by the user of the
account when registering with an account provider. The account provider stores the
user’s password and associates it with an account name so that the user can

authenticate with the password to login to their account.

[0003] While password-based authentication is commonplace, it suffers from many
security concerns. Depending on the level of password complexity, a user's
password may be determined or guessed using a dictionary or brute force attack.
Passwords can also be determined by key-logging software or malware running on
the user’s device. In addition, a user may be deceived through phishing or social
engineering to reveal their password. Also, the user’'s password may be obtained if
an account provider’s server storing that password is compromised. Accordingly,

there is a need for improved systems and methods for account login authentication.

[0004] Embodiments of the invention address these and other problems individually

and collectively.

SUMMARY

[0005] Embodiments of the invention provide improved systems and methods for

account login authentication.



10

15

20

25

WO 2020/013928 PCT/US2019/035420

[0006] One embodiment is directed to a method for account login authentication
that can be performed by a user device. The method includes sending, by the user
device, a login request message to an authentication server. The login request
message includes a public key. The public key, along with a corresponding private
key, forms a first public-private key pair. The method further includes receiving, by
the user device, an encrypted challenge from the authentication server. The method
further includes decrypting, by the user device, the encrypted challenge using the
private key to obtain a decrypted challenge. The method further includes sending,
by the user device, the decrypted challenge to the authentication server. The
method further includes receiving, by the user device, account information from the

authentication server.

[0007] Another embodiment is directed to a method for account login authentication
performed by an authentication server. The method includes receiving, by the
authentication server, a login request message from a user device. The login request
includes a public key. The method further includes verifying, by the authentication
server, that the public key matches a registered public key associated with an
account. The method further includes generating, by the authentication server, a
first challenge. The method further includes encrypting, by the authentication server,
the first challenge using the public key to obtain an encrypted challenge. The
method further includes sending, by the authentication server, the encrypted
challenge to the user device. The method further includes receiving, by the
authentication server, a second challenge from the user device. The method further
includes determining, by the authentication server, that the second challenge
matches the first challenge. The method further includes sending, by the
authentication server in response to the determining that the second challenge

matches the first challenge, account information to the user device.

[0008] Another embodiments is directed a user device. The user device comprises
one or more processor circuits. The user device further comprises a communication
interface. The user device further comprises a computer readable storage medium

storing a plurality of instructions. The plurality of instructions, when executed by the

one or more processor circuits, cause the one or more processor circuits to send,
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using the communication interface, a login request message to an authentication
server. The login request includes a public key. The public key and a private key
form a first public-private key pair. The plurality of instructions further cause the one
or more processors to receive, using the communication interface, an encrypted
challenge from the authentication server. The plurality of instructions further cause
the one or more processors to decrypt the encrypted challenge using the private key
to obtain a decrypted challenge. The plurality of instructions further cause the one or
more processors to send, using the communication interface, the decrypted
challenge to the authentication server. The plurality of instructions further cause the
one or more processors to receive, using the communication interface, account
information from the authentication server.

[0009] Further details can be found in the detailed description and the figures.
BRIEF DESCRIPTION OF THE DRAWINGS

[0010] FIG. 1 shows an information flow diagram of an exemplary account

registration process establishing a password for account authentication.

[0011] FIG. 2 shows an information flow diagram of an exemplary account login

process using a password for account authentication.

[0012] FIG. 3 shows an information flow diagram of an account registration process
using public-private key cryptography for account authentication, in accordance with

some embodiments.

[0013] FIG. 4 shows an information flow diagram of an account login process using
public-private key cryptography for account authentication, in accordance with some

embodiments.

[0014] FIG. 5 shows an exemplary page on a graphical user interface provided by

a key manager software application, in accordance with some embodiments.
DETAILED DESCRIPTION

[0015] Passwords are often used to login to accounts maintained by websites and

software applications. Account users may be able to set a password and an account
3
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name (e.g., user name) during a registration process with the account provider. FIG.
1 shows an information flow diagram 100 of an exemplary account registration
process establishing a password for account authentication. A user 160 can use a
user device 120 (e.g., personal computer or mobile device) to access a website
hosted by a web authentication server 140 or a software application on the user
device 120 having data retrieved from the web authentication server 140. In some
cases the web authentication server 140 may perform authentication but a different

server may provide account data or information.

[0016] The user 160 can register an account and password with the web
authentication server 140. The password may be used to authenticate with the web
authentication server 140 in order to login or access the user’s account. At step 101
of the registration process, the web authentication server 140 can provide a
registration page to the user device 120. The registration page can be a webpage
for a web browser or it can be a page or screen (e.g., graphical user interface) of a
software application. The registration page can be displayed as a graphical user
interface on a display screen of the user device 120. In some embodiments, the user
device 120 may store data for creating the registration page in a system memory
(e.g., as part of an application) and step 101 may not be performed. The registration
page may include text-entry fields for entering an account name (e.g., a user name)
and a password. In some embodiments, the registration page can include other
fields for inputting different types of passwords or authentication information. In
some embodiments, the account name may be pre-selected by the web
authentication server 140 instead of being entered by the user. In other
embodiments, the user 160 may provide input to a user interface of the user device

120 to enter the account name.

[0017] At step 102, the user 160 provides input to a text-entry user interface of the
user device 120 (e.g., a touch screen software keyboard, a physical keyboard, a
pointer device, or voice activated text-entry). The input by the user 160 includes the
password selected by the user 160. In some embodiments, the user input at step
102 can also include an account name. In registering a new account, users typically

select memorable passwords so that they do not forget them. However, such
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passwords are often more susceptible to being discovered using password security
attacks (e.g., dictionary attacks or brute force attacks). Password complexity can be
increased by increasing the length of the password or by mixing upper-case letters,
lower-case letters, numbers, and special characters, as compared to less complex
passwords using only alphanumeric characters, or less complex than that, only
lower-case letters). More complex passwords have less risk of being discovered
through such attacks. However, more complex passwords may be difficult for users

to remember.

[0018] The user device 120 creates a registration request message to send to the
web authentication server 140. The registration request message includes the
password input by the user 160. In some embodiments, where the user 160 inputs
the account name, the registration request message also includes the account
name. At step 103, the user device 120 sends the registration request message to
the web authentication server 140. The registrations request message can be sent
to the web authentication server 140 over a communication network (e.g., the
Internet). The user device 120 may include a network communication interface (e.g.,
an Ethernet network interface controller, a Wi-Fi network interface controller, or a
cellular network interface controller). The communication interface may be part of an

integrated system on chip (SOC) of the user device 120.

[0019] The web authentication server 140 receives the registration request
message from the user device 120 over the communication network. The web
authentication server 140 may also include a communication interface (e.g., an
Ethernet network interface controller, a Wi-Fi network interface controller, or a
cellular network interface controller) that is used to receive network communications,

such as the registration request message.

[0020] At step 104, the web authentication server 140 processes the registration
request message. The processing of the registration request message includes
retrieving the password from the message and storing it in a password database
142. The stored password is associated with the account name for the user's
account. As discussed above, the account name may be pre-determined by the web
authentication server 140 or it may be entered by the user 160 and included in the
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registration request message. The stored password can be used later during an
account login process. A password received during the account login process can
be checked against the stored password to determine whether the user is

authenticated to access the account.

[0021] At step 104, if the user has selected an account name, the web
authentication server 140 can check whether or not that particular account name is
already in use. The web authentication server 140 may perform this step if account
names are used as identifiers of the accounts. The web authentication server 140
may store an account database including account information for the accounts
maintained by the web authentication server 140. The account database can include
the corresponding account names for each of the accounts. Accordingly, the web
authentication server 140 can compare the account name included in the registration
request message (e.g., the account name input by the user 160) to the account

names stored in the account database to determine whether any match.

[0022] If the account name included in the registration request matches an account
name in the account database, then the web authentication server 140 may not
register the account name to the user 160. In this case, the web authentication
server 140 sends a registration response message to the user device 120, at step
105, including an indication that the account name has not been registered. The
web authentication server 140 can send the registration response message to the

user device 120 over the communication network.

[0023] If the account name included in the registration request does not match any
of the account names in the account database, then the web authentication server
140 may register the account name to the user 160. In this case, the web
authentication server 140 sends a registration response message to the user device
120 over the communication network, at step 105, including an indication that the

account name is registered.

[0024] FIG. 2 shows an information flow diagram 200 of an exemplary account
login process using a password for account authentication. The account login
information flow of FIG. 2 may occur after the account registration information flow of

FIG. 1. The user 260, the user device 220, the web authentication server 240, and
6
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the password database 242 of FIG. 2 may be similar to the user 160, the user device
120, the web authentication server 140, and the password database 142 of FIG. 1,

respectively.

[0025] At step 201 of the login process, the web authentication server 240 provides
a login page to the user device 220. The login page can be a webpage for a web
browser or it can be a page or screen of a software application. The login page can
be displayed as a graphical user interface on a display screen of the user device
220. In some embodiments, the user device 220 may store the login page in a
system memory (e.g., as part of an application) and step 101 may not be performed.
The login page may include text-entry fields for entering an account name (e.g., a
user name) and a password. Thus, the user 260 can enter their registered account

name and password to access their account and/or account information.

[0026] At step 202, the user 260 provides input to a text-entry user interface of the
user device 220 (e.g., a touch screen software keyboard, a physical keyboard, a
pointer device, or voice activated text-entry). The input by the user 260 includes the
password selected by the user 260 and previously registered at with the web
authentication server 240. In some embodiments, the user input at step 202 also

includes the corresponding registered account name.

[0027] After obtaining input from the user, the user device 220 creates a login
request message to send to the web authentication server 240. The login request
message includes the password input by the user 260. In some embodiments,
where the user 260 inputs the account name, the login request message also
includes the account name. At step 203, the user device 220 sends the login request
message to the web authentication server 240. The login request message can be
sent to the web authentication server 240 over a communication network (e.g., the
Internet). The user device 220 may include a network communication interface (e.g.,
an Ethernet network interface controller, a Wi-Fi network interface controller, or a
cellular network interface controller) for sending communications over the

communication network.

[0028] The web authentication server 240 can receive the login request message

from the user device 220 over the communication network. At step 204, the web
7
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authentication server 240 processes the login request message. The processing of
the login request message can include checking whether the account name is
registered. The web authentication server 240 can check whether the account name
included in the login request message matches any of the account names stored in
the password database 242 to determine whether the account name is registered. In
some embodiments, the web authentication server 240 could compare the account
name included in the login request message to account names stored in the account

database that also stores users account information.

[0029] The processing of the login request message can include verifying the
password received in the login request message against the stored password
associated with the account name. The web authentication server 240 can use the
account name included in the login request message to retrieve a password
associated with the account name from the password database 242. If the password
from the login request message matches the stored password associated with the
account name, then the user 260 has been authenticated to access the
corresponding account information. If the password from the login request message
does not match the stored password associated with the account name, then the

user 260 is not authenticated to access the corresponding account information.

[0030] At step 205, the web authentication server 240 sends a login response
message to the user device 220 over the communication network. The login
response message can includes an indication of whether the password received in
the login request message matched the stored password associated with the

account name (e.g., whether the login was authenticated or not).

[0031] As described above with respect to FIGs. 1 and 2, passwords established
during account registration can be used to login to that account. Password security
can be improved in numerous ways. For example, the password database 242 may
be encrypted to improve the security of the passwords against being compromised.
However, the encrypted passwords may be decrypted if the encryption key or
password is compromised. In some embodiments, the password database 242 may
store hashes of the passwords instead of storing the passwords themselves. Thus,
password security is improved because the passwords themselves are not stored at
8
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the web authentication server 240, only the hashes of the passwords. In such
embodiments, the passwords received during the registration process are hashed
and only the hashes of the passwords are stored in the password database 242.
These password hashes are associated with the corresponding account name.
When a password is received during the account login process, the received
password is hashed and compared against the stored password hash that is

associated with the account name.

[0032] To further increase password security, the web authentication server 240
can randomize the password hashes by appending or prepending a “salt” value (e.qg.,
a random string) to the password before hashing it. As such, passwords that are the
same will have different hashes as a result of using the randomized salt value. The
salt value may be stored in the account information for the account or it may be
added to the password hash. Use of a salt value in hashing the password may
prevent the password from being discovered from the hash value using lookup tables
(e.g., a table with precomputed password hashes of passwords from a password
dictionary), reverse lookup tables (e.g., a table that matches stored hashes at a

server to user’'s accounts), rainbow lookup tables, or other similar techniques.

[0033] However, even if the user’s password is secured at the web authentication
server using encryption or hashing, such techniques do not make password usage
entirely secure. For example, some users may use the same account name (e.g.,
email address) and the same password for various accounts provided by different
account providers. Thus, if one server (e.g., a less secure server) is compromised,
then the user’s password is compromised regardless of how secure the other
servers are. In addition, the user’s password may be compromised at the user or
user device side. For example, a password can be determined by key-logging
software or malware running on the user device. In addition, the user may be
deceived to reveal their password through phishing (e.g., fraudulent communications
that appear to be legitimate) or social engineering techniques (e.g., communications
that manipulate people into revealing confidential information). Computer
implemented security may not be able to protect a password if the user is tricked into

revealing it. Thus, the use of passwords for account authentication suffers from
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many security vulnerabilities, many of which cannot be solved through improved
computer-based security. There is a need for improved authentication techniques

that are resistant or immune to such security compromises.

[0034] Embodiments of the invention described below provide improved account
authentication process using public-private key cryptography instead of passwords.
During an account registration process, the user device can generate a public-
private key pair including a public key and a private key. Instead of establishing a
password for authentication, the user device can send the public key to the web
authentication server to use for authentication instead. To authenticate the user
device during an account login process, the web authentication server can generate
a challenge and encrypt the challenge using the registered public key. The user
device can decrypt the challenge using the private key corresponding to the public
key (e.g., the private key of the key pair including the public key). The user device
can send the decrypted challenge to the web authentication server as proof of

authentication.

[0035] The web authentication server can compare the challenge that it previously
generated to the decrypted challenge received from the user device. If the
decrypted challenge from the user device matches the generated challenge, then the
user device is authenticated and the web authentication server may grant the user
device access to the corresponding account. If the decrypted challenge from the
user device does not match the generated challenge, then the user device is not

authenticated and the user device is denied access to the corresponding account.

[0036] Authentication using public-private key cryptography does not suffer from
many of the security flaws described above with respect to password-based
authentication. For instance, a security compromise of the user device’s registered
public key at the web authentication server, or any other server, does not
compromise the user’s authentication information (e.g., the private key used to
decrypt the challenge) because the public key alone cannot be used to decrypt a
challenge encrypted by the public key. That is, the public key and encrypted
challenge cannot be used to obtain the challenge generated by the web
authentication server. With public-private key cryptography, the private key is

10
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required to decrypt a challenge encrypted by the public key. However, the private
key may be securely stored at the user device, may not be sent over a
communication network, and may not be accessible by any other device. Thus, a
compromise at the server side does not compromise the user’s authentication

information.

[0037] Another advantage of public-private key cryptography-based authentication
is that the authentication information (e.g., the private key) can be securely stored in
a secure hardware or software environment implemented on the user device. When
passwords are used as authentication information, they may be available as clear
text (e.g., unencrypted), outside of any secure environment, at some point during the
registration and/or login process. For example, the password may be accessible by
key-logging software as the user is inputting it. By contrast, with public-private key
cryptography-based authentication, the private key (e.g., the authentication
information) of the public-private key pair may be generated and stored within the
secure environment while the public key and the encrypted/decrypted challenge may
be accessible outside of the secure environment. As such, the authentication
information for authenticating with the web authentication server (e.g., the private

key) is secured even if the non-secure environment of the user device is comprised.

[0038] In addition, private keys cannot be determined from the user through
phishing or social engineering techniques. For example, a phishing website would at
best receive a decrypted challenge as proof of authentication from the user device.
The phishing website would not receive the private key. Furthermore, social
engineering techniques would be ineffective because the user may not know, or be
able to view, the private key if it is stored within the secure environment. Even if the
private key were available to the user, they are unlikely to be able to recall its value
since the user does may not directly interact with the private key value and the value

may be so long as to be impractical to recall.

[0039] Thus, public-private key cryptography-based authentication provides
numerous security improvements over password-based authentication processes.
Prior to discussing specific embodiments of the invention, some terms may be
described in detail.

11
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. TERMS

[0040] A “user’ can be a person or thing that employs some other thing for some
purpose. A user may include an individual that may be associated with one or more
personal accounts and/or mobile devices. The user may also be referred to as an

account holder in some embodiments.

[0041] A “user device” may comprise any suitable computing device that can be
used for communication. A user device may also be referred to as a “communication
device” or a “computing device.” A user device may provide remote or direct
communication capabilities. Examples of remote communication capabilities include
using a mobile phone (wireless) network, wireless data network (e.g., 3G, 4G or
similar networks), Wi-Fi, Wi-Max, or any other communication medium that may
provide access to a network such as the Internet or a private network. Examples of
user devices include desktop computers, videogame consoles, mobile phones (e.g.,
cellular phones), PDAs, tablet computers, net books, laptop computers, personal
music players, hand-held specialized readers, etc. Further examples of user devices
include wearable devices, such as smart watches, fitness bands, ankle bracelets,
rings, earrings, etc., as well as automobiles with remote or direct communication
capabilities. A user device may comprise any suitable hardware and software for
performing such functions, and may also include multiple devices or components
(e.g., when a device has remote access to a network by tethering to another device
—i.e., using the other device as a modem — both devices taken together may be

considered a single communication device).

[0042] The term “server computer’ may include any suitable computing device that
can provide communications to other computing devices and receive
communications from other computing devices. For instance, a server computer can
be a mainframe, a minicomputer cluster, or a group of servers functioning as a unit.
In one example, a server computer may be a database server coupled to a Web
server. A server computer may be coupled to a database and may include any
hardware, software, other logic, or combination of the preceding for servicing the
requests from one or more client computers. A server computer may comprise one

or more computational apparatuses and may use any of a variety of computing
12
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structures, arrangements, and compilations for servicing the requests from one or
more client computers. Data transfer and other communications between
components such as computers may occur via any suitable wired or wireless
network, such as the Internet or private networks. The “web authentication server”

described herein may be implemented by a server computer.

[0043] An “account provider” refers to an entity that provide accounts for use by
users and/or user devices. Examples of the types of accounts that can be provided
by account providers include e-mail accounts, digital storage accounts, social media
accounts, merchant or e-commerce website accounts, etc. An account provider may
provide a “web authentication server” to maintain and store account information and
authentication information (e.g., public keys, passwords, or password hashes) for
each user account. In some embodiments, the web authentication server may store
the authentication information used during registration and login processes while a
separate server stores the account information to be provided after a user device is

authenticated.

[0044] The term “public/private key pair’ may include a pair of linked cryptographic
keys generated by an entity (e.g., a computer or an electronic device). The public
key may be used for public functions such as encrypting a message to send to the
entity or for verifying a digital signature which was supposedly made by the entity.
The private key, on the other hand, may be used for private functions such as
decrypting a received message or applying a digital signature. The private key will
typically be kept in a secure storage medium and will usually not be known to other
entities. However, the cryptographic systems described herein may feature key
recovery mechanisms for recovering lost keys and avoiding data loss. Public and
private keys may be in any suitable format, including those based on RSA Rivest—

Shamir—Adleman (RSA) cryptography or elliptic curve cryptography (ECC).

[0045] An “encryption key” may include any data value or other information suitable
to cryptographically encrypt data. A “decryption key” may include any data value or
other information suitable to decrypt encrypted data. In some cases, the same key
used to encrypt data may be operable to decrypt the data. Such a key may be
known as a symmetric encryption key.

13
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[0046] The term “authentication” generally refers to a process of establishing
confidence in the identity of a user or a computer. Authentication may be performed
using passwords, pass codes, images, or gestures. Authentication may also be
performed by confirming the identity of a device using public key cryptography (e.g.,
encrypted data or digital signatures) for authentication information. Authentication
may also be performed using biometric data. The term “authentication data” or
“authentication information” may include any data or information suitable to
authenticate a user or device. In addition, authentication data may refer to data that
can be used during an authentication process along with other information (e.g., an
encryption key used to encrypt/decrypt data for authentication). Examples of
authentication data may include a password or passphrase, decrypted challenge, a
public key corresponding to a registered public key, a secret key (e.g., a private key),
a digital signature, an indication that the device is storing certain information, etc. An
“authentication server” that receives authentication information (e.g., a password, a
public key, a decrypted challenge) and conduct an authentication process using that
information. The authentication server may be a “web authentication server” that
performs authentication for accessing online accounts via a website. A “web
authentication server’” may also perform authentication for accounts accessed using
a mobile application instead of a web browser. That is, the term “web authentication
server” is not intended to be limited to use with websites only, but is intended to

cover authentication across networks without necessarily using a web browser.

[0047] A “challenge” or “challenge phrase” refers to a data value used during an
authentication process. The challenge may be an alphanumeric word, phrase, or
string of characters. The challenge may also be a bit string or bit array. The
challenge may be randomly generated or may be pre-determined. In some

embodiments, a new challenge may be used for each different login request.

[0048] An “Application Programming Interface” (API) is a set of procedures,
protocols, or tools for building software applications. An APl may be used to build
applications which allow communication between one or more entities. Examples of
APIls include POSIX, and the C++ Standard Template Library. An “API call’ is a

communication between two software applications or computers made possible by
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an API. An API call could include a standardized method of requesting or delivering
information between software applications, such as a client-side application and a
server-side application according to the server-side API. An API call could take the
form of an HTTP method, such as GET, POST, PUT, or DE. Account registration
and account login messages described here can be formatted and transmitted

according to one or more APIs.

[0049] As used herein, the term “providing” may include sending, transmitting,
making available on a web page, for downloading, through an application, displaying
or rendering, or any other suitable method. In various embodiments of the invention,
rule profiles, rule outcome frequencies, and rule outcome disposition frequencies

may be provided in any suitable manner.

[0050] A “processor” or “processor circuit” may refer to any suitable data
computation device or devices. A processor may comprise one or more
microprocessors working together to accomplish a desired function. The processor
may include a CPU that comprises at least one high-speed data processor adequate
to execute program components for executing user and/or system-generated
requests. The CPU may be a microprocessor such as AMD's Athlon, Duron and/or
Opteron, etc.; IBM and/or Motorola's PowerPC; IBM's and Sony's Cell processor;
Intel's Celeron, Itanium, Pentium, Xeon, and/or Xscale, etc.; and/or the like

processor(s).

[0051] A “memory” or “system memory” may be any suitable device or devices that
can store electronic data. A suitable memory may comprise a non-transitory
computer readable medium that stores instructions that can be executed by a
processor to implement a desired method. Examples of memories may comprise
one or more memory chips, disk drives, etc. Such memories may operate using any

suitable electrical, optical, and/or magnetic mode of operation.

[0052] Messages communicated between any of the computers, networks, and
devices described herein may be transmitted using a secure communications
protocols such as, but not limited to, File Transfer Protocol (FTP); HyperText
Transfer Protocol (HTTP); Secure Hypertext Transfer Protocol (HTTPS), Secure

Socket Layer (SSL), ISO (e.g., ISO 8583) and/or the like.
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L. AUTHENTICATION USING PUBLIC-PRIVATE KEY CRYPTOGRAPHY

[0053] Embodiments of the invention provide improved account authentication
process using public-private key cryptography instead of passwords. Instead of
registering a password and using that password to login, a public key is registered
and the private key is used to decrypt a challenge that has been encrypted using the
public key. The decrypted challenge is used to authenticate with the web server as
proof that the user device has access to the private key corresponding to the
registered public key. In the embodiments described below, the public key of the
public-private key pair is provided to the web authentication server of the account
provider. Thus, the private key of the public-private key pair is resistant to being
compromised because it is securely stored and is not provided to any other
computing device. Account registration and login processes using public-private key

cryptography are described below with respect to FIGs. 3 and 4.

[0054] FIG. 3 shows an information flow diagram 300 of an account registration
process using public-private key cryptography for account authentication, according
to an embodiment of the invention. A user 360 can use a user device 320 (e.g.,
personal computer or mobile device) to access a website or software application
hosted by a web authentication server 340. The user 360 can register a public key
with the web authentication server 340. The public key and a corresponding private
key, forming a public-private key pair, may be used to authenticate with the web

authentication server 340 in order to login or access the user’s account.

[0055] At step 301 of the registration process, the web authentication server 340
can provide a registration page to the user device 320. The registration page can be
a webpage for a web browser or it can be a page or screen of a software application.
The registration page can be displayed as a graphical user interface on a display
screen of the user device 320. In some embodiments, the user device 320 may store
the registration page in a system memory (e.g., as part of an application) and step

301 may not be performed.

[0056] The registration page may include an indication of the account provider.

The registration page may include a button to initiate the account registration
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process. In some embodiments, the registration page may include a text-entry field
for entering an account name (e.g., a user name). In other embodiments, the user
360 may provide input to a user interface of the user device 320 to enter the account
name. In other embodiments, the account name may be pre-selected by the web
authentication server 340 and the registration page may indicate the pre-selected
account name. In some embodiments, the registration page may include a text-entry
field for entering a public key to be registered. In other embodiments, the public key
may be provided to the web authentication server automatically without requiring

text-entry input by the user 360.

[0057] At step 302, if the registration page includes the text-entry field for entering
the account name, then the user 360 can provide input to the text-entry field using a
text-entry user interface of the user device 320 (e.g., a touch screen software

keyboard, a physical keyboard, a pointer device, or voice activated text-entry). The

input by the user 360 can be set as the account name.

[0058] At step 303, the user device 320 generates a public-private key pair 322
including a public key 324 and a private key 326. The user device 320 may generate
the public-private key pair 322 in response to input to the user interface. For
example, the user device 320 may generate the public-private key pair 322 in
response to a button press confirming an account name entered by the user at step
302. In another example, the user device 320 may generate the public-private key
pair 322 in response to a button press on the registration page to initiate an account

registration process.

[0059] In public-private key cryptography, the public key 324 may be used for
public functions such as encrypting a message to send to the entity or for verifying a
digital signature which was supposedly made by the entity. The private key 326, on
the other hand, may be used for private functions such as decrypting a received
message or applying a digital signature. The private key 326 may be kept in a secure
storage medium, a secure hardware environment, or a secure software environment,
and may only be accessible to the user device 320 that generated the public-private
key pair 322. The public-private key pair 322 may be generated using RSA
cryptography or elliptic curve cryptography, for example.
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[0060] After generating the public-private key pair 322, the user device 320 creates
a registration request message to send to the web authentication server 340. The
registration request message includes the public key 324 of the public-private key
pair 322 generated by the user device 320. In some embodiments, where the user
360 inputs the account name, the registration request message also includes the

account name.

[0061] At step 304, the user device 320 sends the registration request message to
the web authentication server 340. The registration request message can be sent to
the web authentication server 340 over a communication network (e.g., the Internet).
The user device 320 may include a network communication interface (e.g., an
Ethernet network interface controller, a Wi-Fi network interface controller, or a
cellular network interface controller) to send such communications over the
communication network. In some embodiments, the communication interface may

be part of an integrated system on chip (SOC) of the user device 320.

[0062] The web authentication server 340 receives the registration request
message from the user device 320 over the communication network. The web
authentication server 340 may also include a communication interface (e.g., an
Ethernet network interface controller, a Wi-Fi network interface controller, or a
cellular network interface controller) that is used to receive network communications,

such as the registration request message.

[0063] At step 305, the web authentication server 340 processes the registration
request message. The processing of the registration request message includes
determining the public key 324 from the registration request message and storing the
public key 324 in a public key database 342. At part of processing the registration
request message, the web authentication server 340 can check whether or not the
public key 324 included in the registration request message is already registered and
in use. The web authentication server 340 can compare the public key 324 included
in the registration request message to the public keys stored in the public key
database 342 to determine whether any of the stored public keys match the public
key 324 included in the registration request message. If the public key 324 included
in the registration request message does not match any of the stored public keys
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stored in the public key database 342, then the web authentication server 340 can
register the public key 324 by storing it in the public key database 342. In this case,
the web authentication server 340 can send a registration response message, at
306, indicating that the public key 324 has been registered. If the public key 324
included in the registration request message matches a stored public key in the
public key database 342, then the web authentication server 340 may not register
the public key 324 and may not store it in the public key database 342. In this case,
the web authentication server 340 can send a registration response message, at

306, indicating that the public key 324 has not been registered.

[0064] As discussed above, the account name may be pre-determined by the web
authentication server 340 or it may be entered by the user 360 and included in the
registration request message. Where the account name is entered by the user 360,
the web authentication server 340 determines the account name from the
registration request message and associates that account name with the public key
324 included in the same registration request message. The public key 324, stored
in the public key database 342, may be associated with the account name for the
user’'s account. The stored public key 324 can be used later during an account login
process to encrypt a challenge, as described below. That is, the public key may not

be re-registered.

[0065] At step 305, if the user 360 has selected an account name and it is included
in the registration request message, the web authentication server 340 can check
whether or not that particular account name is already registered and in use as part
of the registration request processing. The web authentication server 340 may store
an account database including account information for the accounts maintained by
the web authentication server 340. The account database can include the
corresponding account names for each of the accounts. Accordingly, the web
authentication server 340 can compare the account name included in the registration
request message (e.g., the account name input by the user 360) to the account
names stored in the account database to determine whether any match. In other
embodiments, the public key is used as the account name to identify the user’s

account instead of using a user-selected or pre-selected account name.
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[0066] At step 305, if the account name included in the registration request
matches an account name in the account database, then the web authentication
server 340 may not register the account name to the user 360. In this case, the web
authentication server 340 sends a registration response message to the user device
320, at step 305, including an indication that the account name has not been
registered. The web authentication server 340 can send the registration response

message to the user device 320 over the communication network.

[0067] If the account name included in the registration request does not match any
of the account names in the account database, then the web authentication server
140 may register the account name to the user 160. In this case, the web
authentication server 140 sends a registration response message to the user device
120 over the communication network, at step 105, including an indication that the

account name is registered.

[0068] In some embodiments, the registration response message can indicate that
the public key 324 is registered with the account name included in the registration
response message. In some embodiments, the registration response message can
indicate that the account name is not available. In some embodiments, the

registration response message can indicate that the public key is already registered.

[0069] Thus, the user device 320 can generate a public-private key pair 322 and
register the public key with the web authentication server 340 of the account
provider, enabling the user device 320 to authenticate with the web authentication
server 340 using the private key 326 during an account login process. As further
discussed below, the web authentication server 340 can encrypt a challenge using
the registered public key 324 and can authenticate the user device 320 if the user
device can decrypt the challenge using the private key 326 and send the decrypted

challenge back to the web authentication server 340.

[0070] FIG. 4 shows an information flow diagram 400 of an account login process
using public-private key cryptography for account authentication, in accordance with
some embodiments. The account login information flow of FIG. 4 may occur after
the account registration information flow of FIG. 3. The user 460, the user device

420, the web authentication server 440, and the public key database 442 of FIG. 4
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may be similar to the user 360, the user device 320, the web authentication server
340, and the public key database 342 of FIG. 3, respectively.

[0071] At step 401 of the login process, the web authentication server 440 provides
a login page to the user device 420. The login page can be a webpage for a web
browser or it can be a page or screen of a software application. The login page can
be displayed as a graphical user interface on a display screen of the user device
420. In some embodiments, the user device 420 may store the login page in a

system memory (e.g., as part of an application) and step 101 may not be performed.

[0072] In some embodiments, the login page can include a button in the user
interface to initiate the login process. In some embodiments, the login page can
include a text-entry field for entering an account name (e.g., a user name). In some
embodiments, the login page can list one or more account names that the user
device 420 has previously registered. In some embodiments, the login page can list
identifiers of the corresponding account provider along with the one or more account
names. In some embodiments, the login page can list one or more public key values
that the user device has previously registered in addition to the one or more account

names or instead of the one of more account names.

[0073] At step 402, if the login page includes a text-entry field for the account
name, the user 460 can enter their registered account name. At step 402, if the login
page includes a list of one or more account names, or a list of one or more public
key values, then the user 460 can provide input to the user interface to select a
particular account name or public key. The user 460 can provide input using a user
interface of the user device 220 (e.g., a touch screen software keyboard, a physical
keyboard, a pointer device, or voice activated text-entry). For example, the user 460
can select a displayed account name associated with the public key 424, or the user
460 can select a displayed public key value for the public key 424, or the user can

enter the public key value for the public key 424 into the text-entry field.

[0074] After receiving the user input, the user device 420 creates a login request
message to send to the web authentication server 440. The login request message

includes the public key 424 as selected by the user 460. In some embodiments,
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where the user 460 inputs the account name, the login request message also

includes the account name.

[0075] In an alternative embodiment, the user device 420 can create a login
request message that include the account name but does not include the public key
424. The login request message may not need to include the public key 424 where
the web authentication server 440 has associated the account name with the public
key 424 (e.g., during a registration process) and can determine the public key 424

using the associated account name.

[0076] At step 403, the user device 420 sends the login request message to the
web authentication server 440. The login request message can be sent to the web
authentication server 440 over a communication network (e.g., the Internet). The
user device 420 may include a network communication interface (e.g., an Ethernet
network interface controller, a Wi-Fi network interface controller, or a cellular network
interface controller) for sending communications over the communication network.
The web authentication server 440 can receive the login request message from the

user device 420 over the communication network.

[0077] At step 404, the web authentication server 440 processes the login request
message. The processing of the login request message can include checking
whether the account name is registered. The web authentication server 440 can
check whether the account name included in the login request message matches
any of the account names stored in the public key database 442 to determine
whether the account name is registered. In some embodiments, the web
authentication server 440 can compare the account name included in the login
request message to account names stored in an account database that also stores
users account information. If the account name is not registered, then the web
authentication server 240 can decline the login request and the login response
message sent at step 411 can include an indication that the account name is not
registered. If the account name is registered, the login response message sent at

step 411 can include an indication that the account name is registered.

[0078] The processing of the login request message can also include verifying that

the public key 424 is registered. The web authentication server 440 can check
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whether the public key 424 included in the login request message matches any of
the public keys stored in the public key database 442 to determine whether the
public key 424 is registered. If the public key 424 is not registered, then the web
authentication server 240 can decline the login request and the login response
message sent at step 411 can include an indication that the public key 424 is not
registered. If the public key 424 is registered, the login response message sent at

step 411 can include an indication that the public key 424 is registered.

[0079] At step 405, if the public key is registered, then the web authentication
server 440 can generate a challenge to be used in authenticating the user device
420. The challenge may be an alphanumeric word, phrase, or string of characters.
The challenge may also be a bit string or bit array. The challenge may be randomly
generated by the web authentication server 440 or may be pre-determined. In some

embodiments, a new challenge may be used for each different login request.

[0080] At step 406, the web authentication server 440 can encrypt the generated
challenge using the public key 424 (e.g., the public key 424 received in the login
request message and/or the public key 424 stored in the public key database 442, as

they are the same) to obtain an encrypted challenge.

[0081] At step 407, the web authentication server 440 can send the encrypted
challenge to the user device 420. The encrypted challenge can be sent over the
communication network using a communication interface of the web authentication
server 440. In some embodiments, the public key 424 and/or the corresponding
account name may be sent to the user device 420 along with the encrypted

challenge.

[0082] The user device 420 can receive the encrypted challenge from the web
authentication server 440. The encrypted challenge can be received over the
communication network using a communication interface of the user device 420. In
some embodiments, the public key 424 and/or the account name may be included
with the encrypted challenge. The user device can determine the public-private key
pair 422 using the account name and/or the public key 424. Then, at step 408, the
user device 420 can decrypt the encrypted challenge using the private key 426 of the

public-private key pair 422 associated with the account name to obtain a decrypted
23



10

15

20

25

WO 2020/013928 PCT/US2019/035420

challenge. Since the private key 426 forms a public-private key pair with the public
key 424 used to encrypt the encrypted challenge, the decrypted challenge obtained
by the user device 420 will be the same as the challenge generated (and encrypted)
by the web authentication server 440. Thus, the user device 420 can prove that it
has access to the private key 426 corresponding to the public key 424 that was

previously registered with the web authentication server 440.

[0083] At 409, the user device 420 can send the decrypted challenge to the web
authentication server 440. The decrypted challenge can be sent over the
communication network using the communication interface of the user device 420.
In some embodiments, the user device 420 can send the public key 424 and/or the
account name along with the decrypted challenge. The web authentication server
440 can receive the decrypted challenge from the user device 420. The decrypted
challenge can be received over the communication network using the

communication interface of the web authentication server 440.

[0084] At step 410, the web authentication server 440 can process the decrypted
challenge. Processing the decrypted challenge can include determining the
corresponding challenge generated by the web authentication server 440 and
comparing the generated challenge to the decrypted challenge received from the
user device 420 to determine whether the two challenges match. In some
embodiments, the web authentication server 440 can associate the generated
challenge with the public key or the account name. The web authentication server
440 can determine the challenge that it generated based on a public key or account
name received from the user device 420 along with the decrypted challenge. The
web authentication server 440 authenticates the user device 420 is the decrypted
challenge matches the generate challenge as this proves that the user device 420
has access to the private key 426 that forms the public-private key pair 422 with the
public key 424 that was registered with the web authentication server 440. If the
decrypted challenge received from the user device 420 does not match the
corresponding generated challenge, then the user device is not authenticated. The
web authentication server 440 can then generate a login response message

including an indication of whether the user device 420 was authenticated or not.
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[0085] At step 411, the web authentication server 440 can send the login response
message to the user device 420. The login response message can be sent over the
communication network using the communication interface of the web authentication
server 440. The user device 420 can receive the login request message over the

communication network using the communication interface of the user device 420.

[0086] If the user device 420 is authenticated, then the web authentication server
440 can retrieve account information associated with the public key or account
name. The account information can be retrieved from an account database using
the public key or account name. The web authentication server 440 can then
provide the account information to the user device 420. In some embodiments, the

account information is included in the login response message sent at step 411.

[0087] Thus, the user device 420 can authenticate with the web authentication
server 440 using the private key 426 corresponding to the public key 424 that was

registered with the web authentication server 440.

[0088] In some embodiments, the account login and authentication processes can
be performed automatically by the user device 420 and the web authentication
server 440 without requiring input from the user 460. For example, the login page
sent by the web authentication server 440 can include an identifier of the web
authentication server 440. The identifier of the web authentication server 440 may
also be included in the registration page received from the web authentication server
at step 301 of FIG. 3. As such, the user device 420 (and similarly, the user device
320 of FIG. 3), can associate the identifier of the web authentication server 440 with
the public key 424 registered with that web authentication server 440. Thus, the

user 460 may not need to provide input to enter or select an account name.

Il KEY MANAGER

[0089] A user device may store and execute a key manager software application
that stores public-private key pairs for numerous different accounts. The steps and
operations of the user device performed for account registration and account login
can be handled by the key manager software application. The key manager
software application can also enable the user to select the appropriate public key to
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use for logging into a particular account at a web authentication server. The key
manager software application can also enable the user to view and copy the public
key value. The key manager software application can also enable the user to add
(e.g., register) new public keys and accounts and to remove existing public keys and
accounts. The key manager software application can also provide an interface for
viewing the registration pages and login pages described above. The key manager
software application can also provide for downloading of a public key or displaying of
the public key in text format. The key manager software application can provide a
form to paste the encrypted challenge message. The key manager software
application can display the decrypted challenge for copying/pasting into a

website/application for challenge response.

[0090] FIG. 5 shows an exemplary page on a graphical user interface 501 provided
by a key manager software application, in accordance with some embodiments. As
shown in FIG. 5, the key manager software application can enable a user to select
from among numerous public keys to use for account login. For example, a user
device may have received a login page (at step 401) and may need input from the
user (at step 402), as described above with respect to FIG. 4. The user device may
render and display the graphical user interface 501 to enable the user (e.g., user

460) to select a public key to be included in a login request message.

[0091] Box 502 of the graphical user interface 501 indicates which account provider
the user device is attempting to login to. In this generic example, the account
provider is “Account Provider Y.” The graphical user interface 501 lists several
account names that the key manager software application has registered along with
the account provider that the account is with and an indication of the public key

registered with that account.

[0092] For example, box 503 of the graphical user interface 501 shows an account
name of “Account B” that was registered with “Account Provider Y” using a public
key ending in “FD37 89B9.” The public key value may be displayed in hexadecimal
format. In some embodiments, the entire public key may be displayed. In some
embodiments, the entire public key may be displayed on a different page of the key
manager software application.
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[0093] Upon selecting box 502, the key manager software application may include
the account name “Account B” and the public key (e.g., the entire value of the public
key) in a login request message and may send the login request message to the web

authentication server handling authentication for “Account Provider Y.”

V. EXEMPLARY METHOD

[0094] An exemplary method for account login authentication performed by a user

device is described below.

[0095] The method includes sending, by a user device, a login request message to
a web authentication server. The login request message includes a public key. The
public key, along with a corresponding private key, forms a first public-private key
pair. The method further includes receiving, by the user device, an encrypted
challenge from the web authentication server. The method further includes
decrypting, by the user device, the encrypted challenge using the private key to
obtain a decrypted challenge. The method further includes sending, by the user
device, the decrypted challenge to the web authentication server. The method
further includes receiving, by the user device, account information from the web

authentication server.

[0096] The method can further include displaying, by the user device, one or more
account names on a user interface of the user device. The method can further
include determining, by the user device, a first account name based on input to the
user interface. The one or more account names, being displayed, can include the
first account name. The method can further include determining, by the user device,
that the first public-private key pair is associated with the first account name. The
method can further include creating, by the user device, the login request message
based on the determining that the first public-private key pair is associated with the
first account name. The login request message can further include the account

name.

[0097] The method can further include determining, by the user device that the
public key is associated with an encrypted private key. This step can be performed
in response to the receiving of the encrypted challenge. The method can further
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include determining, by the user device, authentication information based on input to
a user interface of the user device. The authentication information can be a
password used to encrypt the private key for secure storage. The method can further
include decrypting, by the user device, the encrypted private key based on the
authentication information. By decrypting the encrypted private key, the user device

can obtain the private key, unencrypted.

[0098] Prior to performing the account login steps described above, the method
can perform account registration steps. As part of account registration, the method
can further include generating, by the user device, the public-private key pair. The
method can further include sending, by the user device, a registration request
message to the web authentication server. The registration request message can
include the public key. The method can further include receiving, by the user device,
a registration response from the web authentication server. The registration
response can include an indication that the public key is registered to the user

device.

[0099] In some embodiments, the method can further include determining, by the
user device, an account name based on input from a user interface of the user
device. The method can also further include creating, by the user device, the
registration request message based on the input from the user interface. The

registration request message can further include the account name.

[0100] In some embodiments, the method can further include determining, by the
user device, authentication information based on input to a user interface of the user
device. The authentication information may be a password for encrypting the private
key for secure storage. The method can further include encrypting, by the user
device, the private key based on the authentication information to obtain an
encrypted private key. The method can further include storing, by the user device,
the encrypted private key and the public key. The method can further include

associating, by the user device, the encrypted private key with the public key.

[0101] The method can further include displaying, by the user device, one or more

account names and associated public keys on a user interface of the user device.
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The method can further include displaying, by the user device, the decrypted

challenge on the user interface.

[0102] An exemplary method for account login authentication performed by a web

authentication server is described below.

[0103] The method includes receiving, by a web authentication server, a login
request message from a user device. The login request includes a public key. The
method further includes verifying, by the web authentication server, that the public
key matches a registered public key associated with an account. The method further
includes generating, by the web authentication server, a first challenge. The first
challenge may be a randomly generated alphanumeric string of characters. The
method further includes encrypting, by the web authentication server, the first
challenge using the public key to obtain an encrypted challenge. The method further
includes sending, by the web authentication server, the encrypted challenge to the
user device. The method further includes receiving, by the web authentication
server, a second challenge from the user device. The method further includes
determining, by the web authentication server, that the second challenge matches
the first challenge. The method further includes sending, by the web authentication
server in response to the determining that the second challenge matches the first

challenge, account information to the user device.

[0104] The method can further include determining, by the web authentication
server, that the public key is associated with the account name. The method can
further include determining, by the web authentication server, that the account

information is associated with the account name.

[0105] The method can further include an account registration process occurring
before the account login process. The method can further include receiving, by the
web authentication server, a registration request message from the user device. The
registration request message can include the public key. The method can further
include determining, by the web authentication server, whether the public key
included in the registration request message does or does not match at least one of
a plurality of registered public keys. The method can further include determining, by

the web authentication server, whether to register the public key based on the
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determining of whether the public key included in the registration request message
does or does not match the at least one of the plurality of registered public keys.
The method can further include sending, by the web authentication server, a
registration response message including an indication of whether or not the public

key is registered to the user device.

[0106] In some embodiments, the registration part of the method can further
include storing, by the web authentication server, the public key and associating, by

the web authentication server, an account name with the public key.

[0107] In some embodiments, the registration part of the method can further
include registering, by the web authentication server the public key by associating it
with an account name. This step can be performed in response to determining that
the public key included in the registration request message does not match any
registered public key of the plurality of registered public key. The method can further
include creating, by the web authentication server, the registration response
message. The indication included in the registration response can indicate that the

public key is registered.

[0108] In some embodiments, the registration request message further includes the
account name. In such embodiments, the method can further include determining,
by the web authentication server, whether the account name included in the
registration request message does or does not match at least one of a plurality of
registered account names. In addition, the method can further include determining,
by the web authentication server, whether to register the account name based on the
determining of whether the account name included in the registration request
message does or does not match the at least one of the plurality of registered
account names. In this case, the registration response message further includes a
second indication of whether or not the account name is registered with the public

key.

[0109] Embodiments of the invention present a number of advantages.
Authentication using public-private key cryptography does not suffer from many of
the security flaws described above with respect to password-based authentication.

For instance, a security compromise of the user device’s registered public key at the
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web authentication server, or any other server, does not compromise the user’s
authentication information (e.g., the private key pair) because the public key cannot
be used to decrypt a challenge encrypted by the public key to obtain the same
challenge generated by the web authentication server. With public-private key
cryptography, the private key is required to decrypt a challenge encrypted by the
public key. However, the private key may be securely stored at the user device and
may not be sent over a communication network. Thus, a compromise at the server

side does not compromise the user’s authentication information.

[0110] Another advantage of public-private key cryptography-based authentication
is that the authentication information can be securely stored in a secure hardware or
software environment implemented on the user device. When passwords are used
as authentication information, they must be available as clear text (e.g.,
unencrypted), outside of any secure environment, at some point during the
registration and/or login process in order to provide the password to the web
authentication server. By contrast, with public-private key cryptography-based
authentication, the private key (e.g., the authentication information) of the public-
private key pair may be generated and stored within the secure environment while
the public key and the encrypted/decrypted challenge may be accessible outside of
the secure environment. As such, the authentication information for authenticating
with the web authentication server (e.g., the private key) is secured even if the non-

secure environment of the user device is comprised.

[0111] In addition, private keys cannot be determined from the user through
phishing or social engineering techniques. For example, a phishing website would at
best receive a decrypted challenge as proof of authentication from the user device.
The phishing website would not receive the private key. Furthermore, social
engineering techniques would be ineffective because the user may not know, or be
able to view, the private key if it is stored within the secure environment. Even if the
private key were available to the user, they are unlikely to be able to recall its value
since the user does may not directly interact with the private key value and the value

may be so long as to be impractical to recall.
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[0112] Thus, public-private key cryptography-based authentication provides

numerous security improvements over password-based authentication processes.

[0113] A computer system may be used to implement any of the entities or
components described herein. Subsystems in the computer system are
interconnected via a system bus. Additional subsystems include a printer, a
keyboard, a fixed disk, and a monitor which can be coupled to a display adapter.
Peripherals and input/output (I/O) devices, which can couple to an I/O controller, can
be connected to the computer system by any number of means known in the art,
such as a serial port. For example, a serial port or external interface can be used to
connect the computer apparatus to a wide area network such as the Internet, a
mouse input device, or a scanner. The interconnection via system bus allows the
central processor to communicate with each subsystem and to control the execution
of instructions from system memory or the fixed disk, as well as the exchange of
information between subsystems. The system memory and/or the fixed disk may

embody a computer-readable medium.

[0114] As described, the inventive service may involve implementing one or more
functions, processes, operations or method steps. In some embodiments, the
functions, processes, operations or method steps may be implemented as a result of
the execution of a set of instructions or software code by a suitably-programmed
computing device, microprocessor, data processor, or the like. The set of
instructions or software code may be stored in a memory or other form of data
storage element which is accessed by the computing device, microprocessor, etc. In
other embodiments, the functions, processes, operations or method steps may be

implemented by firmware or a dedicated processor, integrated circuit, etc.

[0115] Any of the software components or functions described in this application
may be implemented as software code to be executed by a processor using any
suitable computer language such as, for example, Java, C++ or Perl using, for
example, conventional or object-oriented techniques. The software code may be
stored as a series of instructions, or commands on a computer-readable medium,
such as a random access memory (RAM), a read-only memory (ROM), a magnetic
medium such as a hard-drive or a floppy disk, or an optical medium such as a CD-
32
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ROM. Any such computer-readable medium may reside on or within a single
computational apparatus, and may be present on or within different computational

apparatuses within a system or network.

[0116] While certain exemplary embodiments have been described in detail and
shown in the accompanying drawings, it is to be understood that such embodiments
are merely illustrative of and not intended to be restrictive of the broad invention, and
that this invention is not to be limited to the specific arrangements and constructions
shown and described, since various other modifications may occur to those with

ordinary skill in the art.

[0117] As used herein, the use of “a,” “an,” or “the” is intended to mean “at least

one,” unless specifically indicated to the contrary.
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WHAT IS CLAIMED IS:

1. A method for account login authentication, the method
comprising:

sending, by a user device, a login request message to an
authentication server, the login request including a public key, the public key and a
private key forming a first public-private key pair;

receiving, by the user device, an encrypted challenge from the
authentication server:;

decrypting, by the user device, the encrypted challenge using the
private key to obtain a decrypted challenge;

sending, by the user device, the decrypted challenge to the
authentication server; and

receiving, by the user device, account information from the

authentication server.

2. The method of claim 1, further comprising:

displaying, by the user device, one or more account names on a user
interface of the user device;

determining, by the user device, a first account name based on input to
the user interface, the one or more account names including the first account name;
and

determining, by the user device, that the first public-private key pair is
associated with the first account name; and

creating, by the user device, the login request message based on the
determining that the first public-private key pair is associated with the first account

name, wherein the login request message further includes the first account name.

3. The method of claim 1, further comprising:

determining, by the user device in response to the receiving of the
encrypted challenge, that the public key is associated with an encrypted private key;

determining, by the user device, authentication information based on

input to a user interface of the user device; and
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decrypting, by the user device, the encrypted private key based on the

authentication information to obtain the private key.

4, The method of claim 1, further comprising:

generating, by the user device, the public-private key pair;

sending, by the user device, a registration request message to the
authentication server, the registration request message including the public key; and

receiving, by the user device, a registration response from the
authentication server, the registration response including an indication that the public

key is registered to the user device.

5. The method of claim 4, further comprising:

determining, by the user device, an account name based on input from
a user interface of the user device; and

creating, by the user device, the registration request message based
on the input from the user interface, wherein the registration request message further

includes the account name.

6. The method of claim 4, further comprising:

determining, by the user device, authentication information based on
input to a user interface of the user device;

encrypting, by the user device, the private key based on the
authentication information to obtain an encrypted private key;

storing, by the user device, the encrypted private key and the public
key; and

associating, by the user device, the encrypted private key with the

public key.

7. The method of claim 1, further comprising:

displaying, by the user device, one or more account names and
associated public keys on a user interface of the user device; and

displaying, by the user device, the decrypted challenge on the user

interface.

8. A method for account login authentication, the method

comprising:
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receiving, by an authentication server, a login request message from a
user device, the login request including a public key;

verifying, by the authentication server, that the public key matches a
registered public key associated with an account;

generating, by the authentication server, a first challenge;

encrypting, by the authentication server, the first challenge using the
public key to obtain an encrypted challenge;

sending, by the authentication server, the encrypted challenge to the
user device;

receiving, by the authentication server, a second challenge from the
user device;

determining, by the authentication server, that the second challenge
matches the first challenge; and

sending, by the authentication server in response to the determining
that the second challenge matches the first challenge, account information to the

user device.

9. The method of claim 8, wherein the login request message
further includes an account name, the method further comprising:

determining, by the authentication server, that the public key is
associated with the account name; and

determining, by the authentication server, that the account information

is associated with the account name.

10.  The method of claim 8, further comprising:

receiving, by the authentication server, a registration request message
from the user device, the registration request message including the public key;

determining, by the authentication server, whether the public key
included in the registration request message does or does not match at least one of
a plurality of registered public keys;

determining, by the authentication server, whether to register the public
key based on the determining of whether the public key included in the registration
request message does or does not match the at least one of the plurality of

registered public keys; and
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sending, by the authentication server, a registration response message

including an indication of whether or not the public key is registered to the user

device.
11.  The method of claim 10, further comprising:
storing, by the authentication server, the public key; and
associating, by the authentication server, an account name with the
public key.

12.  The method of claim 10, wherein the determining of whether to
register the public key includes determining that the public key included in the
registration request message does match at least one of the plurality of registered
public keys, the method further comprising:

registering, by the authentication server in response to determining that
the public key included in the registration request message does not match any
registered public key of the plurality of registered public key, the public key by
associating it with an account name; and

creating, by the authentication server, the registration response
message, wherein the indication included in the registration response indicates that

the public key is registered.

13.  The method of claim 12, wherein the registration request
message further includes the account name, the method further comprising:

determining, by the authentication server, whether the account name
included in the registration request message does or does not match at least one of
a plurality of registered account names; and

determining, by the authentication server, whether to register the
account name based on the determining of whether the account name included in
the registration request message does or does not match the at least one of the
plurality of registered account names, wherein the registration response message
further includes a second indication of whether or not the account name is registered

with the public key.

14. A user device, comprising:

ONe Or Mmore processor circuits;
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a communication interface; and
a computer readable storage medium storing a plurality of instructions
that, when executed by the one or more processor circuits, cause the one or more
processor circuits to:
send, using the communication interface, a login request
message to an authentication server, the login request including a public key,
the public key and a private key forming a first public-private key pair;
receive, using the communication interface, an encrypted
challenge from the authentication server;
decrypt the encrypted challenge using the private key to obtain a
decrypted challenge;
send, using the communication interface, the decrypted
challenge to the authentication server; and
receive, using the communication interface, account information

from the authentication server.

15.  The user device of claim 14, further comprising a user interface,
wherein the plurality of instructions further cause the one or more processor circuits
to:

display, using the user interface, one or more account names on a user
interface of the user device;

determine, using the user interface, a first account name based on
input to the user interface, the one or more account names including the first account
name; and

determine that the first public-private key pair is associated with the
first account name; and

create the login request message based on the determining that the
first public-private key pair is associated with the first account name, wherein the

login request message further includes the first account name.

16. The user device of claim 14, further comprising a user interface,
wherein the plurality of instructions further cause the one or more processor circuits

to:
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determine, in response to the receiving of the encrypted challenge, that
the public key is associated with an encrypted private key;

determine, using the user interface, authentication information based
on input to the user interface; and

decrypt the encrypted private key based on the authentication

information to obtain the private key.

17.  The user device of claim 14, wherein the plurality of instructions
further cause the one or more processor circuits to:

generate the public-private key pair;

send, using the communication interface, a registration request
message to the authentication server, the registration request message including the
public key; and

receive, using the communication interface, a registration response
from the authentication server, the registration response including an indication that

the public key is registered to the user device.

18. The user device of claim 17, wherein the plurality of instructions
further cause the one or more processor circuits to:

determine an account name based on input from a user interface of the
user device; and

create the registration request message based on the input from the
user interface, wherein the registration request message further includes the account

name.

19.  The user device of claim 17, further comprising a user interface
and a system memory, wherein the plurality of instructions further cause the one or
more processor circuits to:

determine, using the user interface, authentication information based
on input to the user interface;

encrypt the private key based on the authentication information to
obtain an encrypted private key;

store, on the system memory, the encrypted private key and the public
key; and

associate the encrypted private key with the public key.
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20.  The user device of claim 14, further comprising a user interface,
wherein the plurality of instructions further cause the one or more processor circuits
to:

display one or more account names and associated public keys on the
user interface; and

display the decrypted challenge on the user interface.
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