-1 7 September 2005 ACTIVITY MANAGEMENT METHOD FIELD OF THE INVENTION The present
invention relates to a method of managing 5 an activity and a method of providing a response to a user
of a particular but by no means exclusive application in processing a request made by a user to engage
in a transaction with a provider of goods or services. 10 BACKGROUND OF THE INVENTION EXxisting
methods of conducting certain transactions employ ‘customer relationshi (CRM), where
the customer is accorded different benefits or 15 privileges, or given ert%%er:gcﬁﬁegrg?r%) %arketing
messages, depending on information knbWhVAdduMhRAEE eMW'ﬁQ@ provider of the desired good or
service. Such CRM practices involve apparatuses that are networked to a central server or processing
system 20 that is maieimedby The emiERT0MING the good, service or some associated benefit (such

as "frequent flyer poipfs” B diemeryVen Filss ) 2iid dalormatian Aba ¢ 261 CaiMBIh> However,

existing CRM practices have_several drawbackﬁ;gligdp?#ncular the)ére uire inter- connection and
/

communication regﬂtirﬁgﬁb\fﬂgyc&ﬂgal%_ep{?& th%§°d”elﬁjelr ﬂy rergﬁl%%%?gorﬁg_ t& implement; as
a result they are typie&8®) expdnsife t@30Ihsathad. InRikitidty, eriBiesTRAASpad§ It SddRborative CRM
face many hurdles irappdring i@t they knoseabdupa austequers bwirsgléo bgthatackeplogical constraints

and consumer priva@h%@erm. 30 FYMMARS &F Wﬁ,lNé{Ebp’deg,is aF o@jggggf the present

invention, therefore, services.

10
BACKGROUND OF THE INVENTION
Existing methods of conducting certain transactions
employ “customer relationship management” (CRM), where
the customer 1i1s accorded different benefits or

15 privileges, or given particular offers and marketing
messages, depending on information known about the
customer by the provider of the desired good or
service. Such CRM practices involve apparatuses that
are networked to a central server or processing system

20 that is maintained by the entity providing the good,
service or some associated benefit (such as *“frequent
flyer points” or “frequent flyer miles”) and
information about each customer.

25 However, existing CRM practices have several
drawbacks. In particular, they require inter-
connection and communication 1iIn real-time to the
central server and/or they generally are cumbersome to
implement; as a result they are typically expensive to

30 operate. In addition, entities participating in
collaborative CRM face many hurdles in sharing what
they know about a customer, owing to both
technological constraints and consumer privacy
concerns.

35
SUMMARY OF THE INVENTION
It 1s an object of the present invention, therefore,



- 2 7 September 2005 to obviate at least some of the difficulties associated with existing customer
relationship management systems. 5 According to a first broad aspect of the present invention, there is
provided a method of managing an activity, comprising: a user making a request to engage in an activity
with a first of a plurality of providers; 10 said user presgr;%ng to said first provider a personal data storage
device, said device provided with identification data to identify said user and.a yser ijBE’ comprising a
plurality of sets of user profile data; and assessing said user's request to 15 engage in said activity
according to one or hBre QP¥AR{Eets Buset§ichie daeevhe?din b2 sefdfddGIbfSdata pertains
to said user and to agespegttedroupvdtbne @xhotd o saidquetidies andrediesispective user 20
profile data pertainingdadgtanaators sedmeen said user and said respective group of providers.
Preferably said user's request to engage in said activity is assessed if possible according to the set 25 of

user profile data_pertaining to said first proyider an[% if not possible accqrding to the user_ profile data
pertaining to sai fir£%$8\gé§?%ndt8negor Jr%tse roqel%er"ﬁ%‘ﬁ%tda?a%r pe %ina%so%tor more other

providers, or only acEONERE 10dne EiehBre’sD $HQ\GFARE  Brofrthath (ktaARgdaRhedt more other
providers. Thus, eveadheugliythe asgpmay ngake a request to engage in an activity with a first provider,

the 35 activity may in fact be appgpvedagcordiRgrig bath theyuset predle datmgertainncyte that first
provider and also thgc%%ﬂ?ﬁ!ﬁiqwaap?ﬁi@ %P gitB(iru?‘éI?ity of providers;
10 said user presenting to said first provider a
personal data storage device, said device provided
with identification data to identify said user and a
user profile comprising a plurality of sets of user
profile data; and assessing said user’s request to
15 engage in said activity according to one or more of
said sets of user profile data;
wherein each set of user profile data
pertains to said user and to a respective group of one
or more of said providers and contains respective user
20 profile data pertaining to iInteractions between said
user and said respective group of providers.

Preferably said user’s request to engage 1iIn said
activity is assessed if possible according to the set

25 of user profile data pertaining to said first
provider, and if not possible according to the user
profile data pertaining to said fTirst provider and one
or more sets of user profile data pertaining to one or
more other providers, or only according to one or more

30 sets of user profile data pertaining to one or more
other providers.

Thus, even though the user may make a request to
engage 1In an activity with a Tfirst provider, the
35 activity may in fact be approved according to both the
user profile data pertaining to that Tfirst provider
and also the user profile data pertaining to either a



7 September 2005 second provider or a plurality of second providers. Indeed, the activity could be

approved according to the user profile data of the second provider or a plurality of second providers

only, if - for example 5 the user profile data of the first were entirely inadequate. It should be noted that

this method does not exclude the possibility of conducting other checks on the user's acceptability. 10

The personal data storage device can be read by any sduitable means7bgt6}@c%m9élld Qﬁagally comprise
i . i 7 r

an electronic reader. This aspect of the invention is also useful for 15 envifonments where data

communications are $RERAildMEVIGEE e 6 XpaRIEDEs ATnaReSCadaiRbRY MEERM and activity
management capabiktigkeesti-linehso that vl Exaraplel & boauspan decdisadnned Brghetgoint of

interaction. 20 Prefengidy, gaiskmgihodfughaldeeludes deteymivagnanygespease toovhich said user is
entitled. Preferably %i‘?ﬁ%{ ﬂ’ﬁ/s%tﬂféé'ieérﬂfoﬂlieo%@e £ igﬁlﬂgies iaieti\_/ityfgptaegg%q@in_g any past
activities said uger h%% enqgagéed in witgﬁs%m\q% ror $ oviders ?-which the set of user profile data
relates, and the “step Fas gingp§§f I's %?Jes S b1é &d at" resagt Ey\ﬁerﬁ? onegﬁﬁrzf X/ity data. 30
Preferably at least od83dea¥ater profife daau ktilRfeseEpdnibabtdbdacaiaiPan{Past responses
received by said usenpcanaeasdessndgisaiprepist 19 thasell atdedatcdrity atbaxd relspokse data. 35
Preferably, at least afy¢ s@fe0fusaF 1ofilecdpeaidy@gs personal data and assessing said request is - 4
7 September 2005
10 The personal data storage device can be read by any
suitable means, but this would typically comprise an
electronic reader.

This aspect of the invention 1is also useful for
15 environments where data communications are not
available, not reliable or expensive, as 1t makes
available the CRM and activity management capabilities
off-line so that, for example, a bonus can be
distributed at the point of interaction.
20
Preferably, said method further includes determining
any response to which said user is entitled.

Preferably at Ileast one set of user profile data

25 includes activity data concerning any past activities
said user has engaged in with a provider or providers
to which the set of user profile data relates, and the
step of assessing said user’s request 1is based at
least partly on said activity data.

30
Preferably at Ileast one set of user profile data
includes response data concerning any past responses
received by said user, and assessing said request 1is
based at least partly on said response data.

35
Preferably, at least one set of user profile data
includes personal data and assessing said request is



based at least partly on said personal data. Preferably, at least one set of user profile data includes
predictive data concerning future activities 5 in which said user is likely to engage, and assessing said
request is based at least partly on said predictive data. Preferably each of said sets of user profile data
10 constitutes a sub-profile of said user profile. Preferably said method includes updating said user

profile. More preferably said method includes updating said set of us fll t {ping to 15 said
first provider to include additional information_to reflect said activity. :je?é%fb%@%p n?egtfﬁgd includes

updating said set of RREFPrafieleaihdedithg 'ssaksPpIRATE I3 Reflect said activity if said

activity is completed. Preferably said method includes updating said set of user profile data pertaining to
said first provider to peé€eiramy yespamrse regsivehy saié tisaiF25udeaferghplycipie mated includes
updating the set of yserRigfile 4ata PRIGIVINT 4a.¢4 1SashearRiNG" PIYIfe"- 204 ekl said set of

user profile data_pertaining to, at least one other pé\c;i\ggjr is.only modified if said at least one other
r .

provider has gra ted"dcd yﬁ]gh?? 't% S5 ﬁrsﬁ; %Stlgre‘?&%ﬁ%%aﬁ effisefmiehifes controlling
access to different ptdof theduesbroflie ddtasedrePby Xgaskd pravitibys tHBugifake of a digital - 5
7 September 2005 qartfiaateiaed dataprofile data coordinates, to thereby enable access rights to be
modified by altering the digital certificate. 5 Preferably said user is required to provide consent to the

access of data in rel%t}%l}éqgslﬁ?tega[gﬂuegiztoSaid sets of user profile data
10 constitutes a sub-profile of said user profile.

Preferably said method 1includes updating said user
profile. More preferably said method includes
updating said set of user profile data pertaining to

15 said Ffirst provider to include additional information
to reflect said activity.

Preferably said method includes updating said set of
user profile data pertaining to said first provider to
20 reflect said activity i1f said activity is completed.

Preferably said method includes updating said set of
user profile data pertaining to said fTirst provider to
reflect any response received by said user.

25
Preferably said method includes updating the set of
user profile data pertaining to at least one other
provider.

30 Preferably said set of user profile data pertaining to
at least one other provider is only modified if said
at least one other provider has granted access rights
to said first provider.

35 Preferably said method includes controlling access to
different parts of the user profile data shared by
selected providers  through use of a digital



engage in an activity. Preferably said user is required to provide 10 identification data in relation to
selected requests to engage in an activity. According to a second broad aspect of the present invention,
there is provided a method of providing a 15 response to a user, comprising: said user making a request
to engage in an activity with a first of a plurality of providers; said user presenting to said first provider a
personal data storage device, said device provided 20 wi h_identificatignéi 2 é%%@n%&?id user and a
user profile comprising a plurality of sets of user profile data; and determining any response to which said

user is entitled uporCRiEkd Satfre fIddt; #5%herBiPEAdR setdldseF PR RS Spertdfis to said user
and to a respective gibapaiionecodipdere ciceisprovidaiztand tontalke respddthkedserbdyrofile data

pertaining to interactipreclpaiearhsaigli gbea Rndesaid f@spaetive group of providers; and 30 wherein said
user's entitlement to said response is assessed according to at least said user profile data pertaining to

one or more of said (gprogder . 35 Pref rablg said user's entitlement to sag?resgonse is assessed if

possible according t b5 €& ]IMSglab offlg thd%eﬁ%ﬂﬂ_ﬁ&‘?g SE?d ﬁrrs?w id& ,%%"l‘f %0 7 September
2005 not possible a&&6rdrfeFRStheQsedPkafiidars IsdHARINE oSS FEsDrofRieeshd Ehe or more sets
of user profile data pengageagio are actorétther providers, or only according to one or more sets of 5
user profile data pertaining to one or more other providers. Thus, for example, where the activity is a

purchase of Preferably said user is required to provide

10 identification data in relation to selected requests
to engage In an activity.

According to a second broad aspect of the present
invention, there is provided a method of providing a
15 response to a user, comprising:
said user making a request to engage In an
activity with a first of a plurality of providers;
said user presenting to said first provider a
personal data storage device, said device provided

20 with identification data to identify said user and a
user profile comprising a plurality of sets of user
profile data; and

determining any response to which said user
is entitled upon making said request;

25 wherein each set of user profile data
pertains to said user and to a respective group of one
or more of said providers and contains respective user
profile data pertaining to interactions between said
user and said respective group of providers; and

30 wherein said user®s entitlement to said
response is assessed according to at least said user
profile data pertaining to one or more of said
providers.

35 Preferably said user’s entitlement to said response is
assessed 1T possible according to the set of user
profile data pertaining to said first provider, and if



goods or services a user might be entitled to a 10 response in the form of a discount based on spending
history with that - or some other - provider of goods or services. Preferably at least one set of user profile
data 15 includes activity data concerning any past activities said user has engaged in with a provider or
providers to which the set of user profile data relates, and determining any response to which said user
is entitled is based at least partly on said activity 20 data. Preferably aﬁ(‘§8§%8’n1 set ?(wger profile data
: . o . € !

includes response data and said_determination of any response is based at leas partg on said response

25 data. Preferably, 3PasP8hg Ko REFPFSHIBYatincitlifes pEtebnaPdthidsy s57

t@etermination of
any response is baseerdidléasnpaikly srasdidfdaisbnar @oideta. Prefepablyont leakse oreket of user profile

data includes predictive geéa CoresFInRg foite asdivieesn myhied said usar imdkely dalemgage, and said

35 determination of YrolATRAnSe IS Pasq 9t Igegbpgr;wgoncgaigr;gquptivrﬁoq%ta.s-e}g S¢ptember 2005
According to a third broad asaegﬁif the present invention th%re is provided a method Rf managing an

activity, comprising: St _ofIO ﬁ’ty 8 %ViBSlrst%'a{Mﬁ%in °5 8 ta%'ésen}?a(\ﬁngog V3 profile

pertaining to said ustFAf€sMprising a set of user profile data; and said user making a request to
engage in an activity with a first of said plurality of providers; wherein said user's request to engage in 10

said activity is asses:pﬂqgf,pqﬁblwgipgmethg Qﬂbofa@iqr\ﬂr@yleiga@ qf@q&ﬂé@r Hraintained by
goods or services a user might be entitled to a
10 response in the form of a discount based on spending
history with that - or some other — provider of goods
Oor services.

Preferably at Ileast one set of user profile data
15 includes activity data concerning any past activities

said user has engaged in with a provider or providers

to which the set of user profile data relates, and

determining any response to which said user is

entitled is based at least partly on said activity
20 data.

Preferably at Ileast one set of user profile data

includes response data and said determination of any

response is based at least partly on said response
25 data.

Preferably, at least one set of user profile data

includes personal data and said determination of any

response is based at least partly on said personal
30 data.

Preferably, at Ileast one set of user profile data
includes predictive data concerning future activities
in which said user 1is likely to engage, and said

35 determination of any response is based at least partly
on said predictive data.



said first provider and, if not possible, either according to the set of user profile data of said user
maintained by said first provider and the set of user 15 profile data of said user maintained by one or
more other providers, or only according to the set of user profile data of said user maintained by one or
more of said other providers. 20 Thus, even though the user may make a request to engage in an
activity with a first provider, the activity may in fact be approved accorQi??}gtl%%@ tpe gagr profile data
maintained by that first provider and also the user profile data maintaine anotﬁer% provider or a

plurality of other prmﬁ&@%f%&@ed,tcfheaactmg/r&uIB'H@Qppﬂﬁf&f&ccé’fﬁingqs thBURE"Srofile data
maintained by the seboventibeiter ther @luralitp bovittadoravidet oy, af - forrsammge athe user profile
data maintained by thefifstiwgre Senipadequate. It will be appreciated, of course, that this method does

not exclude other checks on the Usgfs gfc%ptﬁmi% ﬁl{xglagtp/i%@@yd@rgf any ki ri,rmtjding a
purchase 35 but also aé%gégst for ggges. In the last case 'response’ be those wﬁ?ges or some

other employment rQSp age7 1&80ét 28508 AdbPdiAG %o BS gﬁn'ﬁﬂ'aggd Egpe%?b the present

invention, there is pro$RIE PR APBRIFSHAYidBn AL rédpstssy td Bk ecSRxERis RS each of a plurality
of providers maintaining a databasa thavisgra s iprofila pecqiresy tasaidngsegeanthcamprising a set of

user profile data; a uggg ml@gg\@irgq%sﬁqgﬂg@gesjam @ggiygy i/\ﬁgh gfirgr@f\,qug,gggrality of providers;
10 and determining any responsquﬁ)e\p(Iewiﬁp S%ES'MS% é%antlegeLiﬁp&@al{Bg searll% ;588“9%
10 said activity is assessed if possible according to the
set of user profile data of said user maintained by
said Tfirst provider and, if not possible, either
according to the set of user profile data of said user
maintained by said first provider and the set of user
15 profile data of said user maintained by one or more
other providers, or only according to the set of user
profile data of said user maintained by one or more of
said other providers.

20 Thus, even though the user may make a request to
engage 1In an activity with a Tfirst provider, the
activity may in fact be approved according to both the
user profile data maintained by that first provider
and also the user profile data maintained by another

25 provider or a plurality of other providers. Indeed,
the activity could be approved according to the user
profile data maintained by the second provider or a
plurality of other providers only, if - for example -
the user profile data maintained by the Tfirst were

30 i1nadequate. It will be appreciated, of course, that
this method does not exclude other checks on the
user’s acceptability.

The activity may be of any kind, including a purchase

35 but also a request for wages. In the last case the
‘response” may be those wages or some other employment
response.



wherein said user's entitlement to said response is assessed if possible according to the set 15 of user
profile data of said user maintained by said first provider and, if not possible, either according to the set
of user profile data of said user maintained by said first provider and the set of user profile data of said
user maintained by one or more 20 other providers, or only according to the set of user profile data of
;aid user maintaineql by one or more of said other provi er§. According tgeg){igmbberpagcﬁ%ogct of the
invention, 25 there is provided a personal data storage device for use iIn managing an activity between a
user and a provider, said device provided with identification data to identify said user and a user profile
comprising a pluralitpeteets obus€p prefilefoaiat 30 brehperg@pietto ofie dhsaidopieselity of providers.
Preferably each of sgighagie idniserpeafie datapeondidotesa sdxrpoefile6f satdwiei mgofde. 35
Preferably said persqaal terRge gggipg '&ﬁnﬁ?‘ig@ﬂ@% optical or electronic memory storage means

for storing said yser profile. More preferahly said - 9 7_September 2005 personal data storage device
has magnetic, optical, or eIectror‘%‘?ﬂel%%rfs g&@hignso r%f&eréFgf% ﬂ?e'rnﬁmé%d said

identification data. 53n SdPASEiMaME Ee PerddrAl dRER EidagPaElRE EthpKiSesSa teedit card sized
card with a memory steragaheamspnitberfgra cfetmeEfgneierstopoifi banadbdiaembodiment, the personal

data storage_device cor_nprises aasm%bqarq]gkar@ipaparﬂeégégtsorf@ eg]%@_er;tﬁ, thg,identification
data could simply be PINRG-ON (iSRS OPR- SR BARIPYEFa Pl RNRPSSP0 {1 figrm of, for

example, raiseilolettersc.l
an

determining any response to which said user
is entitled upon making said request;
wherein said user’s entitlement to said
response i1s assessed 1T possible according to the set
15 of user profile data of said user maintained by said
first provider and, i1t not possible, either according
to the set of user profile data of said user
maintained by said first provider and the set of user
profile data of saild user maintained by one or more
20 other providers, or only according to the set of user
profile data of said user maintained by one or more of
said other providers.

According to a TfTifth broad aspect of the invention,
25 there 1is provided a personal data storage device for
use iIn managing an activity between a user and a
provider, said device provided with identification
data to 1identify said user and a user profile
comprising a plurality of sets of user profile data,
30 each pertaining to one of said plurality of providers.

Preferably each of said sets of user profile data
constitutes a sub-profile of said user profile.

35 Preferably said personal data storage device has
magnetic, optical or electronic memory storage means
for storing said user profile. More preferably said



15 Herein the term "user" is used to refer to an individual, a group of individuals, or other entity which
makes requests to engage in activities. An example of a user is a customer who seeks to obtain 20
goods and services from a provider. In other embodiments, a user may be an employee etc. Herein the
term "provider” is used to refer in general terms to an entjty which can provide goods, services 25 or

some other response to a user's request to engage in an activity. Exarp%%j) % Hg%gd?%%re retailers,
employers, airlines, hotels, e-merchants, financial institutions, etc. Providers may be [ocally based or

based elsewhere - eRf iFYMRdr BthristCs69ferdfViHetiehds JRrIl KoradRtd&R e Rlused to refer to
a device comprising al¢gtrsioigyeneniity ssitbrage chedinsartoized enidgitbal chagsetic strip or chip,

or with optical storageriepiliesand asapbile Endefgestibragiataobile phone or personal digital
assistant, or a chip embedded in objects such as watches, toys, pendants, etc, which is suitable for - 10

7 September 2005 storing data and which can he used during an,activity . engagement.with the provider.
The term "activity" isSlt e Sreefﬁpagﬁg]ﬁgﬁw t&q?arﬂ?res(?un@s a %?m%&%%ﬂ -g?g\./hcﬁurchase

request, a wages re§OBBF dRESACAvity HREAtn §er pr&BRMMSAREIud Ehy Padiei@iliies, for
example, purchase datasagh asddndollars speat, forencyfuniss, peashetd bowghti pgmhber of units
produced, number ofgdayhuierkath suimRerof dRs Yrleayea NURes oltlisksgbroyshirwebsite,
number o_f t_imes a g%@rﬁﬁf T)é@\ée%%% Apgp@érlaétb;%edéﬁq%e ggp%i'_may include predictive indices of 15
future actlvmeslb for example, an index indicating

In some embodiments, the 1identification data could

simply be printed on the personal data storage device,

or embossed in the form of, for example, raised

letters.

15
Herein the term “user” 1s wused to refer to an

individual, a group of individuals, or other entity

which makes requests to engage 1iIn activities. An
example of a user iIs a customer who seeks to obtain
20 goods and services from a provider. In other

embodiments, a user may be an employee etc.

Herein the term “provider” is used to refer in general
terms to an entity which can provide goods, services

25 or some other response to a user’s request to engage
in an activity. Examples of providers are retailers,
employers, airlines, hotels, e-merchants, TfTinancial
institutions, etc. Providers may be locally based or
based elsewhere — e.g. In other countries.

30
Herein the term “personal storage device” is used to
refer to a device comprising a data storage facility
such as a credit-card sized card with a magnetic strip
or chip, or with optical storage features, or a mobile

35 device such as a mobile phone or personal digital
assistant, or a chip embedded 1iIn objects such as
watches, toys, pendants, etc, which 1is suitable for



the likelihood of when a certain activity will take place. "Personal data" in a user profile may include data
of 20 birth, gender, social status, income, qualifications, provider relationship information, etc. A
"response” will typically be the provision of a benefit such as a discount, however, it may be a 25 price, a
message, an approval (e.g. of credits, of right, of accesi) etc. The present invention, therefore,
ameliorates the technological difficulty of sharing and_expgoﬁing the 30;"§8”¥3MB@}<”Q about the user
at the point of interaction between user and provider, and enables each mPeractlon to g@scarried out on a
more fully informed BREEIAY pSatH AR PRS0 S s USEInEW gy Aoh-Brdih\rb¥nizations (e.g.
35 governmental bodiegpgenantndividuatioegarieide rmay not have as much information or as
complete a user profile as a collection of organizations. This - 11 7 September 2005 invention enables

each patrticipating prwiéierteq:pﬁ:rcerf%eer o} mi,mtgi%itsug\é(g dgtp vyigfig,th%é?{gplpcé(\ii“pr%iders sharing,

in effect, the us%of some or all of their respective profiles or sub 5 profiles when a user engages in an
activity with one™of tREM. E%%%?a%&ePSS OIJHﬁWg Sme émBodi&MECorTte iﬂ\a/%Hﬁgﬁ,’when a user

makes a request to 8ntagesSn ERPHERAS ECcomputer system (that implements the data processing steps
of the invention) 10 may be programmed to use some of the profile data maintained by a second provider
Use of the. profie daig om i cHLa e pr o Tont 1A b e ST (o g retrieving an
in?jzf of thepuser's iaré(;go;r?e g?ﬁa?%ﬁ%gs; cofn@pﬁisgg?%@igfevﬁjg? e? ast @g{%q%%[{ s )
10 dollars spent, currency units, products bought, number
of units produced, number of days worked, number of
days on leave, number of clicks through a website,
number of times a game is played etc. In contrast,
“Predictive data” may include predictive indices of
15 future activities — for example, an index indicating

the likelihood of when a certain activity will take

place.

“Personal data” in a user profile may include data of
20 birth, gender, social status, income, qualifications,
provider relationship information, etc.

A “response” will typically be the provision of a
benefit such as a discount, however, it may be a

25 price, a message, an approval (e.g. of credits, of
right, of access), etc.

The present invention, therefore, ameliorates the
technological difficulty of sharing and exploiting the
30 information known about the user at the point of
interaction between user and provider, and enables
each 1i1nteraction to be carried out on a more TfTully
informed basis by participating providers such as
businesses or non-profit organizations (e.g.-
35 governmental bodies), as an individual organization
may not have as much information or as complete a user
profile as a collection of organizations. This



complex derivative index that answers questions such as 'Probability that user requires a housing
mortgage loan'. In some embodiments, the personal data storage 20 device could then, using rules
embedded in it, compute and return such an index without revealing the details in the component profile
data. The type of access accorded to a particular provid gv!ould be subject to commercial arrangements
made between that provider and 25 the providers with whom profile da}agﬂéﬁ E@,%%‘.i- 556 access could
be controlled, for example, by Digital Certificates issued to each participating provider, where each

Digital Certificate colfAYF O huth&ERMTScod &AL ar@FRRdSERAN Btk peREAY! 48'Gata storage
device when an atteifipe refieitk, to dscessadrofid datal t8 somemdadianenits tihls invengon also

addresses the problgro@i ¢enswien ppyaci Sy mdloshag Pegirol averrfe the ushof e psdfile data to be

placed in the hands gf the yser, sq fhapFin §Hg}pren}}ggglg@@;§,é usgrgﬁy.gfsth%profg%j_ata can be
shared between%differen =12 7 H%?tember 2005 rQroviders this use is ggtf rmed only with the user's

consent at the point B tdractiol ahd Qith'S&t' thé& Hﬁﬁl‘?g dz!_f& baé?ngflﬁe‘f & towﬁ%hsh%{?%g parties,
such consent being §hichProvidedr fPBEMBle, BESPdEaatntent SPBEPIRMPRAERIEDr biometric

identification by the uder tthihe poirg+of konieractieen devicas@huspaekezodimnemtsopietse inkention enable
"legitimate permissicgh@@?léetingﬁ whgye pé@\ﬂ'qi@ﬁmay havearpateio ussistehpfilq eata(subject to the
10 user's consent) a v o] r serv -to th ing of | ton without
violating the user's p?i% C)?%% ﬁilgsir?\\?ér%ioangg%aggéépgr% |I'ew at%%s[%eaépagtt@% V\i{%’éﬁg:%ﬁjent information,

and thus facilitd®s Hig¥er BEcuPAQEHAMRE e cibfon YRsKiRP PRoc&ds idf'Eachrotfile

maintained by a second provider iIn the event the first
provider’s own profile data are insufficient for the
activity to complete satisfactorily. Use of the
profile data from the second provider may be limited
15 to a simple query (e.g. retrieving an index of the
user’s income band) or may comprise the retrieval of a
complex derivative index that answers questions such
as “Probability that user requires a housing mortgage
loan”. In some embodiments, the personal data storage
20 device could then, using rules embedded in i1t, compute
and return such an index without revealing the details
in the component profile data. The type of access
accorded to a particular provider would be subject to
commercial arrangements made between that provider and
25 the providers with whom profile data are shared. Such
access could be controlled, for example, by Digital
Certificates 1issued to each participating provider,
where each Digital Certificate contains the
authorization codes that are validated by the personal
30 data storage device when an attempt iIs made to access
profile data.

In some embodiments, this invention also addresses the
problem of consumer privacy by allowing control over
35 the use of the profile data to be placed in the hands
of the user, so that — in some embodiments — use only
of the profile data can be shared between different



encounter with the user. For example, in CRM, instantaneous updating of profile data is traditionally not
cost-effective owing to the 2 0 existence of large and complex applications which prohibit the
implementation of CRM rules and practices integrated with engagement in an activity. Embodiments of
this invention bring CRM functionality to the point of igte{%ct_ion with the user and avoids 25 the
complications of having to integrate with existing 'legacy’‘systems, wh;%wggl%%}c§ydgvolve
extensive change, hence making CRM much more practical and achieva Ef . § ith embodiments of
this invention, each FYoYRAE partickitigUfgnd T IRShERITRRACRM ¥r BEKRAeLBRMSEEREme benefits
from the collective kigowkeige abouthie pedntviiiE tiateseadthefits fend thd beaet itfoemed and faster
decisions made by thg-pravideraa®a ane phiherseadivae the uspehashivlicantrpbevdredhe use of and

access to the user pgfile, anghall of %Sﬁﬁ%‘f%mlf‘aﬁwep%% BE@EGV%POBM@%}*@‘ 13 7

September 200% need for cgm I%x integration ofﬁmprowder's iInformation. BRI ESCRIPTION OF
THE DRAWINGS 5 ﬁ’lr&%%? H‘gp{lt e pl%gent?nve ti ’maypr?gﬁ){v&r'é_ cledt qsge'r?ﬁ]ﬁga,'ﬁreferred
embodiments will nohAB8 tdEIGHISL hyOYayk B edg/ DI LAt fefERIMEE-RIthE EREBRTRMYing drawings,
in which: Figure 1 is desaeematic diagsam emagqrbrsendls 1(ofatastoragevdeticer{orerakely for use with a
preferred embodimeny ghineipEeEeNpENMERESToRITHERK AL RE aNFhéFearp BEVERMELS FRRFesentations of
three possible emboﬂg%%nggggge T%en%%fef}g;ge EW%? ﬁgurgj é’*éél”%@\ﬁ%ﬁ g{gtex%1plle_hoe1c the
processing flow within the Token o%fi ure 1; )

10 user’s consent) and offer relevant goods or services

to the user at the point of iInteraction without

violating the user’s privacy.

This invention enables profile data to be updated with

15 current information, and thus facilitates higher
accuracy iIn the decision making process fTor each
encounter with the user. For example, in CRM,
instantaneous updating of profile data is
traditionally not cost-effective owing to the

20 existence of large and complex applications which
prohibit the implementation of CRM rules and practices
integrated with engagement in an activity.
Embodiments of this invention bring CRM functionality
to the point of interaction with the user and avoids

25 the complications of having to integrate with existing
“legacy” systems, which would typically involve
extensive change, hence making CRM much more practical
and achievable.

30 With embodiments of this invention, each provider
participating in the Collaborative CRM or Partner CRM
scheme benefits from the collective knowledge about
the user, while the user benefits from the better
informed and faster decisions made by the providers,

35 and at the same time the user has full control over
the use of and access to the user profile, and all of
these are done at the point of iInteraction without the



Figure 4 schematically illustrates an example of the organization of user profile information in the Token
of figure 1; and 20 Figure 5 is a schematic illustration of a further preferred embodiment of the method of
the present invention. DETAILED DESCRIPTION OF THE INVENTION 25 A method of managing an
activity according to a preferred embodiment of the p[ezegnt invention, will now be described in detail. In
this method, the user profile is stored on a 30 personal data storage devg: Qgg&et;ee,d %8 low as a
‘Token'). Either the Token or the reader for reading the Token (with its con ing persona computer,

point of sale termina§&fsonE? BigitsPIEdE%nt, IEAIPERER Y? oteF mddie deRIRY1€8Fogrammed to 35

make decisions abouttherway e interaction should progress. The user profile is stored in the Token in
the form of Profile States, each Profile State - or - 14 7 September 2005 set of user profile data -

constituting |nd|ces gﬂggﬁl@@@@gﬁ@@lc&pffng ysekwiRisdata is used in and/or derived from

formulae which i nge from sim ressions establlshln% mathematical Sgrelatlonshlps between
iri

activity and/or other Hrlbﬁfe %'eta %( s?gt?ﬁ?c% mddef 'bte'rR)ed 'Q?P( Slly fi3RF observation of
large numbers of uselsanby M&g@%@?@@m&m&aﬁm F@&ﬁénéﬂ‘ﬁ;! beR¥eR®ehaviour and
other 10 characteristiesscirtiteedgiser byariedojesafi thexdophalaevmay inckiflerdtredictive ddwa” relating to

predicted behaviour g&ﬁ@nggﬁgmh&r&gm@s Peingslerved either from empirical observations or
from mathematical projections or%ﬁﬂ rjéacih §e5 léc%%tm/étx gvalygbgrg%e (gq‘:tlge J g}gggnrgia\y result in the

user profile in the Token bein led to re )
data storage deV|ce (or Token) for wuse with a

preferred embodiment of the present invention;

Figures 2A, 2B and 2C are schematic
representations of three possible embodiments of the
Token of figure 1;

15 Figure 3 illustrates an example of the
processing flow within the Token of figure 1;

Figure 4 schematically illustrates an example
of the organization of user profile iInformation in the
Token of figure 1; and

20 Figure 5 is a schematic illustration of a
further preferred embodiment of the method of the
present invention.

DETAILED DESCRIPTION OF THE INVENTION

25 A method of managing an activity according to a
preferred embodiment of the present invention, will
now be described in detail.

In this method, the user profile is stored on a
30 personal data storage device (referred to below as a
“Token”). Either the Token or the reader for reading
the Token (with 1ts controlling personal computer,
point of sale terminal, personal digital assistant,
cell phone or other mobile device) is programmed to
35 make decisions about the way the interaction should
progress. The user profile iIs stored in the Token in
the form of Profile States, each Profile State — or



the transaction. Profile State data may be Boolean (True or False), 20 numerical, quantitative or textual
data. The data in a single Profile State may constitute composite information, for example the user's
gender, age, marital status, family size and income band. 25 Profile States may instead of the data itself,
be used to hold pointers or location information and a_ccggs_keys and secret codes to the actual data,
which data may be stored in a location external to the Token, herein thgg Qt}ﬁb%s "%Sgded Profile

; : ember )
Data". The 30 access keys and secret codes may be assigned by user. or p?owder, depending on the

requirement, and the>&BysShd S5t 8IS Mg hdRd for eRERDEBEW % dARFASERY for access
control in the form ofepagdwogdschaP et e3iisit anentfodithent igerthe dUdl 35 ativemtab@ of greatly

increasing the amounketidaia availabie o proeessont therime 8 thehaetivityain amigaments where

the ne_twork connectlﬂt%rperrgiﬁ]pllg 7é&ﬂtggg)%r@%eg%ﬁsi%%Extﬁg@ﬁg,ﬁ’a{gﬁi[%l?atg, as well as
retaining user cqontrol oyer the d taacclisiglFor example, the Exiended Profile Dataigﬁi(ereade ina host
i

computer of a provideY AR BRaibi RS ﬁ\%tﬁ{ﬂétr)(. ﬁﬂ:‘#?lgrofi?)etg‘?d’teésg y JECt to the same
access rules as the #da ProfikoStateOMh@Nining ThEL iadileRly theied for sHiREARZess between
providers. 10 In additopithecRidfile Skates arebfsetheabiganize® inlasgts refembd ts asd¥rofile Lines and
sets of Profile Lines gsg@ganizrs i,ntod?;@ﬂg%glamamﬁs taefchrpbthesaigicanite@lied using a
cryptographically-ba%q é(ffi iﬁ%ﬂ‘i’ﬂ) schenﬂ)%dﬂﬁg& 15 Di%i %I a@%ﬁipates. %r%igital Cg{ﬂfé’ﬁate contains
data pertaining to the provider's_identity, codes indicating the types of _ )
10 characteristics of the user. Variables 1iIn the
formulae may include *“Predictive data” relating to
predicted behaviour of the user, such predictions
being derived either from empirical observations or
from mathematical projections or both. Each user
15 activity involving use of the Token may result in the
user profile in the Token being modified to reflect

the transaction.

Profile State data may be Boolean (True or False),

20 numerical, quantitative or textual data. The data in a
single Profile State may -constitute composite
information, for example the user’s gender, age,
marital status, family size and income band.

25 Profile States may instead of the data itself, be used
to hold pointers or location information and access
keys and secret codes to the actual data, which data
may be stored in a location external to the Token,
herein referred to as “Extended Profile Data”. The

30 access keys and secret codes may be assigned by user
or provider, depending on the requirement, and the
keys and secret codes may be used for encryption of
the data and/or for access control in the form of
passwords or PINs. Such an embodiment has the dual

35 advantage of greatly increasing the amount of data
available for processing at the time of the activity
in environments where the network connectivity permits



access the system or provider is permitted, a version 20 index indicating the validity period of the
Certificate, the coordinates to the Profile States, Lines and Planes that are accessible, permitted
functions relating to each of the coordinate sets, and a cryptographically generated hash value known as
a 25 Digital Signature which can be used by the Token gsve_:rify the authenticity of the Digital Certificate.
The Digital Signature is a function of all the data in the Digital Certifica}egg aYeelels ic keys known
only to the issuer of the Token and/or owner of the 30 Profile State, Line or Plane with which the Digital

Certificate is associd®SFe8 isdtfing Hiferdnt EigReceRrkEIdE10 HAfRent gstdRd br fdviders, the
right of each system retaedhgartisglar eottodthe averprifie calate restgesl- or p&ohitted as the
case may be, thus akuingl epntediied skesnged terosa péthpaiser pegfilered dé September 2005

Access rights are cngng%gh}ﬁgﬁ%lpc@nagleE%@m@gﬂ, HH&P q,ﬂgxgviqgae%ﬂgﬁﬁtocpp limited to

accessing a set of the user_pro r any , combinatjon qf functions including decisjon making, 5
modification or ewiﬁB?Trﬁé 6Ren is %ﬁggﬁ%ﬁgﬁ O(Eggigﬁ \Aﬁﬁ'f)emgygge%sp%siﬁ%%r some or all
of the activities in off¥88ng 8%CToRen BHARRe sPstemtiilukhg® oRFeddikg thSBrI&Ring, initializing
and issuance of Tokemstaioduringlaitializing] poagranmrhengruhetlifiton simamgeénancessd operations of
the system, providing&3Gjlities frdhedaialysing of user data and generating the relevant user profiles for
15 loading into Tokens, and setting up collaborations between providers who may wish to benefit from

the use of the Token and/or from collaboration with other participating providers, and_providing general
10 In addition, the Profile States are further organized

into sets referred to as Profile Lines and sets of

Profile Lines are organized into Profile Planes.

Access to each of these 1is controlled using a

cryptographically-based verification scheme using
15 Digital Certificates.

A Digital Certificate contains data pertaining to the
provider’s 1identity, codes indicating the types of
access the system or provider is permitted, a version

20 index indicating the validity period of the
Certificate, the coordinates to the Profile States,
Lines and Planes that are accessible, permitted
functions relating to each of the coordinate sets, and
a cryptographically generated hash value known as a

25 Digital Signature which can be used by the Token to
verify the authenticity of the Digital Certificate.
The Digital Signature is a function of all the data in
the Digital Certificate and cryptographic keys known
only to the issuer of the Token and/or owner of the

30 Profile State, Line or Plane with which the Digital
Certificate is associated.

By issuing different Digital Certificates to different
systems or providers, the right of each system to use
35 particular parts of the user profile can be restricted
or permitted as the case may be, thus allowing
controlled sharing of the use of the user profile.



services to support users. 20 The Operator may or may not be a provider and may or may not be the
Token issuer. According to the method of this embodiment, the 25 following typical steps take place in
one practical embodiment. The Token is loaded with an initial user profile and, optionally, mathematical
formulae for computing new 30 values of the indices njalii g up the Profile if the Token has
computational capabilities. The system is used by a provider such as %reégtié%rerﬁ)ggrin?oé%r example, hire
purchase of goods, and is 35 loaded with a script deﬁﬂ;% the processing steps to aken depending on

e
the Profile, computaffGFaSformb#E® fHiforFoukR Rfivatontheastust i enad skev&hoer 2005
Profile State inputs fasm ted Tokei)uss vedil a9 BN DigiatICerifivees oitoet g Digital Gasttiflcates providing
the system access tadtegigvgnt parts sétthe Erofilend/hensewser girothid easefa eustanrier) 5 makes a

request to engage indhe vty 5 higs pmi%gooﬁcirmgﬁﬂpt Hb@?sqmenﬂ%ﬁ(m@ﬁgured to

authorize loans g1 the form of hire purchase of goods to users based on the set of user profile data
pertaining to the retamgﬂﬁécfcﬂgﬁl@%ré'di?w iPbeing a function of the customer (user) profile. If the
customer requires a loan amount larger than that permitted based on the customer (user) profile 15 data
available to the systdine (inTiblecasd $he sahafjeclistoynergurofipdatetofthe wdtailematye Hestem prompts

the customer for conggghlhaFeATs arfcorghset o eusiamergrofiggdata viightpay Copprise
customer's activities 58@'&9.@9‘3‘ diﬁé@lreent Hrgk/ja%er 28r(auchtq.§ea fi%%q%lnipstitq%%rpu\gmgg is relevant to
10 overseeing the procuring, initializing and issuance of
Tokens, procuring, initializing, programming,
installation, maintenance and operations of the
system, providing facilities for the analysing of user
data and generating the relevant user profiles for
15 loading 1into Tokens, and setting up collaborations
between providers who may wish to benefit from the use
of the Token and/or from collaboration with other
participating providers, and providing general
services to support users.
20
The Operator may or may not be a provider and may or
may not be the Token issuer.

According to the method of this embodiment, the
25 following typical steps take place in one practical
embodiment.

The Token is loaded with an initial user profile and,
optionally, mathematical fTormulae for computing new

30 values of the iIndices making up the Profile i1f the
Token has computational capabilities.

The system is used by a provider such as a retailer
offering, for example, hire purchase of goods, and 1is
35 loaded with a script defining the processing steps to
be taken depending on the Profile, computational
formulae to perform TfTurther derivations based on



the customer's credit worthiness. With the customer's consent (and prior arrangement between the
retailer and the financial institution), the system is provided with the access rights to receive a response
from the 25 Token for a specific query, the response being in the form of an index which is then used by
the script to compute the customer's revised credit rating., The customer's consent to check other
customer profile data sets may be given in advance an Ztored in the .;O T l%erPnBr L Bg given at the

. - . Se% empbe z .

time of activity through presentment of a PIN, password or some biometric' means of identification. In

another embodiment, 98 M&notkats bd DREESn BEMarkBing @ Rities ARhet€ Hpréfide? such as a
department store takebgdizhtagerdfkfigassorianity s@tinterict With #akerGetd iFacakesmer in order to

- 18 7 September 2Qi@ieie €00ds petaerdees ©f pagnamevhaernayaweshparaecess customers of
the department storegla this gpiedimentths sgstggbforgﬁﬂsgﬁﬁ Qoigé—gé— Sasaé_%gir(gﬂ]ig,aﬂ(POS). The

Token is issued by a bank, and the department store is a participating provider in the use of the Token,
i.e. its customer arén%?ﬁ%i;on%rsr\ﬁ%‘?%fd tﬁ%se%’g%@ﬁs. 16 In*gﬁna%é)ﬁ'a\b'om th%%l;ugtbﬁ?er's activities

(including purchaseRithighRSIRLapaRedsSn thetbgstoser {ader) Wiofil&hBroughF6AMuladShat use as
inputs: personal datadpfiqagedextqgerddpaatzepeltaanisg torpadthactifidies; thd curiamwst activity; and

expec_te_d future 15 agtividRasi Qﬁergt@dé,givg@ndggeg, thsd<ad sh uged fasdparketingsdgcisions such as
the pricing of goodqur oﬂﬁ? ltgped%tteo‘ntlﬂégggﬁ i"‘}%i r%\egargﬁ {13@; él}% ﬁléséom%g]%ggugiered. The
e Token an t

formulae are stored ‘and/or executed i or In the system, 20 depending on_the

circumstances B imGERtEHtat T 1 hcREMGHR s idReRfisdlie Customer (user)

profile.

IT the customer requires a loan amount larger than
that permitted based on the customer (user) profile
15 data available to the system, (in this case the set of
customer profile data of the retailer) the system
prompts the customer for consent to access a second
set of customer profile data, which may comprise
customer’s activities relating to a different provider
20 (such as a financial institution) which i1s relevant to
the customer’s credit worthiness. With the customer’s
consent (and prior arrangement between the retailer
and the financial institution), the system is provided
with the access rights to receive a response from the
25 Token for a specific query, the response being iIn the
form of an index which is then used by the script to
compute the customer’s revised credit rating. The
customer’s consent to check other customer profile
data sets may be given in advance and stored in the
30 Token or may be given at the time of activity through
presentment of a PIN, password or some biometric means
of identification.

In another embodiment, the method can be used in
35 marketing activities, where a provider such as a
department store takes advantage of the opportunity to
interact with a user who iIs a customer in order to



One of the simplest forms is where the activities are purchases. In this case a formula specifies that X 25
Bonus Points are awarded to a customer for every dollar (or other currency unit) spent, allows Bonus
Points to be 'redeemed' by offsetting future purchases, and tracks such redemptions in order to monitor
customer response. 30 In this second embodiment, one géoﬁle State (Profile State A) is dedicated to
tracking the total amount of purchases made by customer over a prom,ot'éoen QSHB ¥ t%&omotion period
is encoded in rule scripts 35 embedded in the PQS. Each time a payment tPansac Ion 1S Initiated, the
POS - 19 7 Septenfe?™s RSy itk SRIO(HST BEShuRISERE Gudhs tiYc)etshekderived by
converting the total tegeegsiopuakmasnFirofike Seepak tinende dstirgy- the amount of points redeemed
to-date (which is tracked in Profile 5 State B), and allows the customer to choose to redeem the Bonus

Points as part of the pHrr%tigay%gdtmgﬁ%ctigneOg@g&g{et%gfrthgeganga P $he ftotal amount of
Bonus Points re eemeg IS recordegli': %gyrgée StaﬁLB, \ghl%t the total spent in the current 10 transaction
is added to Profile SBHé A. E%'H%’P, e S Poi err_1 § e@reb%e_r'n% b Yefits 8}“ tittements at
other participating veéHifbrElier dfamBeikE SERiiferiSatdeRASTPCIPAY YD oBE XY A4S deem or

'‘trade-in' 1000 Bonud Poirtsefores$20o0'Firtddlecodui@hat dae then te constoredra vendor Q. To effect

this, the system adds tha6RRE9QPHAB ARV NERE. 1R &pnus Points) to Profile State B to indicate that
1000 Bonus Points have been consumed, 20 and updates Profile State C, which in this example is

designated the transfer Profile State reco%nized by vendor Q, such_that when customer goes to vendor Q
and 10 Information about the customer’s activities (including

purchase activities)is captured in the customer (user)
profile through formulae that use as inputs: personal
data (e.g. age, sex, gender); data pertaining to past
activities; the current activity; and expected future

15 activities, in order to derive an index that can be
used for marketing decisions such as the pricing of
goods or the type of entitlements and rewards that the
customer may be offered. The formulae are stored
and/or executed in the Token and/or iIn the systenm,

20 depending on the circumstances of implementation,
including the type of Token used.

One of the simplest forms is where the activities are
purchases. In this case a formula specifies that X
25 Bonus Points are awarded to a customer Tfor every
dollar (or other currency unit) spent, allows Bonus
Points to be “redeemed” by offsetting future
purchases, and tracks such redemptions iIn order to
monitor customer response.
30
In this second embodiment, one Profile State (Profile
State A) i1s dedicated to tracking the total amount of
purchases made by customer over a promotion period;
the promotion period 1is encoded iIn rule scripts
35 embedded in the POS.

Each time a payment transaction is initiated, the POS



makes a transaction to redeem the virtual coupon for a $20 purchase, the system at vendor Q recognizes
the 25 coupon credit in Profile State C and increments another Profile State (say, D) to indicate that the
customer has consumed the credit in Profile State C. By accumulating totals in Profile States pertaining to
30 respective activity data (e.g. purchase data and redemption data), it is possible to track consumer

actions without losing information. By limiting access to the Profile State é* tticipating provider(s),
this method allows multiple providers to 35 either share or track their gl\}/vn%1 in%%?r?ﬁu?@%gtqomer profile,

using their own Profift! 8ed@¥Sin FR8cufNWAF sitdrediodife sEREELHowiHRVid&s &0 7
September 2005 pagtitigaresin.conenbviesistyme@orveartisthehiss. tRtadte Birafikagstkes which are not
shared allow providestdigraperaterifefliawn Seheses. aitcgsdie pingdendy asmiing ASEess

Certificate_s to provi%ﬁn%@(_epeeaggm}go%%wve@,ﬁgeﬁ;;iger{jp%ﬁgéc{oriﬁcclgpaipglg_,nly the Profile
States, Linesor Plag%s {latgéhas been f{locategqlo In addition, the&uRer rofile maé/éurther be used to
s

select other marietinr%g es e?) e StH@S&?QSEeFPF ¢ pIE?u 3

Whose profiles
indicate frequent puléifas&HtgolfiRg EHipnht Ay be efrgetdtd foranbNithg RBLERIBES pertaining to
golf 15 equipment, gtifahsaotamberships, gotimol edlidays ahd tbansticarsabtadivitiethAt selected
systems where accegg{@ fheaRackrend hosbRystemd mkacerlantacaoniiecheseystam may also 20

automatically aCCGS%\hgﬁﬁ%Otgﬁ tt re\tgi?yf%@%ﬁg)d@&%gpugggh@eiHs%rh%ro(f:i ine Token during

the interaction, as well as to (optionally) submit atest custom rp/&ofile data to the host system for

storage and futer HAPSECAWYY ASH@ddfdnie Profile State

Further, the Bonus Points may be redeemed for benefits
or entitlements at other participating vendors; for
example, the customer - at vendor P - may choose to
15 redeem or “trade-in” 1000 Bonus Points for a $20
‘virtual coupon” that can then be consumed at vendor
Q. To effect this, the system adds the redemption
amount (i.e. 1000 Bonus Points) to Profile State B to
indicate that 1000 Bonus Points have been consumed,
20 and updates Profile State C, which iIn this example 1is
designated the transfer Profile State recognized by
vendor Q, such that when customer goes to vendor Q and
makes a transaction to redeem the virtual coupon for a
$20 purchase, the system at vendor Q recognizes the
25 coupon credit iIn Profile State C and increments
another Profile State (say, D) to indicate that the
customer has consumed the credit in Profile State C.

By accumulating totals in Profile States pertaining to
30 respective activity data (e.g- purchase data and
redemption data), it is possible to track consumer
actions without losing iInformation. By [limiting
access to the Profile State only to participating
provider(s), this method allows multiple providers to
35 either share or track their own points in the customer
profile, using their own Profile States, iIn a secure
way . Shared Profile States allow providers to



25 embodiment is to combine judicious use of online access with off-line processing to achieve still more
practical profile-driven interaction systems. In particular, online access to the central host is expected to

take place most frequently when the Token 30 is used on the Internet. Before the system can access any
functionality in the Token, the system and Token may bg programmed to first authenticate each other

through a series of data exchanges based on a prescrided Eommuniceltté%ré ﬁ{%%gl w%ggincorporates
35 the use of industry standard cryptographic algorithms such as Data Encryption gtan ard (DES), RSA

cryptography, ElliptiP@URE EBg8tograpRy oGBS AGYSHEBE EncripliBR StardrETRES). 7
September 2005 In BathvuagEabiroEkdifkatesthevinethodaraploysta séareprogld®ihed to interact

with the Token to cagydvadeine roltvpleitientpation precesshansess and interpret the Profile and
results returned from the Token, and effect transactions (or activities) interactively taking into account

the results and jnformation arising from_the use of the information 10 f(rl&gtng{ﬁ]'ok%n. Such a device
a

would typically oméﬁ:gg 3 rdcesqi VJHE% Pﬁoﬂysﬁ?' b’?gg a&cgﬁa k e ,%%ft\ﬁgre programs,
displays for user to PEQVIGKER resHBREEs, kBYBDBardAbPUEEET0 ert8r ildMRNONAERRSS details and at
least one 15 input/otputd&vicatesintBoactingaeits anfoken hor teeanipte Bidieip Saatreader for reading

a chip card, an infrarrpeeeommuwysaen PREOf EORHBURKAINg Wb 2t sepbile phone or personal digital
assistant (PDA), as well as an optional capability to communicate with a 20 remote host system through

some means of data. communication for the purpose of enhancing the functionality or complementing the

functionality antP for o @%hd Mk rdhSactdRiorREaltye may “further be used to

select other marketing messages to be presented to the
customer. For example, users whose profiles indicate
frequent purchases of golfing equipment may be
targeted fTor marketing messages pertaining to golf

15 equipment, golf club memberships, golfing holidays and
loans for such activities.

At selected systems where access to the back-end host
system is practical and economic, the system may also
20 automatically access the remote host to retrieve any
updates due for the user profile In the Token during
the interaction, as well as to (optionally) submit the
latest customer profile data to the host system for
storage and further analysis. A key aspect of this
25 embodiment 1is to combine judicious use of online
access with off-line processing to achieve still more
practical profile-driven interaction systems. In
particular, online access to the central host is
expected to take place most frequently when the Token
30 1s used on the Internet. Before the system can access
any functionality in the Token, the system and Token
may be programmed to Tirst authenticate each other
through a series of data exchanges based on a
prescribed communication protocol which incorporates
35 the use of industry standard cryptographic algorithms
such as Data Encryption Standard (DES), RSA
cryptography, Elliptic Curve Cryptography or the



25 The system is able to provide secure storage for information collected as a result of interactions with
Tokens, and to transmit this information to remote systems for further processing if required by the
circumstances. Figure 1 is a schematic diagram of a 30 Token 10 according to the above described
embodiments, showing the processor unit 12, memory I#A'}L input/output unit 16 and software 18. The
processor unit 12 carries out instructions contained in the software 1873§ Tt{%jg_g\gaéﬁag contains the
algorithm for processing the data stored in the memory 14; the software 8" eptember 2005 itself
may also be stored iIAAYERRY 12Ny PRA9D-HIFHRL K ASSROM). The memory 14 typically comprises
any of the various 5 suitable memory types, such as ROM, Random Access Memory or RAM or
electrically erasable Progsantinagte Reas-enlghbeaphgnistERROMneltraofmpyBol&issstored in ROM,

while the EEPROM 40\ §0res A seiRIafiganhiglpiaddalgroiined PG RerpsPedpayent basis. The
RAM is typlcallyéjsed only %}lﬂ?ﬂn X CL"[IOI’] of t%{he oftware 18. Input-output unit 16 allows data to be

exe
exchanged with™15 ffr’llétext'é al st \ﬁHlE eGP0 iR13EE>End B&TTERe th'form of: 20
physical lines (e.g. eltgERIGEnaIDBarfEa Tl @ IcROtaresHALS faIRFMViRRestantiz?ls deh as EIA RS
232c, T=0 or T=1 prdtokels,as prescritefifiec 78t6dPaddit Bdcisinfr{oed ligit igriaisps)dio signals, in

which sound transmiggigsy e \ptg.qg' ol@ms@coﬂegoto cRIMBIMermatan petvadis Tokgy and System;
and information arising from the use of the information
10 from the Token. Such a device would typically
comprise a processing unit, memory for program and
data storage, software programs, displays for user to
view system responses, keyboard for user to enter
interaction-related details and at least one
15 i1nput/output device for interacting with a Token — for
example a chip card reader for reading a chip card, an
infra-red communication port for communicating with a
mobile phone or personal digital assistant (PDA), as
well as an optional capability to communicate with a
20 remote host system through some means of data
communication Tfor the purpose of enhancing the
functionality or complementing the functionality and
for processing the transaction or activity.

25 The system 1is able to provide secure storage for
information collected as a result of interactions with
Tokens, and to transmit this i1nformation to remote
systems for further processing if required by the
circumstances. Figure 1 is a schematic diagram of a

30 Token 10 according to the above described embodiments,
showing the processor unit 12, memory 14, input/output
unit 16 and software 18.

The processor wunit 12 carries out instructions
contained in the software 18.

35
The software 18 contains the algorithm for processing
the data stored iIn the memory 14; the software 18



25 radio frequency signals using protocols such as those specified in IS 14443 for chip cards, or GSM,
WAP, GPRS, Bluetooth, etc for other device types. 30 The Token 10 may take forms other than a chip
card, in which the active component is the chip and the overall Token is credit-card like. Other possible
embodiments include PDAs, mobile phones, watches % any portable gadgets with the active

component embedded in them. 35 Figures 2A, 2B and 2C depict sche irﬁ# re ible
Token-system interactions. In figure 2A, the - 23 7 September 2005 19;?%8 é [%];B Fnﬁh%&fzgrm of a chip

card, with active corhpBRAt"0a abRfe Bfe SIQERI23R iSFMMioth &€ a%oiR€8HsaRErminal with a
chip card reader whit¥demeigy @rma@ ot be connected to a host computer or a PC 5 with chip card reader
on an internet accessing host. In figure 2B, the Token 10 is in the form of a personal digital assistant

(PDA), with active cq;ﬁg)omgmg&oq A’Vh&ﬁi‘éﬂﬁﬁrﬁ&ﬁ&rjf'ﬁka%ﬂ?%@ ﬂli;)ese\%qrigﬂg net_work _
connected to a host s stﬁm In figure 2C"the Tokeén 10 ig in the f%s'%of ai[%ﬁalle telephone, with active
d

components 20¢;, whie'k gbgﬁste Pis tﬁxqﬁSbile%ﬁ% e Adtwork'an %ﬂap fCatoh server. In
each case, the TokeMerPEYprédenfeito e sSEeGEr29qidyithe FasdRlfe dAeH asiBambintained by a
provider, etc.), and tRedollewihg Mecesy poour&€ERRAMe system 22a,b,c initiates an exchange of
identification information with the Token 10; Based on this information, a mutual authentication process

occurs in which cryp}ggraggipﬂN%F cr. %[egisda%%%t&angﬁd géhpetv\%%ri éhegwg p@é%ﬁ. system
22a,b,c and Token 10 respectively) enables each part to ’ )

10 stores the "User profile and related data required on a
semi-permanent basis. The RAM is typically used only

during execution of the software 18.

Input-output unit 16 allows data to be exchanged with
15 the external system in which the Token 10 is used, and
can take the form of:

e physical lines (e.g. electrical signals carried
on electrical contacts following standards such
as EIA RS 232c, T=0 or T=1 protocols as

20 prescribed in IS 7816 Part 111 etc;

e infra-red light signals;

e audio signals, in which sound transmission from
the Token 1is encoded to carry information
between Token and System; and

25 e radio frequency signals using protocols such as
those specified in IS 14443 for chip cards, or
GSM, WAP, GPRS, Bluetooth, etc for other device
types.

30 The Token 10 may take forms other than a chip card, in
which the active component is the chip and the overall
Token 1s credit-card like. Other possible embodiments
include PDAs, mobile phones, watches and any portable
gadgets with the active component embedded in them.

35
Figures 2A, 2B and 2C depict schematically three
possible Token-system interactions. |In figure 2A, the



verify that the other part is genuine; During this exchange, the system 22a,b,c presents to the Token 10
its credentials in the 30 form of Digital Certificates that establish its right to access the relevant Profile

Planes; After the Token 10 verifies the Digital Certificates, access is granted. 35 The information on the
types of access that the system 22a,b,c may be grant_ed2'§ embedded in the Digital Certificates, and the
types of access include the - 24 7 September 2005 following: Profile.gu%p -é'%g\éhéc%%gtem 22a,b,cis
able to query the Token 10 as to whether the user profile meets a particula E{ro lle’'index 5 combination;

in this type of access AEF3w thtd 20 18 218 rdieble P End tHeihBeHiBrmAMIN MBS HYE dynamically
generated value incatpopatirenisc@dbinatiohlef Hiberiys tamretdaants predittel Faluesodr a derivative

result indicating a cengitian T o4e-ea Falses of i dedregiahlesekh Ryotilerdpdaiaddr Whigarihe system
22a,b,cis permittedrﬁg);ugpniﬁ]ggtar@tthgeTm;Q{ga L@giaéirygotgg r@%niéjlsegpr%ﬁlgéndices; and

Data retrieval - ip which raw data stored in the Token 10.is retrieved bx the slé/st%m 22a,b,c, such that the
computation an ap\ﬁﬂ(g i(ﬁpbPrqu{; nt ftfichaéls ﬁpth%ng?/gféefﬁ 232%,8,%5' %u S %ﬁnustrates an

example of the processing flow within the Token 10 (with software 18), and with the system 22.
In figure 2B, the Token 10 1is in the form of a

personal digital assistant  (PDA), with active
components 20b, while the system 22b is an application
10 server on a network connected to a host system.

In figure 2C, the Token 10 is in the form of a mobile

telephone, with active components 20c, while the

system 22c is the mobile phone network and an
15 application server.

In each case, the Token 10 is presented to the system
22 (1.e. the hardware device, etc. maintained by a
provider, etc.), and the following process occurs:

20 e the system 22a,b,c 1iInitiates an exchange of
identification information with the Token 10;
e Based on this information, a mutual

authentication process occurs in which
cryptographically encrypted data exchanged
25 between the two parts (i.e. system 22a,b,c and
Token 10 respectively) enables each part to
verify that the other part is genuine;
e During this exchange, the system 22a,b,c
presents to the Token 10 its credentials in the
30 form of Digital Certificates that establish its
right to access the relevant Profile Planes;
e After the Token 10 verifies the Digital
Certificates, access is granted.

35 The information on the types of access that the system
22a,b,c may be granted is embedded in the Digital
Certificates, and the types of access include the



25 Data from the system 22 are transmitted 24 to a Request Handler 26 for general validity and
dispatched to the appropriate function modules. Typically the data in each request message from the
system 22 includes a cryptographic checksum called the Message 30 Authentication Code or MAC,
which is used to detect any unauthorized change mageé% the request message received. Any message
found to have been altered is rejected and the system iS required to re,s@gnit%l%% re L 35 During the
initial steps of an encounter between Token 10 and system 22, the Reques? antﬁer transmits the -
25 7 September 2002 134 }B9Re Access Control function 28 to authenticate the system as well as to
verify and establish the systefrofddesgitePyofite blandéd Guthgatieatid? i, hasetisormbhgtographic

algorithms designed to verify Stthecuihgntigity of thkesystomad? resluasidihaecesse anskip verify the type
of access permitted to the sy%fzgpfgieThqng@ngpgrgphi&gmgnwqui,tgflﬁ:e _of 'keyewhich are

values that have_to be kept secret, to ensure their effectiveness as a security device. 10 To keep such

keys secret, a 'secure memorf?@gét%twi;s ﬁr%vme'dsin_'%@eT _er?fﬁ?gﬁgﬁ]%aﬁ}b{e Bhtent of the
memory is not accessible to aly ehfleaaeehang theT ARGEX0, 1A @ ErA AN bBaYseSyathe software
18 in the Token 10. 15 Once atyess isablablishedetteteystenad vequasisdopaczesado Rrofile Planes 32

are sent 34a,b to either the Regiayphafidnpdaye 38 mpduiasidanending eprber spegifig request and
the system'’s rights to make th&lﬁ@ request. \ iﬂygstype%pf R trie;é%lrr(ie\ggﬁgeMw&XIpe supported,
A I&W ata | anes

including raw data retrieval in a in that one’of the Protfile eing
10 indicating a condition (True or FalSe, or

degree or level);

e Profile update — in which the system 22a,b,c is
permitted to submit data to the Token 10 for
updating the relevant user profile indices; and

15 e Data retrieval — in which raw data stored in
the Token 10 1s vretrieved by the system
22a,b,c, such that the computation and
application of relevant formulae 1is iIn the
system 22a,b,c.

20

Figure 3 illustrates an example of the processing flow
within the Token 10 (with software 18), and with the
system 22.

25 Data from the system 22 are transmitted 24 to a
Request Handler 26 for general validity and dispatched
to the appropriate function modules. Typically the
data iIn each request message from the system 22
includes a cryptographic checksum called the Message

30 Authentication Code or MAC, which is used to detect
any unauthorized change made to the request message
received. Any message found to have been altered is
rejected and the system is required to resubmit the
request.

35
During the initial steps of an encounter between Token
10 and system 22, the Request Handler 26 transmits the



accessed is returned unprocessed, or a ‘condition check' request in which the Retrieval module 36 simply
25 verifies if a set of Profile States meets the conditions specified in the request, or a 'generate index'
request in which the Retrieval module 36 is required to return a derived index based on a combination of
index values in the user profile, 30 without revealing to the system 22 the components used to derive the
requested inc_ie_x. The formul_a for this derivati_on is embeduded in the so;tvg%srl?t%ﬁ]? nrd 'ﬁ)dgplapeable
through administrative functions, also coded in the software 18. 35 The system may submit data for

updating the Profile FRL s ACCESSGRRYS AT Utios 28619 SRHBRIHSRS requests are
processed by the Uptiage ragdtikn3sashavelddads méduley/8Bitfikesahd ireshahd izha dhe applies it to
the appropriate Profitg/inglen-er indicessdareming Phehe Idpdale requasichaiedendornslae 5

embedded in the sofg/gggdl%ﬁl' hgﬂ;&f&jpg '§@ ngiﬁlmgvaéggq,gq@ cgowl\y'gp ﬁeS;cribes an
attribute of the user. These v% iﬁre calle Prﬁge States. P? ile States can 10 be organized for ease
a

lue
of access and p oceg\ﬁg.%f’f 5% _Bl'etgf stich oraé{ﬁi tlo a'ée%tﬁg_ "9 85&FProfile State may
be a single value repfsherfithg @rdfdbuldef tRYRRerObr ifGREPDe RAIIH EBRHA a KAMBBEOf values
which together descsipeteaihe 2Rributd@hendc Brplileg®tgibs cnaylipe nigdiniged-aqo sets, eseh set called a

Profile Line. Sets of BfofHQé%es MR tHie boargeeediae Rk P{@filg@lﬁ@ggzsg@,@flane 32 has a
header and indexing@ec&%ﬂ% fqmg(i?.tingﬁggmg,elﬁggsor as a security device.

10 To keep such keys secret, a “secure memory” location
30 is provided in the Token 10, such that the content
of the memory is not accessible to any entity external
to the Token 10, and can only be used by the software
18 1n the Token 10.

15
Once access is established, the system’s requests for
access to Profile Planes 32 are sent 34a,b to either
the Retrieval 36 or Update 38 modules depending on the
specific request and the system’s rights to make the

20 request. Various types of Retrieval requests 34a may
be supported, including raw data retrieval iIn which
data in that one of the Profile Planes 32 being
accessed 1s returned unprocessed, or a “condition
check” request in which the Retrieval module 36 simply

25 verifies i1f a set of Profile States meets the
conditions specified in the request, or a “generate
index” request in which the Retrieval module 36 1is
required to return a derived 1iIndex based on a
combination of 1index values in the user profile,

30 without revealing to the system 22 the components used
to derive the requested index. The formula for this
derivation 1is embedded in the software 18, and 1is
replaceable through administrative functions, also
coded in the software 18.

35
The system 22 may submit data for updating the Profile
Planes 32 1i1f 1its access rights permit, and such



State. Each Line has a header that indicates common 25 attributes such as indices to formulae and/or
factors of formulae for derivation of the Profile States, such formulae and factors being stored in either
the Token 10 or the system 22, and specific requirements of particular implementations. 30 Access
rights of a system 22 may be assigned at any of these gzrogu;_)ing levels, and access can further be
categorized by functionality, such that a system 22 maybe given accefsstgpet%%gipc (e, Line or
Plane 35 for a specific function, but may have a different functional access right to another Profile set

(State, Line or PlandLarRs &8t SRdREQGERRIALIRAY ather YreatnfidWids3Barticdf Profile State
(or Line or Plane) is Wptsrted noosls Booafindiekerigtine 4 sohemnizaliatias@aes apehkgsexample of 5

profile organization, ag desgeribaghabogpdrdpisietampler 81a veer [indids40 ds mapiedieeé a set of Profile

Planes 3_2, each havggb@ r42 a%énmﬁﬁg{’éofi}%&“&st@. ggg@dDr%fHe l,igpmzm has a header 46
and multiple Prg@le Sta&eﬁsg%%d 0 Sh rln%sgﬁ%a% praviders may be effected at Plane 32, Line 44 or
o 8

State 48 level. Each Pl PDin 4 ay be assigned 15 to a different provider, and
some Planes 32 and/or Lines 44 and/or States 48 may be available for sharing with all or selected
providers and may cohwiruserivainefinlermasioraof gemaralidsefulfie ssabuedbs padmghatiod providers. 20

Each Profile State 4§ Riahbedesppiisad of fompeieibirdicesPr apglgdaipger ingaxse
values are called Profile States. Profile States can
10 be organized for ease of access and processing. An

example of such an organization is as follows:

e each Profile State may be a single value
representing an attribute of the user, or it
may be made up of a number of values which

15 together describes the attribute; and

e Profile States may be organized iInto sets, each

set called a Profile Line.

Sets of Profile Lines may in turn be grouped into a

20 Profile Plane 32. Each Plane 32 has a header and
indexing mechanism for locating a Plane, Line or
State.

Each Line has a header that 1indicates common

25 attributes such as indices to formulae and/or factors
of formulae for derivation of the Profile States, such
formulae and factors being stored in either the Token
10 or the system 22, and specific requirements of
particular implementations.

30
Access rights of a system 22 may be assigned at any of
these grouping levels, and access can TfTurther be
categorized by Tfunctionality, such that a system 22
may be given access to a specific State, Line or Plane

35 for a specific function, but may have a different
functional access right to another Profile set (State,
Line or Plane). The set of indices for locating a



A composite Profile State 48 is associated with a 25 derivation formula which may be implemented in the
Token 10 or the system 22, and the formula may contain other Profile States 48 as arguments. For
example, providers A, B and C may '‘own' Profile Planes A, B and C respectively, whilst the issuer of the
Token, 30 provider M, owns Profile Plane M. Within Profg Plane M, provider M may choose to define a
composite Profile Line L which is a derivative of selected Profile Stat Profile R s A, B, Cand
some Profile States from Profile Plane M itself, and this 35 Profile Lin?ngﬁt}g@%éﬁa%Be?agvaiIable for
reference to all provitirt il 35 uP 59848 @ envid@tSucHar collabdfativdarr&lgERnt Aiximizes the
synergy - 28 7 Sept&riber ZaD5theaveenahnd iateipating providers. In addition to personal data such
as gender, age, household income, family size, etc, Profile States can be used to track user activity by

activity type, providefs;proyices SdaralionithaNie! (ACRESENRES \WARNPIICaL AliRs gRObile eto),

method of paym%nt creqjt fard, debit_card, cash etc), product t category, time _ period, frequency,

produ ,
amount (value), qua tW, 'ocecas%ﬁg%ﬁ ﬂ{b’ca_ﬁ’?bal ‘F]%,C_Efcp. 15 d’ five 10 ABprS A3te Profile
States in the comput@iafiPkimuldte sueRdart edd ke fKod s desdtint redfards, SREp6ifses and
entitlements. Authenficatfarll seqbéaned 5 Bhen @dckenhaviisigntradutedds n sygPemaadsequence of

mutual authenticatiopmystipkemtadd ier Ppgds idantify pnchverify #heauthierticity ¢fdheaother. The
typical Token-systerjrjgl &Lﬁggl gﬁgtgerp&i%g?@ hé@ esquggﬁzeisgpgt\ggeﬁ%mken 10 and system 22 each

authenticates olroverl Ies the authenticity of the other, based on an exchange of cryptographic

Sharing between providers may be effected at Plane 32,
Line 44 or State 48 level.

Each Plane 32 or Line 44 or State 48 may be assigned
15 to a different provider, and some Planes 32 and/or
Lines 44 and/or States 48 may be available for sharing
with all or selected providers and may contain
derivative information of general usefulness to all
participating providers.
20
Each Profile State 48 may be comprised of component
indices or a single integer index.

A composite Profile State 48 1is associated with a
25 derivation formula which may be implemented i1n the
Token 10 or the system 22, and the formula may contain
other Profile States 48 as arguments. For example,
providers A, B and C may “own” Profile Planes A, B and
C respectively, whilst the issuer of the Token,
30 provider M, owns Profile Plane M. Within Profile
Plane M, provider M may choose to define a composite
Profile Line L which is a derivative of selected
Profile States from Profile Planes A, B, C and some
Profile States from Profile Plane M itself, and this
35 Profile Line L could be made available for reference
to all providers as a value-added service. Such a
collaborative arrangement maximizes the  synergy



information designed to provide secure and verifiable identity. The objective of this exchange is 25
essentially in order to protect the information in the Token from unauthorized use, and to protect the
system from false Tokens. Table 1 below outlines a typical sequence using 30 symmetric cryptographic
systems (such as Triple DES or AES/Rijndael standards); System 22Token 10 OlDetects presence of
Token 02Requests Token for identification data. - 29 7 September ZOPSSgﬁtgﬁ%ggT%g 10
03Responds to request with identification code (Token Id) and a random value comprising 16 bytes of

value. 04Derives thePFNWSE AN RIS RRYIK) P eUiABERaphic KInAfHISA®R THen 1d and a
24-byte Master AK spsregdnale dpdremsgenersesgeindiim 164sie alusaR Klcamnpomes.a 16-byte

session key SK, a cregiorgpRisAunctianeof AKod R1sateeypinROWils &K teodareackRO> (also 16
bytes long). Sends Rlsapd ]aﬁﬁtsi@i’t&? 0 ?R%{Q\TP@WWVWH%?’&W”‘ F?go@qg'étﬁ own AS,
e

encrypts it copy of O & cpmpareg fesulf ih ecelye 8 byteg of <ROGIf ot e ame,

outlets, mobile etc), method of payment (credit card,
debit card, cash etc), product, product category, time
period, frequency, amount (value), quantity,
occasions, marketing campaigns, etc. By using the

10 appropriate Profile States in the computation
formulae, such data can be used to determine rewards,
responses and entitlements.

Authentication seguence
15 When a Token 1is first introduced to a system, a
sequence of mutual authentication must take place for
one to identify and verify the authenticity of the
other.
The typical Token—system mutual authentication
20 sequence 1is one where Token 10 and system 22 each
authenticates or verifies the authenticity of the

other, based on an exchange of cryptographic
information designed to provide secure and verifiable
identity. The objective of this exchange is

25 essentially in order to protect the information in the
Token from unauthorized use, and to protect the system
from false Tokens.

Table 1 below outlines a typical sequence using
30 symmetric cryptographic systems (such as Triple DES or
AES/Rijndael standards):

System 22 Token 10
Ol Detects presence of Token
02 Requests Token for

identification data.




system deemed false, & Token stays silent. If they are the same, Token returns the 2nd 8 bytes of <RO>.
O6Verifies that received 8 bytes of <RO> are correct and Token is deemed genuine. Upon confirmation,
ready for sequence to establish its access rights to Profile (see Table 2 below). Access rights validation
The system 22 performs a 'Select' request to the Token
30 5 7 September 2005 System 22Token 10 Computé
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'6sahmgzlblcm< (ﬁw&%smgb Authentication
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ccess Key and

04

Derives the 16-byte Authent-
ication Key (AK), a cryptographic
function of the Token Id and a

24-byte Master AK stored in

system; generates random 16-
value R1 & computes a 16-byte
session key SK, a cryptographic
function of AK and R1, & encrypts
RO with SK to derive <R0O> (also
Sends R1 and 1st

16 bytes long).
8 bytes of <R0> to Token.

the
byte

05

Computes SK from R1 and its
own AK, encrypts its copy
of RO & compares result
with received 8 bytes of
<RO>. ITf not the same,
system deemed false, &
Token stays silent. |IT
they are the same, Token
returns the 2nd 8 bytes of
<RO>.

06

Verifies that received 8 bytes of
<RO> are correct and Token is

deemed genuine. Upon
confirmation,

ready for sequence
to establish 1ts access rights to
Profile (see Table 2 below).

Access rights validation

The system 22 performs a “Select’

10

request to the Token

in order to access a set of Profile States.



using derived ASK, verify received MAC by generating it as was done in system. If MAC is valid, verify AC
as follows: Derive AccessCertSignKey (ACSK) from Master AccessCertSignKey stored in Token and SPI
received from system, and use ACSK to perform CBC encryption on AC, excluding last 8 bytes. Use final
result block of CBC, verify that it is same as last 8 bytes of AC. Ifitis, AC is valid. AccessCert contains
the following: SPId - provider (SP) Id: assigned by the OGperator to the7 ﬁgg WQP i ng the 10
system to conduct its business or activities; - 31 7 September 2005 Vallc'la 31 |cates the period
within which the Access Certificate is valid, so that AccessCertificates can be explred and providers may
be given Access Certificates of limited 5 validity periods; validation of the Validitylndex is done in the
Token in cases where the Token has a real-time calendar clock, otherwise it is done in the System;
Number of Entries (N) - an integer indicating 10 number of entries in this AccessCert; Coordinates -
comprise Plane,S%\lumber'LineNumber'StateNumber - repeat N times; these are coordinates to Profile
Plane, Line or

ate to mvhich evetam hae accace: o 15 Dlﬂno \Allﬂr‘*nllf L |na or anfc |nr~||r~af S access to

VARIATI | tCTT I TIaAS T TS vvrer Oarcats

System 22 Token 10
Compute an AccessSessionKey (ASK),
a cryptographic function of <RO>
and Access Key (which is stored in
System at time of initialisation or
loaded into System through secure
means). ASK is used to encrypt
Access Certificate (AC) in cipher-
block-chaining (CBC) mode with <RO0O>
as initial vector, and 1st 4 bytes
of last resulting block (the
Message Authentication Code or MAC)
is sent to Token with system’s
provider 1Id (SPl1) and AC.

Using Master ASK (MASK),
compute Access Key from MASK
and SP1 received from
system, then derive ASK
using Access Key and <RO>;
using derived ASK, verify
received MAC by generating
it as was done in system.
IT MAC is valid, verify AC
as follows:

Derive AccessCertSignKey
(ACSK) from Master
AccessCertSignKey stored 1in
Token and SPI1 received from
system, and use ACSK to
perform CBC encryption on
AC, excluding last 8 bytes.
Use final result block of
CBC, verify that it is same
as last 8 bytes of AC. IT
it is, AC is valid.

AccessCert contains the following:
e SPId - provider (SP) 1Id: assigned by the
Operator to the provider who 1is using the
10 system to conduct i1ts business or activities;



entire plane, a Plane and Line without State indicates access to entire Line in given Plane, a Plane, Line
and State indicates access to specific State; 20 Function Type 1... N - (repeat N times); each entry
corresponds to an entry in the Coordinates list and indicates type of access available to that Plane, Line
or State; and Signature - a cryptographic checksum of gi preceding elements in AccessCert computed
using a MasterAccessSignKey by the owner of this set Of Profile Stat;s,sig !ES%%SPZOBI%‘? Token uses
this AccessCertificate to determine the 30 Plane, Line and State to which system has access, and

functions permitted. This eanyid SIdYHRLEX typical "H&GAEShd ERftieRERNEmEHERAA for Token -
system authentication and acodskaigHtbedeienaimtioar i fisakamise hé Signarrd i85 computed
from a secret key (Access Centificatss gatEredRs0cAC J€) spgierllyaasbigred iadre vendor by the

Profile owner. The ACSK can mgya Tkgg)legif\%?ery Sehtember20Q5 AR ESRAEFKEYi T his ey is derived

from a Master Access Certificatisl nature Key ar MACSK, and the SP Id. The MACSK is stored in the

Token and is us8d to derive tN& \ _iEXNhGFI J_A%%%ésCert]f% ! %té%}esent%_ durint&?he Token -
system interaction. The ACSK? A8d&Yd adee ke GRSt Tn Hie AdOKSSTelfific&RSESing the other
data elements in the certificatehtbreugth€ Blokeoddascey/ptieal wihere tha lsigdatureliscke last result

block of the CBC 10 operation, ¢ Bnitdes NGy PSR 0 AiPARS-Bgelshaining mode encryption is an
industry-standard approaciltoNSHBrg/Iptigg blﬂ%? I%fsdaﬁljjsigg gﬁcr%%gg eerncriyrpéipgajé I%gorithms such
e

as DES or Triple DES, and will not } } }
10 number of entries iIn this AccessCert;

e Coordinates — comprise
PlaneNumber:LineNumber:StateNumber - repeat N
times; these are coordinates to Profile Plane,
Line or State to which system has access; a

15 Plane without Line or State iIndicates access to
entire plane, a Plane and Line without State
indicates access to entire Line in given Plane,
a Plane, Line and State indicates access to
specific State;

20 e Function Type 1... N — (repeat N times); each
entry corresponds to an entry in the
Coordinates list and indicates type of access
available to that Plane, Line or State; and

e Signature — a cryptographic checksum of

25 preceding elements in AccessCert computed using
a MasterAccessSignKey by the owner of this set
of Profile States, issued to SP.

The Token uses this AccessCertificate to determine the
30 Plane, Line and State to which system has access, and
functions permitted. This example 1illustrates a
typical, secure and efficient implementation for Token
- system authentication and access rights
determination. In this example, the Signature 1is
35 computed from a secret key (Access Certificate
Signature Key or ACSK) specifically assigned to the
vendor by the Profile owner. The ACSK can be a Triple



explained here. Public Key Algorithm There are other possible implementation approaches to 20 embody
this invention. Other approaches include the use of public key algorithms such as RSA or Elliptic Curve
Cryptography, where use of master keys are replaced with the use of a public key scheme. In a public

key scheme, the Certificate is signed by the 25 issuer_usé g its Signature key and the Token verifies the
Signature using the Public Key Certificate issued by isstiéer and preloapegeinggﬁbsgﬁt%ognd presented
to the Token with the Access Certificate. 30 The Token is able to verify the %suer S Signature Public Key

Certificate by use of 3Cerfficat&Fssli€Y - by alBEfifi&Hon RutHBFAY §thidH My S Heutral party
trusted by all participh@ee#sthee systereaded Fhpniglantrustey with tNACEKporaioilithds BF issuing
Certificates to the vari@us paries\pasd P8 apesatand ieqieemeRisn inohdding thesed €ertificate which

is used to verify the githppticity 33 7 perembaEA005¢94 the Lertificatasthesented tojthe Token by the
system and vice-versa. The methodology for usi ublic key verification is common knpwledge amongst
practitioners of tﬁe d%'&?ﬁﬁﬂet_@lzatt'ﬁéﬂéa%hﬁleggd?%')piEal %ﬁ%@tidﬁ@ﬂ %Ceghoé_?hod Iﬁﬁ?he above
described embodiméiiS'are 48 foll8aRY ExdpledE LdVEne BlI6Wing §9RAIENEMpl&TDf akt@nbodiment
where the users arefacsisseestdtfieestoneprogidehes atietalatatind ellesetivdy Ba tlamsaction
involving the purchasgafigardsedn aclypirpintetpetianaba erRE Ebm at aygtailer, higProfile in the
Token 15 held by thesgaﬁtémgreis uisgd t%he@sui%ggﬂstopéesrdftgivsri 3@% opglpurrhi%cengge for maximizing

potential ]
10 operation.

CBC-mode encryption, or cipher-block-chaining mode
encryption is an industry-standard approach to
encrypting blocks of data using secret key encryption

15 algorithms such as DES or Triple DES, and will not be
explained here.

Public Key Algorithm
There are other possible iImplementation approaches to
20 embody this invention. Other approaches include the
use of public key algorithms such as RSA or Elliptic
Curve Cryptography, where use of master keys are
replaced with the use of a public key scheme. In a
public key scheme, the Certificate is signed by the
25 issuer using its Signature key and the Token verifies
the Signature using the Public Key Certificate issued
by issuer and preloaded in the system, and presented
to the Token with the Access Certificate.

30 The Token 1i1s able to verify the issuer’s Signature
Public Key Certificate by use of a Certificate issued
by a Certification Authority, which 1is typically a
neutral party trusted by all participants in the
system, and who is entrusted with the responsibility
35 for issuing Certificates to the various parties based
on operational requirements, including the CA
Certificate which is used to verify the authenticity



future patronage. In this example, illustrated schematically in figure 20 5, the Token is a chip card and
the system comprises a point-of-sale terminal (POS) and the systems to which it is connected, which
may include the electronic cash register, payment host and loyalty or CRM application host. 25 The chip
card 50 is a typical embodiment of the Token, and a ty%ﬁl profile structure described above The chip
card 50 communicates with the pomt -of-sale terminal 52’through a ca ge dﬁeré]v%rétle 4 by 30
means of electrical contacts radio frequency or infra-red light signals. The Ip card ken holding

the customer profile ayt£|§o ihEEI AR bR RESREMRE, Steh 1585 ERRNcalY org?e%lt card
payment functions, sxsitieerspidentizatioeretc. and THeonmedtiindaliduyhefship dssdngader/writer unit

54 in the point-of - 3$usAlederragal Herifepiemher 3605cthapeinkabsdiadgsmiaabhgd<sean be of any
make typically usedFjpgeﬁywﬁmé@sg.ptlgﬂé)rgggéqlﬁg, psuch as those used for credit card

transactions which are equipped with a programmable processor unit 56. The memory 58 in the POS
terminal 52 is loaded with a computer program containing instructions for 10 controlling the behaviour of
the system and dataFWrdhed sPtaBtese&F aftiripak aRERASPAA pNShRKigESgBRERY encapsulated
in scripts, which are difethef iabtruetioles thatere iatdrpdatedrtysaaceipaserfgibédoaded in the POS
terminal 52. These scripts 15 are replaceable and downloaded as and when a change is required, and
permit greater ermb@% in cnaarpmg the processing rules at the POS terminal 52 without the need for

replacing the actual e POS
10 The followmg is an example of an embodiment where the

users are customers, at Jleast one provider 1iIs a
retailer, and the activity is a transaction involving
the purchase of goods. In a typical interaction at a
point of sale at a retailer, the Profile iIn the Token

15 held by the customer is used to ensure customer 1is
given the optimum incentive for maximizing potential
future patronage.

In this example, illustrated schematically in Tfigure
20 5, the Token is a chip card and the system comprises a
point-of-sale terminal (POS) and the systems to which
it is connected, which may include the electronic cash
register, payment host and loyalty or CRM application
host.
25
The chip card 50 is a typical embodiment of the Token,
and a typical profile structure described above. The
chip card 50 communicates with the point-of-sale
terminal 52 through a card reader/writer unit 54 by
30 means of electrical contacts, radio Tfrequency or
infra-red light signals.

The chip card 50 Token holding the customer profile
may also 1incorporate other applications, such as
35 credit card or debit card payment functions,
membership i1dentification, etc. and is compatible with
the chip card reader/writer unit 54 in the point-of-



terminal 52. 20 The typical POS terminal 52 also includes a display 60, keyboard 62, receipt printer 64,
and communication interface 66 capability to work with a remote/external host computer system 68 such
as Electronic Cash 25 Registers (ECRs) 70, payment transaction authorization hosts and loyalty
application hosts which may be in remote locations. 'I:h%%apsaction proceeds as follows: 30 Initiation:
Start of business transaction; and customer's Token is presented to systeg, ,é%g%pt;&gggn sequence: 35
System initiates Token - system authentication sequence as described a dR)/e. - eptember 2005
User interaction seq&é1&: YRAEH83dcex%ful Token-system authentication, the system (POS terminal 52
in this example) may optionally (depending on the implementation) prompt 5 the operator by means of

display 60 to enter aTdl. PependdToealbe povidkislre@arervgnts,sbe B®S dayminalie may be
configured to prompttfﬂg ﬁ;glﬁg, eYRIYCtivity obgﬁgxtfor%,@gg{ ?BHV‘?BiF&‘ESs%ri H@k management
be configured to_prompt for a PIN only 10 a%e_rfeverg N g.ctivities q:)r 1@ilfter some total value of activities
exceeds a limit Set eﬁHSPinqﬁp%qgé%_é%S rt'F'th&'profie Srahthe E%?é?‘?ﬁé_%]ﬁ u f/%l:‘ verified by
the Token or the sys&dif; fHoHPRANeI HakanP ks FrnerRIhedane esssHhpdAAg thE PIN with 15 a value
previously stored in the Token; if done in the system, it is typically done by comparing with a value

cryptographically genpiatemkusing a8asterditN ey apd rinfaemation suchaadee Twken !d from the
Token. The Operatoagnmew ompber%borgmter thgoliﬁgg%cit'p& instructions for

10 controlling the behaviour of the system and data.
Control of the process at the POS terminal 52 1is
through algorithms encapsulated in scripts, which are
lines of iInstructions that are interpreted by a script
engine loaded iIn the POS terminal 52. These scripts

15 are replaceable and downloaded as and when a change 1is
required, and permit greater fTlexibility iIn changing
the processing rules at the POS terminal 52 without
the need for replacing the actual software in the POS
terminal 52.

20
The typical POS terminal 52 also includes a display
60, keyboard 62, receipt printer 64, and communication
interface 66 capability to work with a remote/external
host computer system 68 such as Electronic Cash

25 Registers (ECRs) 70, payment transaction authorization
hosts and loyalty application hosts which may be in
remote locations.

The transaction proceeds as follows:

30 Initiation:
Start of business transaction; and
customer’s Token i1s presented to system.

Authentication sequence:
35 System initiates Token — system authentication
sequence as described above.



20 details (product, purchase price, quantity, etc) through keyboard or through the ECR (if one is
connected, in which case the information is received through an external host interface). 25 Interaction
between Token and system can involve various scenarios, one of which is listed in the following: Based
on the transaction information such as product code, quantity and price, system 30 selects the relevant
Profile State coordinates and sends request to Token foi’a check agair}stS gg)et gHBEog%%gntitlement.
Profile States selected return the optimum entitlement index to offer the customer, ba 35 on, for
example, any combin£fdn bl eGiNeSSPERMRA data, past activity data, predicted activity, and
responses data. - 36ABtEBepeugioes3dod Alftoketivelysihbire thettwmpicaioren capddisy of the Token

is too limited to effecsykisepommagon etiheieatitlensnt infiex, thRi elevaxampiponenuirofile State
values may be returged {gif FySIeRUISERIMRL AN chaamRiET AldmRsRi By UiBedRpis
computation wouyld include empirica Y erived Tacto s%rad uPae of tn%te mforrpatlorbf‘rﬁm the_a_ctlwty,
and would havehe I%Wﬂ%e & 8%m: E:mﬁ?f&ﬁor?fa, ,%',O...¥’o, 1) heel%ta?, b,%, ... are empirical
factors derived 15 fro@PaRddALal @ita itd ap 1oy EamSe, FFISAAGSR Eoust8hfrersRith broadly
similar attributes andgxmehadindgpatteags e theondsgured arc P eompRl & reBpdictivaly some
attribute of a past ang\iBpyorasestaeVityor it may, for customer convenience or
risk management be configured to prompt for a PIN only
10 after every N activities or after some total value of
activities exceeds a limit set either in the Token as
part of the profile or in the POS. The PIN may be
verified by the Token or the system; if done in the
Token, 1t is generally done by comparing the PIN with
15 a value previously stored in the Token; if done in the
system, it is typically done by comparing with a value
cryptographically generated using a Master PIN key and
information such as the Token Id from the Token. The
operator 1is then prompted to enter the transaction
20 details (product, purchase price, quantity, etc)
through keyboard or through the ECR ((f one 1is
connected, in which case the information is received
through an external host interface).

25 Interaction between Token and system can involve
various scenarios, one of which 1is listed in the
following:

e Based on the transaction information such as
product code, quantity and price, system

30 selects the relevant Profile State coordinates

and sends request to Token for a check against
the customer’s entitlement.

e Profile States selected return the optimum
entitlement index to offer the customer, based

35 on, for example, any combination of the

customer’s personal data, past activity data,
predicted activity, and responses data.



20 'E' then forms the basis for the system to decide on the customer's entitlement. For example, the
customer may be entitled to $X off the next purchase of $Y at Partner A. 25 These rules would be
embedded in rules loaded into the POS terminal 52, either as rule scripts or as a look-up table. 'E' may
also form the basis for selecting an 30 appropriate crosggelling proposition for the customer. A look-up

table in the system is used to select the most appropriaté” cross-selli I | r print this
offer on the spot at the end of the 35 transaction. Formulae used in Ea%%@r%%grﬁsa%%% with - 37 7

September 2005 different proWitie? FBaLF¥mbhts MRERRNELSERRIHARBAL SHPaRAR¥Nt population
segments, etc. 5 The system aestéieher theensel profikodald netathedfrore fife Tokdindsthe entitlement

index derived from the Token asmiaseseedrnboye toreRMpeietdand disay, prindex othaimdse notify the
customer of the customer's 10@1@{%}1@%0@1&%9@;}6%&] gi%gggéoggmgg b@gglfqgé)resent

transaction and for future transactions. This computation is ffectectthrou h rules implemented in the
system. These rules may be i Efbec?bas&l onY an GHderstandi ‘Zi::%t eo@ﬁglt% & propensities,
preferences and needs gleande@iith@smpirehl datygderted fEmieabases of ddustofttHehaviour and
attribute data. The formulae ncaynctiadd oisk maunkdjemeol cdteria@fithatald yisetbtadedide when the

system must factors and use of attribute information from
the activity, and would have the Tfollowing
10 form:

e E = function (a, b, c, .. Py, P1)

where a, b, c, .. are empirical factors derived
15 from historical data such as, for example, by
analysis of customers with broadly similar
attributes and purchasing patterns as the
customer, and P, and P; are respectively some
attribute of a past and the present activity.
20
“E” then forms the basis for the system to
decide on the customer’s entitlement. For
example, the customer may be entitled to $X
off the next purchase of 3$Y at Partner A.
25 These rules would be embedded in rules loaded
into the POS terminal 52, either as rule
scripts or as a look-up table.

e “E” may also form the basis for selecting an
30 appropriate cross-selling proposition for
the customer. A look-up table in the system
is used to select the most appropriate
cross-selling offer and display or print
this offer on the spot at the end of the
35 transaction.

e Formulae used iIn real systems may vary with



require additional user authentication before allowing the processing to proceed further. 25 Customer's
acceptance or rejection of the offer can be updated in the Profile to make subsequent Profile indices
even more accurate. Transaction is completed. 30 Example 2 In this example, the user is a customer of a
provider offering hire purchase goods. The customer_(u§e7r)_profile is used to determine the customer's
credit rating in an environment where the provider (in this 35 example./a Qgﬁ?é%%r'u §%§ offering hire
purchase of electrical goods) does not have enough information.and uses the component of the
customer profile of a - 38 7 SEIERBE 005 PFAMAEPEinadGIMHEERAISE) 16 HEIEFSAEL the credit
rating. This interaction may oceustoaephysiegngiols viaatheé Inerfdeseby maidieudiadik®nThe point of
interaction system in this exanaelgnivay S, thegefore be a physical point-of-sale terminal, a PC on the
Internet or on the mobile phone over WAP and GPRS, PDA or some other interactive-capable

technology appropriately configured with the software.programs implementing, thjs inyention. 10
Initiation: TokerTis present'ed ﬂ“?m%ﬁ%@.%, g ﬁweedp%h‘gfor ﬁeca'éﬁ?e'? oPEHqggo]ﬁer%%ﬁce officer) is

prompted to enter the transaciohdétafls shEams Ritourtoletilsers okk@odrNRkEkaneRkse period, etc.
Authentication: The system initratex thie Mbked - dystemtmetTalk anthentidation Heeglemigeyand continues if

the sequence 20 is successfufly canshpdad Cegdit rafihlay, print or otherwise
notify the customer of  the customer’s

10 entitlement (e.g. a coupon for a discount or a
gift) both for present transaction and for
future transactions. This computation 1is

effected through vrules 1implemented 1in the
system. These rules may be formulated based on
15 an understanding of the customers”’
propensities, preferences and needs gleaned
from empirical data gathered from samples of
customer behaviour and attribute data. The
formulae may include risk management criteria
20 that are used to decide when the system must
require additional user authentication before
allowing the processing to proceed further.

e (Customer’s acceptance or rejection of the offer
25 can be updated in the Profile to make
subsequent Profile indices even more accurate.

e Transaction is completed.

30 Example 2
In this example, the user is a customer of a provider

offering hire purchase goods. The customer (user)
profile is used to determine the customer’s credit
rating in an environment where the provider (in this
35 example a Department Store offering hire purchase of
electrical goods) does not have enough information and
uses the component of the customer profile of a



The system sends a request to Token for an index of customer's credit rating (C). The index may be a
25 function of the amount of past business done (Q) in a specified period (P), the number of late or
delinquent repayments (D), income band (S) if known, occupation (0), and other relevant variables. The
index may be a pre-computed value stored in the customer profile 30 (derived from historical data in
some host-based process and loaded into the Profile, or a value that paggj(?}e%ggpa%%@ly generated

: ) ; . . epte
and updated in the course of previous interactions_ with the customer), or ynamically generated value

derived based on a 3MdiRlia §ibred i e slRRHA U5 2Re f6en VASER TH4EE v ahiEs retrieved from
the Profile States asGnedti para@ei®g-to theTfoimulde teanct Septemgr 2006UThe typical form of a

formula to derive C iplags i@lovsshdp = furietioaHa, lrern@t Pob, GyD)meibdrEecogiitsients 'a’, 'b’, 'c'...

are empirically derivggfram pnalysig of hsiededidata gy&ﬁon?ﬁrstwitg pégjg% fgni@gl)po the
customer's. C tr nslatﬁs 10 into ag absoll@q:‘ amouPt in credit vg‘:ortr%i]yess throuah(!a tabIeE/ f values or
through aformu%a of thE¥6AR T Ere 8 it ¥YTISE on P!} ._.?, cy Ferd DM PRe tabie Values and the
coefficients (p, q, ..., Rite W1apilickRy deter@inedn 14he tHeobId/@ tibensditarek \V&fnsaiftient, or where

the Department StoréRRies Ritthave adecuaihkusinate histtiyeitbdhatdestdrmehto Heggrmine the
value V, the Departmgiyriore HesIsn aserjueebwithizd theloremenliaped piraheemie F
authorizes the Depa{%(i%gmr%g atq]c%sitﬁs DAt 8;]t_he Profile owned by the FI, in order to obtain the

credit rating C.
10

Initiation:

Token is presented to the system, and the operator (a

cashier or customer service officer) is prompted to

enter the transaction details such as amount, details
15 of goods, hire purchase period, etc.

Authentication:

The system initiates the Token-system mutual

authentication sequence, and continues if the sequence
20 1s successfully concluded.

Credit rating:
The system sends a request to Token for an index of
customer’s credit rating (C). The index may be a
25 function of the amount of past business done (Q) iIn a
specified period (P), the number of late or delinquent
repayments (D), income band (S) if known, occupation
(0), and other relevant variables. The index may be a
pre-computed value stored 1in the customer profile
30 (derived from historical data in some host-based
process and loaded into the Profile, or a value that
had been dynamically generated and updated in the
course of previous interactions with the customer), or
a dynamically generated value derived based on a
35 formula stored in the system or in the Token and which
uses values retrieved from the Profile States as input
parameters to the formulae.



25 This is accomplished by the Fl issuing to the Department Store an AccessCertificate containing the

appropriate Plane:Line:State coordinates and the relevant Signature of the FI. 30 The sequence for

obtaining the credit rating index C is as follows: System prompts customer for permission to access Fl

Profile, which customer gives by entering a PIN; systeng ubmits AccessCertificate and PIN to Token, 35
e

which verifies the customer's PIN, and if valid, the Acce3SCertificate as Q\gﬁ&i@@?ﬁa@%@ this
document. The method for verification of customer's - 40 5 7 September is accomplished in
one of a number of ways: comparing the PIN value with a value stored in the Token; if the PIN was
encrypted by the systée pitiypicalibriizsion ef the Tdkamule Tdken dieciysts the PN &% comparison,
or encrypts the PIN stotddws the Token for comparison with the encrypted version received from system.
10 The Token returns the credit rating index (C") of customer, based on customer's profile with the FlI
(rather than the grofile with Depa tnlerig Store) C' may, for example, b desrived based on much more
comprehensive hformation on the cus W‘éﬂl%ﬂ iégl’s g\laiFa’ble' bn@t the FI,Os’u as information

pertaining to customer's outstanding loans, sources of income, assets and liabilities in general. Such a
formula would genenalig take tdoefdrnc 20€s = ftaltion (b’ b, c,“cR, LabeA, dn@milcerkl goefficients 'a’,

b, '¢'..., are empiricallyr HoEMEFFSM sk EjispbabdypipAidiitisirabideta, f3rs i igabmonthly income,
L is monthly outgoing, gp fop, AP} JRRAIRGRE 0 'FSNERSCUBRIAMNI: A B translates
10 into an absolute amount in credit worthiness through a
table of values or through a TfTormula of the form
credit limit V = function (p, g, .., C), where both the
table values and the coefficients (p, q, ..,)are
empirically determined.
15
In the event the credit limit V 1is insufficient, or
where the Department Store does not have adequate
business history with the customer to determine the
value V, the Department Store has an arrangement with
20 the aforementioned FI where the FI authorizes the
Department Store to access the part of the Profile
owned by the FI, in order to obtain the credit rating
C.

25 This 1s accomplished by the FI issuing to the
Department Store an AccessCertificate containing the
appropriate Plane:Line:State coordinates and the
relevant Signature of the FI.

30 The sequence for obtaining the credit rating index C
is as follows:
System prompts customer for permission to access FlI
Profile, which customer gives by entering a PIN;
system submits AccessCertificate and PIN to Token,

35 which verifies the customer’s PIN, and if valid, the
AccessCertificate as described earlier in this
document. The method for verification of customer’s



the total asset value, T is the period of time customer has had business with the Fl and S is the social
status index of customer. 30 This index may serve as an input to the Department Store's rating formula to
revising customer's overall rating: for example the composite credit rating of the customer would then be
derived from a formula of the form: 35 function (a, b, c, .,,, C, C'), - 41 7 September 2005 where 'a’, 'b’,
'c'..., are factors derived from empirical analysis of his&oﬁgal_data. Bas;eds% {té%ggyv ok it rating, the
Department Store 5 is able to make a better decision as to whether the cug)tomer should be offered the

credit required. Exarhplé 3% #G€ @R 5RaHe L€ aifedpyREENd BV A Semployee (user) profile is
used to determine the wages oftipaenmgoyde, iR B sralcshmdithwiheréthee eslsiapse'd ime log, leaves
(medical or otherwise), trainingh@cps@merformance appraisals, special achievements, etc. are

captured in an employge 13 prﬁil%@%owg@ighy}@ %Qretﬁgmgyg%n{nQWE,pxgmple, the qlevice
which pays the \gages isa prowg}%r. The em onﬁigec?u d (%I}so%e?a ontractor. Initiation:; 20 Token is
g. amA

presented to the'system. The §§7' Pﬁ?n'acipb elf- ervite (@ 1?%9& F?@é‘%@nﬁgﬁal manned
counter at the bank. AuthenticB&dn:f25 TTRPakdaQsysim atedmkatibResglnsd M ebmpleted. User
interaction; The system issuesireqtiest fokekerftar tcempegd sutexw irtthett@mpyeeyprodide, together with

Access version received from system.

10 The Token returns the credit rating index (C’) of
customer, based on customer’s profile with the FI
(rather than the Profile with Department Store). C~
may, Tfor example, be derived based on much more
comprehensive iInformation on the customer that 1is

15 available only to the FI, such as information
pertaining to customer’s outstanding loans, sources of
income, assets and liabilities iIn general. Such a
formula would generally take the form:

20 c* = function (a, b, ¢, .,R, L, O, A, T, S)

where coefficients “a’, “b’, “c”’.., are empirically
derived from statistical analysis of historical data;
R is the total monthly income, L is monthly outgoing

25 for debt repayments, O is the occupation index, A 1s
the total asset value, T 1is the period of time
customer has had business with the FI and S is the
social status index of customer.

30 This iIndex may serve as an iInput to the Department
Store’s rating formula to revising customer’s overall
rating: for example the composite credit rating of the
customer would then be derived from a formula of the
form:

35

function (a, b, ¢, .., C, C7),



30 Certificate; The Token validates AccessCertificate (as described above) and computes wages based
on formula linked to the specified Profile State; Formula may take as input multiple other Profile 35
States, which may be States tracking hours logged, training credits, leave and absence records, etc, and
result is returned to system; - 42 7 September 2005 _Bai d on the wage index returned from the Token,
the system credits the employee's account with the wages, and the rgeggtﬁttgﬁ%‘g? ?BE%C‘ are updated
to indicate the transaction and serve as input to other 5 formulae for computation of other indices (e.qg.
credit rating at a ret4f&'6r findhcral inditution)CThis afdiRatid oS ineRtaNSS pakf@arly useful for
environments whereeiteksias kel yietored ihmstavditide daikeeliable, difficult or 10 expensive, for
example in off-shore oil rigs, mines, etc. Multiple providers share aspects of the respective user profiles

k_nown to each one B ALRGeSSH a%éesrpgpdépéegysg;mq;ilﬂti_estﬂé @éﬁiﬁplﬁném trgstggxgmple the _
different parts of the user profile are used to track proviger's (individual's) previous actions and reactions
to the user, an utoh%te"’&?;!ﬁd iﬁtowgﬁﬁ)ugly %%'é‘%tfng S tgx? 2£?thg$’leo%5?5n(}: ough which the

Toy (the user) is ableudtssiebnalige kd reacedfstethdproed ik #eslakkathbie, the Toy is a user and
the Token is embedded in the dog. 25 Initiation: The individual wears a pendant carrying an embedded

chip acting as the prg\kig,ﬁéfghig chip is able to interact through wireless communications with the Token
in the toy dog. The PR et8¥§ﬁ§|e the wuser 1i1s an employee and an
10 employee (user) profile is used to determine the wages
of the employee, in an environment where the
employee’s time log, leaves (medical or otherwise),
training vrecords, performance appraisals, special
achievements, etc. are captured 1iIn an employee
15 profile, based on which the wages are computed. In
this example, the device which pays the wages 1iIs a
provider. The employee could also be a contractor.

Initiation:

20 Token is presented to the system. The system may be
self-service (e.g. an ATM) or at a conventional manned
counter at the bank.

Authentication:
25 The Token - system authentication sequence 1S
completed.
User interaction;
The system issues request to Token for the wage index
in the employee profile, together with Access
30 Certificate;
The Token validates AccessCertificate (as described
above) and computes wages based on formula linked to
the specified Profile State;
Formula may take as input multiple other Profile
35 States, which may be States tracking hours logged,
training credits, leave and absence records, etc, and
result iIs returned to system;



30 contains a 'user profile' containing profile information of each 'provider' or individual. Chip on provider
interacts with and identifies/is identified by the Token. 35 Authentication: A simple version of Token -
system authentication sequence is completed, wherein the Token is identified - 43 7 September 2005
by the system. In this example, security is not a major cgpcern, and authentication may serve simply to
establish the nature of the Token in order that the systeni may react correg Iﬁé%te |5 Qﬁ%gnteraction:
The user profile in the Token (the Toy) indicates to the 'system' (the chip on the pendant) that it has not

had a contact in oveP&SFeeiOBnEREUYEY el fieog B3 18 RSt BYBkidd e xR H58ndIF $nd may even
ask the individual a guetgon mgsiky) ibeacavinbeyeeiis \asibdeiry. Didgentiey siades individual's
response and the Tayrid 15¢apabitiéips\atitkaloprigTasethegeaterastiormpetwagiithedokammand the system

is correspondingly mggdlified, tlaﬁéjsgggpgg%@{%e%inigéq.géonagoniiHHﬁ tq£nGendpe user profile.
20 In this case, ge user prafile in the Token in the toy dog contains multiple profiles from different
ad B 1 el

'providers’', some as Shi H%&BB%%%S% St%vfdla%%% me wiith 'éprivate to
each 'provider'. 25 ErakipR 5th thisebahlgie BE ddasiefifdisiisdd 8/ #d&Mhine the user's identity and
record indices indicalineof tqEpldeds poeviood prafesendescadions and repetiansc80 ar kybuilding, such
that access to differaid PRt Offor environments where access to central

records is not available, unreliable, difficult or

10 expensive, for example in off-shore oil rigs, mines,

etc. Multiple providers share aspects of the

respective user profiles known to each one to process

and respond to the user activities.

15 Example 4
In this example the different parts of the user

profile are used to track provider’s (individual’s)
previous actions and reactions to the wuser, an
automated and autonomously operating electronic toy

20 (the Toy), and through which the Toy (the user) 1is
able to personalize i1ts reactions to the provider. In
this example, the Toy 1i1s a user and the Token 1is
embedded in the dog.

25 Initiation:
The 1individual wears a pendant carrying an embedded
chip acting as the provider. This chip i1s able to
interact through wireless communications with the
Token in the toy dog. The Token 1in the toy dog

30 contains a “‘user profile” containing profile
information of each “provider” or individual. Chip on
provider interacts with and identifies/is identified
by the Token.

35 Authentication:
A simple version of Token - system authentication
sequence i1s completed, wherein the Token is i1dentified



the building may be permitted or denied based on the user profile, and each room the user enters
automatically adjusts the lighting, temperature, etc to the preferences of the user. In this example, the 35
controllers which adjust lighting, temperature etc. are one or more providers. The Tokens may be issued
by the employer (there may be more than one employeri 44 7 September 2005 in the building), and
only a sub-set of the profile is shared with the general buﬁdiﬁg control.lin §g§g€% ar ghared between
employers. Within the premises of an employer, the user profile may be used tQ gde ermine user

preferences and privi¥gd GnittRFE M he ke MRicAEEPGp efftiRHaERin ApeRBhntor watch worn
by user, the chip beingbapabkneewitelegsd Oastkhanbicaioothrowyh relivdregioply skmals, is

presented to the systasegonighisinga buddingefulbyr attamatesevheid pessible agthwhighds constantly
polling the environs %qtg[ﬁt mgyepgér&@%giqréigﬂgaigd £p which the building may automatically

readjust 15 the parameters to better suit the user. Authentication: The Token-system authentication
sequence is conipleted as a security measure where relevant, wherein the 20 Token is identified by the
system. In this examgRer s&BtEAREAANS of ensuring the correct identity of the Token is a major
concern, and authenTibatiarsemaypsefel® estaltish thekgre dftheceSey)y faciitycptanitted to the user. 25

User interaction: Thetﬁgstegygbgnbuilgﬁ]g; dﬁ{egtsd‘ﬁomﬁgep@qgaﬁrgiletm the Us$SE Prefers a particular
foom temperature, packground (Y. JANTURGRICANG AP 2dIHRS LB LIAM SRIINER ARG AIngly-
10 to react by being extra friendly, and may even ask the
individual a question regarding his activities or his
well-being.

Depending on the individual’s response and the Toy’s

15 capabilities and algorithms, the interaction between
the Token and the system 1is correspondingly modified
by the user profile and each interaction continues to
enrich the user profile.

20 In this case, the user profile iIn the Token iIn the toy
dog contains multiple profiles from different
“providers’, some aspects of which may be shared
between providers and some which are private to each
“provider’.

25
Example 5
In this example the user profile iIs used to determine
the user’s identity and record indices indicative of
the user’s previous preferences, actions and reactions

30 i1n a building, such that access to different parts of
the building may be permitted or denied based on the
user profile, and each room the user enters
automatically adjusts the lighting, temperature, etc
to the preferences of the user. In this example, the

35 controllers which adjust Hlighting, temperature etc.
are one or more providers. The Tokens may be issued
by the employer (there may be more than one employer



The system then permits the user access to different parts of the building or access different equipment
and facilities based on the Profile. 35 Such an application may be used in a banking facility where
personalized services are offered to the individual user in addition to basic banking - 45 7 September
2005 functions, such that user is led to private facilities é%ith‘ personal attention paid to user's needs and
recorded in the Token, and information stored in the ToKen is used to gegéd%gﬁggip Sgtitlements. 5
Example 6 In this example the customer profile is used to determine the customer's identity and record

customer's consumplitn Bi&itde 1Bn ot LH¥s aosiPasekiohriifing e t_idFer for the
services or goods cehaxiedd. iditiatiotheThgenskesrl, whichlichithgs exantptels dohicemisatided in 15 a

card, is presented toz-sHialineAeipppE tRrapUtenietyEEs (Compriaiic pamef heesiier) . The Token

and the system comgwpni%te %quggpe oftm@ M- cqugﬁiqgal Wn%@d%gg, quoexample,
through a conv tio(qal contact c}i};ﬁ?card ref\der comp%@g to IS 20 7816 standards, or a contactless

reader complying to %tfﬂﬂf@,eo 5U8H’93 Sgt%%(fl‘?f)r oPsﬂP(ff' 46 signals etc. In this example, the

issuer of the Token may be organisation A (e.g. a bank), whilst the provider may be an Internet service
provider or 25 retaildnukh€mtoation: The Token-system authentication sequence is completed in order

to establish authentigifieaneigantitywi3PdHserdntgraghep: embedded in a pendant or
watch worn by user, the chip being capable of wireless
10 communication through radio frequency signals, 1is
presented to the system comprising a building fully
automated where possible and which 1is constantly
polling the environs to detect Tokens in the vicinity,
based on which the building may automatically readjust
15 the parameters to better suit the user.

Authentication:
The Token-system authentication sequence is completed
as a security measure where relevant, wherein the
20 Token is 1identified by the system. In this example,
security iIn terms of ensuring the correct identity of
the Token is a major concern, and authentication may
serve to establish the type of access or facility
permitted to the user.
25
User interaction:
The system (the building) detects from the user
profile that the wuser prefers a particular room
temperature, background music, lighting etc and
30 adjusts the room settings accordingly.
The system then permits the user access to different
parts of the building or access different equipment
and facilities based on the Profile.

35 Such an application may be used in a banking facility
where personalized services are offered to the
individual user in addition to basic banking



The customer profile holds the credit limit or entitlement information and the consumption to date. The
credit available may be determined as set out in 35 Example 2, based on Profile States shared with more
than one provider. If there is available credit, the customer is allowed - 46 7 September 2005 access to
the service required. Through the course of the access gssiion, the customer profile is updated in
discrete unit steps, for example on a 30 second interval basis, etc. At I}msg %g@cggggate, the 5

. ) L e .
available credit is checked._If credit is completely used up, the system_stops permitting_access.

Throughout the sessfSMNGhEOfkersUstd: rdipe Eoticl OF cERtaRF VR ¢ daetlidiRfied to the
customer. Services thatmayke sispdnsetiteimtd €0 mpamdr irkudeisenpR coepdser-singting services
and application shaliiegseageesi in hvariztbie o] thasgetinFdheakaken catdddre & rpashanto a sports

facility and the systeg,is-a, 155tu5gg_ggﬁ§1tge'£lggél' %@ILE ihated Wikt s laigst access information

each time customer enters the facilities. During the activity, the user profile could be used to 20 carry out
targeted marketing where the user is exposed to offers from different providers relevant to the profile.
Example 7 25 In thisExa@®ad@ & customer profile in the Token held by the customer is used to enable the
provider to give the dptimtim perssnaldss piibieg fougbodsior garviEeketo fie cuskxnertat the point of

interaction. 30 InitiatigeidAgi haken,eMaich i iisseymrle is poehie prpbeddedin areaiglds presented to
a suitably equipped pojng Of 5 1QBHAASOIYA Y0 RALS] LS SYSIRIYh then serves
10 as a basis for billing the customer for the services
or goods consumed.

Initiation:
The Token, which in this example is a chip embedded in
15 a card, is presented to a suitably equipped computer
terminal (comprising part of the system). The Token
and the system communicate through one of the many
conventional means including, for example, through a
conventional contact chip card reader complying to IS
20 7816 standards, or a contactless reader complying to
IS 14443, or through Bluetooth protocols, infra-red
signals etc. In this example, the issuer of the Token
may be organisation A (e.g. a bank), whilst the
provider may be an Internet service provider or
25 retailer.

Authentication:
The Token-system authentication sequence is completed
in order to establish authenticity and identity.
30
User interaction:
The customer profile holds the credit [Llimit or
entitlement iInformation and the consumption to date.
The credit available may be determined as set out 1in
35 Example 2, based on Profile States shared with more
than one provider.
IT there i1s available credit, the customer is allowed



35 Authentication: The Token-system authentication sequence is completed in order to establish
authenticity and identity. - 47 7 September 2005 User interaction: Based on the transaction information
such as product code, quantity and price, system selects the relevant 5 Profile State coordinates and
sends request to Token to determine the optimum price L{R_)ede} for the customer. The index and hence the
price to be offered and displayed are effected through rules in the T0k53nS Elé%r tg; S¥ziem. These rules
may be formulated 10 based on, but not limited to, the customer's history %?pur&ases and activity,

length of relationshifWRASThetBroVitferSHY BRSH R /RS futul8 RIS EQ4bRTerFacceptance or
rejection of the offer tha Rcegritse st Prdiile teustianetibseqidrier rsileipditelitebeven more

accurate. This inventigearastbe ugerforsipapis notfisritedtamapplicationsin g amasoaticustomer
custome revarg mep o ot data
(r::SOSitory manal em%%%'i?@%%@ ﬁﬁ%%b mént gﬁ& ?%gﬁi(etng m%ﬁ%ﬂiﬁaeh? Z%Olﬁgg%fﬁ%ﬁ ns Wit’hin the
spirit and scope of tHeSg8ventith mayBe reaN§Efecte8 ¥PHosPSiMdA T NBe aRCEES T be understood,
therefore, that this iMamdigrhisutot lmédedstesthiequartictifer efrddaeimentssystenibedr®y way of example
'rllereina_bpv?. 30 Forcllg_g}etg@fppseqpf %ﬁgg@ﬁifif:gtiq@gﬂ/illg)@cggsarlllyémgqﬁ@?dﬁbattﬁ@ word _
n:g;nn?::;ms% means QYD but nOL TGO ARP NiRLneuord s SOOMRIRES RS fhgyresponding

10 manner include simple computer-sharing services and

application sharing services.

In a variation of this set-up, the Token could be a
pass into a sports fTacility and the system 1i1s a

15 +turnstile gate. The Token is updated with the latest
access iInformation each time customer enters the
facilities.

During the activity, the user profile could be used to

20 carry out targeted marketing where the user is exposed
to offers from different providers relevant to the
profile.

Example 7
25 In this example a customer profile in the Token held

by the customer is used to enable the provider to give
the optimum personalised pricing for goods or services
to the customer at the point of interaction.

30 Initiation:
The Token, which in this example is a chip embedded 1in
a card, i1s presented to a suitably equipped point of
sale terminal (comprising part of the system).

35 Authentication:
The Token-system authentication sequence is completed
in order to establish authenticity and identity.



- 48 CLAIMS 7 September 2005 1. A method of managing an activity, comprising: a user making a
request to engage in an activity 5 with a first of a plurality of providers; said user presenting to said first
provider a personal data storage device, said device provided with identification data to identify said user
and a user profile comprising a plurality of sets of user 1407p[ofile data, wherein each set of user profile
data pertains to said user and to a respective group of ohe or more ogsgig r%#rg% errsf‘gmfcontains
respective user profile data pertaining to interactions between said user and said respective group of
providers; and 15 assessing said request if possible according to one or more of said sets of user profile
data pertaining to a figstigrbopesfasHid onmore providers and, if not possible, assessing said request

according to one or pagredof saidtsess etrupeapiolitn datafdHpetpdninGlTh sasonsredsidisequent group

of one or more provigeis. 2.(@1%@@99 agrﬂaigmg] clgg;ggemvk@éqigci@d trauesis\Assgssed if
possible accordiggt th%éiet 5§§f ‘qeser Fr[:rofilée‘_data p’)ertai&i)n%%) %aid first %rgider, in if not possible
according to the“use r& i eda_ Eb fta %’5 d_@%ﬁfﬁrsf’}B Vi DS G AT séf Sfluser profile
data pertaining to onErdafGETRer Bhsvi@esi BrBnRrdcCorkittieto ERE oFforeUs-eB&Y of user profile
data pertaining to on€her miondeathearqtoviusree3. Ahmetipad es claionetden edtfibe odaim arat claim 2,
wherein at least one $ps9f 4566 Praile datprde tidudenrangRsspssng said reguestipikased at least
partly on, any one orm %pf: @Leact'é\ggt%ﬁ]tg co%eég@g gﬂyeogstm%&}iviggs s%%{ﬁ%{]ga engaged in
with a provider or providers to which the set of . _ _
10 based on, but not limited to, the customer’s history

of purchases and activity, length of relationship with

the provider and propensities for future patronage.

Customer’s acceptance or rejection of the offer can be

updated 1n the Profile to make subsequent Profile

15 indices even more accurate.

This invention may be used for, but is not limited to,
applications iIn the areas of customer relationship
management, customer acquisition management, customer

20 retention management, customer reward management,
customer risk management, customer profitability
management, data repository management, identity
management and marketing management.

25 Modifications within the spirit and scope of the
invention may be readily effected by those skilled in
the art. 1t is to be understood, therefore, that this
invention is not limited to the particular embodiments
described by way of example hereinabove.

30
For the purposes of this specification it will be
clearly understood that the word *“comprising” means
“including but not limited to”, and that the word
“comprises” has a corresponding meaning.

35



user profile data relates, (b) response data 40 concerning any past responses received by said user, - 49
7 September 2005 (c) personal data, and (d) predictive data concerning future activities in which said
user is likely to engage with a provider or providers. 5 4. A method as claimed in claim 1, further including
determining any response to which said user is entitled. 5. A method of providing a response to a user,

10 comprising: said user making a request to engage in an activity witp %grsé ‘?ébaePI%BE)tg of providers;
said user presenting to said first provider a personal data storage device, s@uci3 evice provided 15 with
identification data to?&éﬂt% said user and a user profile comprising a plurality of sets of user profile data;
and determining any response to which said user is entitled upon making said request; 20 wherein each

set of user profile datax peftafifRtR9¢AF uEBNaAANE PRHEIVE Yrouf VRIS Bhore of said providers
and contains respective usefpHsifE daisipertainFeplesnlerteti@ngpatvdén aaidasdadndiy said
respective group of protidexs famg Sofharghiscad ubgr's Erpitlevietdts said response is assessed if
possible according to at leasigpdd user prptitesaateipeytattingstoid firgi gsrupprcv el more of said
providers and if not pogsiblg, fecaEAing 1Q¥IGE MRHA S&ls Of UsHPrfile flata 30reR/igiging to a second
or subsequent grouRNcitt%nei%réﬂqrﬁ Bgﬁ}/}f%fbrsdg@ rr{eothci(gj %ﬁﬁ?év]egaipfiig}a?’ v;clll'r1| e'gl said user's
entitlement to said response Is sjesse [ ossalble accor the_set of user profile data pertaining

|
to said first provider, if R6CJdsSipEOMPTISING & p ura??ty of sets of user
10 profile data, wherein each set of user profile data

pertains to said user and to a respective group of one
or more of said providers and contains respective user
profile data pertaining to interactions between said
user and said respective group of providers; and

15 assessing saild request 1T possible according to
one or more of said sets of user profile data
pertaining to a first group of one or more providers
and, 1T not possible, assessing said request according
to one or more of said sets of user profile data

20 pertaining to a second or subsequent group of one or
more providers.

2. A method as claimed in claim 1, wherein said
request is assessed If possible according to the set

25 of wuser profile data pertaining to said Tfirst
provider, and i1f not possible according to the user
profile data pertaining to said first provider and one
or more sets of user profile data pertaining to one or
more other providers, or only according to one or more

30 sets of user profile data pertaining to one or more
other providers.

3. A method as claimed in either claim 1 or claim 2,
wherein at least one set of user profile data
35 iIncludes, and assessing said request is based at least
partly on, any one or more of: (a) activity data
concerning any past activities said user has engaged
in with a provider or providers to which the set of
user profile data relates, (b) response data
40 concerning any past responses received by said user,



according to the user profile data pertaining to said first provider and one or more sets of user profile
data pertaining to one or more other providers, or 40 only according to one or more sets of user profile -
50 7 September 2005 data pertaining to one or more other providers. 7. A method as claimed in claim 5,
wherein at least one set of user profile data includes,_ar}{igth_e step of 5 determining any response to
which said user is entitled is based at least partly on, any one or more, oge@%ﬁaﬁggiﬁy%% concerning
any past activities szi(sgauser has engaged in with a fégvider or r%rqvideré to which the set of user profile

data relates, (b) 10 réSpor& 8922t o) Ron A ht& dan P IH VIR e d8hR CSTHMY Riture activities
in which said user isTi8I %o e WheSa ptovide Mibrovadéts. S mdthod 5@k md®@in either claim
1 or claim 5, 15 whergagachidisaid 3eoy bflasepprafite\dedg reonstitutes a sub-profile of said user
profile. 9. A method as claimed in either claim 1 or claim 5, further including updating said user profile. 20
10. A method a$clained iA cferh®dinakidaig npxthting thd st ofl usdupttide datacgedaming to said first

provider either to refigstsaithiagiigty Qinio refespeaiskactiviy ol tisaidsagiivityuse2d cqepleted. 11. A
method as claimed i githgjlpim 4 or claim 5, including updating the set of user profile data pertaining
to said first provider to reflect any 30 response provided to said user. 12. A method as claimed in claim 9,

including either updgting thg setgfiliser Brpfilgpg\;q@?ﬁt@ing]g 1% kRer pgvidgr qrddating the set of

user profile 35 f'{i‘ta pc%rntq%ip'hnsgi %oganother provider only if'said respective other provider has granted

access rights to ) ) .
said user making a request to engage in an

activity with a first of a plurality of providers;
said user presenting to said first provider a
personal data storage device, said device provided

15 with identification data to identify said user and a
user profile comprising a plurality of sets of user
profile data; and

determining any response to which saild user is
entitled upon making said request;

20 wherein each set of user profile data pertains
to said user and to a respective group of one or more
of said providers and contains respective user profile
data pertaining to interactions between said user and
said respective group of providers; and

25 wherein said user’s entitlement to said response
iIs assessed i1f possible according to at least said
user profile data pertaining to a first group of one
or more of said providers and iIf not possible
according to one or more sets of user profile data

30 pertaining to a second or subsequent group of one or
more providers.

6. A method as claimed in claim 5, wherein said
user’s entitlement to said response is assessed if
35 possible according to the set of user profile data
pertaining to said first provider, and if not possible
according to the user profile data pertaining to said
first provider and one or more sets of user profile
data pertaining to one or more other providers, or
40 only according to one or more sets of user profile



said first provider. - 51 7 September 2005 13. A method as claimed in either claim 1 or claim 5, including
controlling access to different parts of the user profile data shared by selected providers through 5 use of
a digital certificate and user profile data coordinates, to thereby enable access rights to be modified by
altering the digital certificate. 14. A method as claimed i qitk_\er claim 1 or claim 5, 10 wherein said user
is required to provide consent to the access of data in refation to select}ecgr es1s fo ggage in an
activity. 15. A methog as claimed jn either claim 1 or claim 5, 115 wherein_si%%euser is required to provide

identification data in Y&580RT6 ISR rEQuBER 98 dRYEFAhNE aBEM! A I method as claimed in

claim 5, wherein said 20 determination of any response involves a determination of any benefit
redeemable by said User. A7.m&thelthod©f olamagidg an aclisity, ®Mmprisirgieacitof kepktality of

providers maintaining25 g4atgpage daviibifRer Miatle RRFRIBRY Iosa1d dheerarg, cepprising a set of
user profile data; and, said user.makina(h% request o engage in an. gﬁtivitg/avi/gh a first of said plurality of

. . eterminin sSpan . er .1s .
prowders; wherein sai users reaues engag% In sa|8 ac\ﬁlwfy IS assessed lI'H‘S[I)OSSIlZ)Ile accordlng to

the set of user profileHekh i%alP uSasERirREinE8aRE BRI FAY pPoVidEMN®NENS &Y, either
according to the set ofusefagrofietiatd ty saidtizssecanaaitaieyl BNsaigéisk peotded ndshe set of user

35 profile data of saidaf@r Raintataed byigugeer mArayPERePTEVisIeTace @Y ge6oidiagso the set of
user profile data of sgjd yaqTMaiptRInecbRY e IDPresorid Sl RINRY'S. (b)
10 response data, (c) personal data, and (d) predictive
data concerning future activities in which saild user
is likely to engage with a provider or providers.

8. A method as claimed in either claim 1 or claim 5 ,
15 wherein each of said sets of user profile data
constitutes a sub-profile of said user profile.

9. A method as claimed in either claim 1 or claim 5,
further including updating said user profile.
20
10. A method as claimed i1n claim 9, including
updating the set of user profile data pertaining to
said First provider either to reflect said activity or
to reflect said activity only i1f said activity 1is
25 completed.

11. A method as claimed in either claim 4 or claim 5,

including updating the set of user profile data

pertaining to said Tfirst provider to reflect any
30 response provided to said user.

12. A method as claimed in claim 9, including either
updating the set of user profile data pertaining to
another provider or updating the set of user profile

35 data pertaining to another provider only if said
respective other provider has granted access rights to
said first provider.



7 September 2005 18. A method as claimed in claim 17, wherein at least one set of user profile data
includes, and the step of 5 assessing said activity is based at least partly on, any one or more of: (a)
activity data concerning any past activities said user has engaged in with a provider or providers, (b)
response data concerning any past responses received hy said user, (c) personal 10 data, and (d)
predictive data concerning future activities in which said User is likely ith vider or
providers. 19. A method as claimed in claim 17, further 15 including dzegr%‘%%%ﬁdgger‘l’y r%ogp%nse to which
said user is entitled. 20 . A method of providing a response to a user, comprising: 20 each of a plurality
of providers maintairfidg a Aarsidsedhadng keagedpiiile péhainicd adsall esee hadincdmprising a set of

user profile dat_a;_ a upat MRKAY ad@que_(sl a ﬁ_ggag@é_tggnt_acmmitbﬁfir;saat_gaiglfplurwity of p_rovid_ers;
25 and determining gy [eSRANPRILY WAIER SAiKlHSET B ealied tapndPabindesaid ¢RAbGSH wherein said

user's entitlement to said reaspons js assessed %E?ssible according to the se%- 0 of user profile data of

said user mainta nedjﬁﬁ saﬁ_ firdt p 69ih1é? n&,elf 58§§%Ie?«gﬁhe %Eorafﬁ% 13 he T 1 user profile
data of said user m&RRNIRdABYESd ht pEbeiBRPYunEiRDdE: oRGSEEDrofil® kR FRai@%iser maintained
by one or more 35 ottt pFeeidieny, arddely mtgottiegdogitadetad iusef ipedfide data of said user
maintained by one or more of said other providers. - 53 7 September 2005 21. A method as claimed in

claim 20, wherein atigﬁst A method as claimed in either claim 1 or claim 5,

10 wherein said user is required to provide consent to
the access of data iIn relation to selected requests to
engage in an activity.

15. A method as claimed in either claim 1 or claim 5,

15 wherein said user is required to provide
identification data i1n relation to selected requests
to engage in an activity.

16. A method as claimed in claim 5, wherein said
20 determination of any response involves a determination
of any benefit redeemable by said user.

17. A method of managing an activity, comprising:
each of a plurality of providers maintaining
25 a database having a user profile pertaining to said
user and comprising a set of user profile data; and
said user making a request to engage iIn an
activity with a first of said plurality of providers;
wherein said user’s request to engage in
30 saild activity is assessed 1T possible according to the
set of user profile data of said user maintained by
said Tirst provider and, i1f not possible, either
according to the set of user profile data of said user
maintained by said first provider and the set of user
35 profile data of said user maintained by one or more
other providers, or only according to the set of user
profile data of said user maintained by one or more of



one set of user profile data includes, and the step of determining any response to which said user is 5
entitled based at least partly on, any one or more of: (a) activity data concerning any past activities said
user has engaged in with a provider or providers to which the set of profile data relates, (b) response
data concerning any past responses received by said 1%gser (c) personal data, and (d) predictive data
concerning future activities in which said user is likely to"€ngage with 3 pggv@g&géprgwggrs 22. A
method as claimed in either claim 17 or claim 15 20, including updating sal set of user profile data
pertaining to said firstPHIVRAERIthBF &Y RIS - said activity or to reflect said activity only if said activity is
completed. 20 23. A method as claimed in either claim 17 or 20, further including updating said set of

user profile data pert@ningatorgaif diistagroyideiniedelaciarM nesponemeredidedto paitseser. 25 24. A
method as claimed i gifher ¢lajp ysgpc%gpelr@g{gng leétneaé@dagﬂg tl&ﬂéeggéHsgrfproflle data

pertaining to anqther provider or u daln the set of user rof|I $ iertamln nother provider only if
fi

said respective the ?o?ff&émas 3l gr ﬁtte'dvé esésng ?SSFO ?'ﬁ‘& / Aflethod as
claimed in either claifY7 @Pelafh 2@’iﬂclgﬁmg@ﬂtt@ﬂﬁ&d&és@%ﬁ|ffé?€ﬁ?58l't§9)f 3R¥ user profile
data shared by seleqted prowictiy Bbitbsougiaude aisedigitahsertdingdégadd user protile data coordinates,

to thereby enable acgpg¥ iigbfs tgrbeldp@gl'ifi%pgy aligsing p@gg@@é ceititeateomes rh pegtember 2005
26. A method as clalg?fyj h?a}%@errecég i, g%sor'%g im \% erein 3alﬁjs'té?-er |§ (f?qH ée,g i giowde consent

to the access of data [ |on tos ecte requests ngage in an acti
pred |ct|ve data concerning future

activities in Whlch said user is likely to engage with
a provider or providers.

19. A method as claimed in claim 17, further
15 including determining any response to which said user
is entitled.

20. A method of providing a response to a user,
comprising:

20 each of a plurality of providers maintaining
a database having a user profile pertaining to said
user and comprising a set of user profile data;

a user making a request to engage 1iIn an
activity with a first of said plurality of providers;

25 and

determining any response to which said user
iIs entitled upon making said request;

wherein said user’s entitlement to said
response is assessed if possible according to the set

30 of user profile data of said user maintained by said
first provider and, if not possible, either according
to the set of wuser profile data of said user
maintained by said first provider and the set of user
profile data of said user maintained by one or more

35 other providers, or only according to the set of user
profile data of said user maintained by one or more of
said other providers.



27. A method as claimed in either claim 17 or claim 20, wherein said user is required to provide
identification data in relation to selected requests 10 to engage in an activity. 28. A method as claimed in
claim 20, wherein said determination of any response involves a determination of any benefit
redeemable by said user. 15 29. A method as claimed_ir]\_)ﬁn)i one of claims 1, 5, 17 or 20, wherein said
activity is a purchase of goods, of services or of both goods and servige%frg%ﬁbgpo\ﬂ%%of said goods ,
said services or said goods 20 and services. 30. A personal data storage%l vice for use iIn managing a
activity between a user and a provider, said device provided with identification data to 25 identify said
user and a user profdd comprisgfhadprsality afeets dhusdegrofid davd)edzehn pettak#agto one of said

plurality of providersodd. A¢levice aselaipedfinicdainads, WMheleinerachntl 3bneaidegts oFuser profile
data constitutes a su@éfgpmﬁqu@id 456" pr,cgg%oﬁ%eA deyice asielaimed, jyclaip 3P, wherein said
personal data stgrage device h;g@ggﬁggetic,g&ticgl or B%Ielectronic memory storage means for storing
said user profile. - 58N &% I @ 3ER e‘%_g yclgﬁneSWc%%_ﬁ_’, v &%ir?_ﬁe personal
data storage device POmBEEANA tY oA@ 1 aCeRRe N ERitadfd PasloeikVhiHaSa palisbnal digital
assistant, a watch, ausgior bgzendagaded4. v meitthd far pemaiiiey a actpatyy edeysisibg: a user
making a request to gRgage ¥han Sstviyvidia fij1teof daitraliiaidaeyidery apdspaisdser presenting
K)samiﬂrstpﬂnnderaata_ concerning any past responses received by said
10 wuser, (¢) personal data, and (d) predictive data
concerning future activities iIn which said user is
likely to engage with a provider or providers.

22. A method as claimed in either claim 17 or claim

15 20, including updating said set of user profile data
pertaining to said Tfirst provider either to reflect
said activity or to reflect said activity only if said
activity is completed.

20 23. A method as claimed iIn either claim 17 or 20,
further including updating said set of user profile
data pertaining to said Ffirst provider to reflect any
response provided to said user.

25 24. A method as claimed in either claim 17 or claim
20, including either updating the set of user profile
data pertaining to another provider or updating the
set of user profile data pertaining to another
provider only if said respective other provider has

30 granted access rights to said first provider.

25. A method as claimed in either claim 17 or claim
20, including controlling access to different parts of
the user profile data shared by selected providers

35 through use of a digital certificate and user profile
data coordinates, to thereby enable access rights to
be modified by altering the digital certificate.



10 personal data storage device, said device provided with identification data to identify said user and a
user profile comprising a plurality of sets of user profile data; providing a data entry means for reading
said 15 device; and providing an electronic computing means in data communication with said device
and selectively operable to assess said request acco[digg to (i) the set of user profile data pertaining to
said first 20 provider, (ii) the set of user profile data pertaining to said f}rsé é’é%iﬁ?&é @ng east one other
set of user profile data pertaining to one or more other providers, or (ili) one or more sets of user profile
data pertaining to one or more other providers; 25 wherein each set of user profile data pertains to said
user and to a respectife grdupnsftivesl oasord adimesid proveddisedndedaitaink respectil@iiser profile data

pertaining to interactns heiweenrsaghugend sail resgasinedl grenpmfdredisletso st A system for
managing an activitygeaggsted -y as user WiINg 10 pA9ALFJA Saif aEibeNdh At gl plurality of

providers, comprising: data entry means for receiving a personal data 35 storage device of said user,
said device provided itf R sl d%?atf(}'ﬂ@ﬁtify said user and a user profile comprising a plurality
of sets of user profile - 56 data; and an electronic computing means in data communication with said
device and selectiveBi7aperadbleetthassess aclsamedjuést te iarigagedhagaid activoly cdedording to (i) the

set of user profile daggypertaininge §o said iyt prg\gger, (igghe Wfiq%%r prafde dateoppiining to said
first provider and at Iggsh 9% PUIG Gi6t ARseT POl 1A BRABINGLq Q0E<RY s albes

10 to engage in an activity.

28. A method as claimed in claim 20, wherein said
determination of any response involves a determination
of any benefit redeemable by said user.
15
29. A method as claimed in any one of claims 1, 5, 17
or 20, wherein said activity is a purchase of goods,
of services or of both goods and services from a
provider of said goods , said services or said goods
20 and services.
30. A personal data storage device for use iIn
managing a activity between a user and a provider,
said device provided with identification data to
25 i1dentify said user and a user profile comprising a
plurality of sets of wuser profile data, each
pertaining to one of said plurality of providers.

31. A device as claimed in claim 30, wherein each of
30 saild sets of user profile data constitutes a sub-
profile of said user profile.

32. A device as claimed in claim 30, wherein said
personal data storage device has magnetic, optical or

35 electronic memory storage means for storing said user
profile.



providers, or (iii) one or more sets of user profile data 10 pertaining to one or more other providers;
wherein each set of user profile data pertains to said user and to a respective group of one or more of
said providers and contains respective user profile data pertaining to interactions between said user and
said 15 respective group of providers. 20 36. An elect_ro[fi computing means for assessing a request of
a user to engage in an activity with a first of a plurality of providers, cop%réﬁgg%%qu Gissessment
means selectively operable to assess said request according to (i) the set of user _profile data pertaining
to said first provider, i) the BetdNALF piledaliMttalingtbatiy @S prFdE And¥8east one other
set of user profile dapepsqerkaitiagao sher@aaokenthes pisvidsseddédi) dme onend?€ sats of user
profile data pertainingdpdne®r dredtidtheapiyidarsmobelein saightiorapyting niransoisadperable to

receive data from a %qrﬁ?ﬁéidﬁ?sﬁt&%@t geé(i%%ﬁe}idaSgdy%rsgi%g%jgﬁp_rovided with identification

data to identify said usér and a user profile comprising a plurality of sets of user profile data, each set of
user profile dat& pertaining to said user and to a respective group of one or more of said providers and

containing 35 respecifte Bsatgoakt dot peRaming tdthterdetivhty befPBEN bakddser and said
respective group of providers. 37. Asaethotbéd atpinred incaweste dfaclapngags, 20ror 34, further
including displaying acespanse id snich4F fegeesifon aplelealetic &Fpiayovipdtyg afesponse to said
request. said user presenting to said first provider a

10 personal data storage device, said device provided
with identification data to identify said user and a
user profile comprising a plurality of sets of user
profile data;

providing a data entry means for reading said
15 device; and
providing an electronic computing means in
data communication with said device and selectively
operable to assess said request according to (i) the
set of user profile data pertaining to said first

20 provider, (i1) the set of user profile data pertaining
to said first provider and at least one other set of
user profile data pertaining to one or more other
providers, or (iil) one or more sets of user profile
data pertaining to one or more other providers;

25 wherein each set of user profile data pertains
to said user and to a respective group of one or more
of said providers and contains respective user profile
data pertaining to interactions between said user and
said respective group of providers.

30
35. A system for managing an activity requested by a
user wishing to engage in said activity with a first
of a plurality of providers, comprising:

data entry means for receiving a personal data

35 storage device of said user, said device provided with
identification data to identify said user and a user
profile comprising a plurality of sets of user profile
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data; and

an electronic computing means in data
communication with said device and selectively operable
to assess a user request to engage in said activity
according to (i) the set of user profile data pertaining
to said fTirst provider, (ii1) the set of user profile data
pertaining to said first provider and at least one other
set of user profile data pertaining to one or more other
providers, or (iii) one or more sets of user profile data
pertaining to one or more other providers;

wherein each set of user profile data pertains to
said user and to a respective group of one or more of
said providers and contains respective user profile data
pertaining to 1iInteractions between said user and said
respective group of providers.

36. An electronic computing means for assessing a request
of a user to engage iIn an activity with a Tfirst of a
plurality of providers, comprising:

request assessment means selectively operable to
assess said request according to (i) the set of user
profile data pertaining to said first provider, (ii) the
set of user profile data pertaining to said first
provider and at least one other set of user profile data
pertaining to one or more other providers, or (iii) one
or more sets of user profile data pertaining to one or
more other providers;

wherein said computing means is operable to
receive data from a personal data storage device of said
user, said device provided with identification data to
identify said user and a wuser profile comprising a
plurality of sets of user profile data, each set of user
profile data pertaining to said user and to a respective
group of one or more of said providers and containing
respective user profile data pertaining to interactions
between said user and said respective group of providers.

37. A method as claimed in any one of claims 1, 5, 20 or
34, further including displaying a response to said
request on an electronic display or printing a response
to said request.



