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Secuiré flows between a plurality of renote sites The present 1invention

relates to a systemand a nethod 5 for nmanagi ng secure flomsymﬂmMm
ec

plurality of renote sites, |local or netropolitan area networ
Thei nvention rel atestothefield ofthe tel econmuni cation archi ures o
networ ks and 10 notably the networks that_ have strong constrarnt§‘?ﬁ—%efﬁs
of security. Such architectures may conprise both sensitive private

net wor ks i nt efyeaidiecd 4l m&éﬁb@%ﬁmatgl\m_; e et Ksetwlidh sensi tive
net wor ks have ‘strong resi Ilence JS‘__pabl |t|es for, routing the 15 sensitive
flows for the benefit of tHt Bfe ¥Rt iM% e public networks
handl e the routing of the non-sensitive flows for t he benefit of other
users. The pression "sensitive shoul d nder st pod to ean bot h
the T o of 8 Gt FATSHITH FEIRESD Fouti ARG COMS e i sherhod

const raist s fofr amnepenrat isE@iraatlovwes mquﬂmtaecplmabnwlcdénrerad:tey W se
of the flo hand| @EQI o] er neans i npl enent ed
in the ser://\%r%&%r?ét \r}g)r e ?% tnQﬁts) ar}&%\/\};‘ 8%%805ﬁ§¥;o%§%e a direct influence
on the architecture of 25 the system Transport in the serving networks

(that is torsay LAMertdiosal Ardmievorks”, @pd/ ore s, "3t ropgkitan

Area hbtmorks") of the sensitive and non-sensitive flows is
char act er i z&8§ L5y RIS 10Fat 3ZCPIGECEHESE| oft aFEecoﬂ9EV88k6ve?n3 si ngl e
non- sertsotlh@tmynetmerhe(ﬁvhﬁ:mntﬁaﬁsmwe &t pwsg arcenzt radhitise bhr e

vol um nous and affect a |ar er users To handl e the routing

ot ect 1 o, CBITHH G8 U T tor R S T2e T GST b ToERs! T ve
and npn-sensetrnsuet;)lyet h@rilaztatter aleewpraﬁspontedcenneypeéd wveh sadd- net wor ks
WAN vi a IPS%%n'yﬂy¢awﬁﬁbf¥@t989%0f§§9u&héygkdgﬂyyyéLnetworks have

strong resilience capabilities for routing the

15 sensitive flows for the benefit of the users. The non-
sensitive public networks handle the routing of the
non-sensitive flows for the benefit of other users. The
expression “sensitive flows” should be understood to
mean both the flows of a confidential mnature and

20 routing constraints or constraints of an operational
nature. The protection confidentiality-wise of the
flows is handled by the applications or by other means
implemented in the serving networks (campus) and which
do not have a direct influence on the architecture of

25 the system.

Transport in the serving networks (that is to say LANS;
“Local Area Networks”, and/or MANs, “Metropolitan Area
Networks”) of the sensitive and non-sensitive flows 1is
30 characterized by the fact that all of the flows are
conveyed over a single non-sensitive MAN network (the
non-sensitive flows are by nature more voluminous and
affect a larger number of users). To handle the routing
protection, on wide area networks WAN, for all of the
35 flows (sensitive and non-sensitive), the latter are
transported encrypted over said networks WAN via IPsec

(“Internet Protocols Security”) tunnels. -
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- 2 - The neans with strong resilience capabilities are terrestrial
i*nfrastructure means with great resource capability or satellite
infrastructure means with 5 snmaller resource capability and having quality
of service (Q0S) constraints, for exanple in ternms of |atency tines,
transit tinmes, packet |oss. Conmunication between the users situated in the
serving 10 networks is constrained by the use of |IPsec encryptors and it
obeys communi cation rules that are generally established statically, these
rules define the parties eligible to comunicate (generally subnetworks)
and the renote sites (the | Psec security equi pnment elenents) 15 that these
eligi bl e parift®s REAPT eadthth SURH PRI or Fie + bhERSe corfBRrAGHIFReR daF8base

cal l ed SPD (t'eSeedHtidiaiPolingyrabRt-abasee) - md&igs SRR hasgrieatnotedynankcal |y
nodi fiabl e and requires nanual ginflgur ation operations on the gart of an

operator. THERARIGILY uIRE eRBEFEdFR t AELIGSSPHBALE | AT edthB "f1 ow
securityspolsmallerdherds@wscesi raapaaiingbetavedn hawingnoseal bepl afea

net wor ks areeogvidé' fer @15 ngggrsgga%%llegy afgri _deexnénilfi' ed i_tgly %e%h‘gf B@D%fcl ass,

f
for exanple US| ng S he f Serv assification chani'sm Serv

field being latferdyl toifmgshe treadait dfiimms, | PagkeketlosEhe net wor k edge

equi pnent el enents do not perform any processing on the flows according to
traffic class, but,in relation to a class of service, a class of service
bei ng a 30 CAMIHEGHL BT ReEQeHIthe 4199%S cFhsdrised ThR sthei ARrpLBImakes it

possi bl eot 0 rapphariegal & t abhabr RIAE@SE NGO ke d4 ovssébabnbayprbdenti cal
t echni cal COHS(%I’&I nts _such as transit. tine &or e%?l e. 35 Wt ige current
systens, théEhcMypt PBRYFs GRFRBIHET 158f of BLERe Totti /S 1 ESPE Rdidssary to
have two roustepbligieahsstaticaitiyng phasei mullke -defiEarthef paheiast wor k
eligible to communicate (generally subnetworks) and the
remote sites (the IPsec security equipment elements)
15 that these eligible parties can reach. Such information
is contained in a database called SPD (“Security Policy
Database”). The SPD base is not dynamically modifiable
and requires manual configuration operations on the
part of an operator. The set of rules entered in the

20 SPD base is called the “flow security policy”.

The flows circulating between two remote 1local area
networks are of different natures, they are identified
by a traffic class, for example using the DiffServ
25 classification mechanism, the DiffServ field being a
field of the header of an IP packet. The network edge
equipment elements do not perform any processing on the
flows according to traffic class, but in relation to a
class of service, a class of service Dbeing a
30 combination of a set of traffic classes. This principle
makes it possible to apply egalitarian processing to
the flows that have identical technical constraints

such as transit time for example.

35 With the current systems, the encryption is performed
before the routing. It is necessary to have two routing

-~ plans, a routing plan in the ‘red part of the network



- 3 - (before the encryptors) and a routing plan in the black part of the
detwork (after the encryptors). On the other hand, it is not possible to
make a correl ati on between these two routing plans, because the black 5
routing plan is nmasked and i naccessi bl e because of the use of VPN I Psec
("Virtual Private Network Internet Protocol Security") virtual private

net wor ks. One known technique is to use two wide area networks 10 WAN in a
"backup" function, that is to say that *He second WAN network will be used
only if the first h a connectivity failure. .n the other S d
notably in té??f@i?e%g‘ie ?gtcﬁﬁ’ﬁ’%f’tgﬁ’ )o%ntdhg1 \m{ftnlelﬁvcﬁqkafn the ?lﬁ%lmkgf%gﬁti nue to
take the satpairat edf Wahenetnwtimorkl5 (&Ebat| yrhe o esddnypticars)si nlht akeéus use
of the two WAN networks, .t .i_s e re-e lish i t opol ogy
on the basi §t5’fert h%ar}éé’d %I(C)ut]‘lsngﬁ%fcaﬁ?)g%lbggso utﬁ%ﬁgugescﬁﬁﬁg Fggnof t he
flows by thdarseenf CGRESE0 twmnala b h Pl i t bgeasissl eths rlelaskabl i sh

connect i yi %otz&ti\é@% (e {80 S ML ST 28QUI PARRE s@li TR e RRtd LT eREE the
red routing plan by the use of a |ink state protocol such as the |IGP

protocol (OSPR fef ekhplEpecas(Therpiabr BV ui'eE¥ ke +RHPPERBHt ation
of a plural igpstefeddi et thrpdust-subsWotrdtkatlki newall-ksr.out er and
encryptor). The managenent and security operations are distinct and require
a correlation 30 between the operators to define the establishment of the
security polom esnaumd teohnhgupoliisci es (ERE twmnelide. aQrsxr ahebrokksnmade
conpl ex.gn | arge n . Sl Lbnl S diggessaryd o t {GREptunnel s
bet vveenlgll e Jg‘llrlt %s.%%g£®4 ngl&szlEL iTity of 'ESL%_e tc%n?égt ﬂg%the %ackets
(DSCP fi el d)seganchdtAlomeatwordy iwiild e ltsfﬁé%l%]ﬂnhﬁi%eoﬁl%f%’é hg8we, which

inplies takifng [Quting,de6i9h9Rs uRStiRAMAKSEH PASdY -add notably in

the case of saturation of the WAN network, the flows
continue to take the saturated WAN network.

15
Finally, to allow for simultaneous use of the two WAN
networks, it is necessary to re-establish a routing
topology on the basis of the red routing plan; this
solution uses tunneling of the flows by the use of GRE

20 tunnels which make it possible to re-establish
connectivity between the red router equipment elements
and to create the red routing plan by the use of a link
state protocol such as the IGP protocol (OSPF for

example) .

25
The prior art requires the implementation of a
plurality of distinct products (switch, firewall,
router and encryptor). The management and security

operations are distinct and require a correlation
30 Dbetween the operators to define the establishment of
the security policies and routing policies (GRE
tunnels). Operation 1is made complex on the large
networks since it is necessary to set up GRE tunnels
between all the sites.
35
The implementation of a flow management policy is very

limited by- the simple fact that there is: a limited



The offset generated by the I Psec tunnels does not nmake it possible to
ensure a coherent SLA between the MAN (users) and WAN (transit) networks,
which is why it is necessary to have a router (in some cases called QS 10
router) between the WANs and the encryptors whose main objective is to
ensure consi stency between the flows fromthe WAN and i ntended for the
MANs, and vice versa. A nunber of problens remain unresol ved by the systens
15 of the prior art. Notably, the vari &l el ongation of the size of the
packets (overhead) . inparted by the encryptor do n jt ible to
have consisYéﬁésliﬁLYhé’CbgbeTﬁgngﬁga ﬁéﬁaﬁ%ﬁeﬁg%ggﬁ%cgﬁﬁgm%ofP%%??ied out
accordi ng t antiheotypé dheoperigtinomald fihmv defteiratoRohotpel FE9Weor

distributio t 0 Y\ﬁ\%ﬁ-d AS NRJieservati-gqg and
preenption g?%ﬂehlﬁneé%hér{%e?%g{r;ﬁ?ﬂe&%ﬁs i c%éfgn% enen Spr otocol' s such as
RSVP. 25 Thelaatwork edge equi pnent el ements incorporate functionalities
for managi ng cl asses of services through the use of a plurality of queues

and they associate with these queues _a particul ar $ ocess which ggarant ees
the users ofheheééseér gegsy &Pt it BPGH otER i@ Pe% ePF PFR6%s in the
event of congeddg¥ible t be reismreksa Ethksee@yS $A nbepwesnarthe hBAN

associ ated rules are I '1he w LNng | hCcy" i.gu presents
an archi tect(&FSrS r?é’tﬁoﬁ]g\g é??%%iet?%oﬁ%ggggggw Fﬁqglrkllexiasnov%: eriéo%g

obj ective oheseshaay archhaeet ur erdsten Hamdl gomdecesesr exlted ng§olp of one
or nDrg% On@%ﬂ%%@%'%%é é&ﬁ;éﬁggﬁﬁﬁsaakﬁr%hé(gﬁgfyptdr§ whés&amhehwork Si,

al so called network enclave, and a second |ocal area network S2. These two
renpt e net woPK eEfdVaveks at® | PREVEDNFEEYEE U GeaRstBEeBneERG ToPY¥Spublic

WAN_C or prisyahe t WANiiiiwiag@d ahe ndildWEES tHe MANY I @G iR eldridee. form
The flows transmtted between the two |ocal area networks Si, S2 are

encrypted, respectively decrypted, by an encryption device Z S, Z S2
arranged betwagmisachof ogalobdleed nedmwik andetbhéveidddyar e neyworkss). One

or nore red routers Rl1_51, 10 S nd t i i f l\ews
i nt ended” f of fa#ah? rBﬁl?ﬁea%étt’\Ag% t%\ghvgges%%g&gegg?ﬂ%éggﬁl %gk
routers R2 8he R818%2 hahdltde hpaskietshi igverhead) entipgtieed f s HY¥r ough

e i de ar eRASUNK (Fled hdihGRITDLE PELURBke CRE! BXGe EBnbikkesicypr obl em
linked to this pe of architecture relates to the partitioning hetween the
wide area on the QoS. The flow management policy 1s not ca ried

out according to the type of operational flow. There is

20 no policy for distribution of the flows between the
WANs. There is no reservation and preemption of the
resources on the WANs which implement protocols such as
RSVP.

25 The network  edge equipment elements incorporate
functionalities for managing classes of services
through the use of a plurality of gqueues and they
associate with these queues a particular process which
guarantees the wusers of these services appropriate

30 processing of their flows in the event of congestion in
the networks. These QoS principles and the associated

rules are called “the flow processing policy”.

Figure 1 presents an architecture of networks
35 interconnected with one another. One objective of such
an architecture is to handle the secure setting up of

one or more communication links between a first local-:=



net wor ks WAN on t he one hand and the | ocal

area networks on the other

hand

Because of the encryption of 20 the data flows. Only the data flows from

one network encl ave can reach anot her

network enclave in conformty with

the content of the SPD database. In other words, no data flow can circul ate
bet ween a network enclave Si, S2 and a wi de area network WAN. The
communi cations 25 that are allowed are necessarlly bet ween two encryption

equi pnent el enments.

This absence of the possibility of direct comuni cation

between a | ocal area ea _nef rk poses a propl em when
wanting to BEFEr rﬁ‘:ntewcfﬁ?em%%e %fs%l cf@cﬁgree% RENWS V\% %R ga‘tﬁ%(-:Ad "’&n§336 set up
a communi cateoonbi dbcal téhedasetswotkt Be. |mhem5|tw&haemcternstwoskof a

o O LA 88" VRrk SBflakEnh iobko S diie YeogaLr s Thpked oan be

ranked accor

servi ce Ich IS assignhed to

exanple in pgb&gpoﬂ\ml\b_(ﬁ heir prJ_vate WAN M wide area networks, in
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wired or satellite form. The flows transmitted between
the two 1local area networks 81, 82 are encrypted,
respectively decrypted, by an encryption device Z_S1,
Z S2 arranged between each local area network and the
wide area network(s). One or more red routers R1_SI,
R2 S2 handle the switching of the flows intended for
and from the network enclaves S1, S2. One or more black
routers R2 S1, R2 S2 handle the switching of the
encrypted flows through the wide area network(s) to the

remote network enclave.

A first problem linked to this type of architecture
relates to the partitioning between the wide area
networks WAN on the one hand and the 1local area
networks on the other hand because of the encryption of
the data flows. Only the data flows from one network
enclave can reach another network enclave in conformity
with the content of the SPD database. In other words,
no data flow can circulate between a network enclave
S1, S2 and a wide area network WAN. The communications
that are allowed are necessarily between two encryption
equipment elements. This absence of the pbssibility of
direct communication between a local area network and a
wide area network poses a problem when wanting to
determine the type of wide area network to be used to
set up a communication 1link on the basis of the
intrinsic characteristics of a data flow from a network
enclave. In practice, the flows transmitted can be
ranked according to a quality of service which 1is
assigned to them for example in relation to their
degree of priority (vital flow or not), to their
bandwidth and bit rate requirements or even to the

delay, -Jditter and/or packet loss constraints that they

em for



35 degree of priority (vital flow or not), to their bandwi dth and bit rate
requi renents or even to the delay, jitter and/ or packet |oss constraints
that they - 6 - can support. To be able to determ ne the communi cation
channel, out of the available w de area networks WAN, that is best suited
to the data flows to be transmtted, it is therefore necessary to set up a
5 comuni cati on between the network epc%aye and the wide area networks in
order to communicate the identified requirenents. This type of

communi cat | il Sl BeWabdt of N5, KAOKD AT B 66! W BgEauB Of the

presence of the encryption equipnent elenents. second probl'em1i nked
to the knowshs@@ele apwhi péctttesayal hdset widee aber | ngtwerat AN, ows

through the (gizff ereat wede arga mieiWwopks. die cupkant #1Qufd no. Hrogacol s,
for exanple the OSPF protocol, make 15 it possible to route the flows
accordi ng t FERECIHEDE the 15 nkdlefRbRtRr RREIRAEHI €0t 0SBSe WP | Bnk state

routing $)r0tc©®rmiunliej‘asmd &h tkbt?ﬂt\ﬁ%’ﬂ):) ehéomltmﬁm;a et VWP &K Sardl, tB2, wiibiel S o

necessary to_set u irect .links . between these .networks making. it possible

to ci rcurrveﬁretahen‘gﬁw%?l%eﬁ@e 8Fd?ﬁe\,€‘?1cﬁ?ﬂ‘f“iu5’r3rc€&ﬁ pﬁ%?lt léﬁ@?réﬁtl&% Such a

di rect |inkrieguifremegstanpl eThiapl empet edofsi ropuithen iGRE id@eneis ¢ Rout i ng

Encapsul at! ks AALOCHL th Mithel OKhbAA RLALORAL Sch DL eBRRbedel Nf Nendl de area
on wth the Iin

net wor ks WAN have no interacti . . state routing 25 protocol

i npl enent ed PEESERES Qft &he ROCTYPIRPISEIYFPReRE ¢leyenrtre masked by the

| Psec tumnels. Also, the incidents which occur in the -different WAN
networks w I | be takan into ccoun%,on the routers RL S1, RL S2 only on

det ection b{* t hESFPR stBFEbE?Bt octt%fda 36° nal Ffict iIPWIThe SREFEBNnct i on
observed by atriehiteutterrelso ehangest heor ouhengrostandr edk idatahe fllowls, t hat
is to say a. br [ he tunnel .. In this case, the |link state protocol
can route tﬁ%rﬁ%?&”%%e aﬁé SFGWNW&%?E@T%‘EW%O&H%'M }P@ GEEWEET t he

di fferent VWNL@BDGIetE/mtI@;Qﬂm beodorsappde dete t BDAPFt hbeotonkl coshkear e
identicpd. iv Eqséﬂﬂf%tﬁH“%quéW%HéifPngogécBQEi .k%o'Eggfﬁggplgﬁto route

the flows intelligently by taking account of criteria on b e w de
area net wor ESSWANLIK®r ~ dieviaqr ke e paddisnl Eot Gt Bni ek hetekeansi t

routing protocol between the remote local area networks
S1, S2, it is necessary to set up direct links between
these networks making it possible to circumvent the
20 presence of the encryption equipment elements. Such a
direct link is, for example, implemented using the GRE
(Generic Routing Encapsulation) protocol. The routing
protocols implemented in the wide area networks WAN
have mno interaction with the - link state routing
25 protocol implemented by the routers R1_S1, R1_S2; in
fact they are masked by the IPsec tunnels. Also, the
incidents which occur in the different WAN networks
will be taken into account on the routers R1 S1, R1 S2
only on detection by the 1link state protocol of a
30 malfunction. The malfunction observed by the router to
change the routing is a break in the link, that is to
say a break in the GRE tunnel. In this case, the link
state protocol can route the flows to another WAN
network. The Iloadsharing between the different WAN
35 networks can be done provided that the link costs are

identical.



5 capacity of the WAN networks. This anpunts to using only the WAN networ ks
Within their transit capacity or to provisioning excess resource on one or
ot her of the WAN networks. 10 A third problem of the known secure
architectures relates to the switching of the flows to the different
avai | abl e WAN networ ks according to the sensitivity of their content. In
practice, the sensitive flows have to be directed to a secure private w de
area network 15 whereas the non-sensitive flows can be directed to a public

wi de area nf%%%; I? B%rforn1 hl?ﬂe%*%%? Hgtlﬁa S Qgc$§§££¥)%p ghal yze

t he applica ich ar Rbove ayer or ke usé o recise
i denti fi cat rontef tlhe sblewe ami:ehblgi@lstlﬁatb}on t@fklmﬁie agcPuBias. OThe sites

host users bayipg;gdmni ghiati¥e ¥noPRiaki onals fHRELLORS, wakd thgse users

are conS|dere%te|tﬁer to be vital users (in |imted nunbers) or non- V|tal
users and t#e§Sgentr abdksendtt i PESEARLSoNLEenSPLTA 28 ohBe THEFRSHS n

correl atg onchghveey tde 2Zpevi f»miq Lt&@tlfvsona]aﬁl Sql]ﬁ.lstlé(ﬁouﬁ'@e‘!\&toa ROy i tal

user can generate_ sensitive flows froml oc area networks LAN
and/ or MAN SPiyeﬁ Qﬁi?%FW?E5§0W§t§FW(§%§l¥ﬁtgﬁﬁ U t PRIt Hes? 30
flows. In thosma:sa,eﬂolmmpaémsxs ofesherpackoet Srearmhetgeyd oviredhenl y on
the DSCP ("D é%&&kﬁ%ed Services Code Point") field of the |IP packet,
whi ch benefi ron1a ull unaltered copy on the part of the encryption
equi pnent elenents Al so, the switching of 35 the flows to one or other of

the WAN et wor kg igan Beopeefor oed emky @ndkbe Rashseof atbhscESLhrésel d

which is limting when it conmes to performng a precise analysis - 8 -
relatés to the switching of the "flows to the different

available WAN networks according to the sensitivity of
their content. In practice, the sensitive flows have to
be directed to a secure private wide area network
15 whereas the non-sensitive flows can be directed to a
public wide area network. To perform this switching, it
is necessary to analyze the applications which are
above the IP layer or to make use of a precise
identification of the source and the destination of the
20 flows. The sites host users having administrative or
operational functions, and these users are considered
either to be wvital users (in limited numbers) or non-
vital wusers and they generate sensitive and non-
sensitive flows. There is no correlation between the
25 vital users and sensitive flows; a non-vital user can

generate sensitive flows.

The flows from local area networks LAN and/or MAN are
encrypted for reasons of level of security of these
30 flows. In this case, the analysis of the packets can be
performed only on the DSCP (“Differentiated Services
Code Point”) field of the 1IP packet,' which benefits
from a full wunaltered copy on the part of the
encryption equipment elements. Also, the switching of
35 the flows to one or other of the WAN networks can be
performed only on the basis of this DSCP field which is

limiting when it comes to performing a precise analysis



of the sensitivity of the flows. The abovenentioned three problens are
directly or indirectly linked to the technical constraints 5 introduced by
t he presence of encryption equipnent elenments which [imt the possible
exchanges between the bl ack part (local area networks) and the red part

(wi de area networks) of the network. 10 Figure 2 illustrates a topol ogy,
simlar to that of figure 1, of secure network architecture according to
the prior art. Such an architecture corfprises users of the service 15 area

of a first lpocal area network S, i are respectively the subscribers Al
i %%? %gs 8%5@?5%28

S1 and subs SSABSEHIVY Ve different |IP addresses,

identifiable by their prefix. The users of the site S2 al so have different

addr esses t ween, subscr i B1 0 ES [gggrd t he

| ocal area ‘?m?EO‘éFF“e?ﬁggg’%éim tﬁ%te\?ﬁee %?ewsn%r g‘ﬁ%‘ t lre}éencl a_vec%i]pl ocal
area net worksdSreahtlyS2 aipkedi t ched t bhehe BaEPpBicRbut FRRFErTILRL S2, or
red rouker S'n@f‘o&ﬁegﬁl 08?' 2hea P@E!@@h&e The T et eyst fn Sle@iordnS2 are
optional. They 25 make 1t possible, for exanple, to nanage the subscribers
of the netwworRMEREFavB4d cihn IiFE & GHR FOEIN4F HFTNAIEST §% 5 havi ng
different apizéRupast Theyaal sedmketvopassidie e menmgsmitte(weide | abl e

t heoretical bandw dt h gg as i%g?n% %rio ities to the 30 subscribers. The
system of f3BEFeStYPE &oﬁ%ri Ss e fprors Z SI, Z S2. The encryptor Z S1
ensures protection of the flows fromthe router RL S1 intended for the

router .35 : T r QN = SYR ol | eg;hapLemey edpusi nget he
| PSec r-)Lr%ot (?%%)?‘JIF% %nﬁé‘l%‘%’g%& easec ri t?gg ol Fé assi gned to each
encryptor nBkgeret lposefblsequye network architecture according to

the prior art.

Such an architecture comprises users of the service
15 area of a first local area network S1, which are
respectively the subscribers Al S1 and subscribers
A2 _S2. These users have different IP addresses,
identifiable by their prefix. The users of the site S2
also have different addresses between subscribers Bl_S2
20 and B2 _S2 and with regard to the local area network Sl.
The flows between the users of the enclaved local area
networks S1 and S2 are switched to the output routers
R1_S1, R1_S2, or red routers, of each local area
network. The routers R1 S1 and R1_S2 are optional. They
25 make it possible, for example, to manage the
subscribers of the network enclaves in the form of a
plurality of communities having different attributes.
They also make it possible to manage the available
theoretical bandwidth by assigning priorities to the

30 subscribers.

The system of figure 2 also éomprises encryptors Z_S1,
Z S2. The encryptor 2Z_S1 ensures protection of the
flows from the router R1_S1 intended for the router
35 R2 S1. The protection is, for example, implemented
using the IPSec protocol in tunnel mode. The security

policy assigned to each encryptor makes it pessible to



- 9 - partition the flows fromthe |ocal area network Si and intended for
Users of the local area network S2. The | PSec encapsul ati on nakes it

possi ble to mask the addresses of the |ocal area networks Si and 52 from
the 5 wide area networks WAN C and WAN M The encryptor Z S2 handles a role
equi valent to the encryptor Z S1 for the |local area network S2. The IP
addresses on the black interface of the encryptors are the only addresses
visible to the wide area networks WAN Mand WAN C. It 10 is these addresses

whi ch are used by these WAN networks to route_the flows from and intended
for the rouBes kAo8! Hitd ROV TR BRackOFBht BFESRESSIOTD B HY
situatEd betiveemddde fdr enseypt icdn thewi tesaZ FreaZ T2twodkt I$e .wi Tee ar ea
networks. T make it possible to switch_flows to-the w e t wor ks
accor di ng tg%ytsr? i eﬂcg\wsblﬁﬁ‘géggi n8a%8f5i cvt RS ECPOI |tcé34/vI gg%%[‘ s?’;sl?gf or
exanpl e, i nasitirtecsieng afhehsensidaily e fdaowes twprtkise ir iaret Shefwwm kti2® WAN M

and the oN.sesidiae JLasLe fille PUBLACWAR! MO erlAN der MU SOVETs2 { he
bl ack routers S1, R2 S2 adjust the value of the DSCP field of"the
packet s acchadidigs @ tued e lonts &yitde FTENBRTWY het widle Biea

net wor ks WAN.ocEheyadésonBandkR tde forantbi ngidfeddas 26npasketisldck
conpensate for the redu danﬁé i ntroduced by the ncrégﬁors. rivate
y

he
wi de area néfSTIARRN_Pfcohley SAHE R TR BSne &Rt h8R¥catd JI:‘ae%1£(?1%tV\/t)rks
Si dand S2 ascieribileg t® BReawddeat iargavmetworsksp@aNfMcand iWAN The Public
w de ar net war.k VAN carri out the i fgwt' ordi ng
to its ﬁgm pl \rMa%:rlfle S & r(ﬁapso eosgﬁﬁurcolﬁuta}%g 1%_ro olg,}g:ygsll,lé‘%) , etfégwofﬁgt he
exenpl ary artechi teeter éhef fliqus efromt hadsyinteendshpEPsedhen! youwersi de area

35 networ ks R‘%@;&Aan\éo"izqszbm it could apply equally to a greater nunber of
wi de area networks. The—w de area

The black routers R2 S1, R2 S2 are situated between the
15 encryption devices Z S1, Z_S2 and the wide area
networks. They make it possible to switch flows to the
wide area networks according to their flow processing
policy. Such a policy consists, for example, in
switching the sensitive flows to the private network
20 WAN M and the non-sensitive flows to the public network
‘WAN C. Moreover, the black routers R2_S1, R2_S2 adjust
the value of the DSCP field of the packets according to
the classes of service offered by the wide area
networks WAN. They also handle the formatting of the
25 packets to compensate for the redundancy introduced by

the encryptors.

The private wide area network WAN M conveys the flows
between the local area networks S1 and S2 according to
30 a routing which is specific to it. The public wide area
network WAN C carries out the same routing functions
according to its own parameters (topology, routing
protocols, QoS, etc.). In the exemplary architecture of
figure 2, the system comprises only two wide area
35 networks WAN M, WAN C, but it could apply equally to a
greater number of wide area networks. The wide area

-+ networks WAN M and WAN C are transport service ==



networks WAN _N and WAN C are transport service - 10 - providers which
offer ‘the following functionalities: Real time "Reporting" on the state of
the links set up by the service provider. If, for exanple, 5 follow ng bad
weat her, there were to be congestion on the network WAN C, the flows woul d
continue to be switched thereto whereas they could have been routed, at

| east for the nost vital anong them _tq,the network WAN.M The "Reporting"
makes it possible to 10i nplenment this type of swi tching policy.

" Pre-enmpti onp&Pd&Fd tyh:NaNgem®Ntehe A 1iMheIN urfiakiRiis dika WAN are
reflected in the vast majority of cases in a reduction of the equival ent
bandwi dth 15 and very rarely in a clean break in transm ssion. The

remai ni ng bandwédt he fast “Repeet 9hg” benmaragedt ase best tHe CBimkdhisst
functionality allows stcrict priority nanagenent, _at the flow | ev;l and not
the packet |ev#, 5¥d er %f‘re":]e‘?‘?pti]%ﬁoﬁggﬁﬁni sims 't hat ek &P 26possi bl e
to assigh the fempwing deahdwalthen o0 thereoetrei tal bél omsgestPoot eati on and

Rest or at i P&R) " i cat i ' i ti
Lo the transoas peCAREKaRR ELT BN8 [ARUL BT LopBenlR Tl e P one

to remain | essSYHENSBD Fherann edirircas Mikey eepitt@neavei beest gphuged,
i ndependent ofat he dtl | ¢all t ynef hbsr appliLat ipbdy/i ttdlenl RON- ¥hkal ). The
P&R nmakes it possible to express to the WAN C or 0 WVAN Mthe desire for a
"back- up" pat FYFWAK ofAY M3 e NRFPIFSRP fBRERPt yire. PIESIRIS §6
possi bl eot 0 | rgETEEnt s d WHeofo fresianismaatpdlliey'.over | ay” |evel In
ot her words, the nom nal paths can be set up on one WAN and the "back-up"
pat hs on the other 35WAN. "Make before Break": This functionality proves

- “Pre-emption & Priority Management”: The internal

problems in a WAN are reflected in the vast majority
of cases in a reduction of the equivalent bandwidth
15 and very rarely in a clean break in transmission. The
remaining bandwidth must therefore be managed as best
it can. This functionality allows strict priority
management, at the flow level and not the packet
level, and offer pre-emption mechanisms that make it
20 possible to assign the remaining bandwidth to the

most vital flows.

- “Protection and Restoration (P&R)”: Some applications
require there to be no interruption to the transport
25 of the flows or, more precisely, for the
interruptions to remain less than 50 ms. Moreover,
this requirement is totally independent of the
criticality of the application (vital or non-vital).
The P&R makes it possible to express to the WAN C or
30 WAN M the desire for a “back-up” path of 1 for 1, 1
for N or even P for N type. It is also possible to
implement this type of mechanism at the “overlay”
level. In other words, the nominal paths éan be set
up on one WAN and the “back-up” paths on the other

35 WAN.

- “Make  before Break”: This functionality proves



interesting when mai nt enance operations have to be conducted on a WAN and
t'he latter have an inpact on the continuity of the established links. It is
a case here of "preventing rather than curing”. New routes 5 are conputed
and i npl emented before interrupting those which were in place. This type of
mechani sm can al so be relayed at the "overlay" level. Instead of finding an
alternative routing within one and the_sane WAN, the second WAN
contributes. 10 The network architectuf s according to figure 2 nake it

possible to partially.salv e thi e i hed e regardi ng the
swi tchi ng of ?ﬁltetegjr?cs)ré;}p edﬁ?(%lgvvsn?amr{ntdepr?‘;arg% C%@??Eﬁgﬁ%%}?ﬁe t{Oo g%t in
pl ace a routi ePnOBIPEd @n basBdNoanchet i tahgesf hawst iamatimpact aodr ess

and DSCP fi el d pwal g iTHE SNy RERY J@sks 116 S oL, ange dest hnagikan | P

addresses of the subscribers but, for obvious routing reasons, adds in

cl ear source &fFede’ti NREFBANFPIdd LSS EBRP eSPERAENg tNEW hECYEREI ng 20
and recegvi ng 8RCr Ynifted N piderimplétentdd i Nvofyes ciaakirRgpaingw
network | ayer | evel header. In . this new h‘f‘}?dert t he yal ue, of . the DSCP field
corresponds t FAFE PredentEF 2 BT hputt 250 RwevEr PCERARLEEI Gfon i s

very i nadequatedsshebpei trefaged tat opeeattowgesiphi sievafted Bwettadw ngt

policies. In pr.actice, .the v f_th i gl domkes, it pRssihke to
identify the ﬁlglv(%tltnsgpe)ea%rgaa t?%fliﬁae e\f%s'?iog%g?lr%,%\h/gpgg/ d(grtl%, etc.l)tggbut, in
no case, the |sams WAN,3Gher isecead WANofcoria IUGRS -Fur t her nore, swi t chi ng
policiegpocan be applied only to all of the traffic going fromone encryptor

to another; there is no longer visibilit concerning,the subscri bers or
group of subd iEMerigRrchifectyrgs, ag HheF Yyt T npl BAERt ST P

(I'nterior GCacusiblR At iand EG@ (Xt €hé oth Gad epaybPemt aeskyibedt i ng
protocols to.route the fl e e of _I ocol the BGP

ows, . One anpl 5 prot i
prot ocol (BT YIS of880l5” Xt(Sq:glré%(aﬁf)l gﬁgf %@YW%’?%C%IOWSST he OSPF
protocol . THe spemdal e sYstenpasspridsentd nguthdnenplanaesa Skous2ngsS3, 4

out ers R o Ry SReed°d he” SREHAG, of SEFRECE EPCRAUSERE T o
Z S3, Z S4. amde BREPyAieds dr ket - | Aple @t r YO IOSPRSHES ot 0e®| SQHECEr e not
capabl e of egi@bkbshingt 8ohOUlH NGaLPR8LESY Jif OFhEhes s e dtdensel ves) to
the for obvious routing reasons, adds in clear source and
destination IP addresses corresponding to the sending
20 and receiving encryptors. In other words, it involves
creating a new network layer level header. In this new
header, the value of the DSCP field corresponds to that

presented at the input.

25 However, this solution is very inadequate when it comes
to operating sophisticated switching policies. 1In
practice, the value of the DSCP field makes it possible
to identify the flow type (real time/elastic time,
voice/data, etc.), but, in no case, the 1level of

30 criticality of the flow. Furthermore, | switching
policies can be applied only to all of the traffic
going from one encryptor to another; there is no longer
visibility concerning the subscribers or group of
subscribers. |

35
Figure 3 illustrates the routing of the flows in a

network of the type of.that of figure 2.



15 recipients. The routing of the flows in the encryptors is performed by
t'he Security Policy (SP) and Security Association (SA) routing policy,
information contained in the SPD dat abase ("Security Policy Database"). 20
The black routers R2 S1, R2 S2, R2 S3, R2 S4 inplenent the OSPF protocol to.
make it possible to take account, in the conplex architectures, of an

i ndependent administrative entity of the main site, but using the resources
common to the different WANs, the QoS routers 25 bei ng managed

(Adm ni stration/ Supervision) by the entity of the main site. The set

conprising the QoS routers of the sites of the sarrz organi zational entity
form a tran§PEhf derdedrNF (Y SEThefPINeHeS sEFVi AGREFE 9Tt FAFSWRYy

connect, angéréecsell)orarmd gegen {w:ovebcatagewry( SerstdtyE) Ofkouting
non-sensi ti v?_). Tgi BGP prot ogol i% i\r;&kemsnte bet ween tlhe rQut ?rG R2 S1,
R2 S2, R2 SBTYORPC84SandC°t h& HEPwo kS CPPand“REN EXP-Fak&S | %ossi bl e
t o conmmi catretbaoflhe s35Idi fHGR emtottiiNsl t Ropderf | Gasewayt Reosolbret wor ks

present in (YA t wor, - o g VAN r]yﬂ( {ympl enent a
routing pr OF%%OI%?{F&B% F%r \ﬁ%)l()l;?r)gloet)o.&ﬁt lhsa%:gjlees tj—%g rouétﬁjlscr#gl ‘of the flows
between the different interconnected serving networks. This protocol makes

it possiblerhe estahbasbnd rHHEtdiE Sreppekeay iby asatguma Hasd Sshg the
pat hs taken, the choice of the route bei ngFt hat "of | east cost. The prefixes

i ndi cat ed i R2rheSt oufitnglTRbEReNBf thie PBEF emFUtOINe WEN Fet®btREare t he
pref i xeso of dohe ikl awki aldiesgas sefs eoheypiedt Srotberaddtesses @fi she user

pl an 10 bei sk by, the.encryptaors. . The OSPE otocol is a,link state
prot ocol ; t%q‘eggr'at 1—%‘% %@&ui?}ééf?ﬁ Sp Siter §7 ?’@ OEEeO%hél@ prze{ggéol to be
adj acent, W3Zi &3 ,can He. t Thes| enedypsoneadiongndtbe ikpleoemdct elde bPS&Fdi r ect
link"; now, i pr o, Apt 1let ssiblig; 1onhavea dik8ely |1 nk
bet ween an S%%?g'?eggte dén%%ynggdcgggﬁofe&%d ent]ﬁ y. i‘I]'lgélrgestabl I Lsgh
connect i vi t FOoRSRSyN t A&Ofout &he R1SuUrcrl SAthrmssivem) sS4t i $hfecessary

to use GRE tne)ient20 tHAN +6ut B epentnhe 18R DA OtAeOlkerRAyidtese " GRE
interfaces". The GRE tupnels are inplemented_as an overlay on the | Psec
| ayer (ESP priotRotIrmed Pﬁe}%’(fen%‘? YELh BPLLA¥ad ) BRLY SEFUEGHal

bytes. Conseguenrtilation (SAapossubliagt @oldegnst ntdéraat CGRF c2htaduieidng
topol ogy betivllleec@let %%Ds edfa\garﬁ%sréet( el(c%llliryyo%%qfc@e D%:\'EEa}:;ausnenﬁ)l S

20 The black routers R2 S1, R2 S2, R2 S3, R2_S4 implement
the OSPF protocol to make it possible to take account,
in the complex architectures, of an independent
administrative entity of the main site, but using the
resources common to the different WANs, the QoS routers

25 being managed (Administration/Supervision) by the
entity of the main site. The set comprising the QoS
routers of the sites of the same organizational entity
form a transit federator with respect to the serving
sites that they connect, and do so for a given flow

30 category (sensitive or non-sensitive).

The BGP protocol 1is implemented between the routers
R2 S1, R2 82, R2_S3, R2_S4 and the networks WAN_M and
WAN C. It makes it possible to communicate to the
35 different WANs the prefixes of the subnetworks present

in the serving networks.



The quality of service managenent is inplenented in the routers R2 S1, R2
82, R2 S3, R2 S4. In each router, it 30 has to conformto the quality of
service policy with respect to the WAN networks, WAN M and WAN C, as well
as that of the routers RL SI, R1 S2, R153, Rl S$4, installed on the site for
the benefit of the adm nistrative entities. The overall consistency of the
35 quality of service for the benefit a collective user which has to
convey the sensitive and non-sensitive flows can be achi eved only through

 ndependent 1fSuan 1 tudr Mt S AAAAUIA! L Ol DRGT BLLEBE016368PEORE! having
to process sensitive or non-serisitive flows. On Imof_the invention is to
resol ve at k#asplehe dit shanélepordsertowned pPdbltims. fipws pPepyses

sol ution makgs ihipesskhke tacbakenhbetkaut kagvdeg Sinerwolalor eTansrypting
the information and to integrate in gne and the sane product all .the
functions nBEESe&Py t BAKRE i Ater EBRASLLPon o ERE NSy Bhe FRBRE™ S The
routing 50 gubdebgesb@r esestafilishedses the rew spdehef tdleemet whek and
are applied gn;the Black,si d;, e AUV 25O £ PIOPOSELL SOl Hhkon s to
prefixes indicated in the routing tables of the routers
of the WAN networks are the prefixes of the black
addresses of encryptors, the addresses of the user plan

10 being masked by the encryptors.

The OSPF protocol is a link state protocol; to operate,
it requires the routers which use this protocol to be
adjacent, which can be translated as meaning ‘“be

15 connected by a direct 1link”; now, the encryptors do not
make it possible to have a direct 1link between an
unprotected entity and a protected entity. To re-
establish connectivity between the routers R1_S1,
R1 S2, Rl S3, R1 _S4 it is necessary to use GRE tunnels,

20 then to implement the OSPF protocol on these "“GRE
interfaces”. The GRE tunnels are implemented as an
overlay on the IPsec layer (ESP protocol) and they
generate an overhead of four additional Dbytes.
Consequently, i1t is possible to reconstruct an OSPF

25 routing topology between the serving networks through
the GRE tunnels.

The quality of service management is implemented in the
routers R2_S1, R2 S2, R2_S3, R2_S4. In each router, it
30 has to conform to the quality of service policy with
respect to the WAN networks, WAN M and WAN C, as well
as that of the routers R1 S1, R1l S2, R1 S3, R1l_S54,
installed on the site for the benefit of the
administrative entities. The overall consistency of the
35 quality of service for the benefit of a collective user
which has to convey the sensitive and non-sensitive

flows can be achieved only through independent QoS



performthe interconnection of a MAN with WANs by 15 addi ng operati onal
rresili'ence functions. The use of the router according to the invention for
managi ng secure data flows notably conprises the foll ow ng advant ages:

enabl i ng cooperation between the red routing plans and the setting up of
the I Psec tunnels; 20 allow ng sinultaneous use of the two WAN networ ks by
t aki ng account of the "instantaneous" ggar_acteri stics of these WANs,
resource occupancy rate, packet transift "delays, jitter (QoS indicators);

switching t I ; Vi ks a j . the- st ates of
the WANs an Sgg%gﬁokgq?gg{éﬁé%ﬁgt%%rggéﬁééee%l%gwscx%t(rgi%%iﬂt\gl,ﬁ#]l%év type,
etc.); guapapceeEngenpétivat piignon-gegerittdivie fllescat egory (vital flows);
30 guaranteeing the quality of service fromend to end, fromuser to user;
of fering operatiognal resilience functions; ens routin consigtency

rin
from end t 0OBRd3GR Scde VPN FREWBEKS 3% ’{fp?qtﬂwﬁezi T rESi ¢
resources. thel5aboffeR@gitignserCuR-dbaes | r anksai t pedpbseédeencautiost | ocal

area network (Si) .and_at Jleast,_on ecqnd local. are

i nter connec{“@%eﬁ &%a ppc?ﬁ.ﬁjfeﬁ%iet yEBf \?\nige%glreear%lg‘fﬁ% k@eg\i\%\#\?’@él\ﬁgfgﬁN 0,

char act eri zedcirgpthay Zheaiihfysarieonprdsés dintesate dn obedRdti on

modul e (OB) thgcgéa'rhélgﬁg%gm%t agfhhowsnd r ansiidited fhenrsald, fidstchecal area
e

network (Si) and intended for at |east one of said second Tocal area
net wor ks ( S2ptesgpangbsérrat Pbn tRiuMAN( OBy fdrhelAYS suiTthishl EORBIRI

associ afg nggwikhieaeh packetegfasaidnbhiovea teahé oordmKidigid t offosshbl e to
"identify thé data flo uni quel.y, .
network and are applied on the black side.

One advantage of the proposed solution is to be able to
perform the interconnection of a MAN with WANs by

15 adding operational resilience functions. The use of the

router according to the invention for managing secure

data flows notably comprises the following advantages:

e enabling cooperation between the red routing plans
and the setting up of the IPsec tunnels;

20 e allowing simultaneous use of the two WAN networks by
taking account of the “instantaneous” characteristics
of these WANSs, resource occupancy rate, packet
transit delays, jitter (QoS indicators) ;

e switching the flows from the serving networks

25 according to the states of the WANs and according to
the nature of these £flows (priority, £flow type,
etc.);

e guaranteeing the routing of a certain flow category
(vital flows) ;

30 e guaranteeing the quality of service from end to end,

from user to user;

e offering operational resilience functions;

e ensuring routing consistency from end to end on
secure VPN networks;

35 e optimizing the transit resources.

. The subject of the invention is notably a system for -



a nodul e (CH) for encrypting said packets tattooed by said observation
nodul e(OB), the encryption 15operation excluding the tattooed information,

a nodule (AN) for qualitatively and quantitatively analyzing the data fl ows
transmtted fromsaid first |local area network (Si) naking it possible to
rank the flows according to their degree of priority 20 and/or of security,
this degree being determ ned at |east qr t he basis of the source, of the
des;inapion or of the type of user of the flow, an interface nodule (IN)
per form ng n t (P I nt aknj
A R e e s L L

| ocal area areaomet@WSink andlat dnhsttoneastt sand serend |Gl arE82 net wor ks

(S2), each fatgobink(#sj nGdhe-tsnsaissi andreansppieyi ded by oneger nore
of said wi de area netwrks WAN and suppl |ﬁg 30 communi cat
t hat

on
charact eri s?¥83 WREWPHKEN "oder B4 bal SP%r%?EﬁE%%?%iﬁ%thﬁﬁd on the
otrer h@nd_gggdsg&geﬁhngombﬁﬂyéguguukééégww over these links according to
rul es consistent with the tattoai o] ations.of said observati nodul e
(0B) and 358n%?y%sﬁvdap 4ti B “@% sg(?%) encrypt o8 r‘%o&ul%ae‘( 5}8‘9%

deci si on nndytea@@ﬁitas@mﬁxnmngaMdrfi%&m_aacalfﬁaw?-mmmwQﬁhg(ﬁb)their
degree of prighit % AMMG Ok oy JO 1eBeRUIddy 08! ehnesblind heoapal ysis
nodul e (AN), a predeterm ne 5éta | 1 nk out of the data |inks set up by said
interface nodarea(| Nptapgkgccdfdiing 3 ithe OpEEEABILIPRY BPIBSEr etPEY out i ng
of dal f |l((2)\/’A\VLtS ?k?egnﬁa%ﬁﬁ?&@el hﬂBﬁ: statsst@piaxliﬁgi dvi ttt eehase gmdkdte 6EN), 0 a
modul e or i cally and syntactica anal yzi t he sages
transnitted bE?%gegégﬁ(T(ﬁﬁﬁ%ﬁ?ﬁﬁ%%ﬂﬁgel%Eé?sﬁﬁ%¥§apg ?H?EE&%%egﬁsdule
(I'N so as todebaufeowspaitiictiedni,ng of the exchanges 10between said first

local ‘area petywork () and 53l dyi06,188 D2 HOEKSLIEN ackBoRa VY ANt

sal
said observation module (OB) , the encryption
15 operation excluding the tattooed information,

o a module (AN) for qualitatively and gquantitatively
analyzing the data flows transmitted from said first
local area.network (S1) making it possible to rank
the flows according to their degree of priority

20 and/or of security, this degree being determined at
least on the basis of the source, of the destination
or of the type of user of the flow,

o an interface module (IN) performing on the one hand
the setting up and the maintaining of point-to-point

25 or point-to-multipoint data links between said first
local area network (S1) and at least one of said
remote local area networks (S82), each data link using
the transmission means provided by one or more of
said wide area networks WAN and supplying

30 communication characteristics within an operating
band that are predetermined, and on the other hand
the switching of the secure flows over these 1links
according to rules consistent with the tattooing
operations of said observation module (OB) and

35 encryption operations of said encryption module (CH),

o a decision module (DE) associating with each data

flow, according to their degree of priority and/or of



observation nodule (OB) perforns the tattooing of the 15 flows by modi fyi ng
t'he value of the DSCP field of the IP packets contained in said flows.

In a variant enbodi nent - of the invention, said encryption nodul e (CH)

i mpl enents the 1 PSec protocol in 20 tunnel node. In a variant enbodi nent of
the invention, said flows are associated with a data link using a private
w de area network (WAN M or a public de area network 25 (WAN M

accordi ng to the nature of their sourcg|6 In a variant enbodi nent of the

nvention, LNEaLLaYE.S Ocﬁel}'@frﬁfn%eneg/e%ﬁ'g UnaBleQil tohsrd Nl ghest are

associ at ed wi t at a ttin he 30 hest avail abl e
bit rate. AnopPhegetsgbmaaedofdative lW’ér@lﬂ%nOfsthrr@laﬁ@d gk sneiflgi WY secure

flows transmif, e%abf&w@ﬁ'ee%fglctestmém LR r@ﬁ{a/voaléc&:?aingn@oattﬂl@ast one

second | ocal 5 network (S2) interconnected via a-pluralit g of wide
area netmrkspmﬂaPR\J‘\itYV\&l@ MOXRRAFE) TOURI T | BEaP dre ndtidiksSTSR, s2)
conpri sishg at gheast iaRre seftpuly/ @yt patid interface module (IN),

o a module (ALS) for lexically and syntactically
analyzing the messages transmitted between said
decision module (DE) and said interface module (IN)
so as to ensure a partitioning of the exchanges

10 between said first local area network (S1) and said

wide area networks (WAN).

In a variant embodiment of the invention, said
~observation module (OB) performs the tattooing of the
15 flows by modifying the value of the DSCP field of the

IP packets contained in said flows.

In a variant embodiment of the invention, said
encryption module (CH) implements the IPSec protocol in

20 tunnel mode.

In a variant embodiment of the invention, said flows
are associated with a data link using a private wide
area network (WAN M) or a public wide area network

25 (WAN_M) according to the nature of their source.

In a variant embodiment of the invention, the flows for
which the degree of priority is the highest are
associated with the data 1links benefitting from the

30 highest available bit rate.

Another subject of the invention is a method for
managing secure flows transmitted between a first local
area network (S1) and at least one second local area
35 network (S2) interconnected via a plurality of wide
area networks WAN (RWl, WAN M, WAN C), said local area

networks (81, S2) comprising at least one input/output



- 17 - interface 11, said w de area networks WAN conprising at |east one
i'nput /out put interface 12, 13, said nethod being characterized in that it
conprises at least the followi ng steps for each |local area network (51

S2): 5 o defining a plurality of functions FI to F9 which can be integrated
on a single hardware and/ or software platform connected to said interfaces
li, 12, 13 of said local and w de area.petworks, the function Fl handl es
the I Psec protection of the 10 flows fFémthe interfaces Il and intended

for the interf 2 -and g L h : | ' r into
subfuncti ongnlj—:%%%%tcg)e Fﬁ.'n,sja\:idr evglﬁieefs%dng{ét@éoﬁﬁémn@?ﬁo?gﬁ?ﬁggﬁ%g%et wor ks
WAN, tie@ sftuneRe ord PRt pvdiped: t eteefasag I of3a Akl Peyhagof

poi Nt - t 0- poiyal; J Nkss PEIMELN, S@i dnhatdwars: pbahbel JBsCarnerd st tenthe
I nput /out put_ I nt'erfaces of each local area network (Si, S2), éhe function
F3 handl es tife- LHiNchiStEPadctT 4R 116 PHe AF SChAFALTEH dtfites S2F the flows
from andsi nierded Rod of pheraniey facefthceionsi ¢1l agalFarenicet sank (S1)

by separati t he, ' de f| f he .ot her f| he f ' F4
nandl 6 the pESLGSETRGOFRnETscae O HBUE T T O: Sos ke PHRELTOR Fo

handl es the pricestimy ofntdetakchanges dbetvieentadwmes f Gact il¢n F3 and t he
function F4, notaply by ing gatdengu;e% Hé%wfo%t ion FI the starts, ends and

nunbers of sessions contalned in sai ows, 30 o the function F6 handl es
t he processionghsf fwectbpigeELi digsidles the IPsec protection of the

10 flows from the interfaces Il and intended for the
interfaces I2 and I3, the function Fl being broken
down into subfunctions Fl.1 to Fl.n, n representing
the number of wide area networks WAN,

o the function F2 handles the setting up of a plurality

15 of point-to-point links between said hardware
platforms connected to the input/output interfaces of
each local area network (S1, S22},

o the function F3 handles the switching, according to
their characteristics, of the flows from and intended

20 for the interface Il of said local area network (S1)
by separating the session mode flows from the other
flows,

o the function F4 handles the processing of the session
mode flows,

25 o the function F5 handles the processing of the
exchanges between the function F1 and the function
F4, notably by indicating to the function F1 the
starts, ends and numbers of sessions contained in
said flows,

30 o the function F6 handles the processing of the
congestions,

o the function F7 handles the interworking with the
wide area networks WAN, by recovering the traffic
engineering information (TE), by summarizing said

35 information and by communicating said information to
the function F1,

o the functions F2, F3, F4 and F5 are network functions



the function F7 handles the interworking with the wi de area networks WAN,
By recovering the traffic engi neering information (TE), by summarizing said
35i nformati on and by conmunicating said information to the function Fl,

the functions F2, F3, F4 and F5 are- network functions - 18 - whose

adm nistration is handl ed by the function F8, o the function F9 handles the
adm ni stration of the security functlogg such as the function FI. 5 O her
features will become apparent on reading the follow ng detail ed description

given as a nOWH&%g a@%lﬁﬁgqggglbﬂ HFgﬁgnaﬁehhByaEB%n@%ﬂc@E%W'@gs whi ch

represent: gure 1, an exa an architecture of a system
10accordi ng & Gh%efbﬁi:’é%o%r tE'9 hﬁ@éﬁ-@sz theotaind 1 YA oRfof the

exenpl ary arcfyetc%ﬁtllt?e fRhckigueeslich hkguhe Bundfibnl watration of the
routing of the data flows in a network of the type of figures 1 or 2, 15 -

figure 4, a block diagramof the general architecture of the system
accordi ng t @odra | features iwidlf ivsionenbedipamnt don gueaedingantbzenpl ary

i npl enent at i of .a first f ti.on FL_of the et hod _accor
i nvention 261%2”1%1%94 ré taehg% AERELLPH rquGYerénagxerrppgir@gmigf‘}elgrent ation
of a second €xamgtlieon 2 ofiglhe nefhodhaCC@Mm‘gietct) tdeawivent i ohith t he

first enbodlxrgiﬁt gfigure 7, an exenplary inplenmentation of a third

25functi on F3 “of tehe met hod according to the invention in the first
embodi ment, - figure 1, an example of an architecture of a system

10 according to the prior art,

- figure 2, another illustration of the exemplary
architecture of figure 1,

- figure 3, an illustration of the routing of the data
flows in a network of the type of figures 1 or 2,

15 - figure 4, a block diagram of the general architecture
of the system according to the invention in a first
embodiment,

- figure 5, an exemplary implementation of a first
function F1 of the method according to the invention

20 in the first embodiment,

- figure 6, an exemplary implementation of a second
function F2 of the method according to the invention
in the first embodiment,

- figure 7, an exemplary implementation of a third

25 function F3 of the method according to the invention
in the first embodiment,

- figure 8, an exemplary implementation of a fourth
function F4 of the method according to the invention
in the first embodiment,

30 - figure 9, an exemplary implementation of a £fifth
function F5 of the method according to the invention
in the first embodiment,

- figure 10, an exemplary implementation of a sixth
function F6 of the method according to the invention

35 in the first embodiment, L

- figure 11, an exemplary implementation of a seventh

function F7 of..the method according to the invention



figure 8, an exenplary inplenentation of a fourth function F4 of the nethod
dccordlng to the invention in the first enbodi nent, 30 - figure 9, an
exenplary inplenmentation of a fifth function F5 of the nethod according to
the invention in the first enbodi nent, figure 10, an exenplary

i npl ementation of a sixth function F6 of the nmethod according to the
invention 35in the first enbodi nent, ;ggure 11, an exenpl ary
inplenentation of a seventh function F7”of the nmethod according to the

i nvention - in th fir iment, - figure 12, an exenpl ary
|nplenentat|on than ei gﬁtﬁm %ﬁgﬁggg F8 and of a ninth function F9 of the
met hod accordifagure tle |@neﬁ%ﬁ@@laﬁmﬂﬂwﬁl¢mﬁn@m%h@mn@ﬁtEﬂl eighkk 13, a

bl ock di agr ameah LRBRARGNIARL IS & OhihDR $USLRTLACHY BNGche hbenbavention.
in a second enboglnen The transfer of data_by I P networks is not subject

to 10 any guaP&reEEisg F@uFPﬁgl§H8n6ﬂoﬁaﬁ&o§§F A TEhe SBPRHTSNS o i nal

user; this Bestg EEEO&@ métd%lec}@Qﬁra@riéﬁﬂ o5 tihe apchheéctwde of oheration

of IP net wor ks, apart romé} tdgec%hlc functlonalltles bU|Ig oHdthe
processi ng of SYRESBSCR YA acREVE 3 Rss ot atdd ®FER

managenent of egivedesealtl.owi ng a priority routlng of certain |IP packets over
others. To guarantee the routing of the data, it is inplicitly necessary,
on the one hand, to establish a permanent 20 rel ationship between the two
ends (user s)THeortn&tmsm aof odabh tiye BOmeRvVerksoRs @Rty fukipedlected node

of opergpi O'An'{;%%%xlénd%%sscsplfoﬁelﬂglaaﬁat ee tﬂaxﬁd\@@tépnﬁﬂégeaaataon t he
ot her hand, to proceed with a resource reservatkﬁﬁaon t he WAN, net wor ks

correspondi /¢ 75 tiahei$@BdstBESt RESEoMhhMatiHIe ot t AlREPALhORhéfeof ,
these resourgrs hehigal esriaeedoEn @sethteiit pant 1Bl ersuvworkw/ol epdrin t he
Connunlcatl%@bm a few specific functionalities built on the
processing of the DSCP field of the 1IP packet,
15 associated with management of queues allowing a

priority routing of certain IP packets over others.

To guarantee the routing of the data, it is implicitly
necessary, on the one hand, to establish a permanent
20 relationship between the two ends (users) for the
duration of the communication. Only a connected mode of
operation makes it possible to guarantee this
relationship and, on the other hand, to proceed with a
resource reservation on the WAN networks corresponding
25 to the needs of the communication on the path thereof,
these resources being reserved 1in each equipment

element involved in the communication.

There now follows a description, based on figures 4 to
30 12, of a first embodiment of a method and a system for
managing secure flows in a network according to the

invention.

Figure 4 illustrates the architecture of the system

35 according to the invention in a first embodiment.

~The architecture of the system according to the s



There now follows a description, based on figures 4 to 30 12, of a first
enbodi nent of a nethod and a system for nmanagi ng secure flows in a network
according to the invention. Figure 4 illustrates the architecture of
the system 35 according to the invention in a first enbodinment. - 20 -
invention inplenents a set of functions in order to resolve the limtations
of the known network architectures as Lplustrated in figures 1 and 2. In
particular, the invention nmakes it posSible to ensure a 5 secure

I nt er connect 08, beLyeey9NEnOht A0TL Laealoar eandeliwks : hAN.af- opg or nore
public or private wde area_networks WAN. The system according to the

i nvention | SSPALEEf acEBe onliBitRE1IGRE haRd wi tHSa f KROWD ocBFLHPEYE net wor k

Si via an igkenfideetlire@ndason ke tatdterd hand i dliréde 1avanbiabt e winde area
net wor ks WAN, vi a & lurality of interfaces 0 set u

12, 13, .1 a
poi nt - t o- poPAE tRFHR 3Bet RPN Il%f%%S%éPgsr OsFIEHE®offe or
nore ot her $bcuerdtimtacadneseal aret ackseS2.orfe f onctnicore Flobahdlkeesat he
secure protectiaon, f X e r h I . prato t fl ows
fromthe inPg%Vgggg ?#Agngﬂﬁtt%%%egﬂgo?&?ﬁeFﬁﬁﬁ%ﬁ?ag%é%géiﬁ%é%nggff. The
function Fl arsabnekewrdewm¥AMNt o subfunctions F1.1 to Fl.n, n representing
the nunber of wi de area networks WAN interfaced with the nethod. An
interface Ix is assigned to a subfunction Fl.x, 25 A function F2 handl es
the settingThe SVSEH FWALNG HRi e t BRYIRhioN ARs 18feFiEad&Cer fhed
transf efo chahacteld Hds hetmegnribketsysiam agen diagwdokt be ivawert on

connected tqo the first_local area,net k 51 and the r te _syst
connect ed t 6ERE S8Rl X ’SBnaFgg ﬁ%ﬁﬁ&}ﬁgﬂgg_W%F?u goigﬁ a%ﬁ%ﬁles t he
swi t ching amddehearerogeatvborRsofiathe ¥iawa folomednidy noEndedt efrdiacelse
interface |l., The,switching of dhg flovs sepacates the {19%s ddtween

said first local area network S1 and one or more other

15 remote local area networks S2.

A function F1 handles the secure protection, for
example through the IPSec protocol, of the flows from
the interfaces Il and intended for the interfaces 1I2
20 and I3. The function Fl1 is Dbroken down into
subfunctions Fl.1l to Fl.n, n representing the number of
wide area networks WAN interfaced with the method. An

interface Ix is assigned to a subfunction F1l.x.

25 A function F2 handles the setting up of a plurality of
point-to-point links of predetermined transfer
characteristics between the system according to the
invention connected to the first local area network S1
and the remote systems connected to the other Ilocal

30 area networks S2.

A function F3 handles the switching and the recognition
of the flows from and intended for the interface Il.
The switching of the flows separates the £flows in

35 session mode from the other flows.

A function F4 handles the processing of ..the flows in



35 session nmode fromthe other flows. - 21 - session npde. A function F5
Randl es the processing of the relationships between the function FI and the
function 5 F4. It makes it possible, notably, to-indicate the function F1,
the starts and ends of sessions as well as the nunbers . of the sessions. A
function F6 handl es the processing of the congestion 10 aspects and the
processing of the aspects relating to e traffic engineering (TE) and
fontrols the switching of the flows reCognized by the function F3 on the

i nks set u .t.he ction F2 according to the congestion states that it
det ects. 15Big¥&%gtP%§gF7 handl es the interworking m?th t he bl ack WANs by
translating the fl ows passing through the function FI so as to equate the

poi nt-to-point k{;Rkei88t UpPsby Hhiegfamct i@ F2 piddedatyy megagednby the 20
wi de area networks WAN. It 1s al so responsibl e for recoverigg the TE

¢ \ t
i nf or mat i onTRAGMORE HEPSC ILARIEED fiohe sHREFFPPnG S8 i hfSr FHPFEACENd for
communi cati mg .said indlgsmatitonpbestibeef,unabtablyl,. 256 ArfdircitiecontE8 handl es

the adm ni stration_of the.network functions. The functions_F 3,..F4 and
F5 are netmEPPCF&ﬁ@tﬁgnsihe star %Lﬁﬂ:i%ﬁﬁ%Qogaﬁﬁﬁséngegﬁré%%gs?ﬁg of the
security 30thenaumpess ®e thenckisericEs.is a security function. Databases
are associated with these functions; they nmake it possible to store the

informati on specific to the network and security functions, or information
A function F6 handles the processing of the congestion

10 aspects and the processing of the aspects relating to
the traffic engineering (TE) and controls the switching
of the flows recognized by the function F3 on the links
set up by the function F2 according to the congestion
states that it detects.

15
A function F7 handles the interworking with the black
WANs by translating the flows passing through the
function Fl1 so as to equate the point-to-point links
set up by the function F2 with paths managed by the

20 wide area networks WAN. It 1is also responsible for
recovering the TE information from the black WANs, for
summarizing said information and for communicating said

information to the function F1.

25 A function F8 handles the administration of the network
functions. The functions F2, F3,'F4 and F5 are network

functions.

A function F9 handles the processing of the security

30 functions. The function Fl is a security function.

Databases are associated with these functions; they
make it possible to store the information specific to
the network and security functions, or information
35 .common to both of these functions. These databases,
called MIB (“Management Information Base”) databases,

are as follows:



35 common to both of these functions. These databases, called MB

(" Managenent | nformation Base") databases, are as follows: - 22 - An MB
dat abase BD1 which is dedicated to the operations of adm nistering and
supervising the network functions, accessible in read and wite node by the
function F8. 5 An M B database 3D2 which is dedicated to the operations of
adm ni stering and supervising the segurz'eitx functions, accessible in read
and wite node by the function F9. An B dat abase BD3, common to the

net work and, 1£ﬁeCMﬂBtydtdlt{g.%ta's%ns’B cceﬁtﬂ?ﬁe 10 rgadippdesonty. fhgure 5
shows an exenplary Inplenmentation of the first function FI of the nethod
accordi ng to eherah¥enei ot ThadndeaptaréBdnetdaist ksSPErSEBigie oBed

i nterconnect edednotR ERQIAMidH AN e AL ¥ObkS VAN Mad ML Wi wyséem 501,
502 according to the_invention which inplenments the abovenentioned

functions. ThBY| hEBnfHECEAG 0GEg0i ng fl ows of the | ocal area networks
LAN MAN=oves hhe MmBer Hate®alde r 8pd r ewlpt ch eci sondedhcsted otect i thei s 20

ensured by the i enentation of the fupnction Fl. T Ct. FlL,.Ls an
| Psec functi Oﬂp?gghlﬁﬁgl de. 2 lP%S%%FBﬁentaeﬁdifo%l&%%fckﬂléllnr% rf%%ée 12, 13
bet ween t he systemifgl fubo2iacsor diguessibhe inveardoandndrite mpde area
networks. In Egetﬁéaﬁﬂh@t‘:ﬂ%n‘c iggure 5, two 25 functions Fl, respectively
denoted F1.1, F1.2, are inplenented for each interface 12, 13. The _tunnels
are set up ®yRBni MEB| ydpEaRasR t BE3f unComBws FLo1, the 2ngkwetked®By t he

renot e 15yst enBe801i £t 902unthe ohid C iR fdi i1l @B andiRt edyf.or automatic
di scovery of the 30 renpte nethods. It handl es the authentication of the

renot e net hods, and the nmintaining of the connectivity of the |IPsec
tunnel s bet megnrthe Istwals and exesmpEaent inpeemEhtdfi®d. 8f B8be Figuse 6

presents an lary.i e taf i f u i t he
nmet hod acco;gﬁﬁgggg %‘Fhlen%]ven%‘l gérl]é&%ﬁcg atscg%o ?’%gg:cétﬂl%eggvgéggé%'through
WAN - 23 - Thet uodad exited | Bepwsrkiofilng 9% here GREChuARERECPANGGERRay on

these |sec LUNGEL S iRl S PLL NGAlLNA  Rakng exandableat @ | g?g@emetwork
t opol ogi es. To overcone t?ﬁl s defect, the proposed solution is to use 5 an
"underi ay" BQhct iR BFECHEND EQy, tHY dOVRDAL OPheW SRl 1BRESWETBSec to

establ i sh thger alrfvienRaitiiRh et faed 1 &1®! eTREt Ehtemindhaadf vuegbong
deol anat od b fmKea) LoRO0SI Bl Ousel oA BOLI LT ARL S0l beLveen 1o
one of the pnetetakest hal nekpsird posiduteido. sahisf ypltdﬁes:tfilslm:jt ien. O her
ohrs s G R M UaL RSl eingks A Gan Sheors Ly e
i nterfaces fangtdon3 Fl is an IPsec function in tunnel mode. It 1s
implemented for each interface 1I2, I3 between the
system 501, 502 according to the invention and the wide
area networks. In the example of figure 5, two
25 functions Fl, respectively denoted F1l.1, Fl.2, are
implemented for each interface I2, I3. The tunnels are
set up dynamically between the functions F1.1, Fl1.2
executed by the remote systems 501, 502. The function
Fl1 implements a method for automatic discovery of the
30 remote methods. It handles the authentication of the
remote methods, and the maintaining of the connectivity
of the IPsec tunnels between the Ilocal and remote

entities F1.1, F1.2.

35 Figure 6 presents an exemplary implementation of the
second function F2 of the method according to the

invention. The use of IPsec tunnels set up through WAN



15 The information sent or received by this function F2 takes the
i'nterfaces 12 and 13. Figure 7 presents an exenplary inplementation of the
third function F3 of the method according to the 20 invention. The function
F3 is in a "full duplex"” relationship with the interface Ii, that is to say
in simultaneous bidirectional conmmunication. The flows fromthe interface
i are switched according to their cba%%c'geristics to the function F4 or to
the function 25 F2. The flows in sessi node, such as the SIP protocol
("Session Ini.tiatjon | "), f.Qn . e, swgdzch ithe fanction
F4, the ot ﬁleert"fcf%}ﬁs‘g bglltl%gg\%it e ttlg}ﬁtqﬁléjJ ft?r?g{e?on\@gz?c gcglﬁ#e function F3

al so nmakes avepssi e tthese eddPaes t Famsedem B&Sr PHEEPIRe Fvent i on

the parti ti}%&‘_%@vf@?:rc@fh@bil%ﬂ CSo bet uega u&@&g,orgucrto@%ltdgqe\g_rt upd

net wor ks VL rtual Local Area Network") or the virtual routing tables
VRF (" Vi rt e eRne n§hdsd 3B EeF naF8en@rrised  SaheskPhafadCeri®ics can
be routed by, thenbeeakhymettierkdiod heclizoie oot bags. to- Wtk o gure 8
presents an exenplary inplenentatjon of the.fourth function. E4 he

met hod accoY® sy t@eﬁﬁé’ i Vet S on£°5 ﬁ%a{bﬁﬁ@ ontr}?—e4 r%%ie?gle(gn%%t%éthe
flows in sasstweenvdeerfstom e ifnirect i oMhES (furcwkemplbestiiaaSeR prdt ocol ).
The functiopn F4_ i r : "ssession” otocghiapdeblobggptifige in the
pr ot ocol thnéa%:(lasél gitg\h%:%%%%??esat?h?él\)/{Pﬁg nf orr%a%i on | n%i cating the
priority ofbetreedd seesi oremete s umifted matthen NEESng (Meht 3 oPHRECFAL t he

field ggncer ety (bhecRRibkehd dddiecase Ge the She protossly twat
functional entities of thé |ocal area net%ork&bAN/ \I\EN. ﬁn RSVP é"ggsource
ReSer Vat i orM@@¢ ocdF" ) PBFSRBYE- TEO( " RBS4GM¥e RBSEr VAI'OR' 15

Pt ot ocol
Traf fic ExteashdqheEe@ues! sdependanil orodde amserhytwgrks dELAN eeanet wor k

WAN is generated to the fuynctign F4.of t r te o] IS e

reci pi ent o?f?‘ﬁe SEShT \Lﬁlhf t REPFGARE olﬂfF&%I%O @%u%@%ﬁ%&%i%ﬁpl ement s

an | nternetfunatiogspriit ogoe afet] GEp ('Onnttdrs ok nCRATERERSS PESt GdBl "F3t ype

navi nglhe SRRAGH S S5 UBA! 0BP! 98kcQleld N5 LAGLUTMEYIRI | p5 not ably
Tty

of bandaw dt havai _ and occupi ed band. The OSPF-TE protocol is one of
t hese prot otakes26hehiititecdrass i ttaf i@ this function part. Associ ated
with this Internet routing protocol, a better path conputation subfunction

taki ng account of the netrics nentioned above, K nakes i ossi bl defi ne
the best rofit@4TEo T eRARSERES efibt ee@%Rﬂraefﬁﬂ6%%?&88@%@?1?“36’%%3%@. The
C- SPF subf upgiian iFsnemacef trse fafmctbhens nictdiodmkesoirtiipgsskibl ethe satisfy

this conputation, .The infor ion .derived f.rom.C SPF ig.. i ndi as
par amet%r s FHVEREIRBVP- %er e élsctgloﬁe\%%uncjtsl on 4ggen%}1%t@esﬁ%%%}.{or
RSVP- TE r equedtsionispito wiieh WaANe35 metierdes Whi chhaBcapt the3dY r éfuest s.

simultaneous Dbidirectional communication. The flows
from the interface Il are switched according to their
characteristics to the function F4 or to the function
25 F2. The flows in session mode, such as the SIP protocol
(*Session Initiation Protocol”) for example, are
switched to the function F4, the other flows being

switched to the function F2.

30 The function F3 also makes it possible to extend to the
system according to the invention the partitioning
characteristics between wusers, such as the virtual
networks VLAN (“Virtual Local Area Network”) or the
virtual routing tables VRF (“Virtual Routing and

35 Forwarding Table”). These characteristics can be routed

by the local method to the remote methods.



- 25 - fifth function F5 of the nethod according to the invention. The
functlon F5 enabl es dial og between the functions F4 and each function F1.1,
F1.2. This function is a control function which sends and/or 5 receives
messages fromor intended for the functions F4 and FI. The nessages are
conveyed by the UDP protocol ("User Datagram Protocol"). The main nessages
make it possible to send and receive |9£ornat|on on the comruni cation
sessions to be opened, to be closed, or 10 on the behavior required wth

regard to the aﬁf}l o alb on ﬁh%lyéé%%'l z?/fer?rﬁ%ﬁéWéﬁfétP&tla'o'}edtlfléom t he

function Fl omlts " art. The function F5
makes it pogoualth téuﬁﬁﬁkiéoﬂheFfll nkE béft%eﬁlettﬁ@dse§§icé’ﬁdﬁaﬁ‘beiio(f’élﬁe exanpl e,
an LSP 15 nymhekianfd an | Psec context (for exanple, an SPlI, "Security

Par anet er | ndex", nunber), information that is contained in the SDP. Figure
10 presents an exenplary inplenmentation of the 20 sixth function F6 of the

met hod agcorrdiengfdm:ﬂﬂm imeﬁdmesﬂtﬁﬂfwrm& ofld™s | Bn r@é@éﬁ@htmcﬂée
functions F

i pl b h
managi ng th c?ghg‘é]é‘?l ér;ir‘g‘ %rlolnnfll?%leg ﬁgr?ﬁaempprfegg 1élS| %fﬁe?p?ﬁ 8?}5 t he

oper ations iTinsl efuend:‘edolbyFQS Jtrtt@rfpmd:ta otrize F4S&ﬁdll§6”b@m§'—mﬂ edndf | ow
processing Bel | fyencfBeed unal iR Fhlidsed | chbe saantexts of thersessi ons

that are established or being es as well as 30 the priority
| evel s of t&se. MEES| ohRLOYTAHER nécll'ldéﬁéltécﬂgonth?hé”ﬂ%%tyar efrotfed to the

VAN net1@r K dddalorar € thE 8S efH £ bina B V@lavﬁ@“M@enmﬂ%géd'latlnl Sthe say
that the routing chooses ope o t he Vﬁ{\lf t wor k end| n? thg é\gpes of
flow to be FdGEd GAECERRSS5 (EBRstFai et AsdBei ‘3\77’? h© hetgbe dfs This
principle protocol) by functional entities of the 1local area
network LAN/MAN. An  RSVP (“Resource ReSerVation
Protocol”) or RSVP-TE (“Resource ReSerVation Protocol-
15 Traffic Extension”) request dependent on the underlying
wide area network WAN is generated to the function F4
of the zremote method that 'is the recipient of the

session via the function F3.

20 The.function F4 implements an Internet routing protocol
of IGP (“Interior Gateway Protocol”) type having the
capacity to set up a topology of 1links including
metrics notably of bandwidth availability and occupied

_ band. The OSPF-TE protocol is one of these protocols

25 which can be suited to this function part. Associated
with this Internet routing protocol, a better path
computation subfunction taking account of the metrics
mentioned above makes it possible to define the best
routes to reach the remote secure flow management

30 systems. The C-SPF subfunction is one of the functions
that makes it possible to satisfy this computation. The
information derived from:  C-SPF 1is indicated as
parameters in the RSVP-TE request. The function F4
generates RSVP or RSVP-TE requests only to the WAN

35 networks which accept these requests.

Figure 9 presents an exemplary implementation of the i



makes it possible to use all the capacities of the WAN networks at the sane
t'ime without operation of the - 26 - "active - backup" type. In case of
congestion signaled to the function F6, the main nethods used to influence
the processing of the flows are as follows, this Iist not being exhaustive:
5 DffServ node: the routing of the flows is perfornmed according to the
DSCP field and according to a nunber _of.cl asses of service; ECN Bit node:
a congestion signaled on the positioning of the ECN bit on a session or a

class of 10 fig%i C%u?ltr'ttigﬁ "gatasrt PR PraNpkes 2acbapgeng’ the gwating
path for the flows affected by this congestion, AA node: the function
i npl enent s HEVERtLRR Mk FEDEBLSNLIES (N HRERYr 818¢PTalF RS actRTi sti cs

of the 15 fluetlib@ualrd hea AN ageMor kencthese traolls meke it posssble to
neasure the jitter, the transit dela the. |l aten so_on,each of

y and d
t he WAN net 10The 18naPysFEnbFothe 1RShE PR n’dﬁxﬁ?ovﬁﬁﬁgﬁ PRAGET of t he
routi ng pat hrdfoeriviche nidsaasyeaf fiacie dhyirtten®A ahat yshe DfinttheometFécs, if

the latter hav. | u out si h i m rescei,b i e i | evel
agreenent " §Ifl§e ;ﬁ/fl" Dﬁﬁ?apegfsggg%vi%gléﬁ' rgrr%rg‘é&yiéd% [ g%eoM%rB?§%¥g§%ack i's
det ect ed by tYisdrunpatagrsh Andtergh4l ed The theinRs5megregesn ke htbugh t he

functi on 5 s Sighiansis 1 6ghd o0 Lie [yaebion FEbaidugvokss acsange of
the routing path for the flows affected by this attack. Figure 11 presents
an exenpl ar Famprdeatian oieeiiate B0 HEVERIIIncEPoSFLH15%%e REt hod

accordi g t @i hethavenbipavidhe fFansitagonmwigand reudiagd ngtbronthad to the

he funct | o PRUHGEAGHE (B0 O (2| LRI P Ee® rRy LUk LR (F7 1
to 35 F7.n) @as theiet ore MANanét wotkdlyt Hirorduipls ciblack nekiagfatepossi bl e
to make the actions,and RGeS PG GRSIER!T eps dJulanandent qiuldiechen
link between the session number (for example, an LSP
15 number) and an IPsec context (for example, an SPT,
“Security Parameter Index”, number), information that

is contained in the SDP.

Figure 10 presents an exemplary implementation of the
20 sgixth function F6 of the method according to the
invention. The function Fé6 is related to the functions
F3, F4. It implements a number of means and mechanisms
for managing the congestions or influencing the
processing of the flows, the operations implemented by
25 the functions F4 and Fé6 being called “flow processing

policy”.

The function F4 has all the contexts of the sessions
that are established or being established, as well as
30 the priority 1levels of these sessions. In nominal
operation, the flows are routed to the WAN networks
that are present in “active - active” mode, that is to
say that the routing chooses one of the WAN networks
depending on the types of flow to be routed and the
35 constraints associated with these flows. This principle
makes it possible to use all the capacities of the WAN

networks at the same time without operation of the



- 27 - The function F7 handl es a nunber of subfunctions, and notably: An

I'psec ‘over head managenent subf unction. The

t he overhead i nposed by the I Psec encryption inplicitly through a

managenent conmmand conmuni cated by the function F6. The overhead is

expressed as a nunber of additional bytes to be taken into account

conputation of the quality 10 of servhéeL The function F7 expresses a user
to

need in terns of bandwi dth correspondi

the SLA ("Service Level

in the

Agreenent")\ﬁgﬂgﬁé{eg g&bﬁ ’ e.and this Qﬁ?rééﬁﬁégkf%n”§§ n%§%aade

according to

cl asses OI" ser ces. A conmputationis perfor

y the

5 function F7 takes account of

15

function F7 tto Wteckundtsl eonks st eheympapndethasds pisad e BRELEGRES of the

interfaces qfpd

irR €8 NehWorlsANLMANaaNa J1neses Of thfie wide

d

net wor ks WAN, agﬁﬁt e requests expressed by the user in the express
cl asses of J¥tvikR&eRI BFhaps&dffuncti on for conputing the best paths to be

?SEQ On.BheoM$NﬁB§éMﬁymddéﬂnﬂH€ foeihgnof7 the HlLdw<soheepaedoanddby
aking into account. the netric TE type PF- TE. and LS-TE
subfuncti on r @EBEHY e té’ﬁ\l?)sggplﬁc‘?]ﬁ azrggcs%%%%gqu%% t ngél%)%

extensi on of tdfe dlrtssrezetofpsetrodelk,; for the conputati on of the congestion,

nunber of packehs nggestn%ide:ses I on. BHEDEE 5 8k ecélg%-xdae%é?br%{%h-rhghe

i'nfornmati on obtal ne

I's specified in a nessage int e fun

area
ed

A
n")

ction

F5. The funct inwsiftliondmgapst ihse EANikklit Iraesedniond ¢hedf GheEFoRIFS5. The

nmessagegoar e QfeheelLde (tHYPeghendt USrdvePE, at Revdrgctbpnche
represented by the "T"

15

20

25

30

35

routing ggﬁe) ffc:vlreI d{:he f-lozwss- affected by this
congestion;

e SAA mode: the function implements tools that make it
possible to measure certain characteristics of the
flows through the WAN networks. These tools make it
possible to measure the jitter, the transit delay,
the latency, and do so on each of the WAN networks.
The analysis of the results may provoke a change of
the routing path for the flows affected Dby the
analysis of the metrics, if the latter have values
outside the 1limits prescribed in the service level
agreement “SLA”;

e “Denial of service” mode. A denial of service attack
is detected by the function F1 and signaled to the
function F4 through the function F5 is retransmitted
to the function F6é which provokes a change of the
routing path for the flows affected by this attack.

Figure 11 presents an exemplary implementation of the
seventh function F7. of the method according to the
invention. The flows incoming and outgoing from and to
the WAN networks over the interfaces 1I2, I3 are
conveyed to these interfaces by the function F7. The
function F7 is duplicated in as many functions (F7.1 to
F7.n) as there are WAN networks, this duplication
making it possible to make the actions and processing

operations independent on the WAN networks.

i ng



met hod according to the invention. Al the functions FI, F2, F3, F4, F5, F6
and F7 are inplenented on a comon hardware and software base. The 5 NOC
and SOC adm ni stration functions can coexi st nore easily, which nmakes it
possi ble to have M B dat abases dedicated to an operating domain, a network
M B base and a security M B base as well as a cormon M B base contai ni ng
the "network"” information and the "nons.,10 sensitive security" information.
The sensitive information such as the Cryptol ogy el enents (keys) are
contained in the MB base dedicated to security. Because of this, the
security information is al ways accessible and it requires no additional

equi pent f 8he1Fuyncdiggc e85 BpRALgs PhenypReBnPric c3ifivtrtiPnhe #R¢enti on
combi nes al hothgif,unctions. It constitutes a single and uni que standal one
system (SA). Its adm nistratiqn is handl ed 20 by aBﬁéN st andal ong, system or
by a MAN st &nf8l onbPE§St efRVerdaati | MPRATRE S ol FUREHFCHE Fhe S§P9ice

| evel agr eeneftiacbidn iR arakadd cacdécwnt t b€ RabwarierdrchSetmposyd by

adm ni stratiop, M ase (commn, M B. base)..can ccessed | de only
by the standa 1o1 e%s%;ss cerﬁ(r?%r%l%%ni %mﬁgf‘z%gg o%gllrbu %foar ?%{e}aégﬁgﬁ?gtrati on
of the net hodgommaoddermmonpreviede by \ttew ofnathieonudd i t Yhef overbeed to the

standal one SYE?'%%@%E&P?@% DARGLE b ;RN MSLT abieas 3 The
function F8 is related to the functions F2, F3, F4, F5 and F6 to perform
t he oper ati on§a3BENadmte SGRUYHN 1R ohPPgGPEPVSAY 188d Hupehrsi SHBALBY t hese

functions. Therf weekiier FOHes fehed Bshtp7t BephuBetson Rlsandnéddt enperform
et one cobpaImen St (gt ae S Al TvBgLysLon o
Level Agreement”) requested by the user, and this
expression of need is made according to the classes
of services. A computation is performed by the
15 function F7 to check the consistency between the
physical bit rates of the interfaces of the local
area networks LAN/MAN and those of the wide area
networks WAN, and the requests expressed by the user
in the expressed classes of sgervices.
20 e A subfunction for computing the best paths to be used
on the WAN network £from the function F7.1, F7.2
concerned and by taking into account the metrics of
TE type (OSPF-TE and MPLS-TE) .
e A subfunction related to the ECN (“Explicit
25 Congestion Notification”) extension of the Internet
protocol, for the computation of the congestion,
number of packets congested, session number affected,

etc.

30 The information obtained is specified in a message
intended for the function F5. The function F1
retranscribes this information to the function FS5. The
messages are of the TLV (“Type Length Value”) type, the
function being represented by the “T” (Type) field.

35
Figure 12 presents an  exemplary implementation of the
eighth function F8 and of the ninth function F9 of the



related to the database BDl. The database BDl1 is in read and wite node_

The function F9 is related to.the - 29 - database BD2 and the database BD2
is inread and wite node. Finally, the database BD3 receives information
fromthe database BDl and BD2, the database BD3 being in read node only. 5
To sum up, according to one inplenentation, in a first enbodi nent of the
met hod for managi ng secure flows accargigng to the invention, the follow ng
steps are executed: 10 wusing the IPsec protocol in tunnel node to

i mpl enent  t he thidec bicerbli ngnd of heesubfinticans Fl.x; using a
poi nt-to-point |evel 2 protocol between the function F2 of the |ocal nethod
and the renote nethods. The MPLS protocol is a protocol that is a

15candi dat e pfiar the s flhimpetibas; F]u,Si Rg,a BxveF42 @t oE6! abel vEERNatree

function F2 .a t he f t Fl Al t t

pr ot ocol . TH@E@fRﬁ%ﬁE 3¥J%QRE§NWP1§B % %%(%n%h%ggﬁggﬁggkgggre?%%|on with

the SPI HundeC dmd Z0Cdewwimifietmftidre Svsstonnencaypt Foextoht awre

swi tching t@%sfl %WS &ﬂf@ztﬂ%egcit %@@sﬂ@ié‘“'{:&s HAN MG gakchealsuact i on F4
e funct I n

and/or to th i on to the function F4 relates to the
flows in sessiddfarsde, to5angetReEAtHY Womaime fandeitaiRTg, MRBVP3SEquest s
to the functindn &1 sedieityneiimObdde | BEEMEIEL Sashias dc&ﬂrUﬁﬁtMIHi basks it to
the renote end throu%p the IRse% tu%nel.c si d red andcfh%. ungtion Fl
gener at es, networ orma ion an non-

10 sens1t1ve security” information. The gsensitive
information such as the cryptology elements (keys) are
contained in the MIB base dedicated to security.
Because of this, the security information is always
accessible and it requires no additional equipment for

15 its accessibility.

The system according to the invention combines all the
functions. It constitutes a single and unique
standalone system (SA). Its administration is handled
20 by a WAN standalone system or by a MAN standélone
system. To facilitate the follow-up of the service
level agreements SLA, information from the network and
security administration MIB base (common MIB base) can
be accessed in read mode only by the standalone system
25 which is not responsible for the administration of the
method, in order to provide a view of the gquality of
service to the standalone system which does not handle

this administration.

30 The function F8 is related to the functions F2, F3, F4,
F5 and F6 to perform the operations of administration
(configuration) and supervision of these functions. The
function F9 is related to the function F1 and F7 to
perform the functions of administration (configuration)

35 and of supervision of this function. The function F8 is
related to the database BD1. The database BD1 1is in

read and write mode.. The function F9 is related to.the



bl ack w de area network WAN, the RSVP request which 30bears the attributes
of the context of the session; usi ng a conmuni cati on protocol between the
functions FI and the function F5 to all ow the exchange of signaling
- messages between these functions and notably the information relating to

t he nunbers of 35the sessions between the |ocal and renote nethods;
communi cating to the function F4 and_F via the function F5, the

information fromthe function FI; - 30°- using, by the function F6, the
i nformati OndQQéaaeedBbborgﬁ&ecﬁém&étaﬂa% apd firomd hesubiaciiops F7. x
retransmtted via the function Fl.. This infornmation is conveyed in the form

of messagesTMaff- contrahsy ¢ héI@QJQPFFPa&e RPYi EFEGEHESat FEATHRFE9Bd from

the bl ack ngl@mart% ned s kse VAN spfdceedi nghel tdaddisanadysi seohgt he

i nformation fron1é glack wi de area networks WAN via the function F7 and
t he subfunctPoR§2R7MRICCBM¥ni cating this 10i nformation to the function F
switchirg the flows to the functions Fl.x according to the analysis of the

i nformation_received or_proceedin D fother ent
sessi ons in-or §&r Q?rfﬁéggéﬁé og?cgég ﬂy%%é#%erln thln or%g%ﬁon from
t he functi osmppdippenke ofncthen W&tbﬁﬁicﬁﬁﬁhuﬂ%ﬁﬁgﬁﬂﬁ t Be§UrRf of kAYFon to

the functiopcEgirq;agn £bstafd NgnkletIMOr khienf o6 1B MY f @@pisheatancti ons
F2, F3, F4, F5 and F6 via the function F8 20 and storing this information

ina databa§§eEBE§?‘ Making this information accessible in read and wite
node by d heedasigpatced fumedd opsotoadli Anstarrimg thedseedr iiplenéatmat i on

nformmtion | if8 GHPE5ASE FRDBNS KR RUHCHIS 1 ATBr RN accessi ble in read

and wite medeshpgt ke desngnabvedofinbctlies] 2 protocol between the
function F2 of the 1local method and the remote
methods. The MPLS protocol is a protocol that is a

15 candidate for this function;

e using a level 2 protocol between the function F2 and
the function F1. The 802.1Q (VLAN) protocol is this
protocol. The VLAN number makes it possible to
establish a correlation with the SPI number, the

20 identifier of the session encryption context;

e switching the flows from the local area networks
LAN/MAN to the function F4 and/or to the function F2.
The switching to the function F4 relates to the flows
in session mode;

25 e generating, via the function F4, RSVP requests to the
function F1. The function F1 interprets this request,
‘directs it to the remote end through the IPsec tunnel
considered and the function Fl1 generates, to the
black wide area network WAN, the RSVP request which

30 bears the attributes of the context of the session;

e using a communication protocol between the functions
F1 and the function F5 to allow the exchange of
signaling messages between these functions and
notably the information relating to the numbers of

35 the sessions between the local and remote methods;

e communicating to the function F4 and F6, via the

function F5, the information from the function F1;



having the network (BDl1l) and security (BD2) databases conmunicate to

extract the common information and 30 store it in a database (BD3).
this infornmation accessible in read node only by the designated functions;

t he functi ons Fl

platform 35
platforns is

met hod according 5 to the invention,
function F4,relahgs

Maki ng

to F9 being integrated on a single hardware and software

- 31 - platfornms. The comuni cation protocol between these
a level 2 protocol. Accordijng to an inplementation of the

the switching of the flows to the
al he t BRIAJONS, | PeSCIHLON ARSI ANGD Al bt Aenédons in

non- sessi on node. " According to an 1 nplenmentation of the nmethod according 10
to the inventfBAN {the | HHRFFBPT oF 7oA nédOMr FH& KB HIRT S N7 ¢oficer ni ng

traffic engi neetiadshIErenfwidratihen fenétassmirtt edriios t hacduastion F6 via
Fl . 15 Acc rdlng?$§ ?ne | enentation of the nethoghgccording
S ti

t he function

to the inventtdnPHEYEEi Mt

BR™oft M FHRAIWT I Khd“ LT y

i nf or matsi on i Quebdnsyl bdatSedviten Snhgieadidabdseived Them nehdodlackor di ng
to the |nvent%ggﬁcgggglﬁg§wg¥%glQﬁﬁwadvantages:

ani nprovenentin

optim zati on

eresrlienceofthe cdmuni cations and services;
prochedingsed tty apkei ssRdy sies A cldwe 25 bpenal e VERRY

an
t he

possi bility ofnbnMphaeRNGL}ikk: BEEANHSFRR: W RFgr e | finefidheryita
flows and t herefore ensuring the guarantee of routing of the -V|taé flows;
1

10

15 ®

20

25

30

.and the subfunctions F7.x. Communicating

information to the function F1l;
switching the flows to the functions Fl.x according
to the analysis of the information received or

proceeding with the pre-emption of the current

.sessions in order to release resources;

filtering the information from the function F7 by the
function F1 and communicating this information to the
function F5;

administering the network information from the
functions F2, F3, F4, F5 and F6 via the function F8
and storing this information in a database (BD1).
Making this information accessible in read and write
mode by the designated functions;

administering the security information from the
functions F1, F7 via the function F9 and storing this
information 1in a database (BD2) . Making this
information accessible in read and write mode by the
designated functions;

having the network (BD1l) and security (BD2) databases
communicate to extract the common information and
store it in a database (BD3). Making this information

accessible in read mode only by the designated

‘functions;

the functions Fl1 to F9 being integrated on a single

hardware and software platform.

35

The distribution of the functions Fl1 to F9 can also be

produced with .. different hardware and .. software



an inprovenent in the quality of service to all the 30fl ows by
discrimnating the flow types according to the uses. It carries out the
routi ng operations and notably the choice of the route to reach the target
before carrying 35 out the encryption operations by taking account of
qualitative criteria concerning the state of the paths taken (quality of
service, ..,transit delays, rate of _-582_- occupancy of the resources,
packet |oss, for exanple). It requires a close collaboration between the

encrypti on et fbfssandribe EQuhhAYcERLohY - pBodbeol NViSE e | Sciaye
described i'n a second, enbodi nent illustrated by the bl ock diagramof figure
13. The syREHAD0EcESrBi h§VES £hBTPRPEREF on i npl enents the net hod for
managi ng secure flows described above. 10 The system 100 enabl es, notably,
a secure interconnpection of a first | ocal argﬁgﬁeetmgtﬁlo% with a . plurality

of other rehoter#oRal Har & nbTROPRE AT belyh© %

51 VAT W de ar ea
net wor ks WANs. tHe Thavemstem, 10theospriitsasngn abseheat I brwsodel ecl@B whi ch

receives t f rgm al_ ar netword Kls angd WaRSHH Spddem to an
encrypti on%%%g%\é@%i%%fﬁggél ets? t%%lfgncti on osf securing said flows, for
exanpl e usiaedtabl| Plecippysodsl nomheesRéPEpieder| ows are then 20
transmtted to an interface nodule IN which switches the flows to one or

nore wi de area networks WAN on the basis of @re%eterm' ne criteéia. The
syst em 100 AFSOrd5REr toe SN BRLPYSN 2 baRI 8T akhe method according

10 to the invention, the information obtained from the
function F7 concerning traffic engineering (TE)
information is transmitted to the function F6 via the

function F1.

15 According to one implementation of the method according
to the invention, the administration of the network and
security information is consolidated in a single

database.

20 The method according to - the invention . comprises
multiple advantages:

e an improvement in the resilience of the
communications and services;

e an optimization of the leased transmission resources

25 (operator VPNs) ;

e the possibility of implementing mechanisms for the
pre-emption of the vital flows and therefore ensuring
the guarantee of routing of the vital flows;

e an improvement in the quality of service to all the

30 flows by discriminating the flow typés according to

the uses.

It carries out the routing operations and notably the
choice of the route to reach the target before carrying
35 out the encryption operations by taking account of
qualitative criteria concerning the state of the paths

taken (quality of service,.:transit delays, rate of



25 which receives a copy of each packet received by the observation nodul e
OB and which identifies flows and associates a degree of priority and/or of
security as well as requirenents in terms of quality of service with them
and a deci sion nodul e DE which receives 30 information fromthe anal ysis
nodul e AN concerning each of the identified flows and informati on on the
avail ability of point-to-point or poingsto-nultipoint |Iinks between
interface nmodul es IN and of predeterm hed characteristics via a | exical and

syntactic a?é%&g%ﬁC§5 JPdule AL ureed3 pabR¥ENNIRR | SEd0 SRSHEEe A
switching of the flows transmtted FTom the | ocal, area network Si_to one or
nmore wi de adéa nEEUBLKESSWANE by laffuri §§1aaBOrREion: i aPEEHCEP t he'Ser vi ces

and a transghssipRieh 2nedchel! awat entheowkdagaeaaingt work WAN that is best
suited on the basis of predeterm ned constraints and the state of these

w de area networks. The difficulty with such an adaptation lies in the
pr esences of Thie iEnempidroni deviote dedahitedd | iposeserpat t embodimentio

bet ween the .flo on the r side (I acal ea -net ) ,and on the bl ack
si de (wide &F&ggzé?ﬁgpk%yéﬁget#ng%ogéagr%beggnﬁﬁgﬁggf1§Xchange of
information between the red routers RL S1 and the black routers R2 SI. 15

Each modul e gk t%sé&ﬁtqr@oloé?cé&i;@{ ing d orhde sirReRticon ispneMedescri bed
in nore detail. e observation nodule OB perforns two functions. The first

function cofdiesteetrpdupbPrc ARG 1B PRkt £20WFe AFSEEISDNFPREE ocal

area nejyorkpa angkdpedr angiiot ti nehaoxaPpy of neaghipacketa t o sbeuanal ysis
nodul e AN. The second functig? Cco sistgbin associ at il n F%tgleacghpgcket, a
Bt %

speci fic tatfSEEIRHRE F6m T HCThe Hehddr =% Acket “or of

he™ pat
the frame whpilefralds tyr ansporhert hiesnquac kevcallir emgat hee esatiegebroegheen

public or private wide area networks WANs.

15 The system 100 comprises an observation module OB which
receives the flows from the local area network S1 and
transmits them to an encryption device CH which handles
the function of securing said flows, for example using
the IPSec protocol. The encrypted flows are then

20 transmitted to an interface module IN which switches
the flows to one or more wide area networks WAN on the

basis of predetermined criteria.

The system 100 also comprises an analysis module AN
25 which receives a copy of each packet received by the
observation module OB and which identifies flows and
associates a degree of priority and/or of security as
well as requirements in terms of gquality of service
with them, and a decision module DE which receives
30 information from the analysis module AN concerning each
of the identified flows and information on the
availability of point-to-point or point-to-multipoint
links between interface modules IN and of predetermined
characteristics via a 1lexical and syntactic analysis
35 module ALS.

One of the aims of the lsystem' 100 according to the



modul es so as to identify the flows uniquely in the rest of the processing
operations performed by the different nodul es. The identification of the
flows nakes it possible to take into account the transm ssion 30
constraints specific to each flow The expression "transm ssion constraint”
shoul d be understood notably to mean the bit rate required for the routing
of the flowto its destination or the ggnstralnts in terns of delay, jitter
or packet loss rate that a flow can 35 support whil e guaranteeing its

routing or glgefhe degree of %%@erty WhiGh diasidp lsr t akgn. Basgd on

these transmission constraints, the transm ssion medium - 34 - 1s chosen,
in this casdrgmsmgittege ﬁ#%sth?or%%&ul%rqf%l PSEHOEH &} NEPhRRFghOY he

avai | abl e wipdg-car eq iRt Wwopkss WANgetRatksS brAKssui bpd tengaeingl ovaso as to
guarantee its routing to its destination. The tattoqging 5 of .each acket S

done, for efdffisE ey ad@Y yhgtPhe SPAVGESSE @ 58(55 TGN i At e
Servi cess CodadPpi ALdwf itel dclod andeP gpakehedwobly fWAN nghMACiasddbes‘ses of

Lhe L1 ae LTS {100 e packetoelOpTle, chserian) Mn B Bhao
the inventi dhe state of these wide area networks The difficulty
with such an adéptation. lies in the presence of the
encryption device CH which imposes a partitioning
10 between the flows on the red side (local area network)
and on the black side (wide area network) and therefore
a prevention of exchange of information between the red
routers R1 _S1 and the black routers R2_SI1.

15 Each module of the system 100 according to the

invention is now described in more detail.

The observation module OB performs two functions. The
first function consists in du?licating each packet
20 received from the local area network S1 and in
transmitting a copy of each packet to the analysis
module AN. The second function consists in associating
with each packet, a specific tattoo in the form of a
field of the header of the packet or of the frame which
25 transports this packet during the exchanges Dbetween
modules so as to identify the flows uniquely in the
rest of the processing operations performed by the
different modules. The identification of the flows
makes it possible to take into account the transmission
30 constraints specific to each flow. The expression
“transmission constraint” should be understood notably
to mean the bit rate required for the routing of the
flow to its destination or the constraints in terms of
delay, Jjitter or packet loss rate that a flow can
35 support while guaranteeing its routing or else the
degree of security which has to be taken. Based on

these transmission constraints, the transmission medium:



The encryption nodul e CH ensures the security of the 15 data flows by an
encryption in tunnel node. The tunnels are set up dynam cally between each
encryption nodul e of each system connected to a source or destination |oca
area network. The packets transmtted by the observation nodule OB are
fully encrypted and 20 encapsul ated in a packet or a frame where the
identification of the floww Il be at ast locally legible, for exanple
through the DSCP field of the encapsul ati ng packet. 25 The encryption

modul e CH al;S0 gxeeut es . f hesfunctdondd Sesaid bethi evigushyahoe ke first
enbodi nent of the invention. The analysis nodule AN perforns a qualitative

and 30 quanttia dredelandNyshgoyght &S | dvaltablel ¥ifkg PFAIeBALYRE Focal
ggggi Bletev\f(r)imﬁs_ a_&@'la:thegﬁeﬁgtegéLAéluge%wrIsg- EY-T aﬂabwai §ogaa§s tb
anticipate the needs and to | e. the. good fit ween needs
and i nt er coECE YT SmeknTs G P &° Bdlch ‘%}%ﬁ?‘%%‘%‘fl WS%aﬁégo%Pgw
coPst rai gt s dfo &eclobpecned &Slsmﬁrm,edfm'rtéthplBasw amqi Beieig nete
categories, the analysis AN_associ. t eqre PLLOLLtY. . oOf
the flow w T -C?%Stsr-‘e n‘g%gguﬁp grflﬁ\?\neat ﬁ_gtﬁgéd. vg%nsale%%les %;fy%kseydegr ee
of priority fufeld fdfowar sSchaddrater for eiesind MAGyaddrepses ppet BRBon of

the "sessi orfr']raqr[seott%qisp@ftiiql%nttihfeybggkgge field which bears the information
indicating the priority of 'the session which is determ ned by functional
entities of the MAN network.

10 The observation module OB also executes the function F3
described previously for the first embodiment of the

invention.

The encryption module CH ensures the security of the
15 data flows by an encryption in tunnel mode. The tunnels
are set up dynamically between each encryption module
of each system connected to a source or destination
local area network. The packets transmitted by the
observation module OB are fully encrypted and
20 encapsulated 1in a packet or a frame where the
identification of the flow will be at least locally
legible, for example through the DSCP field of the

encapsulating packet.

25 The encryption module CH also executes the function F1
described previously for the first embodiment of the

invention.

The analysis module AN performs a qualitative and
30 quantitative analysis of the flows circulating between
the local area network S1 and the remote LAN networks.
This analysis makes it possible to anticipate the needs
and to judge the good £fit Dbetween needs and
interconnection means in place. Each identified flow
35 has flow constraints to be observed associated with it.
Based on predefined categories, the analysis module AN

associates the degree of priority.of the flow with a



The anal ysis nobdul e AN al so executes the function F4 described previously
for the first enbodi nent of the 10 i nvention. The deci sion nmodul e DE
establishes the policy for switching the flows to the wi de area network WAN
that is best suited on the basis, on the one hand, of the 15 fl ow
constraints to be observed for each of the flows and of the nunber of fl ows
to be served determ ned by the analy§i§5ngdule AN, and on the other hand of
t he observed availabilities of the widé area networks WAN. The deci si on

modul e DE t@gg#ﬁhﬂﬂgmc} LE8asPek %éﬁé&%ﬂ@ﬁ &Q%Peéoo'%e

initiated, fitied or cancelled In accordance wth the established
swi t chi ng r BFESTiTy tPf s3enblovt igeneehrfesmed; t d%e RE3BRGEs Y offng a

secure conMypireabiraR a@fi ohh@ S Wite i ik ehoh ceptorbbs1 i pierbase ifgdulge | N.
The nessages energ{ed by 25 the decision EDduIe.DE must. guar ant t he
partitioni ngt&f theldatBiconkedtt wedlf t hBT BF&ekBEr t11X $e§%ﬁart of

t he netvwerkprierpakt i caf ar thehe seessiages which is determined by

functional entities of the MAN network.

The analysis module AN also executes the function F4
described previously for the first embodiment of the

10 invention.

The decision module DE establishes the policy for
switching the fiows to the wide area network WAN that
is best suited on the basis, on the one hand, of the
15 flow constraints to be observed for each of the flows
and of the number of flows to be served determined by
the analysis module AN, and on the other hand of the
observed availabilities of the wide area networks WAN.
The decision module DE thus determines the transport
20 services which have to be initiated, modified or
cancelled in accordance with the established switching
rules. To this end, it generates suitable messages
allowing a secure communication of the switching choice
to the interface module IN. The messages generated by
25 the decision module DE must guarantee the partitioning
of the data flows between the black part and the red
part of the network. In particular, the messages
transmitted between the decision module DE and the
interface module IN must not be correlated with the
30 data flows which transit between the local area network
S1 and the wide area networks WAN. To guarantee the
partitioning between red and black parts of the
network, the decision module DE implements a set of
checks, of state machine type. The decision module DE
35 also takes into account, in the assignment of the flows
to a WAN network, the overhead added by the encryption

module CH. This overhead is notably taken into. account



transmitted between the decision nodule DE and the interface nodule I'N nust
not be correlated with the 30 data flows which transit between the |ocal
area network S1 and the wi de area networks WAN. To guarantee the
partitioning between red and bl ack parts of the network, the decision
nodul e DE inpl ements a set of checks, of state machine type. The deci sion
nodul e DE 35 al so takes into account, g@ the assignnent of the flows to a
WAN networ k, the overhead added by the encryption nodule CH This overhead

i's notably ggkenchat o cpgeR@dttionr 3 - tHOr thensRIPYiIshi opief thee
transm ssion bit rate required for the routing of a flow according to its
degree of pFPEPLFGA SLohetheci W HDdAe DE HIWD 8KELHHLRTt & fﬁﬁﬁti ons F6

and F7 descaggggepbgvbgmakytyor the first enbodi ment of the invention. The
| exi cal and syntactic analysis nodul e ALS anal yzing 10 t he nmessages
exchanged between the decision nodule DE and the interface nodul e I N nakes
it possidl eThe pleaducern padtléi DRI gl et ereauthe rdwk afwdndt bhoks pEet s of

the network,__Th fr i r dul N t by the
modul o ALS By 7T CERey PEY MRS ans o 2 poige £ koA TRCEe BE ok,
formul at ed bjet hev@atiionen nodul e DE. These nessages notably contain the
encrypted packet header attributes which nmake it possible to identify the

| i nk used out of the avail able WAN networks and the_characteristi i
The lexical and syntactic analysfs module ALS anaiyzkﬁa Of this

10 the messages exchanged between the decision module DE
and the interface module IN makes it possible to
produce a partitioning between the red and black parts
of the network. The messages from the interface module
IN are accepted by the module ALS only if they

15 intervene in response to an explicit request formulated
by the decision module DE. These messages notably
contain the encrypted packet header attributes which
make it possible to identify the link used out of the
available WAN networks and the characteristics of this

20 link. The lexical and syntactic analysis module ALS
constitutes a secure gateway that makes it possible, on
the one hand, to inform the interface module IN of the
switching decisions taken by the decision module DE
and, on the other hand, to indicate to the decision

25 module DE the state of the links set up by the wide

area networks WANs.

The security established by the module ALS makes it
possible to withstand the denial of service attacks
30 potentially originating from the wide area networks
WANs. It also guarantees the absence of information

leaks.

The 1lexical and syntactic analysis module ALS also
35 executes the function F5 described previously for the

first embodiment of the invention.

ead



20 link. The lexical and syntactic analysis nodule ALS constitutes a secure
gateway that nekes it possible, on the one hand, to informthe interface
nodul e I N of the switching decisions taken by the decision nodul e DE and,
on the other hand, to indicate to the decision 25 nodul e DE the state of
the links set up by the wide area networks WANs. The security established
by the nodul e ALS nakes it possible to,w thstand the denial of service
attacks 30 potentially originating fromthe w de area networks WANs. It

al so guarantges §he.pbsencenghuhaf orfmt kel sl eals. pointheolgxisal anpd
syntactic analysis nodul e ALS al so, 35 executes the function_F5 described

previousl y PBRREREOrMHAEIBREBE mehinb?  REGWRAEhti bR  1OFAL & Rnterface
nmodul e | N sgtswdpkPEINt aha- ROt N RIstPObAL- terHal t kpabee Ingtk@rket seen t he
| ocal area network Si and at | east .one other re tse v?zﬁ&"‘pf

Kk ugh one
or more wi dEMEPBENNENForKs VARE 1'E9En&dFEs YAt 2ath 11 nk ?%s%%éegati ng
wi t hi n tthe phadetesrati nédnipeiat iopgdeanichaneichinhitthe t bredetéshonedodul e DE
has established_ its sw._tchi pol i . bt pk i i b i state of
the est abl i SHEdFiARs HPg hag%e%ilis?’}éﬁc#n&a%g. ,ﬁs\’/%%?t‘ﬁéé&rrio%t%% %ss. The
setting up e6teblpehad-t dLFoi rAwidrclport -POL&GYti pdFnt SHPRkiSPs BBRe, for
exanpl e, ushpgitheiMPES (Mubtipretocghe Labet aSM skdd Nd)irdad atbr apggor t
mechani sm or. by the infroduction of virtual_ networks VLAN. Based on the

messages tr @RSAPLOBd MRPUlfe Ribci ¥18n CRSIFIRIEE 4k 15°¢ nfeFFReE WBdule IN
can apply tbe estakl-itshedisw tehipgipetteymuieipeanh tnskypieddbhew,

according tq its identification. A_Link | har, . ] th hand b
the identi f%8Fs SFEARL S 0caliFda r%jtemrl\{l(%"%i, (%ﬁaﬁggggg?gg%nng%gggand on Y
the other hawmdtbyitké datat20 ttaasbporpar amecbasiem t s | byk. These
paranet ers %%r%fﬁ*&'tiént th”@ﬂf{@él d%{eac[)%oﬁ%? HOnRgepRALH Clor OBReT AL €,

: ca el, the

t he security Téve e criti Ity lev  maxi mum_conti_nuous_bit rate,
and the maxihegmagesvi eEanameEEgpt iy thhe. d&qisdlen smedehei OfFd bY€a 25

conbi natd on ;g c@BeLUPHRANCKAT derdeppalt EhBuletaplakably sivietndhgg t he
DSCP field and the source and destinatrion cﬁslégsses of t.he fl ow. é link is
mai nt ai ned PR1&E¥or ddRCe WRCH | COSTYETG er M c RESHE st £8s. TESr

exanpl e, inigkatcd&seadfioml funcinioni ©f chaaltdeinetwonk thehenki hendan be

mai nt ai ned i ng.qther. .transm ssi_on an for_e telli
transm ssi off/medhs. 1$ﬁggilﬁtlgﬁffsac% My A gf??\ig%tl ?%elarrp ern:f\#\%tkss,saa§nli 1 §I ink 35
state routi ngpapr of ocalortieatt hasndheogapgdss t ptherserangd by the data

20 transfer parameters on this link. These parameters are
notably the transfer delay, the average packet loss
rate, the security 1level, the criticality 1level, the
maximum continuous bit rate, and the maximum service
interruption time. A 1link is identified by a

25 combination of encrypted packet header attributes,
notably including the DSCP field and the source and
destination addresses of the flow. A link is maintained
in accordance with its predetermined characteristics.
For example, in the case of malfunction of a WAN

30 network, the 1link can be maintained by using other
transmission means, for example satellite transmission

means.

The interface module IN also implements an IGP link
35 state routing protocol that has the capacity to set up
a link topology including metrics of Dbandwidth

availability and occupied band. For example, a routing



a link topology including netrics of bandw dth availability and occupied
band. For exanple, a routing - 38 - protocol suited to this purpose is the
OSPF- TE protocol. In association with this protocol, a shortest path
conputation function is executed. It takes account of said netrics in order
to define the best routes to 5 reach the destination network. The interface
nmodul e I N al so executes the functions K3, _F4 and F7 described previously
for the first enbodi nent of the invention. The system 100 according to the
i nvention tbeortodyiasf Wabch did s paggose ang | mHenmented-on a
common hardware and/or software base. . - 39 - CLAIMS 1 A systen(100)for
managi ng seeti?ECFPbns 1P FFSAGESd Pttkdh T35 rBICTRCRAt: a7 BRSOk 5
(|Si) i’:md at;;éen;t:ompataeemd ﬂk1ﬁ(t&iic&{eﬁsn@id\@.ﬁ’i<ed521t Lmleé@om@@hdleﬂ Viﬁ a
plurality of _wi_de .area networks VAN WAN aracter,ized in that
sai d systen?} 166}%6‘?%%35%% at Io\é\gs\eltrz( t%ny%f)%%?vg“feo SKSd A S (03) P ecei vi ng
the dat& Il1fedtbwsherdastiinbédofr ovatsaixk.first | ocal area network (Si) -and
intended for at |east one of said second |ocal area networks (S2), said
observation nmodul e (0B) being suitable for associating with each gacket of
said flow aThst antesfagri APIUlpoLsi dl 2o t exederes f yhe hEuaatons F2,

F4 and F7 described previously for the first embodiment
of the invention.

10
The system 100 according to the invention and the
modules of which it is made up are implemented on a

common hardware and/or software base.

I



fl ows ,uniquely, a nmodule (CH) for encrypting said packets tattooed by said
observation nodule (08), the encryption operation excluding the tattooed
20i nformation, anodul e(AN)forqualitativelyand quantitatively analyzing the
data flows transmtted fromsaid first |ocal area network (Si) making it
possible to rank the flows 25 according to their degree of priority and/or
of security, this degree being determ pgd_at | east on the basis of the
source, of the destination or of the type of user of the flow, an
interface nodule (IN) perform ng on phgrmge 30 hand the setting up and the
mai nt ai ni ng of point-to-point or point-to-nultipoint data |inks between
said first local area network (51) and at | east one of said renote | ocal
area networks (SR), sgsheflata(ldo®k Usidyg t henkigamg Sseelre35 AEGRS
provi ded by one or nore of sajd w de are .networlks N_and suggl%i ng
comuni cati on _chEPREMEETES cESRITERTN %nafdpresrtati S5 and  tRat "SEVAHT D are

pr edet ergri ned, andi1on 4@ atheredwmndohhe samdrchi hgecal tdreasenereofkows over
e ke CCONEN0 LAk S SIEAI SLE0! M LI 0y {91 LO0L B PREEAL] OnS, Of
sai d observati on ‘iodul er( an encryptiom operations of said encryption
modul e (CH), o angéwiogiken WU (VAN D) W% del at ¢irerafterbzed dat Bhatow,

according to thegg e af (Roio9r icbipaidear aef 1sagurity determ ned by the
anal ysis 10 nodul e (Al

, a predeterm ned gat? link out of the %ata | i nks
set up by said iRt &f¥ aBRSHBUATEOR| NIPHRWE adPBr diFRFEb e ﬁﬁ"ﬁ’oa fFRty of
correctygouting of fadsowtt-aksngreaah eodm |danid setingy byosaild antarface
nodule (IN), 150 a dul?((( for. e |caéelé/ %ggstntitctlgalolrye of

networ and inten éas
said second local area networks (82), said
observation module (OB) being suitable for

associating with each packet of said flow a

15 tattoo making it possible to identify the data
flows uniquely,

o a module (CH) for encrypting said packets

tattooed by said observation module (OB), the

encryption operation excluding the tattooed

20 information,
o a module (AN) for qualitatively and
quantitatively analyzing the data flows

transmitted from said first local area network
(S1) making it possible to rank the flows
25 according to their degree of priority and/or of
security, this degree being determined at least
on the basis of the source, of the destination
or of the type of user of the flow,
o an interface module (IN) performing on the one
30 hand the setting up and the maintaining of
point-to-point or point-to-multipoint data links
between said first local area network (S1) and

at least one of said remote local area networks

(82), each data 1link wusing the transmission
35 means provided by one or more of said wide area
networks WAN and supplying communication

.characteristics within an operating band that



anal yzing the nmessages transmtted between said decision nodule (DE) and -
said interface nodule (IN) so as to ensure a partitioning of the exchanges
between said first |local area network 20(Si) and said w de area networks
(WAN). 2. The system (100) for nanagi ng secure flows as clained in claiml,
characterized in that said observation nodule (OB) perforns the tattooing
of 25the flows by nodifying the value @f the DSCP field of the I P packets
contained in said flows. 3. The system ?100) for managi ng secure flows as

clained in one of the precgdiogmehdd s .amddchbar agher iggkd nnbhat sakd
encryption nodule (CH) inplenents the |IPSec g}:ot ocol in tunnel_node. 4. The
system (100) for mEMAGCRGISeQf etheofSCHT e BIGHY PHeS N Rhel PRERedi ng

claims, 35 charackekiczedngn thatulsd tdlaws aite wbSioct é efdavtbbiagdat a

link using a private wi de area network (AN or_a_pyblic wde area

network (WAN M) - CPETALAEES dihgSta% hé’snedfvt’\jg;'telogf Pﬁé}l#eso@r@e.a%swe

system (400) for menagypdisecweerfdmwssasof said encryption module
(CH) ,

o a decision module (DE) associating with each
data flow, according to their degree of priority
and/or of security determined by the analysis

10 module (AN), a predetermined data 1link out of
the data links set up by said interface module
(IN) and according to the probability of correct
routing of a flow taking each data link set up
by said interface module (IN),

15 o a module (ALS) for 1lexically and syntactically
analyzing the messages transmitted between said
decision module (DE) and said interface module
(IN) so as to ensure a partitioning of the
exchanges between said first local area network

20 (81) and said wide area networks (WAN).

2. The system (100) for managing secure floWs as
claimed in claim 1, characterized in that said
obgservation module (OB) performs the tattooing of

25 the flows by modifying the value of the DSCP field

of the IP packets contained in said flows.

3. The system (100) for managing secure flows as
claimed in one of the preceding claims,
30 characterized in that said encryption module (CH)

implements the IPSec protocol in tunnel mode.

4. The system (100) for managing secure flows as

claimed in one of the preceding claims,
35 characterized in that said flows are associated

with a data link using a private wide area network
(WAN M) or a public wide area network (WAN M)



clained in one ofthe precedl ng clains, 5 characterized in that the flows
f'or which the degree of priority is the hi ghest are associated with the
data links benefitting fromthe highest available bit rate. 10 6. A nethod
for managi ng secure flows transmtted between a first |ocal area network
(S1) and at |east one second |ocal area network (S2) interconnected via a
plurality of wide area networks WAN (RWM, _WAN M WAN C), said local area 15
networks (Si, S2) conprising at |east one input/output interface li, said

wi de area networ kg MM iR $HRdndkukeast @me iknBwiuiedt put int erface 12,
13, said nethod being characterized in that it conprises at |east the

follow ng steps for each 20l ocal area network (S1, S2): o defining a
plurality ofs funaHeonsyklelmo F2owhi cfb:camaheag:rﬁgegrﬁtcﬁﬂeon faosfsnglae
har dwar e and/ or sqftvvarde pI atform conn ct egp%o S rg ea&g acgi 13

of said local and W'dered net Wor ks, FFon han%fes the

| Psec prétection dfandrefdigest f iom th@tl rnlfeerfa'iﬂws | fard Whﬂ@hdedhéor t he
[t orlaces 12 andiled Noe | Uachlony s bebhg Bighen:doyt. | gbgosubtunct | ons

F1.1 to Fl.n, n representin nber o area 30networks WAN, o the
function F2 handl"edh hehgefeitag ldﬁlk@f henefibFing &ropoitihe t BIgBRAE i nks
bet ween sai d har dwayia g91&t farcms-agennected to the i nput/output interfaces of
each | ocal area network (S1, S2), 35 o the function F3 handles the

swi tching, according to their characteristics, of the flows from and

i nt ended of ore t he A ninetthade; forl imeia il Ismairear gdows 42ranpeiwoeld (Si) by

separating the S§S scwe% ge rog&s &ogg’it g!aer?% g%\gfhésiﬂn&n%cg on F4

handl es t he processing of %t he-'Sessi on- o Ion
handl es the procédssisty obnehe e&@thla@geslmlx\eeﬁlrtaﬁe f oecwiosk Fl (8Ad t he

function F4, not alype Ry dfadiccai i ngi d o éhep&u@g&h@? Floft heysd@rt gregnds and
nunber s of seSS|ons contained In sald function_ F6 handl es

15 networks (s1, 82) comprising at least one
input/output interface I1l, said wide area networks

WAN comprising at least one input/output interface

I2, I3, said method being characterized in that it

comprises at least the following steps for each

20 local area network (S1, S2):

o defining a plurality of functions F1 to F9 which
can be integrated on a single hardware and/or
software platform connected to said interfaces
I1, I2, I3 of said local and wide area networks,

25 o the function F1 handles the IPsec protection of
the flows from the interfaces Il and intended
for the interfaces I2 and I3, the function F1
being broken down into subfunctions Fl.1 to
Fl.n, n representing the number of wide area

30 netWorks WAN,

o the function F2 handles the setting up of a
plurality of point-to-point 1links between said
hardware platforms connected to the input/output
interfaces of each local area network (S1, S82),

35 o the function F3 handles the switching, according
to their characteristics, of the flows from and

- intended for the interface:I1l of said local area -



congestions, the function F7 handles the |ntermork|ng with the wide area
networ ks WAN, by recovering the trafficengi neeringinformation(TE), by 15
sumari zing said informati on and by conmmuni cating said information to the
function Fl, the functions F2, F3, F4 and F5 are network functions
whose adm nistration is handled by the 20function F8, the function F9
handl es the adm nistration of the secupity functions such as the function
Fl .

network (S1) by separating the session mode
flows from the other flows,

o the function F4 handles the processing of the
session mode flows,

5 o the function F5 handles the processing of the
exchanges between the function Fl1 and the
function F4, notably by indicating to the
function F1 the starts, ends and numbers of
sessions contained in said flows,

10 o the function F6é handles the processing of the
congestions,

o the function F7 handles the interworking with
the wide area networks WAN, by recovering the
traffic engineering information (TE) , by

15 summarizing said information and by
communicating said information to the function
F1,

o the functions F2, F3, F4 and F5 are network

functions whose administration is handled by the
20 function FS8,
o the function F9 handles the administration of

the security functions such as the function F1.



