DETECTI ON OF | NFECTED NETWORK DEVI CES VI A ANALYSI S OF RESPONSELESS QUTGO NG
NETWORK TRAFFI C FI ELD [ 0001] The present disclosure relates to network
security, and nore particularly to one or nore systens, nethods, routines
and/ or techniques for detection of infected network devices via anal ysis of
responsel ess outgoing network traffic. BACKGROLIND [ 0002JWth the w de
spread use of conputers, sone m sguided individuals and/or entities have
enpl oyed a variety of techniques to spread malware to conputers of
unsuspecting users or entities, Malware generally refers to malicious,
har nf ul and/ or undesirabl e execut abl es and/ or data including conputer

Vi ruses, spy prograns, unsolicited advertisenents, advertising execut abl es,

undesirable igned to
det ect and/ ﬂLﬁ% g \'%g g E@f%ﬁg i shed by
scanning files and &P qlodlcally updat ed

mal ware definition files such as virus definition files. A maiware
definition file may indicate patterns that are suggestive of malware. By
conparing the tiles on a user's conputer with the malware definition files,
sonme inalware may be detected. If malware is detected in a given file, the
file can be flagged for attention aht#ld? nay be repaired or del eted.

[0001] The present disclosure relates to network security, and more particularly to
one or more systems, methods, routines and/or techniques for detection of infected

network devices via analysis of responseless outgoing network traffic.

BACKGROUND

[0002] With the wide spread use of computers, some misguided individuals and/or
entities have employed a variety of techniques to spread malware to computers of
unsuspecting users or entities. Malware generally refers to malicious, harmful and/or
undesirable executables and/or data including computer viruses, spy programs, unsolicited
advertisements, advertising executables, undesirable content and the like. Anti-malware
programs are designed to detect and/or eliminate malware. Detection is typically
accomplished by scanning files and folders on a user’s computer using periodically
updated malware definition files such as virus definition files. A malware definition file
may indicate patterns that are suggestive of malware. By comparing the files on a user’s
computer with the malware definition files, some malware may be detected. If malware is
detected in a given file, the file can be flagged for attention and/or may be repaired or
deleted.

[0003] Further limitations and disadvantages of conventional and traditional
approaches will become apparent to one of skill in the art, through comparison of such
systems with some aspects of the present invention as set forth in the remainder of the

present application and with reference to the drawings.



[ 0003] Further limtations and di sadvantages of conventional and traditional
approaches will becone apparent to one of skill in the art, through

conpari son of such systens with sone aspects of the present invention as
set forth in the remainder of the present application and with reference to
t he draw ngs, SUWMMARY [0004] The present disclosure describes one or nore
systens, nethods, routines and/or techniques for detection of infected

net wor k devi ces via anal ysis of responsei ess outgoing network traffic. The
systens, nethods, routines and/or gigghpiggues of the present disclosure may
be designed and/or adapted to detect various techni ques used by attackers.
One or nore enbodi nents of the present disclosure may descri be anal yzing
out goi ng wor k ckets t receive respo e o] et with
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network packet that is associated with the initiation of a network communication, and if the
first packet information is determined to be a potential responseless packet. The method
may include a routine that receives as input second packet information. The method may
include a routine that analyzes the second packet information to determine whether the
second packet information identifies an incoming network packet that is in response to the
outgoing network packet. The method may include a routine that causes removal and/or
ends tracking, in the one or more data stores, of the first packet information if the second
packet information identifies an incoming network packet that is in response to the
outgoing network packet, and if the first packet information is determined to not be a
responseless packet based on the second packet information.

[0006] In some embodiments, the first packet information and the second
packet information may each be packet header information. In some embodiments, the

first packet information and the second packet information may each be normalized packet



[ 0006] I n sone enbodi nents, the first packet information and the second
packet information nay each be packet header information. In sone

enbodi ments, the first packet information and the second packet infornmation
may each be normalized packet header intinmmation that includes packet
header informati on conmon to one or nore packets over a period of tinme. In
sone enbodi nents, the step of analyzing the first packet information to
determ ne whether the first packet information identifies an outgoing
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that indicate that malware may exist in a network or on a device.

[0008] One or more embodiments of the present disclosure describe a computer
implemented method for network and/or device security. The method may execute on one
or more computers (e.g., one or more firewalls) and may include a number of routines that
are executed on one or more of the computers. The method may include a routine that
receives as input a plurality of pieces of packet information from network traffic. The
method may include a routine that analyzes the pieces of packet information to identify
outgoing network packets that receive no response packet during a period of time. The
method may include a routine that causes storage and/or tracking, in one or more data

stores, of packet information related to the outgoing network packets that have received no



response packet, in sonme enbodi nents, the step of analyzing the pieces of
packet information to identify outgoing network packets that receive no
response packet during a period of time may include anal yzing the pieces of
packet information to identify outgoing network packets that are Dead- SYN
packets. [0009]in sone enbodi nents, the nethod may include a routine that
anal yzes packet information, fromthe one or nore data stores, to determ ne
whet her anonmalies exist in the network traffic. The nethod nay al so
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packet and may include a source and a destination of the associated packet and a time
indication. In some embodiments, the step of analyzing packet information from the one
or more data stores to determine whether anomalies exist in the network traffic may
include analyzing the group of packet information to determine a number of pieces of
packet information in the group with the same source and destination, and determining
whether the number of pieces of packet information with the same source and destination
exceeds a threshold. In some embodiments, the number of pieces of packet information
included in the group may be determined by comparing a time period configuration to the
time indication of each piece of packet information such that a number of pieces of packet
information are received over determined a period of time.

[00011] In some embodiments, the step of analyzing packet information from
the one or more data stores to determine whether anomalies exist in the network traffic

may include analyzing packet information to determine whether multiple source devices



may i nclude anal yzi ng packet information to determ ne whether nultiple
source devices have been infected wth the sanme rnalware. I n sone

enbodi ments, the nmethod may include a routine that receives as input, from
one or nore data stores, a group of packet information that includes

nmul ti pl e pi eces of packet information. Each of the pieces of packet
informati on may be associated with a network packet and may include a
source and a destination of the associated packet and a tine indication, In
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information to determine, for each source, a number of pieces of packet information in the
group for each unique destination, and determining whether the number of pieces of packet
information with each unique destination, for a single source, exceeds a threshold.

[00013] In some embodiments, the step of analyzing packet information from
the one or more data stores to determine whether anomalies exist in the network traffic
may include analyzing packet information to determine whether a particular source device
is attempting to communicate with a particular destination on a reoccurring basis. In some
embodiments, the method may include a routine that receives as input, from one or more
data stores, a group of packet information that includes multiple pieces of packet
information. Each of the pieces of packet information may be associated with a network

packet and may include a source and a destination of the associated packet and a time



i ndi cation, Each of the pieces of packet information in the group may have
the sanme source and destination. in sone enbodinents, the step of analyzing
packet information fromthe one or nore data stores to determ ne whet her
anonalies exist in the network traffic may include analyzing the group of
packet information to determ ne, for each destination, a nunber of pieces
of packet information in the group, and determ ni ng whet her the nunber of
pi eces of packet information, for a single destination, exceeds a
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[00015] In some embodiments, the step of analyzing packet information from
the one or more data stores to determine whether anomalies exist in the network traffic
may include analyzing packet information to determine whether a particular source device
is generated repeating clusters of outgoing network packets that received no response
packet. In some embodiments, the method may include a routine that receives as input,
from one or more data stores, a group of packet information that includes multiple pieces
of packet information. Each of the pieces of packet information may be associated with a
network packet and may include a source and a destination of the associated packet and a
time indication. The step of analyzing packet information from the one or more data stores

to determine whether anomalies exist in the network traffic may include analyzing the



the one or nore data stores to determ ne whether anonalies exist in the
network traffic may include anal yzing packet information to determ ne

whet her a particular source device is attenpting to conmunicate with a
particul ar destination in repeating clusters. In sone enbodi nents, the

met hod may include a routine that receives as input, fromone or nore data
stores, a group of packet information that includes nultiple pieces of
packet information. Each of the pieces of packet information may be
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whet her thpeng praasedpesiprente fraerrete wheiBereanomabics ey thy netpodo izifene or
mor e SAR HRALE oy diflep RIESEREm ALl ORI RIS A ALAROEAS R
system for’ networ Tnd7 br device secur| ty. The systé’m may 1| ncl ude one or
nor e conmatieroptirgotoscoumitngcatdaith arparticnlac destinaiioain ©peating lelustees. oln sporee

networks, one or npre nenory .units that store computer, code, and one or
nore pro QHPe‘ﬁ%it?%mS‘éag?“@% 'P‘gu%eh%r%ﬁ‘@e (55}?2‘ ﬁ%CPbVGggWH‘i’ gra?m BHsOURPEs and
the one @ia ARG, BRI bNiphSket THRrAREMO thaADhSuMOGREFN pikted Sofnpackexecut e
the conputer code stored in the one or nore nmenory units to adapt the data

pr ocessi fgpragétrentacd ofdbepigeesay neguinfarptionanan be spogpated adthornghaeker

i nf or ”tha?i?etfarnﬁrﬂqé}ﬂn‘éﬂfdg ot &E&Je' eﬁﬁi ?H@Jtiﬁgt?ont BeuR L&kt g&bﬁ&ﬂ‘&’éd } BfRrmation
to identify outgoi'ng network packets that receive no response packet during
a peri odnditattdnneln samd eodod Eneitsp tiegeeraoitinaty zinggekkat gnformatondraom theoore dat a

stores, of packet info tion related to the outgoi net wor.k .packet s that
have 1 el VB 50 SlEoRs BpauRe e apRete aiv ot P8 B P Eey
execut e Hiads anaies theodeus bppadtel mfdriRtioNan@rfoleid JvartId¢stitatibs phie, adapt
the data processing systemto anal yze packet information, fromthe one or
more dat Rrmingmasket chisiges BF miases Whedckel iNFreaae bayins (iwe indicatioas Hat @it k

traffic, e e e r g : I HeNatd of
whot her SR e o o e e e e P

i ndi cat idgsterhatrepaatingr e nmay exist in a network or on a device. In sone
enbodi t he dat rocessin stem he a fjrewall 0018] These and
ot her mg‘i{q%s, asgg‘gt% e eﬁlﬂ{@?’merngsapg%sprﬁeng Hféscgorsgl:s?e%etsgrg?esgld Yre, as
wel | as gletediihg spfterdifor hétustl aldest @viedictBinty. tTRr 8efem Wil linddeden®ieeof ul |y

understood fromthe follow ng description and drawings. It is in he
under st gBeFetREMUNERALIPRY @g@ﬂh&’g A RTORIMABAEPR PGS Of MEOTe REMSI Iy Peapid

expl anat ‘ ri.ati - i ned.
exp’ anal by Rahdl A€l iRE SofPon REHTLEL 1K ol of trdlpdedsesitilnits BuAbpla™

the one or more communications units and the one or more memory units. The one or
more processor units may execute the computer code stored in the one or more memory
units to adapt the data processing system to receive as input a plurality of pieces of packet
information from network traffic, analyze the pieces of packet information to identify
outgoing network packets that receive no response packet during a period of time, and
cause storage and/or tracking, in one or more data stores, of packet information related to
the outgoing network packets that have received no response packet. The one or more
processor units may execute the computer code stored in the one or more memory units to
adapt the data processing system to analyze packet information, from the one or more data

stores, to determine whether anomalies exist in the network traffic, and generate one or



[ OW] Several features and advantages are described in the foll ow ng

di scl osure, in which several enbodi nents are explained, using the follow ng
drawi ngs as exanples. [00020]FIG | depicts an illustration of a bl ock

di agram showi ng exanpl e conponents, connections and interactions of a
networ k setup, where one or nore enbodi nents of the present disclosure may
be useful in such a network setup, [90021]FIG 2 depicts an illustration of
a bl ock di agram showi ng exanpl e conponents, connections and interactions of

a net V\Drrh%rﬁ ebURs %gd t%ﬂ rtl?es&%}ﬁ*ﬂaﬁgﬁ oPARERE ?rloﬁ%ng A %Ili%’thea&%&ﬂitﬁgﬁé,o one or

nor e enbodi nents o e present disclosure. 3 depicts an
i |1 ustrahé ome aof marekvek imdiiagnathas haivwarg mey arpt & corrporkerta@), a doirel des,

al gorithnms, configuration data and like that y be found in a
responselEss 88‘!?%’("{%%%8@@6?(’?55&&%? g% B¢ %ﬁ‘é’wglﬁ' nore embodi nents of the
present [GoeiB) 0Sur ehedeORML it @dvehtabRpI &dpsctaiinil | Aovsl Faturé oPfthed phisatk
di agram showi ng exanple _ .
disclosure, as well as details of an illustrated embodiment thereof, will be more fully
understood from the following description and drawings. Tt is to he understood that the
foregoing general descriptions are exemplary and explanatory only and are not restrictive

of the disclosure as claimed.
BRIEF DESCRIPTION OF THE DRAWINGS

[00019] Several features and advantages are described in the following disclosure, in
which several embodiments are explained, using the following drawings as examples.
[00020] FIG. 1 depicts an illustration of a block diagram showing example
components, connections and interactions of a network setup, where one or more
embodiments of the present disclosure may be useful in such a network setup.

[00021] FIG. 2 depicts an illustration of a block diagram showing example
components, connections and interactions of a network setup and a responseless packet
alert module, according to one or more embodiments of the present disclosure.

[00022] FIG. 3 depicts an illustration of a block diagram showing example
components, routines, algorithms, configuration data and the like that may be found in a
responseless packet extractor, according to one or more embodiments of the present
disclosure.

[00023] FIG. 4 depicts an illustration of a block diagram showing example
components, routines, algorithms, configuration data and the like that may be found in a
list cleanup module, according to one or more embodiments of the present disclosure.
[00024] FIG. 5 depicts an illustration of a block diagram showing example
components, routines, algorithms, configuration data and the like that may be found in a
quantity detector module, according to one or more embodiments of the present disclosure.
[00025] FIG. 6 depicts an illustration of a block diagram showing example

components, routines, algorithms, configuration data and the like that may be found in a



conponents, routines, algorithns, configuration data and the |ike that may
be found in a list cleanup nodul e, according to one or nore enbodi nents of
the present disclosure. [00024]FIG 5 depicts an illustration of a block

di agram show ng exanpl e conponents, routines, algorithns, configuration
data and the like that nmay be found in a quantity detector nodul e,
according to one or nore enbodi nents of the present disclosure. [00025]FI G
6 depicts an illustration of a block di agram show ng exanpl e conponents,

routinesy..al.a0f i J. ﬁ%é OB ¢ %tng @Nfhotd %m'bb!fiﬁqehﬂa{%gig%/ g%@er;tound in

a destination detector Ul e, according to one or nore e nts of the
present disckshesure. [00026] FIG 7A depicts an illustration of a bl ock

di agram &ﬁgﬁng e le c onent, routines aLg rith configuration
dat a ano[8 Iikeﬁﬁﬁgfﬁﬁéﬁggg Pbdﬁ&“?“mhogﬁh {og ﬁ%@@@?@P“Wﬁﬁﬁf PlEccor di ng
t o one QonpehtEMOARESRIMitRhs, Befi@ir@sndatd hC1he I1ke @hat [RBOB fduh&in 4B
depicts an illustration of a graph that shnws exanpl e connections

cluster detector module, according to one or more embodiments of the present disclosure.

[00027] FIG. 7B depicts an illustration of a graph that shows example connections

attempted by a source over time, as described in relation to one or more embodiments of

the present disclosure.

[00028] FIG. 8 depicts a diagram of an example data processing system that may

execute, either partially or wholly, one or more of the methods, routines and solutions of

the present disclosure, in accordance with one or more embodiments of the present

disclosure.
DETAILED DESCRIPTION

[00029] Various techniques are aimed at detecting and/or preventing malware
attacks, but these solutions have proven ineffective to deal with various techniques used by
attackers or hackers. According to one example technique used by attackers, malware
sometimes referred to as Advanced Persistent Threats (hereafter "APT" or "APTs") infects
a target machine by some entry mechanism and installs a software program that can
perform actions for the attacker. After being installed, the APT may begin to "call out" or
"beacon" to a host or list of hosts via a computer network, typically on a regular and
recurring basis. A purpose of these callouts or beacons may be to bypass corporate or
personal firewalls which tend to prevent most incoming traffic but allow most outgoing
traffic. The software program may allow the attacker to instruct or control the victim
device to carry out actions for the attacker, such as surveying other computing systems,
collecting data from the infected device, and/or exfiltrating information back to the
attacker. In order to make this beaconing technique effective, a server or IP address, for
example controlled by the attacker, may be designated and saved by the malware program
prior to infection so that the malware program can communicate with the attacker by

sending outbound data. This server or IP address, or a list of servers or IP addresses, may



attenpted by a source over tinme, as described in relation to one or nore
enbodi nents of the present disclosure. [00028] FIG 8 depicts a di agram of
an exanpl e dai a processing systemthat may execute, either partially or
whol Iy, one or nore of the methods, routines and solutions of the present
di scl osure, in accordance with one or nore enbodi nents of the present

di scl osure. DETAI LED DESCRI PTI ON [ 00029] Vari ous techni ques are ai ned at
detecting and/ or preventing mal ware attacks, but these solutions have
proven i i t i argd i s or
hacker s .b%%gg%rg%F%gletagtagﬁglme%trgﬁp}w\é' tFlé)gH%i %ﬁggﬁs@zé&g?qg?% g@ﬁ%?ﬂ&%ﬁiar e
sonet i nEs gesdrdiy @ekds coasadid van oe dhedPettaikst-emtrolléd satver pheremf bEsev@&®T" or
" APTS"

) infects a.target chine by s ntry me ismand installs a
sof v, dBPOGTSAEIHED Toim i rrar PO COTST Fovere HE CA SRED) o pe e 1o
i nstal | agervahgo ARTcI®Y! BRMBdestadlisteddnd/Rk ip@ites th eRCABIatOcah Brosirieved.] | st of
hosts via a conputer network, typically on a regular and recurring basis. A

pur pose Fof lengerssiodapt buesthe pttiskaicoAs kefpythp & & seypen oliclepamaenbiteper sonal
fireval | s%Ev\é/&' @% Lagg <SpBIEAE iR w&%gﬁglfﬂﬁq@f ThGefi 1o hOWHfR

out goi ng traf S ware program-may ow the attacker "to’i nstruct
or cont riehcdnhatexripet inay dewhaecdssiut ecayscothe G isenver(§)owillt ime batdniokemnd such as

surveyi ng ot her conputi systens, collecti. data fro he, i nf ect ed

devi ce, _tg?*n&‘?qHPSt%_)‘(“f‘lil © t{’ﬁﬂ?"n@?/“r?#@ftwﬁof)ﬁr B‘Q@%ef’?f EHE g{n?]g'c%é'lgﬂ OFFO8r der to
make th'a‘@teﬁh?ﬁ%ﬁy et 8GN [@feere@Ttd @E bEIME resPoSRENSN (e @1, rédpoAskibse88igoingr
exanpl e controll'ed by the attacker, may be designated and saved by the

mal war e Racksss 2 pmecerork Haffisd.ecti on so that the mal ware program can

conmmuni ith t ck Lg,Qu ddatR. mEfoSs SeN&s or |P
addr essﬁag(%or I StT*ﬂ&p?%sé?t\/bé?@o%%‘e ?%’&gl&%r %r%szgls)@u%ai)g E}’} tran at %d by tshe
at t ackeranidfor tiévhnfquésufor .defeotiont bt infaitasanawprkodpvaaes tvie finahysis ohregigoniselessnded, it

general ly needs to reach t to the attacker-contralled server or group of
servers %’WW“@%&?' eﬁﬁl"t sEgst Wgﬁ&m‘ﬁﬁle%a At PANWES \9%_&’5 pfﬁser%t reC
ser ver s)di@lostre R bdllesight@aNd@br SRplehad de@stvatibuL@thiigues stalty shekergnd/ or
updates to the malware can be retrieved. For |l ong periods_of tine, the

at t ackerwhaiy drieetipn: mey de@estorved pdthows feapiring signapies el ory Rrgesie iy from
bei . § . 1 Zori by of
erng Cgr?%{féﬁp[%eé e Bts it e ﬁ%yllsjll?& 16&5/812151{1@5 1PheRk Qe Thteré?_stgﬁk,or Ity o

beacon S nmay be unsuctess eca C&C server(s) wll not be
onl i ne, maetbodsheoutmgsiasd/sr wchhiqedst biethebmeseat disnosurpindy be desigmad wid/dr never

oL Skl S1ET BESE T A STB PSSR RSB R 011 )

without requiring significant amounts of human interaction or manual inspection to
determine whether malware infection exists. The systems, methods, routines and/or
techniques of the present disclosure may be designed and/or adapted to detect various
techniques used by attackers, where detection may be performed by analyzing behavioral
patterns that are common to particular categories of infections. The systems, methods,
routines and/or techniques of the present disclosure may be designed and/or adapted to
detect various techniques used by attackers, where detection may be performed during the
malware "beaconing" phase (i.e., the time between infection and activation of the
malware).

[00031] One or more embodiments of the present disclosure may describe analyzing
outgoing network packets that receive no response packet or no packet with a substantive
response (i.e., responseless packets) to detect malware on a device and/or network. The

term responseless packet may refer to an outgoing network packet that receives no
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[ 00030] The present disclosure describes one or nore systens, nethods,

routi nes and/ or techniques for detection of infected network devices via
anal ysis of responsel ess outgoing network traffic. The systens, mnethods,
routi nes and/ or techni ques of the present disclosure nay be designed and/ or
adapted to detect various techniques used by attackers, where detection may
be performed w thout requiring signatures and/or fingerprints for

recogni zed threats or know edge about notoriously malicious |IP addresses,

The Sysffggq%asneg%tc gﬁ’reé NG k&rmglet eédﬁgﬁﬁ'ﬁ&% ofbe, tf&ee)@ ?%eMeréj%ﬁd osure

may be I or a apt'e ct various techniq used
att ackermpkmmmiatldgm@onme@nommymbeﬁ\sptmefeaampbb ﬂmettd:mu‘tDeraétﬁNNi mgy s&fgmof i cant

anmount s u [ nt ual . i nspection to dete

nal war e a}jﬁ?géi’q F?né%? g?ﬁ Eﬁ}gﬁagﬁ%cewﬁﬁp 8%r§eSp?’b({Wg W&%"“&%aﬁ‘?yﬁ]&hn. ques
of the pf ¥BNACH §zﬁk@t§ur@s sRyhdpexalaple gnesieandROT Rdepteg tdferdet2TCPVari ous
techni ques used by attackers, where detection may be perfornmed by anal yzing

behavi orkfickes Ahat dhah indigains 20BN CHRABHOE 1dparY Nelindieate &t"éb@F‘?SE%“SSﬂ’a?W -ecti ons,
The systges,. {4k he%g;%dnﬁ& LGS %%Qﬁqckﬁ%%ﬂ%&c%e %Q%q@&ﬁ%%nq@lbéc' osure

may be designe /or adapt ed to etect vari‘ous techni ques used by
at t ackermgckathiecking é¢.gc DieadS ilytrdvkinge tdf detent anaderatervg a deyicreandar eetWaglaconi ng”

phase (i ween infecti d activation of Iheln vvare),
[000311C§% e%?mfprﬁ'rédlﬁﬂ% ﬁ@ﬁf@tg@ a%f &S‘?@ﬂen NG5 B8 Oflﬂggfngfe%crl be

anal yzi f}ﬁ‘eééldid]%léﬁﬁr@@ﬁy\@ésknmﬁﬁizﬁqgtth@quarnﬁfy?pé&ﬁ)dr@ty[ clapemseandagkatetor no

packet with a substantive response responsel ess packets) to detect

mai war e dsatinatige ¢f espesalesy Paskeli & f’?’%’eswmﬁc EYp NS daYe SHEREMERRY 1 ef er
to an oulgpl ﬂgseﬂ?a B%r@ﬁlﬁgﬂéschﬁéﬁleftﬁg%?%?éraf&?, f%‘%o&?ﬁc@&%ﬁ& effityr €cei ves

a packet with no su stantl e response exa merely a packef
i ndi cat itngora @omoec toralitioss rtbat. mﬁw inheate aEnpleegnce é maware: DEmd - @YiNbrenay

 esponscmeERar Y e Bes GohRedes Tak BT 0 ke AR benan oy SRR Eo S SR ERE "o

RST packstiniTeihe h@hBér dfPalde JRivRARKE! that that indicates a connection error
and may not indicate a valid response packet. One or nore enbodi nents of

the pres@A¥32i scl dsthoaldrheyundesiops gt fhselesa®tions mgbisstisckasueMayaet 1 r acki ng
(e.q. %§§u§x&h LAESI ARG brdifed tf@lcéxag?kélg@ﬁ cmnﬁnfégtvalﬁﬁpr@te%lqnaﬁeﬁa@or k, for

exanpl e vanced Persistent Threats One or mhodi ments of the
present ahi sdlidsouteoundy pablsic oi britiahabitppiimdy ttakiec qudirﬁtthquS speei pblontive,

clustering and/or. tar estination of res onse

ead: SvieshsRmcaent o Gerple S Btk b RS R B3R e Pl e ey
descr i bepraloslt ioh @nRdtHRP bAlMAhicafsRQiraidtols €l shalld dk Widhetooe nkdt tajthbwphone or
nore conditions that may indicate the presence of  malware, One or nore

embodi meYfigup desaigtinnse dbihis disdsssymey nesplade fc FRasEicy BTHRFor ixemPlS: &d/ or
control parANEHRIECH Brotddd Fank 15204 BE fraQlind)¥x8BpROF SridiSo M &HY $xplain

the disclosure, the descriptions provided herein may apply to various other
communications protocols and responseless packets.

[00033] FIG. 1 depicts an illustration of a block diagram showing example
components, connections and interactions of a network setup 100, where one or more
embodiments of the present disclosure may be useful in such a network setup. It should be
understood that the network setup 100 may include additional or fewer components,
connections and interactions than are shown in FIG. 1. FIG. 1 focuses on a portion of what
may be a much larger network of components, connections and interactions. Network
setup 100 may include a network 102, a firewall 104, a number of internal devices (for

example, internal devices 106, 108, 110, 111) and a number of external devices (for
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t 0003211t should be understood that the descriptions in this disclosure may
apply to various communi cati ons protocols, for exanple, any comrunications
protocol that sends an initial outbound packet or initial outbound traffic
and expects sone substantive response in return. Exanple comruni cations
protocols may be TCP, UDP, other routing protocols or any other

communi cations protocol. It should be understood that although various
descriptions in this disclosure nmay explain a specific protocol exanple,
for exanpl t . I < 1:NQ) e i rder to
dear |y BB e e e R O AR nie bl v

t o vari ousvid¢ henmuoivation Biaktsi emseqprairioso Heviamdsuck sy ahsepressssipg cketss,

[ 00033] FI | depicts an il|ustrati of a bl.ock di agram.show exanpl e
conponerﬁ"g,pe%%g%'?‘i %Wéce&nbf L? H?%’PH%? &o‘ﬂ@y B’fcpuge SERRRSHRISSHER B ‘ﬂfgl,gssvﬂ{er e one
or nor e LRQPEinBRtisatdh (RS P SBE bxthS1&d, Aslicew oyl (Reeprsintd a Warldwiie a
network setup. |t should be understood that the network setup 100 ma

i ncl ude @dastonaraietunks aukeatewrisoheintss the bpmesissigh S oatial PiotespbBYSTfs ¢ han
are s hovﬂofo@ol:zll"g}’ I(l;)o?ldgtle%f Rkosté&?%%ﬁmﬂﬂm?caféq{/ﬁ O Ahimehal, e eQQmV\EIeQUC h

| arger networ one , connections and Interactions. Network setup
100 may theaktwek d 0Rahayidchlio2n atbnatendddal 304, neaworkntbeyN)obr & nride neda devi ces
(for exanple, i.nternal devices 106, 108, 110, 111) and a nunber of external
devi ces %‘? rk ( l e, external devices 112, 1.14, 116), The network 102

may be gop®3k] UM UL ehe XaRbRWhERN GOFTGIN, @Rtiu@ibet | TkEpRetmee Boiah oot
devi ces, such as data processing systenms, and perhaps other devices, The
net wor k MEOPoTkesptupn 0t iSomrenel omsaning Fhahd! i bebind o figgvalli gre@meciiitini cat i on

l'inks. | ggm - LESERE Sn ARkl dgocglyl ection

of net mﬁ%ggﬁd&é tevvaaf?‘g aktﬁg?ﬂgﬁté\é&ﬁﬁte%g{nog%assﬁ% rCl:ontro{ Pr ot ocol

| nt er netatemptsolodeeyf Ti@EnaIRJevees t166,0f08pi 63, dd b feset foors amatwariec viresemvanh thene

anot her, ..l n sonme exanpl es he network 102 may i n¢l ude. an i,ntr.ane a | ocal

area net{i§r kgs( PN n%a%\ﬁ“'&%l §q4elaa%? MPTPOEW&WG@O@@&{?‘?W‘]tpﬁgloé’xlteg@pl e

shown i nmfy Ge all, ot A§ORIIDET thE2RvIRPlias eRiss vathpoht dodporek ihkenahekwmrik set up

100 that is "internal," ne that it is behind a firewall or sone other
{

anin ! .

devi ce onteprabgexinrs hog éht gl It pay beelafa HACPSINGUYSIERE] SFYSFS-off Ii$1& net wor k
102 and S €& Rar} n '  1i£0%indt b9 devide thhf §&yf rom
mal war e,&wﬁagspgés]agﬁﬁé(’tﬁgar}p:ﬂ&gs’ ?legsﬁét g‘ﬁlzn%tﬁ% l%iprér\}vall 104emay be ya

cor por at@nfmuréewdd Withandetivotler Raterpbrdevioes 120 1idy | Ife mal |beodata ppoessingn of t he
devices that exist within a corpqrate internal netwrk. |nternal devices
106, 108707, et P PHErGaIG I e dbi; A ey died i e oarp el A5 apks.
conput eriserdadBEHARS sudTBIihRARN@S/icePDAs 108, ADY1 Ot her |i ke kind of device that
may conmuni cate with a network. External devices 112, 114, 116 nay be data

pr ocessi 8803 st emOnessmyese smbedimsntsef sheaesephidisqlpsees MARPe HEONFRE5YHsed

and/or  PRAJLABURS bavweld RidnkiNSIRR1062H8 aT0SHANaRE oML aR] 1038 VEGes 106,

example, one or more embodiments of the present disclosure could be run on a firewall
104. Firewall 104 may be one or more data processing systems that are capable of being
programmed to execute computer code that may execute one or more of the systems,
methods, routines and/or techniques for detection of infected network devices via analysis
of responseless outgoing network traffic. In some embodiments, one or more of the
systems, methods, routines and/or techniques of the present disclosure may be designed as
hardware, for example being disposed within one or more devices such as Firewall 104. In
some embodiments, one or more of the systems, methods, routines and/or techniques of the
present disclosure may be designed as a combination of hardware and software. In some

embodiments, the systems, methods, routines and/or techniques of the present disclosure
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100035] One or nore enbodi nents of the present disclosure may be run on a
device that is |ocated between internal devices 106, 108, 110, 111 and the
network 102. For exanple, one or nore enbodi nents of the present disclosure
could he run on a firma!' 104. Firewall 104 may be one or nore data
processi ng systens that are capable of being progranmed to execute conputer
code that nmay execute one or nore of the systens, nethods, routines and/or
techni ques for detection of infected network devices via anal ysis of
response| i t fi e }%ﬁ& , nor e of
t he sysfgﬁéﬁeﬁékﬁglggdggﬁ fﬁé@1%%LP%€f¥é@ﬂ§@%E§§n§&d% e %%é?ggglgégclosure
may be daswglhée ias nhgrvdwarteetienas ekegephiit.oei ng di sposed within one or nore

devi ces as Fi [l1, 104, In_sone enmhodi ts,, one qQr npre of the

syst ems,[w@(%ﬂmds, Fﬁ@ﬁ% RERCEn) JHUSRE AR u@sﬁg? i aegr?J?eg’é’Wn%ieéﬁrf‘B@u_r e may
be desi gRefhoAchid GAMRLBA LD iNEalRING AT £ naRdris eéthpane , wihdle Sa8®rafbedi nent s,
the systens, nethods, routines andlor techniques of the Er esent di scl osure
may be iamplodivesniedf thei mesenodieclpsn mapieber iselihan Isudeqingevorkgetupx difgt é, one or
more fir i e jt. 0 G 2
Gopi ot 5 AR b rTHARRGT TR o ARCICE pBRe kBl IBF it lnbine MR MRERLCS,
connect ileaderatist 106t e respbneiess pickat et wardklesHBugmd 200 vehtelis 20H.e Netwonbr e

enbodi ment t he present. discl osure he useful in such a petwork
cetup. A 302 iR dep Rebeiiuaviier TeruBik Ehapioes 268 o kie:
header cRRl ¥h&wWRRYIsHE AQffe n@wBACKRoflTaader $hé padkePREderap@edSR! BAS packet
alert nodule 208 and an event |ist 210. Network traffic 202 may include a
f1 ow of maxvmeaieasl/orf analyak aamp Ipeckesinirpaictee nstwailatiragiice2¢3 and Mgy srERct3

net wor Kk, t [ g . re

engi ne fé‘ﬁ@g@a %g??g?ﬁ%%f@éﬁ%g%z g a&ée\t/vh%%%{}é?éa&r%%%etl e n%lto\ﬁga? 'Ht raffic
202 and th@ypaeket riadtidiag dbotinge afbuiation hmcheadeuseoifdrimetipack et soueaclket

head i ncl ude i nf t] t ket . i.ncl udi i
ot or et B UEH: SSTE0RI BT b QS AP B de At Gh el eh btr SOUM e
source PPriddRYTIR, (SHRRAIN port Asbed ESétPoaN] arhbilt Ok MBEére8od thabin some

destination | P address (list), destination port number (DstPort)). It
shoul d rnheditesnst efodie tresenti discisie, Sdasbentivanmety gefer Hempiceibamiustp skelsur e,

"desti nation:. refer, .t iU aps| d i - ., a
single %%ﬁlgwgpggﬁglre e"g‘%’%{%ﬁé? ?&&éosf' aé')%'all;’p'll %@hgledgggéltﬁgﬁrgﬁaﬁge;&r ef er
gener al | gentrallp neor@r ormuore ggrupsipsspotifis pegtinbiiansgdfes ekanale,oasges bbnetexdnpl e,

ranges twork qr Waddresses or the like, .such,. even. t haugh vari ous
rbad noReddisEet o1 Bed e s heyerneutlera bR iRERS e PR e

under st aggbuthat dasandtRMs it SRR BBNindeRtood! ther Natds ednidih@ig Sr all@rnate

contenpl ated that may apply- the techniques described _herein to one or nore
groups oinhpdineniaeiccestenpiroabini may gaply dhb rghmavrssdeseriped higteieto eptiur e

engi ne 4 " i.ze" the headers, neaning that it my group all

i dentica Orﬁgg%é)rsg??%gbéth%&sees in the network traffic 202 over a period of
tinme, fo00e37anpl e Incwi@e embedimentst the phblet pagketengma®di nepptnormalenyitee 204
may store the tine of the first packet within that tine perjod (start tine)
ane the. TS ghespine st Tagiold oo Hl KARert b P Bt SR W The
packet headgfer GapdriddoeMgl,NBr 2Q4mPRY o6drosR Rakket The pdeles hedder capargpl e, in
t he packet headers |ist 206. The packet headers |ist may he a database or

some ot Raging204 maystase thedtmenefythe fitst preketwiflin rat fime peried (st time) apdéheneader
: . . 0 :
capture GRIIPhAR g%kgﬁutﬁﬁsthghg?qgﬁﬁﬂsa Send Lm_@rﬁé ThE 3%9(&?,%5%9 QRO

identic er a perio Ime in asin w 0 e headers |ist
206, i nodngtiertpdamepsmte pickethieademptor esfmplemstht reclsameadventigr2OfasTiseen over
t hat perrl)a?:]getq;eaders list may be a database or some other data store that may include rows of

information. If the header capture engine 204 normalizes the headers, it may store each
group of identical headers over a period of time in a single row of the headers list 206,

including a count of the number of times the same header was seen over that period of

13-



time, The header capture engine 204 may al so store the start tine and end
time of each group of headers, In this respect, packet header information
may be conpressed into fewer rows of the header list while still preserving
i nformation. [00038] The packet headers list 206 may be provided as input to
t he responsel ess packet alert nodule 208. It should be understood that the
exanple shown in FIG 2 is just one exanple of how network traffic nmay he
captured, accunul ated and/or stored for analysis. In other enbodi nents of
the presenl heRLOSHLS L BEaheIPORSS! S8 RBGILlaRLEIL oIl En 208y accept
as i nput 5t het® P8P s oF pac%e Information. For exan’pai e, responseless
packet glreup ofrhehdes. 208 thiayredpectagagieetedder anf@imarien fmdyl ba amnpraskeétintoapt ur es,

traffic and/ or packet stream.jnfqrmation, and/or other formats of packet

i nf or matPYFH, OXS Ogﬁ‘ﬁﬁlﬁ%‘f"ré%%'eéf‘ﬂrpéeéﬁrd%l’égatﬁﬁ‘cket alert nodul e 208 may

anal yze [g6@38) Packghe haadeheddaat ﬁsiuzézggfm@,n@é VR RO itd etk REAMEHSss | n
ma

t hese exanpl es, the headers |i st y store exact or approximte arrival
times faackaelertieedids 208 slt sluhlbbe wndsrstocdribiatdhgiexampiesshomn ipdder2 tsgugr ovi de a
cl ear descriptinon h t ut i / i gues
Geser i banerelpf o hod "FedR BT TR} BHBpub Rt ATART 80 o] SERY BT,
exanpl e,anhlyeig) dnhelgdainsbodinsdnt206theasedehedsdusice e rgpoketess phiadketmaleiton f or

t he responsel packet al ert nodul e _208. ver,. it should be understood
t hat ph@%@‘i%iﬁ%pW@h@c%?Pt RN R ?tg?fs f@%tgj:i?‘\?,\‘iﬁtef“ﬁ%r&a,m?'ou ‘?rng’éa”éoﬁﬁ/ or

t echni quesHeKGE Bb&ét Nef Shduu B0 3ah SPbARRYAL aREIPRY fuB QLW Gaskedtaaek et

i nformati on. 1000391The responsel ess (ﬂac et alert nodule 208 may include a

nunber dfafEoapberaprcket stioamiinsmatiingend/etherber lpodes of oatkieytifarmagan.ddsa and

the like. The r nscl e 0 L RC

res ponseﬁnggsﬁgpf)}g%%g ’ %)gptorggeiﬁsgigé%g ,a r%g %%H%?H%:g“na%i ag’ﬁ&g%(ie%% ééggén\tfll?ea “file
214, a tinaekled aggiprieg hoonsizéd Bdad@36]n thedel eximelegaheipeaded lise2@LBay stoguant i ty
detector nodul e 220, a destjnatjon gt ect or n@d#[,ll e 2%3 11%nd a cl] uster

det ect orSXAgA pRProXIMaterEvaldunssfaitast deqlar instead ok siafE st €8 18163y N8y anmed

and/ or adapbedet © d@adiRAGhiRAALY 2R REAIRS, BBbEELSrolfiRM hliPorh @R Ses! | St
206. The network traffic may utilize one or nore of a variety of

comuni cdesiried heredit, dbis| disclastie whefaces pomeahdivsd haedesy fesexaaiorfrona my

read an Ze,packe r [ [ i bei ng
used, 1 el VG RE i She SO r b TROPRRRE R e Wepledk s BAGRERN ocor
i n whi chmeage 208e rMéspoanseat ebaulpdekeidesidod abhtothe 2deRcrippipns eddharvdriansal yze
TCP packet heade ntries. The responsel ess ket extractor 212

det ect , Sé%??’éec?‘?tﬁ“aﬁﬁlrwt‘qeﬁiaf‘i@f éecgﬁ‘qﬂ%g"écr@t%gﬁeé&@ Bty ng ﬁBHlé'e‘ioe(gEg%acket s,
for exanplRes SgadrdtiMoRrAsicat s. The responsel ess packet alert nodule 208 may
use or accept as input filter configuration data 214, for exanple, one or
nore fill08Y39% onfi Jineatcsesms¢lesnpacyyt Rlerte s10dTige20% gpyn drdludss a patenlesr &f ert

modul e écgﬁlgggyr}t% ggqﬂr‘ﬂg%fﬁa%?itlﬂﬁ; 280 %égfé%u?ﬁm%aﬁdotgé hﬁe.;?gér: Ke@ﬁlon%’@&em ion

list 21 conruni cat'| I'st may add an renove data
t o/ f r ompatketdéta mbddule 28 mayesulutle of respomeiese gphclensextmany 218, refpensei ess
packet ec)g[ng'lggrgt(l)gn gcg)'r%ﬁg) file 214, a tracked connections list 216, a list cleanup module 218, a
quantity detector module 220, a destination detector module 222 and a cluster detector
module 224. The responseless packet extractor 212 may programmed and/or adapted to
read and analyze header entries from the headers list 206. The network traffic may utilize
one or more of a variety of communications protocols, and the responseless packet
extractor 212 may read and analyze packet header entries associated with the protocol
being used. In some embodiments, the network traffic may utilize a TCP protocol, in
which case the responseless packet extractor 212 may read and analyze TCP packet header

entries. The responseless packet extractor 212 may detect, extract, and/or initiate or cause
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1000401The tracked connections list 216 may be a database or other data
store, for exanple, a data store that is easily searchable. Each entry or
row in the tracked connection list may include a unique "tuple."” A tuple
may refer to information about a packet that includes multiple pieces of
data. As one exanple, a tuple may include the start tine and end tine (as
determ ned by the header capture engine 204) and information fromthe
packet header, such as source information (e.g., source |P address (Ste),
source p Part 10N i R : [ ' | P
addr ess ?%s%e)&rrgs Sl%%sl Pon Q&&IS ? %)fa%%ﬂli’ﬁetgﬁj), oﬁ%kgtr%' qn%lF éélﬁ ?’gsafségsltéaggﬁe
pr ot ocolal¢rs@sdiile 208 mae uge or a&caiﬂas inpheglteranfigunaioguhnt 1 1y fokximgatdneal
headers seen t he header capture engi ne 204 over th ti od starting
at the s‘trd?‘?fe%ﬁbc‘é‘r%u'@ﬁa? ﬁ“d’“gg) {-‘ﬁé &Hﬁlr%sp?fﬁe e?%P@h% ‘dggé%‘ §t%od t hat
in some euhadid®Nlisa %d/ﬁ)hﬁorﬁﬁﬁ&fs% t@lé $@El€éﬂ%o%nectn@ﬁsﬂst Q% 'dﬂﬁ “thégcieaf er to
nmore than just a single destination (g a single conputer, |F address,
ctc.). RomneyEerpbe, llsantﬁa'saddnmd/@hrmer toe to/femeitabiaty Sae dsea sesuliorfe gr oups
of specifi n r §;Pf network or |P addresses or
O <SP b AFSh AR MR e RhRARIRIG chApaEs AT netuork or |P addresse
di scuss [80@493t i natTihenrackdd @hmdtldnbﬁstmdem@tmaditmm vasthewdate sbregiforent s or
al ternate enpodinments are contenplated that nmay apply the techni ques
descri bedPHaicet Hate SOBHBJS € Q%FI@E?ES EIG‘F'?&@Q( rerW]Bﬁ? traﬁh%“e?‘?“éﬁ ]
connect i 190 nlay ShelF®Ya BRigh® “ﬁ@mmm ¢@ld fAyWefeh tinfbritatich BBOHR pHRRMI tRat218. The
l'ist cleanup nodul e may commmuni cate wi t% the tracked connections list to
mai nt ai nn@lh@esgmltlplegalepcns phéate.r Askead esanplecs fuole pg include thestarpine, andenovi ng
entrl es X I & r e f. 411A nunber
i ndepen(ajt1i nt ?%Iseg& tm or dg%gléésggasde@%p%t% en%&o%%?%ngap Ivor'ggﬁo%ﬁrgﬁéljet racked
connect i paokdti Iadet 1 Guchand somye tifbtma®nt (@i ﬁfuﬁd’enﬁ’t adxlrest @red sourct hpertt r acked
connection list 216. Exanpl es, of detect.or t uantity
det ect or( ‘Z"LPG”)S)t Kestmaten PreRiogeteeet er“‘?‘ﬁ?“a d c&ﬁfgt éigSt IBRPSFE 224,

These t higgoaYaBR @r R6RAESS efsth@bﬁot&%qs Géds IRgs (d. d@fr@pln ra8ll fhe QUahtityhi s
di scl osure contenpl ates other detector processes that unction in a

si mi | ar afddenéical IEaddns ehen bttt hesdocwgBiraermp 204sever Hsutmeprriodesartingeh t he
tr aCked tl%%t hﬁy%nhlngt%zgﬁgyengafﬁleemltr Y¥hdlHy b%eur?d&s%gdeﬁl ?%n e%Mea' ned

above. éach etector proc ut one or nore events, ftor exanple,
event s tdmgodimanthesf e @msmtczﬁ:tcaﬂuteo“mmdmh” enlyirtfer foomomntahry fissa sfﬁgkese

events y.indicate th t anomall (51ave been det ec&fd in the net\é\‘g
traffic CHHAUAR{E He? §PE r‘fP’é‘Plé'se’E’ daressx et EoLTFBREy ACBHINANSN MANK IR v

i nspect @nbagy &f oRVE Mcte gﬂﬁpm/spkalﬁe d8§inhQdhs, foRexXHERhSyes bOn&RORVE t he
of fendi ng software or prevent the device fromgorform ng malicious actions.

As anot HEraddseasepethedikents siely e thneghywsigupgmeodioentadeseripetheigie man event
correl at({ Qsd roliestn?:s%Bt it 8%‘&!&1% ’tﬁl DAL A vAIdIE n?;i)tdﬁﬁé}fﬂ o?’%tlﬂe{‘{%tga?”d

these entities na eresting situations and/or assign t
| evel s temedandnss ax‘@a%ﬁt@ﬁm}pﬁteﬁ th3t chepiappls tM\tachﬁnqutsrdesarmnd Gkreqn bl @ckordi agr am

showi ng exanple c onent s, outl .Lhns, configur on data and
The'| | ReroRarotney ! BB RaiG. THe Forkdponaula Btk napurar OB ye =

accor di Ngt tRaie nAtuleDr18. em’@ﬂktn@]éﬁn%p%oddl@nﬁp%ﬁﬂﬁmﬁ'éa%ka@tﬁtth@ tracked
Responsei ess packet extractor 300 may be sinmflar to the resfponsel ess packet

ext r act oonpecpions lisy @ nZamtR@sﬁ‘@n@éTl@Ss@ plg kiaekady coraeetinmn oo famgxaempuni cat e
wth a pl%%%é ﬁt‘%@?f #4@%@% i?hg lﬁtﬁ%@ﬁ %ﬂ @Ct' on list 304 that may

be sim lar ers |st 206 and a tracked
connect i [00041]] st 2]46nmﬁbd¥|0ﬁ1rﬂicpendent detector processes may be in communication with

the tracked connection list 216, and may utilize the information stored in the tracked
connection list 216. Examples of detector processes are the quantity detector 220, the
destination detector 222 and the cluster detector 224. These three example processes are

described in detail herein, but this disclosure contemplates other detector processes that
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[ 000431The responsel ess packet extractor 300 nmay be programmed and/ or
adapted to read and anal yze nornali zed header entries fromthe headers |i st
302. In sone enbodi nents, the responsel ess packet extractor 300 nmay read
and anal yze normal i zed packet header entries (e.g., TO packet header
entries). The responsel ess packet extractor 300 may utilize a nunber of
conponents, routines, algorithnms, configuration data and the like to
detect, extract and/or initiate or cause storage of responsel ess packets,
for exa d-. ts \ ' of,.record
may he ;@éc fo(r)erlﬁ ?‘e? lfgl\ﬂgl{/g%% %me?@ed%%C?&eﬁrtg @eg%?a r é}%([)srgsjr lc@/ﬁ?%&ﬁ%gﬂhga{ ers |ist
302. Thearackabednmeyicdtioad liske? 6. URdch watrg etiayoie a nipbasrmatekplained ebdvef Vidasy a
packet . 4 n sone exanples, the information i g\d udes lt he foll ow ng: .source

i nf or matqeHEIf P1GEESS S, OYPEPORE Or HEL: FYRIY JRT iSKPBRIFRfY O (L gnaY (&t

Dst Por t )oonifhi@fedBr fofheABtith ffol ARIRIO PERL eh@fs flagasditRe that adomgRsFl ag) ,
start tine, end tine and the quantity of such identical packet headers

bei ng r dprebeattdstEciidtinihe nehmerkitiafiec et maxbg pf iateresh ek gteexampl§eansapgratort j me and
the end t] L . r l.e, pt ured
i vi b PenyllD B o SAPLEL s A BHRR oo 16! EiRO3h Seipd 68

nor mal i z&tknbiagdeftwarefod rpratehothe iiayice fiohupke faamaignghlécidusmetioms t #&adnwliera st art

time and end tine., These piec of information uniquely identifying a
packet rfE§MBlS: ?@P@rm%ﬁ? B‘Eaé esi’dr%%ﬂfﬁ“%%lpacﬁ‘%q’ 48 .GV%BFH‘{[FI?Q%t I’é’l"ﬁ‘g may be
saved fqpgBREMRAGKSEL driothiiechaadetsitl sid 8 anstidsohapaehicCanaesatigon in
the tracked connection |ist 304, The term connection, for exanple, as used

in the tsitietioad aedpmaseigh dredtilevels torgyenisef er to intbrmation that is simlar to
I ket~ Theg.t. i ! .
a norma g(&j@%‘lj‘pac Ha. § %eﬁelgté"bqug@ﬁ?%flpn?nofsag@ﬁa{ fdéa W%%rwngé Q%grgglfée

nor mal i z[ cket is a pi 0 net action shake,
f or exanmph®mopnants] Chuthandsdwakiens,[000A4ks dne askdryike tbit raaynbd fenld in a

transacti on or handshake, intended to help fully describe t t echni ques

herei n dREPONIFIGTS pﬁ\gﬁ‘/‘t F’fﬁaémgasa%"_cardl“igﬁot i%r{n?i% ef‘ﬁ’é?ﬁ‘c"%‘és %ffht%&?_ i cations
pr ot ocol §sctRnte NRdspbiRdIebY pdchbiSexdiasel 960 hRy R shifarenAs hakenstiesdperetssed. I'n
general, the TCP protocol requires a 3-way handshake to set up a connection

over a reetiagpk21% of Fétadpl Respetrelepsrpraket extiree 300 e comyunAgstidkiang
techn! AUSckIheRRed B EiS il 4 RadRd 3dhhecbd Th0FKha S LBSAANRSLRIG AT @ L hree

nmessages transmtted negotiate an art-a sessi on between
two conmuutlergmcketheadvk? Isadaishakid tngkodcdrmndtiimliss2 dedfiljGed so that two

conput er eni ptjng to conmuni cate can otiate the paranmeters. aof the
et wor k OB Cck oI hE SFRERE o B b et PRALITIEY A R AR GPUBK I, S
and FI TKR &P R OMEELe RAHASES - hedl@ EitFisd fl0BS SROReddE@NEI 3022d 1RCLAdi Ng t O
the .1-CP protocol is the SI/TN nessage or packet, which is transmtted

f r om t heenshodineants, dhe yespenselees geckei peitdcem I0@smyy raadearske arivrensyatieed
t it i t | ket ,
whton i JeERuREERE B0 [ o P PROURCNics] THERRORE fAERI RN, PICCE

third nedagey tilemamuntted ofcaoopahienty, tootindsealg@Rhmis otom€igliration tifte adCkienessage
or packﬁt, ng chis transm.tted fromthe soyrce éaj)ee% %ﬁ?fét hg) destilnati on
(dst) . THECRIPSHs BfESEa LU UBT A FARE SO FEPOPISGE BHVES: 2hGF 8PP &dapt ed

t 0 recogndages YhckRBArAst&Y 806/ a HobinhliR0 :38dek 0N rbal sy Bé tdadar RfNevadssage or
packet, and for a proper connection to be formed, the SET; nust receive

sone r esipune qurent el aisew in theggdaselig 83 Bhe recardcmadinghide @ whe Felp
B Aok TR e B B s R P o et O e
and/ or dddpyviagd: tourbe ififoexatbine (s, 1Soc,t frePory)palestinaties pofismaidiat ¢.g., Dst,
DstPort), one or more flags if the protocol has flags (e.g., a TCP Flag), start time, end time
and the quantity of such identical packet headers being represented within that time period
(i.e., between the start time and the end time). In other examples, for example, where

headers are captured individually instead of being aggregated over a time period, the
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1000451At step 308, the responsel ess packet extractor 300 nmay anal yze the
nornmal i zed header that was read at step 306, for exanple, by analyzing a
flag or flag field (e.g., TCP Flag) of the header, to determ ne whether the
packet (e.g., a TCP packet) is an initial comrunication (e.g., a SYN
message or packet). If the packet is an initial comunication (e.g., a SYN
nessage), the responsel ess packet extractor 300 nay interpret this packet
as the start or initiation of a transaction or comunication. Packet
extract r, & d P i:nf.0 ijon of
this pac Oé@%egﬁﬁ?(g&g@?@%t%gggs @gg{dgtae%ﬁ%th h{atq Rgéa}dn?ﬁ(g%ﬁt (Iglla;eoéﬁgénh

t ransacttimn diheseepivees kofdoforat aathiiguelpndentifyinghe ppelck etayi ef eferedi toresi s

determ ned tq. be, otential r nsel ess ket as descrjbed ftirther. |f
Che racngprh i Rl Khndizsh TRERIRE, 5 BBl o tael e el BT e el e 510,
the respnspligssedentk@icctdt Gt dacidQorRactidlier J04nernshetnh esnnchdnpagket
should be filtered out, neaning that the packet will not he tracked.

Packet s 9¥ayPlseas ysed & i tigefedicarnestionlistengy pifente dfeimrptianshabys smijaitpéty of
ranner S-m%%uzg-ﬁgme?n Tﬁé%ﬁtc%nﬁ%ﬁb HdoeQL ARV hat fhe BihAIBe pRoiePRNECTT ON
est e i {'fe

with a truste I nati on may ered out. At step 310,
r esponsd gs® qgadkikhetextl emtsectio ® haralghaksefof exangrle, adifR bpndsliaken data 312,

for exa froma configuratjon file or configuratjon database, .The

(1 ter OMFtur ac vBroBari i obe hobisr cPbsb R aPHr B A8 RS IS ee ana i

may contfailf dasctibs thedbcHniifles fer@barkdng nbi W@y inbeatled s Gatitiéhat theayde gxul ar

packets should be filtered out. For exa.rdrgslﬁizdsartﬁge filter configuration data
[

may cont@INENifAiars kptosels cersmplatestyithis # BFPdundbekuisskschgrd-on
conbi natlhoééﬁertah%e §beul:6ioPa tfehﬁi%c@raeg-v&?thané\sshaﬁ@ﬁ)t E@rupe%?(ﬂ@%aiontm Bi 1 ter

configuration data nmay cont ali Imes, tinme periods o t] ne-based
met ri cs rnehatrkj fidi catwlgpabkettsrehatT Ghotiree bayf idntigrkogomthniqiei may ibee- based

filtering.may. be fld f le, i.f users or admnistrators ew t hat
2 net vor RGeS r RS S Afakra RaBRE e lirt Fo e heRigh TaP T RFaPy FoF

exanpl e, tof Adgot@t NdreNaBf €a OFCIA spdsaiin Betwebit age . coMbudtse Th3ITP KAgERER! €SS
packet extractor 300 may conpare the nornalized header read at step 306 to

the fil tBechapipniiydesiapdpe that vorpmpuissvatiompting i¢ Faramptiente stnerceptinie thene
packet i;{%%éilexp%fftﬁé L 66 soctkgfecoliqﬁéoﬁ%ﬂ%hﬁéfiraﬂﬁﬁilﬁ?r{g m,rf@%%m;ago does

not tra e connection and noves to e next row or nornali zed header
(st ep 3139H amd HHEP mehderveset iegtiesd0 2The f0OI04Gage ttahentteddenordipakibe TCE. g., t he

TO SYN header./ pac ) is not filtered out at.step 3 at step, 316, the

Tt meRedris RECSEN et mabist i MRt el M s SRR (2
not tracdeghativh (ENE TES BOLS BlcESSe PRAGKRIteXEdordih® o 3ROTORestbE0IES tHehat t he
initial conmunication packet was caused by a retransnission protocol (e.g.,

the TCP YV rAdrs messige AT prbelowBIoN. is Kansgrdediiempheedestpatiop ddshhiotee sWEceTCp

prot ocol .h?hquirgms&%§ $AEniEY aR6rfid ©TRE BEp HMbcol IsTRS ALK QEQagds Packet
is determned to be unresponsive

packet, which is transmitted from the source (src) to the destination (dst). The
responseless packet extractor 300 may programmed and/or adapted to recognize that nearly
every TCP transaction starts with a SYN message or packet, and for a proper connection to
be formed, the src must receive some response from the dst. It may be possible, according
to the TCP protocol, that a response packet may be some message type other than SYN-
ACK. Therefore, the responseless packet extractor 300 may programmed and/or adapted
to be flexible as to the type of response data.

[00045] At step 308, the responseless packet extractor 300 may analyze the
normalized header that was read at step 306, for example, by analyzing a flag or flag field

(e.g., TCP Flag) of the header, to determine whether the packet (e.g., a TCP packet) is an
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or dead. Subsequent SYN nessage attenpts after the initial SYN nessage are
referred to as retransm ssions. Therefore, at step 316, if the initial
comuni cati on packet (e.g., the SYN nessage-) is a subsequent initial
comuni cati on packet, for exanple, within a period of tine, with the sanme
header information (e.g., src, dst, sire-port, dst-port, etc.), it may be
determ ned to be a retransm ssion, In sone enbodi nents, the responsel ess
packet extractor 300 may conmuni cate with the tracked connections |ist 304
to deter.m [ im L agvhnitial . c i.caty t: : n

dot cot od AL SRR TLE YN HsBiee SRR I DR e B O et or
300 may aetreunidatien (@t a BN pesske), thsreapanstlesmmoles sktoavtdr3Othnmayfioterpatti on i n

t he packet itself, for exanple, the header of the packet emovi ng (i.e.,
ot Lt acki R b S S DR A GO GO o BER PRI of 1t he
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header. For example, if the normalized header contains a field that
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connect i tsades HE3@Y- exi sts in the database that includes header information
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provi ous 5 o 84Ty K Fiue KT RIS ERAC e e POFORRRE PO hESRAES:
information of the i mredi ate packet and a stored packet do not match, the
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[ist 302. 1000491At step 322, the responsel ess packet extractor $00 nmay

det er m ne whet her



t he response packet contains a flag (e.g., a TCP Flag) or other data that

i ndi cates that the response packet does not contain a substantive response.
As an exanple, the flag may indicate a connection error (e.g., the RST
(reset) flan in the TCP protocol). According to the Tcp protocol, a reset
packet is used to indicate that a connection was refused. if the packet
does contain a substantive response (e.g., not a connection error), the
responsel ess packet extractor 300 may renove the packet or header

(Src-to- f [ for i.cating
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period ofackdtBRer@Nst IO hANGCE of Qi the nbriRdikddbaddigfdrindliorCif @@ sspnedul e 400
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404. At 4 [ I . l e 0 sel n entry
or 7 ow (TS Ceianed 189 (i EARUBLEOHLE, PO LRRASE @k 3 nE Gtk
conmuni cahnanisng listis A0dremAvedstaap, #HO8xamfie Uy sinecdtbanuptinmm dieb @r 4@0likeny
deterniqﬁ %rether t he connecti on, has beep i.n the Listhfor Ion% enough such
that it o IEHGEES DRHUTGPHES OF LRREHAS SPRbIOr s ORI A AT HEUTF & Rt
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the end tine may represent the lTatest ti

300 moves to the next row or normalized header (step 314) in the headers list 302.

[00048] At step 308, the responseless packet extractor 300 may analyze the
normalized header that was read at step 306, for example, by analyzing a flag or flag field
(e.g., the TCP Flag field) of the header, to determine whether the packet (e.g., the TCP

packet) is an initial communication packet (e.g., a SYN message or packet). If the packet

-19-



that the tracked connection was seen. The tine l[imts nmay be user provided
and/ or user specified, for exanple, in tine |imt configuration data 410,
for exanple, froma configuration file or configuration database, The tine
l[imt(s) my be set to a variety of values, for exanple, days, weeks,
nmont hs and/or the like, Referring to step 408, if the tracked connection
has not exceeded the tinme limt(s), list cleanup nodule 400 nay initiate no
action with respect to the tracked connections |ist 404, and may return to

step 406 | i e oty I | cked
connect 15igt P et A0s MR BELTTRERE (iig, M B ERee Rt bR S kel
entries dxtracot @ mopckddr emyreahé pmkel. | At stépB2G@andastereB32, dlie regasosisss For
exanpl e, time limt may represent the determ pation that afte . period
of L1 re.PoBk s OB B SR Heche o ik ket et Fad AT RpeRishy ¢ hat
tine if dtespSnsgObrngpho ph&keh@an@l esndtniddtlon A&t aNeLiRErtrRK&IM ehe thgkedyst en(s)
that are used to inplenment the one or nore enbodi nents of the present

di scl osuoangelignhbsiSOfi i thedpaeka dup cesponteoyr reRlAnibe drevdesly gabraganitiati me

[imts f OV ti . j ing the
tr acked B e B e o P o R 6 “rich
st or age mpéagged] BO0RBWAle. stApstdfi 2320i fthe hesponseddse dpacketnedtacton 34 aolager t han

the time limt(s), .then th i st cl.eanu dul e 400 may comuni cate with

t he traci8H"EY (‘f‘f"i'thoﬁQ tfalc_g‘fcl &Wegﬁ%ﬁ%ﬁa{&t Wegﬁt‘?rgﬁﬁee&){’(?%'ﬁrrrﬁ?ﬂegﬁ?' iYns 1i st
400 may doRRRYien t 1Ra8PNIARES i@ Nthe ThRbasd itgd: BRAA Medld UnerA@formayati Ri tiate
may return to step 406, selecting and/or reading the next entr row in

or
t he tr acdeeatiagln rrvetspd fBsttpsirc)4@mparoQshp fpsant heeropi(Btcstod st | If{?sff F&8tion of
a bl ock dj i . IOUL ] ' :

confi gur%%@%?@%@% ﬁ)éla%%{%g{f %E@%ﬁgtg o%%g{alﬁ% g)a%%gﬁﬁu {H gﬁ 1éz'l(()ar%sect or
500, acqeoisige g tlenECRpratmrod, & mrydieneptaedthat the rqppesse phciak sclhesnitia,
Quantity detectar 50 b ia | ar t he,_qyant i det ector. 220 of FIG
> Quan T GEEED GROEDE Srogpe SOKERTE® A TaT for Bt RE EoMRdRE PO i ot 504
that mayinil ToMnludication thake: rAakgdDEOMBL G it shihstas2t Sfc bf Ghe Znitiuantity
detector 500 may utilize the information stored in the tracked connection

l'i st 504onOE0GEpOPRasiet-t Jf hetheadasrinBopatipnyofaibe dpmediatg pasket a3 SOEdf rom t he

Lracked ORI IA0R:HES s, FEGERLEalRY e Bk Ydkpnd AR re One

exanpl e,” a tuni
connection that was previously stored in the tracked connections list 304. If the header

information of the immediate packet and a stored packet do not match, the packet is
ignored (i.e., not tracked) and the responseless packet extractor 300 moves to the next row
or normalized header (step 314) in the headers list 302.

[00049] At step 322, the responseless packet extractor 300 may determine whether
the response packet contains a flag (e.g., a TCP Flag) or other data that indicates that the
response packet does not contain a substantive response. As an example, the flag may
indicate a connection error (e.g., the RST (reset) flag in the TCP protocol). According to
the TCP protocol, a reset packet is used to indicate that a connection was refused. If the
packet does contain a substantive response (e.g., not a connection error), the responseless
packet extractor 300 may remove the packet or header (Src-to-Dst) from being tracked
(step 324), for example, by communicating with the tracked connections list 304. The
responseless packet extractor 300 may remove the packet from being tracked because a
response packet was received from the destination and the response packet was substantive

(i.e., not a reset packet or a packet indicating a refused connection). The responseless
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include the start tinme and end time and uni que packet header information,
such as source information (e.g., source |P address (Src), source port
(ircPcirl).) and destination information (e.g., destination |IP address
(Dst), destination port (DstPort)) as seen by a header capture engi ne over
the tine period starting at the start tinme and ending at the end tine, it
should be understood that in sonic enbodi nents of the present disclosure,
"destination"” nmay refer to nore than just a single destination (e.g., a

single C%nipell!tegtlr,r]act(!r 30@%%1r r‘?:l%bvg{h% g}ickelt:?&) %IQ(}I e@b&?ﬁ&ge it! 'd%'&ermdr ef er

generall Speci'f |na I ons, or exanpl e,
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I
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the trackefdn&mineadieBoirdctor1300fRdy YR e deRt ARY BEhodalik&T BiAbed KRS Of
behavior that may be indicative of malware. |:000561The quantity detector

500 nay 3t initheheadpisise?02ofln dusseprshitias respousqless packst géractonAR0 may HPatgur at i on
dat a anda éﬂgﬁe(:ltlﬁlé%rrgpoa‘g?é é&&eygsrth% noqgﬁgﬁ&eéaﬁlg%aélg a%lﬂed connect i ons to

determ nei onnec ns arc y 1 ndicative of malware and/or
i nf ect ed00@30] ces. FAG. sit elpp151@6an tlhestmuamtoﬂ ¥ bled:lecchagrarﬁOﬁhomxyg saheplke and/ or

read a nunber of entrl r ows Iéromth tra eg F%ectl ns |li,st 504. For
exanpl e, COPRANGIRAPYLNGS: FeREEBT. 80 gyFaenY 4254 edHErhaamey b Topn i Gue

sour ce and cdgfipl MGHUlON Qedrdind td6H cddtan e lembbBSimen®r oF tIROprescandisElBror t)
within a period of time. This tine period may be a different tinme period

t han t hd-igindeanspandsylet 4 mendesiniigstiaihe bsigiqssupowdele Hpaf FIG. ?heLlftl ne
eriod t 0 ro
o the (radpEinddR SUERL U REhREl ik B RO AGY R hES 8 e

qgquant i tysudﬂzirectlmrtraﬁm comyiedvien lise2 1 6adfFiGerd and/ or user provided, for
I d f d t 508 f I f
cont gurla0¥ 111 86N SN G bn T B Ao THETP A Bor B (8B by ¢ he

quant i t yeodgdcgeh Bkt aA00 mntﬁi‘ﬂ tRElbMEELH th@tr@él&& icEgnaation ot hfos exppsiet i ve
event generations. The tinme period used by the quantity det ect or 500 may be

used becRUBRUNECAIBY Whéhe racked paymections list 404 such that the tracked communications
list 404 removes entries that have existed in the list for a period of time and no longer

require tracking. The list cleanup module 400 may utilize a number of components,
routines, algorithms, configuration data and the like to maintain the entries in the tracked
connection list 404. At step 406, the list cleanup module 400 may select and read an entry
or row (for example, the current entry or row) in the tracked communications list 404. At
step 408, the list cleanup module 400 may determine whether the connection has been in
the list for long enough such that it no longer should be tracked. The list cleanup module
400 may compare a time field in the packet header (for example, an end time) to one or
more time limits, for example, a maximum storage time limit. For example, if the
normalized header contains a start time and an end time, list cleanup module 400 may

compare the time limit to the end time because the end time may represent the latest time
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packet for a tracked connection will take time to be received. The tine
period used by the quantity detector 500 may be used so that the

responsel ess packet extractor 300 is allowed tine to renove any "non-dead"
packets (packets that received a substantive response) fromthe tracked
connections list. The tinme period used by the quantity detector 500 may be
used to handl e a retransm ssion protocol as discussed above, which can take
several mnutes (e.g., 3 mnutes for the Tcp protocol). The quantity

det ect or tili i pef .
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threshol d configuration data 522, for exanple, froma configuration file or
conf i gurrawiis thedeackesbepanecions tigd0%16 i f the count is less than the

th hol td 4 d 8 |t t
500 1 ot WAL o1 310G P S P AT B R R d Moo e BB (JaRPeeT
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uni que tQRINES: detector 500 may be similar to the quantity detector 220 of FIG. 2. Quantity

detector 500 may communicate with a tracked connection list 504 that may be similar to

the tracked connection list 216 of FIG. 2. Quantity detector 500 may utilize the

information stored in the tracked connection list 504.

[00055] Quantity detector 500 may accept as input entries from the tracked

communications list 504. Each entry may include a tuple. As one example, a tuple may

include the start time and end time and unique packet header information, such as source

information (e.g., source IP address (Src), source port (SrcPort)) and destination
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1000601 Wth regard to the quantity detector 500 and the various threshold
configuration data (e.g., configuration data 522, 524, 526) and the various
t hreshol d conpari sons (e.g., steps 516, 518, 520), it should be understood
that in the case where nultiple tinme periods are used, as expl ai ned above,
additional thresholds may be used and/or additional threshold conparison
steps may be added. For exanple, at the various threshold conparison steps
(e.g., steps 516, 518, 520), the threshold conparison steps may execute a
differe rjson c ' hogl, .. dif f.erent
thr eshol HOUART (<30 d&BfBATE iR RBN). Bes AR IRALATAE sZult &
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service . ' t Thi 2 he to

ot ect  (REEs e BpriliOutos BRmiD RIS of HE Gk o 10 BAROH b IRMIBS RS 0 4 1
t he sanmevemthwagle vaiuis amdodinienaitdesoribed heretromep divuiss edeeinaiie) it sheulddme C&C
server. At step 518, .the count is c ared tqg. a threshold to.determ ne
whet her EStogR AR skl quPHenin s aRoRae SRETERPicbr Ay d S ER
confi gurgd] fh@/t@éhnuisﬁg dBSPBEA @eirl B ofXBIRIdRe gRpt OF QIBfRlat o0 Wfuagtityat i on
data 524, for exanple, froma configuration file or configuration database.
At st ep ®igtoriSPO s opyhens &F Mers svertingses siep §H anshropet, list A, W exernlon is
taken (s ) ity . ep to

sel oct - tieRs G waf B bAmANAN oY R Eh R P dnbGlikaRTcl QoFheh THRE

t hr eshol @ents ey Guticdi¢ thyt aetredeoliavd Benndeyecgerie teat retvaork énaffint th{tshapbes80) and
may communi cate the eyent to the event |ist 502. The .quantity detector 500
Ty ¢ hen e r M a5t S5sEs ey GURERD chertieRE S TGHON feGRe {Dgas.

[ 00062] Afetctil, thddford QGnti8ets@br 0 rﬁggktﬂtz% aHun{iRAELdiSfei¥nt BhadRd Shdor

sm te/destination (e.g., unique Sic, t, SR Port, DstPort fields) is

sel ect eccopiperisans avith regpet tarfee dase imile tiapled conpestippsaligsipr examplydadeteety

det ect or ;. : F di destinati ons devices or
service§h§§2g3?%ﬁgﬁg§%§5ggﬁﬁgﬁ o?%mﬁ%ﬁﬁéé§ﬁ% a%&each source devi ce has

at t enpt d005%] c onmiihi cabtityi detecmnd 00 andyedtilizEhi surclorntf coepohatysedines, det ect
the situatipn where a single source device is attenpting to co nicate
£ mul BE A ST AT O SR FOLs TR 5 P HYZE GHEE Bt ot HeFS TRFRat | on
may i ndi Gah&tieRNTIPHetQaiRY ifahe @bnrETor¥ed@bRntiMy BRI R28Y, mhlhere gindr 1S
conpared to a threshold to determ ne whet her the count exceeds the

t hr eshol itifectpi devipgse Sh8ER Spayheeuapdrdetesior U may selpel/apd/opgad apuBPpaRid, for
exanpl e, thr Ligur at i : 6, O &kt
cont | gur Ses AT R e R @bhaofEhd, spaC Fol, arfIE R GpertbPRELor e 15
| ess t haidot ihey tdudesheailtdes titkra mogactivoee arsl takiesiiohsteap HaB)pe and e
quantity_ det ect 00.returns to,step 506.t0 sel ect the next.set .of unique
Cuples. “SrenarE B ST £ bencih ot filber niis Ak aohasg st ALy abedie or 200
may gen;ﬁeﬁb@ {2 tBY &tustS b theh3tder 3RHuidRY g0 M0A Bf EId. €. tTihe tignegietioll @sddhe event
[ist 502. The quantity detector 500 may then return to step 506 to sel ect

t he nextbys&e qyentiinidgigeior 099 may sPRDERYER] Fifiss oBrayspindhe tragked |cPRRECHERS on of a
bl ock diagk show ng exanpl e conponents, routines, algorithns,
configuration data and the like that may he found in a destination detector
modul e 6000574ccor dihegimé pednk uprd bptle eudndti deadtsr 600 thg ber esedefined

di scl osur Desti nat, on. detector, 600 may. he sim | ar estination

det ect orang?é USF" EP&deg.fObS&W&t li’yoﬂmﬁé%%'é’?dﬁm%%at%&g%mn'05§f“3n981\ne’t h a
tracked gonneshiigitatidsStilc@?4ohMairatioydabdasd, MTHeimé Peridieused 8¢ kiedqeannect i on
list 216 or FIG 2, Destination detector 600 may utilize the  information

st or ed i9etacks Y0P dpRebe edinsiedto RraVide siniggym false-positive event generations. The
time period used by the quantity detector 500 may be used because a reply or response
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[ 00064] Desti nati on detector 600 may accept as input entries fromthe
tracked communi cations |ist 604. Each entry nmay include a tuple. As one
exanple, a tuple may include the start tine and end tine and uni que packet
header information, such as source information (e.g., source |IP address
(Sic), source port (SrcPort)) and destination information (e.g.,
destination | P address (Dst), destination port (DstPort)) as seen by a
header capture engine over the tine period starting at the start tinme and

endi ng %QE J"ﬁgactke&n&nne& 10%“9%' ?kebt?myﬂ)dl?err%g 9&1 t”lkh%ttlrhé]pé an J({Jts?fgll ment s of

t he pre en osur e estlna er t'o nore a single
dest i natquantitfy eleg@ctor 80 inaglbe us@ilmuhﬁrthe te@pomdehsqmsket eXtcac)or 3601is dicavedl e, a

destination may refer 5 r]% nor e rou s of %emf ﬁ

Goot | natirani el unrain dend Reeiyed b e EREOHE) o |1 i ke,
As such,theviapkednQHad YA hausnermﬁéibm Ssed@3Cthé Qﬂﬂqtﬁ%ﬁ@t’e&oﬂ@% Hia§ eSS a
destination, it should be understood that various enbodi nents or alternate

embodi mewsed tarhandlers estsnsmiseion Wéi@toﬁﬂﬁiyasa@mlysqdh%bofvécwmchu@ﬁl @ka seY®HEd herein
to one o r out put
one or nr%lrng& éieg't’g%?@lg%gg%g%% ngiob 8@%81)[)6‘31% ent ﬁe%t{ogqg?%a? ggmggén’p l e,
event s ttia¢ pamyd thet eldowalaibméfee tbrt 0 reaaodrhiesioe ptatdbgo! @ finshakor sixamaledSor
action. These .ev di.cate that, ano ave been det din the
net wor k PP ifQr tﬁﬁiﬁprﬁiétoﬁ@ ﬂlffl‘etfteéitet“tf’gg%@]a}l’%h@e%P’i“ﬁQFT‘ ‘ﬁﬁ’ﬂglsect or
600 may lHﬁ%'eh&%l}gatonéAlmeﬁ @&soﬁﬂﬂ@%ﬁn%lsof Pé?,yéﬂsel@%, paﬁJkgt@rtstm&,upJQﬂfHegur ation
data and t li'ke to anal éée vari ous resoonsel ess tracked connections to

det er mi rfeacked @meetmmnétst pohsfoneramige.enich dhgtyirendg pedien (eecofrepedsvidr &eand/ or
i nf ect eddege?/edceg pe?to%pch 09 ’toc; gﬁ)rp W{g'l%ﬁttb %P%tgﬂne @eqp d&@é‘uo%edfe(:t

and/ or read a nunber’o rres or connectlons Iist
604, Foranemarmi e, the destination det ector 600 may read aII entries with a

uni que s destination Port and i thin a

oo og SROSREL o Sin S5t pbohdilsls Pt BB TN i Sy e N e
One usednByuttie the e RlorL@Rb PErfodNDnB &inskriefl nfaly Ge rélativinghotti f eefigled used
by the destination detector 600 may span several entries or rows in the

tracked tecisteetispusagiviakbt agdahe abe0BBL PRECE el bsepngsi, 195 syarppies igemore
dest i natacgﬁ}agﬁi 8&5@ 90%{5&;{ @@1&%@ regSJaL%ﬁgS%{&g/aﬂﬁ/op%‘ééueré?Vabgﬁghes

exanpl e od con at'i for exa roma
confi guranﬂtomrpofentlﬂlwmfmdf degweat MmrﬂadxalbaleetheTstherten tinee pemocbdla)asbedSOby t he

destinati on deng E?T&‘nGOO mag ? sted sucslthat hhe desti nati on detector
600 may 'BBHEE1AgH PR PHLEEB e()R)’\épr GS1 JRGEPS YA 'YB° BF 1P M®YtHKan, for
exanpl e,ysking bptiBizOalel R8l{IS)antoeeh ﬁygei bieuaGiuadihbt e GRERSHM t0W0RePind®dG 5.
The time period used by the destination detector 600 may be adjusted to

provi de afiminiggier allve-ospiei time eoveds [anbe aseiBh&or & wiriek aRptaconsa ke

period t e hort

P ommuni ¢ agnpls”yd RS R UPHah AP DM a B B EARP SR, shorer
APT pr ogo*ranmgerr&yamhmgrqyble's)o Elemmuaniityadetecvart 30t rhay ssmnmrmestlmnaxenochs ®erver,
sonetimes making the s me nunber of a%te i nt erval s.

Addi t i orfAiePt OSHRYIHRACKEF NahHG SHRLPRICLTIRS ﬁwf%%é‘ﬁcﬂ aé’lé’ﬁler s, and some
mal war e [po@®]ans maystMab10,l e tRekdtagiSpakets or headers w1th unique source and

destination (e.g., unique Src, Dst, SrcPort, DstPort fields) is selected within a time frame
(or multiple time frames), the quantity detector 500 may count the number of unique
source/destination tuples (e.g., Src, Dst, DstPort tuples). This count may be used to detect
the situation where a single given source device has generated multiple responsesless
packets (i.e., non-replied to SYN attempts) to the same destination device and/or service.
At step 516, the count is compared to a threshold to determine whether the count exceeds

the threshold. The threshold may be user configured and/or user provided, for example, by
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time between connection attenpts to a particular server. The tine period
used by the destination detector 600 nay be adjusted such that the tine
period is long enough to notice trends to a particular destination over a

| onger period or time, for exanple, the average nunber of tines a source
attenpts to contact a particular destination (e.g., 15 attenpts over two
weeks.). [00067]1n sone enbodi nents of the present disclosure, the
destination detector 600 nay utilize two or nore tine periods. The multiple

tinme per; ver ] appj,n X d, a
Four - necR el PR RR R8P D e R R, EeoRaRErHIRK of LRARILRS,

det ect orda€db@semaynt sudp 51i6zi.=f tmlbdiUnpliseleisl than mertiuesiﬁ)ld, ohemtrioeatibn isotakket @&p vari ous
types o | a re and/ or vari es of aconj ng behavior.. In the
enbodi ,Tesrgl[xi %“H\Qﬁa’e Grtity detheipt ?@‘réett"?/gré ﬁ@PI@ i *l??‘gg‘ﬁ&eét é%rﬁfl‘ﬁ’uﬂ”éitl on
data 61Gupmy ifMkd Uit & rﬁéﬂenﬁatn tﬁ@&}ﬁemﬂdcqrefqlﬁuﬁ@tde&etodawnfayrgeﬁ@s@ ahl me
period, for exanple, different conflguratlon files or different data in a

conf i gur%’leiltoﬁtenai@ba@é may0 COBBUAEats tteg N0, to dlrc evanhdiss 892. of The atikelity or
headers | eP) d§?b B35 ¢ eﬁ%tﬁﬁ{ dtg%%i) 5’6@% 9elec£ ﬁxe?xekt s‘éf‘%fqlrﬁ?c}n\?rugple t, SrePort,

Dst Por t I's’se etlrrefrarres),
t he dest[00@a0] on davectegarOn ma:yqomuny defaetaru At randf th‘el nadueatiestieldt i nati on

(e.g Dst, DstPort milk) occurs in th ) |scu

det ect tREEERN F%tﬁrgm«%er%’“%ﬁl“iaf‘ﬁ? Selgo it bet 5?8}113? B Bt ﬁgﬁfﬁe‘g

connect i Qhp \ﬁh&dasg gormsagl 5085418n3bo dpnt sHofId Sé(ﬁimlr§oodathﬁphleih%|oﬁbe ARre&Fa:
server. At step 61 each uni que desti nation e.g., Dst/DstPort tuple) from

the set multinkalime earieds ae suefi,sqseqchtameét@pvm@dlt@nalsﬁlash@g!& mayohe Bgeh uni que
dest! nat} 4 b8aflonal TREGER ERhdarikiP k8l LEOBL LGS Shorl EnGRURL O LahAR NuMDEr
of ursi 8 donpared 10 a 1 det'e

of tines |na|on occur hres rm ne
whet her thfeehmd)umpmsmeaﬂps (ehe stdps 361114, SZDI),ethé mreshhldlodmpsaysdnestaps @ray

configured and/qr._user provided, fo exa by t hreshol d conf uration
dat a 616XCFHt aea‘éﬁ?fﬂ“é COPPEHToR n?qcbutt“a‘f Ho‘i"i ?‘é Wycﬁﬁ??ﬁﬁr%tq' “Yat abase.
At step Gdhold fvaIuQefor Qz@é’d’“tmies drRs thas trél?ectthﬂﬁs%l@nﬁty H&edoMO0@Glayon | S
taken (step 618), and the deSI[)I nati on detector return to step 606

to sel ecgeneifis pescior seereoevenisi dae coupspesd tpf thesee vaiarust thir@ﬁhﬁléﬁ,eﬂltr%hﬁldt he

t hr eshol detector 600 nmay generate an event (step 620)
and may C% tan?onggﬁahlﬁggagé\)desnt to the event list 602. The event may indicate

that t he[OQQﬂ’ll]l cul axt dept 72} i @re( eheg. set Dst / faskdRor dr cbernbensamlmn)umqyer el ated
to a potential ;flat T) .C &C ver. .JThe destination
det ect orSOBYYS%ﬁ%Wrt‘% %e‘!‘ﬁﬂ‘f?g%r{iﬁgft Bregps: ﬁ?ﬁ’%‘él @@F) lsr‘?éleﬁtggt‘”‘ &t ag‘f“euni que
tuples, frame (or multiple time frames), the quantity detector 500 may counts the number of

different source devices for each unique destination device or service (e.g., a unique

Dst/DstPort tuple). This count may be used to detect the situation where multiple source

devices have been infected with the same malware and are all attempting to communicate

with the same C&C server. At step 518, the count is compared to a threshold to determine

whether the count exceeds the threshold. The threshold may be user configured and/or

user provided, for example, by threshold configuration data 524, for example, from a

configuration file or configuration database. At step 518, if the count is less than the

threshold, then no action is taken (step 528), and the quantity detector 500 returns to step

506 to select the next set of unique tuples. If the count is more than the threshold, the

quantity detector 500 may generate an event (step 530) and may communicate the event to

the event list 502. The quantity detector 500 may then return to step 506 to select the next

set of unique tuples.
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[ 00069] At step 622, one or nore routines nmay begin that determ ne whet her
the particular destination (e.qg., Dst/DstPort tuple) identified at step 614
is arecurring malware (e.g., APT) C&C server or device. At step 622, the
destination detector 600 nay cal cul ate the average nunber of tines that the
particul ar destination (e.g., Dst/DstPort topic) has been the target of a
responsel ess packet (e.g., a Dead-SYN packet) per source device. This

cal cul ation nay provide an estimate of how frequently a source atterrpts to

connect O[pb(%d%ét he qt\%St atSlQn Q}%gu'ﬁgg\zls%{ 6@&&%&3 Rer Cfgﬁlers AKNlt?it R the

result cal cula on of s e conpared to the resu t of t he
sane Calsfouiceﬁdbmfnalﬁcbn@g an@reagye, ]dﬂsSncBadt|Ibsthneﬁelsls)Jnscsel):cted1Mthmt1plerfor med
for one or Ousgl if th averae from

the cur riEHge c?rn‘ﬁ Blae hetﬁf)élgfmttt-‘( ?@teﬁ@ff 588('%3’ Ut fhssaumbe 0 exanpl e,

W thin Sélﬁ‘é}@ﬁtrdésﬁtﬁ‘avlbﬁé 8Qce9br 82610 R unidud st/ MBIPoLtRGHIED Ieat lehad sosmidr ces are
attenpting, on a regular and recurring basis, to connect to the sanme

dest i natdesise hﬁbﬂtt@mﬁd)t%commt?%ﬁwltélaﬂ@i@‘@er%ﬁ count gnay besusgd {@APEL over
the i mTPtFilé A atloijl){g?g l§ gél E@d%\ﬂ i=d en){iﬁﬂgsto c%‘n%t)mca{rehl)vghrmﬁflnpf?

i ndi cative of reoccurrin In ma attenpts to beacon at
regul ar deﬁﬂil&ﬂtl\bﬁldchékt anﬁtfeﬂln@%@mtdrﬂﬂl@ didsd sinatioo mag éhdctto cor6MOn tralyavior

com‘rumc ith the trac onnections |list 604 t etrieve a or

gener at f1g* eﬁ'liw‘g‘lap e af’f S@Bsagéﬁ%lﬁq}in&ésscof‘}?éfedﬁg\?éf’)‘}eﬂ?g%h ‘iﬁt‘gglénep‘é{g‘%&rs (e.g.,
Dead- SYNhp26HKA! Sdce¥st fhe AR KA. EMe HRShbRIAMAP be( 85c8 -confitrédahor tusdrupl €) .
The destination detector 600 may then generate an_event for each source and

may conmunyided efor hewmplsy ebit éhltewoﬂ%ecoéﬁélﬁﬂtlm dlatag§26, THeoxaite, fiom dach
source m%%ﬁ%#}e cf H% of g&%ﬁ%ﬁ% E&a Bhdeh Ry Qti g%2ﬁpﬁt’tﬂp'cbﬁﬁtyls ]é{%g{wﬂ; 2{% SQUr eC

Is likely'i vare, or exa ['war e
at t enpt |th@smcﬂd,ctbmmm h@mhds vkt (s@e;ﬁﬂS),smd\/che quaitist écledtar I00ercthesst tors&pi on,

1000701 st ep, 62 if the_avera r the current .ti er nd the
past ti P06 Flsti BF nsehaf CERHed: Bles, T ARE S mEe thee i, e LB B8

devi at i a@tflt %&Bto@to'b‘(?ﬁlaytgaﬁlﬂat& Bﬁeﬁ’e@ﬁtdté'pa530?)Bn(ﬂﬁltaﬁ@b@muﬁQQteWe\féﬁitogener ate
any events and may returnh to step 606 to select the next set of unique

t upl es, tb@@mlmﬁl . The dopitiex detegion J00uBaY then eiurpfo slep PRl wieahham¥how ng
exanpl e d ‘ﬁ‘%é& Sroutl nes, algorithms, configuration data and the |ike
t hat may in'a cluster detector rmdul e 700, according to one or
nor e enb[odt)mnts dfiGt e dppiesemt illustration of a block dlagram showing example

components, routines, algorithms, configuration data and the like that may be found in a
destination detector module 600, according to one or more embodiments of the present
disclosure. Destination detector 600 may be similar to the destination detector 222 of FIG.
2. Destination detector 600 may communicate with a tracked connection list 604 that may
be similar to the tracked connection list 216 of FIG. 2. Destination detector 600 may
utilize the information stored in the tracked connection list 604.

[00064] Destination detector 600 may accept as input entries from the tracked
communications list 604. Each entry may include a tuple. As one example, a tuple may
include the start time and end time and unique packet header information, such as source
information (e.g., source IP address (Src), source port (SrcPort)) and destination
information (e.g., destination IP address (Dst), destination port (DstPort)) as seen by a
header capture engine over the time period starting at the start time and ending at the end
time. It should be understood that in some embodiments of the present disclosure,

“destination” may refer to more than just a single destination (e.g., a single computer, IP
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di scl osure. Cluster detector 700 may be simlar to the cluster detector 224
of FIG 2, Custer detector 700 nmay conmunicate with a tracked connecti on
list 704 that may be simlar to the tracked connection list 216 of FIG 2,
Cluster detector 700 may utilize the information stored in the tracked
connection list 704. [00072] C uster detector 700 may accept as input
entries fromthe, tracked comunications |ist 704. Each entry may include a
tuple. As one exanple, atit* may include the start tine and end tinme and

uni que pa%ﬁ%%?%reg ?)?dﬁ(gr éxgkgrpeg’rgtde%}&’ag Orﬁ{lyf}‘gféeg g% g@l)} {f er@tﬁﬁ? cé(r?ruﬁ)tg i’og N source

| P address source ination 1 (e.0.,
dest i natspesifit Besaidations sfof BXein)ple,degdes nhhdtenrkparP adDstdeoot Jhk lks. seenclyy a

header captuyre engine oyer, the {i riod starting at.the start tinme and
ending a0k HevghutaunemOpiime st ey IFEBH BT b Lo HeNoh GBS nent s of

the presgatrs@od H@SMiSs enBB&iidAatdr AN ¥mbelidlentsurdBéiRerhpla@d khis tnag Si ngl e
destination tgg. gqh a single conputer, IP address, etc.). For exanple, a
yeoneif

dest i natapoly 8¢s dpserélred] Heyein &0 oRreOlOMOFFDBIEURS Sfudsstitationhdegstipation

desti natj r QHBI e, .r I r t I'ike.
As such,dege\ggoﬁ 6@@3&" h vartidgﬁs&%gg%%ﬁ\s%g\g%é%%g?%?e{rggigﬁﬁqrr%;ggzl)’s gﬁss a
dest i natexample| tvesiothhdmhe be ndeinaintwactdtthainothar ewitg fermrredysientdéorarctian.t er nat e

enbodi ts are contenpl ated that may appl he techpi ques descriped herein
to one orCHpFENr PahindRly YF“?ﬂi‘ﬂ%l'81“*1é",‘ve(:?‘ﬁgt‘%?ecﬁgtlgg&ogé{yﬁd‘ Hﬁ@cc}ﬁfﬁput one
or nore g}eRd st ikeRe. steps 720, 736 and event list 702), for exanple, events

that may be communi cated to another entity for analysis and/or action.
These eV@P6S] may iThdidesinatierhdatecaprdiPRimaysuthige 8 nbedar efeoamoBents. HoYtHEs.net wor k

traffic atlé}ﬁlﬁh yc&n?lgﬁlfatii)mﬁ'{ S3hd tLQ Q8234 Th lg£eu§/5ﬁ5usd%sg&#sglress7%clgﬁy
utilize @ nunpér of “conponents, routines, al gorithms, con Iguration data
and t he dohkeztibes @nddtgrzenes Hrth® usnneetspo nse pesstidliyaokied iveorfheaiamnsnd/ @

determne_if the connections are.potentially indicative, of |v,tare and/ or
i nf ect ed" eV dYCCSFOE StEx it desiimion deteder Gt waY 8 el apiggber

peri odi cjtepirR@tomaes ahdss tier adkkd [BRRRNSA! BS 5040 NRRChxiaMPlcd kiceddtifatioade by
sources. At steg 706, the cluster detector 700 may select and/or read a

nunber oletesior 0@ snayrreadlb entrienvithe yncuskedrcedasiBetionimse. Pt Dy arePpgr

exanpl e, | yeld tar. 70 (g £ hi 0t peri od
and may a&??)ﬁs E)Ipotrﬁylglm ?ﬁéergo @tlsngeurog{er.wqﬂhi%gq?%y ggéid%fgém%w g%glitﬂ#a?gr ent

ti me perthednd badd tyhehedredatsaptubyyertgire Eadef & apt Thetimagienied 26 of thel G 2.

cever al GHIRTIES CBietpo Rl Ty TREY £ SER BB EDARERS Brice ISk oRn b I The-

time pergoad used by the cluster detector 700 (at step 706) may he user
[00066] The time period used by the destination detector 600 may be user defined
and/or user provided, for example, by time period configuration data 608, for example,
from a configuration file or configuration database. The time period used by the
destination detector 600 may be adjusted such that the destination detector 600 may detect
anomalies in packets over a longer period of time than, for example, the time period(s)
used by the quantity detector 500 of FIG. 5. The time period used by the destination
detector 600 may be adjusted to provide minimum false-positive event generations, for
example, a time period that is long enough to allow for a more defined view of
communication trends. As one example, a malware program, for example, an APT
program, may attempt to communicate with the same destination server, sometimes
making the same number of attempts, at regular intervals. Additionally, some hackers may

maintain many destination servers, and some malware programs may wait long periods of
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defined and/or user provided, for exanple, by tine period configuration
data 708, for exanple, froma configuration file or configuration database.
The tine period used by the cluster detector 700 (at step 706) nay be

adj usted such that the cluster detector 700 nmay detect anonalies in packets
over a longer period of tine than, for exanple, the tine period(s) used by
the quantity detector 500 of FIG 5. The tinme period used by the cluster
detector 700 (at step 706) nmy be shorter than, for exanple, the tine

peri od( St i r Fl G 6. The it peri od
used bﬁh@%%@%’g?“%g@%c%%%%8&,%3%‘1@0@5335,6 %ggeﬁﬁqg t}i{% P %}ﬁd tr?%gcB Urri ng
behavi ordewtirtahiofi dstpeoit 6G0anay paadjnstad sach gauthe einregeribeé idehg etagh té-oosticexanpl e,
mal war e runni ng on.cap i.nfected device na .aét pt tfo make, sever al

connect i HAES {& 3 garticigjar destipglion, pvey;ar loagetterig Q(f E‘Bﬁ i ?fnexé‘@ﬂfe?l%e) f1fin a
short  pefunfr Of tithés®sdutce@itempB€o MMQ%h@i@ﬁlaﬂ@éétiﬁkﬁioﬁ'(élFi, 5 eferhpgeidier in
tinme), and then the nalware may wait for a relatively long period of tine

bef ore dwoevgski)ng anot her cluster of connections. In other words, malwarc

(e 0. Affod! War §) TRY e RBQfmaML op%gﬁ?%gvgﬁ{cloﬁg%gﬂf?g&léstﬁ)&i&?@&%ﬁ@bo &C

servers a regular and recurring i I'n some enbodi nents of
t he present uilizzalvosuneyre tithe petiodst efhedetlepleaime/diodaynaythelovedappimg, éor nor e

time periods, for ex le, to m.nimze fal se-positive event .gener.ations.
The mul thﬁWBI%%ﬁ@e-}y@%"@agpﬁ%gﬁa BeotspuRR ﬁpﬁﬁ?&?ﬁf%lﬁ_aaf 1W_£?k59‘ﬁ)38£' ek tinme
period, e Ruinal1Be HetbttBR6MBMAP BhiliRNAuIBpRI RIS toRicARE kdGbtect WeriGlsust er
detector 700 may utilize nmultiple tinme periods to attenpt to detect various

types oftypasl afeindwareddngforwaripeutypes pebeaspning deltviaig I8ehagmgpdimentstthe
enbodi i i i j [ 0 i ion
data roginamifiebhincrsodt ibBbG ChTFARLLAEFe)d RECRIRIE FRAL S a L O
each ti nenfiguratdeh dhtarfoexadpltiene gdéridderfentxanplé; diffeati eonfigurasonofiledi dirf er ent

data in confjguration database, 100076] At step 710, for each unique
sour ce, ‘gffPreP‘H%%elﬁtarGPB g‘HPt‘%‘a‘g‘l?Z‘f’%e'fromthe set (step 706) with that conmon

source gogoadpal yzed. 9 a18Ubsrizbephd Osebt 8P pabRets abr Sh&@Beré 12vithf QmigRCh
source, all of the packets may be grouped into tine clusters. FIG 78 shows
an iIIusﬂoﬂ@?m@ﬁm@flom(ew-,alpmtws‘écxIH%tt SRevsDeRampieklskisrsalseted ovidinme tiewpt ed by
a sourc t] en. i f i 2
occurr odr e o @Ry tin® Hlat, BE skl Rerckty GOhbZboll 4y SLbB% 40%75.
occur r ediiragsadaniel désniaaticd: (5.4;, 3%t MtRort Rpf@ peéunginaeaiset. tihiskdoGnt MAy be heedcl ust er

detector 700 he programed and/ or designed to recogni ze the various
connect i'8 eﬁ%f‘%‘a_‘%g’hﬁ‘iﬁemflglpget PUEFS a&F%‘QEg’[ 8%%'%1‘3&3 %@”Saéolnn‘é’}tg 4l ust er
i nst ead Qfn¥@V&sahatdhSer e@implatLpdidtal APTURC Ghivet At gt 6Lt eich/@iqueay be
programmed and/or designed to conbi ne various connection attenpts that are

rel at i vedoytingtion ée-g.ofeyPePort tipde) drosn Higlset iandypdi Ms 7 Subrsta@riPe 1% Ho dat a
points 7 754 i 78): T u r or m
oper at i osg ,61r40ﬁ({rie§%}§!m§%%f (?%ténﬁ-ﬁl%ﬁé&%'é %gb%tﬁgﬁ g&flj@tfreorm giggytg)%iraﬁl?gl,%??}%r

exanpl e, nipebeaos émeatliedesinatgn deursos eompiied éab ltirestivéhtocdatpannanghetherst er s of

ot TR SBe SPRSBS HE RS P RREH Rt 9B e 1 o0
provided, for example, by threshold configuration data 616, for example, from a
configuration file or configuration database. At step 614, if the count is less than the
threshold, then no action is taken (step 618), and the destination detector 600 may return to
step 606 to select the next set of unique tuples. If the count is more than the threshold, the
destination detector 600 may generate an event (step 620) and may communicate the event
to the event list 602. The event may indicate that the particular destination (e.g.,

Dst/DstPort combination) is related to a potential malware (e.g, APT) C&C server or
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clusters of connection attenpts. At step 716, the cluster detector 700 may
determ ne whether the tinme between clusters appears to formin a repeating
pattern or at regular intervals. For exanple, at step 716, the cluster
detector 700 may detect whether the tinmes between connection attenpt
clusters are close, for exanple, wthin 1 standard devi ati on of each other.
At step 7!6, if the tinme between clusters does not appear to forma
pattern, then the cluster detector 700 takes no action with respect to
event OSNGLAl 1RO dbah &R ddo At &) HEDTbA BLRB 605 o bl IREA kA%
iteration ror each source. Tithe ti'ne between clusters appears to forma
patt er n,uniqvenuplése cl uster detector 700 nay generate an appropriate event

(step 7 nd y CO ni cate the even to the eyent list 702, The event
tmy DG Rt AT RE 1086 5 U Pl BB YIS RORRFRe.  For
exanpl e, haARTIARkMRaSor (3L, msmmﬁl@gwﬁgﬁ&m BtepBT4 SE1 NLIrriAR nAlWAeUr I'i Ng
basis. The cluster detector 700 may then return to step 710 to repeat the

i terati dagf.YPTR4HC souecw detiopongstap 63%.dle despnaticRaleterigs f&} mapedetlale 700 may
begin o r t] that, ar i Lar. er i started
at st ep Uoaerily Ab i A o sEnEhl WBrkfor % BRRIPGI LIS

sim | ar bekwdieasigaig fandspbataat padkes{eansa DddueS YN ytackee)( &) seuree dévige. dhisst ep 722
may use dlf er ent ingué dat a. sets Eha t he lrouti ne(sl) t%’u t star%ed at step
706, andPtHEFT 5138 ProYide & sHiinpaly bR MRty &t SUfE A BB MY $iPf er ent .
At step tfedestihtoncbstder BRkigflREiod 0t BRY 63€ liRClesianel RE cdl@astich dTureger of
entries or rows fromthe tracked connections |ist 704. For exanple, the

cl ust er @3treet by cqoparphio theaesudl of bpsamesalgpletiom(ig. tavared destivatichprrmay
group t i i i Le (e g. 1 SrGi st t
o) ~OHPL P RaPbe A TOE R b ok Breyl FnieCodhions 5 (R TS 4 )
may spamveegey bmehd ciresit oimerm@visd iand theepast time lpedod{enare ctasenfer kxatpld,04. Thi s

time period uysed by the.cluster detector 70Q (at step 722) may.be user
def i ned ‘%\‘ﬁa’i‘;]lé?anﬂ%‘/érde‘b‘%% chp Fr’g'%fPﬁV é,gff\&e%l‘ia uB%F f‘??)c?ttgg'#l%l?r"ati on
data 724, rhohr SxeRRhSing Hham 8 cemitbl Buhatkime dédihetidy, faarbinglel atpoRAtiglat abase.

This time period may he simlar to the tinme period associated with tinme
peri od coREi geats-an laattampodrven dweiremediate tyayvasks,dhe Pevins tHAGPSKS,

i ndepen I j ot r ' j.nation
R R 8 R L T R e A S
(step 722jula intertdiat AcarappéBOs cher datidmshi deatcio ro0areayanahypeidate Stigpshe728,

730, 732, 734, 736, t t [ im | t 712, 714,
716, 71archstiontrrdops Biop o GERSFander datep s6 oy i el K Ral 2
parti cul @poRQuikss epdthits Pe.d NfIRGHSY NV pRKk&E) RRHWaRe dueredt .deAMbtibMajewar e) and

may al so i ndicate exactly which C& server or device the source is
beaconi ngUstPrnBRiNg Thredciotivar detgctarelpOhapy thiat gnpetfea £¥et T9r Gahch mal
ware pra I

100075 Aegar o haPRLNRE BLORAR LanPbaae bl P I g P s via
anal ysi snaf indeago fiseixesplepuithai Mgh pebalitily, thaatifed ourdehie likely liofactad wddscr i bes
further benefits of one nore enbodi.nents of {he present di.scl re. It
o Lo baninGE: SRRt b handBags fed Banapies o FuRRBERE AV EEE GRE o
requi r enBRkprelAdthoIROBes8hIREl Nents may omit one or nore of the described

benefits. [00080] One or nore enbodi nents of the present disclosure may be
adapt ed 08079 At step 626, if the averages from the current time period and the past time

period(s) are not close, for example, not within 1 standard deviation of each other, then the
destination detector 600 may not generate any events and may return to step 606 to select
the next set of unique tuples.

[00071] FIG. 7A depicts an illustration of a block diagram showing example
components, routines, algorithms, configuration data and the like that may be found in a

cluster detector module 700, according to one or more embodiments of the present
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operable within a larger suite or package of network security tools. The
systens, nethods, routines and/or techni ques described in the present

di scl osure may formone or nore tools within a network security package,
for exanple, as one source for generating warning events and the |ike, A
network security package may al so include one or nore event correlators or
the like that nmay anal yze warning events. 1000811The systens, nethods,
routi nes and/ or techni ques described in the present disclosure may all ow

for detegtion of r i ‘N I rFi prints
for reconi Sl (Bl Yefolt) 700 byl 6Ll % HADBLY BRI of PREL.
addr esseSlustBedauser Tlemay sbenunidaet vahls, tracded icoescaodlisr 7G4ethhhingy és

descri bed det ect iware w.t t lyzi t he cod f the .mal ware
pr ogr am S"B{Eéﬁéb???%gg%‘l?&‘o%ﬁgag&f %?ét é('c gﬂ&%td@@f’toésg(?wé “%QF\% Cof

mal i ci OUgfrAdEon fied BXREBhEed REMIBROVRS §0PT Ogr ans wher e signature and/ or
fingerprint files are not yet known, Therefore, the systens, methods,

routi nesl089 or t ddnsierqdelsciaesiidi baa Rerepthas pingslesntigh sEP®s thee tigkedof f er
benef it SCO%ImﬁIn%altlgHilé%%?BI(F%glg?ﬁlkﬁﬁltsdz}rs"?({lal}r?g?apwté rg 51%' e@(aﬂlrples 'aggrgéﬁga? based

conpari son approac hods, Toutinés
t echni quiasiudetgersidiedne and bed pme seduinidus phdsthedamiyfanhoomtsecamadopsies t hat a

security professional would_Iikel erformif the security prof.essional

wer e abl ‘éfqr@a%%l(ﬁie for‘l‘éceeg]t)i gagar gc%é‘f)’ Sﬁopggnp%d(s,ré%gé}ﬂ%g B?EIP%POHS inthe
over whel i@ @Y., Astifdld (PCadliress! (DsEX8&8HRatRIN Fht BDdtboON apaekebp aper day
in some sanple inplenentations). The systens, nethods, routines and/or

t echni quesddespitiehengineerver therrine paripdastasieedinti thy stprt dieesyidomdingta theagsidd| y

i dentifv.potentiallV i 3 ¢ b t onal 1 v,
L e O e e

i gnat etc.) I'sn
requi r edidegtinagenlY inhy rqferobassic ainal justey singlt degtedtido (€.gr & niletdompstest ®m wi t h

spectl iy fupes, O Knol edge, suLte, SIS TRLARKE Leog Shichbuld 11 e Lo
whi ch t heyipE au¥diRbSor¥br BRImMaviendadr hiiotit HEIPOIddidR§RomBid 1. tAs dekeci ,
[ 00083] The systens, nethods, routines and/or techniques described in the
present even though various embodiments described herein may discuss a destination, it should be
understood that various embodiments or alternate embodiments are contemplated that may
apply the techniques described herein to one or more groups of destinations. Cluster
detector 700 may output one or more events (see steps 720, 736 and event list 702), for
example, events that may be communicated to another entity for analysis and/or action.
These events may indicate that anomalies have been detected in the network traffic that
may be of interest.
[00073] The cluster detector 700 may utilize a number of components, routines,
algorithms, configuration data and the like to analyze various responseless tracked
connections to determine if the connections are potentially indicative of malware and/or
infected devices. For example, the cluster detector 700 may detect periodicity between
clusters of responseless connection attempts made by sources. At step 706, the cluster
detector 700 may select and/or read a number of entries or rows from the tracked
connections list 704. For example, the cluster detector 700 may read all entries within a
time period and may group the entries by source. This time period may be a different time

period than the one used by the header capture engine 204 of FIG. 2. This time period
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di scl osure may allow for significant cost savings, for exanple, because

| ess manpower may be required to detect threats. The systens, nethods,
routi nes and/ or techni ques described in the present disclosure may hel p

i ndividuals and entities prevent the |oss of sensitive information, for
ex.anple, intellectual property' and confidential information. Early
detection of harnful malware may allow an individual or entity to take
early renedi ation steps, which may save mllions of dollars, in the case of
a large (R out J / i.ques
descri bel%gfl5 R&ttheejcglrgggéhat-gagf Zgﬁguﬁe&) ?f?ér?gﬁ %é.s%aré‘ %étﬁéeagg‘étﬁ% 89?1%‘%fgﬂ{syeand

r out i nestrackédisinnedtieds list 70the fl owcharts and/ or bl ock di agrans of the

differe i cted, enbodi nents be i npl enent sof re executed by a
data pr %g@@' ng sﬁé’{ﬁé&mm" i%ecg%&emr% d§{?rg r? ﬁ%?a?tSWB @ﬁf@%ﬁ%‘&?si ng
system i &fiaclaRh@6r L BREFIQEINfBNELMipIEXBL Ui Eﬁe?i@d reshh@sstion @ath 708§ for

t echni ques and sol uti ons descri bed herein. Each bl ock or synbol in a block

di agr am @empleoitemar condizeigtiemifecirepefigisetitedatdbaserahhcrtips aiodtused Rl e,
segment  gru RelLRP 796 (ﬁ%@%(ﬁ%rﬁ?a&‘l %'Lg{ed.rs‘aagﬁ?l %eﬂ‘ﬁ&?&%eﬁ@ﬁj@ﬂmﬁh

conpri ses one or nore executable imsttuctions tor npl enenti ng, by~ one or
nor e datdetept aa@asiengn ppska@nwyert hdompee pefio@df ftimec thaon fayrexfonptst itlomsmei n sone

alternative jnml ntations of th r t_djsclosure,, the, |l anction or
funct i or&er‘PMSﬂgﬁeﬁgg é%e 9‘1‘?“??%‘%6?055 3988?%2@@31-}? gpe Bequdo%sﬁgmf ﬁber%ﬁ?%r

' f 1 owehagekectd®¥0 @R Gieh 706F may bé BeorRF Bah, PPERGhHIA thdiemt pelisdEs). usEdby ganmpl e in
sone cases two bl ocks or synbols shown in succession may be executed

subst antdeafinajiop daeeipr 6t PYFI6r 6 Heheirae Reyiadeped bl sragertsietestas /P &Yi n t he
reverse Qf g'cﬁlgﬁ;é%f%gﬂ%&greﬂgafgﬁ@‘Beﬁa‘éib‘ftwfa{‘?ésg of tb QIVB%M&Har {Jlﬁcedhqfa eent

enbodi nment presen ['osure can take the formof conputer code
st ored afetqeexdsi Boreertanglierrageasndihaimgaorc enpufeerd dsebd enayr ateomp ud enakeeadabl e
medi um accessible froma ¢ ut er .program.product, proyidi r ogram code
for use BYera CAReBRnLCE Bl MY 41 LGRS AEn Sry alur ol o tub BBt hat
execut espfitisd (i.8C tHeQ@BAnecHahd m&¥ bétlhstorkd tdpRtHePHRUAS! arlalen faYnddRark @@ged i nt o
the menory of a data processing system before the data processing system

execut esWaihior @galativglpboeseriar i digiershpre gtiemptingganothey chigieh Al eFMNGFHIB%-anpl e

dat j [ [ it iall
or whol 15, a0 oRCEAIVER g AP EHE%) Ry TR BEEPESr B PR The”

present ldhswkpeuteC stmesane regniodidmentrsingfnt¢dia. present di scl osure, nore

my b JOBH 0”1 i SRER e R BGL PRORY AE Do RsehR GINe QT UL i ons.
descri badahefigid twd RrtheekddRefods, bl exarlpledRt tifihRLe &8N sBEtRBNBO0 May

i nclude a communi cations fabric 802 which gr ovi des communi cati ons, between
conponergeserafigns. ehhgmpliaple simsrnseiedsBrY bapyerBpRing.fonemae. 3080-WEeh &S st ent
storage LN Gat] [ ' t §did Ly #61nta812 and
a displ a‘%gggfafoﬁﬁ onefuglg %L?WSHQ%%%A?% ‘%‘:’E@Hdgﬁgt’%?%%eés"i nrg sysatygm 800
may be aitjpiee sordle ciorpuetieds (oPOenpt totdtent veoopulypes arodlivacindrfoe viarious

connection w a nonitor, keyboard use. and .haps .ot her peripheral
Govi ces. Pt 4B el e BTk - dhaBu iR R b 1 BLBL Hr SFABN fy be
a firewahlesddd cod fiurfwaialagi08and/ShoMMmiay ifclfde diBROGRERITee GG @Atidandata 804 may
serve to_execute instructions Qfor_ exanple, a . . )
for each time period, for example, different configuration files or different data in a
configuration database.
[00076] At step 710, for each unique source, all the entries or packets from the set
(step 706) with that common source are analyzed. As a sub-step to step 710, at step 712,
for each source, all of the packets may be grouped into time clusters. FIG. 7B shows an

illustration of a graph 750 that shows example connections attempted by a source over

time. As can be seen in FIG. 7B, a first clustering 752 occurred a little after the 10:00:00
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software program that may be | oaded into nmenory 806. Processor unit 804
may be a set of one or nore processors or nay be a nultiprocessor core
depending on the particular inplenmentation. Further, processor unit 804 may
be i npl enmented using one or nore heterogeneous processor systens in which a
mai n processor is present wth secondary processors on a single chip. As
another illustrative exanple, processor unit 804 nmay be a symetric

mul ti-processor systemcontaining nmultiple processors of the sane type.
1000871Nenpry. 806 in, these I 1 | e ccess
menory droRnPch Rer s e R Roc e, 57 88 RIFRL R R ATEAM &
1000881RaGs 74t et clsdt@r degetdad0®0mayy bakmgvaimealisnd/ ar desigdep endicognionthiehe
particul ar, i npl enentation. For ex | e, persistent siorage, 808 y contain
one or nBFEUTHRPBHREECHPSE iaéee%e,arg‘gslﬁ’ %‘%ﬁﬁ?ﬂe er ﬂ%?§i“§[ee‘ﬁ'f5t¢§t‘6ﬁl%e°f808 may

be a hard,giil M&rec® dith PSitTEIMRIYusteR dERWHH mighﬁy p@ﬁrﬂﬁg@hn@@dselﬁd/oadéﬁgweut abl e

magneti c tape or sone conbi nati on of the above e nedi a used by

per si st entcowbineagaoBOBnadesion augmie thae msvalsliecly Fope ©geihpl iatoa sieglpdall e hard
drive m%)ﬁnqgfol%segg' gk RS, B2l Pop if £G.2B)OARE Y SUSLLTOTRE D

| ocat ed ersistent sto I'n" one specific e nment ,
oper at i nPerBy&tRM dpryatidas, 3oihey @ns itloenlilar ustngthetadrsted fdaterymiwts,dpe exeniprig

systens. Instructions for applications and/or progra may al so be | ocated
on per siSEHE Pa{GRHGAY es!orerﬂ@scsghlﬁé\ﬂ*%&?m%gﬁgrfévg%%gf %laéfdmw?%mﬁ@my 806
for execthreBYo BlPC&RRQ% ol Rifes 804. For exanpl e, the processes of the
di fferent enbodi nents described in this disclosure may be perforned by

processdPO@Tlt 80Atsimgl G hpalueter detpitenedl auyi mersrische dimee bativesn ey be
| oaded 10008 FRORISH Gl RS TEAP Ly 808 mENGaGer ARLAHCTIP ARy Uckrfleor f ed Lo
c%éfe, con‘p?er u % ode onp r aga

as pr ogrcalll?ﬁ u abl'e programc or c uter e program
code thayhdttey the tinpabktansh exgetgedry t@ fanodessopeating paoaessart regildr 804,

The program code in the diff nt epbodi nents be enbaqdied on. different
physi cal m@rvaESangarW@n@sn%ﬁee?flge%aaﬁg@r Aetasiar %(_E;Bc‘ﬁa%\ etﬁ%r‘?ﬁ\"b‘egﬁ’éf}"’beegr si st ent
st orage ROB.ANdhQctiOh BEEmBQUNRIL ErelcRALAB} Sx MM, avithiP1 sexaFBeviasodsrt of a
CD or TAM [000901 Instructions for applications and/or progranms may he

| ocat ed @ph atheonmputsep Héaddht Emeduiveeed Idustdintdogssnat @ppese torérien P§ttarmc| uded
in the a.pr Sj , l.e, r y he
| ocat ed T SRR B P PR N0 sl B PRe G A B ARSHIE AT T b
| oaded idntdaet0fnstts alp 7€0 tedptan tiaaitaatpphaoesshngursy sifehe 806 bEoveerxkisiets on by

processor unit 804. Program code 816, and uter readabl e nedja 818 may

f or m compBpd? t%&é‘@raar_?ﬁ“ﬁgbgl?etth% gsteq ‘?Ft%%ggpé‘i‘@’l %e,r‘er@%r%‘tﬂpépprr'@%aeé'ﬁvte medi a

818 may d[af%plmoﬁaﬁ@my%ﬁmwdaesmyavaﬁo hOevaX ABPI®, Blctevepl he@indateTagnet i ¢
disc that Is inserted or placed into a drive or other device, for transfer

onto a sharthgeatieviaeeouserciane anfheied wethimadweraforiexapaler AT palpaiesthant
st or age r%%)f be l;re%?rﬁﬁ%t/oﬁa 8&@&&3%? oﬁI ?i‘féc%?riné%%asgg"{ﬁé)aﬂﬁgo%f]ec{oq 780 qqa Bhen

conmuni cat1 oh™ W er conponents o a processing system 800, for
exanpl e, restiriato S Tiomwpeatahé neratidrafor each802rcer via the input/output unit

812. in another tangible form, conputer adabl e.nmedi a 818 may. be_ a
persi st eﬁpglsc]or agé“s%‘“c?n?%?s the duster drgaky .{95 R l’%‘?\ ORBADFY S FPé'%lm?Ssthgtonnect ed
to data REHERS tdGe TH IR BRPstarted at step 706. For example, the routine(s) starting at

step 722 may use similar clustering and detection steps. The routine(s) starting at step 722
may use different input data sets than the routine(s) that started at step 706, and therefore,
the event(s) generated (at step 736) may be different. At step 722, the cluster detector 700
may select and/or read a number of entries or rows from the tracked connections list 704.
For example, the cluster detector 700 may read all entries within a time period and may
group the entries by source/destination tuple (e.g., Src/Dst/DstPort tuple). This time period

used by the cluster detector 700 (at step 722) may span several entries or rows in the
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[ 00091] For the purposes of this disclosure a conputer usable or conputer
readabl e medi um can generally be any tangi bl e apparatus that can contain,
store, communi cate, propagate or transport the data (such as a software
program for use by or in connection with a system for exanple one that
executes instructions. The conputer usable or conputer readable nmedi um can
be for exanple without limtation an electronic magnetic opti cal

el ectromagnetic infrared or sem conductor systen1or a propagation nedi um

Non- | i m t ' ngt %%Q&o%? llgt 764, C?H‘B'ftn?e p&l%%%% %grtrﬁ fdgﬁe} H@&éﬂ&lﬁ@kg?@@ OgdUCt or

or SO|I nmemnory nagnet i tae e conputer di tte
random areesay Ihielﬂi@d’r)deﬁﬁ%i\@nd/c& u&ﬁa;ﬁlovadédg fcmaerxample( B&Mne pariod gordigweegioet i ¢ di sk

and an optical dISk caI ncl ude.co ad onIy
menory (%8 RAwor & 6t %ﬂ“sakc? }{fjéle Clﬁoﬁi"‘%‘g%%‘tj%%ﬁse FJ&‘I‘Sh gpe 3

conmput erpels@lag 1Y sikQaPHE BE trn?eagémdeasga%mxuﬁ@Bérwdncdmgﬁltaaéle d@aconput er
r eadabl e or usabl e program code such that when the conputer readable or

usabl e pl08ghawmvendempy bedidtmnedndar mdensnpentlerconfigurede AtistenA2offox pach
comput er rcf ad?lk])rcg/dgstmgt?oa}lb{? B pérgﬂfsffﬁls&’gg%gﬁ?ﬁZiﬁlsdlv{(grﬁn%sﬂ%p &lts E{Bn{??‘@‘?“t €

speci fi éd T6utines €ps an angi or m of
conput erset gagaiu2g vﬁeﬂﬂﬁt t@mmabs goured/d¢stiaatidnoaraanalgpqaut Btepy émrmbvm st or age

dia. [0009 | 814 d h t t
- user, e TSK e PReEuisdcRr, MOOST SISO (00 | VEB! G 200r Bt her
type of &b]ﬁg? @é’nerz[t&pg%?gplﬂl%a{yq%l@é& tHat 4 PArtibhit so8ed nddyl LRWBfeted withRdt and

output of data with other devices that nmay be connected to data_ processing
syst em 80@wagde. geﬁ%h@lwarwmm/w per indiviete Baothvapicha¥f gerver @oMyEgt i on for
user in t hr oy key r inting
devi cesRH?: Tt el e?cnf)“ /ou%ng){m%ai%mg St ggggl%@u%egéaﬁl'%oe)& M‘?felr

| nput / ouhﬂwhreqﬁugrﬁms)rm mﬂw@mmbgdmtmptebnmtsyﬂteeim detiber directly or

t hrough intervening 1/0 c lers. Diffe ation.adapters may
al so be ¥l ed t eg?fé‘@%‘f ?ﬂelft§ of Jaisrtion énﬁa&eﬁnswnléé%‘“% W&Sﬁ to
become cgugdeekelds &hg&hg datuR rIPrAER SHE M 1oWiRs 8ORribds fnﬁﬁmtb@nms Bt &eSoror
storage devices through intervening private or public networks.

Non- | i mrn@rngerrézoérrmné@0§ﬂ@mra@nhdmelnﬁlrandt ifetonbs Kndegsipndethst Hreedgserdieda f ew of
e b RBLY AR iR Bod R S NEnEATTHA LG AL LARBAARARLEL JomTLAGEAMEOTS 816

may be trans cessing syste rom conput er readable
rredl a 81c8tmekue@ugd’¢daaeﬁahmectl onto |nput/out put unit 812. The connecti on may

AT I MR AN S NG Sy e e S

l'inks oropaiab! \$sifin bNAPSHLES bOPRKER R MY sédifitPlo8™! ahe §RMens, methods,
routines and/or techniques described in the present disclosure may form one or more tools
within a network security package, for example, as one source for generating warning
events and the like. A network security package may also include one or more event
correlators or the like that may analyze warning events.
[00081] The systems, methods, routines and/or techniques described in the present
disclosure may allow for detection of malware without requiring signatures and/or
fingerprints for recognized threats or knowledge about notoriously malicious IP addresses.
Because the systems, methods, routines and/or techniques described may detect malware
without analyzing the code of the malware program, by analyzing packet behavior, it can
detect a broad range of malicious code, for example, new malware programs where

signature and/or fingerprint files are not yet known. Therefore, the systems, methods,
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[ 00094] The different conponents illustrated for data processing system 800

are not neant to provide architectural limtations to the manner in which
di fferent enbodi nents may be inplenented. The different illustrative

enbodi nents nmay be inplenented in a data processing systemincl uding
conponents in addition to or in place of those illustrated for data
processi ng system 800. O her conponents shown in FIG 8 can be varied from
the illustrative exanples shown. For exanple, a bus system may be used to

i npl ement co icatjons_f.abric n ; [ nor e
bubes < deHiBE TDLCRIANE, LaBibE: R ARt DS C AP RIB ARG 8T Faus 0T B
i mpl ementshdiqusd that r@YonSlbige alilk er tiypeurebasd chinpaddourapprohdies.pr ovi des for a

transfer of data hetween different conponents or device ttached to the
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adapter. Further "a nenory y be, for exanple, nmenory 806 and/or a cache
such as setioie pfademidnilnvern ablette ehalyee thpdntiverpoeket et and eecognids RAHSNSnay be

present .in C ni,cat | .c 802 iy i it 0 may

provi de i ?)l}e %gmerlllf?léﬁ'&a?l{c:oﬁllgt %H%;?g;f er %g%g%g]rl@esa h%ﬁéﬂ)slgt@ I(Sa(ri’r@ﬂlgrsoﬁévi ces.

I(n t)hese;amp&ninhﬂanemhmm)ni Tat ispiiang) méth@&ID romiped endomechvaqhesi desaifedce car d
NEC) , myuni catjons uynit 8W nay proyvjde co ni cations, through the use of

ei ther OFTHRIRY BHYZFCHILY R YO Foetia@é_LY@ R AR A

Communi GRtikRARe He! ABdiloRmY), BEdaOW [re¥iohdEbvIaRE Bbudateass (CONNBMILGBE,I ons

unit 810 may facilitate capture of data (e.g., packets, headers, etc.) or

t r ansf eretf isdeqtacqvitah arrsehéy rdelgpstanal PRO0DS|TPRe te ORHUE ether wa8abMEhnedi a

also may_ta he for on- ' [ h ' 1.0 links

or w relsgé%hgrt ﬁgn%fgksrl{ggﬁésdggbﬁ? gﬁ?%%én?h@g'}a%ﬁg% o e%ﬂwgﬁ%ﬁeﬁﬁ

descri ptAdditi@fally hecdity prifenionald vaythagezus dertaticasntiscthihsy beeivupmesent ed

for purpOSﬁS chf iIIustrat%on and the description and is not intended to be

exhaust i"PEn®e haf theitipe Pronfr@adsi8diclEnt s in the form di scl osed. Many

nodi fi cappeyas and Tharsh@th@ntetMbds! rdd@n@&PRASNbchinues asRribdd Br @k Padsyntski I i n
the art. Various enbodi nents may include:
disclosure may allow for significant cost savings, for example, because less manpower

may be required to detect threats. The systems, methods, routines and/or techniques
described in the present disclosure may help individuals and entities prevent the loss of
sensitive information, for example, intellectual property and confidential information.
Early detection of harmful malware may allow an individual or entity to take early
remediation steps, which may save millions of dollars, in the case of a large entity.

[00084] The systems, methods, routines and/or techniques described in the
present disclosure, including the example methods and routines illustrated in the
flowcharts and/or block diagrams of the different depicted embodiments may be
implemented as software executed by a data processing system that is programmed such
that the data processing system is adapted to perform and/or execute the methods, routines,
techniques and solutions described herein. Each block or symbol in a block diagram or
flowchart diagram referenced herein may represent a module, segment or portion of
computer usable or readable program code which comprises one or more executable
instructions for implementing, by one or more data processing systems, the specified
function or functions. In some alternative implementations of the present disclosure, the

function or functions illustrated in the blocks or symbols of a block diagram or flowchart
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[ 000981AI . A conputer inplenmented nethod for network and/ or device
security, conprising: executing, on one or nbre conputers, a routine that
receives as input a plurality of pieces of packet infbrmation from network
traffic; executing, on the one or nore conputers, a routine that analyzes
the pieces of packet information to identify outgoing network packets that
recei ve no response packet during a period of time; and executing; on the
one or nore conputers, a routine that causes storage and/or tracking, in

one or nore data.stares, of t~1nformati [ in

net wor k IB@'C?(‘:&"SO‘FF?;& ehoa{g/eer nroé%éﬁélgedﬁ%uggsf e@‘%égg‘gp lfizc Erse'ﬁg(:éfgﬁ%@gbllg\g%s%?heg
conput ersymbplsestiewh 6a soedekdsh aiay Ale. exeuted sutishratisitye porehirremtbl yziheghlodks pi eces
of packet infornatign to identiLy out goi ng net wor, k packeésiih%t receive no
¢ e pons AR ERBETERH PRGEESHET (1B oroVarHa OTHE| SR HH 2P) dbe HEsralids. of

packet iipfavamt TR difektlenthbddiment 321hY pRAENOIK I Baek ek tikeathe afofm Fad- SYN
packets. [000100] A3, The conputer inplénented nethod of Al, further

conpr i sicegputx eedststergd onpersisenbsierags andivrer eaHiRr eifable ar ¢t acadahle

anal yzes cket information, f o] f

ot er m R iSceat P AEh e QBmall g PlockitF pRARel hus PR APRATF QL Bt By 1 ng
one or MR cevrblic Walkadompuicher 8Bt dvitenatsywem ofat whenites insamotiasi @srtexi st i n
the network traffic, the one orecggre events indicati t hat .rral\igl\%re may

exi st i rPr@llRftthe FRMBierPds e, e l02dqdoiEpy BE MO 9L 2 HRIREFSS RS EfBnt ed

met hod qjef&@thevggg‘_rlﬁj,&sgigg?gge@rpe,@utgggh@lwaeni ng whether anonaelies exist in
the network traffic i ncludes detecting anomalies that are indicative of

Advanced0¢@85$i st ent Thnisgiew(tAPTG)8, a diagram of an example data processing system

800 is depicted that may execute, either partially or wholly, one or more of the methods,
routines and/or techniques of the present disclosure. In some embodiments of the present
disclosure, more than one data processing system, for example data processing systems
800, may be used to implement the methods, routines, techniques and solutions described
herein. In the example of FIG. 8, data processing system 800 may include a
communications fabric 802 which provides communications between components, for
example, a processor unit 804, a memory 806, a persistent storage 808, a communications
unit 810, an input/output (I/O) unit 812 and a display 814. In one specific embodiment, the
data processing system 800 may be a personal computer (PC) or other computer
architecture in connection with a monitor, keyboard, mouse and perhaps other peripheral
devices. In another specific embodiment, the data processing system may be a firewall
104, for example, as shown in FIG. 1.

[00086] Processor unit 804 may serve to execute instructions (for example, a
software program) that may be loaded into memory 806. Processor unit 804 may be a set
of one or more processors or may be a multiprocessor core depending on the particular
implementation. Further, processor unit 804 may be implemented using one or more
heterogeneous processor systems in which a main processor is present with secondary
processors on a single chip. As another illustrative example, processor unit 804 may be a
symmetric multi-processor system containing multiple processors of the same type.
[00087] Memory 806 in these examples may be, for example, a random access

memory or any other suitable volatile or nonvolatile storage device.
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10001021AS, The conputer inplenmented nmethod of A3, wherein the step of

anal yzi ng packet information front the one or nore data stores to determ ne
whet her anonalies exist in the network traffic includes anal yzi ng packet
information to determ ne whether a particular source device has generated
mul ti pl e outgoi ng network packets that received no response packet.
0001031A6, The conputer inplenented nmethod of A3, further conprising:
executing, on the one or nore conputers, a routine that receives as input,

from OngOB(SSS re dat ﬁerilét?ﬁtle?]l%o&a %g%(%l Qnagfi\}]ﬁgcga?fouis oﬂﬁ{et{eh%lﬁé]%h {h@CI udes

mul ti pl € pireces of pac 1 on, erelrn eac e preces of packet
i nf or matpagtivuias idpkaehatied Wot éxaaphepesiskenpatoiegt 8881thayohatdesneaorsoorece and a

destination of the associ_ated cket.and a ti i ndi cati ... and erein
the st efO8POaH4S 9rz?1‘°ﬁ’é°eﬁ'ak Rbfxaﬁ”ﬁﬁ%!pﬁ’iﬂsfeé‘ﬁ S@Faé&%ﬁé“aéfﬂ’é’ agf’ar%%e’o?aﬂgﬁst or es
to det erifgyWoetiahvlaRpiEd URR, £xdwittatl® nfaBfetRabyOsHKsotieadofibinatibs bBges:

anal yzi 2‘{% thé group of packet Information to determ ne a nunber of pieces

of packetbovaf Bharaeilionisenby hessigienigtorage $0& Heo maybe sone@bleardir §8&vpla4t i on;

and determpi.n . nber of pieces of packet information with the
sane sourfncglg{)%rll%ha egﬁlpﬁg‘ﬁgguegbeeds a threshold. [000104] Al. The conputer

[ rr][?l enen0eeBIpet hod ofswiidtionsvfer en nogeheingusybem aiaypbedesatal opapksstent
information ipncluded in the gro i s determned by conparing a. ti peri od
conf i gursél(frf"%fngI SoLiPkPé‘etSP g ﬁgé%g‘gF‘Hntth’%@E?g ﬁfséeé‘gm&?' SURET e‘iSWf‘é’Eﬁati on
such t hafuntheP B RESWR bpdth RinsPaGKAlctibRd R TBHIANCRS FdlRGRb r
determ néld g eri ové o? t?%?ys[ 080105 AI\S. Thgggorrpat er irrquli‘_e%gﬁtsg\é@rret hod

of A3, wiheerled hecatpéor persistsnt sipraey 80 g These kestruptidng it beoadaddiior Remeive or

o, S SRl o 15 ULRS VAPLDET sPOBRLESIBTLCAR P IRRIBRE

sour ce demiodaseradachiegnini thiselitcbdumi hiy bépersamed gl macessor unit 804 using
computer implemented instructions which may be loaded into a memory such as memory
806. These instructions are referred to as program code, computer usable program code or
computer readable program code that may be read and executed by a processor in
processor unit 804. The program code in the different embodiments may be embodied on
different physical or tangible computer readable media such as memory 806, persistent
storage 808 and/or other computer readable media, for example as part of a CD or DVD.
[00090] Instructions for applications and/or programs may be located on a
computer readable media 818 that is not permanently included in the data processing
system 800. For example, program code 816 may be located in a functional form on
computer readable media 818 and may be loaded into or transferred to data processing
system 800 for execution by processor unit 804. Program code 816 and computer readable
media 818 may form computer program product 820. In one example, computer readable
media 818 may be in a tangible form such as, for example, an optical or magnetic disc that
is inserted or placed into a drive or other device, for transfer onto a storage device such as
a hard drive that is part of persistent storage 808. The drive or other device may be
connected to and in communication with other components of the data processing system
800, for example, via the communications fabric 802 or via the input/output unit 812. In
another tangible form, computer readable media 818 may be a persistent storage such as a

hard drive or a flash memory that is connected to data processing system 800.
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10001061A9. The conputer inplenented nethod of A3, further conprising;
executing; on the one or nore conputers; a routine that receives as input,
fromone or nore data stores, a group of packet information that includes
nmul ti pl e pi eces of packet information, wherein each of the pieces of packet
information is associated wth a network packet and includes a source and a
destination of the associ ated packet and a tine indication, and wherein the
step of anal yzi ng packet information fromthe one or nore data stores to

det ermggomit her anlp(%r;a'!gigle g?@%%fitﬁst&?cl&tﬁ% ;th)e ‘lx?e@fdsﬁﬁlnbntﬁl ter

anal yzi group o ormati on m ne, for eac
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uni que source; and determnin et her
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step of analyzing packet information fromthe one or nore data stores to
det er ni nisablh et henpeporeaddbies mesivgt canrbet fae expsnp Mchpwtaimitation ) dlgsérenignal yzi ng

packet informati t rm.ne: h deyj i I t
e O gt s
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i nf or Mt Qhory WRAING), & BRAF BnI9fmdiGy RROADS angid)ﬁﬁag@étici ddlosimedn epticabdigissoci at ed
wth a netwofk packet and includes a source and a destination of the

associ at@pticpbdiRstmaninchide corapachdisk agadoly maaonhEreRPIMneospashdisk reedal yzi ng
packet inf.arpRtd fr h t i: et her
anonal | S EXBIR PHIYRYTaFRE, FLa LS, ARG aELTh AR ORI ALIE Al o
packet idhoimatdt@n atcongetee reidatde of osabkgebgrsouwode such thainiden thd conpees of
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uni que desdabRabi Afabld Pogarti DAL EcaGRUN BE, compuBRAS ekebintt aspbeified routines,
procedures, steps and the like. The tangible form of computer readable media is also
referred to as computer recordable storage media.
[00092] Display 814 may provide a mechanism to display information to a user,
for example via a CRT, LCD or LED monitor, LED lights, or other type of display.
[00093] Input/output (I/O) unit 812 allows for input and output of data with
other devices that may be connected to data processing system 800. For example,
input/output unit 812 may provide a connection for user input through a keyboard, touch
screen, mouse, and/or other pointing devices. Further, input/output unit 812 may send
output to a printer. Input/output devices can be coupled to the system either directly or
through intervening 1/0 controllers. Different communication adapters may also be
coupled to the system to enable the data processing system to become coupled to other data
processing systems or remote printers or storage devices through intervening private or
public networks. Non-limiting examples such as modems and network adapters are just a
few of the currently available types of communications adapters. Program code 816 may
be transferred to data processing system 800 from computer readable media 818 through a
connection to input/output unit 812. The connection may be physical or wireless in the

illustrative examples. The computer readable media also may take the form of non-
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[ 000109] Al 2. The conputer inplenented nethod of A3, wherein the step of
anal yzi ng packet information Fromthe one or nore data stores to determ ne
whet her anonalies exist in the network 'raffle, includes analyzing packet
information to determ ne whether a particular source device is attenpting
to comunicate with a particular destination on a reoccurring basis.

[ 000110] All The conputer inplenented nethod of A3, further conprising:
executing, on the one or nbote conputers, a routine that receives as input,

from On%a,g%nblg%eedug%& §95 FrunRa@lrRURS V%p@&éﬁegs i gﬁﬁgsgﬁﬁ](wnttaﬂﬁ{ jacl udes
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traffic dnvherdiersss mwvaby Anplmensdgr diip Gifeisalc RBBUHR0PRELIBANE oM8et%r ni ne,
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group; term ni n e nu I eces of packet information,
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i mpl erre wher ein al yzin acket i nf rmation
fr b t neeORECSORpe o esrabler oyl dP Pl ers B s beutelllr | o
the net gy l%nﬁernﬁ&fmxﬁum@ﬁldﬂﬁi@a%n@%@t ¥&d Mgy PackBpridedbobiEd: rﬁasreuaosaéenarm ne
whet her a partlcul ar source device is attenpting to comrunl cate with a

par ti cul@pysthas PHh AT iPBrinkuyoutpsr hge dhrther swemlwsbww eeiede!sPerayd t hat
I's aboutg tmfst - of dar@l%ﬁe géeg?zﬁ %vﬂ Vﬁ"fblo_léstr%]'?& Qprd'a@dﬁctweérp%fjférgﬁtAl S. The

conmput er’| npl e nmet hod ereint
components or devices attached to the bus system. Addltlonally a commumcatlons unit

may include one or more devices used to transmit and receive data such as a modem or a
network adapter. Further a memory may be, for example, memory 806 and/or a cache such
as those found in an interface and memory controller hub that may be present in
communications fabric 802.

[00095] Communications unit 810 may provide for communications with other
data processing systems or devices. In these examples, communications unit 810 may be a
network interface card (NIC). Communications unit 810 may provide communications
through the use of either or both physical and/or wireless communications links.
Communications unit 810 may allow for input and of data. Communications unit 810 may
facilitate capture of data (e.g., packets, headers, etc.) or transfer of data from another
device.

[00096] The computer readable media also may take the form of non-tangible
media such as communications links or wireless transmissions containing the program
code.

[00097] The description of the different advantageous embodiments has been
presented for purposes of illustration and the description and is not intended to be
exhaustive or limited to the embodiments in the form disclosed. Many modifications and
variations will be apparent to those of ordinary skill in the art. Various embodiments may

include:
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anal yzi ng packet information fromthe one or nore data stores to determ ne
whet her anonalies exist in the network traffic further includes:

determ ning, for the single destination, an average nunber of pieces of
packet information in the group with the single destination per source;
conparing the average nunber to a previous average nunber of a previous
group of packet information; and determ ni ng whether the average nunber and
the previous average nunber are about the same. [000113] A16. The conputer
i mpl ene thod o A3 wher ei.n f-pi
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a group hgye fraeiket ng Wﬁ?ﬁ“ﬁ%?*?"gﬁt that includes nmultiple pieces of packet
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with a network packet and includes a source and a destination of the
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step of anal yzing packet information fromthe one or nore data stores to
det er ni rike nhebhmpreadrinsioicsstoedeatasminenwhdierrapmelids axisfif the nehweidedliginal yzi ng
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attenpting o co nica estination In repeatl ng
cl ust er Sin the network traffic, the one or more events indicating that malware may exist in a

network or on a device.

[000101] A4. The computer implemented method of A3, wherein the step of
determining whether anomalies exist in the network traffic includes detecting anomalies
that are indicative of Advanced Persistent Threats (APTs).

[000102] A5. The computer implemented method of A3, wherein the step of
analyzing packet information from the one or more data stores to determine whether
anomalies exist in the network traffic includes analyzing packet information to determine
whether a particular source device has generated multiple outgoing network packets that
received no response packet.

[000103] A6. The computer implemented method of A3, further comprising:
executing, on the one or more computers, a routine that receives as input, from one or more
data stores, a group of packet information that includes multiple pieces of packet
information, wherein each of the pieces of packet information is associated with a network

packet and includes a source and a destination of the associated packet and a time
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[ 000117] A20. The conputer inplenented nethod of A3, further conprising;
executing, on the one or nore conputers, a routine that receives as input,
fromone or nore data stores, a group of packet information that includes
nmul ti pl e pi eces of packet information, wherein each of the pieces of packet
information is associated wth a network packet and includes a source and a
destination of the associ ated packet and a tine indication, wherein the
step of anal yzi ng packet information fromthe one or nore data stores to
det er mi ne ,.whet her, anomal.ies exist, i.n th s fic incl ;

anal yzi A§IEHE GG chslieé’tg%:aﬁélg%l%h%ﬁpgﬁo , aﬁ%‘% ﬁ@ééfﬁecgdgu%rqce gg%t? i nation
pai r, fokditg deackele whdalsd ansmbltys cpisetese obtwak keffic inélodevatiadyridgtheng ti me
indications that arc relatively close tg each other; and_.determ njng
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conput ery.b il RTBRLEHe T8O REtiMkebMOIY dRfReHh Rin ARk IRQRIMHeE ¥f pi6@RPT | Si Ng:
execut i ngg, on one or nore conputers, a routine that receives as input first
packet iafpeckebinfomatiex withthergmesaurchenddpstioptionskesedonihueskeld; a routine that
anal yze irst ket information t r A e .t . rgt packet
i nfor natslf)@)@%ﬁijent i’V?e Cane tﬁlteéollm tgljengeéltt%‘grr]%ﬁ%gc({?e%g’t ﬁ@?ﬁep‘s{“&@g’ﬁit"% W th

t he i ni tgiedkk @n paked infeinidiok iGelomadninCiat igotip BNdbteM@edt byngomeminghetiore or
nore conputers,_a routine that causes,_stor a%gp?nd/ or. }.r acki one or

ng, , i.n
more datPried sprfigurasion g, ghertipe indisatonapf §a5h o BRFketinfqrimgtian slich e Bk et

i nf or matj ool §6NLdel bESacRE iRHHERI kORI UEKoRRAKRIMWERE plifodastsiagd. at ed with
the initiration of a network comruni cation, and the first packet information

i s deter[Hdd] t o Be. allpocempitat implspntsd| msthogaekdt3, Vowen19pBster THe
conmput er_i npl enent ed_pet hod of Bl,. fur ri.si.ng: i n the
one or n%?@glggn‘f)aﬁ%egr'gﬁlgaﬁ%nu rionmeh{eh%'?e ?Q%&’lrig/ggg a%géegg%ta%%ég@gltﬁd&geé}é et

i nf or matdnemali@xedtin @, nedRork heafon g cludesmmiady zirgnuek erisformaticnutbi deeer nat

anal yzes the second packet . infornmation to determ ne et her the second
packet i‘Wrdhsratuligte peuss devices hays bert by qﬁ&%@l\%&ﬁﬂ%a@ ©that is in

responsgop@ioshe OWPOTRI DRIIRE KinlAsk&led anéhex aguiABNGhurtRer tb@pAaRg:0r nore
conputers, a routine that causes renoval and/or ends tracking, in the one

or nore @atwingt @r s onodr mpws chinpyterspackisine that tacpiaes asrinput; fremene eBA® packet

LR ST R AR EBAS! b e gegne o
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indication, and wherein the step of analyzing packet information from the one or more data
stores to determine whether anomalies exist in the network traffic includes: analyzing the
group of packet information to determine, for each destination, a number of pieces of
packet information in the group for each unique source; and determining whether the
number of pieces of packet information with each unique source, for a single destination,
exceeds a threshold.
[000107] A10. The computer implemented method of A3, wherein the step of
analyzing packet information from the one or more data stores to determine whether
anomalies exist in the network traffic includes analyzing packet information to determine
whether a source device is attempting to communicate with multiple destinations.
[000108] All. The computer implemented method of A3, further comprising:

executing, on the one or more computers, a routine that receives as input, from one or more

data stores, a group of packet information that includes multiple pieces of packet
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information and the second packet information are each packet header
information. [000121] 04. The conputer inplenented nmethod of 82, wherein the
first packet information and the second packet information are each
normal i zed packet header information that includes packet header

i nformati on common to one or nore packets over a period of tine.

[ 000122] 85. The conputer inplenented nethod of B2, wherein the step of

anal yzing the first packet information to determ ne whether the first

packel |iRhi SlleleHRRL bE B3 fXIeOUE ARLAG BENRN s RRELEE WARL defudiRSOc] at ed

with the initiation of a ne nication 1 ncludes analyzing the first
packet ipatiost mmtli moluties dedoercri avel whiestivetion heé the rassocpaak packienfind rmatimen

i dentifi.es an outgoi ng TCP network packet that |.s S acket. [,000123]
36 The GOABORCI STl P Sheehsan B ot npapelidh ReBls PR araroraeBut t ng,
on the offeOlo d¥RSLRIRONRILE EomaAidsQitist REtht Metwak ahifeaisclube: bidlglingdaeket
information by conparing it to filter configuration data to determ ne

whet her aroip ¢f pasketpatormetiompotetriming fayiroch aowses. i nundiceat sisees loveig4] 87.
The. compffihad dRh EHLET (FRbAOthifle &indidh! BRI dEOMRSWAheAKERMAAT. On

the one or nore conp a routine that analyzes t Irst packet

i nf or matdfeieceofdatlet iifoenattoe tWithreathenifiie ddstipaokefor b ninglermaticorexicesinti fi es a
net wor k pack that is a retransm ssion of a previous outgoi ng network
packet th5eUs stored and/or tracked in the one or nore data stores.

[ 000125][86p109he conput@k édmbRaerhsiemsmehatktndd 38, AT uvhbieih aRMEp dMg:
executing, on the one or nore conputers, a routine that anal yzes the second

packet ianplbrinatnaekettislaaedrniing iWieettepr fnse da@otierepae Ketermisrovhgberon
i dentif 'a%%mgli&eégwrilkﬂga}fémérk tltalﬁ?é incfid&s Bﬁ%ﬁ{g ﬁaﬂgét%‘itohﬂgcicﬁﬂoq{efe?ﬁline

whether a particular source device is attempting to communicate with a particular
destination on a reoccurring basis.

[000110] A13. The computer implemented method of A3, further comprising:
executing, on the one or more computers, a routine that receives as input, from one or more
data stores, a group of packet information that includes multiple pieces of packet
information, wherein each of the pieces of packet information is associated with a network
packet and includes a source and a destination of the associated packet and a time
indication, wherein each of the pieces of packet information in the group has the same
source and destination, and wherein the step of analyzing packet information from the one
or more data stores to determine whether anomalies exist in the network traffic includes:
analyzing the group of packet information to determine, for each destination, a number of
pieces of packet information in the group; and determining whether the number of pieces
of packet information, for a single destination, exceeds a threshold.

[000111] Al4. The computer implemented method of A3, wherein the step of
analyzing packet information from the one or more data stores to determine whether
anomalies exist in the network traffic includes analyzing packet information to determine
whether a particular source device is attempting to communicate with a particular
destination an average number of times over a time period that is about the same as

averages over previous time periods.
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[ 000126189. The conputer inplenmented nethod of 83, further conpri sing:
executing, on the one or nore conputers, a routine that causes renoval
and/or ends tracking, in the one or nore data stores, of packet infornmation
that has existed in the one or nore data stores for a specified period of
time. [000127]BID. The conputer inplenented nethod of 23, further

conpri sing: executing, on the one or nore conputers, a routine that
receives as input, fromthe one or nore data stores, packet information

rel at edv&b??“ B out 99[5” e&o‘@ﬂ:fulferp Ghert QPR of Qﬁgl Vel th2kief dreSponse

packet n a perlo of time executing, on the one or nore conputers,
a routi nmalybag mmhﬂymﬁxnmh@1m@0kdw mnformun¢GMMandegeﬂebamemedwbﬁUﬂ nor e

events that ndlcate tE | war ﬁXISt a qetmo%k n & devi ce.

[ 000128] 3G g?eﬁ§?f%ﬁ fwggvgﬁ?§3g§%§ ghﬂgﬂi 'nggeﬁ%QlﬁT & di'fferent
destination, an average number of pieces of packet information in the group w1th the single
destination per source; comparing the average number to a previous average number of a
previous group of packet information; and determining whether the average number and
the previous average number are about the same.
[000113] A16. The computer implemented method of A13, wherein the number of
pieces of packet information included in the group is determined by comparing a time
period configuration to the time indication of each piece of packet information such that a
number of pieces of packet information are received over determined a period of time.
[000114] Al7. The computer implemented method of A3, wherein the step of
analyzing packet information from the one or more data stores to determine whether
anomalies exist in the network traffic includes analyzing packet information to determine
whether a particular source device is generated repeating clusters of outgoing network
packets that received no response packet.
[000115] Al18. The computer implemented method of A3, further comprising:
executing, on the one or more computers, a routine that receives as input, from one or more
data stores, a group of packet information that includes multiple pieces of packet
information, wherein each of the pieces of packet information is associated with a network
packet and includes a source and a destination of the associated packet and a time
indication, wherein the step of analyzing packet information from the one or more data
stores to determine whether anomalies exist in the network traffic includes: analyzing the
group of packet information and, for each source, forming packet clusters for pieces of
packet information having time indications that are relatively close to each other; and
determining whether the time between the packet clusters is repeating.
[000116] A19. The computer implemented method of A3, wherein the step of
analyzing packet information from the one or more data stores to determine whether
anomalies exist in the network traffic includes analyzing packet information to determine
whether a particular source device is attempting to communicate with a particular

destination in repeating clusters.
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advant ages as conpared to ot her advantageous enbodi nents. The enbodi ment or
enbodi nents sel ected are chosen and described in order to best explain the
principles of the enbodi ments of the practical application and to enable
others of ordinary skill in the art to understand the disclosure for
various enbodi nents with various nodifications as are suited to the
particul ar use contenplated. C..1"k1M5 1. A conputer inplenented nethod
for network and/or device security, conprising: executing, on one or nore

comUt o iy U K08, LI phGRRHL hoRchRpeoP o 3Ll il BasgRsyR! packel

I
i nf or mat om executing, on
pgrer_t ]?reS(eCLﬁing,Qiiiﬁlaené MEo@mahpaﬁs, & hontipé epescabesmdket, frorh ongmtmar t o
i dentify outgoing network packets that receive no response packet during a
peri od ot siEss, gngroup of paskst yRicHyatWN thehdngidesomufipie PES diagkety

routine ik RahafAl Shsreft QLRYEHRMUALS off fREH iMBrmdtonqY 8ssBEial@MEthGAleBvskows,  of
packet information related to the outgoing network packets that have

r ecei vedanket randponidespaciostce an@l, a Testinptinp uifethe i aspicaaiesh packeranhadtioci ai m 1,
wherein .t he step,of.apal yzing the.pie . cker | r At | i,dentify
oytgoindnwg?ﬁﬂrﬁmgggng§%¥%%€m?g@gﬁﬂg%ﬁ%lgégﬁgﬁéhhﬁgc gpgggkﬁﬂgégm%eriod of
time i nchdiee® @namyzeshdthe apbeeks «ist patkelktvork offft inolndéso anadezitg fhe

out goi ng networ k packet st hat ?re ad- S packets".?. The conput er

i npl enerfredp Metaske BRrEMIGNHAN, for GReONrEEivagpm gair, forming packet Clusters

for pieces of packet information having time indications that are relatively close to each
other; and determining whether the time between the packet clusters is repeating.

[000118] B1. A computer implemented method for network and/or device security,
comprising: executing, on one or more computers, a routine that receives as input first
packet information; executing, on the one or more computers, a routine that analyzes the
first packet information to determine whether the first packet information identifies an
outgoing network packet that is associated with the initiation of a network communication;
and executing, on the one or more computers, a routine that causes storage and/or tracking,
in one or more data stores, of the first packet information if: the first packet information
identifies an outgoing network packet that is associated with the initiation of a network
communication, and the first packet information is determined to be a potential
responseless packet.

[000119] B2. The computer implemented method of B, further comprising:
executing, on the one or more computers, a routine that receives as input second packet
information; executing, on the one or more computers, a routine that analyzes the second
packet information to determine whether the second packet information identifies an
incoming network packet that is in response to the outgoing network packet; and
executing, on the one or more computers, a routine that causes removal and/or ends
tracking, in the one or more data stores, of the first packet information if: the second packet
information identifies an incoming network packet that is in response to the outgoing
network packet, and the first packet information is determined to not be a responseless

packet based on the second packet information.
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executing, on the one or nore conputers, a routine that anal yzes packet
information, fromthe one or nore data stores, to determ ne whet her
anonalies exist in the network traffic; and generating one or nore
events based on the determ nation of whether anonalies exist in the network
traffic, the one or nore events indicating that malware may exist in a
network or on a device. 1. The conputer inplenented nethod of claims3,
wherein the step of anal yzing packet information fromthe one or nore data

stores rm et her X] ne t r f ncl ude
anal yzi Agoﬁghﬁe %ﬁf ﬁﬁPWBHt%f (5rg§l§fn§mﬁ1 theth de?%e]??a‘%% |t§altfg§ I;saggeftlce Hee
devi ce haprganser-at ek Fubdd ket aUb@nitiog af‘@éa‘ﬁb)pit’ckpﬂ(dﬁéérﬁnﬂ‘ohﬁitldhecel ved no

response acket. 5. The conputer |nplene t ed further
conpri silAge121] Bdx dbgitcPRguteh impliaepid ’Fﬁ‘ %r%% g‘irE‘P ‘W%‘?fﬂ“ﬁe t hat

recei ves, fsmhdRubnd ftﬁé’r@e&ﬂﬁ Péck@prlﬁogﬁ‘&tﬁ)nsﬁt‘%r Exh Aord{alHRd Q)facl&@q{%@&er
i nformatl on that 1 ncludes nultiple pieces of packet informtion, wherein

each of infeengiecibst ioflugagieeket ihnddsr frdeinmtion somgwode anedr Moterpaskeie OVisT k
packet and |§ kﬁdes a source and a destination of the associated packet and
a tinme iTICALI RS and wherein the step of anal yzing packet

i nf or mat[pegY2R] om BIe THee compier émgRir@ngY omethot cofd@erwhaeinwihet stes @nomal i es
exist in the netwark traffic include
analyzing the first packet information to dsetermme whether the first packet information
identifies an outgoing network packet that is associated with the initiation of a network
communication includes analyzing the first packet information to determine whether the
first packet information identifies an outgoing TCP network packet that is a SYN packet.
[000123] B6. The computer implemented method of B3, further comprising:
executing, on the one or more computers, a routine that analyzes the first packet
information by comparing it to filter configuration data to determine whether the first
packet information should be filtered out.
[000124] B7. The computer implemented method of B3, further comprising:
executing, on the one or more computers, a routine that analyzes the first packet
information to determine whether the first packet information identifies a network packet
that is a retransmission of a previous outgoing network packet that was stored and/or
tracked in the one or more data stores.
[000125] B8. The computer implemented method of B3, further comprising:
executing, on the one or more computers, a routine that analyzes the second packet
information to determine whether the second packet information identifies a network
packet that is a packet indicating an error.
[000126] B9. The computer implemented method of B3, further comprising:
executing, on the one or more computers, a routine that causes removal and/or ends
tracking, in the one or more data stores, of packet information that has existed in the one or
more data stores for a specified period of time.
[000127] B10. The computer implemented method of B3, further comprising:
executing, on the one or more computers, a routine that receives as input, from the one or

more data stores, packet information related to an outgoing network packet that has
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anal yzing the group of packet information to determ ne a nunber of pieces
of packet information in the group with the sanme source and destination;
and determ ni ng whet her the nunber of pieces of packet information with the
sanme source and destination exceeds a threshold; 6. The conputer

i npl enented nethod of claimb5, wherein the nunber of pieces of packet
information included in the group is determ ned by conparing, a tinme period
configuration to the tine indication of each piece of packet information
such that a nunber. of pieces, of cket informati recej ver

det er mi A& e YAY rS?&Pf’en%%CketYWR@Hea %%lr?’guq[ et{r}r&i ﬁa[g){j]g?}éec%tuég’ (ﬁ{”etﬁ%goélgoo? claim
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data stores to deternm ne whether anomalies exist in the network traffic
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A d

i npl eme thod of claim3, further conprising: executing, on the
one or radvantageapast eosparad rioudihne adhattageeeeiondediasenisnplite, embedimsAt Gr nor e
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associ attgdetbddimants ef e plachieit kgilicarich andab eaette atheouf celirangskdll detitiartat i on of
t he associ ated packet, and a_tine indi caJ,i on, a.r}ld ) ) .

to understand the disclosure for various embodiments with various modifications as are

suited to the particular use contemplated.
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wherein the step of anal yzing packet information fromthe one or nore data
stores to determ ne whether anonmalies exist in the network traffic

i ncl udes: anal yzing the group of packet inthrmation to determ ne,
for each destination, a nunber of pieces of packet information in the group
for each uni que source; and determ ni ng whet her the nunber of pieces
of packet information with each unique source, for a single destination,
exceeds a threshold. 9. The conputer inplenented nmethod of claim 3,
wherein the step of anal yzing pack%iAhpkprnation fromthe one or nore data
stores to determ ne whether anomalies exist in the network traffic includes
anal yzi ng packet infeirmation to determ ne whether a source device is

attenpting to comuni cate W th Itiple destinations. 10. .The conputer

i mpl enenk OHﬁ’tuFFédfnglFmEFtﬁ?i meQOd%‘t‘l‘it‘g?r‘ﬁ@B%F flQiigFgecurity, COMPESIEt i ng, on t he
one or nore GRERMhE R ond of Rletd SfnJuRas, alrBGBIMBS réRivied Rlinputfa iRy fOr nore
data stores, a group of packet information that includes nultiple pieces of

packet ipdcos plRacke inftrestwinfrasaneiwerk waféicpi eces of packet information is
assoct at ed el [ n DAL EnAGHSL BREACA HARRe BaCRUEE AR ficBesdRst | nati on of

t he associ at ed pacKet and a tine indication, a
packet information to identify outgoing network packets that receive no response packet

during a period of time; and
executing, on the one or more computers, a routine that causes storage and/or
tracking, in one or more data stores, of packet information related to the outgoing network

packets that have received no response packet.

2. The computer implemented method of claim 1, wherein the step of analyzing the pieces
of packet information to identify outgoing network packets that receive no response packet
during a period of time includes analyzes the pieces of packet information to identify

outgoing network packets that are Dead-SYN packets.

3. The computer implemented method of claim 1, further comprising:

executing, on the one or more computers, a routine that analyzes packet
information, from the one or more data stores, to determine whether anomalies exist in the
network traffic; and

generating one or more events based on the determination of whether anomalies
exist in the network traffic, the one or more events indicating that malware may exist in a

network or on a device.

4, The computer implemented method of claim 3, wherein the step of analyzing packet
information from the one or more data stores to determine whether anomalies exist in the
network traffic includes analyzing packet information to determine whether a particular
source device has generated multiple outgoing network packets that received no response

packet.
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wherein the step ofanal yzing packet information fromthe one or nore data
stores to determ ne whet her anomalies exist in the network traffic

i ncl udes: anal yzing the group of packet information to determ ne,
for each source, a nunber of pieces of packet information in the aroup for
each uni que destination; and det erm ni ng whet her the nunber of

pi eces of packet information with each uni que destination, for a single
source, exceeds a threshold. 1 1. The conputer inplenented nmethod of claim

3, wher the st e ket fromthe one or nore
dat a st r f%n%? P‘r?JeHbe“vﬁ‘? gr’rrﬁll P eséhg§$§'§ﬂr%ﬂlg[ he network traffic

i ncl udez analeyadufiig,RaGKednd difr@d’rﬂabmptﬁeﬂ'sm Mtlﬁ’ﬂl’ﬂw’tecel\#mtahmpua fyvar driecul ar
source eV|ce|s attenpting to co ni cat e |cuIar det nati on on
a reocc U Mg dHaspees, a&r2“13 ?Héacli‘ﬁ fra ?t‘qnﬁi‘ﬂté'h‘i ‘?16‘8“61‘0 BfEe %n

further ;¢ Hp{iﬁo%l ng: executing, on the one or nore conputers, a

routine that recteives as input, fromone or nore damstores, a group of
packet i nformati owheteat each@fﬂ@@secmbﬁpapk@ ifpeaasion df aspeediied withBor mat i on,

network packet and includes a source and a destination of the associated
packet and a time indication, and
wherein the step of analyzing packet information from the one or more data stores
to determine whether anomalies exist in the network traffic includes:
analyzing the group of packet information to determine a number of pieces
of packet information in the group with the same source and destination; and
determining whether the number of pieces of packet information with the

same source and destination exceeds a threshold.

6. The computer implemented method of claim 5, wherein the number of pieces of packet
information included in the group is determined by comparing a time period configuration
to the time indication of each piece of packet information such that a number of pieces of

packet information are received over determined a period of time.

7. The computer implemented method of claim 3, wherein the step of analyzing packet
information from the one or more data stores to determine whether anomalies exist in the
network traffic includes analyzing packet information to determine whether multiple

source devices have been infected with the same malware.

8. The computer implemented method of claim 3, further comprising:
executing, on the one or more computers, a routine that receives as input, from one
or more data stores, a group of packet information that includes multiple pieces of packet
information,
wherein each of the pieces of packet information is associated with a
network packet and includes a source and a destination of the associated

packet and a time indication, and
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wherein each of the pieces of packet information is associated with a

net wor k packet and includes a source and a destination of the associated
packet and a time indication, wherein each of the pieces of packet
information in the group has the same source and destination, and

wherein the step of anal yzing packet information fromthe one or nore data
stores i o determ ne whether anonmalies exist in the network traffic

i ncl udes: anal yzing the group of packet information to determ ne, for each

destination, nunper  of .pi eces of , packet i nf i [ ; and
det er mi ni ng whetHe efﬁ@<ﬁ5wﬁg?n%£%%ﬁggggngyﬁgﬁc"ﬁ%(ﬁﬁ %?ﬁk??%%?g gr a
si ngl e degtieidiht QMethexmeadicsexidiethbabvork fafic Tidudesnput er i npl enent ed
met hod of claim 3, wherein the step of anaLyzineugacke¥ i nformation from

the one or nore dandyarpheLreuy epechinbymaHes RAEaldr E8Nexi st in the

networ k traf fjoGifaNGH UdRmbRNEH p&deD B PREKSA OHAMRINTRIHQRodPlof Bicrnmdye Whet her
a particular source ‘device is attenpting to communi cate with a particul ar

desti nati on anumw:emdge nunber of times over a tine period that is about the

same as averages Qver previ,ous tine [] 4 t LIl enent ed
met hod of claim 1%,8&%%}”&%}1% eékhs?tnélp Sl Of;‘%rj%g‘ief’/??%%kgﬂgﬁ)g@%%‘g@}r%@on from
the one or MmheudabiacstferLsindlodéetihaion aacvdieltheshadonal i es exi st in the

network traffic further includes:
9. The computer implemented method of claim 3, wherein the step of analyzing packet
information from the one or more data stores to determine whether anomalies exist in the
network traffic includes analyzing packet information to determine whether a source

device is attempting to communicate with multiple destinations.

10. The computer implemented method of claim 3, further comprising:
executing, on the one or more computers, a routine that receives as input, from one
or more data stores, a group of packet information that includes multiple pieces of packet
information,
wherein each of the pieces of packet information is associated with a
network packet and includes a source and a destination of the associated
packet and a time indication, and
wherein the step of analyzing packet information from the one or more data stores
to determine whether anomalies exist in the network traffic includes:
analyzing the group of packet information to determine, for each source, a
number of pieces of packet information in the group for each unique destination;
and
determining whether the number of pieces of packet information with each

unique destination, for a single source, exceeds a threshold.
11. The computer implemented method of claim 3, wherein the step of analyzing packet

information from the one or more data stores to determine whether anomalies exist in the

network traffic includes analyzing packet information to determine whether a particular

-48-



determning, for the single destination, an average nunber of pieces of
packet information in the group with the single destination per source;
conparing the average nunber to a previous average number of a previous
group of packet information; and determ ni ng whet her the average
nunber and the previous average nunber are about the sane, 15. The
conputer inplenented nethod of claim3, wherein the step of analyzing
packe} information fromthe one or nore data stores to determ ne whet her
anomal i es exi,st. i.n wor k trafflc |nc

i nf or matSPHRC foYicfelt éﬁt?ﬂ”ﬁt@% SPRBpNIgatS AV & rg?lﬁs O(%?%léiyl e@?%ge%?éﬁhn%er at ed
repeati ngsigl usters of out goi ng network packets that received no response
packet. 16. The conputer inplenented nmethod of claim3, further

conpri si ng: executing, on the one or nore conputers, a routine that

recei ves agyd iputer 1191& esﬂﬁd%etmrcﬁc%@ flrQeLSHmRistHgoup of packet

|nfornat|on t I nc mul tiple pieces of packet information, wherein
each of the pxenmsg,o;fn thacheedr more oomamtmna r@tla%%tﬂemlw agiinpt, sromeenior k

ga;: |krer;[a ?q?g?ok(gﬁ‘c:ltggt%%saa gsr%% F pacﬂgt 1r?forma ton't ug)crfu(P n%uht?plgﬁl%gé\s' oq‘ﬁag&ep acket and
information,
wherein each of the pieces of packet information is associated with a
network packet and includes a source and a destination of the associated
packet and a time indication,
wherein each of the pieces of packet information in the group has the same
source and destination, and
wherein the step of analyzing packet information from the one or more data stores
to determine whether anomalies exist in the network traffic includes:
analyzing the group of packet information to determine, for each
destination, a number of pieces of packet information in the group; and
determining whether the number of pieces of packet information, for a

single destination, exceeds a threshold.

13. The computer implemented method of claim 3, wherein the step of analyzing packet
information from the one or more data stores to determine whether anomalies exist in the
network traffic includes analyzing packet information to determine whether a particular
source device is attempting to communicate with a particular destination an average
number of times over a time period that is about the same as averages over previous time

periods.

14. The computer implemented method of claim 12, wherein the step of analyzing packet
information from the one or more data stores to determine whether anomalies exist in the
network traffic further includes:

determining, for the single destination, an average number of pieces of packet

information in the group with the single destination per source;
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wherein the step of anal yzing packet information fromthe one or nore data
stores to determ ne whether anomalies exist in the network traffic

i ncl udes: _ anal yzing the group of packet information and, for each
source, formng packet clusters for pieces of packet information having
time indications that are relatively dose to each other; and determ ning
whet her the tinme between the packet clusters is repeating. 17. The

corrEut er }rrpl enment e](cj met hod of claim 3, wherein the step of anal yzing
packet information omthe one or nore data stor t i whet her
anomal i es exicglfnp?rﬁqgtth%aY‘f’é?WW%te? QRRTRVIPRAVEFER “%‘ﬁg?ry"?f‘%gévg‘%‘?ﬁg‘ﬁ’ P

I nf or matdf@RcKePind@bnafion;Aed whet her a particular source device is attenpting
to comunicate with a particular destjnation in repeatin dllsusters. 18. The
conput er i npldetsEning whsiles theotveraga nwnber apd therse ViU AYFIa8F g@“ S

executi ng,.«Qfe (g One or nore conputers, a routine that receives as input,
fromone or nore data stores, a group of packet information that includes
mul ti pl e pi eces of packet information, wherein each of the pieces of packet

information, i s associafed wi.th a networ ket ' urce and a
dest i nat]isoﬂh‘b?oni’ MES ‘meﬁ'tegg‘eﬁ}é?éjkogtc aé'ﬂ? ’ g’ﬁ rle%rreth?%g[f Eéf;ﬂaﬁ’%ﬁ@ pAcRe?

information from the one or more data stores to determine whether anomalies exist in the

network traffic includes analyzing packet information to determine whether a particular

source device is generated repeating clusters of outgoing network packets that received no

response packet.

16. The computer implemented method of claim 3, further comprising:
executing, on the one or more computers, a routine that receives as input, from one
or more data stores, a group of packet information that includes multiple pieces of packet
information,
wherein each of the pieces of packet information is associated with a
network packet and includes a source and a destination of the associated
packet and a time indication,
wherein the step of analyzing packet information from the one or more data stores
to determine whether anomalies exist in the network traffic includes:
analyzing the group of packet information and, for each source, forming
packet clusters for pieces of packet information having time indications that are
relatively close to each other; and

determining whether the time between the packet clusters is repeating.

17. The computer implemented method of claim 3, wherein the step of analyzing packet
information from the one or more data stores to determine whether anomalies exist in the
network traffic includes analyzing packet information to determine whether a particular
source device is attempting to communicate with a particular destination in repeating

clusters.
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wherein the step of anal yzing packet information fromthe one or nore data
stores to determ ne whether anomalies exist in the network traffic

i ncl udes: anal yzing the group of packet information and, for each
source/ destination pair, formng packet clusters for pieces of packet
information having tinme indications that are relatively dose to each other;
and determ ning whether the tinme between the packet clusters is repeating.
19. A data processing systemfor network and/or device security,

conpri sing., one or nNbre co ni,cati.opns uynits that are in comunication with
one or r@%‘ié’t‘%‘rtqfé@pgﬂlgn@unmog Ort;ﬁp?ﬁ}]?’ t?ﬁtﬁ?rscopwgtsm tore conputer code;
and  ONRxQutiARIdR tAE HRAH$MWre UithbBers QLpLERE thex rebedveane inplt, fdieone

comuni cations units and the one or nore nenory units, wherein the one or
mor e pr ot Ewsatypores, exerpErackY infgrpaitoarthal srrdides BREPIS HesssOf BHEhr nore
menory %‘#&rﬁ +. adapt the data processing systemto performthe method of
any one o cl'aims Ito 18. 20. A conput er readabl e nmedi um conpri si ng

conput er readabl e whessir eech iobths pidchao! pablent indreaatioa ds 4pyoddaied with for e processor

e o 2 5oL, PLaSeRE A SRR R SRR R Bl o
packet and a time indication,
wherein the step of analyzing packet information from the one or more data stores
to determine whether anomalies exist in the network traffic includes:
analyzing the group of packet information and, for each source/destination
pair, forming packet clusters for pieces of packet information having time

indications that are relatively close to each other; and

determining whether the time between the packet clusters is repeating.

19. A data processing system for network and/or device security, comprising:

one or more communications units that are in communication with one or more
networks;

one or more memory units that store computer code; and

one or more processor units coupled to the one or more communications units and
the one or more memory units, wherein the one or more processor units execute the
computer code stored in the one or more memory units to adapt the data processing system

to perform the method of any one of claims 1 to 18.
20. A computer readable medium comprising computer readable instructions, that when

executed by one or more processor units of a data processing system, cause the data

processing system to perform the method of any one of claims 1 to 18.
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