WD 03/ 067801 PCT/ US03/ 00084 SYSTEM AND METHOD FOR PROVI DI NG KEY MANAGEMENT
PROTOCOL W TH CLI ENT VERI FI CATI ON OF AUTHORI ZATI ON 5 BACKGROUND 1. Field
of the | werBioersoThe present invention relates generally tPOTNSIHOIORS
security, and nore specifically to a nethod and system for providing
client privacy when requesting 10 content from an application server. 2.

Di scussion of the Related Art The Internet is an insecure network. Many of

t he protocols used on the I nternet do not provide any security. Data that

is transmtted over t FHﬁ] t|on or any ot her
type of security sche e 15 clear." Tools
are readily avail abl e {9:5% Fé such as
passwords, credit card nu PF@? nanes etc., that is

transmPtted over the Internet in the clear. Thus, appllcations t hat send
unencrypted data over the IntermeicRGRO®ND enely vul nerable. Kerberos is
an exanpl e of a known network authentication protocol that is 20 designed

to provide @ut hentij 6otk @vehi®in Cl i ent/server applications by using
secret-key cryptography. The Kerberos protocol, which is available from

the Massachuset he obaghidwhRonibia b LRI W nertSRSAIUPLAGERRNY. SO that a

client can purport y prove its ty to a server vice ver sa)

across an IBeScEf\tcc% 19 ﬁn\éﬁwg cféyat%ﬁltforﬁﬁ}owéifntr%ﬁ rﬁgn ryp %l‘i%'as? ver have used

Ker ber os t 6Pt ove t caf 636
10 content from an application server.
2. Discussion of the Related Art

The Internet is an insecure network. Many of the protocols used on the
Internet do not provide any security. Data that is transmitted over the Internet without
using encryption or any other type of security scheme is said to be transmitted “in the
15 clear.” Tools are readily available that allow hackers to “sniff” data, such as
passwords, credit card numbers, client identity and names, etc., that is transmitted
over the Internet in the clear. Thus, applications that send unencrypted data over the
Internet are extremely vulnerable.
Kerberos is an example of a known network authentication protocol that is
20 designed to provide authentication for client/server applications by using secret-key
cryptography. The Kerberos protocol, which is available from the Massachusetts
Institute of Technology, uses cryptography so that a client can purportedly prove its
identity to a server (and vice versa) across an insecure network connection. Aftera

client and server have used Kerberos to prove their identity, they can also encrypt all
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WO 03/ 067801 PCT/ US03/ 00084 of their communications to purportedly assure
privacy and data integrity as they conduct their business. It is with

respect twotoheemonnd ot her background information factorsPCcalEsoaoMst o the
field of netvvork security that the present invention has evolved. 5 SUMVARY

OF THE | NVE The L hocd f .providing a
client with?% thelr Comntu%wg? ?rped g L{?é Br\{‘%tagfg%cgcrlt emeatél e%sst 4 and utilized

by the client. p E&\? t hod |ncI udes the steps of. receiving an
aut hent i cat i*QAEEMGE PSS hest (AS REQ nessage 10 from a cI | ent; generating

an aut hentication server re ssa sendi AS REP to the
client; receivi n&‘éwtq‘&%ét“%té?f% aﬂﬁﬁg‘tf‘v&? r?‘@ad‘éfgfrm(“la qi@@"e eVidlage from
the client; geperating a ticket granting server reply (TGS_REP) nessage
havi ng two dlsoficdd olgretvierk sesmridhatdhs Rygsent m‘fmaors diVAlyed-he TGS REP with the
two copies of the authorization data to the client. 15 In another

enbodi nfent, the present invention provides a nmethod including the steps
of . generating a service ticket includin first copy of authorization
data; generating a ticket §UMMAR@’%THgﬂNV8NT90NnCI udi ng the service
ticket; and sending the ticket granting server reply and a second copy of
t he aut hori zat i ofihaiatsnt ioventich prmides 4 methothel motiduigmetitnt withee ®@pepf of sendi ng
t he second copy of the authorization data 20 including encrypting at | east
t he second e@pyrizafion duea thutdan be 2atssedamattifizedsyntie aliant.i Bt meth@ssi on key such
that the client is capable of decrypting and utilizing the second copy of
t he aut hori gRhideytheatpss ofemetivih@asigientdatige avateqigsti(A8_REQYmeRadel Cket

includes encrypting at least the first authori.zation data using a server
key. 210D263Fom a client; generating an authentication server reply (AS_REP) message; sending

the AS_REP to the client; receiving a ticket granting server request (TGS_REQ)

message from the client; generating a ticket granting server reply (TGS_REP)

‘message having two copies of authorization data; and sending the TGS_REP with the

two copies of the authorization data to the client.

15 In another embodiment, the present invention provides a method including the
steps of: generating a service ticket including a first copy of authorization data;
generating a ticket granting server reply including the service ticket; and sending the
ticket granting server reply and a second copy of the authorization data to a client. In
one embodiment, the step of sending the second copy of the authorization data

20 including encrypting at least the second copy of the authorization data using a client
session key such that the client is capable of decrypting and utilizing the second copy

of the authorization data, and the step of generating the service ticket includes

encrypting at least the first authorization data using a server key.
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WO 03/ 067801 PCT/ US03/ 00084 In another enbodi nent, the invention can be
characterized as a systemfor providing client privacy when requesting

cont ent fworesaersappl i cati on server. The systemincludes &Chasoslo®@ss i buti on
center being configured to generate a ticket granting server reply
including at |east t copi,es of, a | Zat where .t he key 5

di stribution cen ealnc’%ﬁgr eérbougosllnze&e\/t\?eﬁw%géﬂf ?%n%e%gzg%ﬁ%%fp é gtS%St?nég%ri ve the

e O b S S G b AR Ty T L2

application server configured to su . content to the cl.ient, wherein the
client bei ngystay prl es@é‘ﬁ?ﬂ@[ﬁ&’éﬁmi q)en%l:%'l?g,cagﬁgwg% 1o gegeralfsbliget t he content -
usi ng the one copy of the authorization data, 10 |1n another enbodi ment, the
i nventi on cSANHE serREeRly sl bRt A HWeFeRiBTRiRBIorZAtg) idanyhere diekent with
access to content and/or services. The systemincludes a neans for

gener abi ng distsibutidneentey is keuplgdrwithuaiclisgt eonfipwred togegsyvedhe Helehsentingt i on data; a
means for generating a ticket granting server reply including the service
ti cket and sreecphohndtowylizeont tapyaithyerihguzation ddatayeridnduthonmations f or
sending the ticket granting server 15 reply to a client. The neans for
gener at i ng dndevHerectketliegt imnbuphgl wieh areappliegbiby sarear comftdunetieto sappipans f or
encrypting at | east the second copy of the authorization data using a
client ses®hRnt tsehe cliamgwhdreinniesienf teingehichey parifiggredito bedfytauthbgzedecond

aut hori zation data can include a neans for encrypting at |east the second

copy of thesaufecsmat e thabae sopglof thichathotifeios Hatent i s capabl e of
decrypting and utilizing the second copy of the 20 authorization data. The

means 1§ or gener af hftghet BRAbSEMYALCRE ivekBin caR Be ¢HatcteiCedasBFREM 60T encrypting
at least the first copy of the authorization data using a server key. The

second copy,&fidih§ € ciidht Bh bRl toRoMEtAn@BFseBces. OMHeIsGHER thlRicah hiiwst he ¢l i ent
to verify a request for services froman application server. The second
copy of t h%xaééﬁggﬁﬁgz@stem& t?t:kggﬁc’i@ding a first copy of authorization data; a means for
generating a ticket granting server reply including the service tickét and a second
copy of the authorization data; and a means for sending the ticket granting server
15 reply to a client. The means for generating the ticket granting server reply can include
a means for encrypting at least the second copy of the authorization data using a client
session key, and the means for encrypting at least the second authorization data can
include a means for encrypting at least the second copy of the authorization data such
that the client is capable of decrypting and utilizing the second copy of the
20 authorization data. The means for generating the service ticket can include a means
for encrypting at least the first copy of the authorization data using a server key. The

second copy of the authorization data can be configured to allow the client to. verify a

request for services from an application server. The second copy of the authorization
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WO 03/ 067801 PCT/ US03/00084 data can also be configured to allow the
client to determ ne authorized use of received content. A better

under st armiong/0ef80t he feat ures and advant ages of the prese®CTiuso®moson Wl |
be obtained by reference to the follow ng detail ed description of the

invention 5 d i 1 b etShide Aty kY ddk! ative
enbodi nent i%pavﬁ%?gﬁbgggg&még%ggﬁg %Wé@g%?mtﬁhe ienvehtei o%l%g?gi l:ljs!teiorl?etzcég%d BRI EF
DESCRI PTI ON OF THE DRAW NGS The above and ot her aspects, features and

advant ages SP"He present 10 invention will be more apparent from the
following nore particul ar gae criptian thereof . presented in. conjunction
with the fol | ow bec&tF%lWadﬁEf "a}ﬁePg'i ﬁ.?eaﬁriia“i agvé‘BfaéFssOf:tH%Pfﬁ*bﬁ“F VOB ock
di agram of a system ge in accord e. wWith enbodi t. of the present
i nventi on; P?Ylkh%e Qb@@gg ¥ §ef%fe%‘ieﬁ‘bihie?‘ir’]é‘8’ "tﬁm@fi%le@.r(}asgrlamfb? tge WY accor di ng
to one 15 inplenentation of one enbaodi rrenﬁ of .the goresent, i nvention; FIG
3 depi cis aand awompayingirawings woichsd fdr 2t giiiely hembedment dg which fica second
copy of authorization data for use by the client; FIG 4 depicts a
sinplified frioviplgs effhamventiosee ytiligeenent ati on of a process, sinilar to the
process depicted in FIG 3; and 20 FIG 5 depicts a sinplified flow di agram
of one inplenentation of a process for a client requesting and receiving
content and/or services froman application server. Corresponding
ref erence characters i ndBREBFDESCRIESHON IFNHE DRPIMBNES  t hr oughout t he
several views of the draw ngs. 4 D2636
The above and other aspects, features and advantages of the present
10 invention will be more apparent from the following more particular description
thereof, presented in conjunction with the following drawings wherein:
FIG. 1 depicts a simplified block diagram of a system made in accordance
with an embodiment of the present invention;
FIG. 2 depicts a simplified block diagram of a system according to one
15 implementation of one embodiment of the present invention;
FIG. 3 depicts a flow diagram of a method for providing a client with a second
copy of authorization data for use by the client;
FIG. 4 depicts a simplified flow diagram of one implementation of a process,
similar to the process depicted in FIG. 3; and
20 FIG. 5 depicts a simplified flow diagram of one implementation of a process
for a client requesting and receiving content and/or services from an application
SEerver.

Corresponding reference characters indicate corresponding components

throughout the several views of the drawings.
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WO 03/ 067801 PCT/ US03/ 00084 DETAILED DESCRI PTI ON Ker beros suffers fromthe
di sadvantage that an entity of the network, such as a client or server,
cannot vewpDfog/o618e1 aut hori zation data that is submtted toPan/tspphiogati on
server to access services and/or content supplied by the application

server. In part, 5 authorization dghﬁ qﬁﬁgﬁﬁﬁ imts of the services and/or
content to be supplied to t he DEIH! D {¥%3ri zation data is often

specific to the application server 106 and the pog}gnt anqgor services
provi ded by the Kppeios atffesnire theatisadprgazplbys@titnal ©F PERPTS SUFHASE verify
the authorization, the client is unable to check requests for content to
ensur e t her eliat er seovenphimn gerife thegudarivgiion Hata that FeRbmified 6¢ pyapplication

Addi tional ly, because 10 the client cannot verify the authorization data,
the client ge@tits &seldeaividenmalorcomnutsipraied by thergpliqstion pRIVSToM BB, det er mi ne
if the client is authorized to copy content delivered to the client. This
results i N QEE@IStHoEdELE&TnBElmbY i the effites andidr contmetdedup@isdés thaet wor k
resources and processing. Still further, because the client is unable to
verify the gu,hoticzatiopPatdatdata i bRenchédiint toitle apphitdtientserveretOérand the i f t he
client is 15 authorized, for exanple, to play back the content nore than

once Wi t houg, 1 ecei VingriRdgididedsy teapplieaisaihen 1h dBécafwrtheadlicon. The
present invention provides a nethod and systemthat overcones these and

other di sadyanl Agen, Y ARbiNA6], B eRPinle ib DRecRutfiesis Eabhamtdat a to the
client that “the client can access and utilize to i nprove network

ef ficiency, xrsgrqsl{ﬁe e'gx%tn\é%éﬁoﬁsrs@lfe%tia&whgg aRNEt SltkRaed. RadiGenl§Becanel/ or
servi ce acc®88and- use. y supplying a client with a client copy of the

aut horji zatign data, the cli ' : Qhd/8lehf MadiRQuastisSndly avoiding the
i ncl usi®on ogmfﬁ?ﬁﬁ%Fmg$¥ﬁ%ﬁ%q%ﬁbﬁgﬁggg?g for content, and determine clients

Sg% gtr)rm! ﬁ:d5gq%§8§gca:[tigg agc? {nifalrrenléggn S UUER e BMY QlenS Y68 td Bfpyexanpl e

content delivered to the client. This results in errors, excess network traffic and
unneeded use of network resources and processing. Still further, because the client is
unable to verify the authorization data, the client is unable to determine if the client is

15 authorized, for example, to play back the content more than once without receiving
additional communication and information.

The present invention provides a method and system that overcomes these and
other disadvantages by delivering a copy of the authorization data to the client that the
client can access and utilize to improve network efficiency, reduce network traffic,

20 and streamline content and/or service access and use. By supplying a client with a
client copy of the authorization data, the client is able Fo verify requests by avoiding
the inclusi;m of illegal options in requests for content, and determine clients

authorized use of the delivered content and/or services, for example determine
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WO 03/ 067801 PCT/ US03/ 00084 whether a copy of delivered content can be
saved, and determne if content can be played back nore than once. The
present iwoeasmnlis well-suited to key managenent prot oc®C3/ushzooostili ze
t he concept of tickets, which are authentication tokens encrypted with a
symmetric 5 key that allow a client to auth%@t' cate t ecific server.

a s
I n accor danebethiriasopnof dehiserad FRARNT 631 ReFavsdr efWH\?éﬁ?%%??C%{l Yey
distribution center (KDC) includes two copies of authorization data within
a service tplekedtbaghmaretthan ®OE forwards the service ticket to a client, a
server or other entity of the network. One of the copies of the
aut hori zation, dllelpresent imepiion is sveloHitedfo keymenagsmeniarotopes dt WHEe (server or
other 10. entity) can access the authorization data for use by the client,
and one of ghbeomepiofsiciadts, whivh asrutteniicetivn toebemnarypted sdihveerymuegiyc i s
supplied to an application server with a content selection and/or a key
request froggytihe alibw @rtient Ihautipnesento a speafit seorer. byvaecardaess witheandi sadvant ages
of standard Kerberos and other previous protocols, by supplying a copy of

the aut hor i gmiddaRerdat @e phsah invaiionps koatsdadioarents@DOyindudsicent 15 or
server attenpting to obtain access to content and/or services provided by

an appl | Ca({)o:pf%g BBl zatidReda8f Wit a b&rvick Gekel whidwe DG forwhids tiieat ed a
sinplified ock diagram of a system 100 for providing secure

communi cat i s%ﬁvlce%?!& th B cBGE O JARES: MMhdr RniRP oEmb ASiWIBINt O of théepRis @5 ent

i nvention. e system 100, which conprises an exanple of one possible 20

|l errent at 0f, ol 41, RLESERL DGR LA suipas DGR ek Galhan koY

managenment ~ protoco es security and privacy on a network, such

as t hSQ IS T‘t quﬁ?ﬁgé I’%%n?ag:lcésis tt tera?lﬂl%Pi%agiron 9&%3&_&3@5)‘(@'& lélie&t,hil%ti oR&0f e %Ilﬁestd? mllions

of us e system i nvol ves at |l east one client 102

A N L I
content selection and/or a key request from the client. The present invention
overcomes the disadvantages of standard Kerberos and other previous protocols, by
supplying a copy of the authorization data which can be accessed and used by a client

15 or server attempting to obtain access to content and/or services provided by an
application server.
Referring to FIG. 1, there is illustrated a simplified block diagram of a system
100 for providing secure communication made in accordance with an embodiment of
the present invention. The system 100, which comprises an example of one possible
20 implementation of the present invention, uses an authentication key management
protocol that provides security and privacy on a network, such as the Internet, an
intranet or other network, that can scale to millions of users. In general, the system

100 involves at least one client 102 interacting with one or more centralized key

distribution centers (KDC) 104 using both public key and symmetric key algorithms,
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6 D2636 WO 03/ 067801 PCT/US03/ 00084 as well as with individual application
servers, such as the application server 106 (and third party server 140,
see FI G &p,030e6ishy symretric key al gorithns. The protocol PCI/USgRM®B4 ¢ and
can easily be adapted to different applications that require authentication
in a distributed environnment. Furthernore itt can 'bz?t‘ i nter%;ﬁfse(ﬂ]de th a
central |y aGweldas with indiéénal,applicaion SHYS SUFHE By FRONFAHE e conprise a
process, application or device that nakes use o{ % ne rk sﬁe[.vi ce on
behal f of eitdgerty sByem), f FéGtapisis SYRBCEISEN£88D %;fﬁ(e)g&o%lo ¥e any type
of conputer, or the client 102 may conprise a "thin client" such as a

W rel ess tgé@ﬁh@ﬁ@camgﬁ@rbe guleptsbioaliffererjiapplicaiansithat spauire BEATILCAe appl i ance
having a 10 | owend m croprocessor, or substantially any other device

havi ng | ow;pf dikirfutednviphazes Hurtherapaliichn be iaerfapgshwith #atelly sone cases a
server may itself be a client of sonme other server (e.g., a print server

may bes a cligilstbd &ef hdtgpaserver). The application server 106 provides a
resource to network clients. In the illustrated enbodi nent, the KDC 104

i ncludes a firsiystipge1d08nabepascageans, sphigaionbs davics thermakweuembodi nent ,
the first stage is an authentication server (AS server) 108 and the second

stage is a_,ti Giahbd Bha8RF Y 8der.(BSwagp of sxample] the clidiitd OABager ver 108
i ssues a tlailz1 @ﬁ%?an@?ng ticket (TGI ticket) to the client 102 after

verifying its .craggﬁbtei(ogkr&n%d{é}eoﬂgﬁlfeg{ Memay/kdniprisyh i diantdpyrhiagat i on
C

server ser V/"CRY icket) to the client 102. The ST ticket is an

end service Lickel, Lhal. the SLAGM 1302 12881 G0, S0k spflanaftabhgal | on
Cll

server 1062MAEFSE requests a service. The application server

106 provides various servic . i V2 haVWhe o beirkikddent 102
aut heM i cal®e ‘{?éqr?prﬁ%‘ﬁs%& Ot?sllé&%?&?ﬁca&g'tog@;drhe bgsi% rress:agle types used by

the syst emp}oggssﬂl%%agasbilgt%ls.l ﬁ‘(’)\@:that in some cases a server may itself be a client of

some other server (e.g., a print server may be a client of a file server).
The application server 106 provides a resource to network clients. Inthe
lustrated embodiment, the KDC 104 includes a first stage 108 and a second stage
15 110. In one embodiment, the first stage is an authentication server (AS server) 108
and the second stage is a ticket granting server (TGS server) 110. The AS server 108
issues a ticket granting ticket (TGT ticket) to the client 102 after verifying its
credentials. The TGS server 110 provides an application server service ticket (ST
ticket) to the client 102. The ST ticket is an end service ticket that the client 102
20 presents to the application server 106 when the client 102 requests a service: The
application server 106 provides various services to the client 102, when the client 102
authenticates itself using the ST tickets.

The basic message types used by the system 100 are as follows:

7 D2636



7 D2636 WO 03/067801 PCT/US03/00084 (A) Authentication Server Request
nmessage (AS REQ : Message fromthe client 102 to request TGT ticket from
the AS sewoap/0dB8t (B) Authentication Server Reply nmessag®@CrASOREB34 Reply
nmessage to the client 102 fromthe AS Server 108 with the TGT ticket; 5

i ck [ f h
C11 ent 102 gap;g.ﬂg;@%rem@af ?%rﬁéfi&”?%ﬁaﬁ?ﬁ%@% BEDaMesigsdem L1,

Granting Ser P nmessage from the TGS Server
110 to the ¢ le%t Be%b'%q%s ﬁ&?ﬁ@fcgﬁ—s{qﬁg é§ %)%P%ey Request nessage
(KEY_REQ : Messa t fromthe client 102 to t he application server
106 to request SZ}SLSF‘SV’ CR&3P é %mefsa %@MPSRGP@FWGKW RéfSl y nmessage
(KEY_REP) : FE{H ssa e fromth Fp ication server 106 to the client 102
with sub key! dogg'amt %lf*ﬁéﬁrvé’bé@l"f’”bthﬁgpgml‘% Request for Content and/or
Servi ces rressageé REQ : Message sent fromthe client 102 to the
appl i cation ser v&y) gt Heantisg Qeer Reguest wassagn (it REAY Message fsen tieces; and
(1) Content (CON REP): Message sent from the application server 106 to the
client 102 slgnpl93 iegequeet aged ticket fromthe TiGSsatient 10ser vi ces to the client. The
content is typically encrypted prior to being sent to the client. Each of
t he nmessages gen@bdlitket GrankingSersertReatyenesfagk (DBERIER): Rbely hasyscofrohhe 20
nessage, Wi th the header being conmon to the nessages. By way of exanpl e,
t he headerthed{GS $urvandé0 &o tive sléamg E02t wigtethe S€ltidketa pr ot ocol versi on nunber
field, and checksum The nessage type field indicates the nessage type,
such as AS_REQ (EAReRRRqueet esskg2l(KBW RBQ):Messmesageronedd lied: $04 4e body of
t he nessage having the

10. the application server 106 to request security (key manaoement) parameters;

(F) Key Reply message (KEY_REP): Reply message from the application
server 106 to the client 102 with sub key and application specific data;

(H) Request for Content and/or Services message (CON_REQ): Message sent
from the client 102 to the application server 106 to request desired content and/or

15 services; and-

(I) Content (CON_REP): Message sent from the application server 106 to the
client 102 supplying the desired content and/or services to the client. The content is
typically encrypted prior to being sent to the client.

Each of the messages generally include a header followed by the body of the

20 message, with the header being common to the messages. By way of example, the
header may include a message type field, a protocol version number field, and
checksum. The message type field indicates the message type, such as AS_REQ,
AS_REP, etc. Following the message header is the body of the message having the

list of attributes preferably in type-length-value (TLV) format.
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list of attributes preferably in type-length-value (TLV) format. 8 . D2636
WO 03/067801 PCT/ US03/00084 The client 102 generates an AS REQ nessage to
initiate wbhe3laetshenti cati on servi ce exchange-bet ween t he @Cirarsn3/a8+4 and t he
AS server 108 (part of the KDC 104) when the client wishes to obtain a TGT

ticket, which is i Téﬁﬁf 5 . al.so part of the KDC
104. In other m?ges%lfegdﬁgﬁzﬁfg&lgaégﬁle%sage llrng&é%ent'g)]i%{}at?ﬁ% B efl{méaﬁfm 102 to the

AS server 108 to il TGT L ' is u b e client to
Fequest ST T arep@RiR et HELi HFlgl A8 sbdol TR bl ek Y
application_server, 106. . B X le, the nessage may i ncl ude
the client’ Vgﬁ?ndtéﬁf ]iletr\gwtsg?sgrx ,O%ﬁ‘aﬁgf“?l%g ‘% 1§§rt€€qr$<§r%be {CGPgenei ty, and a
nonce to tig jt, to S se., |t y als include a list of symetric
encryption gllogﬁlﬁ‘? Paﬁg&fr tﬁ%gﬁ%afoé i%?fg%r“foé@’ 8&74 Mgsseseligsent bptho check
agai nst replays, this nmessage may also include a tinmestanp, as well as a
si gnatdre f‘é‘texhlé)gé%\a’@ ANieEGF 93 to 0Pk B GHAttiske whish Based lehediesitecksum or a
digital signature. The public key to verify a signature is preferably kept
in the usercgusblabhideets foy sypeifie application serderasueings the appbicatomasktvyr 106¢! uded i n
the AS_REQ nessage and may be 15 utilized instead of the stored public
keys to vem yaueligxemplesthgAst REQsnesspige mey inshide g gneidemtite (g symmet ri ¢ key
for verifying a keyed checksumis preferably kept in the sane user
dat abase. Thmeh&icRIES spees 4§Es ideytital and ainnodeud de tubbiraspley. itniagraat i on  t hat
is necessary for key agreenent (e.g., Elliptic Curve Dffie-Hellmn
par anet er s)ncludgy lisyf sgmmexargpreyptidd digpithms Garare suppyridEbyusedlidorozpubl i ¢ key
encryption because of 20 its processing speed. The use of Elliptic Curve is
typi cel |y Goehedk agwiostaepdeyssthisimessage miay ade ifcasle atiniddampOishedl] QRACT ypt i ons,
such as RSA. The Rijndael encryption standard nay be used with the 128-bit
key | engt hsignature for message integrity. The signature may be a keyed checksum or a digital
signature.
The public key to verify a signature is preferably kept in the user database.
Digital certificates can be optionally included in the AS_REQ message and may be
15 utilized instead of the stored public keys to verify digital signatures. The client 102’s
permanent symmetric key for verifying a keyed checksum is preferably kept in the
same user database. The AS_REQ message may also include public key information
that is necessary for key agreement (e.g., Elliptic Curve Diffie-Hellman parameters).
By way of example, Elliptic Curve may be used for public key encryption because of
20 its processing speed. The use of Elliptic Curve is typically one or two orders of
magnitude faster than other encryptions, such as RSA. The Rijndael encryption
standard may be used with the 128-bit key length.
The AS server 108 processes the AS_REQ message in order to verify it. If the

AS_REQ processing does not generate errors, the AS server 108 generates an
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The AS server 108 processes the AS REQ nessage in order to verify it. If
the AS REQ processing does not generate errors, the AS server 108

gener at eswan3@6BR636 WO 03/ 067801 PCT/ US03/ 00084 AS _REP meT4mg&00084
response to the AS REQ nessage. Typically, the AS server 108 | ooks up t he

TGS server Ly l&ﬁﬁ&s% n’tax[ysl?o]nggtost KRYSRpEH rﬁe@%ﬁgﬁ‘iﬁﬁ?@&Onn%#’%ﬁ?ﬁ

random cl i ent sessi on sequent au ZIS DC 104.

The AS SEry gks%g%jegﬂgesre% eslldaslcércl enfhﬁt’skely{]m tg%aétﬂﬁ(ééaextgdeé CU??JOYS

i ncl udes both I'Sar-and 5 an encr

identity and t icket.v er| I OV d.in the clear
inside the {f @r&{gfgbctl%esrglOB%QYqjoW%g GHET )?b&hﬁ%lcf)téf’flt”a& tﬂFﬁ@)@ il&%kethe &an i ncl ude
i nformation such as the client, 102 client session key and any

other data £&VHel Séﬁ%emﬁ?ﬁ ‘VBC(?E t‘Ckﬂ‘reT%@t}E tick tyPecatly dickulep boyhiagteapand; st of
encryptlon types and checksum types supported by the KDC 104. The
encryptied par engyptedparty Fhe TGSesrverhlp hidewiie ?Wﬁ@ﬂck@ﬂﬁgﬂwmnmmo4'

secret key. In one enbodi nent, the AS-REP nessage is signed by. the KDC 104
using an _ abgpiovidadinthereleardnsidecthe iseued TGT tidket. Jive coermptet part hithe kiikent 102 t o
generate a signature for the AS REQ message. This signature can be either
a digital stgnatludenprmationesyduas thhelisios U usimegclienesessioekdy ad2hg secret key.
The public key information is the KDC 15 104's public part -of the key

agr eement petheandatap e kepd pshasell Thd HAT tiake candsogaoedkelist odghi@gsat al gorit hm
as the one selected by the client 102. The AS-REP nessage also preferably
cont ai ns t hgpesamdehdckaim fypessuppqrieddly thdeDAA04 e TReARMARIbaBYfRe Cclient in
the AS REQ nessage, to prevent replays. In one enbodinent, the encrypted

part ab- t hetids: REPhaBRESRRE UPih HedEBCtIDE's s@Petkby.ent 102 with access to its
own aut horization data. Supplying the client with a client copy of the
aut hori zati on dahandémbbiddestah€ ABVREP aRefgd 8 sighed 1 the kD¢ anrusigen) because
algorithm that is identical to the one used by the client 102 to generate a signature for
the AS_REQ message. This signature can be either a digital signature or a keyed
checksum using the client 102°s secret key. The public key information is the KDC
15 104’s public part of the key agreement parameters and should indicate the same key
agreement algorithm as the one selected by the client 102. The AS_REP message
also preferably contains the nonce that is a copy of the nonce generated by the client
in the AS_REQ message, to prevent replays.
In one embodiment, the encrypted part of the AS_REP message provides the
20 client 102 with access to its own authorization data. Supplying the client with a client
copy of the authorization data provides a convenience to the client (and user) because
if the client 102 knows it own authorization data, it is not going to attempt actions that

are later going to simply be rejected by an application server, since an application

server trusts only the copy of the client information that is encrypted inside a ticket.
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if the client 102 knows it own authorization data, it is not going to
attenpt actions that are later going to sinply be rejected by an

appl i cat iwp 03@678er, since an application server trusts omCy/ush&owsepy of
the client information that is encrypted inside a ticket. 10 D2636 WD
03/067801 P - Gl it e security that
prevents a %éysl?eéﬁqgﬁgﬁ% Hr?%%gd%‘glrrledsf egtgzrhrglr[]}fé‘?%%lnt 53 J(%# é[ﬂ;ﬁ%%x?l?%%ﬁdi on data, this
feature can a_securi advant age because eadabl. ut hori zati on- dat a

m ant ol so ATEHaRS e PR R R RR G A Rt el B e 11 ght
to save and replay content ,(e.q. vies) on local disk. The client 5 copy
of the aut hé?aldf%@iawﬁo‘a@ﬁg “Pétﬁé‘ﬁ%}g& Sf’ﬁutg?f)éze,&%’-‘iﬁ?ﬁt ‘lﬁ\‘e%%“é‘“g@cil)?bti‘%‘é’l |y defines
general client authorizations and is no?ﬁspeci,f' c to servers. The use of
the client EOPYAS BT ghLE SRE A TFRIAY PRAERAER S T&Viup fegl dits cciskintbel ow. The
encrypted part of the AS_REP rress_a%e can also contain the client 102's

i dent ity t ocoRyf pffthe pkarizafinndafaggeajved\in e SYS_BER arassage dypicallydefnesby t he KDC
104 for this particular client 102. The data is 10 preferably encrypted
with a symmeereral clienf agbprizpsgnstang ig 1o epekidip tagpresssrefite wk gbthechent copphe cl i ent
102 processes the AS REP nessage to verify its authenticity and to decrypt
t he pri vat eof the pethogization-data isHferthas slessrjbed kelaoht Hierentiyete@ @artof thket . | f t he
authenticity of the AS-REP nessage cannot be verified, the client 102

pref er abl y d8eBERotesmganchnaasoeoniom thedzagd2bxiddntitototveeifyBatskis vy 108. 1 n
sone cases, the client 15 may retry with another AS REQ nessage. The
present i nveat originadiytcommatiey byatHediBC t brefop esspanmgcubd cérgilval Tieeadatdifi cates in
both the AS REQ and AS REP nessages, to allow the client 102 and the KDC
104 tqo autfrefetdbtypérery@edtivitt heinnwtlidkedi dghivel fraae teikkey ege@fient WighHar
certificates, it is expected that the client 102 is already provisioned
with the KDC pubtieclib@y02pebcésiaithé A8 KECmRQadOd valifyaadviiasid gl &l i ent
102's public key in its database. A digital signature on an'

decrypt the private ticket part in the message to obtain the TGT ticket. If the

authenticity of the AS_REP message cannot be verified, the client 102 preferably

does not send an error message back to the AS server 108. In some cases, the client
15 may retry with another AS_REQ message.

The present invention optionally allows the passing of digital certificates in
both the AS_REQ and AS_REP messages, to allow the client 102 and the KDC 104 to
authenticate each other with digital certificates. Without certificates, it is expected
that the client 102 is already provisioned with the KDC public key and that the KDC

20 104 already has the client 102’s public key in its database. A digital signature on an’
AS_REQ is verified by the KDC 104 with a client public key that it looks up in its

database. The client 102 verifies a digital signature on an AS_REP with a pre-

provisioned KDC public key.
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AS REQis verified by the KDC 104 with a client public key that it | ooks up
inits database. The client 102 verifies a digital signature on an AS REP
with a prwoopioasdsi oned KDC public key. 11 D2636 WO 03/ 06 P8FAIS03/00084

PCT/ US03/ 00084 After the client 102 has obtained a TGT ticket via the AS

server 108 exchangg, lihe LnitA-atL: ha T, - ssage exchange
bet ween the client i%gﬁ%@]éb‘fﬁ%#%éggrﬁﬁhﬁb$lg®et%%1%4 when t he
client 102 w Dt.aing ;. i i edenti al or gi.ven or
art i cui ar Spgrea k0D s N R ARl ahe ek Ghep Bsitflo. e
TGS _REQ nes e | erated a he,clj.en 102 to the TGS server
110 to obt aﬁﬁggﬂé %‘5 4°¢ W%ﬁ‘os‘)gﬂﬁfzfﬁéé%i“’i‘%“ EhF 8&%59%’1“%%'1?@&’53‘“ that is
used in a KEY RE%P{rEssaG%e.(ldfscri bed fur.tkller elow. The client 102
presents t h& HFEHEAULEFCBIAISIONR VPR BhRA i A aPREpIGR s sussasihe t of t he
TGS_REQ nessage. The TGS REQ nessage specifies the application server

106" s Pdent PRRHCAUOMGIVEREIG The T@ﬁeRé& Berpage apeesciatpd gnd ssat byttieshieits typical |y
inside the TGI ticket, and the client typically includes a nonce. In one
enbodi ment , 1@hie the TeRseryg2'18 tq eluzie pr grplisationrsetverseadeeniéakau(Sa ticket) s in t he
encrypted part of the TGT ticket and is not included in the clear part of
t he nmessagethatigesesd in@diEYs BEQ wesskgey(déscubad ftheheT &Flow).cRiet clivnyltde used for
the encryption and decryption in the TGS REQ exchange. Thus, a snooper is
15 unabl e tprestotsgbt T@Riticket obrined bemttheAS| Righmefsegeaps,past o gerGS_REQequest i ng.
The client 102 preferably saves the nonce value in order to later validate
the mat chi mgssTEes TREAG8e BEQyeestago spdchfees KidGpphehtion beevez|106WtdchBR 2pr ef er abl y
keeps the nonce value until a configurable tine out val ue expires. After
the tiore oukell ke clignenl2’s ii€lRity, vhiuh ik opipaily aside tHeOr BT A6QS Snd R

correspondi ng TGS _REP and has to'retry. 20 The TGS server 110 verifies the
TGS REQ nesgiegetypivsllyinceds 8 @6ndeh e difelembodiment, the client 102°s identity is
protected because it is in the encrypted part of the TGT ticket and is not included in
the clear part of the message. The client session key from the TGT ticket may be used
for the encryption and decryption in the TGS_REQ exchange. Thus, a snooper is
15 unable to detect which services the client (e.g., a user) is requesting.

The client 102 preferably saves the nonce value in order to later validate the
matching TGS_REP message from the KDC 104. The client 102 preferably keeps the
nonce value until a configurable time out value expires. After the time out, the client
102 is no longer able to process the corresponding TGS_REP and has to retry.

20 The TGS server 110 verifies thé TGS_REQ message and processes the TGT
ticket. The TGS server 110 then generates the TGS_REP message in response to the
TGS_REQ message. The TGS_REP message includes the ST ticket (which is the end

service ticket) issued by the KDC 104, which the client 102 presents to the application

server 106 when the client attempts to request content and/or services. The
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ticket. The TGS server 110 then generates the TGS _REP nessage in response
to the TGS _REQ nessage. The TGS _REP nessage includes the ST ticket (which
is the emnOo03m6Midre ticket) issued by the KDC 104, which wrhg/ushd/enss 102
presents to the application server 106 when the client attenpts to request

Pl | cat | OrRPUFYBR HE 106 dRR L DR L L e A ety AP By be

provided in the  clear inside the issued ST ti.ck .The encrypted part of
the ST ti ck‘é?afé’bﬁ*ﬁeéf‘%’ésuteﬁ§Té’lci‘eén§:hﬁ?f§ry§9€i‘?é’ﬁg ogﬁqc?e%r %‘%‘F@C@P&%égﬁ on key
encrypted with a server key shared by the adogl icati ogﬁservedlr . 106 and the
KDC 104. Thelieaht2atams ape peerysr Sesondsey pRoCyRizd Bl 386y 54 F1Yed i Udes a
first copy of authorization data (e.g.,a server copy) which in part

defi nes | i nappscation streerd@pand g 1O Theseewrted parhef tae SPIEkS to the client.
The authorization data is specific to the application server 106 and the
cont en andddditionslér milods agirsheopieef ayihorirrsion gpRi(@as p sHvaSPRBMWMGEN | n one
enbodi ment, the authorization data contains service and/or content specific
obj ect's, anghrtdefines lphitsoftitee sedvikes brode cobiFride e summiiedigdhe ¢lisntalThel i ent dat a
that needs to be private can also be included as part of the encrypted
part of thewGbrizhtiaelata it specifie tethb eglilivativn, setviee! 0GB RiER cagdi andmal | y i ncl udes
a second copy of the authorization data (e.g., a client copy) which is
encrypt ed UgiigsbhRfidel be e sppisatiansekey 104. rlamnt bebddshetti thket generated by
the AS server 108 in the AS REP nessage. As 15 descri bed above, the session

key is knowphVizithe diGERosemy edrvide dhddsrdodithe spddiftndbjed? and tBetigits® t he second
copy of the authorization data (the client copy) is encrypted using the

sessi qp key, the ATGTadifissllient dues tGhtinReds 13 02 phade ERGINBE idcnaied
aut ho??zatitgélsregglea angzutlill i zelthe aut hori zation data, such as for

verificatiqn purpRses.and ihd X §Q8€es, as described below in detail. The
second copy 8? t ﬁe au rﬁgr Izat1 on data
In one embodiment, the TGS_REP additionally includes a second copy of the
authorization data (e.g., a client copy) which is encrypted using the client session key
from the TGT ticket generated by the AS server 108 in the AS_REP message. As
15 described above, the session key is known by the TGS server 110 and the qlient 102.
Because the second copy c;f the authorization data (the client copy) is encrypted using
the session key from the TGT ticket, the client 102 can decrypt the authorization data
and utilize the authorization data, such as for verification purposes and other
purposes, as described below in detail. The second copy of the authorization data
20 received in the TGS_REP message can provide more specific authorization, including
more server specific authorization, than a second copy of the authorization data
received in the AS_REP message. Authorization data received in the AS_REP

message is more general and defines non-server specific client authorizations, for

example, whether the client is authorized to store content.
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20 received in the TGS REP nessage can provide nore specific authorization,
including nore server specific authorization, than a second copy of the
aut hori zawpDen/ogmbea received in the AS REP nessage. Aut hoPCTatShdmogat a
received in the AS REP nessage is' nore general and defines non-server

specific client t [ i > ] . [ i's

aut hori zed to stiﬁ%?§§ﬁ%§%ygg%§e%§%§%ﬁ6@£§gfégggg%aﬁéﬁ§%@6§%%§8%4 The
TGS_REP nessage i Lgned by the 4., W 5 2d _checksum usi ng the
TOT 4 cket . odt st GhgEediatiot &S etpe TusaRhn hibsiet FURGR)T SRR HE' [he

nonce that was copied fromthe nessage, to prevent replays. By way
of exanpl e, NPHE tmaéé?ﬂﬁf}rﬁﬁéh@%’?%?gettﬁ'emﬁyéggrﬁﬁ Y¥ressage 5 using
the follow ng procedure. First, the nonce fromthe GiggEghgess%ge is
included in the BryarePermgpdadi 1@ serer 0 nyy %%rafee‘ga _RREFRESS3BRe KDC 104
assigns the type of the random ST ticket session key. If nore than one
encrypti on asigpthetblinwingpaeeduraiist themangedom e TGS REQBEFagES ect s t he
strongest one. The KDC 104 then generates the ST ticket including the
first copy, ircheled artieTGE oREP messaghie tigikth HicirpaestoANexb thafaPg. 10T Bssigappl i cati on
server 106's secret key is used to encrypt the encrypted part of the ST

ti cket and #esgegdtierratdomaSk dyiet satiecksyuni vomthantmewholypti@nRligdrighet . The end
time of the ST ticket is preferably determ ned by the KDC 104. The client
102 may spRGivhiabi, SR®DEN04 prefetdbiyeselelts thetstrangdieme. The KICi4thed part of
the ST ticket contains the client 102's identity, the first copy of the

aut hori zat i péhefhddsahe SEGSicOMckagandiratchpy, tHeSeprt splyeoftat autharizatiohGS REP
nmessage further includes an encrypted data porti.on, where the TOT ticket

sessi ofy. keyqdts plitigg Revatiect Beret@Beisypddad eflatpt thoeddrgted phit@f encr ypt ed
data portion includes the second copy of the authorization data, and a

'kr% e g EPC hecls 4 9aNaE sk derésdtDkdybe cleclsuses st @8 wiolk STatkeberrdded over the
time of the ST ticket is preferably determined by the KDC 104. The client 102 may
specify a shorter lifetime, if it wishes. The encrypted part of the ST ticket contains
the client 102’s identity, the first copy of the authorization data, session key and other

15 private data. The TGS_REP message further includes an encrypted data portion,
where the TGT ticket session key is used to generate the encrypted data portion. The
encrypted data portion includes the second copy of the authorization data, and a keyed
checksum, generated using the TGT session key, can be added over the TGS_REP
message. Again, this is just one example of a procedure that the TGS server 110 may

20 use to generate the TGS_REP message which includes two copies of the authorization
data.

Because the TGS_REP message includes two copies of the authorization data,

one contained in the encrypted part of the ST ticket and one encrypted with the

session key from the TGT ticket, the application server 106 as well as the client 102
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nmessage. Again, this is just one exanple of a procedure that the TGS server
110 may 20 use to generate the TGS REP nessage which includes two copies of
t he aut howoDaaweémsm data. Because the TGS _REP nessage i ncl mdegisosanosopi es of
the authorization data, one contained in the encrypted part of the ST
ticket and one encrypted with the session 5'% froHHhe TOT tb'k)%?et, t he
appl i cat i onhavemagesss tpowd gan yis|the aghorigatiop datan { gy e BiRE8E P8P 067801

PCT/ US03/ 00084 have access to and can use the authorization data. This way
the client psfcapashecksfand paiicaiiensnytherdbkaced £ a¢8rionsl CRETBREYE hout t he
need for additional comunications and additional data. The present

i nventi on dafdfaddsiohalclaakdihberesmt invietioa differkbppdrsaeras, kbereriapleiberos a ti cket
request froma client for a particular application server only 5 includes
a singl e copypufreplyeo atitkordqpet from addieat fohd petti¢wargppcatioe swwitiohls to t he
application server upon decryption of the ST ticket. The client has no
access st 0 tjaglud@ut Jxeld @slyioPhediatharizaidn daamdichus dhly zecesdiee tathe.
Alternatively, the KDC in the present invention generates a reply to a

ticket requgsiicdiioRRe@eGlpos AbcrfRiondf BRISTI tkbtaThaplitdt Gad nodatcess & wer by
including two copies of the authorization data, one encrypted within the ST

10 ticket apghOngiENGYReHs hiNtetiiedae! iAARinaTiGly! the KEIC Babspregnkey
allowing the client 102 to decrypt the second copy of the authorization

data and UtLli g bhe AUNR6L A0 iR cadsRioh R BAbRRLITRRppldaRe! | ent 102
i ncl udes an aut hofization dul e 122. The authorization nodul e receives

the second copyyof,chAf AL RGNEA A ARNALAIAM SnclehcOBRbAMPE. 5P analyze

t he aut hori.sf ata erm ne what and how the“client is authorized

to utilize the cantent and/ ok ' tiovd: ded BYed NG vARPIE CREE ON server
106. the aLHCIJfStralnga?f‘f 8 q%‘fséng%gééﬁggﬁﬁ%g l|9l¥rrp?§m§,\)nt ee%l t hr o%gh ar dwar e,
software 102 to decrypt the second copy of'the authorization data and utilize the authorization

data.
In one embodiment, the client 102 includes an authorization module 122. The
authorizatibn module receives the second copy of the authorization data and is
15 configured to analyze the authorization data to determine what and how the client is -
authorized to utilize the content and/or services provided by the application server
106. The authorization module 122 can be implemented through hardware, software
or a combination of hardware and software. In one embodiment, the authorization
module 122 is a hardware module that decodes the authorization extracted from the
20 authorization data, verifies client 102 authorization for content and/or services and
proceeds to decrypt requested content and/or to provide services only if the client
does not exceed the authorization. In order to resist software hacking attacks outside
of the hardware module, the secret key used to verify a keyed checksum for the

authorization data is not exposed in the client outside of the hardware module. To
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or a conbi nation of hardware and software. In one enbodi nent, the

aut hori zation nodule 122 is a hardware nopdul e that decodes the

aut hor i zawpan/oemdr act ed fromthe 20 aut hori zati on data, vecTfuseyomws4 ent 102
aut hori zation for content and/or services and proceeds to decrypt

requested content and/ or to ,provide [VI.C i . Gl oes not
exceed the aHNEMLAR P?ﬁﬁmqoﬁg%‘?ngége Vtv%ﬁ? Eé i s%agg#’%/n\}\ggoéé géﬂ’fﬁgepﬁé?tf gcks
outside of the hardware nodul e Lhe ? cret key .used fo vertiéfal g keyed
checksum f oisidpée same AYAT3EMBH edat 376 H°J57e é’ﬁérd‘éed PR AHRETBRY out si de
of the hardware nodule. To 15 D2636 @O%ﬁ/pG?BOl PCT/ US03/ 00084 achi eve
that, in oni thetledivitn the ehrat grsire ok hENYGEHIHE: prot ocol is i npl ement ed

i nside the sanme hardware nodul e 122 and the secret or private keys are not
exposed in the dBeary of axhinplet the clignt 493 maissithfclodpWingProrsF RS B OFSYUl e. By
way of exanple, the client 102 may use the follow ng procedure to process
5 the FGS- REP TGSsRERenesdage.t Ini this example. clieng] refsp to ertbﬁfréﬁ%clteat H2tisef t he
client 102 itself or the authorization nodule 122(when it is present

i nsi de the &themithoriz@ie méduld B (wiren it da@reagrt insislgltlee ¢lisnogRing skitlermin a cl i ent
Wi th an authorization nodule 122 typically does not allow cryptographic
processi Ng e aA&UId redtighize thaod clidnewah b arhaaetiiommoedde 22 typEalhysdoes t he cl i ent
102 parses the TGS _REP nessage header. If the header parsing fails, 10 then
the client JQ1A¢ESpRErabhiciphReFES tRERuaSsilevikthe mebaizagon mdthde.cl i ent 102
preferably does not send an error nessage back to the TGS server 110. In

some cases, pird N Qleherth phes theMGSeRERinidssagndatienr IT(ES hRERY prsispféls, | f there
are outstandi ng TGS REQ nessages, the client 102 nay continue waiting for a

reply yntilya, ik 0Ben® 62 2 if e TGSEREY wablgedler rebéi®ed: | TiRMMiediQB2verifies the
protocol version nunber in the 15 header. If this protocol version is not

2UBPer €0 e B APl R e KB 58 amocpu oo
the client 102 retries with another TGS_REQ message. If there are outstanding
TGS_REQ messages, the client 102 may continue waiting for a reply until a time out
and then retry. Next, the client 102 verifies the protocol version number in the .

15 header. If this protocol version is not supported, the client 102 acts as if the
TGS_REP message was never received. Otherwise, the client 102 then parses the rest
of the message. If the message format is found to be illegal, the client 102 acts as if
the TGS_REP message was never received.

Next, the client 102 looks for an outstanding TGS_REQ message with the

20 same nonce. If there is no match, the client proceeds as if the message was never

received. If there is a match, then the client 102 verifies the checksum using the TGT

ticket session key. If the checksum does not verify, this message is dropped and the

client 102 proceeds as if the message was never received.
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of the message. If the nessage format is found to be illegal, the client
102 acts as if the TGS REP nessage was never received. Next, the client
102 | ookswbas/oersoput st andi ng TGS _REQ nessage with the 20psarusosionse. | f
there is no match, the client proceeds as if the nmessage was never

received. If t hff%gl}?ﬂ*%*e%tegﬂpfﬁtéﬁ&%}iv?gﬁﬁgt?%“ hO2eREPiIgSsdpe checksum

using the TGI Sessi 0 hecksum does not verify, this

nmessage i s droppe nd. the . clien 02. i sage was never
recei ved. 1‘651@‘3%g63/\ﬁ°’6‘?§/56%*?§55y'F’%‘f%ﬁ%ﬁ%%g&gg%ﬁg%émg?elt%ﬁt then decrypts
the private ticket part in the TGS REP nessa usi ng.t T i cket .
sessi on k'ey‘?eCP‘FSf?ttl??éIpCpTl:'i‘Q}‘&f?ﬁ‘?‘b@%‘a ﬂ?:eatﬁ%o(%t%eeen& rt%/ép: aéaagr rbogécause t he
TGT ticket session key type and the ty of .th crypted d do not
match, a famaicherfaigherios lsrréwaié‘?jthﬁ6‘5‘??‘?8‘?3’5@}‘“{528?8‘?165 ngheg'ﬁt ﬁiltgez does not
retry. If the 5 resulting clear text contains formatting errors, contains a
sessi 0f keyresiltitg ¢l¢re texygratainsfarmatdngBIors GUHHRT BISHOR K¢, ‘glﬁbth@mf 102, or
contains a client identity that does not  match the request, a fatal error
i s al so repthatiedottsappored by tuis cligat Y0Beorcrnaing a $ot sty ikat dogsaiofy . 1 f t he
session key type is supported and the client is capable of decrypting the
private ti chketh paréqued, 4 fael FIGS iRER repertsdde thetupe asd therpliertd0P 482910t he second
copy of the 10 authorization data, verifies it and retains it for later
use. The cliegft IftRctstmrkep rpeesspsortdienShetcliektes capplfle phéace/ptisg 88 error in
the ST ticket, it is reported to the user as a fatal error and the client

102 does nojriva@iticket\phit Bf thaMUIShREP TisSsdREGhadpstageracts thersecopd capysofite t he TGS
-REP nessage are detected, the <client 102 saves the full ST ticket and the

cl ear jhext piicehRnldhakrlifiealhnd icttdsudiontutdrhee. 15 second copy of the
authorization data, in a newentry in its ticket cache. In. an enbodi nent
where an aut hor igatjign 160 Meh Brot&sesi the ST €elent Ifitrsd iden ther iakliee8T 102, the
ticket, it is reported to the user as a fatal error and the client 102 does not retry with
another TGS_REQ message. If no errors in the TGS_REP message are detected, the
client 102 saves the full ST ticket and the clear text private ticket part, including the
15 second copy of the authorization data, in a new entry in its ticket cache. Inan
embodiment where an authorization module 122 is present inside the client 102, the
ST ticket can be stored‘outside of the authorization module 122 inside the client 102
because the client does not possess the server key to generate a checksum fora
modified version of the ticket. The authorization data can be stored inside the
20 authorization module 122 or authenticated with a keyed checksum or a digital
signature and then stored outside of the module inside the client 102. If the
authorization data is stored outside of the authorization module 122 (to minimize the

module’s storage requirements), attempts by a hacker to change the authorization data

will be detected by the authorization module 122. That is because the key used to
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ST ticket can be stored outside of the authorization nodule 122 inside the
client 102 because the client does not possess the server key to generate
a checksuwpfoaezo1 nodi fi ed version of the ticket. The aut reTiusas/Hws4 dat a

can be stored inside the 20 authorization nodule 122 or authenticated with

keyed check i gi.t al i : ide of th
modul o 1 no R REE et oS of Fl R Rl Ao AR e Bor ed outs

authori zation data 1s stored outside

of the authorjzatio ule 122 .(to mi.nisg ze the nodule's storage
requirenenﬂ§¥?é59P% g£859mgor Sﬁ%woggggﬁénge the authorization data will

be detected by the_ authorizat]j dule 122. That is because.the key used
Lo 17 D2636 Vb G55 BEYeBEUsBRNIbATa B REEER T b Ve BRI RE ksum o
digital signature for the authorizatiqgn data.is not ead si de of

t he authormgémmnﬁhwﬁ@%W%m1@?ﬂwmﬁ@2KEWgﬁéﬁﬁéﬁH“K§VfR 'nggggggéﬁgée used for

key managenent and authentication between the client 102 and, the

appl i cat | omessage Grsentd thetHien KR tREE 2pBliGRsHEET Q0 Beiderdy exadiskf | ent 102 to
the application server 106 in order to establish a new set of security

par anet er s neWhet dECuREQarmmssay eTlsdiE ¥ RER pussageernsotheaisedby @At 102 to
periodically establish new keys with the application server 106. The
client 102 cHémn3toquetioditdlly eatablighingwdEys Witk the apgliceljoroigstey 18bt Bithed in a
TGS _REP nessage. The application server 106 starts out with its service
key that i tli&anosertddut Mthdealiy T tioked, previoudhytobtaiiedkie s FGSTREPc] i ent
generates the KEY REQ nessage that includes the ST ticket and keyed
checksum nggdede t Pheashli@iibh 6at@ 10Betand bientithi92ervibhéey KMt REQsmbssage
preferably al sO contains a nonce to tie it to the response KEY REP nessage

and the cl idﬁ&gl%tah&maﬂdﬁﬁﬁick&s.pTlﬂaVcﬂ?i@ﬁt gerprhiaytha KIEAC REQ Mbangd thet cl i ent 102
generates the” KEY_REQ nessage, the first copy of the 15 authorization data
and, in one @NROGERBHckethhELScl BRickhRRn&dédieRbihtyicateahd HlichhE2. The
KEY REQ message preferably also contains a nonce to tie it to the response
KEY_ REP message and the client timestamp to prevent replay attacks.
When the client 102 generates the KEY_REQ message, the first copy of the
15 authorization data and, in one embodiment, the client 102’s identity are in the
encrypted part of the ST ticket. After the client 102 sends out the KEY REQ
message, it saves the client nonce value in order to later validate a matching
KEY_REP message from the application server 106. The client 102 keeps the client
nonce value until a configurable time out value expires. After the time out, the client
20 102 is no longer able to process the corresponding KEY_REP message. The client
102 may retry after this time out.
The KEY_ REP message is sent by the application server 106 in response to

the KEY_REQ message. By way of example, the KEY_REP message may include

one or more randomly generated subkeys, encrypted with the session key shared

18 D2636



encrypted part of the ST ticket. After the client 102 sends out the KEY REQ
nmessage, it saves the client nonce value in order to later validate a

mat chi ng wBY3R&EBonessage fromthe application server 106. PChaSos/om@st 102
keeps the client nonce value until a configurable tine out val ue expires.

After the tinme out, the client 20 102 is | .on [ ss the
correspondiMﬁWKENhFEPHHB¥§Q§gﬁ”?ﬁ@”EP?gﬂYﬂqﬁﬁz?wggéyggkgngg%iFgﬁ is tinme
out. The KEY REP nessage is_sent bg t he &@plic%ﬁign server %26 in response
to the KEalREQ:hisaisipnaliplomagiogmthal i © FHEP REVMED PREYRHEYE may i ncl ude
one or nore randomy generated subkeys, encrypted with the sslLon key
shared 18 D2636 TA®cigftd87 sogivrcy 3}2@86@&5%3é’ﬂ‘\‘?\}é@ﬁesﬁﬁép%@g’n&go2 and t he
application server 106. The KEY REP nessage nmay al so include additional

i nf or mat i onmedsade. iThe nbed earseschewmessbas hspdesSETifies e PEtQAPbYEFEN NYHETC| | ent 102
recei ves the KEY-REP nessage and processes the KEY REP nessage. The client
par sesst he pme&s dgacdreflie message,infdtaies thheopredt SedEX.&E with AupBEIE 5 parses
the rest of the message, matches the nonce in the KEY REP with an existing
client KEY_RER MPWCRE@M6hdcani ekfestivechetiowk ssing tei sagiateysbasd on key shared
bet ween the client 102 and application server 106. The client further

decrypts then,subkesieaf 100had KipticRid sesient)é he shiert édtizedsirgms key, verifies
that a selected ciphersuite I's acceptable, parses the EncryptedDd object

(aut hori Zat%ﬁ@y of Y6 YEE AL RSP A inc OB bIRNéd atiryizy) wrifienthapaitdiendi cat i on keys
fromthe subkey and savés themfor later wuse. In one enbodi nent, the

CON_REQ nescﬁg%fsuﬁé issdg%talg}/e, bd16esthd By plADOI@biebR authPiitation), pamrager ver 106

once the cli receives and verifies the KEY REP. In generating the CON

REQ mggS agecoglt'e%t c?elc{'y%%n Qfﬁca%ﬁi%ﬁéca'ﬁg@kgﬁ GHo¥Phe shibkes aittsa¢@ter for later
use.

In one embodiment, the CON_REQ message is sent by the client 102 to the
application server 106 once the client receives and verifies the KEY_REP. Iﬁ
generating the CON_REQ message the client accesses the decrypted second copy of

15 the authorization data, which the client received and decrypted from the AS_REP
message and/or the TGS_REP message with the ST ticket, and confirms the
authorization data to ensure that the CON_REQ message does no.t contain illegal or
unauthorized options. Therefore, the client’s user interface is improved and the user
can be prevented from selecting unauthorized options from the very beginning,

20 without having to submit a CON_REQ message to the server and wait for a response.
In one embodiment, if the client 102 somehow still generated an unauthorized
CON_REQ message, the authorization module 122 holds a symmetric key needed to
generate a keyed checksum for the CON_REQ message and refuses to generated this

keyed checksum for a CON_REQ message that violates or exceeds the client’s
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15 the authorization data, which the client received and decrypted fromthe
AS- REP nessage and/or the TGS REP nessage with the ST ticket, and confirns
t he aut hwoiozaeison data to ensure that the CON REQ nmessag@Cuamse3/omms4 cont ai n
illegal or unauthorized options. Therefore, the client's user interface is

i nproved and the user an, be prevented f.r.om sel.ecting unauthorized options
fromthe ver“?%@@“ﬁﬁ?%ﬁ m%bgwhg Rgqrd ﬁ%c’ﬁ&’et%a‘&% R dgtacg%erﬁgﬁ’ﬁﬂssage to
the server and wait for a re_sponqs?e. I n one enb%%&a(ﬁ if the client 102
somehow st i RPPYsHt wrer ! Unyrinaili 4065 NUSEE EERIPREES ;%%Q MeESEUthor i zat i on
nodul e 122 holds a symmetric key needed to generate a keyed checksum for

t he CON_REQtheyssangiscianan hefclign sidedouhwher #ich 47 praughoriged BessagretoRsum for a
CON_REQ nessage that violates or exceeds the client's 19 D2636 WO 03/067801
PCT/ US03/ 0008 thaonghothe ZON_BEQadoesiaptihgeaithpgorase keyed shrgkewmpgndis t he

aut hori zation data. Therefore, an application server 106 typically does
not see unawdjémed witdbuOEhiREQ reesagdé tachecheNenbpusharigpéot.ed on the client

si de, but when such an unaut horized nessage does cone through, the CON_REQ
does not have t h®hcanfiegdtiok ey td acthedxsiomdata durihsr offintiagselrt Qdtew Hyhout
requiring the server 106 to check client authorization. The confirmation of
t he aut hori gadiliag pehaéssing uf tifaehofpddi mészess sthie appltation byrveral6iadd ng pr ocessi ng
of unaut hori zed nessages at the application server 106 and inproves client

i nteract i onjphrbfestclignt wishstioaiGWhOgset, Ao wigtheti@ed t0 Gathlly e@akdiat e
aut hori zation without waiting for an application server 106 response. In

one 10 enboglifmhiiod WEnENaBELXFRR SAUREdSseBRET0MEBniS iTAGNE he session key
shared between the client 102 and application server 106. Upon receipt of

e - HETAAN, LPEAORELCRL Mg O uzcasatyy oo R0
y of the
between the client 102 and application server 106.

Upon receipt of the CON_REQ message the application server 106 processes
the CON_REQ message and validates the request with the first copy of the
authorization data received as part of the encrypted ST ticket. If there are no errors

15 and the request for content does not violate the authorization of the authorization data,
the application server 106 generates the CON_REP message and initiates the delivery
of the content and/or services requested by the client. Typically, the content delivered
is encrypted by the application server 106 using the session key shared between the
client 102 and the server 106.

20 The client 102 receives the content, decrypts the content and begins to process
and utilize the content. In one embodiment, because the client 102 has a copy of the
authorization data, the client can determine authorized use of received content and/or

services. For example, the client 102 can determine, by checking the authorization

data, whether or not the client is authorized to store or save a copy of the content. The
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aut hori zation data received as part of the encrypted ST ticket. If there
are no errors 15 and the request for content does not violate the

aut hor i zawpD®B/0e0t he aut hori zati on data, the applicati onPE&ruses/0@mes
generates the CON-REP nessage and initiates the delivery of the content
and/ or services.requested the client. .Typi delivered
is encrypte@“ﬁ?“@ﬂ QB%ﬁ?E%%#Sﬂmé %@ﬁ?ﬂ%ﬁé*ﬁ%ﬁ%éh¥ﬁ55§§g§@§%ﬁ g; shar ed
bet ween the client 1?§6an t he server 196.t 20_Thﬁlcli§n¥ 102 receives the
content, dedtiesization df heshetis WHPrEehITSIEY B HFYELE CORKE W Fi ze t he
content. In one enbodi ment, because the client 102 has copy of the

aut hor i zat i teacivied and deprapied.i éﬁ‘fm YQ@F@PHH‘?(EH%M%%‘? ?Oé’écf’a%ﬁ‘%ee of received
content and/or services. For exanple, the client 102 can, determ ne, by
checki ng t hautharizadoen dasg iheisliensdP%, in WheEAMAIBIN Hiseughibe JHURRUS aut hori zed
to store or save a copy of the content. The 20 D2636 WO 03/ 067801

PCT/ USG3/ 00f8dule 424, har fuztheri dsterming by ehecking direukiorizHionayhetiss pzaatitsn dat a and
determnes the client's authorization. If the client is authorized, the
client. can daviecdnipéaydari entusashd donfegt mersdhapede simg. dae pytperezgtionnddi ti onal |y,
because the client has a copy of the authorization data, the client 102,
in one enbogbamet 22 fypeuficohtaisatrdioonzat deorypBomicays bied £RBes walectiyphr t her
determ ne by checking the authorization whether or not the client can play
back or reusftdnh®itEaRbRPtr diHoeizitlvan Thaebiliiyme detdinenaht hibedtsat i on  nmodul e 122
typically contains stored content decryption keys and refuses to decrypt

content W t @it NS AchRNENBY hifldingORe seEbigd @ipl bof thy atithodeiien ditaenet he client's
aut hori zation 1s achieved by utilizing the second copy of the authorization

dat a gxh_e 10,1641 BftredkBRd HEGEITGRIRERD ricieiod G0 SRR R Svalufe AMHis Sthproest for | ocal
use. This inproves client opefation and limts comunication across the
network. I n,ane, epbodl Rithits dREnaNEHEMEAR tdaRevaR! require the TGS_REQ and
In one embodiment, the system 100 does not require the TGS_REQ and
TGS_REP exchange to occur in order for the client to obtain an ST ticket and a client -
copy of the authorization data. The client 102 submits an AS_REQ for a service
15 ticket to a specific server, for example application server 106. The KDC 104
processes the AS_REQ and returns an ST ticket for the first application server, which
includes the first copy of the authorization data. The KDC further sends the second
copy of the authorization data to the client formatted to be accessed and utilized by -
the client 102. Typically, the KDC 104 returns an AS_REP that includes the ST
20 ticket with the first copy of the authorization data, and the client copy of the
authorization data. Thus, the client still obtains the client copy of the authorization
data along with the ST ticket without submitting the TGS_REQ.

FIG. 2 depicts a simplified block diagram of a system 101 according to one

implementation of one embodiment of the present invention. In one embodiment, the
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TGS_REP exchange to occur in order for the client to obtain an ST ticket
and a client copy of the authorization data. The client 102 submts an AS
REQ for aweesMstsel 15 ticket to a specific server, for examprasappioscati on
server 106. The.KDC 104 processes the AS REQ and returns an ST.ticket for

the first application server, which _jncluyd the first aof the

aut hor i zat i SHEA0%EACCaReE 3ebEd PURSHEFET %@rfaéélffﬁge%féES%‘He“t&B%P e
authorization data to the client formatted to be accessed and utilized by
the client amsithermyospsses thgfeppﬂ%wr(wvaro‘z@ﬁﬁ%%fﬁfaﬁ‘g regivREI R CiedSPPHc| udes t he
ST 20 ticket with the first copy of the authorization data, and the client
copy of t heandaertshvfdes:alniselactingttke comprnand{op seryicese e clignt| 102 yhlizes i€ t he cl i ent
copy of the authorization data along with the ST ticket w thout submtting
t he TGS_REQlicht @py2f thepiithbszatios datpl Phgrdelsubnbivg @iselgetiomior coatesyst em 101
according to one inplenentation of one enbodi nent of the present

i nvent son. 4dni/@Rervesbodhaming partyherve? 14DEGEIHeBe@8NiD6T80 toRAaT AUE03/ 00084
client 102 accesses a third party server 140 to sel ect desired content

and/ or ser Vieg@sos dadiekdl dnheachesks @z clibe cappéf thatitionizsernvdata AGoilo act ual |y
receive the selected content and/or services. In selecting the content

and/ or ser vi,g8se a tdi&tish LRNdxcdR thetdlibhizemtHotieation) Tenitlicnopy?2 thén ends
aut hori zation data. Prior to submtting a selection for content 5 and/or

servi ces tqpt Bgntdibfdlomaridés Sscvieh toldOihitdparte bdredti 40leTies iird@srty he cont ent
and or services desired, and then checks the client copy of the

aut hori zat | Rk OvaNRi the cHBKitREd/Br £8)iQS6kEIORIch AR scd¥seeslsedthe client's
authorizatf%ﬁ@g$he J?Yent 185 then sends the content and/or services

sel eCtl;t_z‘O'n ta%d}obgff*rwa%sr sgheg i r¥ply le¥@lbe feAQe clfene1 d2théda Q@fnté'é(rmaﬁ&{ ¥efis 140 then

el i
verifies thé conten or servicés selection and sends a content 10

and/ or servic el ecti t i hneloudi ng-
infornatioﬁmf§§¥§$§m&ﬁ§ég“%§g{ﬁgﬂgggﬁgggfﬁ%ﬂnggéggﬁe%é%ggghgﬁﬁ grize t he

client and a%!:els(s)\{\cl) ’tthg1 gelecclteldecg;[lteﬁt%ng/%l" Lervices. Thus, the client 102 references the

authorization data and avoids requésting authorization for content and/or services
from the third party server 140 that will just be later rejected by the application server

15 106 when the application server attempts to determine the client’s authorization based
on the third party server information.

In one embodiment, the third party application server 140 additionally
includes an authentication of the third party information. This authentication is
additionally forwarded by the client 102 to the application server 106, typically in the

20 KEY REQ message. The application server 106 utilizes this authentication to
authenticate the third party server information supplied to the application server by
the client 102 to ensure that the information used to authorize the client was actually
supplied to the client from the third party server 140 and not some other network

entity, or not some counterfeit information generated by the client.
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access to the selected content and/or services. Thus, the client 102

references the authorization data and avoi ds requesting authorization for
content awad/osemservices fromthe third party server 140 t®hatuses/bdos4 ust be
later rejected by the application server 15 106 when the application server
attenpts to det erglispg,th ifd KEDt REQMHIHBE tZAL hMichAtadvePTod G &y d party

& ic
server information. In one enbodi nent, ?he third party app? I'cat1on server

140 addi ti ongpliy.), 43¢ egﬁ{fc?%égﬁll BHENG R, érf, ks t(H%: F{l{tﬁ?ﬂtfcm(gnglg garatsy

i nformation. This aut on iIs atgltlona orwar y the client
102 to the applicati,on,server 1 . icaldy in th nmessage. The
appl i cation Sglg?lil/egﬁo %6: hﬁ‘?i I\flﬁez"«%,\psD %? ﬁfotél%gljl‘jgrﬁleor?t |“I?:Caefsle%ﬁqe§%\}<mg‘%sia%eat egt he
third t i nf ti l.ied.to the. | i ion. by th
ol ent 102" (B TENGGHS RehPEbird e RPDPRET AN ot BT L6 ElarTRian el  nt v

actual | supplied to the client fromthe third party server 140 and not
sone other Akt Glispkauthgrizpyqp. Qaee ‘Bger’é‘S weuistiErd dhearplisaberasy & 0ener at ed
by the client. 22 D2636 WD 03/067801 PCT/ US03/ 00084 In submtting the
KEY_REQ nes$£ap@aienthe KE 2 RbiP; tsHlessibed abaygr 106, the client 102 includes the
third party server information, and the authentication if it was supplied
to the client. TRefemng to &8E % Meseis Yhstrateba B diagresof huetk V20 nessage,
authenticates the third party server information, and utilizes the

i nf or mat i onptayidieg & éYenbwithe sesonéenpyafiekibenizatien dna foDmeebyatht biént iwbet ed and
verified, the application server 106 generates the KEY REP, as descri bed
above. Ref erequegingendidig @ntenhandérisgvickd fnet patpmicatidnl sewvedi BgwayodHf a net hod
200 for providing a client with a second copy of authorization data for
use byllt he exdnei¢, thdvaethod 2ifuest benmpieninigd by thecsysterr10 andlthe apgepridtces from.
an application server. By way of 10 exanple, the nethod 200 nay be

i mpl ement ednieysagdgpeydeb@ived Bbvanth stépe2(@ppReqRst fai £TGT ticket is received

from a client, such as the client 102. In step 204 the TGT ticket is generated. Step
204 may be performed, for example, by the AS server 108. In step 206 the TGT
ticket is sent to the client. This step may also be performed by the AS server 108. In
15 one embodiment, the client extracts the client copy of the authorization data, if the
client copy of the authorization data is included within the AS_REP. In step 208a -
request for an ST ticket for a particular application server is received from the client.
The request for the ST ticket includes the TGT ticket and typically does not provide
the identity of the client in the clear. Instep 210 a TGS_REP message is generated
20 including the ST ticket with a first copy of the authorization data encrypted within the
ST ticket, and a second copy of the authorization data encrypted using the session key
from the TGT ticket. In one embodiment, the generation of the TGS_REP is
performed by the TGS server 110. In step 212 a TGS_REP message is sent to the

client with both copies of the authorization data, which may also be performed by the
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nmessage types described above. In step 202 a request for a TGT ticket is
received froma client, such as the client 102. In step 204 the TGT ticket
i s gener awed3/ostisep 204 may be performed, for exanple, byPChaISABI®Es ver
108. In step 206 the TGTI ticket is sent to the client. This step may al so

be perfor neddyserhe | AS astepan 4, kb8clichireddvadnie: BOH FHATERste t2h6 tat bieat
extracts the client copy of the authorization data, if t client copy of

the authori zatrh@atdatahé Secodd @by @Lthe WithBriZatibh@atARoRER: TER. R‘Eﬁpxr?s@e%
request for an ST ticket for a particular application server is received

fromthe clbeptipe clEH@oehagH-@%ﬁd sfeaas&hﬁysmélﬂsggeII&Md%%ekﬁ%lciﬁ ticket and

typi cal |y does not prOV| de the identity of theé client"in the clear. Instep

210 8 o RERiRRA SirldBs B8RRI BUBLbAR. JACHLAIAGRRD % §l AL HRL W L a First

copy of the authorization data e pte Int cke and a

second 007, AULPALLTALL O Sl BORLIPLSN URLg . seslon ey 1rom

the T one € genéra MREP i s

performed b r 110, IR ste 1 Pnes ge is sent to
the client g’\‘/\nr"\c t%e?ﬁ%}p/% g I;T thteﬁcﬁ téfﬁ(Ftﬁa gvzlécfé‘teaﬁ‘s‘?&l? COp’Wﬂ may al so be
per f or med b 3 D26 /067801 PCT/ US03/ 00084 T server 110. In
step 214, ?fﬁaé EES Blnggngﬁlée Calﬁf—_’ﬁser}'?f SSPEHeHa BEY, REF onssiage
extracts at Iea hhe second copy L\ ?Fﬁt horizatign data fromthe TGS _
REP. In st effd ss¢ th REYCRER iesyganiort ?%léené skepdS the ckeny VREEIPSHBg sage
i ncluding the ST tlcket whi ch further includes the first copy of the
aut hor i zat i BREYJRER mepsagg andynatoes itwigh KE¥oREQARSstAgeser ver recei ves and
processes the KEY RES The application server extracts the ST ticket,
decrypfs the ST klSek @pl@tﬁ@lsw ifigphfles diageant ofage irmplpyensatiantag 2 paagessor i zat i on
data. In step 224, the application server generates a KEY REP nessage and
sends the K&, REﬂamﬂmgeceSbZQOIﬂ@p@tedemflG PBn I step 242 thetchientskndsitiie veri fi es
the KEY REP nessage and matches it with a KEY_REQ nessage.

TGT ticket request. In step 244, the KDC 104 generates the TGT ticket. In step 446,

the KDC 104 sends the TGT ticket with a client copy of the client authorization data.
In step 248, the client receives the TGT ticket and extracts a general client copy of the

15 authorization data. In step 250, the client 102 sends the TGS_REQ requesting the ST
ticket. In step 252, the KDC returns the TGS_REP. In step 254, the client receives
the TGS_REP and extracts the ST ticket and the server specific second copy of the
authorization data. In step 256, the client determines content and/or services are
desired, then accesses the client copy of the authorization data and verifies the desired

20 content and/or services to avoid requesting content and/or services exceeding
authorization. In step 256, the client 102 submits a content and/or services selection
to the third party server 140. In step 260, the third party server sends the content
and/or services selection reply including the third party information used for

authorizing the client, and an authentication of this information (e.g., 2 keyed
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10 FIG 4 depicts a sinplified flow di agram of one inplenentation of a
process 240, simlar to the process 200 depicted in FIG 3. In step 242,
t he cliemwo8mndsot he TGT ticket request. In step 244, theCKDSoILQHs4
generates the TGI ticket. In step 446, the KDC 104 sends the TGT ticket

o CLt ot S0P, Otnehifs Gl S AMRA AR et 1ot L B8R G108, T

client recei extracts a era ent copy of the 15

aut hori zation .data. ]n.ste 0,.t cli .02 sends the, TGS REQ

equest | ng. oRESape sy hiaieT yheish Su il RRF IR Ol e e, 1
step 254, the client receives the TGS REP and extracts the ST ticket and
the server Sp&eFEd P%t@éﬁﬁfﬁd"a&%ﬁp% PP HOLY ASRRSHAE ‘f’it@l °§QREnh Yuih &t ep 256,
the client determ nes content and/or services are desired, tgen accesses
the client . Celpyeop aoditeatdhonlloythegniicttdp S2VaMHS R @84 PHer W8li red 20
content and/or services to avoid requesting . content and/or services
exceedifg aufotmationafhothird partsinEymese cap giso dnqldetrestigtions psspeiaedwitlont ent

and/ or services selection to the third party server 140. In step 260, the
third party tisemontent, sehds atisteof blaakaan region (. r bladkoyi iggionsledsedert on repl y
including the third party information used for authorizing the client, and
an aut hent i cadritces, sthted dri z$p ¢autks) mndivthersugleregtrictiensk dy stdp 262, BRaB6nt\W0EZ 03/ 067801
PCT/ US03/ 00084 checksum). The third party information includes information
that can besssied REY \RHQ fysshgeao thetdpplicarian sapver dD6 thabdass inetdxceddahe exanpl e:
the identification of the content selected by the client; various purchase

opti ons assaghaifdomiith ThHeKEVREQmessige mchdes the Hardgerty infarnetieni t card”,
"allow the client to save this content;" and other such 5 information. The

third partyajoRf oAk haRe R 280 tHersT tittket, Washficid: dnfudastotiatey ofi th  t he
content, such as a list of blackout regions (e.g., blackout regions based

on countrigg,auioRbAon Qhta? Idst Sthe applicafidheeret Cb A@shtitadsitens. I n step
262, the client 102 sends a KEY REQ nessage to the application server 106
that does n%or‘?ﬁ%?igl?,dzeﬁﬁ@s the client authorization for content and/or services using the third
party information and the first copy of the authorization data. In step 266, the
application server 106 sends the KEY_REP to the client 102.
15 FIG. 5 depicts a simplified flow diagram of one implementation of a process
310 for a client requesting and receiving content and/or services from an application
server. In one embodiment, the process 310 follows step 226 of the process 200, as
shown in FIG. 3, for supplying a client with a second copy of the authorization data.
In step 312 the client, such as client 102, determines what content and/or services are
20 desired. For example, the client receives a request for content from a user or other
network entity. In step 314, the client verifies the request for content and/or services
to ensure that the request ié authorized and does not exceed authorized use, by

checking and comparing the request for content with the second copy of the

authorization data previously obtained and stored. Once the client verifies the
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aut hori zation data. The KEY REQ nessage includes the third party
information 10 along with its authentication and the ST ticket, which
further iwoloadesot he first copy of the authorization dat CTIUsS0Z0®p4 264,
the application server 106 authenticates the information, verifies the

client aut haghiel kil AleRRMLARE CBRARED HRLEECESSS 1) tlifipdth{dhis, pAT Y

information a e fIrst copy of the authorization . I'n step 266, the

appl i cati on SRl 4SS IIBIFYdYR ol Be O U@ BeschO2ro b5 FI G S

depicts a sinp e ragram of one 1 nplenmentation a process 3 10
for a client r esting and recei vin n and/ or servijces. from an
application apgli%‘t}g? % B aseari?BgL |l?r%%tr‘?69t1§1§&%)|t'h&dgpsagy 310°% 61]% ‘o{ﬂsslgegt ep 226 of

t he process 0, as,. shown in, FI 3, r | yin lient with a second
Copy of _t he 2k e Arediafitoment e el YRR ndpin e N, o

102, determ nes what content and/or servi.ces are 20 desired. For exanple,
the cli®nt Ma¥diapdle %FYF%&}&?ébéiumf"éﬁ”ehﬁﬁg’@ﬁ{‘erftP&Hﬁhar’@é}ccﬁﬁ a%éjq@é?d Npet wor k
entity. In st;tgr 314, the client verifies the request for content and/or
services t éheclsigopy ohte aptherizabiefudast fopad withip dig Seticksh dnstre32adke exceed
authori zed use, by checking and conparing the request for content with the
second copy apiflicetien sezaer Brearypisand gendd dtedcpiceiod ennsdny ardieriervéas ibthd SEt or ed. Once
the client verifies the 25 D2636 WO 03/ 067801 PCT/ US03/ 00084 request, the
client genetigtatsnd imshd@ahiiRERares saidied. Inrpngempodmgnt, teapplidatiort seewecr ypt s,

aut henticates with a keyed checksum and sends the CON_REQ nessage to an
appl i cat i onsss terequestehcagenajmpl floality ofidisierenepack @6 sycbrthat tieredtiggar t y ser ver
140). In step 320, the application server decrypts the CON REQ nessage and
val i datoes t B&iteéqoreait isnddashdedin atsheldqayled batie sdsetaipacketsed stgs3he client's
aut hori zed access as defined in the first copy of the authorization data
found w t hi hetclientSdcelvies e trequediedsdof@nidAd prdchges thp Phth C B StepB3DEhY ElfenenCr ypt s

and sends the requested content and/or service if the ST
' accesses the second copy of the authorization data it has stored and-determines if the

client can store a copy of the content and/or services. In step 332, the client stores the
content and/or services if the client is authorized to do so. If not, the client is allowed

15 to access the contents when it is received the first time, and the process proceeds to
step 340 to look for additional content. Otherwise, step 334 is entered where the
client determines if it can play back the content more than once. If yes, step 336 is
entered where the client can access and play back the content one or more times. In
step 340, the process determines if there is additional content and/or services to be

20 received. If yes, the process 310 returns to step 324 to receive additional content
and/or services. Ifin step 336, it is determined there is no further data and/or content
the process 310 terminates.

The present invention provides a method, system, apparatus, program, and

computer program product allowing a client to store and access its own copy of the
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ticket and authorization data are verified. In one enbodi nent, the
application server sends the requested content in a plurality of different
packet s swol3wbmbl t he entire 10 desired content is not inecodsd3/nmsa singl e
packet but in several packets. In step 324, the client receives the
requested c r | ient accesses
the second 2@%@9%?ﬂﬂ%mga3?§§§?§§%?@H g?gdpﬂxﬁg§@§§§§gg£ &aeternlnes if
the «client .can sta Lor.service step 332,
the client StBFEEIE Cmn@%n ﬁﬁn%%g§ogﬂgé§@%%@@gf?vPﬁed@Fpéﬁ?"{ heT. aut hor i zed
to do so. If not .Client is | owed ess, the contepts when it

i s recei ved ARYII tb%fe“eflf frdceeshi ?%COBP'(% 55”&9 %@Béiaia&ﬁo‘gi Wge g% % 0 | ook
for additional content CIB%an step 334 i S, ent ed where the client
det er mi nes igaked e@gﬁmﬁt‘p SRS P“Hﬁ’t“@“to deiveged qoptepes, step 336
is entered where the client can access and play back the content one or
more tires. andfor sarepes3 &gl fyrkher, pfrré‘?%é%thaé@@%ﬁ%@@umfca@weéessmaa@| ti onal
content ‘and/or services to be 20 received. If yes, the process 310 returns
to step 324redycescwyeraligetintk trafsain engrembadimeah deqressativyastisnisi f in step 336,
it is determned there is no further data and/or content the process 310

t er mi nat es. infplempnted éran dleviremit sevnrifyrbogkied €S Brokes) prothcolsdes¢lepad tappar at us,
program and conputer program product allowing a client to store and
access its dMutorobpincohind ispaef BR BFRGgHAON @BEOEF8 G LstRCRIsLSORIDHED 84

aut hori zation data. This provides for inproved user interface, reduced
errors, | nModsemd, Bikfi ci ency and optim zation of content and/or service
delivery. Further, allowing the client to access its own copy of the

aut horjigzat i on dat\aulaltﬂeqmsentlbneh@ém dRtlofed hasrbded ddsdribedrbyaea3ng spp@dt - t he .
processing and utilization of the delivered content 5 and/or services.

Still furthghpodidestsSuCHPlitdHOnSREUOR nefFoRhedtitRdnHAEeASMMs aildd T’ educes -
overall network traffic. In one enbodi nent, the present invention is

be made thereto by those skilled in the art without departing from the scope of the

invention set forth in the claims.

15
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i npl enented in an electronic security broker (ESBroker) protocol devel oped
by Mdtorola, Inc., and as part of an IP rights managenent system al so
devel opedwbys/obmsoor ol a, I nc. 10 Wiile the invention herei eCditsos/o®ed has
been descri bed by neans of specific enbodinments and applications thereof,
nunmer ous nodi fications and vari ati ong £Aytd be made thereto by those
skilled in the art w thout departing ]i'romthe scope of the invention set
forth in the cl aiWrLB.. 15,27, D2636 WO 03/ 067801 PCT/ US03/ 00084 CLAI M5 What
is claimed is: 1VBALiSSEHBER Sf verifying client authorization when
requesting content and/or servigces froman.application server, conprising
the steps of 5 géner afimfghod yFUiYE8 ‘Frgl?g Oﬁlﬁggﬁﬁ'ﬁﬁr@reﬁu?ﬁ%{‘%forggﬁy of

aut hori zation data; and. sending a second co Y of the authorization data
to a client andipebesesedifiog anAPPEEFION 88V Q?E@f“’lf“g }ieﬁéepélof'ent. 2. The met hod as
clainmed in claim1l1, further conprising the step of: 10 generating an
AS_REP,5 i ncl udi ngereraing eserivise tigket ipeludmg @ firiisoeelsvihosigpongfeta; prd

aut hori zation data; and sending the AS REP to the client. 3. The nmethod as
claimed in cl ai mehdinfuasedvad comnfithesiutipriziiongipiage agfient; agl .generating a
ticket granting server reply (TGS _REP) including the service ticket; and
sendi ng the tickehdigpartsendcesizketeo theepént. to the client.

2. The method as claimed in claim 1, further comprising the step of:
10 generating an AS_REP, including the service ticket and the second copy of the

authorization data; and

sending the AS_REP to the client.

3. The method as claimed in claim 1, further comprising the steps of:
15 generating a ticket granting server reply (TGS_REP) including the service
ticket; and

sending the ticket granting server reply to the client.

4. The method as claimed in claim 3, further comprising the steps of:
20 receiving an authentication server request (AS_REQ) message from a client;

generating an authentication server reply (AS_REP) message;

sending the AS_REP to the client;

receiving a ticket granting server request (TGS_REQ) message from the

client; and
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4. The nmethod as clained in claim3, further conprising the steps of: 20
recei ving an aut hentication server request (AS REQ nessage froma client;
gener at i rgoan/oeasdohent i cati on server reply (AS-REP) messageCTdmsnsiooogs t he

AS-REP to the client; receiving a ticket granting server request (TGS_REQ

message fromthe th@lsfeg'BF wer@%quﬁe@%@3§Eyﬂcﬂﬂ'{r@’@6§9ﬁnﬁ)@{eww@084 the
step of generating th i ncl udi ng generating the TGSREP having two

or nore copi h f the
Ut hor  zat | oot /R A Gk R Pl e SR P
conpri sing th«% SLeps On &)at generating an authentication server repl y (AS
REP) rressage l}ﬁ iite %he second copy of the authorization data; and
sendi ng the AS-REP to the client including the step of sending the second
copy of the authorization data to the client. 10 6. The method as cl ai ned
inclaim3, further c risi the ste configuring the second copy
of the &uthorizatdon gr?é B%‘Sflﬁﬁ‘%e th a‘é’é%cfﬂr&her(%‘ﬁlgnﬁf’g éteamfﬁon zation
data is used by the client. 15 7. The matglc(%? %{5 kal med jn claim®6, further
conpri sing the sta&perfing a“earﬁlg}e?‘b‘taf‘?fbsef‘ﬁéreg dRES fresvst weludigg H5r i zat i on
data using a client session key. 8 The nethod as clainmed in claim?7,
further corrme@mdrfgpl’ﬁ%thgfl@boréﬂam@@“’eﬁ@ypt| ng the service ticket using the

server service key
sending the AS_REP to the client including the step of sending the second

copy of the authorization data to the client.

10
6. The method as claimed in claim 3, further comprising the steps of:
configuring the second copy of the authorization data such that the second

copy of the authorization data is used by the client.

15 : 7. The method as claimed in claim 6, further comprising the step of:
encrypting the second copy of the authorization data using a client session

key.

8. The method as claimed in claim 7, further comprising the step of:

20 encrypting the service ticket using the server service key.

9. The method as claimed in claim 7, wherein the step of encrypting
using the client session key including using the session key from a ticket granting

ticket in an AS_REP.
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9. The nmethod as clainmed in claim7, wherein the step of encrypting using
the client session key including using the session key froma ticket

granti ng woiosketsoi n an AS REP. 29 D2636 WD 03/ 067801 PCT/ B60A/090®44 10.
The method as claimed in claim6, further conprising the steps of: the

client determni desired, content . the.cli veri fyi ng t sired
content with theT@ecgﬁ}f’ ‘B%B?/ BH eed lkgﬁfrﬁg?ﬁg%ﬁC?%dpfcri%{na;ghﬁgeﬁﬁgﬁcl i ent
generating a request, fgr cont g:ats,:. ahe client sending the request for
content to a thi ﬂﬁcb%ﬂ‘ GeaUpB AeSIER YR third party server sending third
party information tQ the ¢client |later used b t he, application server in
det er mi ni ng cl i efke cligivpdiyingdhs Q?H‘rqdc?romie‘?fé“fhetéﬁé 8‘?:1“%5’&@?‘& 10 11. The

met hod as clainmed in claim6, further conprising the steps of. receiving a
key request aytk@zaf@gattr om the client; generating a key reply (KEY-REP);
forwarding the KEY REP to the client; the client generating a request for
contents; 15 the theickent gensrdting pmeyueshEor cefeidst for content with the second
copy of the authorization data; and the client sending the request for
content to an apthkichat sandingahomequestifon dpateat toaribird pasty erves anflere are no
errors in the request for content. 20 12. The nethod as clainmed in claim®,
further conpri sithg tiikeasy epseraéndingthicdpariyngloamategue gte dlient lgtortsehby sendi ng
at least a portion of the requested content to the client; and

the application server in determining client authorization for the requested content.

10 11.  The method as claimed in claim 6, further comprising the steps of:
receiving a key request (KEY_REQ) from the client,
generating a key reply (KEY_REP);
forwarding the KEY_REP to the client;

the client generating a request for content;

15 the client verifying the request for content with the second copy of the

authorization data; and

the client sending the request for content to an application server if the client

verifies there are no errors in the request for content.

20 . 12. The method as claimed in claim 6, further comprising the steps of:

receiving a request for content;
sending at least a portion of the requested content to the client; and
the step of configuring the second copy of the authorization data including

configuring the second copy of the authorization data such that the client is capable of
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the step of configuring the second copy of the authorization data including
configuring the second copy of the authorization data such that the client
i s capablwo®B/o6801 D2636 WO 03/ 067801 PCT/ US03/ 00084 usi ngCrhsoyemsnd copy
of the authorization to determne at |east an authorized use of the
requested content. 13. The . cl.ai g i
conpri si ng ties g’teesf)cs()%gfc ?Ip ySOﬁ%&g%é%&(l)o tggn |dh€?ﬂ%ﬁ%ﬁ§?&%ﬁ%ﬁ%§gy of the
aut hori zat i th dat atieiucktl hat the <client is capable of using the second
copy of the™JFHEFFZEMTGY to deternmine if the client is authorized to
store the requested content. 14. The nethod as clained in claim 13, further
conprising the steps of 10 the step of configuring the second copy of the
authori zation data such that the, %j ent i§héapabl e of. using the second
copy of the authb}i zathegnethes! ajeladpen &AM e plrthen comprising the fors Pl zed to pl ay
back the requested content. 15. A systemfor providing secure comunication
acr oss 5t he syst et step 5f eandigwing thgsecand«opy af i epiharizasian datasesh tatke) i r st
stage being configured to issue a ticket granting ticket (TGI) to a
client; andclienkBCagbbrnfdsiog dgecmidsopxdiihs Fihaatien tydaiermine ifdhe i cket
granting server reply including at |east two copies of authorization data
i N responsecltent @ aliBdrizedce stoeedhd regnested@onthid. cl i ent. 16. The system as
claimed in claim15, further conprising: the client being configured to
receive the ticket granting server reply and to wutilize one copy of the
aut horization data to verify authorization. 31 D2636

14.  The method as claimed in claim 13, further comprising the steps of?

10 the step of configuring the second copy of the authorization data such that the
client is capable of using the second copy of the authorization to determine if the

client is authorized to play back the requested content.

15. A system for providing secure communication across the system,
15 comprising:
a key distribution center (KDC) first stage being configured to issue a ticket
granting ticket (TGT) to a client; and
a KDC second stage being configured to generate a ticket granting server reply
including at least two copies of authorization data in response to a TGT received from

20 the client.

16. The system as claimed in claim 15, further comprising:
the client being configured to receive the ticket granting server reply and to

utilize one copy of the authorization data to verify authorization.
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WO 03/ 067801 PCT/US03/00084 17. The systemas clainmed in claim15, further
conprising: the client being coupled with an application server, wherein

t he appl iweatBoa7soser ver bei ng configured to supply cont entCrasosrenosd i ent ;
and the client being further configured to use the one copy of the

aut horization 5dat aTlTleOsyg Fni'Js361a§H$chi9rciaﬁ‘§@S,Lfﬁﬁhé?fcoﬁqpﬁsiﬁgm ent. 18. A system
for providing a client wth access to content and/or sefvices, conprising

Lhe steps of 2 ERANEbORISNRLALING, BoRSith Cavid Gkl ALl Tl 1!

copy of authorization or generating a granting
server reply ingcluding.the servic t] second copy of the
aut hori zat i ?P?f;te S ¢ ﬁ%guéedn[gélﬁ%pwgorntesnéﬁ)ﬁig%\c&%?ﬁgg?i cket granting server
reply to a client. 15 19. The system claimed in claim18, wherein the
nmeans for gener a%hleﬁé‘mt%’ﬁ@g}li‘rgi?%%/or@-)‘lg‘érﬁ??c’nﬁeg@roﬁgfol?ye?ﬁl@e F‘H%‘PQF&B%“ a neans for
encrypting at |east the second . copy of the authorization data using a
client XessiPdniKeyily swhonpsd uss/fitrqROBENL| ai ned in claim 19, wherein the
means for encrypting 20 at |east the second authorization data includes a
means for encrypting at |east the second copy of the authorization data
such that the client is capable of decrypting and wutilizing the second
copy of the authbki zak bystenifor arovBiingBpaRet With ©3¢5 67 sUterPemy/vSesiGe084  21.
The systemas clainmed in claim20, wherein the neans for generating the
servi ce ti cketprisinglthedeepsafnmeans for encrypting at |least the first copy of
the authorization data using a server key.

a means for generating a service ticket including a first copy of authorization

10 data;
a means for generating a ticket granting server reply including the service
ticket and a second copy of the authorization data; and

a means for sending the ticket granting server reply to a client.

15 19. The system as claimed in claim 18, wherein the means for generating
the ticket granting server reply includes a means for encrypting at least the second

copy of the authorization data using a client session key.

20.  The system as claimed in claim 19, wherein the means for encrypting
- 20 at least the second authorization data includes a means for encrypting at least the
second copy of the authorization data such that the client is capable of decrypting and

utilizing the second copy of the authorization data.
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5 22. The systemas clainmed in claim18, wherein the second copy of the

aut hori zation data being configured to allow the client to verify a request
for serviwels/nérsom an application server. 23. The system &€TAlSas/omm®e4 i n
claim 18, wherein the second copy of the 10 authorization data being

configured to allgw ! Hfe ?}llsiﬁ)er%gz%/s.clcli:ﬁmg@ﬁ%a@n'i@, PRI A MTE: BherfiBCel Ved

content. 24. A system i ding secure comuni catl on actoss the system
conprising: 15 a key distribution ecenter i S t age.bei ng confi gured
to issue a ttﬁ%f(eé‘fme %‘ikﬁhflflﬁgestai%ia@f f CTERP téﬁ%?‘&:ﬂ{eea%f&é’p 19: f@ﬁt copy of
authorization data to a clien wherein the client copy of the

t
aut hor i zat | GHIgEEaoN 2B NNE GGFEE X¥ich that the client is capable of

determ ning client authorization; and a KDC second stage being configured
to generate a ticket granting server reply. 33 D2636

5 22. . The system as claimed in claim 18, wherein the second copy of the
authorization data being configured to allow the client to verify a request for services

from an application server.

23.  The system as claimed in claim 18, wherein the second copy of the
10 authorization data being configured to allow the client to determine authorized use of

received content.

24. A system for providing secure communication across the system,
comprising:

15 a key distribution center (KDC) first stage being configured to issue a ticket
granting ticket (TGT) and at least a client copy of authorization data to a client,
wherein the client copy of the authorization data is configured such that the client is
capable of determining client authorization; and

a KDC second stage being configured to generate a ticket granting server reply.
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