WD 02/ 12985 PCT/ GB01/ 03342 1 PERSONAL DATA DEVI CE AND PROTECTI ON SYSTEM
AND METHOD FOR STORI NG AND PROTECTI NG PERSONAL DATA The present invention
rel at es wopri®ehal data storage and protection. 5 PersonpCT/dB0H033¢Yi ces,
for exanple digital personal assistants, |ap top conputers, personal
conputers or simlar devices are known flor stori ng personal data in

associ at ed mem)rl\}/ nodul es, for exanple, to act as personal organisers.

However, i nPER$ENAL DARAIHEVIGH SNQIPREITECTHONGSY STENsAND METHRDFHRd on a

di splay and to be manu = _ ' her device. 10
There are proposal s to%égngﬁggﬁﬁy%@E¢§m¥mgﬁﬁ%s in such devices
for comunicating wth, for exanple, conputer peripherals. For exanple,

so-cal l ed Bluetooth technol ogy has been proposed, for exanple, for
transm ssion of data and nmedia files, for use for comunicating with point

of sal e ternm nghs prdseit iheadbA gl MRONRYDritnel GLabr@Rkhed Yhdctba, for
automatic checking in at hotels and airports, for paynent in stores and

restaurants, f(f))r rléepgo e 15 switching on and off of lights and heating and
renot® | ocki ngP&#s0 d%aéa deyiersy dort fxample digitsh persosiladrgisigtsy d3mpracanpmtasy
frequencykangd. kd | C e cOf accadOVEVer
such app iecati ocr?\sqﬂii’un rgg)f%;{@{olﬁlag %Mgésp%%s%%g‘% gpgt Sétylgneé/&g%sggarlgg atst%grzgpsﬁqcﬁ Eto
m suse. hteniesy ampdokgsefir afntple tpretsanpersonat ot danisetso Hom@ve én 9fdati@fuse the
security of h.stored rsonal data. 20 According to a first aspect of
the i nveRPrght %%ﬁf@ﬁ#@@?dﬂ%@%@ﬁ%@ﬂlaﬂ% togesmartaliyierd ety refayedge
means foixtshdth&idepRESONal data and/or software, authentication neans for
restricting access to the stored personal data and/or software to an

aut hori sed user, conmunication means for transferring at |east sone of the
per sbhal data dhelecire Podnoselsdo usetshednangseragisr sonmiunigaticnsdieviick denibes for

server f ing.the at | east so of the stored 25 personal. data
and/ or sgérp}v}\fgdrnggg%g tg’ kllttg’ goerr(\a/ G ?% Cr?gfpﬁ{geéi%ngﬂ%fﬁﬁl ?85?%%%153/Sod?aq@pieéjl&?tof’@ast
sone of techiolsgphtbaet pseakd, dat axaaiflé,aor GRsnYIBNiEh 6Nd4th 8nd RIMRY file@MOr use
deletion nmeans to delete the at | east sone of the data and/or software

stored i FPICREINSHIOTEES Wikeppint of spledemainal.fer adograpneyanty cleatianisrwalists, ferr e
fromu nab}ﬁtt}{ﬁ%{i& gﬁlscﬂﬁq%' 1nm1&%fsja%8%§pggg/ fg??’}g)ajy{-l%%gﬁizstox%s and restaurants, for remote

15  switching on and off of lights and heating and remote locking of doors. Bluetooth is a global

standard using a 2.4 GHz frequency band, working over a typical range of up to 100 metres.

However, such applications in relation to a personal data device are susceptible to
misuse. It is an object of the present invention to provide greater security of such stored

personal data.

20 According to a first aspect of the invention there is provided a personal data device
including storage means for storing personal data and/or software, authentication means for
restricting access to the stored personal data and/or software to an authorised user,
communication means for transferring at least some of the personal data and/or software
between the personal data device and a server for uploading the at least some of the stored

25  personal data and/or software to the server to maintain a duplicate copy of the at least some of
the stored personal data and/or software on the server, and deletion means to delete the at least
some of the data and/or software stored in the storage means to protect the personal data

and/or software from unauthorised use.



Preferably, the deletion neans is adapted to delete the at |east sone of
the data and/or software when an attenpt is made by an unaut horised user
to use theopEr®ehal data device. Conveniently, the del et POIVGBRHOBS41 S
adapted to delete the at |east sone of, the data 5 and/or software when
authentication criteria of the authentication neans are not met after a
predetermned plurality of attenpts. Alternatively, the deletion neans is
adapt ed to ddlreferablyhdhdelction megnsnis adaptadeto gelpiedhalat deash seme/dbrthe slatanar e

dovi conreor ol i B OF PRSP AT o SRENERER Koor B T RRRA 2R,

suf fi cderite.t 0 power receiving neans for the reception of the signal from
the server and to power the deletion nmeans to delete the personal data

and/ or soft e. Alternatively, the deletion ans, i s adapted to delete the
at | east fso\rq\gfo(g?’ CTFI‘EFY’ %@%ﬁﬁl HEE 1&&8?@?‘?%&%\%%6 at féé"?t sQmys; ¢fgthe data
pr eglet gidR @R e Alithbhiitieh cﬁ%aucfﬁhefauﬁleﬁica%ﬁ S8k AR HEVAfE 22nd/ or

after a second predeterm ned period of time since synchronising 15 the
per sonpledefarmaingéplucaditwof #itenimds.ser ver. Conveniently, the del etion neans is
adapted to delete the at |east sone of the personal data and/or software
W t hout an u Lsed user..bei ng nade t hat | eti,on, i s takihg
pl ace. Advan?\ %@%&g{e@i q‘%%ggle%gfe ‘%8?1 lgeagﬁé@fi gtoa geﬁ?ce% © tag l?aégesi)m\?a?ailk | es
st or edpdroriah@ata 20d/pEsEBNRE o6l 8dcRipd 0¥ 4 ignildrdeti@Wetveval ues. Preferably, the
personal data device includes neans to downl oad personal data and/or
software fromthe server. Advantageously, ncrygti on neans and_decryption

means are pr &Vlereblys ge nsrsoppldpta deacyisiieyided with angrerdtable sERENEPSFEt he
pefson P10 fer < nal
da{(g dgl\? nghql%ﬁ%e%d egle}rlrﬂ;? S ‘?%?Feéé@%%gléﬁ%r E}%Snrr(?lgjé I 18 gt(?gt?\% 51%'3{3&-8?{121%5& ver
t 0 upl smvkrredtopowerdhe ddetsdromeahspe dsletedhe datenahdetb and/sofdfiveare t 0 t he server

after a predeterm ned nunber of additions or amendnents to the stored data

d/ ft h de. WO Q2/ 12985 P /03342, 3
et ageouePURmangig, BC RRROT mallis I8 A0AMRT ) qELThdte &0 At SPLRSolEi ng at

| east personal data and/or software after a first predetermined period of time of non-use of the

personal data device and/or after a second predetermined period of time since synchronising

15  the personal data device with the server.

Conveniently, the deletion means is adapted to delete the at least some of the
personal data and/or software without an unauthorised user being made aware that deletion is

taking place.

Advantageously, the deletion means is adapted to reset variables stored in the

20  personal data device to default values.

Preferably, the personal data device includes means to download personal data

and/or software from the server.

Advantageously, encryption means and decryption means are provided for storing

the personal data and/or software on the personal data device in an encrypted format.

25 Preferably, the personal data device includes means for establishing communications
with the server to upload new or amended stored personal data and/or software to the server
after a predetermined number of additions or amendments to the stored data and/or software

have been made.



sone of the stored personal data between the personal data device and a
transaction termnal for performng a transaction at the transaction

term nal we@osi®sabl y, the conmunicati on nmeans incl udes shpeT/GBaNgS4 r el ess
first” 5 comruni cati on nmeans for commyni cating with the transaction
termnal; and second communication nmeans for connection to a network for
communi cating with the server. Conveniently, the short-range wreless
conmmuni cat i orfglvastageously, duaqenudunicatispe means inghusles mepeniye tupsfewingC lewst r es.

e RO BRI B0, AR a0 Bt 0By

I ecogniseforhipgsittraaestioh at thderaastckion kgeehdlser's fingerprint pattern, iris
pattern and voice pattern. Conveniently, the storage neans is adapted to
store data updatable only by a , corresponding issuing authority and to
store user dé)tr%feﬁ’gb’at A ecHymMupisalion hBlra dishEles  shprefanggp Wirclesse fslor age

means Eém%ﬁﬁf&%&é’n Frﬁea%fsog& @&gﬁhﬁﬁ&hﬁgi Hgh dffed tr%ﬁé:arcﬁéxﬁ)%ﬂh?xgl' 12nd Qe one
or nore of a credit card, a debit card, a passport, social Security data, a
dr i vi ngominuneatien maghsdfonemnectsin tp apmsworkAdvemhragmoatiigywyith the sstver.age nmeans

is adapted to store electronic. cash and/or travellers' cheques.
Conveniently,.the .storage ans is.adapted to. store data updat.abl e by an
Cesuing 20" Serngnrty: TPy M eane T ARl i Rt BP RS i
passesovda@atdd i foand mdigbshot el room access keys. Conveniently, the
storage neans is adapted to store data relating to a user's honme and/or

car, including any one or nore of access kei/s, alarm control, autonmatic
door and gat dvaeaseausly, e anfhertitaiigr suesny includes ptiragrsoppiling Megnadapt ed t o
store user-updatable data including any one or nore of nultinedia files,

adgy ess book I: j ' ' : I ls,

i nis:tfjr ance det@?ﬁé%laggh?? féa{;{r%?éngéﬁgg? %ﬁhﬁﬁ?%é %g%oﬁl nggge LR o
PCT/ GBtht/a8id4iRed vseis dimpeliprigt padtem, Secpaidraspbadicopattehe i nvention, there is
provi ded a personal data protection system conprising: a personal data

device includjng stora ans for stori.n er sonal, data and/ or,. software
and del et on CsBSeR; 1he FERPR, TiRnT da e AReHao GO B tb R oy By

corresponding issuing authority and to store user data updatable by the authorised user.

Preferably, the storage means is adapted to store data including data corresponding
15  to any one or more of a credit card, a debit card, a passport, social security data, a driving

licence and a membership pass.

Advantageously, the storage means is adapted to store electronic cash and/or

travellers’ cheques.

Conveniently, the storage means is adapted to store data updatable by an issuing
20  authority, including any one or more of tickets, boarding passes, prescriptions and hotel room

access keys.

Conveniently, the storage means is adapted to store data relating to a user’s home
and/or car, including any one or more of access keys, alarm control, automatic door and gate

control.

25 Advantageously, the storage means is adapted to store user-updatable data including
any one or more of multimedia files, address book entries, business cards, appointment diary,

bank details, insurance details, donor card and medical history.



data and/or software to protect the at |east sone of the personal data

and/ or software from5 unaut hori sed access; and a database server

connect aWwe 0/98he personal data device for storing a copgT/eBot/s4nt | east
sone of the personal data and/or software such that the data in the
personal data device and the data in the database server may be mutually,
updated and synchronised. Preferably, the database server is provided with
si gnal | i ng nesmsrding ¢oaMgoorciaispectldr ﬂdetihv@ﬂtienpel’resmmbrodaied dpasae] tdatasi gnal
the deletion neans to del.ete theggééi ast .sone % per sonal. dat a and/ or
sof t waPRICESAVFTENEIYPIITRG HAPY %Fe ey H%§t°5%%ﬁs61ﬁ%ﬂs ASETHEVI ce
St at USp&e6Ri U R%an MR AREWAHS Bnd Hélét1c§rhﬁle§ﬁ£fb§l|deleﬂﬁg TRaNS: SInéf BelpfoRglr sonal
dat a deV| ce to delete the at | east sone of e personal data and/or

s of t wada&a sindfogdoftwarehte gretesothal at dessh setue iof éheoperscbrell sttt arsl/of Softwers fiomg

s bei at ed t hat er sonal da ce has rt d.l ost or

e e e ond - BB PP S S Bt R dc e Binatiiingac | ons
rreans b @Qbpy @FRREEt 1dast §dike dAtRDAGE O RE UYRI ardtort dEwRes shathadtiead#ew g over
a conmuni cati ons network. Conveniently, at |east one of the personal data

devi cepapenal Hatad dedpafad Sbe \data in Heg d@lfébaséniﬁf‘gﬁétmé}‘l beemgialndirdaed yandi on
nmeans ?}H%ﬂ otnhs%& the personal data and/or software 20 nay be stored in an
encrypi’e FOrvatL . Advant ageously, the data protection system further
conprises an issuing authority server having issuing authority

comuni cat i ofPre¢ferably, ftlor datpietst iseyet eprpeidedneith sighalling ateds ko cohimdnipetesonal

dat a deyice. Preferabl the i ss |ng uthority se ectab to t he
seter Wit the perenal giot %evwzstopwgag Lo BEdR el e drapbsome oF

Advant b¥a ahiler dehphase server includes data conparison means for
conparing a first version of the personal data uploaded fromthe personal

data device and a second version of the personal data stored in the
dat abase ser Wenvemehtiedhe dawbaset seacar iacludes persona) glags dﬁVlgff stetis 1geQrdin®r om

o r eplatts Hah g B stiPiBatst nEnps e marcond RAedHRE L Akl acbatlaee
ser ver sopf¥o %&?&%aﬁ’@ﬂa@f&l&r%&%&re BtofRinehic §ekdopal de&@ |daﬁeﬂbﬁtthﬂeﬁﬂ& are

provi ded to repl ace a personal data device that has been reported | ost or

st enregprdingmeas| beinendeteg dhal dheaperspaehdaie dvdes Tastsenvrpered jost or stolen.

Advantageously, the data protection system includes communications means for

connecting the database server to the personal data device over a communications network.

Conveniently, at least one of the personal data device and the database server
includes encryption means and decryption means such that the personal data and/or software

20  may be stored in an encrypted format.

Advantageously, the data protection system further comprises an issuing authority
servef having issuing authority communication means for updating the personal data stored in

the personal data device.

Preferably, the issuing authority server is connectable to the server for updating the

25  personal data stored in the server.

Advantageously, the database server includes data pomparison means for comparing
a first version of the personal data uploaded from the personal data device and a second
version of the personal data stored in the database server and means to extract a current
version of the data from the first and second versions from which to form a synchronised

30  version to replace data stored on both the personal data device and the database server.



personal data and/or software stored in the database server nmay be

rel oaded. Preferably, the database server is provided with neans to

downl oad O 0x€&98% personal 5 data to a personal conputer PCAGBantagrousl|y,
the neans to downl oad a user's per songl data to a personal conputer

i ncl udes neans to downl oad the personal data for storing in an encrypted
format on the personal conputer. According to a third aspect of the

i nvention, tKengepignthy, osiletstheat measgde providet ée repdace B(peasodalptata daviderthat

e O e U0 SIRE 54 DRSS i Bl R BT R oo

aut henpérgatdl antaRa0s séMware sRSEd inGhé MJalALE &S Sertbaj berappids@nal data and/ or
software and del etion nmeans for deleting at |east sonme of the stored data

and/ or software to prevent unauthorised access thereto; b) storing

personal dat& f%fﬁﬂ*}gbﬁ': theffatabaseeser fer iigovidsd #56 mrams &0 d‘é‘)’nlﬁ?-‘%ﬁ/}l%ﬁf H@eEondt abase
seryerdgcgwnggﬁAaché LR, the personal data device for storing a copy of at

| east some of the pergonal data stored in the personal data device; d)

mut ual Iy updating and synchronising the at | east sone of the data and/or
sof t war e st orAslvantagedvelypeths anedns dat dowelvad e aset’st persowgdydatd te hae patsohdast

f the dat t int t ab ; d. del et i
onst SOHBTG A Pde T AR P G P D AL TG S S B BT SR R Hovi ce
when aﬂle%{;sgmtco}@u@de to gain unaut horised access to data 20 stored in

t he personal data device. Conveniently, step e) is perfornmed when the
aut henti cati on neans detects an unauthorised attenpt to access the at
| east sone ofAcchising r bthiveaspem o1 teranyeniingy Hiers i prpgided 2 mgthed fastopimgy |
st e) d far t [ i on fet.e et a
or et dnd Pre G bl 80 COu e o O o PR Y i B
requi r gekiding sbrajgbeneadd fausttidng peradriaddataeadtor soRwefe natheyticatibe npens foral

data device is provided with first shogt-range wireless _co ni cafi on
means, TeAHWIBEaBTTSS EOWRRATSeRR Bt %éqwﬁwrea@ﬁmﬁﬁeaﬁ%as &y eieleting at least
comming LPRS: BECaa %Hﬁ/o? SERwRE tgfpr &t 'ﬁ%t@%&ﬁ%kss@athé}eﬁ?% %forﬁlg;t war e

in the storage "neans | ncludes using the second communication means
comunperadral datemnd/loe s@Ovare irtheistoat deonsansat) work ding tahlatab asessuien gormatinblei t y

seryver connected to the gomunication 2/ 12985 PCT/ GB01/03342.
el or 16 B BFOP NG HPIA Cg PR an e Bh RO CBIIRER R Do ¢
an 1 ssPtlthal data device; d) mutually updating and synchronising the at least some of the data

and/or software stored in the personal data device and the copy of the at least some of the data
stored in the database server; and e) deleting the at least some of the data and/or software
stored in the personal data device when an attempt is made to gain unauthorised access to data

20  stored in the personal data device.

Conveniently, step €) is performed when the authentication means detects an

unauthorised attempt to access the at least some of the stored personal data and/or software.

Alternatively, step e) is performed when the authentication means detects more than
a predetermined number of unsuccessful attempts to meet authentication requirements of the

25  aunthentication means.

Preferably, the personal data device is provided with first short-range wireless
communication means, and second communication means for communicating over a
communications network and step b) of storing personal data and/or software in the storage
means includes using the second communication means to communicate over the

30  communications network with an issuing authority server connected to the communications



authority term nal having short-range conmuni cati ons nmeans. Conveniently,
the nmethod includes the step of providing a service provider transaction
t ermi nal wavt/mysshort-range w rel ess conmuni cati on nmeans RPOUGBS1/08341 he
personal 5 data device first communication neans to comuni cate stored
personal data between the personal dafa device and the transaction terninal
toinitiate a transaction on the transaction terminal. According to a

f our t hnetwjode andipr bhieusing éret firsh commameécatign pnemi de dcommangait avithp amw gssaing

conpri si.ng.cade . ns. fo erformng the steps of the nethod descri bed
above, a‘\%ﬂ‘g‘ﬁty??{é‘lur@%‘aﬁ?lgﬁﬁg TR R AR Wl‘@ﬁtgn%]?‘g?ﬂ?r e conmputers. Conveniently,
the conputer programis enbodi ed on a conputer-readabl e nedium Accordi ng
to a fifth agpactnieit el metioti bRludehehe itep pBoptdleding £ WEBHEL previggr am
product conprising program code neans stor edp_i n.a conputer-readabl e nedi um
for pbprsgetan{gaiHal havingsdogaarsy waslesrovanumipaiionacans prdusingihsietsaaal i s
rurg on . nfi.on
Wi ﬁ ng@@%@@%&i@%%ﬁ%@ﬁ%@ﬁ ot %&gpngﬁ%ﬁ“\?ﬁ"t% F?jgg#eergéﬁcoen igra{aﬁoeét"g%eglor?ﬁanyi ng
dr awi npg&soriah dafai delwiceFing. thd traheaetom teamivenirad imitile ectearbnatimasn dfe trdngacivat em
Fig. 2 shpows groups of personal data stored in the personal data device
used WeFH™@he ™ 20 systemof Fig. 1; Fig. 3 shows fixed data of Fig. 2, and
exanpl es of downl oadi ng and upl oading the fixed data; Fig. 4 shows
tenporary da%%c&ifdidé'lzi_ﬁ-a RurtBAshRBX MRk §5veafiotl AMEL G2 RfledRt oA Prdlgam! he
tenporary data; 25 Fig. 5 shows hotel data of Fig. 2, and exanples of
downl oemnpripinghdodepmeaith foy petfermingtibe sttas af thaomethod2degitrdTberRa1vhEste 7
Fi 6_shows. car data of Fi%. 2’t and exanpl es of downl oadi ng and upl oadi ng
t he' cal™OStiat §;"VEPY O7° ShiRE® WM d&t a of Fig. 2, and exanpl es of downl oadi ng
and upl oading the home data; '

Conveniently, the computer program is embodied on a computer-readable medium.

According to a fifth aspect of the invention, there is provided a computer program
product comprising program code means stored in a computer-readable medium for
performing the method described above, when that program product is run on one or more

15  computers.

Specific embodiments of the invention will now be described by way of example

with reference to the accompanying drawings, in which:
Fig. 1 shows a schematic block diagram of the system;

Fig. 2 shows groups of personal data stored in the personal data device used with the

20  system of Fig. 1;

Fig. 3 shows fixed data of Fig. 2, and examples of downloading and uploading the
fixed data;

Fig. 4 shows temporary data of Fig. 2, and examples of downloading and uploading

the temporary data;

25 Fig. 5 shows hotel data of Fig. 2, and examples of downloading and uploading the
hotel data;



5 Fig.8 shows information data of Fig. 2; Fig. 9 is a flowhart show ng the
nmet hod of downl oadi ng data to and conmunicating data fromthe persona

data deviweous®ss with the systemshown in Fig. 1; Fig. 10pCEGBOfHIBWChart of
the logging in step of the nethod of Fig. 9; Fig. 11 is a flowhart of the
procedure foll owed when a personal dat’a device of the 10 systemof Fig. 1
is found to be mssing. In the figures, |ike reference nunerals denote |ike
parts or stepig 6AbowhoanditnofFig. 2]and dranpyest didovinlaadmgamdaploading the car

i nventi,on includes a personal data device 10 including a data store 11
accesspﬁPe by a processor 16. Al so connected to the processor is a
short-range radi o conmuni cations transmtter/receiver 12, connected to a
first 15 radFip ReiemBorkd daanst Figndbiddeetaaippahem@ovieating itenplogiiag ier 14
connected to a second radio antenna 15. The nobile tel ephone

t ransmP®edridecei ver 14 is adapted to use a nobile tel ephone network 20
over aradio link 21 to access an Internet network 30. It wll be

under st ood t : g 5 may be conbined into a single
anggnna. AIsgg%%%ﬁggfgghﬁoltE%&%?gggéébr is an authentication dev?ce 17
and a display 18. These conponents of the personal data device 20 are

power ed by bEig 8iya fowrhat steoviby the thetho@ pfdewnpadihg d@a th anligpmmimis stignd

second ,separ at e ower, buses 191 ar 92, . for, a reason to be discussed
bel ow. dattﬁgmﬁbbﬂ&pegsﬁﬁﬁfﬁga %1"%08 usﬁ%@?‘%‘“leasyrsge&fh%”&?ﬁﬁ%g’ 193. By means of the
Internet 30, the personal data device 10 may be connected to an i ssuing

authority wepigsi6 & aSﬂdSWﬁ{arH&tﬁ)élo?ggi:i@bnSieb%f@&lrﬁbth&@oﬁﬁrg\/ﬁ‘,r 50. The database
server 50 25 is provided with a data store 51. The database web-site

server is also connectable bg}the Internet 3Q to a personal conputer
V]

60
havi ng a dat Bt bieadlowoigst 0 theorrgscdveerfatporeA o pesied Ay dReics REEE r ange
ragj o tsrs@éﬁgﬂ;lt_rfsrﬁ%%%ren}g%ﬁ%e personal data device 10 may also be in

[

radi o conmuni c&tion over a ra link 71 with a transaction termnal 70
equi pped wth a conpatible short-range transmitter/receiver 72 in
conmuni cat i o the tfilgueest ikerrsfecerico mumprae degwie likkGpanistonsieps.he transacti on
termnal. 5 The short-range transmtter/receivers 12, 72 may conveniently

use the knovﬂs Ssﬁéwﬁ 6111|1I 13. ll?ltﬂee tS}(’)S émh ol%ro%teoa%gel:dt of the invention includes a personal

data device 10 including a data store 11 accessible by a processor 16. Also connected to the
processor is a short-range radio communications transmitter/receiver 12, connected to a first
15 radio antenna 13, and a mobile telephone transmitter/receiver 14 connected to a second radio
antenna 15. The mobile telephone transmitter/receiver 14 is adapted to use a mobile telephone
network 20 over a radio link 21 to access an Internet network 30. It will be understood that the
antennas 13 and 15 may be combined into a single antenna. Also connected to the processor is
an authentication device 17 and a display 18. These components of the personal data device
20  are powered by battery controlled by a battery control 19 through first and second separate
power buses 191 and 192, for a reason to be discussed below. The power bus 192 also

powers a reset facility 193.

By means of the Internet 30, the personal data device 10 may be connected to an
issuing authority web-site server 40 or a web-site database server 50. The database server 50

25  isprovided with a data store 51.

The database web-site server is also connectable by the Internet 30 to a personal

computér 60 having a data store 61.



As shown in Fig. 2, the personal data device data store 11 may include
groups of data as follows: nultinedia data, personal and/or corporate
data, fi wedodsoss 210, tenporary data 220, hotel data 230pCT&BOUeI3a2 240,
hone data 250 and information data anﬂ%softmare 260. 10 These types of data
are given for illustration only and orfe or nore such grouping or different
groupi ngs may_be used. Mreover, the nethod of organisation of the data
does not f or Mspeer the shert-ransgeiradie iranemittervdecsiner d 3 ibepsraomal Ruteaviee tlAodaof

or gani §j t. t . Fur t. . 1ysj cal rage ans
used f%irsggotec}?i?%%gtc e da %%Plg%??l}ae aev%éllrf&? g%lﬁiea E@ﬁs&gﬁ%} %)eﬁrflmfg&@%‘%gp%l y
encr ypwithng deaipyiille Ghoftagidel trirgtittdraedpiveri et sitomuhibgion Wah datransaByorbe
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15 Preferably encryption/decryption facilities are provided such that the data may be

stored in an encrypted format.

The fixed data 210 is shown in greater detail in Fig. 3, which shows examples of the
types of fixed data 301-312, such as debit card details 301, that may be held. This data is
obtained from issuing authorities 321-326 and the data is used to obtain services from service

20  providers 331-335 in a manner to be described.

The temporary data 220 stored in the personal data device 10 is shown in greater
detail in Fig. 4, with examples of data relating to a ticket 401, a boarding pass 402 and a
prescription 403 with indications of the respective issuing authorities 421-423 and the service

providers 431-433,

25 An example of hotel data 230 stored in the personal data device 10 is shown in Fig.
5, namely room settings data, such as lighting and heating remote contro! codes 501 and room
key data 502 which are entered into the personal data device 10 from the hotel booking desk
521 and subsequently used to set the room lighting and heating 531 and operate the room lock

532 in a manner to be described.



Simlarly, Fig. 7 shows correspondi ng hone data 250 which may be stored,
such as door key codes 701, alarm codes 702 and heat, |ight, audio and

vi deo codeq@ 070883 hat nay downl oaded, for exanple, from aP€DGBel/egFent or
correspondi ng manufacturer 721, 722 and 10 subsequently used to operate
the correspondi ng devices 731-733. A further exanple of a data grouping is
so-called informati on data and software 260 shown in Fig. 8. This may
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dat a dpusosl detaigyichave the functl ons of a known nobi I e t el ephone or a
di gi tal personal 20 organiser, but is further provided with an

Fecogni {1 on, SRR ERhETe RS Ry SRl PHRtorlh 238, bl RELOF St ki on

On  fidsdr kbgecdaﬁas t7he, Ql@fﬂl @6ddshE0uEeT héutfliglgeaié ahd @tdebrdoaespam ﬁ[alfl ,matyor
exanple, are re |stered the device in a manner known,

subseqdevrloadss, 4ot exsennk @r & haowse gg@ﬁ\ﬂr&@rrﬁpoaﬁmguawfﬁﬁurﬁh72bt7e?|8 fgrﬁo t he
fi Werglliﬂssg@egg&hg@%t f?%{a?e @1% YR GSndh mgggﬁcés%l%”p' e, is conpared with 25

the' re etermne er the user is registered to use

t he device before allow ng access to the stored data. A timng function
may be provi defirther e:iiaﬁqibé ef 4 Hata geotipireg is abicelechintierativadatalzing spweed6df
non-use. As.shown 1, associated with th s nal dat dev 10 i s
O at it sePaar. This ek, inslpaa ek PnCerTHaho SgrBbls s b s GRS Pk

storedg II _GOR¥ifeEs &g sdat éﬁoﬁﬁn%tg”aﬁa‘ijy B3, tHa8k d3RiIp8H4, QHﬁiralﬂ:%t@taﬂﬁ’%Oge

Pref erabl’y the database server I ncludes encr]%/iptl on/ decryption facili ties so
t hat t hdop@rcsama% dad themayr’ pmedical eidoin8eh & smquledluﬂ@amapy ofithe ctjmeaibase

se er 02/ 85 PCT/ GB01/ 03 10 cony; ntI be S r

ecf"éraloP PHt é&ﬁ&?e thlerpeﬁﬂn%?@agg geyige F% éwfr"rorl%ta h e‘Jsggber sonal
data dﬁfﬂt&ﬁed&xﬁ&ﬂﬁ%ﬁbﬁ%@n‘éﬂrﬁéﬁnéﬂ@b%@léé/&ibe@.ver a rmbl | e tel ephone link 21
fromt nobi | e tel ephone conpatible transmtter/receiver 14 in the

personal data device to access the Internet 30. On first logging .into the
per sonal dat Zhelavathed eDoperatiqnsof fhernsresmal Ala stosageyandopiogggtion System in its

most general form is shown in the flowchart of Fig. 9. Referring also to Fig. 1, the personal
data device 10 may have the functions of a known mobile telephone or a digital personal
20  organiser, but is further provided with an authentication device 17 such as a ﬁﬁgerprint, iris
pattern, voice recognition, personal identity number or other authentication protection. On
first use of the device the user’s fingerprint or iris pattern, for example, are registered by the
device in a manner known, per se. On subsequent use of the personal data device 10 on
logging in, step 910, the fingerprint, iris pattern or voice print, for example, is compared with
25  the registered pattern to determine whether the user is registered to use the device before
allowing access to the stored data. A timing function may be provided to disable the device

after a user-variable period of non-use.

As shown in Fig. 1, associated with the personal data device 10 is a database server
50 having a database data store 51 in which can be stored a copy of the data to be stored in the
30  personal data device. Preferably the database server includes encryption/decryption facilities

so that the personal data may be stored in an encrypted format. The database server 50 may



5 into and register the personal data device with the Internet database
server 50. This registration, as well as submtting usual identification
data i nciwadex1298ansmtting to the database server the reBCHGBIEM342
fingerprint or iris pattern or other authentication data registered in the
personal data device for a purpose dettribed bel ow. The data stored on the
dat abase server is protected in known ways from unaut hori sed access,
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25 71 1 the personal data device . i,s Wthin range of the bank server's
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emai | . giored as bank debit card data 301 by connecting the personal data device using the mobile

20  telephone link 21 to the Internet 30 and then accessing a bank’s server 321.

Alternatively, if the bank server, or a terminal connected to the server, is equipped
with short-range wireless communications facilities using the same protocol, such as
Bluetooth, which is used by the short-range transmitter/receiver 12 of the personal data
device, then the data can be downloaded onto the device using the short-range wireless link

25 71 when the personal data device is within range of the bank server’s transmitter/receiver.

In a similar manner electronic cash 302 or traveller’s chéques can be downloaded
into the personal data device either using the Internet 30 or by using a Bluetooth equipped

terminal similar to a known Automatic Teller Machine, and the user’s bank account debited.

In addition, credit card data 304 and store card data 305 can be downloaded from a
30 credit company server 322, preferably including the user’s current credit limits. Alternatively,

the device may include facilities for checking the status of the user’s account on demand.



Wth such data | oaded in the personal data device the user may use the
personal data device to nake paynents, for exanple at retail outlets such
as shops vead2/1283 aurants. In order 5 for the user to be ROT/EBOIU0ITBKe
paynents the retail outlet is equi ppeﬁi with a point of sale term nal 331
havi ng short-range w rel ess conmuni ca {ons functional i ty using the sane
communi cations protocol as the personal data device, for exanple, the

Bl uet oot h pr &icesrchymdaty 3gimy Patateredeinte thodale seeal lddor examifle whar i s
identiftied 4%, ! o"il.lt’)fih{?éfn%?gctféa%ﬁg}ﬁoh yéxj{xﬂg‘er print, iris pattern or other
ity : ent’s

aut hentication taci IS’prev € device being 10 fraudulently
used to make paynents by an unauthorised user. A comunications link 71 is
t hen est abl i $hddsuchtdae B50:d iRithe p&sorhbtave devich ¢hepmenmapfuss tleeetsenatidagd and
t he persona{oga%a devi cei:? The cost of ttqe transagtion s conmunjcated to

the pefE¥fa QPPN 19T FAMPIfeAt SEfRi cutlgls such &5 shep yestapigats, beprdgle| ect s
a et hag @k RAYIERS ableab BXAPIyEY GF Giall GAlHis SRBbIeaCRHiE 2 O;gﬁntedfes%ie,r oni ¢

"
cash, and authorises the paynent. The user's Sata record i's debited with
t he 15teminadsiPdndrngeathotmangndvirdless coxramphieatiang Smetinalityamsing afiresamehas

been sel ected, ..t he 1S .credit card, detakls 304 are |.oaded., s 960,
Fro. otoRfhfaiplmPREp SapEbRshin il sl teiater b 1PpAE Boedinh ©
subsequsBtdgyirté ebl peebohyl @i delicHghd uk@f Ndehtifd hhen Gedribed QERAY iRy
bank in a known manner, step 970. Where required, the transaction may be

f ur t hefingyprinle Mis Patted eyothar apthentication: fagilifyal 1irhis Mrevsnisathp visvige being

L L L T o e

devi ce transa rmn ersona evice credi't card

dat a alima dstablisitds step950SBig. 9, betimeemthecp@iei bf sale nerimindl hidethe pemonal data

requi renent for the retailer to receive autg_?ﬁrisation fromthe credit card
Her

conpan§eHes dihs casl i $hs Byispeandn comppaicated &p Wpakdatz devigreirers hs RNty ut

di rect 1 i [ o T : ' i4 abl e
creqr 1 O il K, 1P R A0 AR ABEYS EBmerh RE RO by AHORL S ¥R 20y
t he vabuelecfrortib easly, canslamtharizes thel pejineat. llichesarseddts revevd dy detimd|veith treedi t

limt. The current val ue af credit . availabl.e will obviously b ai sed again
whbh { HETGRERING BN RRAES T Ay et R cramient B broE SRE, BF ASS Snanner
to be deggichibailden atré"gploétt%%,r st&%b@@; g eflied tHeafothtRAKAB M rfrinQBHLnd BRN DY
using the personal data device, the available credit |imt may also be
updat etktiler shasconrd diubsaspent!yc oredded) by biavefag i antpfense fipar Beragdideqapany G0 t he

dat abase ,server, so that the, cor.respondi ng dat n the personal evi ce
oy SRS St S a0 7Sk aRa B B8, 0585 159 vé Htndh
authenticated by an electronic signature. Alternatively, electronic cash, for example, may be

20  transferred from the personal data device to the transaction terminal.

If the personal data device credit card data also includes the user’s current credit
limit, there is no requirement for the retailer to receive authorisation from the credit card
company before accepting payment since a credit check can be carried out directly with the
personal data device. In addition, the user’s available credit limit in his personal data device

25  can be immediately debited by the value of the transaction to indicate the user’s new available
credit limit. The current value of credit available will obviously be raised again when the user
next makes a payment to the credit card company, in a manner to be described. When the
user makes credit card payments, other than by using the personal data device, the available
credit limit may also be updated by the credit card company by updating the personal data on

30 the database server so that the corresponding data on the personal data device may

subsequently be updated.



The personal data device may al so hold nmany other types of data as
illustrated in Fig. 3. For exanple, personal identification data 307, or
passport wiabzi¥ewnl oaded from a passport issuing aut hori PgT/8B81/033M2 an
anal ogous manner to that in which the netary data is downl oaded. Such
data woul d typically include a passpo%mtype phot o of the aut hori sed user.
5 'The personal data device may then be used at, for exanp an airport

check-in deskhepersonsb data dsyice mayplsedokbmaninpihar &pai @frdaéa alué%t@éﬁdhn qgu pped
term nalp o%géalggfe %&@ox&@?&ﬂﬂﬁ&a‘;ﬁﬁtﬁ 3d7n84gga§g§b% id? dmlgg& @ﬁa%f

be display operat or or Used exanp ICc*va at| on
or i nmisguing i antharite ciS, vi'ntdimwhalaggusr manneretveﬂitatfmr wihhnh ﬁﬁemheiaryt dathei)s in

the d 10 Il yst t i th t d I | ud
oot ai SSiRIERIL, Sk SR0E T pheDs duite bRTeT Mpeaot o] L ARG Ses 324
ands usege hQLoBx ﬁﬁ'@lcﬁvfcerma?) tﬁeﬁrwgseaea@%f Exdple, ba%%%doh c% ﬁﬁfesl@%ﬁa poHch

paynents could be in the rm of el ecCtronic cash pal I nto

per sonef enlay do dewnroenicge mvitlard E}udﬂwqtlw—lqupmd:efmrenaiasoatlalohmsspertdw:nI oaded
froma.d n Lic e, authority 325 .and read automatic b for

exanp 8o Be storPRaBP Rl BisebofirnG B oRte R o et o ien

334, agabMatid VARMtiok bﬁlrﬁkaigamldarch@@@&vlmdut by REuBEMSH (6550 eh@ftn@el to Méytil the
dat a bei ng keyboarded by a renote police operator. In another application,

nmenber ¥8iddtadet ai | s may be downl oaded from for exanple, a club or society
Internet website automatically to grant the user privileges of membership

FhEr nat i onahs SUFRAECin, ig! 35fheNarsdiE B3 MgCHRLIAboBIMIR ot B0
dat a 2d®vnlm:fedrfrdm @obml Se@ntﬂauthd&ﬁlepéﬂs endhiscdaboaextale ﬁarmaigﬂienbﬁt atsed to

store ] es p r tenporary data 220. For, exanple, the device may
store Pnebbiiset art. sslngpams ts eQuithean By forpry el pdianicorash A2 PRI iR

Thus, I ver
Thei nienedidl By RRoR0. Sinfitfly, BviRe LbolS daXEH mip Yo MonARMON O 4 BBV D0

booki niicentd bethofy 32 agyl tdad astomamcalan‘gﬁ finic leeamls]s polive officerTeeguigpad wiht hen
b d.t t. th t b .4 t hat f

Mo ey o R P T S S e e A S

downl O@HEdthQV@Jta tm@n%ue%@&aé& wral ﬂeﬁfa&e Wolie Q}%r%rdtér” k7 an@ﬁeraab@ica@&f t

check-in desk and then'read, and if required, deleted, at

Bl uet ooembenshipl details m@ub@@aﬂnlbwdcﬁqrg fga@@mmgza cliy oneRtiiety @ﬁempfr welsite pt i on
data 40 n _he .down doc n sur.ge

51 uot oD R B d e Pri st Pl e RS p R PR aRalt B bRt Bnot her
Bl uet oBfuBtoofPEtRhplRAt ediBpikted3 54 B8eraitichaPtullinbeyd Qhtadil 3 pRyHlsddbedeld witAn

respectively. Alternatively, if a
20  the fixed data 210.

Referring to Fig. 4, the personal data device can also be used to store less permanent
or temporary data 220. For example, the device may store ticket details 401, for example for
transport or entertainment. Thus, a train season ticket or airline ticket may be bought online
over the Internet 30 using the device’s mobile telephone facilities 14 or from a booking office

25  using the short-range wireless link 71. The device then may be used to géin entrance through
a ticket barrier 431 that is, for example, Bluetooth-compliant. Similarly, boarding pass data
402 can be downloaded over the Bluetooth-compliant wireless link 71 at an airport check-in
desk and then read, and if required, deleted, at a Bluetooth-compliant equipped boarding gate
432, In addition, prescription data 403 can be downloaded at a doctor’s or optician’s surgery
30 using Bluetooth-compliant terminal and read and if required deleted using another Bluetooth-
compliant terminal 433 at a pharmacy or dispensing optician respectively. Alternatively, if a

medical condition is diagnosed by a doctor from a location remote from a patient, or for



medi cal condition is diagnosed by a doctor froma |location renote froma
patient, or for WD 02/12985 PCT/ GB01/ 03342 13 repeat prescriptions, the
prescri ptwon2/nags be downl oaded to the patient's device usPaOYGBhE033kNt er net
30. As shown in Fig. 5, the invention $1I so has application in an hotel
environment. On booking into the hot& at a check-in desk 520 a code for
an assi gned room key 502 may be 5 downl oaded into the personal data device
10 and 'eRféhPIReriQng, Hsquescption sy kidovplerdadnie themetigeidy dedge bsing the
transmftingsdhe stored code to the door |ock using another Bl uetooth
conpliant wreless link 71. Simlarly, roomsetting codes 501 may be

downl oaded to allow the device to be used renotely to control the room
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car or accessory manufacturer”s server 621 or oad
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or a gatay bg3IBleterins poyistféhm dfecking-onhmentdush al so has application for data
250 used in a hone, as

As shown in Fig. 6, the invention also has application in relation to data 240 related

to use of a car. In a manner analogous to the hotel application the personal data device may be

20 used to store key codes 601, alarm codes 602 and codes 603 for the operation of such
accessories as heating, audio, seat adjustment and navigation controls. These codes may, for
example, be remotely downloaded from the car or accessory manufacturer’s server 621 or
downloaded locally or remotely from a car dealer. Alternatively, where new accessories are
added to a car, they may be supplied with a barcode or other machine-readable device for

25  entering the code 603 into the personal data device. In an analogous maﬁner, codes 604,605
may be downloaded from respective manufacturers 622, 623 for operating a remotely

controlled garage door 634 or a gate 635.

The system of the invention also has application for data 250 used in a home, as

illustrated in Fig. 7, in a manner analogous to that of the car in that key codes 701, alarm

30 codes 702 and other remote control codes 703 can be stored by, for example, downloading
from the corresponding manufacturer or house agent 721, 722 and used to operate Bluetooth-

compliant locks 731, alarms 732 and other devices 733. When the personal data device is



illustrated in Fig. 7, in a manner anal ogous to that of the car in that key
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in the data store 11 of the personal data device 10. The dat abase server
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time to synchronise the data stored on the personal data device and on the
dat abasterapymcapactiptedxanpl e, the personal data device may contact the

dat abase server 50 over the internet 30 every tinme an amendnent or addition
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10. The database server may thus be used to store a duplicate version of the data and software
stored in the personal data device. It is therefore necessary for the personal data device to be
20 logged into the database server from time to time to synchronise the data stored on the
personal data device and on the database server. For example, the personal data device may
contact the database server 50 over the internet 30 every time an amendment or addition is
made to the personal data stored on the personal data device. Alternatively, updates may be
made after, say, every three changes or at some other frequency chosen by the user. Facilities
25  may be provided on the database server to compare the version of the personal data already
stored with the current data in the personal data device and only to copy in either direction, as
appropriate, any data which has changed or is new on either the device or the server, to create

new current versions on both the device and the server.

This two-way checking is necessary because the database server may also be used to
30  store updates from the issuing authorities, for example a new available credit limit, for

example, when a payment is made by the user to the credit card company or when credit card
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for a purpose (e B%,SSReribathy A hoa0: BB B8, Thal) 350 AP Rersone
or by an auxiliary standby battery. Alternatively, as shown in Fig. 1, the components of the
personal data device may be powered by separate power buses 191 and 192. Under normal
20  operation power will be supplied to all the components through both the power buses but in a
standby mode, power is supplied only via power bus 192 to the data store 11, processor 16
and mobile telephone transmitter receiver 14. The standby power bus 192 also powers a reset
193 for a purpose to be described. An icon may be displayed on the personal data device
display when the device is powered off to indicate that the data is protected by being
25  duplicated on the database server. On being notified that the personal data device is no
longer in the possession of the authorised user, the database server compares the data stored in
the personal data device with that stored for that device in the database and, if appropriate,
updates the version stored in the database using the data stored in the personal data device.
The database server then signals the personal data device to delete, step 111, the data held in
30 - the personal data device so that the data cannot be used by an unauthorised user, for example,
by using the reset facility 193 to reset all variables stored in the personal data device to default

values. Moreover, the database server does not authorise subsequent registration of the
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20  icon on the database server website and answer identifying questions either by voice or text

communication, in order to obtain access to his or her personal data. The database server will
provide an opportunity to remind the user of the registered name and password before the user
logs off. Alternatively, where pattern recognition is employed to identify authorised users,
this will provide access to the user’s personal data on the server either through the user’s
25  personal data device or a personal computer, provided the pattern is also stored on the
database server. In this manner the user can replace a device and reload the device with data

using the Internet, wherever the user may be in the world.

As a further refinement, a facility may be provided on the database server, following
a report of a loss of a personal data device, either to despatch a replacement directly to the
30  user or to authorise a local supplier to issue a replacement device to the user. Such a service

may be covered by insurance.
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wirel ess
communications facilities, communication between the personal data device and the personal

20  computer may, in addition or alternatively, be by a short-range wireless link.



comuni cations facilities, comunication between the personal data device
and the personal 20 conputer may, in addition or alternatively, be by a
short-ramvp@oxm29ed ess |ink. WO 02/12985 PCT/ GB01/ 03342 18rCTGERIMB312 A
personal data device including storag? means for storing personal data

and/ or software, authentication neans $or restricti ng access to the stored
pérsonal data and/or software to an authorised user, conmunication neans
for 5 transfefnig at | east sonme of the personal data and/or software

bet ween the personal data device and a server for uploading the at |east
sone of the stored personal data and/or software to the server to maintain
a duplicate topyloberspeal data |dsuice ivelngingf sterage sneans dfop stagimgapersiertah dated/ or
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delete the at | east sone of the personal data and/or software on receipt
of 1& si gnal fromheh@tcs'@evemeans toA pretestottiad  katonall glatc end®r chaltwerd fromel ai m
4, wherein the per nal data device 1is provided with uninterruptable
standby power suPBTAPIRSEAESSufficient to power receiving neans for the
reception of the signal fromthe server and to 25 power the del etion neans

to delete thg pepsgigdnatidiia RMPEQS 3ahdcwah @laid. 1,AvRe6isahadeldabanidand ke as
claimed in any of clains 1 to 4, wherein the deletion neans is adapted to

delete the at | eadaptasgrulciste that restsemsiofdhg dataapr/ef software when an attempt
is made by an unauthorised user to use the personal data device.

15 3. A personal data device as claimed in claim 2, wherein the deletion means is
adapted to delete the at least some of the data and/or software when
authentication criteria of the authentication means are not met after a

predetermined plurality of atterapts.

4. A personal data device as claimed in any of claims 1 to 3, wherein the deletion
20 means is adapted to delete the at least some of the personal data and/or

software on receipt of a signal from the server.

5. A personal data device as claimed in claim 4, wherein the personal data device
is provided with uninterruptable standby power supply means sufficient to
power receiving means for the reception of the signal from the server and to

25 power the deletion means to delete the personal data and/or software.

6. A personal data device as claimed in any of claims 1 to 4, wherein the deletion
means is adapted to delete the at least some of the personal data and/or
software after a first predetermined period of time of non-use of the personal
data device and/or after a second predetermined period of time since

30 synchronising the personal data device with the server.
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pr ecedi ng clains,lmherein the personal data device includes neans to
downl oad personalP@§ta and/or 10 software fromthe server. 10. A personal
data device as clainmed in any of the preceding clains, wherein encryption
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data and/or software on the personal data device in an encrypted format.

11. A personal data device as claimed in any of the preceding claims, including

15 means for establishing communications with the server to upload new or
amended stored personal data and/or software to the server after a

predetermined number of additions or amendments to the stored data and/or

software have been made.

12. A personal data device as claimed in any of the preceding claims, wherein the
20 communications means includes means for transferring at least some of the
stored personal data between the personal data device and a transaction

terminal for performing a transaction at the transaction terminal.

13. A personal data device as claimed in claim 10, wherein the communication
means includes short-range wireless first communication means for
25 communicating with the transaction terminal; and second communication

means for connection to a network for communicating with the server.

14. A personal data device as claimed in claim 11, wherein the short-range
wireless communications means is adapted to operate over a range up to 100

metres.



14. A personal data device as clained in claim11l, wherein the short-range
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dopy and gate cewtdgelmeadis Mapied s@state dhtd M@V LCaatasoredspbritinl iolargiyneof the
precedi ng clains, wherein the storage neans is adapted to store _ .

user - updat abl e d&f ROr@ ieredig carya gelat ed, pRsrRATh sedlalrerunitiddiea Ariviag,

address book ent i appoi ntnment diary, bank details,
i nsurance detail {sl,&lsgﬁgarrlgg{a%r gﬁg;é‘rﬁe%il cal history.

19. A personal data device as claimed in any of the preceding claims, wherein the

storage means is adapted to store electronic cash and/or travellers’ cheques.

15 20. A personal data device as claimed in any of the preceding claims, wherein the
storage means is adapted to store data updatable by an issuing authority,
including any one or more of tickets, boarding passes, prescriptions and hotel

room access keys.

21. A personal data device as claimed in any of the preceding claims, wherein the
20 storage means is adapted to store data relating to a user’s home and/or car,
including any one or more of access keys, alarm control, automatic door and

gate control.

22. A personal data device as claimed in any of the preceding claims, wherein the
storage means is adapted to store user-updatable data including any one or
25 more of multimedia files, address book entries, business cards, appointment

diary, bank details, insurance details, donor card and medical history.

23. A personal data protection system comprising:



23. A personal data protection system conprising: WO 02/12985

PCT/ (B01/ 03342 21 a personal data device including storage neans for
storing peosvmaBs data and/ or software and del eti on neansP€DGBdBIBYEL ng at

| east sonme of the personal data and/@f software to protect the at | east
sone of the personal data and/or software from unauthorised access; and 5

a ‘dat abase server_ _conne bl.e.t o _the. personal dat evice for.stori a

copy of the at IPdR&t™ME o@fr%a 8?V1?%18°18§W§5§1°§?geﬂ? ?S§§H%8]Pn%8?rf?/9§} gatg &8@@% hat
the data in the spawaenald détwordgiehgefoanitidiing Aakast isBmehsy Hatpakosd &esver
may be nutually updated and synchroni sed. 24. A personal data protection

p
system as cl ai mednfier s9thysre SBprojget theiah leapisometof hesrersorg! dat grd/or sofiresyi ded
wi t'h signalling Wﬁnﬁl@h&%@ﬁ’g&{egﬁﬁﬁgm th the personal data device to
o de

signal the deletion neans t ete the at |least sone of the personal data
and/ or software. 25. A personal data protection systemas clainmed in claim
24, 5wherei n t he dalatdbaseserecorneciabld todbs ppeosdrata dkwica fdestbdeg scapyief

recordi ng means such that the. 15 si i ng, neans signal s the per.sonal
data device to d ee!f}ele?t‘sﬁémg? of figher g‘%ﬁg‘k%"f a’?q{%r ffg:‘%%ﬁg‘lwa}’dtz‘f‘tat?‘ﬁﬂg?ad? the
software stored ipBrsbhel @85 eVt adatthe dRM GE 1RNAAHBase el SndyR 6O RS yrEaNS
bei ng updated that the personal data device has been reported |ost or

stolen. 26. A penpé#ad aghswmchiosisedt i on systemas clained in any of clains
23 to 25, 20 including communications neans for connecting the database

per sonal _dat 24t ot Bar e e 88 Bl Ues BARRTHMER AP BRI MR g gle

whebei n at | easkervaeisoprovited peitls eipakllidatracaae b conaithitdie Wit tleas@sonar ver

i ncludes encryption nmeans and dec_rq%{)t,i on nmeans such that the persgnal data
[

and/ or 25 sof t wdP@ dRicple S dhe idgletinn dpeany o elplgte thaet loagl somgef demal
data protection systemsas fuakiBgyviR any of claims 23 to 27, further

conprising an issuing authority server having issuing authority
comuni cation neans for updating the personal data stored in the personal
dat a devi ce. 25. A personal data protection system as claimed in claim 24, wherein the database

server includes personal data device status recording means such that the
15 signalling means signals the personal data device to delete the at least some of
the personal data and/or software stored in the personal data device on the
status recording means being updated that the personal data device has been

reported lost or stolen.

26. A personal data protection system as claimed in any of claims 23 to 25,
20 including communications means for connecting the database server to the

personal data device over a communications network.

27. A personal data protection system as claimed in any of claims 23 to 26 wherein
at least one of the personal data device and the database server includes
encryption means and decryption means such that the personal data and/or

25 software may be stored in an encrypted format.

28. A personal data protection system as claimed in any of claims 23 to 27, further
comprising an issuing authority server having issuing authority communication

means for updating the personal data stored in the personal data device.



WO 02/12985 PCT/ GB01/ 03342 22 29. A personal data protection system as
claimed in claim?25, wherein the issuing authority server is connectable
to the sav@er/1f98F updati ng the personal data stored in tphPeT/sBovess2 30. A
personal data protection systemas clggned in any of clains 22 to 28, 65
wherei n the database server includes data corrpari son nmeans for conparing a
frrst versio t he na ta upl oade e rson eV|ce
and s secontverdgial igne el AR el I R AR 2R

and means to exhilthA6fityasegidr! ie onN&tsbl® o dlie t;éreexdﬁiralﬁdmmg teepdrbdisil damd
second versions from.  which to forma synchroni sed version to replace data
stored on both t#eredip thseskal data device and the database server. 31. A
personal data protection systemas clainmed in any of clains 22 to 29,

wherei n 1 epl g5 eMRNpoUBANSIAS bk o WifiLE 1 BEY sPRRImgAbadoy] ce

that has been reported |ost or stol w th a replacement personal data
devi ce into whi vhetehethoatatabasd senimran@lnwsodatzs ofmpartsen sueane dori gontlaging at abase

server may be 15 rel oade 32. A ot ectl

claimed in any of™StVESIRY ‘grfh‘f’ 86r§%n (ﬁ:fgngt G sdélﬁa\f%ry lc"'35"1'}‘1§r‘r‘ow ded
with means to doybA@deidaSHTthsp er@&@aa\talst&@dalﬁl@ dataB@eSenat atdnRuiLo. 33
A personal data protection system as clainmed in claim 31, wherein the neans

20 to downl oad acxitast 'ag:ug@ngmg;pndﬁtthe dafadfigyertho fast d peAndrvarsiens Biem neans
to download the eﬁqs%)n Amﬁ%{ %/na}%'fogisse&) ve?sgor{ r’?o gplgpec YRt &&aﬁ%ﬂ%th" el he

personal conputé storing rotecti per sona “dat a

corpri sing the sp&psnadlatadkvios and ﬂiemgtaaa@mmnal dat a deVI ce i ncl udi ng
storage neans for storing 25 personal data and/or sof tware, authentication

means for restricting cess to the personal . a and/o of t d
del eti on neadk fS‘rP‘?:F«§‘P‘2é?fI dagp Brotplingt sysieghas &flal{nﬁ 1§t%‘rye8 Geigs gﬁd‘i"o?&

software to preveRt HNANIRELERGHAS GRSSroviddg tCtdPiackh petBhhBtPEHSNRL dat a

o
and/ or software in't EH] gt or age means;
has been reported lost or stolen with a replacement personal data device into

which the personal data and/or software stored in the database server may be

15 reloaded.

32. A personal data protection system as claimed in any of claims 22 to 30,
wherein the database server is provided with means to download a user’s

personal data to a personal computer.

33. A personal data protection system as claimed in claim 31, wherein the means
20 to download a user’s personal data to a personal computer includes means to
download the personal data for storing in an encrypted format on the personal

computer.
34. A method for storing and protecting personal data comprising the steps of:

a) providing a personal data device including storage means for storing

25 personal data and/or software, authentication means for restricting access
to the personal data and/or software and deletion means for deleting at least

some of the stored data and/or software to prevent unauthorised access

thereto;

b) storing personal data and/or software in the storage means;



WO 02/12985 PCT/ GBOL1/ 03342 23 c) providing a database server connectabl e
to the personal data device for storing a copy of at |east sone of the

per sonal wiavrziesdred in the personal data device; d) nutparicGBoupsati ng and
synchronising the at | east sone of the data and/or 5 software stored in

t he personal data device and the copy2df the at |east sone of the data
stored in the database server; and e) deleting the at |east sone of the

data and/ or sof t wargositoiges databhideesdpedrsnatetalata theybeenaiii asviad r@pt i s
made to gai n unauthorised access to data _stored in _the personal data
device. 10 35. A metHGE A6ORY 8 Heeast fore af Hhezzersaprbdadn ftosed i @y piegsonal
performed when the gauihentication neans detects an unauthorised attenpt to
access the at |east some Of the stored personal data and/or software. 36.
A nmethod as clainmed in claim34, wherein step e) is performed when the

aut henti cati on néansutdelfeopdatimgraadtdyachranisingdbe et lerstednreunibide dafa arlior

unsuccessful attempts to neet. aut hentication requir nts of .the
authenti cati on near?g.ﬁw@rf‘. STt p§§308?1a %@(ﬁle‘i"ﬂe é’ﬂgqﬁ? o@p%Pfihesat fegstss,
wherein the personabn@aifdhe @igyiterdiis Y RYibdeskeWdrunkii r st short-range

wi rel ess communi cati on nmeans, and second comruni cation nmeans for

comruni cating over a_ comunications 20 network. 38. A nethod as clained in
clai m 36, wherei® <elshingtheat leashpome opiesiiand@asaliwaisdiosed sothemsrsenaln t he

st orage means | ncl udesaBlagnt i SAEANGSSONDNY S8 WA IFAR L, SN cate

over the communi cati ons netwo iI'ssuln a server connected
to the comuni cati atwedat the pkrsadd/data dayicesi ng the 25 first comuni cation
means to conmunicate with an issuing authority termnal having short-range
co ni cati o ans, 39. nmet.hod as ¢lained.in claips 36 or 37, including
the’ step of _O\r/r‘lgd'inﬁ@o aSg P’}’??eéiel_np?la’\?? ar “&%&eﬁ%é@i gnlstl%etrﬁ%“ﬁ‘ﬁ@ VHER 10§
short-range W r e} 8Btice M HYaRAHERs TRRRBuBRsHE 'aﬂ&nf)thﬁ) RELSORR! atdrh@

device first conmmuni cati on
some of the stored personal data and/or software.

36. A method as claimed in claim 34, wherein step €) is performed when the
authentication means detects more than a predetermined number of
15 unsuccessful attempts to meet authentication requirements of the

authentication means.

37. A method as claimed in any of claims 33 to 35, wherein the personal data
device is provided with first short-range wireless communication means, and
second communication means for communicating over a communications

20 network.

38. A method as claimed in claim 36, wherein step b) of storing personal data
and/or sofiware in the storage means includes using the second communication
means to communicate over the communications network with an issuing
authority server connected to the communications network and/or by using the

25 first communication means to communicate with an issuing authority terminal

having short-range communications means.

39. A method as claimed in claims 36 or 37, including the step of providing a
service provider transaction terminal having short-range wireless

communication means and using the personal data device first communication
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bet ween the personal data device and the transaction termnal to initiate
a transasvoommes t he transaction termnal. 40. A conput ePCPGBQT/6a3H2

conpri sing code nmeans for performng %Ee steps of the nmethod clainmed in any
of claims 33 to 38 when the programiS'run on one or 5 nore conputers. 41:
A" conputer programas claimed in claim39 enbodi ed on a conputer-readabl e
medi um 42. A cofSgRe SRMgHBIGHS séded Personah date iegvestolie dersepdledatiedeidcst or ed
ina computer-rgafalintRuoH Rl PG T Rnd BBl HA%AGRELH Batheld) any

8 en t hat n-one or fnore

of 10 clains 33 to 3 program product 1s run o

conput ers.
40. A computer program comprising code means for performing the steps of the
method claimed in any of claims 33 to 38 when the program is run on one or
5 more computers.

41: A computer program as claimed in claim 39 embodied on a computer-readable

medium.

42. A computer program product comprising program code means stored in a
computer-readable medium for performing the method described in any of

10 claims 33 to 38 when that program product is run on one or more computers.



