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Determine an application program to be measured

Separate target measurement data from the application program,and store the
target measurement data into a virtual image file of a virtual machine, the
virtual machine comprising a trusted execution environment

Determine the credibility of a target virtual image file loaded to the trusted
execution environment

According to the credibility of the target virtual image file, allow or forbid
an application program corresponding to the target virtual image file to
operate in the trusted execution environment
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determine an application program to be measured

separate target measurement data from the application program, and store the
target measurement data into a virtual image file of a virtual machine, the
virtual machine including a trusted execution environment

compute, by adopting a specified digest algorithm, a measurement value of the target virtual
image file loaded to the trusted execution environment, the measurement value being used
for characterizing the credibility of the virtual image file

write the measurement value of the target virtual image file in a specified storage area of the
virtual machine, wherein the specified storage area is forbidden from being written in during
a process of operating in the trusted execution environment

read the measurement value of the target virtual image file from the specified storage area
during the process of operating in the trusted execution environment

compare the measurement value of the target virtual image file with a preset measurement
value, to allow or forbid, according to a comparison result, the application program
corresponding to the target virtual image file to operate in the trusted execution environment
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