METHOD AND APPARATUS FOR RANDOWV NUMBER CGENERATCR FI ELD

[ 0001] The present invention relates to random nunber
w@emenatess s. More specifically, the present i nRENMUSING/025610

relates to nethods and apparatus for stable,

consi stent, selfcalibrating random nunber generators

for high-volunme production of wireless conmunication

devi ces. BACKGRQUND [0002] I n wireless comunications
ter i MEEEOEAN&API’MQTMSE BeRANDOMNHNMER

generators, e.g., for ciYENJGR&BORapplicati ons.
However, variations in the operating conditions (such

as changes in tenperature, voltage and current) and
variations in component chaFRELPristics (due to
i ncongj stenci.es in. t a ' agi .
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edibreing rendomy ciumbsy gengseprso s gh—apﬁw fAreductin eof rwireless
E&E%nﬁnﬁgﬁé ofdyRnRce because the constituent
random nunber generators vary in their characteristics
and; thus, produce different random nunber
di stributions. [0003] There. js need, therefore, for
random nunber gener at orsB‘fﬁglG]ﬁé muniformy in
[0002] SPI t e pPlyidfkd g&hﬁﬁﬁidaﬂoﬁsoféﬁﬁﬁﬁﬁt orCHRA@E! BleteSlsl £8eed for random-
operating conditions, and environnent. There is also a
nemtlerf genesditors) eugl, yonmnyftegraphie dpplécstions tHovogyer,atagiations in the

simlarl nd show, uni f orm and consi st ent rf or nance.
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random nunbers. In one ;ft{)ect, a nmet hod for generating

manuntunogbegisg.f sheliukfe apsrhtiasiab dige)cepvse existing gandom-number

devi ce provi des.for generati random nunbers, and
SERTFAPTSHG A% Bh e OO o SRS Fkioh PGSy Consequently,
$ha1aedRds fiiduftured to perform uniformly fluctuate in their performance

because the constituent random-number generators vary in their characteristics and;

thus, produce different random-number distributions.

[0003] There is a need, therefore, for random-number generators that perform uniformly
in spite of variations in component characteristics, operating conditions, and
environment. There is also a need for similarly manufactured devices to operate

similarly and show uniform and consistent performance.

SUMMARY
[0004] The disclosed embodiments provide novel and improved methods and apparatus
for generating random numbers. "In “orné€ aspect,” a method for generating random
numbers for use in a wireless communication device provides for generating random
numbers and gathering a sample of the generated random numbers. The method further
provides for computing at least one metric, such as mean value, standard deviation,
and/or entropy, based on the gathered sample, and comparing the metric with a

corresponding reference value. The method further provides for adjusting the metric



provi des for conputing at | east one netric, such as

mean val ue, standard devi ation, and/or entropy, based
worotbheteg@t her ed sanpl e, and conparing the nmetPCTUSRIDF025610

a correspondi ng reference value. The nethod further

provi des for adjusting the nmetyricbased on a result of

the conparison so that the generated random nunbers

chi.eve a desired distributi 0005] I.n anot her
ggﬁﬁé&n a Zesulifid %FB%IPF%%OHQ%W%P%Y rEgriairdJandpmpeders achieve a
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with the drawi ngs set forth below. [0007] FIG 1
illustrates a bl ock di alg]ram of a random nunber

gener at or; [ CBBELF BESCRIRTION OETHE BRAWINGSart f or
gener 0 trates
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DETAILED DESCRIPTION

[0012] Before several embodiments are explained in detail, it is to be understood that
the scope of the invention should not be limited to the details of the construction and the
arrangement of the components set forth in the following description or illustrated in the
drawings.  Also, it is to be understood that the phraseology and terminology used
herein is for the purpose of description and should not be regarded as limiting.

[0013] FIG. 1 illustrates a block diagram of an automatic self-adjusting random-number
generator 100, according to one embodiment. Random-number generator 100 generally
includes analog noise generator hardware 102, control processor hardware 104, and
control processor software module 106. Analog noise generator hardware 102 provides
a random analog voltage that is normally distributed with a mean value X and a standard
deviation S. Analog noise generator hardware 102 may also include a noise diode 108

and an amplifier 110 for signal conditioning, according to one embodiment. The noise



[0013] FIG 1 illustrates a block diagram of an
automati c sel f-adjusting random nunber generator 100,

wa@ewendichg to one enbodi ment. Random nunber gePET/ESIIN5/025610
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100 generally includes anal og noi se generator hardware
102, control processor hardwape 104, and contro
processor software nodul e 106. Anal og noi se generat or
hardware 102 provi des dom anal vql t age %hat [
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SR AR BRSO GADLh e o e k0 e s 114
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nunbers produced by the ADC 112 and c utes the an
she histograrr)n of the rand%m numbers generated dby t%rerpADE 112, as Tﬁown by the

waveform 118. The standard deviation S is used to control the width of the histogram

of the random numbers generated by the ADC 112, as shown by the waveform 120.

In typical random-number generator systems, where only a few are being built
and the operating environment is quasi-static, the systems may be adjusted by changing
their parts to achieve consistent random-number distribution across all systems.
However, in a high-volume production, such as mobile phones, there is a need for
automatic adjustment capability that provides for consistent random-number distribution
across high-volume production and under varying operating conditions.

FIG. 2 illustrates a flow chart for adjusting random-number distributions,

according to one embodiment. In step 202, some initial values for the DC offset and



and the standard deviation S of the chosen sanple for
feedi ng back into the DACs 114 and 116, respectively.

wab@eiewmne val ue X is used to control the | ocatPonusfo0s/025610
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t he peak of the histogram of the random nunbers
generated by the ADC 112, as ghown by the waveform
118. The standard deviation S is used to control the
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[0020]

[0021]

manufactured devices. These noise voltages waveforms correspond to the signals
generated at the output of the respective amplifiers 110. These waveforms generally
have different mean and standard deviation values, because of the difference in the
constituent component characteristics, operating conditions, and environment.

FIG. 4 illustrates three random-number distributions for the three similarly
manufactured devices mentioned above in connection with FIG.3, without automatic
adjustment. These random-number distributions correspond to the random-numbers
generated at the output of the respective ADCs 112. They still have different mean and
standard deviation values.

FIG. 5, however, illustrates three uniform random-number distributions for the

similarly manufactured devices mentioned above in comnection with FIG.3, with



full scale value of the random nunber generator. For
exanple, for an 8-bit ADC 112, the reference or

waele®oioedset andard devi ati on val ue woul d be aboRET/UW008025610
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conformto the desired Gaussi an random nunber

hi st ogram 122. The reference standard-deviation val ue

of 42 corresponds to about one-sixth of the 8-bit ADC

range, providing a randomqunber distriputj.on of six
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fHeCRnddm- 5 MRHbrated ANeDApd16f e 3pESHRIADA 112. Th
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illustrates tﬁ?’ee uni form random nunber di stri buti ons
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i conpection with Fl G 3, .t hautomati ¢, adj ust pent

e RE Rrene e Deriamance AL TR Myfbe et alor

cor r e3RRG R RetheaRORENIA YRASE BN ML iRfoRHat®n id¥Esignals may be

output of the respective ADCs 112. They desirabl ave

spmsentod using yny pH3 wariary ahdidigrens teahedegiesiand protogals. For example,
lues, i.n spite of t.he difference.i.n their .

SnER ustitS SomBURdH T O Las, SERUE biG: sygisapd ghips that may be

£gedhdddahfoughiifl tBE bsvedReiptiohGRAZbe TdiréRhRE By ¥dMages, currents,

control processor and software nodul e di scl osed herein

eléftremagnigic waves rineanetie dields msrmattinles, eppead diedds o partieles, or any

rangom number ~di stri butions across nunerous simlarly

ﬁ%ﬂﬁﬁ%t&?nutr r§°fdevi ces under varying operating

condi ThesRSof ERill would further appreciate that the various illustrative logical

blocks, modules, circuits, and algorithm steps described in connection with the
embodiments disclosed herein may be implemented as electronic hardware, computer
software, or combinations of both. To clearly illustrate this interchangeability of
hardware and software, various illustrative components, blocks, modules, circuits, and
steps have been described above generally in terms of their functionality. Whether such
functionality is implemented as hardware or software depends upon the particular
application and design constraints imposed on the overall system. Skilled artisans may
implement the described functionality in varying ways for each particular application,
but such implementation decisions should not be interpreted as éausing a departure from

the scope of the present invention.



exanpl e, after the nean and sigma adjustnment criteria
have been net, the randommunber generator is
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[0028]

nunbers for the desired application with nmetrics that

are consistent over initial preduction, environnental

variations and life cycle of the product. [0023] In
such as,
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adj usted for adjusting the performance” of
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illustrative | ogical blocks, nmodules, and circuits

destbe istosagei medivmn dat the slieiative; Fie wetssemedinms mAyshe inteseal to the
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urpose processor, processor
anayaepide dah nesr termmal. In the alternative, the processor and the storage medium

may reside as discrete components in a user terminal.

The description of the disclosed embodiments is provided to enable any person
skilled in the art to make or use the present invention. Various modifications to these
embodiments may be readily apparent to those skilled in the art, and the generic
principles defined herein may be applied to other embodiments, e. g., in an instant
messaging service or any general wireless data communication applications, without
departing from the spirit or scope of the invention. Thus, the present invention is not
intended to be limited to the embodiments shown herein but is to be accorded the widest

scope consistent with the principles and novel features disclosed herein.



specific integrated circuit (ASIC), a field
progranmabl e gate array (FPGA) or other progranmmbl e

WO o@ho1466/i ce, di screte gate or transistor | ogPCT/US2005/025610
di screte hardware conponents, or any conbination
t hereof designed to performthe functions descri bed
herein. A general - purpose processor nmay be a
m croprocessor, but, in the @léi ative, the processor
may be any conventi onal prdE . controller,
m crocontroller, or state machi ne. A processor may
al so be inplenented as a conbinati on of conputi ng
devi cds, e.A gnethad chwbpgenstiting odndgmD3Bmibers dor use in a wireless
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met hod or algorithm described in connection with the
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i n hardwar in.a xecuted by a
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menory, . EPROM nenory, EEPROM nenory, registers, a hard
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%%o%?hﬁ?rgﬁ%g gﬁé&%@s{rﬁ%ﬁgﬁﬁ éé%’or, such that the
processor can read information from and wite
information_ to, the starage nmedium, In.the
al't or at | velhegigghad Jgen e Reig oRerie mclidesp megn yalge.
processor. The processor and the storage medi um nmay
reside in an ASIC. The ASIC may reside in a user
term rfal . |Thetixshad ofclaiat 1, weher¢ihsaidmogts swtudend stahdard deviation
storage nedi um may reside as discrete conponents in a
J’@&E'term nal . [0028] The description of the disclosed
enbodi nents is provided to enable any person skilled
in the art to make or use the present invention.
Var i ous nodilfeimethodeisclaim t,hvéizein sdid anetan insludgy ap entropy value.
readily apparent to those skilled in the art, and the
generic principles defined herein may be applied to
ot her nbodin¥eRtHod &F daim i NwhBrei S4ia HAju¥EHS dlIdEs adjusting the
service or any general wreless data conmmunication
apgiric daovgnslinesy elgetthngleparting from the spirit or
scope of the invention. Thus, the present invention is
not

6. The method of claim 1, wherein said adjusting includes adjusting the

metric through a nonlinear algorithm.

7. The method of claim 1, wherein said adjusting includes adjusting the
metric through an adaptive algorithm.
8. An apparatus for generating random numbers in a wireless
communication device, comprising:
means for generating random numbers;
means for gathering a sample of the generated random numbers;
means for computing at least one metric based on the sample;

means for comparing the metric with a corresponding reference value; and



intended to be limted to the enbodi nents shown herein

but is to be accorded the w dest scope consistent with
wa b@opr466€i pl es and novel features di scl osed PCT/US2005/025610

herein. CLAIMS 1. A nethod for generating random

nunbers for use in a wreless gomuni cati on devi ce,

the nmet hod conprising: generating random nunbers;

gathering a sanpple of the generated randaom nunbers;

conputtihefgs Aer 3BRHIPSIHE DHBHG PRseH AT 10 §2id foptnaring so that the
ﬁag{' ' | r iyng reference
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said conparing so that the generated random numnbers

achieve a desired distrjbution. 2. The nethod, of clai

et o n kiagberais O clait Py ¥Bere sLeWR RIS 2 e valve.

met hod of claim11, wherein said netric includes a
standard devi ation value. 4. The nethod of claim1,
wher eilfd. sailhenapparatus o€ cleies Sarwhaneinogyd vadtue . ingludgthe standard

g@th d of. claim1l, wherein said adjusting includes
VREPR ¥8/%he metric through a Iinear algorithm 6.

The nmethod of claim 1, wherein said adjusting includes
adjusting the netric through a nonlinear algorithm 7.

The ndilhod Td% apparates of claia %ewhergm saldaaptulgtmq%gdqswmea@egy value.
adjusting the netric through an adaptive al gorithm 8.

An apparatus for generating random nunbers in a

W rel €9s cOrmguapasitns06f dRwinCs;, whersipr sadd Rgsansrdamnadjusting includes
generating random nunbers; neans for gathering a

JaeAss redjusties Heqestae daovghhybrganaleset®. neans for

conmputing at | east one netric based on the sanple;
means for conparing the nmetric with a correspondi ng
ref er d3ce vVidleusgspasatubrefiokihoS, whigreint sand) nidaas fed adjosting includes

based _on resylt of. said.co i ng.so. that the
means for adjausting Ehe metric through a Ir;rgﬁlrneargalgont .

14.  The apparatus of claim 8, wherein said means for adjusting includes

means for adjusting the metric through an adaptive algorithm.

15. A computer-readable medium embodying means for implementing a
method for generating random numbers in a wireless communication device, the method
comprising:

computing at least one metric based on a sample of randomly generated
numbers;

comparing the metric with a corresponding reference value; and

adjusting the metric based on a result of said comparing so that the generated

random numbers achieves a desired distribution.
16.  The medium of claim 15, wherein said metric includes a mean value.

17. The medium of claim 15, wherein said metric includes a standard

deviation value.



gener ated random nunbers achi eves a desired

distribution. 9. The apparatus of claim@8, wherein
w@a00d/ometse i ¢ | ncl udes a nmean val ue. 10. The app@r/E$2985/025610

of claim8, wherein said netric includes a standard

devi ation value. 11. The appamatus of claim8, wherein

said netric includes an entropy value. 12. The

apparatus of claim8, wherein said nmeans fo dj ustin
nol ud8s e gt AEFBER | Vi sad mhenie HEbds a entropy value.
linear algorithm 13. The apparatus of claimS8,

wherein said neans for adjusting includes neans for
adj ustlbng fithe metivn e ftdaimut vehenwn spideadjusting an¢ludasn adjusting the

14. . The apparatus of .claim8, wherein said neans for
gaﬁtla%aﬁrw&%iﬂgreaﬂéw@ghs for adjusting the netric
t hrough an adaptive algorithm 15. A conputer-readable

medi um enbodyi ng neans for inplenmenting a method for |
gener &0i ng Tharmehivmofisdaim 15 whengin spidsagdiesimgineludasi adipsting the

devi.ce, the net.hod ¢o I sing: conputing at | east one
%%W?@I%‘%“MOWS%Z‘W@% randonl y gener at ed
nunbers; conparing the nmetric with a correspondi ng
reference value; and adjusting the netrjic based

1 na, .
resul 2lof Jheqnediwpanf yjmsbS.¢ elﬂﬁéldg%%éaclﬁg?mﬁmsﬁng the
nunber,s achi eves,. ired distribution. 16. The
%‘%ﬁqﬁml%lfﬁlc 4 nfg%ﬁg%tmgl' n said netric includes a
mean value. 17. The nmedi um of claim 15, wherein said
metric includes a standard devi ation value.18. Th
medi urd2of &\ aPHeLEsSOr iRk rlEInlerashtng nat meghq%h cf%h o"éjéusgiﬁg randomly

) ' .of claim15, wherein
%%%fg{agéjnﬁg{bgﬁgﬂ%gﬁ%%g%@?su 'ing the metric through a
| i nearcoaipgting tatnieas? OoneT leetrie diasath oh x| sainpiel Bf rahdamalyngenerated

sai d adjusting includes adjusting the netric through a
AWEBeFear al gorit hm

comparing the metric with a corresponding reference value; and

adjusting the metric based on a result of said comparing so that the generated

random numbers achieves a desired distribution.

23.  An apparatus for generating random numbers, comprising:

means for generating an analog noise voltage;

an analog-to-digital converter for converting the analog noise voltage to random
numbers;

a first digital-to-analog converter for providing a DC offset value, computed
based on a sample of the random numbers, to the means for generating the analog noise
voltage;

a second digital-to-analog converter for providing a reference voltage value,
computed based on the sample of the random numbers, to the analog to digital converter

so that the random numbers achieve a desired distribution.

24.  The apparatus of claim 23, wherein said means for generating includes a

noise generator and an amplifier.



21. The nedium of claim15, wherein said adjusting

i ncl udes adjusting the netric through an adaptive
wW@bk@onidehin 22. A processor for inplenmenting aPeEUNOS5/025610

for adjusting randomy generated nunbers, the nethod

conprising: conputing at | easipone netric based on a

sanpl e of randomy generated nunbers; conparing the

metric with a correspaqnding reference ue, .and . .

adj us€png iThe apRATAUE O 5?@8926nw gy ﬁﬁ“f‘\tgef °§‘~§?th due is provided to
plelys gy so that the generated random numbers

achieves a desired distribution. 23. An apparatus for )
gener a6i ng Thargpparamsnbe chimcdhpwhetehy saigetgfigercgr voltage value is

gener at i an. anal 0 oi se _vol tage; an

QH%P@%UngﬁFﬁkt Pdggﬁgnggﬁﬁ?or converting the anal og
noi se voltage to random nunbers; a first

di gital -to-anal og converter for providing a DC of fset
val ue, conputed based on a sanple of the random
nunbers, to the neans for generating the anal og noi se
vol tage; a second digital -to-anal og converter for

provi ding a reference voltage val ue, conputed based on
the sanmpl e of the random nunbers, to the analog to
digital converter so that the random nunbers achi eve a
desired distribution. 24. The apparatus of claim 23,
wherei n said neans for generating includes a noise
generator and an anplifier.25. The apparatus of claim
24, wherein said DC offset value is provided to the
anplifier. 26. The apparatus of claim 24, wherein said
reference voltage value is provided to the analog to
di gital converter.




