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BLOCKCHAIN CONSENSUS METHOD AND DEVICE AND
ELECTRONIC EQUIPMENT

TECHNICAL FIELD
[0001] This specification relates to the field of blockchain technology, and in particular,
to a blockchain consensus method, a blockchain consensus device, and an electronic

equipment.

BACKGROUND

[0002] With the development of information technologies, the blockchain technology has
become people’s focus because of its advantages such as openness, inalterability,
decentralization, etc. In current blockchain technology, a transaction initiated by a client can
be chained only after all consensus nodes in the blockchain reach a consensus. A proposal of
the consensus is initiated by a consensus master node of the blockchain. The consensus
master node sends transaction information of a pending-consensus transaction to a consensus
backup node. After receiving the transaction information, the consensus backup node
performs a consensus check on the pending-consensus transaction to decide whether to reach
a proposal.

[0003] At present, when there are many pending-consensus transactions in a consensus
proposal, the data amount of transaction information that the consensus master node needs to
send will increase accordingly, thereby consuming much time for transmission and analysis,
which in turn seriously affects the consensus efficiency. In view of the above, a technical

solution for improving the consensus efficiency of the blockchain is urgently desired.

SUMMARY

[0004] One object of the embodiments of this specification is to provide a blockchain
consensus method, a blockchain consensus device, and an electronic equipment, which can
improve the consensus execution efficiency of the blockchain.

[0005] To achieve the above-described object, the embodiments of this specification are
implemented as follows.

[0006] In a first aspect, a blockchain consensus method is provided, comprising:
initiating, by a consensus master node of a blockchain, a consensus proposal for at least one
pending-consensus transaction in a transaction pool of the consensus master node, wherein
the consensus proposal carries a transaction hash list, and the transaction hash list comprises
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a transaction hash of the at least one pending-consensus transaction; matching and selecting,
by a target consensus backup node of the blockchain from a transaction pool of the target
consensus backup node, the at least one pending-consensus transaction corresponding to the
transaction hash list, wherein all consensus nodes of the blockchain have the same transaction
hash calculation logic; and obtaining, by the target consensus backup node, transaction
information of the matched at least one pending-consensus transaction from the transaction
pool of the target consensus backup node, thereby executing a process flow of the consensus
proposal based on the transaction information.

[0007] In a second aspect, a blockchain consensus device is provided, comprising: a
consensus initiation module, configured to initiate, based on a consensus master node of a
blockchain, a consensus proposal for at least one pending-consensus transaction in a
transaction pool of the consensus master node, wherein the consensus proposal carries a
transaction hash list, and the transaction hash list comprises a transaction hash of the at least
one pending-consensus transaction; a transaction matching module, configured to match and
select, based on a target consensus backup node of the blockchain, the at least one pending-
consensus transaction corresponding to the transaction hash list from a transaction pool of the
target consensus backup node, wherein all consensus nodes of the blockchain have the same
transaction hash calculation logic; and a consensus execution module, configured to obtain,
based on the target consensus backup node, transaction information of the matched at least
one pending-consensus transaction from the transaction pool of the target consensus backup
node, thereby executing a process flow of the consensus proposal based on the transaction
information.

[0008] In a third aspect, an electronic equipment is provided, comprising: a memory, a
processor, and a computer program stored on the memory and capable of running on the
processor, wherein the computer program is executed by the processor to: initiate, based on a
consensus master node of a blockchain, a consensus proposal for at least one pending-
consensus transaction in a transaction pool of the consensus master node, wherein the
consensus proposal carries a transaction hash list, and the transaction hash list comprises a
transaction hash of the at least one pending-consensus transaction; match and select, based on
a target consensus backup node of the blockchain, the at least one pending-consensus
transaction corresponding to the transaction hash list from a transaction pool of the target
consensus backup node, wherein all consensus nodes of the blockchain have the same
transaction hash calculation logic; and obtain, based on the target consensus backup node,
transaction information of the matched at least one pending-consensus transaction from the
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transaction pool of the target consensus backup node, thereby executing a process flow of the
consensus proposal based on the transaction information.

[0009] In a fourth aspect, a computer-readable storage medium having a computer
program stored thereon is provided, wherein when the computer program is executed by a
processor, the following steps are implemented: initiating, based on a consensus master node
of a blockchain, a consensus proposal for at least one pending-consensus transaction in a
transaction pool of the consensus master node, wherein the consensus proposal carries a
transaction hash list, and the transaction hash list comprises a transaction hash of the at least
one pending-consensus transaction; matching and selecting, based on a target consensus
backup node of the blockchain, the at least one pending-consensus transaction corresponding
to the transaction hash list from a transaction pool of the target consensus backup node,
wherein all consensus nodes of the blockchain have the same transaction hash calculation
logic; and obtaining, based on the target consensus backup node, transaction information of
the matched at least one pending-consensus transaction from the transaction pool of the target
consensus backup node, thereby executing a process flow of the consensus proposal based on
the transaction information.

[0010] In the solutions of the embodiments of this specification, a consensus master node
sends to a consensus backup node a transaction hash of a pending-consensus transaction in a
consensus stage, replacing the original method of sending transaction information of the
pending-consensus transaction to the consensus backup node. All transaction backup nodes
may autonomously match and select transaction information of the pending-consensus
transaction from respective transaction pools based on the transaction hash, thereby
completing a consensus process flow. Since the data amount of the transaction hash is smaller
than that of transaction information, the solutions of the embodiments of this specification
may significantly reduce the time for data transmission and data analysis in the consensus

process, thereby improving the consensus efficiency.

BRIEF DESCRIPTION OF THE DRAWINGS

[0011] In order to more clearly describe the technical solutions of the embodiments of
this specification or the current technologies, the accompanying drawings used for the
description of the embodiments or the current technologies are briefly described below.
Apparently, the accompanying drawings described below are only some embodiments
recorded in this specification. One of ordinary skill in the art may obtain other drawings

according to these accompanying drawings without creative efforts.
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[0012] FIG. 1 is a first process flow diagram of a blockchain consensus method according
to the embodiments of this specification.

[0013] FIG. 2 is a second process flow diagram of a blockchain consensus method
according to the embodiments of this specification.

[0014] FIG. 3 is a structural diagram of a blockchain consensus device according to the
embodiments of this specification.

[0015] FIG. 4 is a structural diagram of an electronic equipment according to the

embodiments of this specification.

DETAILED DESCRIPTION

[0016] For a better understanding of the technical solutions of this specification by those
skilled in the art, a clear and complete description of the technical solutions of the
embodiments of this specification is made below in conjunction with the accompanying
drawings in the embodiments of this specification. Apparently, only some, not all of the
embodiments of this specification are described. All other embodiments obtained by one of
ordinary skill in the art without creative efforts based on the embodiments of this
specification shall fall within the protection scope of this specification.

[0017] As mentioned earlier, in current blockchain technology, a transaction initiated by
a client can be chained only after all consensus nodes in the blockchain reach a consensus. In
the consensus process, a consensus master node needs to send transaction information of a
pending-consensus transaction to consensus backup nodes for a consensus check. At present,
when there are many pending-consensus transactions in a consensus proposal, the data
amount of transaction information that the consensus master node needs to send will increase
accordingly, thereby consuming much time for transmission and analysis, which in turn
seriously affects the consensus efficiency.

[0018] For this problem, one object of this specification is to provide a technical solution
which may achieve a highly efficient consensus execution.

[0019] FIG. 1 is a process flow diagram of a blockchain consensus method according to
the embodiments of this specification. The method shown in FIG. 1 may be executed by
corresponding device below, comprising the following steps:

[0020] S102: initiating, by a consensus master node of a blockchain, a consensus
proposal for at least one pending-consensus transaction in a transaction pool of the consensus
master node, wherein the consensus proposal carries a transaction hash list, and the

transaction hash list comprises a transaction hash of the at least one pending-consensus
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transaction.

[0021] Note that the original consensus proposal carries a transaction information list,
and the transaction information list carries transaction information of all pending-consensus
transactions in this consensus proposal. In general, when the number of the pending-
consensus transactions reaches 1,000, the data amount of the transaction information list is as
high as about 2 M, which for a blockchain, is a relatively large data amount.

[0022] In this step, the consensus master node uses the transaction hash list instead of a
traditional transaction information list, which means that the consensus master node informs
a consensus backup node of a pending-consensus transactions of this consensus proposal
through a transaction hash. It should be appreciated that the data amount corresponding to the
transaction hash is much smaller than that corresponding to transaction information.

[0023] S104: matching and selecting, by a target consensus backup node of the
blockchain from a transaction pool of the target consensus backup node, the at least one
pending-consensus transaction corresponding to the transaction hash list, wherein all
consensus nodes of the blockchain have the same transaction hash calculation logic.

[0024] It should be appreciated that all consensus nodes of the blockchain having the
same transaction hash calculation logic means that the transaction hashes calculated by all
consensus nodes for the same transaction are consistent. As a result, all consensus backup
nodes may match and select a pending-consensus transaction consistent with the consensus
master node based on the transaction hash of the transaction hash list.

[0025] S106: obtaining, by the target consensus backup node, transaction information of
the matched at least one pending-consensus transaction from the transaction pool of the target
consensus backup node, thereby executing a process flow of the consensus proposal based on
transaction information.

[0026] Note that under normal circumstances, all consensus nodes of the blockchain will
independently initiate a legality check on a transaction initiated by a client, and add the
transaction passing the legality check to the transaction pool thereof. As a result, the
consensus backup node has the ability to obtain transaction information of a pending-
consensus transaction from the transaction pool thereof, instead of having the consensus
master node sending transaction information to the consensus backup node.

[0027] It is clear from the blockchain consensus method shown in FIG. 1 that: in the
solutions of the embodiments of this specification, the consensus master node sends to the
consensus backup node a transaction hash of a pending-consensus transaction in the
consensus stage, replacing the original method of sending to the consensus backup node
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transaction information of the pending-consensus transaction. All transaction backup nodes
may autonomously match and select transaction information of the pending-consensus
transaction from respective transaction pools based on the transaction hash, thereby
completing a consensus process flow. Since the data amount of the transaction hash is smaller
than that of transaction information, the solutions of the embodiments of this specification
may significantly reduce the time for data transmission and data analysis in the consensus
process, thereby improving the consensus efficiency.

[0028] In practical use, the client will access a node in the blockchain to initiate a
transaction. After this node performs a successful legality check on the transaction, the node
will add the transaction to the transaction pool thereof, and then forward the transaction to
other nodes, causing other nodes to perform a legality check on the transaction. Similarly,
after performing a successful legality check on the transaction, other nodes will add the
transaction to respective transaction pools.

[0029] Thus, the transactions in the transaction pools of all nodes in the blockchain are
not all synchronous. It means that in a very rare case, after a consensus master node initiates a
consensus proposal for a pending-consensus transaction in the transaction pool thereof, the
pending-consensus transaction may not yet be added to the transaction pools of some
consensus backup nodes. Thus, even if a transaction hash list sent by the consensus master
node is obtained, a consensus backup node would still fail to match and select the pending-
consensus transaction from the transaction pool thereof, nor would it be able to obtain
transaction information of the pending-consensus transaction, which makes a consensus flow
unable to proceed.

[0030] To solve this problem, in the above-described Step S104, if a target consensus
backup node fails to match and select, from a transaction pool of the target consensus backup
node, a target pending-consensus transaction (not limited to one) corresponding to the
transaction hash list, the target consensus backup node waits until the transaction pool of the
target consensus backup node is updated based on a preset delay strategy, and then rematches
and reselects, from the transaction pool of the target consensus backup node, the target
pending-consensus transaction corresponding to the transaction hash list.

[0031] Here, the delay strategy may include, but is not limited to: a rematch count and a
rematch time interval. As an example for illustration: assuming that the rematch count is 3
and the rematch time interval is 10 ms. Then the target consensus backup node waits for 10
ms after failing to match and select, from the transaction pool of the target consensus backup
node, the target pending-consensus transaction corresponding to the transaction hash list, and
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then retries to match and select the target pending-consensus transaction from the transaction
pool of the target consensus backup node. If the matching still fails, the target consensus
backup node waits for another 10 ms and retries to match and select the target pending-
consensus transaction from the transaction pool of the target consensus backup node until the
rematch count reaches 3.

[0032] In order to further ensure successful execution of the consensus proposal, if the
target consensus backup node still fails to match and select, based on the delay strategy, the
target pending-consensus transaction corresponding to the transaction hash list from the
transaction pool of the target consensus backup node, the target consensus backup node may
certainly actively request to obtain transaction information of the target pending-consensus
transaction from the consensus master node. It should be appreciated here that the consensus
master node will only initiate a consensus proposal for a transaction in a transaction pool of
the consensus master node. The scenario in which the consensus master node does not have
transaction information of the target pending-consensus transaction does not exist.

[0033] For example, when the target consensus backup node needs to request transaction
information of the target pending-consensus transaction from the consensus master node, the
target consensus backup node may send a transaction synchronization request message to the
consensus master node. The transaction synchronization request message carries the
transaction hash of the target pending-consensus transaction that the target consensus backup
node fails to match and select from the transaction pool of the target consensus backup node.
[0034] Then, the consensus master node searches for the transaction information of the
target pending-consensus transaction in the transaction pool of the consensus master node
based on the transaction hash in the transaction synchronization request, and feeds back
transaction information of the target pending-consensus transaction to the target consensus
backup node through a transaction synchronization response message.

[0035] After receiving the transaction synchronization response message, the target
consensus backup node first performs an account legality check on the target pending-
consensus transaction based on the transaction information of the target pending-consensus
transaction in the transaction synchronization response message (in some embodiments, the
IP address of a client that initiates the transaction is verified, etc.). After the account legality
check is performed and successful, adds the transaction information of the target pending-
consensus transaction to the transaction pool of the target consensus backup node. Then, the
target consensus backup node matches and selects the target pending-consensus transaction
from the transaction pool of the target consensus backup node. It needs to be explained here
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that the match should not be deemed as a successful match when the target consensus backup
node does not match and select the pending-consensus transaction corresponding to the
transaction hash list from its own transaction pool.

[0036] It should be appreciated that the above-described target pending-consensus
transaction does not refer to all pending-consensus transactions of this consensus proposal.
Therefore, even if the consensus master node sends transaction information of the target
pending-consensus transaction to the consensus backup node, the consumed time for
transmission and analysis is less than that for sending transaction information of all pending-
consensus transactions to the target consensus backup node.

[0037] Apparently, since one object of the embodiments of this specification is to reach a
consensus more quickly for the blockchain, the technology of the above-described solution
may be improved to further increase the consensus efficiency.

[0038] As an example: when the target consensus backup node fails to match and select
all pending-consensus transactions corresponding to the transaction hash list from its own
transaction pool at one try, the target consensus backup node may mark the transaction hash
of the matched pending-consensus transaction in the transaction hash list. In subsequent
rematch, the target consensus backup node only performs matching and selecting, from the
transaction pool of the target consensus backup node, for a pending-consensus transaction
corresponding to an unmarked transaction hash in the transaction hash list, thereby achieving
the goal of saving the matching time.

[0039] As another example: after adding a new transaction to a transaction pool of a
target consensus backup node, the target consensus backup node may pre-calculate a
transaction hash of the new transaction based on a transaction hash calculation logic, and
store a mapping relationship between the new transaction and the corresponding transaction
hash. In subsequent execution of a consensus process flow for the new transaction, a target
consensus backup node may directly match and select, from a transaction pool of the target
consensus backup node, the new transaction corresponding to the transaction hash list based
on the pre-stored mapping relationship, thereby achieving the goal of saving the matching
time. Optionally, after the new transaction is successfully chained, the target consensus
backup node may delete the pre-stored mapping relationship between the new transaction and
corresponding transaction hash, in order to clear up the storage space.

[0040] The method according to the embodiments of this specification is described below
as an example in conjunction with different implementation manners.

Implementation manner 1
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[0041] In implementation manner 1, replica nodes (also referred to as copies, which are
nodes that establish a blockchain distributed system, including a consensus master node and
consensus backup nodes) of a blockchain performs consensus based on Practical Byzantine
Fault Tolerance (PFBT) (or performs consensus based on other algorithms, which are not
limited to PFBT). A consensus process flow corresponding to PFBT is shown in FIG. 2,
including:

[0042] A pre-prepare stage:

[0043] The consensus master node of the blockchain initiates a consensus proposal,
enters a pre-prepare stage of PFBT, and broadcasts a pre-prepare message to all consensus
backup nodes, wherein the pre-prepare message carries information such as a sequence
number (Sequence): n of this proposal, a view value (View): v, a transaction hash list, etc.
Here, the transaction hash list includes the transaction hashes of all pending-consensus
transactions in this consensus proposal. In implementation manner 1, it is assumed that the
pending-consensus transactions include: transaction a, transaction b and transaction c.
[0044] A prepare stage:

[0045] After receiving the pre-prepare message, the target consensus backup node
(representing any consensus backup node) of the blockchain first determines whether
Sequence: n and View: v in the pre-prepare message are recognized.

[0046] If not, the consensus proposal is rejected.

[0047] If so, the pre-prepare message is accepted, and the process flow proceeds to the
following steps.

[0048] The target consensus backup node matches and selects transaction a, transaction b,
and transaction c from a transaction pool of the target consensus backup node based on the
transaction hashes of transaction a, transaction b, and transaction c in the transaction hash list.
For example, in the matching process, the target consensus backup node may respectively
perform reverse calculation of the transaction hashes in the transaction hash list based on a
transaction hash calculation logic agreed by the replica nodes, and obtain summary
information of transaction a, transaction b, and transaction c. Afterwards, based on summary
information of transaction a, transaction b, and transaction c, the target consensus backup
node searches its own transaction pool in order to match and select transaction a, transaction
b, and transaction ¢ from the transaction pool.

[0049] After matching transaction a, transaction b, and transaction c¢ from the transaction
pool of the target consensus backup node, the target consensus backup node extracts
transaction information of transaction a, transaction b, and transaction ¢ from the transaction
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pool. Then, the target consensus backup node performs a consensus check on transaction
information of transaction a, transaction b, and transaction ¢ based on a consensus check rule.
It should be understood that the consensus check method may be set flexibly, which will not
be elaborated further with examples herein.

[0050] If the consensus check succeeds, the target consensus backup node enters the
prepare stage, determines that the state on replica nodes is prepared, and adds the pre-prepare
message to local Log, and sends a prepare message to other replica nodes.

[0051] A commit stage:

[0052] After all replica nodes enter the prepared state, each replica node sends a commit
message to other replica nodes, and adds the commit message it sends to local Log
(representing its recognition). When a replica node finds that a quorum (a quorum is a set of a
certain number of replicas required to ensure the consistency requirement and fault tolerance
requirement of all replica data) agrees on the assignment of Sequence: n, the replica node will
broadcast a commit message to all other replica nodes. At the same time, the replica node will
also receive the commit messages from other replica nodes. If a replica node receives 2f+1 (f
is the number of evil nodes in a union chain) commit messages (including the one it sends,
and the commit messages from different nodes carrying the same Sequence: n and View: v),
then the replica node possesses a certificate named committed certificate, and the consensus
proposal reaches a committed state on this replica node. Now, it can be confirmed, only
through this replica node, that the request already reaches a prepared state in a quorum,
namely, all replica nodes of the same quorum agree on the assignment of Sequence: n. When
a replica node is in the committed state, it accepts the consensus proposal.

Implementation manner 2

[0053] In implementation manner 2, the replica nodes of a blockchain reach a consensus
based on PFBT, and a consensus process flow corresponding to PFBT includes:

[0054] A pre-prepare stage:

[0055] A consensus master node of the blockchain initiates a consensus proposal, enters a
pre-prepare stage of PFBT, and broadcasts a pre-prepare message to each consensus backup
node, wherein the pre-prepare message carries the information such as Sequence: n, View: v,
and a transaction hash list. Here, the transaction hash list includes the transaction hashes of
all pending-consensus transactions in this consensus proposal. In the implementation manner
1, it is assumed that the pending-consensus transactions include: transaction a, transaction b.
and transaction c.

[0056] A prepare stage:
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[0057] After receiving the pre-prepare message, a target consensus backup node of the
blockchain first determines whether the Sequence: n and View: v in the pre-prepare message
are recognized.

[0058] If not, the consensus proposal is rejected.

[0059] If so, the pre-prepare message is accepted, and the process flow proceeds to the
following steps.

[0060] Based on the transaction hashes of transaction a, transaction b, and transaction ¢ in
the transaction hash list, the target consensus backup node only matches and selects
transaction a from a transaction pool of the target consensus backup node. At this point, it
means that transaction b and transaction ¢ have not yet been synchronized to the transaction
pool of the target consensus backup node, then the target consensus backup node may wait
for 3 ms, and rematch and reselect transaction b and transaction ¢ from the transaction pool of
the target consensus backup node.

[0061] Assuming that transaction b is re-matched and selected from the transaction pool
of the target consensus backup node, but transaction c is still not matched and selected, then
the target consensus backup node may wait for another 3 ms, and try again to match and
select transaction c from the transaction pool of the target consensus backup node.

[0062] If transaction c is still not matched and selected, the target consensus backup node
sends the transaction hash of the matched transaction c in the transaction hash list to the
consensus master node; and the consensus master node matches and obtains transaction
information of transaction c from a transaction pool of the consensus master node based on
the transaction hash of transaction c, and feeds back transaction information of transaction ¢
to the target consensus backup node.

[0063] After obtaining transaction information of transaction ¢ through the consensus
master node, the target consensus backup node performs account legality check based on
transaction information of transaction c. This account legality check is different from
subsequent consensus check of a consensus node, and is only intended to verify whether
transaction ¢ can be added to the transaction pool; and if transaction ¢ passes the account
legality check from the target consensus backup node, the target consensus backup node adds
transaction c to the transaction pool of the target consensus backup node. Then, the target
consensus backup node re-matches the transaction hash corresponding to transaction c in the
transaction hash list with the transaction pool of the target consensus backup node.

[0064] After matching and selecting transaction a, transaction b, and transaction ¢ from
the transaction pool of the target consensus backup node, the target consensus backup node
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further extracts transaction information of transaction a, transaction b, and transaction ¢ from
the transaction pool. Then, the target consensus backup node performs a consensus check on
transaction information of transaction a, transaction b, and transaction ¢ based on its
consensus check rules, and determines whether transaction a, transaction b, and transaction ¢
are legal at a transaction level.

[0065] If the consensus check is successful, the target consensus backup node enters the
prepare stage, determines that the state on replica is prepared, and adds the pre-prepare
message to local Log, and sends a prepare message to other replica nodes.

[0066] A commit stage:

[0067] After all replica nodes enter the prepared state, each replica node sends a commit
message to other replica nodes, and adds the commit message it sends to local Log
(representing its recognition). When a replica node finds that a quorum (a quorum is a set of a
certain number of replicas required to ensure the consistency requirement and fault tolerance
requirement of all replica data) agrees on the assignment of Sequence: n, the replica node will
broadcast a commit message to all other replica nodes. At the same time, the replica node will
also receive the commit messages from other replica nodes. If a replica node receives 2f+1 (f
is the number of evil nodes in a union chain) commit messages (including the one it sends,
and the commit messages from different nodes carrying the same Sequence: n and View: v),
then the replica node possesses a certificate named committed certificate, and the consensus
proposal reaches a committed state on this replica node. Now, it can be confirmed, only
through this replica node, that the request already reaches a prepared state in a quorum,
namely, all replica nodes of the same quorum agree on the assignment of Sequence: n. When
a replica node is in the committed state, it accepts the consensus proposal.

[0068] The above-described implementation manners are only used for the description of
the method according to the embodiments of this specification. It should be understood that
appropriate changes may be made without departing from the above-described principles, and
these changes shall also be considered to be within the protection scope of the embodiments
of this specification. In some embodiments, after obtaining a hash list from the pre-prepare
message, the consensus backup node may also obtain transaction information of the pending-
consensus transaction from local transaction pool in the pre-prepare stage or the committed
stage, and complete relevant consensus check.

[0069] Corresponding to the above-described method, as shown in FIG. 3, the
embodiments of this specification also provide a blockchain consensus device 300,
comprising:
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[0070] a consensus initiation module 310, configured to initiate, based on a consensus
master node of a blockchain, a consensus proposal for at least one pending-consensus
transaction in a transaction pool of the consensus master node, wherein the consensus
proposal carries a transaction hash list, and the transaction hash list comprises a transaction
hash of the at least one pending-consensus transaction;

[0071] a transaction matching module 320, configured to match and select, based on a
target consensus backup node of the blockchain, the at least one pending-consensus
transaction corresponding to the transaction hash list from a transaction pool of the target
consensus backup node, wherein all consensus nodes of the blockchain have the same
transaction hash calculation logic; and

[0072] a consensus execution module 330, configured to obtain, based on the target
consensus backup node, transaction information of the matched at least one pending-
consensus transaction from the transaction pool of the target consensus backup node, thereby
executing a process flow of the consensus proposal based on the transaction information.
[0073] It can be known from the blockchain consensus device shown in FIG. 3 that in the
solutions of the embodiments of this specification, the consensus master node sends the
transaction hash of the pending-consensus transaction to a consensus backup node in a
consensus stage, replacing the original method of sending transaction information of the
pending-consensus transaction to the consensus backup node. All transaction backup nodes
may autonomously match and select transaction information of the pending-consensus
transaction from respective transaction pools based on the transaction hash, thereby
completing a consensus process flow. Since the data amount of the transaction hash is smaller
than that of transaction information, the solutions of the embodiments of this specification
may significantly reduce the time for data transmission and data analysis in the consensus
process, thereby improving the consensus efficiency.

[0074] Optionally, before the step of executing a processing logic of the consensus
proposal based on the transaction information, if the transaction matching module 320 fails to
match and select, based on a target consensus backup node, a target pending-consensus
transaction corresponding to the transaction hash list from a transaction pool of the target
consensus backup node, it may wait until the transaction pool of the target consensus backup
node is updated based on a preset delay strategy, and rematch and reselect the target pending-
consensus transaction corresponding to the transaction hash list from the transaction pool of
the target consensus backup node.

[0075] Optionally, before the step of executing a processing logic of the consensus
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proposal based on the transaction information, if the transaction matching module 320 still
fails to match and select, based on the target consensus backup node and the delay strategy,
the target pending-consensus transaction corresponding to the transaction hash list from the
transaction pool of the target consensus backup node, it may request to obtain the information
of the target pending-consensus transaction from the consensus master node based on the
target consensus backup node. For example, the transaction matching module 320 may send a
transaction synchronization request message to the consensus master node based on the target
consensus backup node, wherein the transaction synchronization request message carries the
transaction hash of the target pending-consensus transaction that fails to be matched and
selected from the transaction pool of the target consensus backup node. Then, the transaction
matching module 320 receives, based on the target consensus backup node, a transaction
synchronization response message fed back by the consensus master node, wherein the
transaction synchronization response message carries transaction information of the target
pending-consensus transaction provided by the consensus master node. Then, the transaction
matching module 320 performs a legality check on the target pending-consensus transaction
based on the target consensus backup node and transaction information of the target pending-
consensus transaction in the transaction synchronization response message. After the legality
check is performed and successful, transaction information of the target pending-consensus
transaction is added to the transaction pool of the target consensus backup node. Finally, the
transaction matching module 320 matches and selects, based on a consensus backup node of
the blockchain, the target pending-consensus transaction corresponding to the transaction
hash list from the transaction pool of the target consensus backup node.

[0076] Here, the above-described delay strategy may include, but is not limited to: a
rematch count and a rematch time interval.

[0077] Optionally, the transaction matching module 320 may mark, based on the target
consensus backup node, the transaction hash of the matched pending-consensus transaction in
the transaction hash list. Here, the transaction matching module 320 only matches and selects,
based on the target consensus backup node, a pending-consensus transaction corresponding to
an unmarked transaction hash in the transaction hash list from the transaction pool of the
target consensus backup node.

[0078] Optionally, after the target consensus backup node adds a new transaction to the
transaction pool of the target consensus backup node, the transaction matching module 320
may calculate a transaction hash of the new transaction based on the transaction hash
calculation logic, and stores a mapping relationship between the new transaction and the
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corresponding transaction hash, to directly match and select, based on the pre-stored mapping
relationship, the at least one pending-consensus transaction corresponding to the transaction
hash list from the transaction pool of the target consensus backup node.

[0079] Optionally, the transaction hash list is sent to the target consensus backup node by
the consensus master node through a pre-prepare message in a pre-prepare stage of the
consensus proposal.

[0080] Apparently, the blockchain consensus device of the embodiments of this
specification may serve as an execution entity of the blockchain consensus method shown in
FIG. 1, and thus can achieve the functions of the blockchain consensus method shown in
FIGs. 1 and 2. As the principles are identical, the blockchain consensus device will not be
elaborated further herein.

[0081] FIG. 4 is a structural diagram of an electronic equipment according to an
embodiment of this specification. Referring to FIG. 4, at a hardware level, the electronic
equipment includes a processor, and optionally further includes an internal bus, a network
interface, and a memory. Here, the memory may include an internal memory such as a high-
speed Random-Access Memory (RAM), and may also include a non-volatile memory such as
at least one disk memory. The electronic equipment may certainly also include the hardware
required by other transactions.

[0082] The processor, the network interface, and the memory may be connected to each
other through an internal bus, wherein the internal bus may be an ISA (Industry Standard
Architecture) bus, a PCI (Peripheral Component Interconnect) bus or an EISA (Extended
Industry Standard Architecture) bus, etc. The bus may be classified into an address bus, a
data bus, a control bus, etc. For ease of presentation, only a double-headed arrow is used in
FIG. 4, which, however, does not mean that there is only one bus or one type of bus.

[0083] The memory is used to store programs. For example, the programs may include
program codes, and the program codes include computer operation instructions. The memory
may include an internal memory and a non-volatile memory, and provides instructions and
data to the processor.

[0084] The processor reads corresponding computer program from the non-volatile
memory to the internal memory and then runs the computer program to form a blockchain
consensus device at a logical level. The processor executes the programs stored in the
memory, and is used to perform the following operations:

[0085] initiating, based on a consensus master node of a blockchain, a consensus proposal
for at least one pending-consensus transaction in a transaction pool of the consensus master

15



10

15

20

25

30

node, wherein the consensus proposal carries a transaction hash list, and the transaction hash
list comprises a transaction hash of the at least one pending-consensus transaction;

[0086] matching and selecting, based on a target consensus backup node of the
blockchain, the at least one pending-consensus transaction corresponding to the transaction
hash list from a transaction pool of the target consensus backup node, wherein all consensus
nodes of the blockchain have the same transaction hash calculation logic; and

[0087] obtaining, based on the target consensus backup node, transaction information of
the matched at least one pending-consensus transaction from the transaction pool of the target
consensus backup node, thereby executing a process flow of the consensus proposal based on
the transaction information.

[0088] It can be known from the electronic equipment shown in FIG. 4 that in the
solutions of the embodiments of this specification, the consensus master node sends the
transaction hash of the pending-consensus transaction to the consensus backup node in a
consensus stage, replacing the original method of sending transaction information of the
pending-consensus transaction to the consensus backup node. All transaction backup nodes
may autonomously match transaction information of the pending-consensus transaction from
respective transaction pools based on the transaction hash, thereby completing a consensus
process flow. Since the data amount of the transaction hash is smaller than that of transaction
information, the solutions of the embodiments of this specification may significantly reduce
the time for data transmission and data analysis in the consensus process, thereby improving
the consensus efficiency.

[0089] The above-mentioned blockchain consensus method disclosed by the embodiment
shown in FIG. 1 of this specification is applicable on a processor or is implemented by the
processor. The processor may be an integrated circuit chip with signal processing capability.
During implementation, the steps of the above-described method may be completed by an
integrated logic circuit of hardware in the processor or by instructions in a software form. The
above-described processor may be a general-purpose processor, including CPU (Central
Processing Unit), NP (Network Processor), etc, and may also be DSP (Digital Signal
Processor), ASIC (Application Specific Integrated Circuit), FPGA (Field-Programmable Gate
Array) or other programmable logic devices, discrete gate or transistor logic devices, discrete
hardware components. The method, steps and logical block diagrams disclosed in the
embodiments of this specification may be implemented or executed. The general-purpose
processor may be a microprocessor or any conventional processor, etc. The steps of the
method disclosed by the embodiments of this specification may be directly executed
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completely by a hardware decoding processor, or by a combination of hardware and software
modules in the decoding processor. The software module may be located in a mature storage
medium in the field, such as a random access memory, a flash memory, a read-only memory,
a programmable read-only memory, an electrically erasable programmable memory and a
register. The storage medium is located in the memory, and the processor reads information
in the memory and implements the steps of the above-described method in conjunction with
its hardware.

[0090] It should be appreciated that the electronic equipment according to the
embodiments of this specification may achieve the functions of the above-mentioned
blockchain consensus device embodiments shown in FIGs. 1 and 2, which will not be
elaborated further herein.

[0091] Of course, in addition to the implementation manner by software, the electronic
equipment in this specification does not exclude other implementation manners, such as by a
logic device or a combination of software and hardware, etc. That is to say, the execution
entity for the following process flow is not limited to various logic units, and may also be a
hardware or logic device.

[0092] In addition, the embodiments of this specification also provide a computer-
readable storage medium having one or more programs stored thereon, wherein the one or
more programs include instructions; and when the instructions are executed by a portable
electronic device comprising a plurality of applications, the portable electronic device may be
caused to execute the method according to the embodiment shown in FIG. 1, and is used to
implement the following steps:

[0093] initiating, based on a consensus master node of a blockchain, a consensus proposal
for at least one pending-consensus transaction in a transaction pool of the consensus master
node, wherein the consensus proposal carries a transaction hash list, and the transaction hash
list comprises a transaction hash of the at least one pending-consensus transaction;

[0094] matching and selecting, based on a target consensus backup node of the
blockchain, the at least one pending-consensus transaction corresponding to the transaction
hash list from a transaction pool of the target consensus backup node, wherein all consensus
nodes of the blockchain have the same transaction hash calculation logic; and

[0095] obtaining, based on the target consensus backup node, transaction information of
the matched at least one pending-consensus transaction from the transaction pool of the target
consensus backup node, thereby executing a process flow of the consensus proposal based on
the transaction information.
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[0096] It should be appreciated that when the above-described instructions are executed
by a portable electronic device comprising a plurality of applications, the above-described
blockchain consensus device may be caused to achieve the functions according to the
embodiments shown in FIGs. 1 and 2, which will not be repeated herein.

[0097] Those skilled in the art should understand that the embodiments of this
specification may be provided as a method, a system or a computer program product.
Therefore, this specification may adopt a form of complete hardware embodiments, complete
software embodiments or embodiments described in conjunction with software and hardware.
In addition, this specification may adopt a form of a computer program product implemented
on one or more computer-usable storage media (including but not limited to disk memories,
CD-ROM, optical memories, etc.) comprising computer-usable program codes.

[0098] Some embodiments of this specification are described above. Other embodiments
fall within the protection scope of the appended claims. In some cases, the actions or steps
stated in the claims may be performed in a sequence different from those in the embodiments
and the desired result may still be achieved. In addition, the processes described in the
accompanying drawings do not necessarily require the specific order or sequential order
shown to achieve the desired result. In some implementation manners, multitasking and
parallel processing are also feasible or may be advantageous.

[0099] What described above are just embodiments of this specification, and are not
intended to limit this specification. For those skilled in the art, there may be various
modifications and changes to this specification. Any modification, equivalent replacement,
improvement and the like made within the spirit and principle of this specification shall fall

within the protection scope of the claims of this specification.
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What is claimed is:

1. A blockchain consensus method performed by a target consensus backup node of a
blockchain, comprising:

receiving, from a consensus master node of the blockchain, a pre-prepare message in a
pre-prepare stage of a consensus proposal for at least one pending-consensus transaction in a
transaction pool of the consensus master node, wherein the pre-prepare mesage carries a
transaction hash list, and the transaction hash list comprises a transaction hash of the at least
one pending-consensus transaction;

matching and selecting, from a transaction pool of the target consensus backup node, the
at least one pending-consensus transaction corresponding to the transaction hash list, wherein
all consensus nodes of the blockchain have the same transaction hash calculation logic; and

obtaining, from the transaction pool of the target consensus backup node, transaction
information of the matched at least one pending-consensus transaction, thereby executing a
process flow of the consensus proposal based on the transaction information,

characterized in that the method further comprises:

after adding, by the target consensus backup node, a new transaction to the transaction
pool of the target consensus backup node, calculating a transaction hash of the new
transaction based on the transaction hash calculation logic, and storing a mapping
relationship between the new transaction and a corresponding transaction hash thereof; and

the step of matching and selecting the at least one pending-consensus transaction
corresponding to the transaction hash list comprises:

matching and selecting, from the transaction pool of the target consensus backup node,
the at least one pending-consensus transaction corresponding to the transaction hash list

based on the pre-stored mapping relationship.

2. The method according to claim 1, wherein before executing a processing logic of the
consensus proposal based on the transaction information, the method further comprises:

if the target consensus backup node fails to match and select, from the transaction pool
of the target consensus backup node, the target pending-consensus transaction corresponding
to the transaction hash list, waiting until the transaction pool of the target consensus backup
node is updated based on a preset delay strategy, and rematching and reselecting again, from

the transaction pool of the target consensus backup node, the target pending-consensus

19



transaction corresponding to the transaction hash list.

3. The method according to claim 2, wherein before the step of executing a consensus
logic for the pending-consensus transaction based on the transaction information, the method
further comprises:

if the target consensus backup node still fails to match and select, from the transaction
pool of the target consensus backup node, the target pending-consensus transaction
corresponding to the transaction hash list based on the delay strategy, sending to the
consensus master node a transaction synchronization request message, wherein the
transaction synchronization request message carries a transaction hash of the target pending-
consensus transaction not matched and selected from the transaction pool of the target
consensus backup node;

receiving, by the target consensus backup node, a transaction synchronization response
message fed back by the consensus master node, wherein the transaction synchronization
response message carries transaction information of the target pending-consensus transaction
provided by the consensus master node;

performing, by the target consensus backup node, a validity check on the target pending-
consensus transaction based on the transaction information of the target pending-consensus
transaction in the transaction synchronization response message, and after the validity check
is performed and successful, adding the transaction information of the target pending-
consensus transaction to the transaction pool of the target consensus backup node; and

matching and selecting, by the consensus backup node of the blockchain from the
transaction pool of the target consensus backup node, the target pending-consensus

transaction corresponding to the transaction hash list.

4. The method according to claim 2,

wherein the delay strategy comprises: a rematch count and a rematch time interval.

5. The method according to claim 2, further comprising:

marking, by the target consensus backup node, a transaction hash of a matched and
selected pending-consensus transaction in the transaction hash list, wherein the target
consensus backup node only matches and selects, from the transaction pool of the target
consensus backup node, a pending-consensus transaction corresponding to an unmarked

transaction hash in the transaction hash list.

20



6. The method according to any one of claims 1-5,
wherein the consensus proposal reaches a consensus based on the Practical Byzantine

Fault Tolerance algorithm.

7. A blockchain target consensus device, comprising:

a consensus initiation module, configured to receive, from a consensus master node of a
blockchain, a pre-prepare message in a pre-prepare stage of a consensus proposal for at least
one pending-consensus transaction in a transaction pool of the consensus master node,
wherein the pre-prepare message carries a transaction hash list, and the transaction hash list
comprises a transaction hash of the at least one pending-consensus transaction;

a transaction matching module, configured to match and select, based on a target
consensus backup node of the block, the at least one pending-consensus transaction
corresponding to the transaction hash list from a transaction pool of the target consensus
backup node, wherein all consensus nodes of the blockchain have the same transaction hash
calculation logic; and

a consensus execution module, configured to obtain, based on the target consensus
backup node, transaction information of the matched at least one pending-consensus
transaction from the transaction pool of the target consensus backup node, thereby executing
a process flow of the consensus proposal based on the transaction information,

characterized in that, once a new transaction is added to the transaction pool of the target
consensus backup device, the transaction matching module is further configured to:

calculate a transaction hash of the new transaction based on the transaction hash
calculation logic, and store a mapping relationship between the new transaction and a
corresponding transaction hash thereof; and

match and select, from the transaction pool of the target consensus backup device, the at
least one pending-consensus transaction corresponding to the transaction hash list based on

the pre-stored mapping relationship.

8. A blockchain-based system comprising:
a blockchain target consensus device according to claim 7; and
a consensus master device configured to initiate a consensus proposal for at least one

pending-consensus transaction in a transaction pool of the consensus master device.
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9. A computer-readable storage medium having a computer program stored thereon,
wherein the computer program is executed by a processor to implement the method according

to any one of claims 1 to 6.
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