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TEMPORARY CONSENSUS NETWORKS IN A RESOURCE TRANSFER SYSTEM

BACKGROUND

[1] The transfer of resources between two parties may require the involvement of one or
more third parties. For example, if the sending party has one type of resource (such as dollars) to
send, but the receiving party expects to receive a different type of resource (such as euros), a
third party may be needed to convert the sending party’s resource (dollars) into the resource
expected by the receiving party (euros). More parties can be introduced into a resource transfer.
For example, a first intermediary may convert dollars to yen and a second intermediary may
convert the yen into euros for the receiving party. As the number of intermediaries increase, the
risk for the parties involved in the transfer may increase. For example, it may be possible for one
of the third parties (such as an intermediary) in between the sending party and receiving party to
take resources (such as dollars from the sending party), but keep them instead of converting them
into a different type of resource (e.g., yen) and passing them on to another intermediary towards
the receiving party. It may also be possible for a third party to transfer resources such as euros to
the receiving party, and then fail to be reimbursed either by the sending party or an intermediary
between the sending party and the third party. Malicious sending parties may also initiate
resource transfers designed to fail on purpose to temporarily tie up resources held by one or more

of the other parties to a transaction.

BRIEF SUMMARY

[2] Systems and techniques disclosed herein may allow for a resource transfer system.
Additional features, advantages, and embodiments of the disclosed subject matter may be set

forth or apparent from consideration of the following detailed description, drawings, and claims.
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Moreover, it is to be understood that both the foregoing summary and the following detailed
description are examples and are intended to provide further explanation without limiting the

scope of the claims.

[3] An instruction may be received to transfer a first quantity of a first resource type from
a first resource pool to a second resource pool. An instruction may be received to place a hold
on a second quantity of the first resource type in the first resource pool. An authorization to
place the hold on the second quantity of the first resource type in the first resource pool.
Responsive to receiving the authorization, the hold may be placed on the second quantity of the
first resource type in the first resource pool to create a held second quantity of the first resource
type. The held second quantity of the first resource type cannot be transferred from the first

resource pool until the hold is released.

(4] A message may be received that fulfills a condition of the hold. An instruction may
be received to execute the transfer of the first quantity of the first resource type from the first
resource pool to the second resource pool. Responsive to receiving the message that fulfills the
condition on the hold and the instruction to execute the transfer, the hold may be released on the
held second quantity of the first resource type, a first register that is in the first resource pool and
is associated with the first resource type may be decremented by the first quantity, and a second
register that is in the second resource pool and is associated with the first resource type may be

incremented by the first quantity.

[5] A message may be received including a proposed transfer. The proposed transfer may
include a source transfer of a first quantity of a first resource type from a first resource pool to a
second resource pool and a destination transfer of a second quantity of a second resource type
from a third resource pool to a fourth resource pool. A message may be received indicating that
a hold has been placed on a third quantity of the first resource type in the first resource pool. A
message associated with the performance of the destination transfer may be sent. A message
indicating that a condition on the hold of the third quantity of the first resource type in the first

resource pool has been fulfilled may be received. An instruction to execute the source transfer of
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the first quantity of the first resource type from the first resource pool to the second resource

pool may be sent.

[6] A prepared transfer receipt may be received from each of a number of resource
tracking systems in a transfer chain. The prepared transfer receipt may indicate that each of the
resource tracking systems has placed a hold on a respective quantity of a respective resource
type. A signed message may be sent to each of the number of resource tracking systems and
each of a number of intermediaries. The signed message may fulfill a condition on each of the
holds placed by each of the resource tracking systems and cause each of the number of
intermediaries to send at least on instruction to execute a transfer to one of the number of

resource tracking systems.

BRIEF DESCRIPTION OF THE DRAWINGS

[7] The accompanying drawings, which are included to provide a further understanding
of the disclosed subject matter, are incorporated in and constitute a part of this specification. The
drawings also illustrate embodiments of the disclosed subject matter and together with the
detailed description serve to explain the principles of embodiments of the disclosed subject
matter. No attempt is made to show structural details in more detail than may be necessary for a
fundamental understanding of the disclosed subject matter and various ways in which it may be

practiced.

[8] FIG. 1 shows an example system suitable for a resource transfer system according to

an implementation of the disclosed subject matter.

[9] FIG. 2 shows an example system suitable for a resource transfer system according to

an implementation of the disclosed subject matter.

[10] FIG. 3 shows an example system suitable for a resource transfer system according to

an implementation of the disclosed subject matter.
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[11] FIG. 4 shows an example system suitable for a resource transfer system according to

an implementation of the disclosed subject matter.

[12] FIG. 5 shows an example system suitable for a resource transfer system according to

an implementation of the disclosed subject matter.

[13] FIGs. 6A-D shows example arrangements suitable for a resource transfer system

according to an implementation of the disclosed subject matter.

[14] FIGs. 7A-C shows example arrangements suitable for a resource transfer system

according to an implementation of the disclosed subject matter.

[15] FIGs. 8A-C shows example arrangements suitable for a resource transfer system

according to an implementation of the disclosed subject matter.

[16] FIGs. 9A-C shows example arrangements suitable for a resource transfer system

according to an implementation of the disclosed subject matter.

[17] FIG. 10 shows an example arrangement suitable for a resource transfer system

according to an implementation of the disclosed subject matter.

[18] FIG. 11 shows an example sequence suitable for a resource transfer system according

to an implementation of the disclosed subject matter.

[19] FIG. 12 shows an example sequence suitable for a resource transfer system according

to an implementation of the disclosed subject matter.

[20] FIG. 13A shows an example sequence suitable for a resource transfer system

according to an implementation of the disclosed subject matter.

[21] FIG. 13B shows an example sequence suitable for a resource transfer system

according to an implementation of the disclosed subject matter.
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[22] FIG. 14 shows an example sequence suitable for a resource transfer system according

to an implementation of the disclosed subject matter.

[23] FIG. 15 shows an example sequence suitable for a resource transfer system according

to an implementation of the disclosed subject matter.

[24] FIG. 16 shows an example arrangement suitable for a resource transfer system

according to an implementation of the disclosed subject matter.

[25] FIG. 17A shows an example arrangement suitable for a resource transfer system

according to an implementation of the disclosed subject matter.

[26] FIG. 17B shows an example arrangement suitable for a resource transfer system

according to an implementation of the disclosed subject matter.

[27] FIG. 18A shows an example procedure suitable for a resource transfer system

according to an implementation of the disclosed subject matter.

[28] FIG. 18B shows an example procedure suitable for a resource transfer system

according to an implementation of the disclosed subject matter.

[29] FIG. 19 shows an example procedure suitable for a resource transfer system

according to an implementation of the disclosed subject matter.

[30] FIG. 20A shows an example procedure suitable for a resource transfer system

according to an implementation of the disclosed subject matter.

[31] FIG. 20B shows an example procedure suitable for a resource transfer system

according to an implementation of the disclosed subject matter.

[32] FIG. 21 shows an example procedure suitable for a resource transfer system

according to an implementation of the disclosed subject matter.
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[33] FIG. 22 shows a computer according to an embodiment of the disclosed subject
matter.
[34] FIG. 23 shows a network configuration according to an embodiment of the disclosed
subject matter.
DETAILED DESCRIPTION
[35] According to embodiments disclosed herein, a resource transfer system may allow for

the transfer of resources of different types from a sending party to a receiving party and
involving one or more third parties (such as intermediary parties), while reducing the risk to the
parties involved. A sending party may initiate a transfer of resources to a receiving party, using
any suitable computing device. The transfer may be performed using resource tracking systems,
which may be any suitable computing devices for tracking the ownership of resources by the
various parties. The sending party, receiving party, and intermediary parties may use computing
devices such as a sender, intermediary, and receiver. The sender, intermediaries, receiver, and
resource tracking systems can be considered parts of a transfer chain from the sender to the

receiver.

[36] As used herein, for a given party in the transfer, a transfer of resources to that party
on a resource tracking system is referred to as “source transfer”, and a transfer of resource away
from the party is referred to as a “destination transfer”. Source and destination transfers for the
same party may take place using two separate resource tracking systems, both of which can track
resources controlled by the party. A resource tracking system may be between two parties when
both parties have resources that are tracked by the resource tracking system, so that the resource

tracking system may transfer resources between the parties.

[37] Holds may be placed on resources to be transferred. A purpose of the hold is to
reduce the amount of risk taken by one or more participants in a transfer chain. Generally, a

“hold” prevents the transfer of a quantity of resources and/or specific resources unless and until
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certain conditions of the hold are fulfilled. The conditions may be, for example, the receiving of
a signed message from a computing device or system trusted by all of the parties participating in
the transfer indicating that the transfer can proceed, the receiving of a receipt, such as a pre-
agreed upon signed message, from a specified party which may be the receiving party or some
third-party to whom the receiver has delegated responsibility. The specified third party may be,
for example, one of the intermediaries or resource tracking systems in the transfer chain, a third-
party notary, or some other suitable party. The conditions may also be, for example, that a
source transfer of resources to a party may proceed upon receiving a message (“receipt”) that
may be evidence that a destination transfer of resources from that party has taken place. As
another example, a condition may be the receiving of evidence that one or more other holds in
place at one or more different points in a transfer chain. The conditions may also be, for
example, evidence that a smart contract is being executed, or a digital signature or other signed
message from a third-party indicating the occurrence of an event, such as a digital signature
confirming the successful delivery of a physical package by a delivery service. The conditions
of a hold may also be, for example, evidence of the fulfillment of multiple other, non-hold

conditions, including, for example, the receipt of signatures from multiple other parties.

[38] A sending party, using a sender computing device, or “sender,” may initiate a transfer
to a receiver by requesting a quote. A quote can relate to the resources required to make a
transfer from the sender to the receiver. It can include an amount of resources to be transferred to
a recipient, as well as any fees for effectuating the transfer. Such fees may be charged by
intermediaries. The quote may be requested from any suitable party, with any suitable computing
device or system that may be in communication with computing devices or system for various

intermediaries.

[39] For all transfer chains, using any conditions on held resources and number of
intermediaries, the sending party may accept a quote and authorize a hold on its own resources
that are to be transferred. The hold can be put in place on a resource tracking system between the

sending party and the first intermediary party in the transfer chain, which may be a sender-
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intermediary resource tracking system. The sender-intermediary resource tracking system may
track certain resources controlled by the sending party and other resources controlled by the first
intermediary party. In general, a hold can be put in place on the resource tracking system
responsible for tracking resources of adjacent parties in the transfer chain. For example, a record
of the amount and type of a sending party resource may be stored in a database that is part of a
resource tracking system. In placing a hold on a certain quantity of the resources belonging to the
sending party, the resource tracking system may prevent the transfer of that quantity of resources
and/or specific resources unless and until the specific conditions of the hold are fulfilled. The
resources for both the sending party and for the next party in the transfer chain may be of the
same type. Once the hold has been authorized, the next party in the transfer, for example, an
intermediary party using an intermediary computing device, or “intermediary,” may cause the
resource tracking system to implement the hold on the resources as authorized by the sending
party. This may lock up some quantity of the sending party’s resources, preventing other
transfers from reducing the quantity of the sending party’s resources on the sender-intermediary
resource tracking system below the held quantity for some time period. The sender-intermediary
resource tracking system may send a hold receipt (a “prepared transfer receipt”) that may
indicate that the requested hold has been placed on the resource in preparation for the planned
transfer. The hold may also be placed by transferring the held resources to a holding account on
the resource tracking system. The holding account may be owned by the operator of the resource
tracking system, or by owned by a third party. For example, a third party may establish an
account on a resource tracking system to which a sending party may transfer resources to be used
in a transfer. The sending party’s resources may be transferred out of the third party’s account
on the resource tracking system when being transferred to an account of a first intermediary

party in a transfer chain.

[40] For a single intermediary transfer chain, the condition for the resource tracking
system allowing the transfer of held resources may be receiving a signed message from a trusted
system indicating that the transfer may proceed. The intermediary may receive the prepared

transfer receipt that was sent out by the sender-intermediary resource tracking system. In
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response, the intermediary may place a hold on a certain amount of resources controlled by the
intermediary party and tracked by an intermediary-receiver resource tracking system, which may
also track resources controlled by the receiving party. When all of the resources for the transfer
on both resource tracking systems have been put on hold for the transfer, the transfer may
proceed. This can prevent partial transfers without the entire transfer going through. A condition
for releasing the holds can be receiving a cryptographically signed statement from a trusted third
party (a “trusted system”) that has verified that appropriate the resources involved in the transfer
on different resource tracking systems have been placed on hold and that the transfer may
proceed. The trusted system can base this statement on verified messages from, for example, the
resource tracking systems involved in the transfer (the sender-intermediary and intermediary-

receiver resource tracking systems) that the amounts are on hold.

[41] The trusted system may receive prepared transfer receipts (hold receipts) indicating
that holds have been placed on the resources at both resource tracking systems in the transfer,
and may send the resource tracking systems and the intermediary the signed message indicating
that the transfer can proceed. The intermediary may send instructions to the intermediary-
receiver resource tracking system to transfer the intermediary party’s resources on which the
hold was placed to the receiving party. The intermediary may also instruct the sender-
intermediary resource tracking system to transfer the sending party’s resources on which the hold
was placed to the intermediary party. Because the hold conditions may have been fulfilled by
the receiving of the signed message from the trusted system, the resource tracking systems may
execute the transfers as instructed by the intermediary, and may send transfer confirmation
receipts to the intermediary. The intermediary may notify the receiving party, for example, at a
receiver computing device, or “receiver,” and the sending party, at the sender, that the transfer

was completed.

[42] In some implementations, the trusted system for a transfer chain may be a temporary
consensus network. A temporary consensus network for a transfer chain may include a number

of systems, or nodes, which may be, for example, resource tracking systems or intermediaries
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that are not part of the transfer chain. The nodes in a temporary consensus network may be
selected based on the intersection of trust lists collected from the stakeholders in transfer chain.
The stakeholders may be, for example, the sending party, the receiving party, and any
intermediary parties in the transfer chain. A stakeholder’s trust list may be a list of nodes that
are trusted by that stakeholder to be part of the temporary consensus network for the transfer

chain.

[43] When a transfer chain is set up, the initiator of the transfer may request a trust list
from each stakeholder. The request may be sent to the appropriate system, for example, sender,
receiver, and intermediary, for each stakeholder. The initiator may be the system of any party
that initiates the transfer. For example, the initiator may be the sender, the receiver, an
intermediary, or a coordinator that may be tasked with setting up the transfer chain but may not
be part of the transfer chain. Upon receiving the trust lists from each stakeholder’s system, the
initiator may determine a set of nodes that intersect, or are common to, all of the received trust
lists. These nodes may be the member nodes of the temporary consensus network for the
transfer chain. The minimum number of member nodes in a temporary consensus network may
be based on fault tolerances specified by the stakeholders from whom the trust lists were
collected. The fault tolerance specified by a stakeholder may be, for example, the minimum
number of Byzantine failures the temporary consensus network must be able to withstand. The
minimum number of nodes may be, for example, one more than three times the highest specified
tolerance from the stakeholders. If there are not enough intersecting nodes on the collected trust
lists to meet the minimum number of nodes for the temporary consensus network, the transfer
may be aborted. Some stakeholders may not have or maintain their own trust lists. Such
stakeholders may allow a trust list to be provided on their behalf by, for example, a resource
tracking system. A resource tracking system may provide a trust list on behalf of a stakeholder
to or from whom the resource tracking system will transfer resources as part of the transfer

chain.
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[44] The initiator may send a request to all of the stakeholder’s systems in the transfer
chain that they place the appropriate hold on their respective resources with the condition on the
hold being the approval of the transfer by the temporary consensus network as assembled from
the trust lists. The stakeholder’s systems, for example, the sender, receiver, and any
intermediaries, may instruct the appropriate resource tracking systems to place the holds on their
resources with the condition that the hold may be released only on proof that the temporary
consensus network has approved the transfer. The stakeholder’s systems may also acknowledge
to the initiator that they agree to participate in the transfer chain. Prepared transfer receipts from
the resource tracking systems may be sent to the initiator. If acknowledgements are not received

from the all of the stakeholder’s systems, the transfer may be aborted.

[45] The initiator may present to the member nodes of the temporary consensus network
proof, for example, using the prepared transfer receipts, that all of the appropriate holds for the
transfer chain have been placed by the stakeholders. The member nodes of the temporary
consensus network may verify that the appropriate holds have been placed by, for example,
examining the prepared transfer receipts to determine that they are authentic, that a prepared
transfer receipt was received for each resource tracking system in the transfer chain, and that the
prepared transfer receipts indicate the correct quantity of the correct resource types have been
held in the correct resource pools for transfer to the correct resource pool with the hold condition
being the receiving of a message indicating that the temporary consensus network has approved
the transfer. The member nodes may also verify timestamps on the prepared transfer receipts, to

ensure that the resources were held before a transfer deadline or timeout.

[46] The member nodes of the temporary consensus network may come to a consensus on
whether to approve the transfer. The member nodes may come to consensus in any suitable
manner, using any suitable type of communication to communicate their decisions. For example,
the member nodes may use Practical Byzantine Fault Tolerance consensus. Consensus may be
reached by a quorum of member nodes, where the quorum may be 2/3™ of the member nodes in

the temporary consensus network. The initiator may request a signed statement from each of the
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member nodes of the temporary consensus network that includes the decision of the temporary
consensus network of whether or not to approve the transfer. The statements may be
cryptographically signed. The initiator may wait until it has received such a signed statement

from more than 1/3™ of the member nodes.

[47] If the temporary consensus network approves the transfer, the initiator may present
the signed statements from more than 1/3 of the member nodes indicating that the temporary
consensus network approved the transfer to the stakeholders. The stakeholders may then proceed
to execute the transfer across the transfer chain, with the signed statements from the member
nodes being presented to the resource tracking systems in the transfer chain to release the held
resources and allow them to be transferred to the appropriate resource pools. If the temporary
consensus network does not approve the transfer, for example, due to a late, missing, forged, or
otherwise untrustworthy prepared transfer receipt, the transfer may be aborted. The initiator may
present the signed statements from more than 1/3 of the member nodes indicating that the
temporary consensus network did not approve the transfer to the stakeholders. The stakeholders

may roll back the transfer.

[48] After a transfer is either completed or aborted, the temporary consensus network may
be disbanded, or may be kept intact for further transfers involving the same stakeholders.
Member nodes in a temporary consensus network may each be weighted the same in reaching

quorum, or may be weighted by, for example, computing power.

[49] Another example of a condition that must be satisfied to release a hold on resources
may be evidence that a certain transfer of resources has taken place. For example, in a single
intermediary transfer chain, in response to receiving the prepared transfer receipt sent out by the
sender-intermediary resource tracking system an intermediary may instruct the intermediary-
receiver resource tracking system to transfer resources controlled by the intermediary party to the
receiving party. The intermediary may receive a transfer confirmation receipt from the
intermediary-receiver resource tracking system once the transfer is complete. This transfer

confirmation receipt may be sent to the sender-intermediary resource tracking system as
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evidence that a destination transfer of resources from the intermediary party has taken place.

This can fulfill the condition for releasing a hold on the sending party’s resources at the sender-
intermediary resource tracking system, allowing the sending party’s resources to be transferred
to the intermediary party. The intermediary may send a notification to the receiver and the sender

that the transfer (from sender to receiver) was completed.

[S0] Another example of a condition that must be satisfied to release a hold on resources
may be the receiving of a receipt, which may be some pre-agreed upon signed message, from the
receiver. For example, in a single intermediary transfer chain, in response to receiving the
prepared transfer receipt sent out by the sender-intermediary resource tracking system an
intermediary may instruct the intermediary-receiver resource tracking system to place a hold on a
certain amount of resources controlled by the intermediary party and tracked by an intermediary-
receiver resource tracking system, which may also track resources controlled by the receiving
party. The receiver may be sent a receipt indicating that resources controlled by the intermediary
party have been placed on hold at the intermediary-receiver resource tracking system. The
receiver may send out a signed message whose contents may have been pre-agreed upon by the
parties in the transfer chain and may not themselves indicate anything regarding the state of the
transfer of chain, to the sender-intermediary resource tracking system, the intermediary-receiver
resource tracking system, and the intermediary. This signed message may be cryptographically
signed, and may fulfill the condition for releasing the hold on the sending party’s resources at the
sender-intermediary resource tracking system, allowing the sending party’s resources to be
transferred to the intermediary party, and for releasing the hold on the intermediary party’s
resources at the receiver intermediary resource tracking system, allowing the intermediary

party’s resources to be transferred to the receiving party.

[51] The intermediary may send instructions to the intermediary-receiver resource tracking
system to transfer the intermediary party’s resources on which the hold was placed to the
receiving party. The intermediary may also instruct the sender-intermediary resource tracking

system to transfer the sending party’s resources on which the hold was placed to the intermediary
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party. Because the hold conditions may have been fulfilled by the receiving of the signed
message from the receiver, the resource tracking systems may execute the transfers as instructed
by the intermediary, and may send transfer confirmation receipts to the intermediary. The
intermediary may notify the receiving party, for example, at a receiver computing device, or

“receiver,” and the sending party, at the sender, that the transfer was completed.

[52] When the condition of each of the holds on the resources in a transfer chain is the
receiving of a receipt from the receiver, the receiver may be able to reject incoming transfers,
causing the transfer chain to fail. For example, the receipt from intermediary-receiver resource
tracking system indicating that a hold has been placed on the intermediary party’s resources may
be sent to the receiver. The receiving party may examine the receipt, and may be determine that
they do not wish to accept the transfer. The receiving party may instruct the receiver to not send
out the receipt that would fulfill the condition on the holds of all the resources currently held in
the transfer chain. Eventually, the transfer will timeout and fail, and all of the holds will be
released without any resources being transferred. In some implementations, the receiver may
automatically reject transfers for any suitable reason without intervention by the receiving party.
For example, the receiver may be configured to automatically reject transfers when the receipt
from the intermediary-receiver resource tracking system indicates the amount or value of the

resources being held for transfer to the receiving party’s account is wrong.

[S3] The receiving party may also delegate the responsibility for generating and sending the
receipt to some third-party specified by the receiving party. The responsibility for the receipt
may be delegated to any suitable party, so long as the receiving party recipient either has it
within their power to fulfill the condition, can cause the condition to be fulfilled, or trusts the
third-party to act on their behalf. For example, the receiving party may forward any receipt from
the intermediary-receiver resource tracking system to a third-party notary, which may verify that
the receipt indicates that the proper amount of resources are held and will be transferred to the
receiving party’s account, and then send out the receipt to fulfill the hold conditions on behalf of

the receiving party. As another example, the receiving party may delegate responsibility to a
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shipper of physical goods, and the condition of the holds on resources in the transfer chain may
be a receipt from the shipper which may indicate the shipment or delivery of physical goods,
either explicitly, or implicitly as a pre-agreed upon message. The receipt from the intermediary-
receiver resource tracking system may be forwarded to the shipper, which may verify may verify
that the receipt indicates that the proper amount of resources are held and will be transferred to
the receiving party’s account, and may proceed with the shipment or delivery of the physical
goods and the generating and sending out of the receipt to confirm its actions and fulfill the holds

on resources in the transfer chain.

[54] The receipt sent by the receiver may be implemented using, for example, a one-way
function, such as a hash function. For example, the receiver may, when a transfer chain is set up,
publish a value derived from subjecting a secret value to a one-way function so that it may be
accessed by other systems in the transfer chain. For example, the derived value may be a hash
that results from hashing the secret value, and the receiver may publish the hash so that it may be
accessed by the intermediaries and resource transfer systems in the transfer chain. The derived
value may be published in any suitable manner, for example, being made available at a publicly
available network location, a pre-agreed upon network location, or by being sent directly to each
of the systems in the transfer chain by the receiver or a coordinator of the transfer, or by being
passed sequentially or in any other suitable manner between systems in the transfer chain. The
one-way function used by the receiver to generate the derived value may also be published. The
secret value may be kept private by the receiver. The condition of the holds on resources in the

transfer chain may be the receiving of a receipt that includes the secret value.

[55] When the receiver wishes to execute the transfer, for example, after receiving a
prepared transfer receipt from the last resource tracking system in the transfer chain, the receiver
may send out a receipt that includes the secret value to the intermediaries and resource tracking
systems in the transfer chain. A resource tracking system may verify the receipt by applying the
one-way function, as published by the receiver, to the secret value in the receipt, and determining

if the result matches the derived value published by the receiver. If the result matches the
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derived value the receipt may be verified as being from the receiver and fulfilling the conditions
of the hold on resources. This may allow resources to be transferred, resulting in execution of

the transfer.

[56] In some implementations, the receipt from the receiver, or system of the party to
whom the receiving party has delegated responsibility, may be sent to a temporary consensus
network. For example, the conditions of the holds on resources at resource tracking systems in
the transfer chain may be the approval of the transfer by a temporary consensus network as
assembled from trust lists from the receiver, sender, and intermediaries in the transfer chain.
After receiving the prepared transfer receipt from the last intermediary in the transfer chain, the
receiver, or system of the party to whom responsibility has been delegated by the receiving party,
may send the receipt, or signed message, to an initiator or coordinator for the transfer chain. The
initiator or coordinator may send the receipt to the member nodes the temporary consensus
network. The receiver may also send the receipt directly to the member nodes of the temporary
consensus network. The member nodes of the temporary consensus network may verify the
receipt from the receiver, for example, verifying a cryptographic signature on the receipt to
ensure it 1s from the receiver or system of the party to whom the receiving party delegated
responsibility. The member nodes may approve the transfer by notarizing the receipt, for
example, over signing the receipt and timestamping the receipt with the time the receipt was
submitted to the member nodes of the temporary consensus network. The over signed receipt
may be sent back the initiator or coordinator, which may present the over signed receipt to the
sender, receiver, intermediaries, and resource tracking systems as proof that the transfer was
approved. This may fulfill the condition of the holds on resources at the resource tracking

systems in the transfer chain, allowing the transfer to execute.

[57] In some cases, there may be more than one intermediary, and the condition for the
resource tracking system allowing the transfer of held resources may be a signed message from a
trusted system. The trusted system may be any suitable centralized or decentralized system,

such as, for example, consensus networks and simply independent signer nodes. The prepared
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transfer receipt sent out by the sender-intermediary resource tracking system may be received by
the trusted system and by the intermediary. In response, the intermediary may place a hold on
resources its intermediary party controls at a resource tracking system between the intermediary
party and the next intermediary party in the transfer chain. In a multi-intermediary transfer
chain, a resource tracking system may be an intermediary-intermediary resource tracking system
when it is between two intermediary parties. Two intermediaries in the transfer chain may both
have access to a resource tracking system that tracks resources belonging to the intermediary
party for each of the intermediaries. For example, a transfer chain may include a sender,
intermediary A, intermediary B, intermediary C and a receiver. Such a transfer chain can also
include intermediary A - intermediary B and intermediary B — intermediary C resource tracking
systems. In some implementations, the condition of the holds on resources in a transfer chain
with more than one intermediary may be the receiving of a receipt from the receiver or from a
party to whom the receiver has delegated responsibility. The prepared transfer receipt may be
sent from the last intermediary or resource tracking system in the transfer chain to the receiver,
or party or system designated by the receiver, which may then send out a pre-agreed signed
message to systems in the transfer chain, including to all of the intermediaries, to cause the

transfer to execute.

[58] When a party such as an intermediary places a hold on resources, the resource
tracking system that tracks the held resources may send a prepared transfer receipt to a trusted
system. The prepared transfer receipt may also be sent to the next intermediary in the transfer
chain, a previous intermediary in the transfer chain, or the sender of the transfer chain, either
directly or through the trusted system. The prepared transfer receipt can include an indication of
the type and amount of resources held, the owner of the held resources, an identifier
corresponding to the transfer in connection with which the resources are held, a time limit for the
hold and/or other conditions that need to be satisfied for the hold to be released. Upon receiving
the prepared transfer receipt, the next intermediary may also place a hold on resources its
intermediary party controls at a next resource tracking system, resulting in another prepared

transfer receipt, which may again be sent to yet another intermediary, until the last intermediary
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in the transfer chain is reached. The last intermediary in the transfer chain may place a hold on
resources that its intermediary party controls at an intermediary-receiver resource tracking
system between the last intermediary party and the receiving party, and send the prepared
transfer receipt to the trusted system. The trusted system, having received prepared transfer
receipts indicating that the appropriate resources are held at every resource tracking system in the
transfer chain, may send out a signed message indicating that the transfer can proceed to all
intermediaries and resource tracking systems in the transfer chain. All intermediaries (e.g.,
intermediaries A and B) in the transfer chain may then instruct the appropriate resource tracking
systems to transfer the held resources to their intended destinations. For example, the amount on
hold belonging to the sending party on the sender-intermediary A resource tracking system may
be transferred to intermediary party A. Likewise, an amount on hold belonging to intermediary
party A on the intermediary A-intermediary B resource tracking system may be transferred to
intermediary party B. Intermediary B may instruct the intermediary B-receiver resource tracking
system, which may be last resource tracking system in the transfer chain, to transfer the held
resources of intermediary party to the receiving party. The transfers may be executed in any
order, or all or in part simultaneously, as the condition for transferring held resources at each
resource tracking system may have been fulfilled by the signed message from the trusted system.
The sender and receiver may also be sent notifications that the transfer was completed from any
suitable computing device or system involved in the transfer, including the trusted system and

any of the intermediaries.

[59] In some implementations, each intermediary may place a hold on resources that its
intermediary party controls after receiving a message instructing that the hold be placed. The
message may be, for example, a signed message from the trusted system, or a message from
another intermediary. In such an implementation, the intermediaries may not need to receive a

prepared transfer receipt before placing a hold on their respective intermediary party’s resources.

[60] In some situations, there may be more than one intermediary party and a condition for

a resource tracking system allowing the transfer of held resources can be receiving a receipt
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indicating that a destination transfer of resources from that party has taken place. In that case, in
response to receiving the prepared transfer receipt sent out by the sender-intermediary resource
tracking system, the intermediary may place a hold on resources its intermediary party controls
at a resource tracking system between the intermediary party and the next intermediary party, for
example, an intermediary A-intermediary B resource tracking system. The hold may result in a
prepared transfer receipt being sent to the next intermediary in the transfer chain. Upon
receiving the prepared transfer receipt, the next intermediary may also place a hold on resources
its intermediary party controls at a next resource tracking system, resulting in another prepared
transfer receipt, which may again be sent to another intermediary, until the last intermediary in
the transfer chain receives a prepared transfer receipt. The last intermediary in the transfer chain,
may receive the prepared transfer receipt indicating that the preceding intermediary has placed a
hold on resources at the resource tracking system between the preceding intermediary party and
the last intermediary party. In response, the last intermediary in the transfer chain may instruct
the resource tracking system between the last intermediary party and the receiving party, for
example, a last intermediary-receiver resource tracking system, to transfer resources controlled
by the last intermediary party to the receiving party. The resource tracking system between the
intermediary party and the receiving party may perform the transfer, as the last intermediary
party may be transferring resources that it controls, so no hold or other condition fulfillment of
any condition may be necessary. This may be the destination transfer for the last intermediary
party. The last intermediary may receive a transfer confirmation receipt from the last
intermediary-receiver resource tracking system once the transfer has succeeded. This transfer
confirmation receipt may be sent to the resource tracking system between the preceding
intermediary party and the last intermediary party. The transfer confirmation receipt may be
evidence that a destination transfer of resources from the last intermediary party has taken place,
fulfilling the condition for allowing the source transfer of the preceding intermediary party’s held
resources to the last intermediary party. This may result in a transfer confirmation receipt being
sent to the preceding intermediary, confirming the destination transfer for the preceding

intermediary party. The preceding intermediary may send the transfer confirmation receipt to an
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appropriate resource tracking system and instruct that resource tracking system to perform the
source transfer for the preceding intermediary party. The transfer confirmation receipt may be
evidence that a destination transfer of resources from the preceding intermediary party has taken
place, fulfilling the condition for allowing the source transfer of held resources to the preceding
intermediary party. This source transfer may be the destination transfer for another intermediary
party, and may generate another transfer confirmation receipt, which that intermediary party may
then use as evidence to cause another resource tracking system to perform the source transfer for
that intermediary party, and so on until the sender-intermediary resource tracking system is
instructed to perform the source transfer for that intermediary party, transferring the sending
party’s resources. The last intermediary may instruct both its intermediary party’s source and
destination transfers, while every other intermediary in the transfer may instruct its intermediary
party’s source transfer upon receiving a transfer confirmation receipt confirming that
intermediary party’s destination transfer. The resource tracking systems in the transfer chain
may transfer held resources in series, starting with the resource tracking system between the last
intermediary party and the receiving party, for example, the last-intermediary-receiver resource
tracking system, and ending with the resource tracking system between the sending party and an
intermediary party, for example, the sender-intermediary resource tracking system. In some
implementations, a resource tracking system may not transfer held resources if a resource
tracking system closer in the transfer chain to the receiving party has not yet transferred held
resources. The sender and receiver may also be sent a notification that the transfer was
completed from any suitable computing device or system involved in the transfer, including the
trusted system and any of the intermediaries. In some implementations, each intermediary party
in a transfer chain may be a subcontractor. For example, a transfer chain may be constructed
iteratively. The sending party may contact a first intermediary party that may agree to be
responsible for the transfer of resources to the receiving party. The first intermediary party may
then find a second intermediary party to act as a subcontractor, agreeing to be responsible for the
transfer of resources from the first intermediary party to the receiving party. The second

intermediary party may then find a third intermediary party to act as a subcontractor, and so on
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until an intermediary party that will directly transfer resources to the receiving party is

subcontracted, completing the construction of the transfer chain.

[61] In some implementations, an intermediary may instruct a resource tracking system to
perform its source transfer at any time. For example, the intermediary may send an instruction to
a resource tracking system between the intermediary and a preceding intermediary to perform the
source transfer for the intermediary as soon as the intermediary receives an indication that the
sender has authorized the transfer based on the quote. The resource tracking system may cache
the instruction, and may only perform the transfer once a proper hold on the resources for the
source transfer has been put in place, and the condition of that hold fulfilled by either the
receiving of a signed message or the receiving of evidence, such as a transfer confirmation

receipt, that the destination transfer was successful.

[62] When resources are transferred to the receiving party, for example, on an
intermediary-receiver resource tracking system, the transfer may include a notification to the
receiving party indicating an identity of the sending party and/or an identification belonging to
the particular transfer. This may allow the receiving party to determine the purpose of the
received resources. For example, the received resources may be used to settle a debt owed to the
receiving party by the sending party. To determine that the debt has been fulfilled, the transfer
of resources may include, for example, an account number or other identifier associated with the
sending party, so that the receiving party may apply the received resources to the debt of the
sending party.

[63] The sender may be a computing device or system used by a sending party, which may
be any party who wishes to send, or transfer, resources under their control to some other party,
for example, the receiving party. The sender may be used by, for example, any suitable person,
group, organization, or computer hardware and software, and may be any suitable computing
device or system. For example, the sender may a suitable computing device such as a laptop,
used by person initiate a transfer of resources. The sender may be used by, for example, a person

wishing to transfer currency to another person, business, or organization. The sender may be
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used by the sending party, or may be used on behalf of the sending party. For example, the
sending party may be a person, and the sender may a bank computer system, which may be used
to initiate a transfer of resources on behalf of the sending parting party. The sender may also be,
for example, a server system used by a server management system running on the server system.
The sender may be able to initiate a transfer by requesting a quote, for example, by sending
communications over any suitable wired or wireless connection to an appropriate computing
system or device for arranging a quote for a transfer. The connection may be a network
connection, such as a WAN or LAN connection, or may be internal bus connection, for example,
within a computing system. The sending party may use the sender to send out a request for a
quote that may include a quantity they wish to transfer, a quantity they wish the receiver to
receive, a type of resource to be transferred from the sending party, a type of resource to be

received by the receiving party, and what conditions may be acceptable for the transfer.

[64] The request for a quote may specify either the quantity of a resource the sending party
wishes to send, or the quantity of a resource the sending party wishes for the receiving party to
receive. For example, the sending party may wish to transfer money to a receiving party, and
may have US dollars to transfer. The receiving party may expect to receive Euros. The sending
party, when requesting a quote, may specify that it will send out a quantity of US dollars, and the
receiving party will then receive some quantity of Euros based on exchange rates throughout the
transfer and any fees that may be imposed on the transfer. The sending party may, alternatively,
specify that the receiving party should receive some quantity of Euros, and the quote may
include the quantity of US dollars the sending party will need to send out to ensure that the
receiving receives the specified quantity of Euros, accounting for exchange rates and fees. As
another example, a sending party may be offering to provide specific computational resources,
such as processor cycles on a computing system controlled by the sending party, to a receiving
party that wishes to receive a different computing resource, such as computer-readable storage
space on a cloud-based storage system. Such a transfer may occur, for example, via an
intermediary that provides a variety of computing resources, and thus is able to make use of

and/or provide both processor time or cycles and storage space. Continuing the example, the
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sender may specify the quantity to be transferred either in processor operations or in an amount
of storage. The quote will then provide the appropriate quantity of processor operations required
from the sending party, taking into account the effective conversion factor between processor

operations and storage space according to the intermediary.

[65] Once the sender has received a quote, the sending party may accept the quote and
authorize the transfer using the sender. The sender may authorize the transfer by, for example,
sending a message to an appropriate system or computing device authorizing the placement of a
hold on the resources the sending party will be transferring. The authorization may be sent, for
example, to a trusted system or other system that may be responsible for coordinating the
transfer, to an intermediary whose intermediary party has resources tracked by the same resource
tracking system that tracks the resources the sending party wishes to send, or to the resource
tracking system directly. Once the sender has sent out the authorization of the transfer, the
sender may wait to receive notification that the transfer has succeeded or failed. The sending
party may also use the sender to check the resource tracking system to verify the transfer of the

sending party’s resources.

[66] A resource tracking system may be any suitable system for tracking resources owned
by various parties, and for transferring resources between parties. A resource tracking system
may be any suitable computing device or system, with any suitable combination of hardware and
software, such as, for example, a system run by a financial institution, a hardware or software
component of a server system or computing device, or a distributed system, such as, for example,
a cryptocurrency ledger or blockchain which may exist on a number of different computing
devices and be reconciled in a collaborative fashion, or may be centralized. A resource tracking
system may track the ownership of resources for any number of parties. A party, such as, for
example, a sending party, intermediary party, or receiving party, may have a resource pool on a
resource tracking system. The resource pool for a party on a resource tracking system may

include an identification of the party and quantities of each type of resource owned or controlled
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by the party and tracked by the resource tracking system. A party may have more than one

resource type tracked by an individual resource tracking system

[67] For example, a resource tracking system that is a blockchain for a cryptocurrency
may include a resource pool for each party, for example, individual or organization, which owns
some quantity of the cryptocurrency. The resource pool may identify the owner of the
cryptocurrency, for example, using a cryptographic public key stored with the resource pool,
rendering the cryptocurrency accessible only to a party with the corresponding private key. The
resource pool may also include the quantity of cryptocurrency. A resource tracking system for a
financial institution may be a ledger, for example, hosted on a server system. The resource pools
may be accounts owned by account holders at the financial institution, and may track the various
assets owned by the account holder and tracked by the financial institution. For example, a
resource pool for a party may include a type and quantity of one or more currencies and types
and quantities of other types of assets, such as stocks, bonds, certificates of deposit, and the like.
Alternatively or in addition, resource pools may include or record ownership of other resources,
such as commodities or any resource that may be commoditized, finished physical goods, raw
materials, computing resources, real property, or any other resource that may be owned by an
entity and transferred from one entity to another. The account holder may be identified by any
suitable information, and may need proof of identity, such as, for example, a username and
password for the account, in order to access the account. A resource tracking system for a server
system may be, for example, some suitable combination of hardware and software for tracking
resources and ownership of those resources on the server system. For example, the resource
tracking system for a server system may track computing resources such as storage space or
processor time owned by various users of the server system, where the users may be physical
individuals or organizations, or virtual users of a system, such as system accounts, or other

processes running on the server system.

[68] A resource tracking system may track any type of resource. For example, a resource

may be a currency, cryptocurrency, financial instrument, commodity, or computational resource



WO 2017/060817 PCT/1B2016/055936
25

such as processor time, volatile and non-volatile storage space, and network bandwidth. The
record of ownership and quantity of a resource by the resource tracking system may also be the
resource itself, or may be a record of ownership of a resource that exists separately. For
example, in a resource tracking system that is a blockchain for a cryptocurrency, the record of
ownership for some quantity of the cryptocurrency may be the cryptocurrency. In a resource
tracking system that tracks ownership of commodities, the record of ownership may correspond
to physical resources, for example, gold, oil, or other commodities, that exist separately. Such
resources may be transferred by transferring ownership, though the physical instantiation of the

resource may not necessarily be moved.

[69] A resource tracking system may be able to receive a proposed transfer. For example,
when a sender requests and accepts a quote for a transfer, a resource tracking system to be
involved in the transfer may receive a proposed transfer based on the quote accepted by the
sender. The proposed transfer may indicate to the resource tracking system that certain resources
are to be transferred from one resource pool, a source resource pool, of the resource tracking
system, to another resource pool, a destination resource pool, of the resource tracking system.
The proposed transfer may also indicate the type and quantity of resources to be transferred, as
well as the conditions on which a hold on the resources to be transferred may be released and the
transfer of resources may be effected. When a proposed transfer has been received, the resource
tracking system may determine if an authorization to hold the resources being transferred is also
present. If such a hold authorization is present, the resource tracking system may place the hold
on the resources and send out a prepared transfer receipt. Otherwise, the resource tracking
system may send out a proposed transfer receipt, and wait to receive the proper hold
authorization for the transfer before sending out a prepared transfer receipt. Proposed and
prepared transfer receipts may be sent to any suitable computing device or system, such as, for
example, a trusted system, a coordinator of the transfer, or an intermediary for an intermediary

party that may be the owner of the destination resource pool on the resource tracking system.
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[70] A resource tracking system may be able to place a hold on a resource. For example, a
resource tracking system may receive authorization from the party that owns the resources
tracked by the resource tracking system to place a hold on a specified quantity of a specified type
of resource in connection with a transfer. The hold authorization may be sent along with a
proposed transfer, or may arrive later, and may specify the proposed transfer to which it is
connected. The resource tracking system may place a hold on the specified quantity of the
specified type of resource in the resource pool owned by the party that sent the hold
authorization. The hold may prevent the transfer of the specified quantity of resources and/or a
specific resources whose quantity is equal to the specified quantity unless and until the
conditions of the hold are satisfied. For example, a hold may be placed on $20 of an account
having a $100 balance. The hold may prevent $20 of the balance from being transferred until a
message is received indicating that the condition of the hold has been fulfilled, ensuring that the
account will always have at least $20 in it while the hold is in place. Similarly, for resources that
may be distinct, such as where access to specific blocks of memory is to be transferred, the hold
may prevent other transfers or uses of the particular resources unless and until the conditions of
the hold are fulfilled. The hold may last for a certain time period. The time period may be any
suitable time period, including seconds or fractions thereof, minutes, hours, or days. The
resource tracking system may be able to release the hold on the resource when the time period
expires. A hold may specify one or more conditions that must be satisfied to be released. For
example, a hold may specify that a message be received from a third party indicating a level of
trust associated with one or more counterparties before the hold can be released. Likewise, a hold
may specify that a message be received from a third party indicating that the proposed transfer is

compliant with relevant laws, regulations and/or rules.

[71] A resource tracking system may automatically effect the transfer (i.e., cause the
transfer to occur) of held resources from a source resource pool to a destination resource pool
upon fulfillment of conditions associated with the hold, and the receiving of an instruction to
execute the transfer. The conditions may be, for example, the receiving of a signed message

from trusted system indicating that the transfer can proceed. For example, a resource tracking
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system may receive a signed message from a trusted system, in connection with a prepared
transfer for which resources have been held. Upon receiving the signed message from the trusted
system and an execute instruction sent out, for example, from a computing device, by the party
which owns the destination resource pool for the prepared transfer, the resource tracking system
may automatically transfer the held resources from the source resource pool to the destination
resource pool. The conditions may be, for example, the receiving of a receipt that may be
evidence that the destination transfer for the transfer, which may be a source transfer, has taken
place on another resource tracking system. For example, a resource tracking system may receive
a transfer confirmation receipt, which may be cryptographically signed, which may indicate that
the party which owns the destination resource pool has had resources they own on another
resource tracking system transferred on that resource tracking system to another party in the
transfer chain. This may be evidence that the destination transfer for the source transfer has been
completed. Upon receiving the transfer confirmation receipt and an execute instruction sent by a
computing device used by the party which owns the destination resource pool for the prepared
transfer, the resource tracking system may automatically transfer the held resources from the
source resource pool to the destination resource pool. The conditions may be, for example,
evidence that a smart contract is being executed. For example, the transfer chain may be set up
in connection with a smart contract, and may be transferred upon execution of the smart contract.
A signed message, for example, from the system executing the smart contract, may be received
by a resource tracking system. Upon receiving the signed message indicating that the smart
contract is being executed, the resource tracking system may automatically transfer the held
resources from the source resource pool to the destination resource pool. The conditions may
also be, for example, a digital signature confirming the occurrence of an event, such as the

delivery of a physical package or goods by a delivery service.

[72] When a transfer is completed, the resource tracking system may be able to send out a
transfer confirmation receipt, indicating that the transfer of resources was successful. The
transfer confirmation receipt may be sent to any suitable computing device or system , including,

for example, a trusted system, a coordinator of the transfer, or a computing device or system
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used by any other party to the transfer, including, for example the party who owned the source
resource pool for the transfer. A transfer confirmation receipt from a resource tracking system
may be evidence that the destination transfer for a source transfer was completed, fulfilling

transfer conditions at another resource tracking system.

[73] A resource tracking system may effect the transfer of held resources by modifying the
quantities of resources recorded as held by the parties who own the resource pools involved in
the transfer For example, to transfer held resources from a source resource pool to destination
resource pool, the resource tracking system may, simultaneously or sequentially, decrease the
quantity of the resource recorded as owned by the party which owns the source resource pool and
increase the quantity of the resource recorded as owned by the party which owns the destination
resource pool. The quantity of the resource recorded in the source resource pool may be
decreased by the same quantity that the quantity of the resource recorded in the destination
resource pool 1s increased. This quantity may be, for example, the quantity of the resource on
which the hold was placed, or may be a different quantity, for example, higher or lower, for
example to account for positive or negative fees involved in the transfer. A resource tracking
system may be able to increase and decrease the quantity of resources that are tracked in resource
pools on the resource tracking system, and may only be able to transfer resources between two
parties who both have resource pools on the resource tracking system. When held resources are
transferred, the resource transfer system may transfer specific resources that were held, or may
transfer an appropriate quantity of resources, which may or not include any specific resources
that may have been held. For example, if a hold is place on 20 US dollars in an account with 100
US dollars, the hold may be placed on any 20 US dollars, or on specific US dollars, for example,
US dollars 1-20. When the held US dollars are transferred, the resource tracking system may
transfer specifically held dollars, for example, US dollars 1-20, or may transfer any 20 US
dollars, for example, US dollars 11-30, or US dollars 81-100, or US dollars 51-60 and 75-84.

[74] In some implementations, a resource tracking system may be able to transfer specific

resources between resources tracking pools. For example, when transferring commodities, a
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resource tracking system may be able to transfer commodities held at a specific location between
resource pools. The resource quantities for a resource with a physical instantiation may also
indicate where the physical intention is located. For example, gold may be held at specific
storage facility. The resource tracking system may transfer such resources by decrementing and
incrementing in both resource pools a quantity of resource located in a particular location. For
example, a resource pool may include gold stored at a storage facility and a storage facility B.
The resource tracking system may transfer, to another resource pool, only gold from storage
facility A. The resource tracking system may decrement the amount of gold recorded as stored
at storage facility A in the source resource pool, and increase the amount of gold recorded as
stored in storage facility A in the destination resource pool. Specific resources transferred by the
resource tracking system may also include, for example, physical items of which there may be
one or few copies, such as, for example, artwork including painting, sculptures, and prints,
artifacts, collector’s items such as sports memorabilia and comic books, jewelry, precious stones,

and any other such item, or mass marketed goods, such as smartphones, foodstuffs, and so on.

[75] The transfer of held resources from a source resource pool to a destination resource
pool by the resource tracking system may be deterministic upon the fulfillment of the conditions
associated with the hold and the receiving of an instruction to execute the transfer. The resource
tracking system, as a computing device or system with any suitable combination of hardware and
software, may always automatically effect the transfer of held resources on fulfillment of the
conditions and the receiving of an instruction to execute the transfer, without the ability to
interrupt or halt the transfer once the conditions are fulfilled and the instruction received. This
may eliminate the risk that held resources will not be transferred even after the conditions
associated with the hold are fulfilled and the instruction to transfer has been received, as the
transfer may take place without intervention from outside parties, human or otherwise. This may
ensure that any party that has resources transferred from it in a destination transfer and has
received a transfer confirmation receipt may have resources transferred to it in a source transfer

by sending transfer execute instruction and transfer confirmation receipt.
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[76] An intermediary may be a computing device or system used by any intermediary
party who agrees to participate in a transfer, as part of the transfer chain between the sending
party and the receiving party. The intermediary may be used by, for example, any suitable
person, group, organization, or computer hardware and software, such as a program or process,
and may be any suitable computing device or system. For example, the intermediary may be a
person using a suitable computing device to participate in transfers, a computing system
belonging to an exchange, financial institution, or trader, or may be, for example, part of a server
management system running on a server system. The intermediary may be able to receive
requests for quotes, and respond with quotes, for example, by sending communications over any
suitable wired or wireless connection to an appropriate computing system or device that may be
responsible for arranging the transfer chain from the sending party to the receiving party. The
connection may be a network connection, such as a WAN or LAN connection, or may be internal
bus connection, for example, within a computing system. The intermediary party use the
intermediary to respond to quote requests with quotes that may include, for example, any limits
on the quantity of resources the intermediary party may be able to transfer, and any exchange
rate the intermediary party may use, and any fees that the intermediary party may extract during

the transfer.

[77] The intermediary may be able to receive proposed transfers. When a quote sent out
by the intermediary has been accepted, for example, by the sending party using the sender, the
intermediary may be added to the transfer chain between the sending party and the receiving
party. The proposed transfer received by the intermediary may indicate only the portion of the
overall transfer in which the intermediary will participate, including the resource tracking system
on which the intermediary party will receive resources from another party, and the resource
tracking system on which the intermediary party will transfer resources. The proposed transfer
may also include identify the party to which the intermediary party will transfer resources, and
the party the intermediary party will receive resources from. The proposed transfer may also
include the conditions associated with the holds on resources that will be placed during the

transfer. The intermediary may verify that that the conditions on the holds are either the
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receiving of a signed message from a computing device or system trusted by all of the parties
participating in the transfer indicating that the transfer can proceed or that a source transfer of
resources to a party may proceed upon receiving a receipt that may be evidence that a destination
transfer of resources from that party has taken place. If the proposed transfer does not include

either of these conditions on the holds, the intermediary may refuse to participate in the transfer.

[78] The intermediary may be able to place a hold on resources controlled by the
intermediary party at a resource tracking system. For example, if there is a trusted system, the
intermediary may send an authorization to hold the intermediary party’s resources to the resource
tracking system that will transfer the intermediary’s party resources once the proposed transfer
has been received and verified. If there is no trusted system, the intermediary may send the
authorization to hold the intermediary party’s resources to the resource tracking system that will
transfer the intermediary’s party resources after receiving a prepared transfer receipt indicating
that the resources that will be transferred to the intermediary party have been held at the resource
tracking system that will transfer the resources to the intermediary party. This may allow the
intermediary party to ensure that the resources for its source transfer are held and ready to be
transferred before the intermediary party authorizes a hold on the resources for its destination

transfer.

[79] The intermediary party may be able to receive signed message from a trusted system
and send execute instructions to resource tracking systems based on the receiving of the signed
message. For example, the trusted system may send a signed message to all computing devices
and systems in a transfer chain once it has received prepared transfer receipts from all resource
tracking systems in the transfer chain. Upon receiving the signed message, the intermediary may
send executions instructions to resource tracking systems. For example, the intermediary may
send an execute instruction to resource tracking system on which the intermediary party and a
party which has held resources to transfer to the intermediary party, have resource pools, causing
the resources to be transferred to the intermediary party’s resource pool. If there is also a

resource tracking system at which the intermediary party and the receiving party have resource
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pools, the intermediary may send an execute instruction to that resource tracking system to
transfer resources from the intermediary party to the receiving party. The resource tracking
systems may perform the transfers automatically, as the signed message from the trusted system
may have fulfilled the conditions for transferring any held resource and the execute instruction

from the intermediary may have been received.

[80] The intermediary may be able to send execute instruction to a resource tracking
system based on the receiving of a prepared transfer receipt. For example, if there is no trusted
system and the intermediary is the last intermediary in the transfer chain, the intermediary may
send instructions to a resource tracking system between the intermediary party and the receiving
party to execute a transfer of the intermediary party’s resources to the receiving party upon
receiving a prepared transfer receipt indicating that resources to be transferred to the
intermediary party have been held at another resource tracking system. This may ensure that the
intermediary only sends an instruction to transfer the intermediary party’s resources to the
receiving party, as the destination transfer for the intermediary party, when the resources that
will be transferred to the receiving party, as the source transfer for the intermediary party, have

been held.

[81] The intermediary may be able to receive a transfer confirmation receipt from a
resource tracking system and send the received transfer confirmation receipt to another resource
tracking system. For example, if there is a trusted system, the intermediary may receive a
transfer confirmation receipt for any transfers performed by resource tracking systems on
instruction from the intermediary. If there is no trusted system, the intermediary may receive a
transfer confirmation receipt from a resource tracking system on which a destination transfer for
the intermediary party occurred, transferring resources from the intermediary party to another
party, such as another intermediary party or the receiving party. The intermediary may then send
the transfer confirmation receipt to a resource tracking system on which resources to be
transferred to the intermediary party, from, for example, another intermediary party or the

sending party, have been held, as the source transfer for the intermediary party. The
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intermediary may also send an instruction to execute the transfer to the resource tracking system
along with the transfer confirmation receipt. The transfer confirmation receipt may fulfill the
condition of the hold on the resources to be transferred to the intermediary party, so the
instruction to execute the transfer may cause the resource tracking system to automatically

transfer the held resources to the intermediary party.

[82] The trusted system may be any suitable computing device or system that may be
trusted by all of the parties and systems involved in a transfer chain between the sending party
and the receiving party. For example, the trusted system may be associated with a financial
institution or an exchange, a computing resource trading system, an energy exchange system or
may be trusted process on a server system. The trusted system may be any computing device or
system in the transfer chain, for example, one of the intermediaries, or may be a computing
device or system outside of the transfer chain. The trusted system may also be a network, for
example, an exchange network, which may include several intermediaries for several
intermediary parties, all of which are trusted by the trusted system. The trusted system may also
be a decentralized consensus network. The trusted system may also be a group of independent
servers that may verify the fulfillment of non-hold conditions, such as conditions related to smart
contracts, and may provide signed messages to fulfill hold conditions on various resource

tracking systems in the transfer chain.

[83] The trusted system may be selected by, for example, the sending party, and may also
be used by the sending party to receive a quote based on quotes from the intermediary parties
and to coordinate the transfer across all of the parties and computing devices and systems in the
transfer chain. The trusted system may be able to communicate with all computing devices and
systems involved in the transfer chain in any suitable manner, such as through a network
connection, although the trusted system may not need to be able to communicate with the
receiver. The trusted system may receive proposed transfer receipts and prepared transfer
receipts, and may be able to verify when all of the resource tracking systems in the transfer chain

have sent prepared transfer receipts. Once all the prepared transfer receipts have received, the
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trusted system may send a signed message, which may be, for example, cryptographically
signed, to the intermediaries and resource tracking systems in the transfer chain. The signed
message from the trusted system may fulfill the condition of the holds on resources at the
resource tracking systems, and may cause the intermediary parties to send transfer execute
instructions to the resource tracking systems, resulting in the resource tracking systems

automatically transferring the held resources, completing the transfer across the transfer chain.

[84] For example, a sending party may have an account at a financial institution that
includes a quantity of US dollars. The sending party may accept a quote to send 100 US dollars
to a receiving party, who may expect to receive Euros, involving a transfer chain with an
intermediary party that has an account at the same financial institution as the sending party, and
has an account at another financial institution where the receiving party also has an account. The
sender, used by the sending party, may send a hold authorization to the resource tracking system,
or ledger, of the financial institution at which the sending party has an account. The resource
tracking system of the financial institution may also receive the proposed transfer, indicating that
the resource tracking system should transfer 100 US dollars from the account of the sending
party to the account of the intermediary party. The hold authorization sent by the sender may
indicate that 100 US dollars are to be held in the sending party’s account. The resource tracking
system of the financial institution may place a hold on 100 US dollars in the account of the
sending party, and may send out a prepared transfer receipt indicating the hold has been placed.
The prepared transfer receipt may be sent to a trusted system, which may then send the prepared
transfer receipt to the intermediary, or may be sent to a coordinator of the transfer and then to the

intermediary, or directly to the intermediary.

[85] If there 1s a trusted system, the condition of the hold of the 100 US dollars in the
sending party’s account may be the receiving of a signed message from the trusted system
indicating that the transfer can proceed. The trusted system may receive the prepared transfer
receipt from the resource tracking system of the financial institution where the sending party and

intermediary party have accounts. The trusted system may then wait to receive another prepared
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transfer receipt from the resource tracking system of the financial institution at which the
intermediary party and receiving party have accounts. Upon receiving the prepared transfer
receipt indicating that the hold has been placed on the 100 US dollars in the sending party’s
account, the intermediary may send out an authorization of a hold on a quantity of Euros in the
intermediary party’s account at the resource tracking system of the financial institution where the
intermediary party and receiving party have accounts. The hold may be for a quantity of Euros
of equal value to 100 US dollars, depending on the exchange rate used by the intermediary, and
adjusted for any fees. For example, if the intermediary uses an exchange rate of 1.10 US dollars
to 1 Euro and a fee of 0.5%, the intermediary may place a hold on 90.46 Euros, with the
condition of the hold being the receiving of the signed message from the trusted system
indicating that the transfer can proceed. The resource tracking system, after receiving the
authorization to hold the 90.46 Euros in the intermediary party’s account, may send a prepared
transfer receipt to the trusted system indicating that the 90.46 Euros have been held at the
intermediary party’s account. The trusted system may then send a signed message to the
computing devices or system for all of the parties in the transfer chain, including the resource
tracking systems and the intermediary, indicating that the transfer may proceed. In some
implementations, the trusted system may not send the signed message to the sender and receiver.
The intermediary may send an instruction to execute transfers to both resources tracking systems
in the transfer chain, which, combined with the signed message from the trusted system, may
fulfill the conditions of the holds on both the 100 US dollars and the 90.46 Euros. The resource
tracking system at the financial institution at which the sending party and intermediary party
have accounts may automatically transfer the held 100 US dollars from the sending party’s
account to the intermediary party’s account, for example, decreasing the sending party’s account
by 100 US dollars and increasing the intermediary party’s account by 100 US dollars. The
resource tracking system at the financial institution at which the intermediary party and receiving
party have accounts may automatically transfer the held 90.46 Euros from the intermediary
party’s account to the sending party’s account, for example, decreasing the intermediary party’s

account by 90.46 Euros and increasing the receiving party’s account by 90.46 US dollars. The
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receiver may receive transfer confirmation receipts from both resource tracking systems, and

notification of the completion of the transfer may be sent to the sender and to the receiver.

[86] If there is no trusted system, the condition of the hold of the 100 US dollars in the
sending party’s account may be the receiving of evidence that a destination transfer has occurred
at another resource tracking system, for which the transfer of the 100 US dollars from the
sending party to the intermediary party may serve as the source transfer. The destination transfer
may be, for example, the transfer of Euros from the intermediary party to the receiving party by
the resource tracking system at the financial institution at which both the intermediary party and
receiving party have accounts. Upon receiving the prepared transfer receipt indicating that the
100 US dollars have been held, the intermediary may send an instruction to the resource tracking
system at the financial institution where both the intermediary party and receiving party have
accounts to transfer Euros from the account of the intermediary party to the account of the
receiving party. Because no hold has been placed on the Euros, no condition may need to be met
for their transfer so long as their owner, the intermediary party, has instructed the transfer. The
instruction sent by the intermediary may indicate that 90.46 Euros should be transferred from the
intermediary party’s account to the receiving party’s account. The resource tracking system that
receives the instruction may complete the transfer, for example, decreasing the intermediary
party’s account by 90.46 Euros, and increasing the receiving party’s account by 90.46 Euros.
The receiver may be notified of the transfer. Completion of the transfer of the 90.46 Euros may
result in a transfer confirmation receipt being sent to the intermediary. The intermediary may
then send the transfer confirmation receipt to the resource tracking system of the financial
institution at which the sending party and the intermediary party have accounts. The transfer
confirmation receipt may be evidence that the destination transfer, the transfer of the 90.46
Euros, for the source transfer, the transfer of the 100 US dollars, has been completed. The
resource tracking system may, upon receiving an instruction from the intermediary to transfer the
100 US dollars, determine that the conditions on the hold of the 100 US dollars have been
fulfilled, and may automatically transfer the 100 US dollars, for example, decreasing the sending

party’s account by 100 US dollars, and increasing the intermediary party’s account by 100 US
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dollars. The intermediary may receive a transfer confirmation receipt, and the sender may be

notified that the transfer was completed.

[87] For example, a sending party may have an account at a first bank that includes a
quantity of US dollars. The account may be recorded on the first bank’s ledger. The sending
party may owe a receiving party 100 Euros. The sending party may send out a request for a
quote. The request may specify that the sending party will be transferring US dollars, and that
the receiving party will need to receive 100 Euros. The quote request may be sent to various
traders to obtain quotes, and a transfer chain and may be assembled from their quotes. The
sending party may receive a quote which may be assembled from the quotes of the traders that
are part of the transfer chain, and may specify how many US dollars the sending party will have
to transfer, and the trader to whom the US dollars will be transferred, in order for the receiving
party to receive 100 Euros. For example, if total transfer costs across the transfer chain are 1.5%
of the amount to be received by the receiving party, and the exchange rate 1s 1.10 US dollars per
1 Euro, the sending party may need to transfer out 111.65 US dollars for the receiving party to
receive 100 Euros. During the transfer, 1.65 US dollars, or 1.5% of the 110 US dollars needed to
ensure the receiving party receives 100 Euros, may be kept by the first trader and the second

trader in total as transfer costs.

[88] The transfer chain may include a first trader, which may have an account in US
dollars at the first bank and a cryptocurrency account on decentralized ledger and a second
trader, which may have a cryptocurrency account on the decentralized ledger and an account in
Euros at a second bank, recorded on the second bank’s ledger. The receiving party may also
have an account in Euros in the second bank. The cryptocurrency may be converted into dollars

at an exchange rate of 1000 units per 1 US dollar.

[89] The first trader, second trader, first bank, decentralized ledger, and second bank may
each receive a separate proposed transfer. The proposed transfers may be received before, after,
or in conjunction with a hold authorization sent by the sending party to the first bank, indicating

that the send party has accepted the quote and initiated the transfer across the transfer chain. The
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proposed transfers may include the conditions on any holds placed by the first bank,
decentralized ledger, and second bank. The hold conditions may be either the receiving of a
signed message from a trusted system, or the receiving of evidence that a destination transfer was

completed.

[90] The proposed transfer received by the first bank may indicate that the first bank will
receive a hold on 111.65 US dollars in the sending party’s account, place the hold once
authorization is received from the sending party, and transfer the 116.50 US dollars to the first
trader’s account when the hold condition is fulfilled and instructions are received from the first

trader.

[91] The proposed transfer received by the first trader may indicate that the first trader will
receive 111.65 US dollars into its account at the first bank, as a source transfer, and will
authorize a hold on 110,770 units of cryptocurrency in its account on the decentralized ledger to
be transferred to the second trader, as a destination transfer, accounting for a transfer cost of

0.08% of 110 US dollars.

[92] The proposed transfer received by the decentralized ledger may indicate that the
decentralized ledger will receive a hold on 110,770 units of cryptocurrency in the first trader’s
account, place the hold once authorization is received from the first trader, and transfer the
110,770 units to the second trader’s account when the hold condition is fulfilled and instructions

are recetved from the first trader.

[93] The proposed transfer received by the second trader may indicate that the second
trader will receive 110,770 units of cryptocurrency from the first trader, as a source transfer, and
will either authorize a hold on 100 Euros in it account at the second bank to be sent to the
receiving party or instruct the second bank to transfer 100 Euros from its account to the receiving
party’s account without a hold, as a destination transfer, in both cases accounting for a

transaction cost of 0.07% of 110 US dollars.
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[94] The proposed transfer received by the second bank may indicate that the second bank
will either receive a hold on 100 Euros in the second trader’s account, place the hold once
authorization is received from the second trader, and transfer the 100 Euros to the receiving
party’s account when the hold condition is fulfilled and instructions are received from the first
trader, or will transfer 100 Euros from the second trader’s account to the receiving party’s

account when instructions are received from the second trader without placing any hold.

[95] The sending party may send a hold authorization to the first bank’s ledger,
authorizing the first bank to place a hold on 111.65 US dollars in the sending party’s account in
conjunction with the proposed transfer. The hold authorization may be a cryptographically
signed message from the sending party. The first bank’s ledger, upon receiving the hold
authorization, may place the hold on 111.65 US dollars in the sending party’s account on the first
bank’s ledger, and may send out a prepared transfer receipt indicating that the hold has been

placed on 111.65 US dollars in the sender’s account at the first bank.

[96] The first trader may receive the prepared transfer receipt that was sent out by the first
bank’s ledger. This may indicate to the first trader that the 111.65 US dollars that will be
transferred to it have been held in the sending party’s account at the first bank. The first trader
may send a hold authorization to the decentralized ledger, authorizing the decentralized ledger to
place a hold on 110,770 units of cryptocurrency in the first trader’s account in conjunction with
the proposed transfer. The decentralized ledger, upon receiving the hold authorization, may
place the hold on 110,770 units of cryptocurrency in the first trader’s account, and may send out
a prepared transfer receipt indicating that the hold has been placed on 110,770 units of

cryptocurrency in first trader’s account at the decentralized ledger.

[97] The second trader may receive the prepared transfer receipt that was sent out by the
decentralized ledger. This may indicate to the second trader that the 110,770 units of
cryptocurrency that will be transferred to it have been held in the first trader’s account at the

decentralized ledger.
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[98] If there 1s a trusted system, and the condition of the holds as indicated in the proposed
transfers is the receiving of a signed message from the trusted system, the second trader may
send a hold authorization to the second bank’s ledger, authorizing the second bank to place a
hold on 100 Euros in the second trader’s account in conjunction with the proposed transfer. The
second bank’s ledger, upon receiving the hold authorization, may place the hold on 100 Euros in
the second trader’s account, and may send out a prepared transfer receipt indicating that the hold

has been placed on 100 Euros in the second trader’s account at the second bank.

[99] The trusted system may receive the prepared transfer receipts from the first bank’s
ledger, the decentralized ledger, and the second bank’s ledger. The trusted system may confirm
that the proper quantities of the proper asset types have been held at each ledger in the transfer
chain. The trusted system may then send the signed message to the first bank’s ledger, the first

trader, the decentralized ledger, the second trader, and the second bank’s ledger.

[100] The signed message may fulfill the conditions on each of the holds at each of the
ledgers, and may cause the first trader to send an execute instruction to the first bank’s ledger
and the second trader to send an execute instruction to the decentralized ledger and to the second
bank’s ledger. The first bank’s ledger, upon receiving the signed message from the trusted
system and execute instruction from the first trader, may release the hold on 111.65 US dollars in
the sending party’s account and transfer 111.65 US dollars out of the sending party’s account and
into the first trader’s account. The decentralized ledger, upon receiving the signed message from
the trusted system and the execute instruction from the second trader, may release the hold on
110,770 units of cryptocurrency in the first trader’s account and transfer 110,770 units of
cryptocurrency out of the first trader’s account and into the second trader’s account. The second
bank’s ledger, upon receiving the signed message from the trusted system and execute
instruction from the second trader, may release the hold on 100 Euros in the second trader’s
account and transfer 100 Euros out of the sending party’s account and into the receiving party’s
account. Each ledger may send out a transfer confirmation receipt, which may be used to

confirm a successful transfer.
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[101] If there is no trusted system, and the condition of the holds as indicated in the
proposed transfers is the receiving of a evidence that destination transfer was completed, the
second trader may, upon receiving the prepared transfer receipt from the decentralized ledger,
send an execute instruction to the second bank’s ledger to cause 100 Euros to be transferred from
the second trader’s account to the receiving party’s account. The second bank’s ledger, upon
receiving the execute instruction from the second trader, may execute the transfer, taking 100
Euros from the second trader’s account and adding 100 Euros to the receiving party’s account.
The second bank’s ledger may send out a transfer confirmation receipt, which may indicate the

success of the transfer of the 100 Euros from the second trader to the receiving party.

[102] The second trader may receive the transfer confirmation receipt, and may send the
transfer confirmation receipt and an execute instruction to the decentralized ledger. The transfer
confirmation receipt may indicate to the decentralized ledger that the destination transfer of 100
Euros from the second trader to the receiving party was completed successfully, fulfilling the
hold on 110,770 units of cryptocurrency in the first trader’s account. The decentralized ledger
may release the hold on 110,770 units of cryptocurrency in the first trader’s account, and may
transfer 110,770 units of cryptocurrency out of the first trader’s account and into the second
trader’s account. The decentralized ledger may send out a transfer confirmation receipt, which
may indicate the success of the transfer of the 110,770 units of cryptocurrency from the first

trader to the second trader.

[103] The first trader may receive the transfer confirmation receipt, and may send the
transfer confirmation receipt and an execute instruction to the first bank’s ledger. The transfer
confirmation receipt may indicate to the first bank’s ledger that the destination transfer of
110,770 units of cryptocurrency from the first trader to the second trader was completed
successfully, fulfilling the hold on 111.65 US dollars in the sending party’s account. The first
bank’s ledger may release the hold on 111.65 US dollars in the sending party’s account, and may

transfer 111.65 US dollars out of the sending party’s account and into the first trader’s account.
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The first bank’s ledger may send out a transfer confirmation receipt, which may indicate the

success of the transfer of the 111.65 US dollars from the sending party to the first trader.

[104] In this way, the sending party may send out 111.65 US dollars, and the receiving
party may receive 100 Euros. The first trader may keep a transfer fee of 0.88 US dollars, as it
may receive 111.65 US dollars, and may transfer out 110,770 units of cryptocurrency, worth
110.77 US dollars. The second trader may keep a transfer fee of 0.77 US dollars in the form of
770 units of cryptocurrency, as it may receive 110,770 units of cryptocurrency, worth 110.77 US
dollars, and may transfer out 100 Euros, worth 110 US dollars.

[105] Each intermediary party may, as part of the quote sent from its intermediary, request a
guaranteed minimum transfer. The guaranteed minimum transfer may indicate some minimum
quantity of resources that will be transferred to the intermediary party in the event that the
transfer fails. The guaranteed minimum may be based on, for example, how trustworthy the
requester of the quote, or sending party, is to the intermediary party, what percent of the
intermediary party’s resources may need to have a hold placed on them during the transfer, and a
lock timeout the intermediary is requesting for the transfer. The guaranteed minimum transfer
may ensure that, if the transfer fails, for example, due to malicious action by the sending party,
the intermediary party may be compensate for having placed a hold its resources and therefore
being unable to use them for the period of time before the transfer failed. Each intermediary
party in a transfer chain may have a smaller guaranteed minimum transfer than the preceding
intermediary party, as each intermediary party may request a shorter lock timeout than the
preceding intermediary party, and each intermediary party may need to cover the minimum
guaranteed transfer that may be required by all subsequent intermediary parties in the transfer

chain.

[106] A guaranteed minimum transfer may occur when a transfer fails and holds on
resources are rolled back. For example, the sending party may, using the sender, request and
approve a quote, setting up a transfer. After placing a hold on the sending party’s resources at a

sender-intermediary resource tracking system, in preparation for transferring the resources to an
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intermediary party, the sender may send a cancellation message to the resource tracking system,
cancelling the transfer and removing the hold on the sending party’s resources. The resource
tracking system may be aware of the guaranteed minimum transfer, and may release the hold on
the portion of the sending party’s resources that are not covered by the guaranteed minimum. In
this way, the intermediary may still send an execute instruction to the resource tracking system to
have the guaranteed minimum of the sending party’s resources transferred to the intermediary
party. Similarly, if there are other intermediary parties involved in the transfer, those parties may
claim a guaranteed minimum transfer from the held resources of a preceding intermediary party.
The guaranteed minimum transfer for an intermediary party may cover both the resources the
intermediary party wishes to claim as a guaranteed minimum, and the resources that succeeding
intermediary parties will claim as a guaranteed minimum. In this way, all intermediary parties in
a transfer may claim some resources from the sending party when the transfer fails, preventing a
malicious sending party from purposefully setting up multiple failed transfers to tie up resources

belonging to the intermediary parties.

[107] As used herein a hold (or “lock™) timeout refers to a specified amount of time that an
intermediary will agree to have its resource held at a resource tracking system. If the transfer
from the sending party to the receiving party does not complete before a lock timeout expires,
the hold on the resources may be released, and the transfer may fail. The lock timeout may be
short when there is no trusted system, which may prevent a malicious actor from tying up
resources held by intermediary parties for long periods of time. When there is a trusted system,
the lock timeout may be long, for example, days, or unlimited, as all parties may trust the trusted
system and therefore be less worried about the risk posed by malicious actors. The lock timeouts
in a transfer chain may be specified by the requestor of the quote, for example, the sending party
or by a coordinator of the transfer. Intermediaries may also advertise their acceptable lock

timeouts for transfers on various resource tracking systems.

[108] Any number of resource types may be used between the sending party and the

receiving party. For example, a transfer may involve three intermediaries for three intermediary
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parties. The sending party may transfer US dollars to the first intermediary party on a first
resource tracking system at which the sending party and first intermediary party have resource
pools. The first intermediary party may transfer a cryptocurrency to the second intermediary
party on a second resource tracking system at which the first intermediary party and the second
intermediary party have resource pools. The second intermediary party may transfer a
commodity, for example, oil, to the third intermediary party on a third resource tracking system
on which both the second intermediary party and the third intermediary party have resource
pools. The third intermediary party may transfer Euros to the receiving party on a fourth
resource tracking system on which both the third intermediary party and the receiving party have

resource pools. In this way, the sending party may use US dollars to send Euros to the receiving

party.

[109] For each transfer, the value of the resource transferred by a party, in the destination
transfer for the party, may be different from than the value of the resource that was transferred to
that party, in the source transfer for the party. For example, the value of cryptocurrency
transferred from the first intermediary party to the second intermediary party may be less than
the value of the US dollars transferred to the first intermediary party from the sending party. The
difference in value may be, for example, a transfer cost or fee imposed by the intermediary party
on the transfer. Likewise, the value of the oil transferred by the second intermediary party to the
third intermediary party may be less than the value of the cryptocurrency transferred to the
second intermediary party by the first intermediary party. The quotes provided by intermediary
parties may include any fees or transfer costs, and the sending party may determine the quantity
of its resources that will be held based on these fees or transfer cost and the value of the
resources the sending party intends for the receiving party to receive. The transfer costs or fees
may be zero, or may be negative, for example, resulting in a party transferring resources of
greater value than the resources the party has transferred to it. In some implementations, transfer
costs may be held and transferred to the appropriate parties outside of a transfer chain. For
example, a resource tracking system may hold transfer costs due to a party when transferring

resources to that party in a separate account. The resources to cover the transfer costs may be
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held in aggregate for the party, and transferred to that party’s account at a later time, independent
of any specific transfer chain. In some implementations, a resource tracking system may impose
its own transfer costs on a resource transfer that is part of a transfer chain. These transfer costs
may be included as part of a quote from the intermediary party to or from whom resources are
being transferred on the resource tracking system, or may be quoted separately. The resource
tracking system may collect transfer costs when the transfer executes, transferring the
appropriate resources to its own account in addition to transferring resources to the account of an

intermediary party, a receiving party, or, in a loop transaction, a sending party.

[110] A transfer may be initiated by parties other than the sending party. For example, the
receiving party may use the receiver to initiate a pull transfer. In a pull transfer, the receiver may
request, receive, and accept a quote, and may then obtain the sending party’s authorization to
hold the sending parties resources to initiate the transfer. The sending party may be obligated to
authorize the hold on its resources, and the hold authorization may be automatically sent from
the sender upon request from the receiver. A transfer may also be initiated by a party that is not
the sending party or receiving party. For example, the sending party and receiving party may
have agreed to a smart contract, which may be a computer-based contract that uses any suitable
combination of hardware and software to determine when contract conditions have been met and
execute the terms of the contract. For example, the smart contract may specify that when a
condition is met, the sending party will transfer 100 US dollars in Euros to the receiving party.
Upon detecting that the condition has been met, the computing device or system on which the
smart contract is hosted may request, receive, and accept a quote for a transfer of 100 US dollars
in Euros from the sending party to the receiving party. The smart contract’s computing device
may be able to place a hold on the sending party’s resources, the 100 US dollars, to initiate the
transfer, or may otherwise be able to compel the sender to automatically send out such a hold

authorization.

[111] A transfer chain may include parallel paths. For example, a sending party may wish

to transfer a large quantity of resources to the receiving party. There may be no suitable
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intermediary party that, by itself, controls enough resources on a resource tracking system on
which the receiving party has a resource pool to make the transfer to the receiving party. The
transfer chain may be set up with parallel paths, so that the sending party transfers resources to
more than one intermediary party, and the receiving party receives resources from more than one
more intermediary. The sending party may transfer resources to intermediary parties on the
same resources tracking system, on which all parties have a resource pool, or on separate
resource tracking systems. Likewise, the receiving party may receive resources on a resource
tracking system on which the receiving party, and all parties transferring resources to the
resource pool of the receiving party, have a resource pool, or on separate resource tracking
systems. Because the paths may be parallel, it may be possible for the transfer across one of the

paths to fail while the transfer on other paths succeeds.

[112] For example, a sending party may wish to transfer 1,000,000 US dollars, in Euros, to
a receiving party. No single intermediary party may have enough Euros in a resource pool on a
resource tracking system on which the receiving party has a resource pool to complete this
transfer. Parallel paths may be set up in the transfer chain, for example, with a first path through
a first intermediary for a first intermediary party that has 600,000 US dollars’ worth of Euros in a
resource pool on the resource tracking system between the first intermediary party and the
receiving party, and a second path through a second intermediary for a second intermediary party
that has 400,000 US dollars’ worth of Euros in a resource pool on the same resource tracking
system. Transfers along with the first and second path may execute in parallel. For example, the
sender may send a hold authorization for 1,000,000 US dollars to a resource tracking system on
which the sending party, first intermediary party, and second intermediary party all have
resource pools. The hold authorization may indicate that 600,000 US dollars are being held for
the first intermediary party, and 400,000 US dollars are being held for the second intermediary
party. Prepared transfer receipts may be sent to the first intermediary and the second
intermediary. Upon receipt of the prepared transfer receipts, the first intermediary may send an
execute instruction to the resource tracking system on which the first intermediary party has

600,000 US dollars’ worth of Euros, transferring those Euros to the receiving party’s resource
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pool, and the second intermediary may send an execute instruction to the same resource tracking
system, transferring 400,000 US dollars’ worth of Euros to the receiving party’s resource pool.
Both the first intermediary and second intermediary may receive transfer confirmation receipts,
which they may send to the resource tracking system at which the sending party’s 1,000,000 US
dollars are on hold, along with execute instructions. The transfer confirmation receipts may
fulfill the condition of the hold of the 1,000,000 US dollars’, and the execute instruction may
result in the resource tracking system transferring 600,000 US dollars to the first intermediary
party’s resource pool, and 400,000 US dollars’ to the second intermediary party’s resource pool,
completing the transfer. If one of the parallel paths fails, for example, the second intermediary
does not execute the transfer to the receiving party, the other path may still succeed, for example,
the first intermediary may still execute the transfer to the receiving party, receive a transfer
confirmation receipt, and use the transfer confirmation receipt to fulfill the condition of the hold
of 600,000 of the 1,000,000 US dollars controlled by the sending party, resulting in the transfer
of 600,000 US dollars to the resource pool of the first intermediary.

[113] A transfer chain may be a loop. For example, a sending party may be making a
purchase from a receiving party. The transfer chain may include a forward portion, through
which resources may be transferred from the sending party to the receiving party though any
suitable number and arrangement of intermediaries and resource tracking systems, and a back
portion, through which resource may be transferred from the receiving party to the sending party
through any suitable number and arrangement of intermediaries. The receiver may act similarly
to an intermediary in a loop transfer chain. For example, when the receiver receives a prepared
transfer receipt indicating that the last intermediary in the forward direction has placed resources
on hold at the last resource tracking system in the forward direction, the receiver may in turn
place a hold on the receiving party’s resources at the first resource tracking system in the back
direction. If there is only one resource tracking system in the back direction, the sender or a
trusted system may receive a prepared transfer receipt from that resource tracking system, or the
receiver may instruct the resource tracking system to execute the transfer of the receiving party’s

resources to the sender, depending on the conditions of the holds placed on resource in the loop
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transfer chain. For example, the conditions of the holds in the loop transfer chain may be a pre-
agreed upon signed receipt. In a loop transfer chain, the sender may be responsible for sending
out the signed receipt, or for delegating the responsibility to a third-party. A loop transfer chain

may be a non-loop transfer chain with the sender at both ends of the transfer chain.

[114] The resources involved in a transfer may be computational resources, such as, for
example, processing time on CPUs, GPUs, cryptographic processors, or other general or
specialized processor types, storage, either permanent or on a rental basis, including non-volatile
storage such as magnetic platter based HDD’s, Solid State Disks, and other forms of non-volatile
flash memory, and volatile memory such as caches and RAM, and bandwidth, including, for
example, total amount of incoming and outgoing network traffic and maximum speeds for
incoming and outgoing network traffic. For example, a sending party may have an account on a
server system that includes a quantity of processor time the sending party may be entitled to use
on the server system. The sending party may be, for example, a user or organization with an
account on the server system, or may be a process or program running on the server system,
which may or not have its own user account on the server system, but may have separately
tracked resources which it may use on the server system. The sending party may accept a quote
to send 12 months of 1 Terabyte of SSD storage to a receiving party, who may expect to receive
CPU processing time, involving a transfer chain with an intermediary party that has an account
on the same server system as the sending party, and has an account at another server system
where the receiving party also has an account. The sender, used by the sending party, may send
a hold authorization to the resource tracking system of the server system at which the sending
party has an account. The resource tracking system of the server system may also receive the
proposed transfer, indicating that the resource tracking system should transfer 12 months of 1 TB
of SSD storage from the account of the sending party to the account of the intermediary party.
The hold authorization sent by the sender may indicate that 12 months of 1 TB of SSD storage
are to be held in the sending party’s account. The resource tracking system of the server system
may place a hold on the 12 months of 1 TB of SSD storage in the account of the sending party,

and may send out a prepared transfer receipt indicating the hold has been placed. The prepared
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transfer receipt may be sent to a trusted system, which may then send the prepared transfer
receipt to the intermediary, or may be sent to a coordinator of the transfer and then to the

intermediary, or directly to the intermediary.

[115] If there 1s a trusted system, the condition of the hold of the 12 months of 1 TB of SSD
storage in the sending party’s account may be the receiving of a signed message from the trusted
system indicating that the transfer can proceed. The trusted system may receive the prepared
transfer receipt from the resource tracking system of the financial institution where the sending
party and intermediary party have accounts. The trusted system may then wait to receive another
prepared transfer receipt from the resource tracking system of the financial institution at which
the intermediary party and receiving party have accounts. Upon receiving the prepared transfer
receipt indicating that the hold has been placed on the 12 months of 1 TB of SSD storage in the
sending party’s account, the intermediary may send out an authorization of a hold on a quantity
of CPU processing time in the intermediary party’s account at the resource tracking system of
the financial institution where the intermediary party and receiving party have accounts. The
hold may be for a quantity of CPU processing of equal value to 12 months of 1 TB of SSD
storage, depending on the exchange rate used by the intermediary, and adjusted for any fees. For
example, if the intermediary uses an exchange rate of 1 TB/month of SSD storage for 600 hours
of CPU processing time, and a fee of 0.5%, the intermediary may place a hold on 7164 hours of
CPU processing time, with the condition of the hold being the receiving of the signed message
from the trusted system indicating that the transfer can proceed. The resource tracking system,
after receiving the authorization to hold the 7164 hours of CPU processing time in the
intermediary party’s account, may send a prepared transfer receipt to the trusted system
indicating that the 7164 hours of CPU processing time have been held at the intermediary party’s
account. The trusted system may then send a signed message to the computing devices or
system for all of the parties in the transfer chain, including the resource tracking systems and the
intermediary, indicating that the transfer may proceed. In some implementations, the trusted
system may not send the signed message to the sender and receiver. The intermediary may send

an instruction to execute transfers to both resources tracking systems in the transfer chain, which,
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combined with the signed message from the trusted system, may fulfill the conditions of the
holds on both the 12 months of 1 TB of SSD storage and the 7164 hours of CPU processing time.
The resource tracking system at the server system at which the sending party and intermediary
party have accounts may automatically transfer the held 12 months of 1 TB of SSD storage from
the sending party’s account to the intermediary party’s account, for example, decreasing the
sending party’s account by 12 months of 1 TB of SSD storage and increasing the intermediary
party’s account by 12 months of 1 TB of SSD storage. The resource tracking system at the
server system at which the intermediary party and receiving party have accounts may
automatically transfer the held 7164 hours of CPU processing time from the intermediary party’s
account to the sending party’s account, for example, decreasing the intermediary party’s account
by 7164 hours of CPU processing time and increasing the receiving party’s account by 7164
hours of CPU processing time. The receiver may receive transfer confirmation receipts from
both resource tracking systems, and notification of the completion of the transfer may be sent to

the sender and to the receiver.

[116] If there is no trusted system, the condition of the hold of the 12 months of 1 TB of
SSD storage in the sending party’s account may be the receiving of evidence that a destination
transfer has occurred at another resource tracking system, for which the transfer of the 12 months
of 1 TB of SSD storage from the sending party to the intermediary party may serve as the source
transfer. The destination transfer may be, for example, the transfer of CPU processing time from
the intermediary party to the receiving party by the resource tracking system at the server system
at which both the intermediary party and receiving party have accounts. Upon receiving the
prepared transfer receipt indicating that the 12 months of 1 TB of SSD storage have been held,
the intermediary may send an instruction to the resource tracking system at the server system
where both the intermediary party and receiving party have accounts to transfer CPU processing
time from the account of the intermediary party to the account of the receiving party. Because
no hold has been placed on the CPU processing time, no condition may need to be met for their
transfer so long as their owner, the intermediary party, has instructed the transfer. The

instruction sent by the intermediary may indicate that 7164 hours of CPU processing time should
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be transferred from the intermediary party’s account to the receiving party’s account. The
resource tracking system that receives the instruction may complete the transfer, for example,
decreasing the intermediary party’s account by 7164 hours of CPU processing time, and
increasing the receiving party’s account by 7164 hours of CPU processing time. The receiver
may be notified of the transfer. Completion of the transfer of the 7164 hours of CPU processing
time may result in a transfer confirmation receipt being sent to the intermediary. The
intermediary may then send the transfer confirmation receipt to the resource tracking system of
the server system at which the sending party and the intermediary party have accounts. The
transfer confirmation receipt may be evidence that the destination transfer, the transfer of the
7164 hours of CPU processing time, for the source transfer, the transfer of the 12 months of 1 TB
of SSD storage, has been completed. The resource tracking system may, upon receiving an
instruction from the intermediary to transfer the 12 months of 1 TB of SSD storage, determine
that the conditions on the hold of the 100 US dollars have been fulfilled, and may automatically
transfer the 12 months of 1 TB of SSD storage, for example, decreasing the sending party’s
account by 12 months of 1 TB of SSD storage, and increasing the intermediary party’s account
by 12 months of 1 TB of SSD storage. The intermediary may receive a transfer confirmation

receipt, and the sender may be notified that the transfer was completed.

[117] The transfer of computational resources across accounts on different server systems
may allow, for example, the trading of owned computational resources between parties that use
different cloud computing platforms. It may also allow a party that has accounts on separate
cloud computing platforms to use computational resources it controls on the server system of one
of the cloud computing platforms to obtain computational resources for its account on a server
system for a different cloud computing platform. In this case, the same party may be both the
sending party and receiving party, as it may control both accounts at both server systems, and
may be using the intermediary to facilitate the obtaining of computational resources on one

server system using computational resources on another server system.
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[118] The resources in a transfer may also be, for example, of computational resources from
any computational device connected to a network such as the Internet, outputs from small scale
manufacturing and 3D printing devices, shares of time on smart devices, such as, for example,
vehicles, and shipped physical goods. Shipped physical goods may be, for example, physical
gold, or other real commodities or items. A hold on shipped physical goods may be enforced by,

for example, a delivery service that effects the delivery of the physical goods.

[119] Communication between the computing devices and systems for the parties may
occur directly, for example, between any of the sender, the intermediaries, the receiver and the
resource tracking systems, or may be routed in any suitable manner. For example,
communications may be routed through a trusted system, or through a transfer coordinator which
may not be a trusted system, but may coordinate the transfer process. The transfer coordinator
may be any suitable computing device or system that may be part of the transfer chain, such as,
for example, an intermediary, or may be outside of the transfer chain. Communications may
occur directly using any suitable communications protocols, such as, for example, HTTPS. In
some implementations, instead of messages being sent by one computing device or system to
another, a computing device or system may check for a message on another computing device or
system. For example, if there is a trusted system for a transfer chain, the other computing
devices and systems in the transfer chain may be able to check the trusted system for messages,
such as, for example, the signed message indicating that a transfer may proceed, rather than

waiting for the trusted system to send out the message.

[120] All communication between the computing devices and systems for the parties,
including proposed transfers, execute instructions for transfers, signed messages from trusted
systems, proposed and prepared transfer receipts, and transfer confirmation receipts, may be
cryptographically signed. For example, a communication may be cryptographically signed with
a private key held by a party sending the communication, and verified with a corresponding
public key held by a party receiving the communication, in order to confirm that the

communication is valid. This may ensure that only parties involved in a transfer chain are able
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to communicate, preventing a malicious party from inserting communications into the transfer
chain. Communications may also use symmetric encryption, or a shared secret or token between
the communicating computing devices and systems. Communications may also take place over a
private network to which the systems in the transfer chain may be connected. The private
network may be encrypted. Use of a private network for communications may allow the systems
in the transfer chain to forego using cryptographic signatures on communications passed between
them. Communications may also take place among systems in a transfer chain using any other

suitable secure form of communication, including, for example, quantum entanglement.

[121] A transfer chain may be used to make payments for HTTP requests. For example, the
sender may be a computing device used to submit an HTTP request, for example, through any
suitable web browser. The HTTP request may be, for example, for an article or other content
type hosted on the web, or for a file to be downloaded. Submitting the HTTP request may cause
a transfer chain to be set up between the sender and the host, owner, or provider of the content or
file being requested. The transfer chain may transfer resources, such as funds from a specified
account belonging to the sending party, to the host or owner, who may be the receiving party, in
whatever form is acceptable to the receiving party. For example, the sending party may send a
cryptocurrency, and the receiving party may receive US dollars. The transfer chain may use any
suitable intermediaries in between the sender and the receiver. The transfer may be, for example,

a micropayment.

[122] FIG. 1 shows an example system suitable for a resource transfer system according to
an implementation of the disclosed subject matter. An intermediary computing device 100 may
include an executor 110, a quote generator 120, and a storage 140. The intermediary computing
device 100 may be any suitable computing device, such as, for example, a computer 20 as
described in FIG. 22, or component thereof, for implementing the executor 110, the quote
generator 120, and the storage 140. The intermediary computing device 100 may be a single
computing device, or may include multiple connected computing devices, and may be, for

example, a laptop, a desktop, an individual server, a server farm, or a distributed server system,
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or may be a virtual computing device or system. The intermediary computing device 100 may
be part of a computing system and network infrastructure, or may be otherwise connected to the
computing system and network infrastructure. The executor 110 may be any suitable
combination of hardware and software on the intermediary computing device 100 for verifying
the conditions on a proposed transfer, sending out a hold authorization allowing resources owned
by the intermediary party to be held, and determining when an execute instruction may be issued
to effect a transfer, based on receipts and messages in the storage 140, and for sending out the
execute instruction. The quote generator 120 may be any suitable combination of hardware and
software on the intermediary computing device 100 for receiving a quote request, and generating
and sending out a quote in response to the quote request. The storage 140 may store receipts and
other messages, such as a proposed transfer message 142, a prepared transfer receipt 144, a
transfer confirmation receipt 146, or a signed message 148 from a trusted system, in any suitable
manner. The intermediary computing device 100 may be an intermediary used by an

intermediary party, such as, for example, a trader, exchange, or user of a server system.

[123] The executor 110 may be any suitable combination of hardware and software for
verifying conditions on a proposed transfer 142, sending out a hold authorization allowing
resources owned by the intermediary party to be held based on a prepared transfer receipt 144,
determining when an execute instruction may be issued to effect a transfer based on a prepare
transfer receipt 144, a transfer confirmation receipt 146 or signed message 148, and for sending
out the execute instruction, for example, to a resource tracking system. The executor 110 may be
able to receive a proposed transfer 142 from the storage 140. The proposed transfer 142 may
include an indication of a source transfer and destination transfer involving resources owned by
the intermediary party that uses the intermediary computing device 100, for example, as part of a
quote sent out by the intermediary party and accepted by a sending party. The executor 110 may
be able to determine if the conditions on the hold for resources for a source transfer and
destination transfer in the proposed transfer 142 are the same, for example, the receiving of a
signed message 148 from a trusted system, or if the source transfer is conditioned on receiving a

transfer confirmation receipt 146 indicating the destination transfer has succeeded. If either is
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determined to be true, the executor 110 may be able to accept the proposed transfer 142. The
executor 110 may also be able to determine if a proposed transfer includes the transfer costs or
fees, guaranteed minimum transfer, and lock timeouts sent out by the intermediary computing
device 100 in response to the quote request, and reject the proposed transfer if any of them are
not included. The executor 110 may be able to receive the prepared transfer receipt 144 from the
storage 140, where it may have been stored after being received from another computing device
or system. The executor 110 may be able to authorize a hold on resource owned by the
intermediary party at a resource tracking system based on the prepared transfer receipt 144, or
may issue an execute instruction to effect a transfer on a resource tracking system based on the
prepared transfer receipt 144. The executor 110 may be able to receive either the transfer
confirmation receipt 146 or the signed message 148 from the storage 140, where they may have
been stored after being received at the intermediary computing device 100 from another
computing device or system. The executor 110 may be able to send an execute instruction to
effect a transfer on a resource tracking system upon receiving the signed message 148, and may
be able to send the transfer confirmation receipt 146 and the execute instruction to effect a
transfer on a resource tracking system upon receiving the transfer confirmation receipt 146. The
execute instruction may, for example, effect a transfer of resources into a resource pool owned

by the intermediary party or out of a resource pool owned by the intermediary party.

[124] The quote generator 120 may be able to receive a request for a quote, for example,
from a trusted system, transfer coordinator, or other computing device or system. The request
for a quote may include a source transfer and destination transfer that the quote requestor wants
the intermediary party to make using the intermediary computing device 100, including the type
and quantity of resources and identities of the parties involved in both the source and destination
transfer. The quote request may also identify the resource tracking systems on which the source
and destination transfers should take place. The quote generator 120 may be able to generate a
quote in response to the request for a quote. The quote may include any transfer costs or fee,
guaranteed transfer minimums, and lock timeouts that the intermediary party may wish to make a

condition of its acceptance of a proposed transfer based on the quote request.
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[125] FIG. 2 shows an example system suitable for a resource transfer system according to
an implementation of the disclosed subject matter. A resource tracking computing device 200
may include a resource manager 210, a receipt generator 220, and a storage 240. The resource
tracking computing device 200 may be any suitable computing device, such as, for example, a
computer 20 as described in FIG. 22, or component thereof, for implementing the resource
manager 210, the receipt generator 220, and the storage 240. The resource tracking computing
device 200 may be a single computing device, or may include multiple connected computing
devices, and may be, for example, a laptop, a desktop, an individual server, a server farm, or a
distributed server system, or may be a virtual computing device or system. The resource
tracking computing device 200 may be part of a computing system and network infrastructure, or
may be otherwise connected to the computing system and network infrastructure. The resource
manager 210 may be any suitable combination of hardware and software on the resource tracking
computing device 200 for managing resources belonging to various parties and tracked by the
resource tracking computing device 200. The resources may be tracked in resource pools, such
as, for example, the resource pools 242 and 244 in the storage 140. The receipt generator 220
may be any suitable combination of hardware and software for generating receipts, such as the
prepared transfer receipt 144 and transfer confirmation receipt 146, based on the actions of the
resource manager 210. The storage 240 may store pending transfer 246, along with the resource
pools, such as the resource pools 242 and 244, for the various parties with resource tracked by
the resource tracking computing device 200. The storage 240 may also store receipts, such as the
transfer confirmation receipt 248, or the signed message 250. The resource pools 242 and 244
may be records of resources owned by parties and tracked by the resource tracking computing
device 200, including the types and quantities of the resources, and an identification of the party
that owns or controls the resources in the resource pool. The resource tracking computing device
200 may be a resource tracking system, which may or may not be affiliated or belong to a

particular person or organization, or may be a component of a server system.

[126] The resource manager 210 may be any suitable combination of hardware and

software on the resource tracking computing device 200 for managing resources belonging to
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various parties and tracked by the resource tracking computing device 200. The resource
manager 210 may be able to receive a proposed transfer, which may indicate that resource
tracked by the resource tracking computing device 200 are to be transferred from one resource
pool on the resource tracking computing device 200 to another resource pool on the resource
tracking computing device 200, and conditions to associated with any hold on resources placed
in connection with the proposed transfer. The resource manager 210 may be able to determine if
a hold authorization for the resources to be transferred by the proposed transfer has also been
received from the party which controls the resources to be transferred. When the hold
authorization has not yet been received, the resource manager 210 may generate the pending
transfer 246, which may be stored in the storage 240, and may indicate that the proposed transfer

is still awaiting a hold authorization.

[127] When the hold authorization has been received, the resource manager 210 may be
able to place a hold on the type and quantity of resources in the appropriate resource pool, as was
indicated by the propose transfer. For example, the resource manager 210 may place a hold on
resources recorded in the resource pool 242 when the proposed transfer indicates that resources
are to be transferred from the resource pool 242 to the resource pool 244, and a hold
authorization from the party that owns the resource pool 242 has been received. A hold placed
by the resource manager 210 may tie up the resources on which the hold has been placed, so that
the resources cannot be moved or transferred except in conjunction with the proposed transfer
which resulted in the hold. The hold may tie up specific resources, or some quantity of a
resource. The hold may include a lock timeout, which may be a time period after which the
resource manager 210 may release the hold without transferring the resources. The lock timeout
may be indicated in the proposed transfer received by the resource tracking computing device

200.

[128] The resource manager 210 may be able to verify when the conditions on a hold
placed on resources has been fulfilled. For example, if a hold is conditional on receiving of

evidence that a destination transfer has occurred, the resource manager 210 may be able to
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determine whether the transfer confirmation receipt 250, confirming the destination transfer at
another resource tracking computing device, has been received. If the hold is conditional on
receiving a signed message from a trusted system, the resource manager 210 may be able to
determine whether the signed message 250, indicating that the trusted system has instructed the
transfer to proceed, has been received. Upon determining that the conditions on the hold have
been fulfilled, the resource manager 210 may be able to receive an execute instruction from the
appropriate intermediary computing device 100, and execute the transfer of resource. The
resource manager 210 may be deterministic, so that the fulfillment of the condition of a hold on
resources, and receiving of the instruction to execute a transfer of those resource, may always

result in the automatic transfer of those resources.

[129] The resource manager 210 may be able to transfer resources between resource pools,
such as the resource pool 242 and the resource pool 244, by decrementing the quantity of the
resources in one resource pool and incrementing the quantity of the resources in the other
resource pool by the same quantity. For example, the resource manager 210 may transfer 100
US dollars from the resource pool 242 to the resource pool 244 by decrementing the quantity of
US dollars recorded by the resource pool 242 by 100, and incrementing the quantity of US
dollars recorded by the resource pool 244 by 100.

[130] The receipt generator 220 may be any suitable combination of hardware and software
for generating receipts, such as the prepared transfer receipt 144 and transfer confirmation
receipt 146, based on the actions of the resource manager 210. The receipt generator 220 may be
able to determine when the resource manager 210 has placed a hold on resources in a resource
pool in connection with a proposed transfer, and may be able to generate a prepared transfer
receipt, such as the prepared transfer receipt 144, indicating that the resources needed for the
transfer have been held. The prepared transfer receipt may include, for example, an indication of
the resources that have been held, including type and quantity, the party who owns the held
resources, the condition of the hold on the resources, and any lock timeout on the hold on the

resources. The prepared transfer receipt generated by the receipt generator 220 may be sent to
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any suitable computing device or system, such as, for example, to a trusted system or transfer
coordinator, or to an intermediary party computing device 100. The receipt generator 220 may
be able to determine when the resource manager 210 has executed a transfer of resources from
one resource pool to another on the resource tracking computing device 200, and may be able to
generate a transfer confirmation receipt, such as the transfer confirmation receipt 146, indicating
that the transfer was executed. The transfer confirmation receipt may include, for example, an
indication of the resources that were transferred, including type and quantity, the party which
owns of the resource pool the resources were transferred from, the party which owns the resource
pool the resources were transferred to, the condition of the hold on the resources that were
transferred, and an indication of the evidence that fulfilled the condition of the hold allowing the
transfer to occur. The transfer confirmation receipt generated by the receipt generator 220 may
be sent to any suitable computing device or system, such as, for example, to a trusted system or

transfer coordinator, or to an intermediary party computing device 100.

[131] FIG. 3 shows an example system suitable for a resource transfer system according to
an implementation of the disclosed subject matter. A sender computing device 300 may include
an authorizer 310, a quote requestor 320, and a storage 340. The sender computing device 300
may be any suitable computing device, such as, for example, a computer 20 as described in FIG.
22, or component thereof, for implementing the authorizer 310, the quote requestor 320, and the
storage 240. The resource tracking computing device 200 may be a single computing device, or
may include multiple connected computing devices, and may be, for example, a laptop, a
desktop, an individual server, a server farm, or a distributed server system, or may be a virtual
computing device or system. The sender computing device 300 may be part of a computing
system and network infrastructure, or may be otherwise connected to the computing system and
network infrastructure. The authorizer 310 may be any suitable combination of hardware and
software on the sender computing device 300 for verifying the hold conditions on source and
destination transfers included in a quote for a transfer, and for sending an authorization to hold
resources owned by a sending party on a resource tracking computing device 200 in connection

with a transfer, such as the transfer in the quote or a proposed transfer received by the sender
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computing device 300. The quote requestor 320 may be any suitable combination of hardware
and software for requesting a quote for a transfer of resources that a sending party wishes to
make to a receiving party using the sender computing device 300. The storage 340 may store a
quote 342 or a proposed transfer 344 in any suitable manner. The sender computing device 300
may be a sender used by a sending party, which may be any suitable party that may wish to
transfer resources to a receiving party. The sending party may be the same party as another party
in the transfer chain, or may be a separate party. For example the sending party and receiving
party may be the same party, for example, an organization with multiple branches that uses

resource held at one branch to obtain resources of another type for a another branch.

[132] The authorizer 310 may be any suitable combination of hardware and software on the
sender computing device 300 for verifying the hold conditions on source and destination
transfers, and for sending an authorization to hold resources owned by a sending party on a
resource tracking computing device 200 in connection with a transfer. The authorizer 310 may
be able to verify hold conditions on source and destination transfers that may be part of quote for
a transfer, such as the quote 342, or a proposed transfer, such as the proposed transfer 344,
received by the sender computing device 300, and which the sending party wishes to participate
in to send resources to a receiving party. The authorizer 310 may be able to determine whether
the condition on a hold of resources owned by the sending party for a source transfer is either the
receiving of evidence that a destination transfer has occurred or the receiving of a signed
message from a trusted system. If either is true, the authorizer 310 may be able to send a hold
authorization for the resources to the resource tracking computing device 200 on which the
resources are tracked. This may be a resource tracking computing device 200 on which the

sending party has a resource pool, such as the resource pool 242.

[133] The quote requestor 320 may be any suitable combination of hardware and software
for requesting a quote for a transfer of resources that a sending party wishes to make to a
receiving party using the sender computing device 300. The quote requestor 320 may be able to

receive parameters for the transfer, for example, from the sending party inputting the parameters
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into the sender computing device 300, or from the storage 340 of the sender computing device.
The parameters of the quote request may include, for example, an indication of the receiving
party for the transfer, the type of resource the sending party will transfer out, the type of resource
the receiving party expects to receive, and either the quantity of resources that that the sending
party will transfer out or the quantity of the resources that the sending party wishes to arrive at
the receiving party. For example, the quote may indicate the sending party will transfer out 100
US dollars, and that the receiving party will receive some quantity of Euros based on the
exchange rate and the value of the resources deducted from the 100 US dollars by, for example,
the intermediary parties, or the quote may indicate the receiving party will receive 100 Euros,
and the quantity of US dollars transferred out by the sending party may be determined so as to
sure that the receiving party will receive 100 Euros accounting for the exchange rate and any
deducted resources. The quote request may also include a transfer chain, including the i1dentity
of the intermediary computing devices and resource tracking computing devices that the sending
party wants to be used in the transfer chain, the identities of the parties in the transfer chain, the
amounts to be transferred from each party and to each party, and other appropriate details about

the transfer and transfer chain.

[134] The quote request generated by the quote requestor 320 may be sent to any suitable
computing device or system. For example, the quote request may be sent to various possible
intermediary computing devices 100, which may evaluate the quote request and respond with a
quote for their participation in the transfer in the transfer chain to the receiving party. The quote
request may be sent to a trusted system, or a transfer coordinator, or other computing device that
may perform pathfinding to get quotes from various possible intermediary computing devices
100 to set up a transfer chain between the sending party and the receiving party. No pathfinding
may be necessary, if, for example, the quote request includes a transfer path specified by the
sending party, or the computing device or system that receives the quote request has liquidity
information regarding various intermediary computing devices and resource tracking computing

devices pre-indexed.
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[135] FIG. 4 shows an example system suitable for a resource transfer system according to
an implementation of the disclosed subject matter. A coordinator 400 may include a transfer
chain generator 410, a quote requestor 420, and a storage 440. The coordinator 400 may be any
suitable computing device, such as, for example, a computer 20 as described in FIG. 22, or
component thereof, for implementing the transfer chain generator 410, the quote requestor 420,
and the storage 440. The coordinator 400 may be a single computing device, or may include
multiple connected computing devices, and may be, for example, a laptop, a desktop, an
individual server, a server farm, or a distributed server system, or may be a virtual computing
device or system, or may be distributed among the various computing devices and systems in the
transfer chain, such as, for example, the intermediary computing devices 100 and sender
computing device 200. The coordinator 400 may be part of a computing system and network
infrastructure, or may be otherwise connected to the computing system and network
infrastructure. The transfer chain generator 410 may be any suitable combination of hardware
for generating a transfer chain from a sending party to a receiving party, for example, assembling
the chain from various quotes collected from various intermediary parties as received from
various intermediary computing devices 100. The quote requestor 420 may be any suitable
combination of hardware and software for requesting a quote for a transfer of resources that a
sending party wishes to make to a receiving party using the sender computing device 300. The
storage 440 may store prepared transfer receipts, such as the prepared transfer receipts 442, and
transfer confirmation receipts, such as the transfer confirmation receipt 444, in any suitable
manner. The coordinator 400 may be a computing device or system, or may be a component
thereof, and may have its functionality distributed among a number of computing devices or
systems. The coordinator 400 may be, for example, a trusted system, or may be a transfer
coordinator for the transfer from the sending party to the receiving party. The coordinator 400
may be, or be part of, an intermediary computing device 100 in the transfer chain between the

sending party and the receiving party.

[136] The coordinator 400 may be able to set up the transfer chain for a transfer, for

example, using transfer chain generator 410 and the quote requester 420. For example, the
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coordinator 400 may be able to receive a quote request from the sender computing device 300,
may be able to determine intermediary computing devices 300 that may be part of the transfer
chain to satisfy the quote, may generate quote requests that may be sent to these intermediary
computing devices 100, and may, using the transfer chain generator 410, be able to use the
quotes received from the intermediary computing devices 100 to construct a transfer chain
between the sending party, which requested the quote, and the receiving party indicating in the
original quote request. The coordinator 400 may also include, in the storage 400, an index of
liquidity information for various intermediary computing devices and resource tracking
computing devices, which may be used instead of the quote requestor 420 to construct a transfer

chain.

[137] The coordinator 400 may be able to coordinate communication and message passing
among the various computing devices and systems in the transfer chain. For example, the
coordinator 400 may receive various receipts, such as the prepared transfer receipt 442 and the
transfer confirmation receipt 444, and send them to appropriate computing devices and systems,
such as the intermediary computing devices 100 and resource tracking computing devices 200 in

the transfer chain.

[138] The coordinator 400 may be a trusted system. When the coordinator 400 is a trusted
system, the condition on all holds placed on resources on resource tracking computing devices
200 in the transfer chain may be the receiving of a signed message from the coordinator 400.
The coordinator 400 may be able to determine when all resource tracking computing devices 200
in the transfer chain have sent prepared transfer receipts to the coordinator 400, indicating all the
resources being transferred in the transfer chain have been held, and may be able to generate the
signed message and distribute the signed message to all of the intermediary computing devices
100 and resources tracking computing devices 200 in the transfer chain to cause the transfer to

proceed. The signed message may also be able to cancel the transfer, if necessary.

[139] FIG. 5 shows an example system suitable for a resource transfer system according to

an implementation of the disclosed subject matter. The resource pool 242 on the resource
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tracking computing device 200 may include a resource owner identifier 510, and resource
records 520 and 530. The resource owner identifier 510 may be any suitable identification of the
party that owns the resources recorded in the resource pool 242. For example, the resource
owner identifier may be a name of a person, organization, or user or process on a server system,
an arbitrary name, a username and password combination, a passphrase or passcode, a unique
number, or a cryptographic public key. The resource records 520 and 530 may include resource
types 522 and 532, and resource quantities 524 and 534. The resource types 522 and 532 may
indicate the type of resource that is recorded in the resource records 520 and 530. The resource
types 522 and 532 may be any suitable resource of asset, such as, for example, currency,
cryptocurrency, commodities, financial instruments, or computational resources. The resource
quantities 522 and 524 may indicate the quantity of the resource types 522 and 532 owned by the
party identified by the resource owner identifier 510 and tracked in the resource pool 242. The
resource quantities 522 and 524 may be stored in, for example, registers or memory cells on the

resource tracking computing device 200.

[140] The resource tracking computing device 200 may track resources in any suitable
manner. For example, the resource tracking computing device 200 may pool resources by type,
with each resource pool, such as the resource pool 242, tracking a particular resource type, such
as the resource type 522. The resource pool 242 may then include the resource quantity 524 of
the resource type 522 held by each party that owns any amount of the resource type 522, using

resource owner identifiers such as the resource owner identifier 510.

[141] FIGs. 6A-D shows example arrangements suitable for a resource transfer system
according to an implementation of the disclosed subject matter. In FIG. 6A, a sender computing
device 200 may send out a request for a quote. The quote may indicate a receiving party to
which a sending party wishes to transfer resources using the sender computing device 300. The
request for quote may be received by, for example, the coordinator 400, which may distribute the

request for quote to various intermediary computing devices. The intermediary computing
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device 100 may respond with a quote, which may be sent back to the sending computing device

300.

[142] In FIG. 6B, the sending computing device 300 may send an acceptance of the quote,
for example, back to the coordinator 400. For example, the sending party may accept the quote
from the intermediary computing device 100, including any transfer costs, guaranteed minimum
transfers, and lock timeouts requested in the quote. The coordinator 400 may send a proposed
transfer to the intermediary computing device 100, and to the resource tracking computing
device 200, which may act as a sender-intermediary resource tracking system, between the
sending computing device 300 and the intermediary computing device 100, and the resource
tracking computing device 600, which may act as an intermediary-receiver resource tracking
system, which may be between the intermediary computing device 100 and the receiver, as the
receiving party may have a resource pool on the resource tracking computing device 600. The
resource tracking computing devices 200 and 600 may verify the conditions on the proposed
transfers, and may return proposed transfer receipts to the coordinator 400. The proposed
transfers may indicate to the resource tracking systems 200 and 600 what type and quantity of
resources are to be moved, and between which resource pools, to effect the transfer desired by

the sending party.

[143] In FIG. 6C, the sender computing device 300 may send a hold authorization to the
resource tracking computing device 200, on which the sending party may have a resource pool.
The hold authorization may be sent through the coordinator 400. Upon receiving the hold
authorization, the resource tracking computing device 200 may place a hold on the resources
owned by the sending party that are to be used in the transfer, and may send a prepared transfer
receipt, for example, the intermediary computing device 100, for example, through the

coordinator 400.

[144] In FIG. 6D, the intermediary computing device 100, upon receiving the prepared
transfer receipt, may send an execute instruction, or an authorization for the transfer, to the

resource tracking computing device 600. The execute instruction may cause the resource
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tracking computing device 600 to transfer resources from the resource pool 644, which may be
owned by the intermediary party that uses the intermediary computing device 100, to the
resource pool 642, which may be owned by the receiving party, in accordance with the proposed
transfer that was sent to the resource tracking computing device 600 and the intermediary
computing device 100. This may be the destination transfer for the intermediary party that uses
the intermediary computing device 100. If the intermediary computing device 100 sends out an
authorization for the transfer, the resource tracking computing device 600 may transfer resources
from the resource pool 644 to the resource pool 642 upon receiving a suitable message from the

coordinator 400.

[145] The resource tracking computing device 600 may send a transfer confirmation receipt
of the destination transfer, which may reach the resource tracking computing device 200, for
example, through the intermediary computing device 100, the coordinator 400, or both. The
intermediary computing device 100 may also send an execute instruction to the resource tracking
computing device 200. The transfer confirmation receipt may fulfill the condition of the hold
that was placed on the sending party’s resource on the resource tracking computing device 200.
The resource tracking computing device 200, upon receiving the execute instruction, may
automatically transfer the held resources from the resource pool 242, which may be owned by
the sending party, to the resource pool 244, which may be owned by the intermediary party that

uses the intermediary computing device 100.

[146] FIGs. 7A-C shows example arrangements suitable for a resource transfer system
according to an implementation of the disclosed subject matter. In FIG. 7A, the sender
computing device 300 may have requested, received, and agreed to a quote for a transfer from
the sending party to a receiving party. The coordinator 400 may send proposed transfers to the
resource tracking computing devices 200, 600, and 720, and the intermediary computing devices
100 and 710, in the transfer chain. The resource tracking computing devices 200, 600, and 720

may send out proposed transfer receipts, for example, to the coordinator 400, indicating that they
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have verified the conditions on the proposed transfers and are waiting for authorization to hold

the resources indicated by the proposed transfers.

[147] In FIG. 7B, the sender computing device 300 may send a hold authorization to the
resource tracking computing device 200, on which the sending party may have a resource pool.
The hold authorization may be sent through the coordinator 400. Upon receiving the hold
authorization, the resource tracking computing device 200 may place a hold on the resources
owned by the sending party that are to be used in the transfer, and may send a prepared transfer
receipt, for example, to the intermediary computing device 100, for example, through the

coordinator 400.

[148] In FIG. 7C, the intermediary computing device 100 may send a hold authorization to
the resource tracking computing device 600, which may act as an intermediary-intermediary
resource tracking system, on which the intermediary party that uses the intermediary computing
device 100 may have a resource pool. The hold authorization may be sent through the
coordinator 400. Upon receiving the hold authorization, the resource tracking computing device
600 may place a hold on the resources owned by the intermediary party that uses the
intermediary computing device 100 that are to be used in the transfer, and may send a prepared
transfer receipt, for example, to the intermediary computing device 710, for example, through the

coordinator 400.

[149] FIGs. 8A-C shows example arrangements suitable for a resource transfer system
according to an implementation of the disclosed subject matter. If the transfer does not include a
trusted system, the intermediary computing device 710 may, upon receiving the prepared transfer
confirmation receipt as in FIG. 7A, send an execute instruction to the resource tracking
computing device 720, which may act as an intermediary-receiver resource tracking system. The
execute instruction may cause the resource tracking computing device 720 to transfer resources
from the resource pool 742, which may be owned by the intermediary party that uses the
intermediary computing device 710, to the resource pool 744, which may be owned by the

receiving party. The type and quantity of resources transferred may be as indicated in the
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proposed transfer sent to the intermediary computing device 710 and resource tracking
computing system 720. The resource tracking computing device 720 may send out a transfer
confirmation receipt, which may go to, for example, the intermediary computing device 710.

The transfer confirmation receipt, or some other notification of the transfer, may also be sent to
the sender computing device 300, to notify the sending party that the receiving party successfully

received the resources.

[150] In FIG. 8B, the intermediary computing device 710 may send the transfer
confirmation receipt received from the resource tracking computing device 700 to the resource
tracking computing device 600, for example, through the coordinator 400. The intermediary
computing device 710 may also send an execute instruction to the resource tracking computing
device 600 to effect a transfer of the resources owned by the intermediary party that uses the
intermediary computing device 100 and held at the resource tracking computing device 600 in
the resource pool 644 to the resource pool 642 owned intermediary party using the intermediary
computing device 720. This may be the source transfer for the intermediary party that uses the
intermediary computing device 720. The transfer confirmation receipt may fulfill the condition
of the hold on the resources owned by the intermediary party that uses the intermediary
computing device 100, as it may be evidence that the destination transfer of resources from
intermediary party using the intermediary computing device 600 was completed. The resource
tracking computing device 600 may transfer the held resources automatically from the resource
pool 644 to the resource pool 642 upon receiving the execute instruction from the intermediary
computing device 600. The resource tracking computing device 600 may send out a transfer

confirmation receipt, which may go to, for example, the intermediary computing device 100.

[151] In FIG. 8C, the intermediary computing device 100 may send the transfer
confirmation receipt received from the resource tracking computing device 600 to the resource
tracking computing device 200, for example, through the coordinator 400. The intermediary
computing device 100 may also send an execute instruction to the resource tracking computing

device 200 to effect a transfer of the resources owned by the sending party that uses the sender
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computing device 300 and held at the resource tracking computing device 200 in the resource
pool 242 to the resource pool 244 owned intermediary party using the intermediary computing
device 100. This may be the source transfer for the intermediary party that uses the intermediary
computing device 100. The transfer confirmation receipt may fulfill the condition of the hold on
the resources owned by the sending party that uses sender computing device 300, as it may be
evidence that the destination transfer of resources from intermediary party using the intermediary
computing device 100 was completed. The resource tracking computing device 200 may transfer
the held resources automatically from the resource pool 242 to the resource pool 244 upon
receiving the execute instruction from the intermediary computing device 100. This may
complete the transfer, as the receiving party may have received resources, the sending party may
have sent resources, and the intermediary parties may have both sent and received resources to

facilitate the transfer chain.

[152] FIGs. 9A-C shows example arrangements suitable for a resource transfer system
according to an implementation of the disclosed subject matter. In FIG. 9A, if the transfer does
include a trusted system, for example, the coordinator 400, the intermediary computing device
710 may, upon receiving the prepared transfer confirmation receipt as in FIG. 7A, send a hold
authorization to the resource tracking computing device 720. Upon receiving the hold
authorization, the resource tracking computing device 720 may place a hold on the resources
owned by the intermediary party that uses the intermediary computing device 720 that are to be
transferred to the receiving party, and may send a prepared transfer receipt, for example, to the
coordinator 400. In some implementations, when there is a trusted system, such as the
coordinator 400, the sender computing device 300, intermediary computing device 100, and
intermediary computing device 710 may send their respective hold authorizations at the same
time, for example, upon receiving a message from the coordinator 400 indicating that the transfer

is to proceed.

[153] In FIG. 9B, the coordinator 400 may send a signed message to, or store a signed

message that may be retrieved by, the resource tracking computing devices 200, 600, and 720,
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and the intermediary computing devices 100 and 710. For example, the coordinator 400 may
have received prepared transfer receipts from the resource tracking computing devices 200, 600,
and 720, indicating the all of the resources to be transferred in the transfer chain have been held.
The coordinator 400 may determine that the transfer can proceeds, and send out the signed
message, which may be, for example, a message signed with a private cryptographic key held by
the coordinator 400, and verifiable with a corresponding public key which the resource tracking
computing devices 200, 600, and 720, and the intermediary computing devices 100 and 710 have
a copy of.

[154] In FIG. 9C, the intermediary computing device 710 may send execute instructions to
the resource tracking computing devices 600 and 720, for its source and destination transfers,
respectively. The signed message received by the resource tracking computing devices 600 and
720 may have fulfilled the condition of the holds on the resources in the resource pools 644 and
742. The resource tracking computing device 720 may, upon receiving the execute instruction,
automatically transfer the held resources from the resource pool 742, owned by the intermediary
party that uses the intermediary computing device 710, to the resource pool 744, owned by the
receiving party. The resource tracking computing device 720 may generate a transfer
confirmation receipt or other notification, for example, to be sent to the sender computing device
300 to notify the sender that the receiving party has received the resources. The resource
tracking computing device 600 may, upon receiving the execute instruction, automatically
transfer the held resources from the resource pool 644, owned by the intermediary party that uses
the intermediary computing device 100, to the resource pool 642, owned by the intermediary

party that uses the intermediary computing device 710.

[155] The intermediary computing device 100 may send an execute instruction to the

resource tracking computing device 200 for its source. The signed message received by the
resource tracking computing devices 200 may have fulfilled the condition of the hold on the
resources in the resource pool 242. The resource tracking computing device 200 may, upon

receiving the execute instruction, automatically transfer the held resources from the resource
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pool 242, owned by sending party using the sending computing device 300, to the resource pool

244, owned by the intermediary party that uses the intermediary computing device 100.

[156] FIG. 10 shows an example arrangement suitable for a resource transfer system
according to an implementation of the disclosed subject matter. To effect a transfer of held
resources on the resource tracking computing device 200 from the resource pool 242 to the
resource pool 244, the condition of the hold on the resources must be fulfilled. The condition
may be fulfilled by, for example, the sending of a transfer confirmation receipt 1090 from the
intermediary computing device 100 to the resource tracking computing device 200, where the
transfer confirmation receipt 1090 indicates that the destination transfer for the source transfer of
resources from the resource pool 242 to the resource pool 244 has been completed.

Alternatively, a trusted system may send a signed message to the resource tracking computing

device 200.

[157] The intermediary computing device 100 may send an execute instruction to the
resource tracking computing device 200. The execute instruction may be received by the
resource manager 210, which may verify that the condition of the hold on the resources has been
fulfilled. The resource manager 210 may then decrement the resource quantity 524, in the
resource pool 242, by the quantity of held resources, and increment the resource quantity 1024,
in the resource pool 244, by that same quantity. The resource types 522 and 1022 may be the
same. This may result in the resource pool 244 recording that the party identified by the resource
owner identifier 1010, which may be, for example, the intermediary party that uses the
intermediary computing device 100, owns an increased quantity of the resource type 1022. The
resource pool 242 may record that the party identified by the resource owner identifier 510, for
example, a sending party or other intermediary party, now owns a decreased quantity of the
resource type 522. The total quantity of the resource type 522 or 1022 tracked by the resource
tracking computing device 200 may not have changed, only the quantities of the resource owned

by the parties who own the resource pools 242 and 244 may change.
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[158] The resource quantities 524 and 1024 may be counters stored in registers or memory
cells. When the resource quantity 524 is decremented, the quantity recorded by the counter may
be decreased by the quantity of held resources, although the actual resources identified as held
may not be the resources removed when the resource quantity 524 is decremented. For example,
the resource quantity 524 may be 1000, for a resource type 522 of US dollars. A hold may be
placed on 100 of the US dollars. When the hold condition is fulfilled and the transfer occurs, the
resource quantity 524 may be decremented by 100, but this may represent the removal of any set
of 100 US dollars from the resource record 520. The hold ensures that there will be at least 100
US dollars to transfer, but if there are more than 100, any of the US dollars may be transferred.
The resource quantities 524 and 1024 may also include locations or other identifiers for specific
resources, such as those with physical instantiations such as commodities or block of memory, or
financial instruments or other resources that may be individually distinguishable. This may
allow the transfer of specific resources, such as specific commodities stored at specific locations,
specific shares of stock, specific bonds, specific contracts such as, for example options contracts,

and so on.

[159] FIG. 11 shows an example sequence suitable for a resource transfer system according
to an implementation of the disclosed subject matter. A transfer chain may have one
intermediary computing device, the intermediary computing device 100, which may also be a
trusted system for the transfer chain. At time 1110, the sender computing device 300 may send a
hold authorization to the intermediary computing device 100. At time 1120, the intermediary
computing device 100 may instruct the resource tracking computing device 200, which may act
as a sender-intermediary resource tracking system, to put a hold on resources owned by the
sending party. The instruction may include the hold authorization from the sender computing
device 300. The intermediary computing device 100 may instruct the resource tracking
computing device 600, which may act as an intermediary-receiver resource tracking system, to
put a hold on resources owned by the intermediary party that uses the intermediary computing
device 100. At time 1130, the intermediary computing device 100 may receive prepared transfer

receipts from the resource tracking computing devices 200 and 600, indicating that holds have
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been placed on the sending party’s resource and the intermediary party’s resources. At time
1140, the intermediary computing device 100 may send both the signed message and execute
instructions to both the resource tracking computing devices 200 and 600. At time 1150, the
resource tracking computing devices 200 and 600, which may have executed their respective
transfers on receiving the signed message and execute instruction from the intermediary
computing device 100, may send transfer confirmation receipts to the intermediary computing
device 100. The resource tracking computing device 600 may also send a notification that the
transfer of resources was completed to a receiver computing device 1100, which may be any
suitable computing device used by the receiving party. At time 1160, the intermediary

computing device 100 may notify the sender computing device 300 that the transfer is complete.

[160] FIG. 12 shows an example sequence suitable for a resource transfer system according
to an implementation of the disclosed subject matter. A transfer chain may have one
intermediary computing device, the intermediary computing device 100, and may have no trusted
system. At time 1210, the sender computing device 300 may send a hold authorization to the
resource tracking computing device 200, which may act as a sender-intermediary resource
tracking system. At time 1220, the intermediary computing device 100 may instruct may instruct
the resource tracking computing device 200 to put a hold on resources owned by the sending
party, as authorized by the hold authorization. At time 1230, the intermediary computing device
100 may receive a prepared transfer receipt from the resource tracking computing device 200,
indicating that the sending party’s resource have been held. At time 1240, the intermediary
computing device 100 may send an execute instruction to the resource tracking computing
device 600, which may act as an intermediary-receiver resource tracking system. At time 1250,
the resource tracking computing device 600, which may have executed the transfer of resources
from the intermediary party to the receiving party upon receiving the execute instruction from
the intermediary computing device 100, may send a transfer confirmation receipt to the
intermediary computing device 100. The resource tracking computing device 600 may also send
a notification that the transfer of resources was completed to the receiver computing device

1100. Attime 1260, the intermediary computing device 100 send an execute instruction and the
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transfer confirmation receipt from the resource tracking computing device 600 to the resource
tracking computing device 200. At time 1270, the resource tracking computing device 200,
which may have executed the transfer of resources from the sending party to the receiving party
upon receiving the execute instruction from the intermediary computing device 100 and the
transfer confirmation receipt to fulfill the condition of the hold on the sending party’s resources,
may send a transfer confirmation receipt to the intermediary computing device 100 confirming
the transfer of resources to the intermediary party. At time 1280 the intermediary computing

device 100 may notify the sender computing device 300 that the transfer is complete.

[161] FIG. 13A shows an example sequence suitable for a resource transfer system
according to an implementation of the disclosed subject matter. A transfer chain may have two
intermediary computing devices, the intermediary computing devices 100, which may also be a
trusted system for the transfer chain, and the intermediary computing device 710. At time 1310,
the sender computing device 300 may send a hold authorization to the intermediary computing
device 100. At time 1315, the intermediary computing device 100 may instruct the resource
tracking computing device 200, which may act as a sender-intermediary resource tracking
system, to put a hold on resources owned by the sending party. The instruction may include the
hold authorization from the sender computing device 300. At time 1320, the intermediary
computing device 100 may receive a prepared transfer receipt from the resource tracking
computing device 200, indicating that the sending party’s resource have been held. At time
1325, the intermediary computing device 100 may instruct the resource tracking computing
device 600, which may act as an intermediary-intermediary resource tracking system, to put a
hold on resources owned by the intermediary party that uses the intermediary computing device
100. At time 1330, the resource tracking computing device 200 may send a prepared transfer
receipt to the intermediary computing device 100. The prepared transfer receipt may also be sent
to the intermediary computing device 710, by, for example, the intermediary computing device
100, or by the resource tracking computing device 200. At 1335, the intermediary computing
device 710 may instruct the resource tracking computing device 720, which may act as an

intermediary-receiver resource tracking system to put a hold on resources owned by the
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intermediary party that uses the intermediary computing device 710. At time 1340, the resource
tracking computing device 720 may send a prepared transfer receipt to the intermediary
computing device 710, and to the intermediary computing device 100. At time 1345, the
intermediary computing device 100, which may be the trusted system in, or involved with, the
transfer chain, may determine from the prepared transfer receipts that all the resources to be
transferred have been held, and may send the signed message to the resource tracking systems
200, 600, and 720, and to the intermediary computing device 710. At 1350, the intermediary
computing device 710 may send execute instructions to both the resource tracking computing
devices 600 and 720, and the intermediary computing device 100 may send an execute
instruction to the resource tracking computing device 200. The resource tracking computing
devices 100, 600, and 720, may execute their respective transfers, with the resource tracking
computing device 720 transferring held resources to the receiving party from the intermediary
party that uses the intermediary computing device 710, the resource tracking computing device
600 transferring held resources to the intermediary party that uses the intermediary computing
device 710 from the intermediary party that uses the intermediary computing device 100, and the
resource tracking computing device 200 transferring held resources to the intermediary party that
uses the intermediary computing device 100 from the sending party. At 1355, the resource
tracking computing device 720 may send a notification that the transfer of resources was
completed to a receiver computing device 1100. At time 1360 the intermediary computing

device 100 may notify the sender computing device 300 that the transfer is complete.

[162] FIG. 13B shows an example sequence suitable for a resource transfer system
according to an implementation of the disclosed subject matter. A transfer chain may have two
intermediary computing devices, the intermediary computing devices 100 and the intermediary
computing device 710. The condition of holds placed on resources in the transfer chain may be
the receiving of a receipt, for example, a pre-agreed upon signed message, from the receiver
computing device 1100. At time 1310, the sender computing device 300 may send a hold
authorization to the intermediary computing device 100. At time 1315, the intermediary

computing device 100 may instruct the resource tracking computing device 200, which may act
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as a sender-intermediary resource tracking system, to put a hold on resources owned by the
sending party. The instruction may include the hold authorization from the sender computing
device 300. Attime 1320, the intermediary computing device 100 may receive a prepared
transfer receipt from the resource tracking computing device 200, indicating that the sending
party’s resource have been held. At time 1325, the intermediary computing device 100 may
instruct the resource tracking computing device 600, which may act as an intermediary-
intermediary resource tracking system, to put a hold on resources owned by the intermediary
party that uses the intermediary computing device 100. At time 1330, the resource tracking
computing device 200 may send a prepared transfer receipt to the intermediary computing device
100. The prepared transfer receipt may also be sent to the intermediary computing device 710,
by, for example, the intermediary computing device 100, or by the resource tracking computing
device 200. At 1335, the intermediary computing device 710 may instruct the resource tracking
computing device 720, which may act as an intermediary-receiver resource tracking system, to
put a hold on resources owned by the intermediary party that uses the intermediary computing
device 710. At time 1341, the resource tracking computing device 720 may send a prepared
transfer receipt to the intermediary computing device 710, and to the receiver computing device
1100. At time 1346, the receiver computing device 1100, may determine from the prepared
transfer receipt received from the resource tracking computing device 720 that the resources to
be transferred to the receiving party have been held, and may infer that the all other resources in
the transfer chain have been held. The receiver computing device 1100 may send a receipt, for
example, the pre-agreed upon signed message, to the resource tracking systems 200, 600, and
720, and to the intermediary computing devices 100 and 710. At 1350, the intermediary
computing device 710 may send execute instructions to both the resource tracking computing
devices 600 and 720, and the intermediary computing device 100 may send an execute
instruction to the resource tracking computing device 200. The resource tracking computing
devices 100, 600, and 720, may execute their respective transfers, with the resource tracking
computing device 720 transferring held resources to the receiving party from the intermediary

party that uses the intermediary computing device 710, the resource tracking computing device
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600 transferring held resources to the intermediary party that uses the intermediary computing
device 710 from the intermediary party that uses the intermediary computing device 100, and the
resource tracking computing device 200 transferring held resources to the intermediary party that
uses the intermediary computing device 100 from the sending party. In some implementations,
that receiver computing device 1100 may send the execute instruction to the resource tracking
computing device 720. At 1355, the resource tracking computing device 720 may send a
notification that the transfer of resources was completed to the receiver computing device 1100.
At time 1360 the intermediary computing device 100 may notify the sender computing device

300 that the transfer is complete.

[163] In some implementations, the prepared transfer receipt from the resource tracking
computing system 720 may be sent directly or forward by receiver computing device 1100 to a
third-party to whom the receiver computing device 1100 has delegated responsibility. The
condition of the holds on resources in the transfer chain may be the receiving of a receipt from
this third-party. The third-party may send out the receipt to the resource tracking computing
devices 100, 600, and 720 and the intermediary computing devices 100 and 710. The receipt
may be, for example, a cryptographically signed message with pre-agreed upon contents. The
receipt may, in some implementations, be evidence of the occurrence of some event, such as, for
example, the shipment or delivery of physical items, which may be part of or outside of the
transfer chain. In some implementations, the receiving party may delegate responsibility to the
resource tracking computing device 720 or to the intermediary computing device 710. For
example, the resource tracking computing device 720 may send out the receipt to cause the
transfer to execute upon receiving the instruction from the intermediary computing device 710 to
hold that intermediary party’s resources. The intermediary computing device 710 may send out
the receipt to cause the transfer to execute upon receiving the prepared transfer receipt from the

intermediary computing device 710.

[164] The receipt sent out by the receiver computing device 1100, or third-party to whom

responsibility has been delegated, may be sent to all appropriate systems in the transfer chain at
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once. For example, the receiver computing device 1100 may the receipt to the resource tracking
computing devices 100, 600, and 720 and the intermediary computing devices 100 and 710. The
receipt may also be passed down the chain sequentially. For example, the receipt may be sent
from the receiver computing device 1100 to the resource tracking computing device 720, which
may execute its transfer of resources and pass the receipt to the intermediary computing device
710, which may in turn send the receipt to the resource tracking computing device 600, and so

on.

[165] FIG. 14 shows an example arrangement suitable for a resource transfer system
according to an implementation of the disclosed subject matter. A transfer chain may have two
intermediary computing devices, the intermediary computing devices 100 and the intermediary
computing device 710, and may have no trusted system. At time 1410 the sender computing
device 300 may send a hold authorization to the resource tracking computing device 200. At
time 1415, the intermediary computing device 100 may instruct may instruct the resource
tracking computing device 200, which may act as a sender-intermediary resource tracking
system, to put a hold on resources owned by the sending party, as authorized by the hold
authorization. At time 1420, the intermediary computing device 100 may receive a prepared
transfer receipt from the resource tracking computing device 200, indicating that the sending
party’s resource have been held. At time 1425, the intermediary computing device 100 may
instruct the resource tracking computing device 600, which may act as an intermediary-
intermediary resource tracking system, to put a hold on resources owned by the intermediary
party that uses the intermediary computing device 100. At time 1430, the resource tracking
computing device 200 may send a prepared transfer receipt to the intermediary computing device
100. The prepared transfer receipt may also be sent to the intermediary computing device 710,
by, for example, the intermediary computing device 100, or by the resource tracking computing
device 200. At time 1435, the intermediary computing device 710 may send an execute
instruction to the resource tracking computing device 720, which may act as an intermediary-
receiver resource tracking system. At time 1440, the resource tracking computing device 720,

which may have executed the transfer of resources from the intermediary party that uses the
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intermediary computing device 710 to the receiving party upon receiving the execute instruction
from the intermediary computing device 710, may send a transfer confirmation receipt to the
intermediary computing device 710. The transfer confirmation receipt may also be sent to the
resource tracking computing device 600. The resource tracking computing device 720 may also
send a notification that the transfer of resources was completed to the receiver computing device
1100. At time 1445, the intermediary computing device 710 may send an execute instruction to
the resource tracking computing device 600. At time 1450, the resource tracking computing
device 600, which may have transferred held resources from the intermediary party that uses the
intermediary computing device 100 to the intermediary party that uses the intermediary
computing device 710, may send a transfer confirmation receipt to the intermediary computing
device 100. The transfer confirmation receipt may also be sent to the resource tracking
computing device 200 At time 1455, the intermediary computing device 100 may send an
execute instruction to the resource tracking computing device 200. At time 1460, the resource
tracking computing device 200, which may have transferred held resources from the sending
party to the intermediary party that uses the intermediary computing device 100, may send a
transfer confirmation receipt to the intermediary computing device 100. At time 1465 the
intermediary computing device 100 may notify the sender computing device 300 that the transfer

1s complete.

[166] FIG. 15 shows an example arrangement suitable for a resource transfer system
according to an implementation of the disclosed subject matter. A transfer chain may include
more than two intermediary computing devices, and no trusted system. For example, the transfer
chain may include an intermediary computing device 1500. At time 1510, the intermediary
computing device 1500 may instruct the resource tracking computing device 200, which may act
as an intermediary-intermediary resource tracking system, to put a hold on resources owned by
the intermediary party that uses the intermediary computing device 1500. The intermediary
computing device 1500 may instruct the hold after receiving, for example, a prepared transfer
receipt from another resource tracking system, which may have placed a hold on resources

owned by the sending party, or by another intermediary party using an intermediary computing
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device that is immediately prior to the intermediary computing device 1500 in the transfer chain.
At time 1515, the resource tracking computing device 200 may send a prepared transfer receipt
to the intermediary computing device 100, either directly, or through the intermediary computing
device 1500, or through a system that may act as the coordinator 400. For example, if the
intermediary computing device 100 is the coordinator 400 for the transfer chain, the intermediary
computing device 100 may receive the prepared transfer receipt directly from the resource
tracking computing device 200. At time 1520, the intermediary computing device 100 may
instruct the resource tracking computing device 600, which may act as an intermediary-
intermediary resource tracking system, to put a hold on resources owned by the intermediary
party that uses the intermediary computing device 600. At time 1525, the resource tracking
computing device 600 may send a prepared transfer receipt to the intermediary computing device
710, either directly, or through the intermediary computing device 100, or through a system that
may act as the coordinator 400. At time 1530, the intermediary computing device 710 may send
an execute instruction to the resource tracking computing device 720, which may act as an
intermediary-receiver resource tracking system. At time 1535, the resource tracking computing
device 720, which may have executed the transfer of resources from the intermediary party that
uses the intermediary computing device 710 to the receiving party upon receiving the execute
instruction from the intermediary computing device 710, may send a transfer confirmation
receipt to the intermediary computing device 710, directly or through a system that may act as
the coordinator 400. The transfer confirmation receipt may also be sent to the resource tracking
computing device 600. The resource tracking computing device 720 may also send a notification
that the transfer of resources was completed to the receiver computing device 1100. At time
1540, the intermediary computing device 710 may send an execute instruction to the resource
tracking computing device 600. At time 1545, the resource tracking computing device 600,
which may have transferred held resources from the intermediary party that uses the
intermediary computing device 100 to the intermediary party that uses the intermediary
computing device 710, may send a transfer confirmation receipt to the intermediary computing

device 100, directly or through a system that may act as the coordinator 400. The transfer



WO 2017/060817 PCT/1B2016/055936
81

confirmation receipt may also be sent to the resource tracking computing device 200. At time
1550, the intermediary computing device 100 may send an execute instruction to the resource
tracking computing device 200. At time 1555, the resource tracking computing device 200,
which may have transferred held resources from the intermediary party that uses the
intermediary computing device 1500 to the intermediary party that uses the intermediary
computing device 100, may send a transfer confirmation receipt to the intermediary computing
device 1500, directly or through intermediary computing device 100, or through a system that
may act as the coordinator 400. At time 1560 the intermediary computing device 1500 may send
an execute instruction to a resource tracking computing device between the intermediary
computing device 1500 and sender computing device 300 or other intermediary computing
device prior to the intermediary computing device 1500 in the transfer chain. This may result in
a transfer of resources to the intermediary party that uses the intermediary computing device
1500. If the sender computing device 300 is immediately prior to the intermediary computing
device 1500 in the transfer chain, the transfer may be complete. Otherwise, the immediately
prior intermediate computing device may receive a transfer confirmation receipt, which may then

be sent to another resource tracking system, and so on until the transfer is complete.

[167] FIG. 16 shows an example arrangement suitable for a resource transfer system
according to an implementation of the disclosed subject matter. A transfer chain may include
guaranteed minimum transfers and lock timeouts on holds placed on resources. For example, the
guaranteed minimum transfer 1610 may be a transfer of resources from the sending party to the
intermediary party that uses the intermediary computing system 100 which occurs when transfer
from the sending party to the receiving party fails. The guaranteed minimum transfer 1610 may
be higher than the guaranteed minimum transfer 1620, which may be a transfer of resources from
the intermediary party that uses the intermediary computing system 100 to the intermediary party
that uses the intermediary computing system 710 that occurs when the transfer from the sending
party to the receiving party fails. In this way, both the intermediary parties may receive

compensation for the time their resources were held if the transfer ultimately fails, discouraging
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a malicious sending party from purposefully initiating transfers that will fail, as the sending party

will still transfer out some resources in a failed transfer.

[168] The lock timeout 1625 may be a time period for which the resource tracking
computing device 200 will hold the resources owned by the intermediary party that uses the
intermediary computing device 100, before releasing them without transferring them. The lock
timeout 1625 for the intermediary party that uses the intermediary computing device 100 may be
longer than the lock timeout 1635 for the intermediary party that uses the intermediary
computing device 710. This may ensure that a malicious sending party cannot lock up resources
owned by intermediary parties indefinitely, as the transfer will fail if a lock timeout expires and
held resources will be released. The expiration of a lock timeout may also result in a guaranteed

minimum transfer being made.

[169] FIG. 17A shows an example arrangement suitable for a resource transfer system
according to an implementation of the disclosed subject matter. The transfer chain between the
receiving party and the sending party may include parallel paths. For example, a transfer chain
may involve a first path that includes the intermediary computing device 100, the resource
tracking system 600, and the intermediary computing device 710, and a second path includes the
intermediary computing device 1700, the resource tracking system 1720, and the intermediary
computing device 1740. The total value of the resources that are transferred to the receiving
party may be divided among the paths in any suitable manner, so long as the value of the
resources transferred from the party that uses the intermediary computing device 710 and from
the party that uses the intermediary computing device 1740 sum to the total value that sending

party intends for the receiving party to receive.

[170] FIG. 17B shows an example arrangement suitable for a resource transfer system
according to an implementation of the disclosed subject matter. The transfer chain between the
receiving party and the sending party may be a loop. For example, a transfer chain may involve
a forward path that includes, the resource tracking computing device 200, the intermediary

computing device 100, the resource tracking system 600, the intermediary computing device
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710, and the resource tracking computing device 720, and a back path that includes the resource
tracking computing device 1720. Resources may be transferred from the sending party which
uses the sender computing device 300 to the receiving party which uses the receiver computing
device 1100 through the forward path, and from the receiving party to the sending party through
the back path. For example, the resource tracking computing device 1720 may be a ledger at a
stock brokerage. The sending party may, through the forward path, use US dollars to cause the
receiving party to receive Euros. Using the back path, the receiving party may transfer shares of
stock to the sending party. The condition of holds placed on resources in the loop transfer chain
may be, for example, the receiving of a message from a trusted party, the receiving of a receipt
indicating that a party’s destination transfer was completed, or the receiving of a receipt from the
sender computing device 300 or third-party to whom the sender computing device 300 has
delegated responsibility. The receiver computing device 1100 may function similarly to an
intermediary computing device in a non-loop transfer chain, and the sender computing device
300 may function similarly to a sender computing at the beginning of a non-loop transfer chain
and a receiver computing device at the end of a non-loop transfer chain. For example, the sender
computing device 300 may initiate the transaction, and may place the first hold in the transfer
chain, on the sending party’s resources at the resource tracking computing device 200. If the
hold condition is the receiving of a receipt from the sender computing device 300, the sender
computing device 300 may also receive the last prepared transfer receipt in the transfer chain
from the resource tracking computing device 720, indicating that the receiving party has placed a
hold on the resources to be transferred to the sending party. The sender computing device 300
may send out a receipt that may release the holds on the resources held in the transfer chain,
allowing the transfer to execute on both the forward and back portions of the transfer chain. If
the hold condition is the completion of a destination transfer, the receiver computing device 100
may act similarly to the last intermediary computing device in a non-loop transfer chain, and
may cause the transfer of resources to the sending party on the resource tracking computing
device 720 to execute once the receiver computing device 1100 receives a prepared transfer

receipt from the resource tracking computing device 720. The receiver computing device 1100
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may also cause the transfer to execute on the resource tracking computing device 720. In some
implementations, the resource tracking computing device 720 may belong to a shipper of

physical goods, and the resource transfer may be a delivery of physical goods to the sending

party.

[171] FIG. 18A shows an example procedure suitable for a resource transfer system
according to an implementation of the disclosed subject matter. At 1800, a quote request may be
sent. For example, the sending party, using the sender computing device 300, may send out a
request for a quote that may include an indication of a transfer of resources the sending party
would like to make to a receiving party. The quote request may include, for example, the type
and quantity of resources the sending party would like to send out, the type and quantity of
resources the receiver should receive, the identity of resource tracking computing devices 200 on
which the sending party has a resource pool with the resource type it would like to send out, the
identity of resource tracking computing devices 200 on which the receiving party has a resource
pool that can receive the type of resource that will be transferred to the receiving party, and any
other suitable parameters, including, for example, a maximum level for minimum guaranteed
transfers, lock timeouts, and transfer costs or fees that the sending party will accept in a quote.
The quote request may be sent to any suitable computing device or system for obtaining quotes

and setting up a transfer chain for the sending party’s transfer.

[172] At 1802, a quote may be received. For example, the sender computing device 300
may receive a quote that may indicate the costs of a transfer chain that may be used to effect the
transfer for which the sending party requested a quote. The quote may indicate, for example, any
transfer costs or fees, guaranteed minimum transfers, and lock timeouts associated with any of
the intermediary computing devices 100 that have returned a quote for their participation in the
transfer chain. The quote may or may not indicate the identities of the intermediary computing
devices 100 and their associated intermediary parties, and may or may not indicate the types and
quantities of resources that may be transferred between intermediary parties in the transfer chain.

If the sending party’s request for a quote indicating a specific quantity of a resource, or value of
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the quantity of the resources, that the receiving party will receive, the quote may indicate the
quantity of resources the sending party must transfer out. The quote may include a proposed

transfer from the sending party to a first intermediary party in the transfer chain,

[173] At 1804, whether the conditions on the proposed transfer from the sending party to a
first intermediary party in the quote is either the receipt of a signed message or the completion of
the destination transfer may be verified. For example, the sender computing device 300 may
analyze the quote to determine the conditions that will be placed on a hold the sending party may
authorize on the resources it owns that will be transferred out. If the condition of the hold that
must be fulfilled before the held resources are transferred is either the receiving, by the resource
tracking computing device 200 on which the resources are held, of a signed message from a
trusted system, the receiving of a receipt from the receiver computing device 1100 that may be a
signed message including pre-agreed upon contents, or may be verified using a one way function
based on a previously received derived value, or evidence, such as transfer confirmation receipt,
that a destination transfer has occurred on another resource tracking computing device, such as
the resource tracking computing device 600, then the sender computing device 300 may verify
the conditions and flow may proceed to 1806. Otherwise, flow may proceed to 1810, where the

quote may be rejected.

[174] At 1806, a hold authorization may be sent. For example, the sender computing
device 300 may send a hold authorization to the resource tracking computing device 200. The
hold authorization may act as an authorization of the transfer through the transfer chain provided
in the quote received by the sender computing device 300. The hold authorization may allow the
resource tracking computing device 200 to place a hold on resources in a resource pool owned by
the sending party, for example, the resource pool. The type and quantity of resources to be held
may be specified in the hold authorization, along with the party to which the resources are to be
transferred when the hold conditions are filled. The resource tracking computing device 200
may also have a received a proposed transfer indicating that type and quantity of resources, the

conditions on the transfer of the held resources, and the party to which the resources are to be
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transferred, and the hold authorization may only indicate the proposed transfer for which the

resources may be held.

[175] At 1808, a notification that the transfer was made to the receiving party may be
received. For example, the sender computing device 300 may receive a notification in any
suitable form indicating that resources have been transferred to the receiving party, as requested
by the sending party in the quote request. The sender computing device 300 may receive, for
example, a transfer confirmation receipt that was generated when the last resource tracking
computing device in a transfer chain, for example, the resource tracking computing device 720,

has effected a transfer of resource form the last intermediary party to the receiving party

[176] At 1810, the quote may be rejected. For example, the sender computing device 300
may determine that the condition of the hold that must be fulfilled before the held resources are
transferred are neither the receiving, by the resource tracking computing device 200 on which the
resources are held, of a signed message from a trusted system or evidence, such as transfer
confirmation receipt, that a destination transfer has occurred on another resource tracking
computing device, for example, the resource tracking computing system 600. This may indicate
that the sending party’s resources may be transferred with no assurance that the receiving party
has received, or will receive, the resources the sending party wishes to be transferred to the
receiving party, making the transfer chain in the quote risky and unreliable. The sending party

may reject the quote.

[177] FIG. 18B shows an example procedure suitable for a resource transfer system
according to an implementation of the disclosed subject matter. In some implementations, a
transfer may use a temporary consensus network. At 1805, after receiving a quote as at 1804,
whether the conditions on the proposed transfer from the sending party to a first intermediary
party in the quote is the approval of the transfer by a temporary consensus network may be
verified. For example, the sender computing device 300 may analyze the quote to determine the
conditions that will be placed on a hold the sending party may authorize on the resources it owns

that will be transferred out. If the condition of the hold that must be fulfilled before the held
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resources are transferred is the receiving, by the resource tracking computing device 200 on
which the resources are held, of signed statements from 1/3 of the members nodes of a temporary
consensus network indicating that the member nodes reached a quorum to approve the transfer,
then the sender computing device 300 may verify the conditions and flow may proceed to 1807.

Otherwise, flow may proceed to 1810, where the quote may be rejected.

[178] At 1807, a request for a trust list may be received. For example, the sender
computing device 300 may receive a request for its trust list, which may include systems or
nodes trusted by the sending party, from an initiator of the transfer. The initiator may be any
system which may have initiated the transfer, for example sending out the request for quotes,
such as for example, the sender computing device 300 itself, the receiver computing device

1100, an intermediary computing device in the transfer chain, or a coordinator 400.

[179] At 1809, a trust list and an acknowledgement may be sent. For example, the sender
computing device 300 may send a trust list to the initiator, along with an acknowledgement that
the sender computing device 300 will participate in the transfer chain. The sending party may
not have or maintain or its own trust list, and may instead have a trust list sent on its behalf by,

for example, the resource tracking computing device 200.

[180] At 1811, after sending a hold authorization as in 1806, statements indicating that the
temporary consensus network approved the transfer may be received. For example, the sender
computing device 300 may receive signed statements from 1/3 or more of the member nodes of
the temporary consensus network indicating that the transfer has been approved. The sender
computing device 300 may receive the signed statements from the initiator, or from the member
nodes if the sender computing device 300 is the initiator. If the sender computing device 300 1s
the initiator, the signed statements may be sent to other systems, including the receiver
computing device 1100, intermediary computing devices, and resource tracking computing
devices, in the transfer chain. The signed statements may also be, for example, a receipt from

the receiving computing device 1100 or system of the party to whom the receiving party
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delegated responsibility. The receipt may be over signed and timestamped by the member nodes

of the temporary consensus network.

[181] FIG. 19 shows an example procedure suitable for a resource transfer system
according to an implementation of the disclosed subject matter. At 1900, a proposed transfer
may be received. For example, the resource tracking computing device 200 may receive a
proposed transfer from any suitable computing device or system, such as the coordinator 400.
The proposed transfer may indicate the type and quantity of resources in a resource pool, for
example, the resource pool 242, to be held, the condition of the hold, and the resource pool, for
example, the resource pool 244, to which the resources are to be transferred when the hold

conditions are fulfilled and an execute instruction is received.

[182] At 1902, whether a hold authorization is present may be determined. For example,
the resource tracking computing device 200 may determine if a hold authorization has been
received from the sending party, which may own the resources tracked by the resource pool 242
on which the proposed transfer indicates a hold should be placed. If the hold authorization is
present, flow may proceed to 1910. Otherwise, if the hold authorization is not present, flow may

proceed to 1904,

[183] At 1904, the transfer may be stored. For example, without the presence of a hold

authorization, the resource tracking computing device 200 may be unable to place a hold on the
resources in the resource pool 242, as indicated in the proposed transfer. The resource tracking
computing device 200 may store the proposed transfer, for example, as pending transfer 246 in

the storage 240, while awaiting the hold authorization.

[184] At 1906, a proposed transfer receipt may be sent. For example, the resource tracking
computing device 200 may send, to any suitable computing device or system, such as the
coordinator 400, a proposed transfer receipt. The proposed transfer receipt may indicate that the
resource tracking computing device 200 has received the proposed transfer, but does not have the

proper hold authorization yet and has stored the proposed transfer as the pending transfer 246
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while awaiting the hold authorization. The proposed transfer receipt may be used by, for
example, the coordinator 400 to indicate to the sender computing device 300 that a hold

authorization is still needed before the transfer can proceed.

[185] At 1908, a hold authorization may be received. For example, the resource tracking
computing device 200 may receive the hold authorization for the pending transfer 246 from the
sender computing device 300. The hold authorization may be an indication that the resource
tracking computing device 200 can place a hold on resources tracked by the resource pool 242,

owned by the sending party.

[186] At 1910, a hold may be placed on the resources to be transferred. For example, the
resource tracking computing device 200, having received a hold authorization from the sender
computing device 300, may place a hold on resources owned by the sending party in the resource
pool 242. The type and quantity resources on which the hold is placed and the condition of the
hold may be based on the proposed transfer that was received by the resource tracking
computing device 200. The hold may also be subject to a lock timeout, for example, if the hold
1s placed on resources in a resource pool such as the resource pool 644 that tracks resources
owned by an intermediary party. The hold may also include indications of other parameters
associated with the hold, such as, for example, the resource pool into which the resources will be
transferred and the computing device or system from whom an execute instruction to effect the
transfer of the resources may be received. The hold may prevent the held resources from being
transferred or moved until the hold condition is fulfilled, a lock timeout expires, or the transfer
fails or 1s cancelled, for example, by the sending party. In the event of a lock timeout expiring or
other transfer failure, the hold may be released, although some of the resources may remain

under hold and be transferred as part of a guaranteed minimum transfer to an intermediary party.

[187] At 1912, a prepared transfer receipt may be sent. For example, the resource tracking
computing device 200 may send a prepared transfer receipt to any suitable computing device or
system, such as the coordinator 400 or the intermediary computing device 100, indicating that a

hold has been placed on the resources in the resource pool 242. The prepared transfer receipt
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may serve as evidence that the hold has been placed, and may include an indication of, for
example, the type and quantity of resources that have been held, the party to whom the held
resources belong, the party to whom the resources are to be transferred, the proposed transfer the
resources are being held in connection with, and any other suitable information about the
prepared transfer on the resource tracking computing device 200. The prepared transfer receipt
may be used by, for example, the intermediary computing device 100 as an indication that the
intermediary computing device 100 can place a hold on resources at the resource tracking system
600, or execute a transfer of resources to the receiving party at the resource tracking system 600.
The prepare transfer receipt may assure the intermediary computing device 100 that the
resources needed for its source transfer are held and available, so that it can make its destination

transfer.

[188] At 1914, a message may be received that satisfies the hold condition. For example, if
there 1s a trusted system in, or involved in, the transfer chain, the condition on the held resources
in the resource pool 242 at the resource tracking computing device 200 may be receiving a
signed message from the trusted system. The resource tracking computing device 200 may
receive the signed message from the trusted system, which may be, for example, the coordinator
400, or any other computing device or system in the transfer chain, and determine that the
condition on the held resources has been fulfilled. If there is no trusted system, the condition on
the held resources in the resource pool 242 may be receiving evidence that a destination transfer,
for which the transfer of held resources will be the source transfer, has occurred. The resource
tracking computing device 200 may receive, for example, a transfer confirmation receipt that
was generated by the resource tracking computing device 600 upon completion of a transfer of
resources that may be the destination transfer for the source transfer of resources from the
resource pool 242. For example, the resource tracking computing device 600 may have
transferred resources owned by the intermediary party to the receiving party, or to a second

intermediary party.



WO 2017/060817 PCT/1B2016/055936
91

[189] At 1916, an execute instruction may be received. For example, the resource tracking
computing device 200 may receive an instruction indicating that the resource tracking computing
device 200 should effect the transfer of held resources from the resource pool 242 to the resource
pool 244. The execute instruction may be received from a computing device or system that is
used by either the party to which the held resources will be transferred, or from which the held
resources will be transferred. For example, the resource tracking computing device 200 may
receive an execute instruction from the intermediary computing device 100, to effect a transfer of
resources to the intermediary party the uses the intermediary computing device 100. The
resources tracking computing device 720 may receive an execute instruction from the
intermediary computing device 710, to effect a transfer of resources from the intermediary party

that uses the intermediary computing device 710 to the receiving party.

[190] At 1918, resources may be transferred. For example, the resource tracking computing
device 200, having received a message that fulfills the condition on the held resources and the
execute instruction from a computing device of either the party that will send the resource or the
party that will receive the resources, may automatically transfer the held resources according to
the proposed transfer. For example, the resource tracking computing device 200 may decrement
the resource quantity 524 for the resource pool 242 by the quantity of resources that were held,
and may increment the resource quantity 1024 for the resource pool 244 by that same quantity.
This may transfer ownership of the held quantity of resources from the sending party to the
intermediary party. The transfer of held resources by the resource tracking computing device
200 may be deterministic, based on receiving the message that fulfills the condition on the held
resources and the execute instruction from a computing device of either the party that will send
the resource or the party that will receive the resources. Once the message and execute
instruction are received, the resource tracking computing device 200 may effect the transfer,
without any opportunity for interruption or cancellation. This may assure all of the parties in the
transfer chain that, once the hold conditions on resources to be transferred to them are met, there
will be little to no risk that the resources won’t be transferred to them due to malicious action by

some other party in the transfer chain.
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[191] In some instances, a resource tracking computing device may transfer resources that
have not been held. For example, the resource tracking computing device 720 may transfer
resources form the intermediary party that uses the intermediary computing device 710 to the
receiving party. The intermediary computing device 710 may not send a hold authorization to
the resource tracking computing device 720, and may send an execute instruction for the transfer
after receiving a prepared transfer receipt from the resource tracking computing device 600. The
prepared transfer receipt may indicate that the source transfer on the resource tracking computing
device 600 for the destination transfer on the resource tracking computing device 720 has been
prepared. Since the transfer on the resource tracking computing device 720 is the last transfer in
the chain, it may have no source transfer of its own, and therefore may proceed when instructed

by the intermediary computing device 710.

[192] At 1920, a transfer confirmation receipt may be sent. For example, the resource
tracking computing device 720 may send a transfer confirmation receipt to any suitable
computing device or system in the transfer chain, including, for example, the intermediary
computing device 710. The transfer confirmation receipt may confirm that a transfer of
resources occurred successfully. The transfer confirmation receipt may be used by its recipient
as evidence that a destination was completed, fulfilling the condition on a hold on resources at
another resource tracking computing device. For example, the intermediary computing device
710 may receive a transfer confirmation receipt that confirms that resources were transferred
from the intermediary party that uses the intermediary computing device 710 to the receiving
party on the resource tracking computing device 720. This transfer confirmation receipt may be
used by the intermediary computing device 710 to fulfill the condition of a hold on resources
belonging the intermediary party that uses the intermediary computing device 100 at the resource
tracking computing device 600. By sending the transfer confirmation receipt and an execution
instruction to the resource tracking computing device 600, the intermediary computing device
710 may cause the transfer of the held resources to its intermediary party, reimbursing the

intermediary party for the resources it transferred to the receiving party.
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[193] FIG. 20A shows an example procedure suitable for a resource transfer system
according to an implementation of the disclosed subject matter. At 2000, a quote request may be
received. For example, the intermediary computing device 100 may receive request for a quote
that may have been sent directly from the sender computing device 300 or distributed by, for
example, the coordinator 400. The quote request may indicate the party to which the
intermediary party the uses the intermediary computing device 100 would transfer resources, the
party from which the intermediary party the uses the intermediary computing device 100 would
receive resources, the resource tracking computing device on which the transfer would take
place, the type and value of the resources that need to be involved in both transfers, and any
parameters on the transfer, such as maximum acceptable values for guaranteed minimum
transfers, transfer fees or costs, and lock timeouts. The quote request may only include
information regarding the parties adjacent to the intermediary computing device 100 in the
transfer chain, and may not necessarily include information about the sending party, receiving
party, or other intermediary parties that the intermediary party that uses the intermediary

computing device 100 will not transfer resources to or receive resources from.

[194] At 2002, a quote may be sent. For example, the intermediary computing device 100
may send a quote to the computing devices or system from which the request for a quote was
received. The quote may include, for example, the terms or parameters under which the
intermediary computing device 100 will participate in the transfer chain. The terms or
parameters may be, for example, transfer costs or fees, minimum guarantee transfers, and lock
timeouts that the intermediary computing device 100 requires in exchange for its participation in
the transfer chain. The transfer costs or fees may be indicated in any suitable manner, for
example, as a percentage of the value of the resources being transferred to the intermediary party

or as a fixed quantity of any resource type.

[195] At 2004, a proposed transfer may be received. For example, the intermediary
computing device 100 may, after having its quote accepted, receive a proposed transfer from any

suitable computing device or system, such as the coordinator 400. The proposed transfer may
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indicate the party to which the intermediary party that uses the intermediary computing device
100 will transfer resources, as a destination transfer for the proposed transfer, and the party
which they will receive resource from, as a source transfer for the proposed transfer, the type and
quantity of resources in each transfer, the resource tracking computing devices on which the
transfers will take place, and the conditions of any holds placed on resources held for the

transfers.

[196] At 2006, whether the condition of the hold on resources for a source transfer in the
proposed transfer is the same as the condition of the hold on resources for the destination transfer
may be determined. For example, the intermediary computing device 100 may determine that
proposed transfer indicates that the condition of the hold on resources for both the source and
destination transfer is the receiving of a signed message from a trusted system, and thus the
source transfer and destination transfer hold conditions are the same. The condition of the hold
on resources for both the source and destination transfer may also be the receiving of a receipt,
which may be a pre-agreed upon signed message, from the receiver computing device 1100. The
receipt that fulfills the condition of the holds may also be provided by a third party, for example,
as delegated by the receiving party. The third party may be, for example, the resource tracking
computing device 720, a third-party notary, a service that generates a receipt confirming the
shipment of physical goods, or any other suitable party. If the source and destination transfers
have the same hold conditions, flow may proceed to 2016. Otherwise, flow may proceed to

2008.

[197] At 2008, whether the condition of the hold on resources for a source transfer in the
proposed transfer is evidence of completion of the destination transfer may be determined. For
example, the intermediary computing device 100 may determine that the proposed transfer
indicates that the condition of a hold on resources for the source transfer is the receiving of
evidence that the destination transfer was completed in the form a transfer confirmation receipt
from the resource tracking computing device 600. The resource tracking computing device 600

may be responsible for the destination transfer of resources from the intermediary party that uses
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the intermediary computing device 100 to another intermediary party or to a receiving party. If
the condition of the hold for the source transfer is the receiving of evidence of the completion of
the destination transfer, flow may proceed to 2010. Otherwise, flow may proceed to 2022, where

the proposed transfer may be rejected.

[198] At 2010, a transfer confirmation receipt may be received. For example, the
intermediary computing device 100 may receive a transfer confirmation receipt from the
resource tracking computing device 600. The transfer confirmation receipt may be evidence of
the completion of a destination transfer, with resources transferred from, for example, the
resource pool 644, owned by the intermediary party that uses the intermediary computing device
100, to the resource pool 642, owned by, for example, the receiving party, or by another
intermediary party. The intermediary computing device 100 may have sent an execution
instruction to the resource tracking computing device 600, for example, to effect a transfer of
resources to the receiving party, or the resource tracking computing device 600 may have

received the execute instruction from the intermediary computing device 710.

[199] At 2012, the transfer confirmation receipt may be sent. For example, the
intermediary computing device 100 may send the transfer confirmation receipt received from the
resource tracking computing device 600 to the resource tracking computing device 200. The
transfer confirmation receipt may fulfill the condition of the hold on the resources being held at
the resource tracking computing device 200, for example, in the resource pool 242 owned by the

sending party.

[200] At 2014, an execute instruction may be sent. For example, the intermediary
computing device 100 may send an execute instruction to the resource tracking computing
device 200. The execute instruction may cause the resource tracking computing device 200 to
effect the source transfer for the intermediary computing device 100, transferring held resources
from the resource pool 242, owned by the sending party, to the resource pool 244, owned by the
intermediary party the uses the intermediary computing device 100. This may transfer

ownership of the held resources from the sending party to the intermediary party. The resource
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tracking computing device 200 may perform the transfer automatically upon receiving the
execute instruction, as the condition of the hold on the resources in the resource pool 242 may
have been fulfilled by the receiving of the transfer confirmation receipt sent by the intermediary

computing device 100.

[201] At 2016, a hold authorization may be sent. For example, the intermediary computing
device 100 may send a hold authorization to the resource tracking computing device 600. The
hold authorization may authorize the resource tracking computing device 600 to put a hold on
resources tracked in the resource pool 644, owned by the intermediary party that uses the
intermediary computing device 100. The type and quantity of resources to be held, and the
condition of the hold, and the party to whom the resources will be transferred once the hold
condition is fulfilled, may be indicated in hold authorization, or may have been indicated to the
resource tracking computing device 600 in a proposed transfer. The condition of the hold on the
resources may be the receiving a signed message from trusted system. The held resources may
be intended for transfer to the receiving party, or to another intermediary party, as the destination

transfer for the intermediary computing device 100.

[202] At 2018, a hold condition fulfilling receipt may be received. For example, the
intermediary computing device 100 may receive a signed message from a trusted system that
may be in, or involved with, the transfer chain, such as, for example, coordinator 400, a pre-
agreed upon signed message from the receiver computing device 1100, or receipt from some
third party to whom responsibility for generating the receipt was delegated by the receiving
party. The signed message may be signed with cryptographic private key, which the
intermediary computing device 100 may verify with a corresponding public key. The trusted
system may send out the signed message when, for example, it has received prepared transfer

receipts from all resource tracking computing devices in the transfer chain.

[203] At 2020, an execute instruction may be sent. For example, the intermediary
computing device 100 may send an execute instruction to the resource tracking computing

device 200. The execute instruction may cause the resource tracking computing device 200 to



WO 2017/060817 PCT/1B2016/055936
97

effect the source transfer for the intermediary computing device 100, transferring held resources
from the resource pool 242, owned by the sending party, to the resource pool 244, owned by the
intermediary party the uses the intermediary computing device 100. This may transfer
ownership of the held resources from the sending party to the intermediary party. The resource
tracking computing device 200 may perform the transfer automatically upon receiving the
execute instruction, as the condition of the hold on the resources in the resource pool 242 may
have been fulfilled by the receiving of a signed message from the trusted system. The resource
tracking computing device 200 may receive the signed message at the same time as the
intermediary computing device 100, or the intermediary computing device 100 may forward the

signed message to the resource tracking computing device 200.

[204] At 2022, the transfer may be rejected. For example, if the condition of the hold on
the resources for the source transfer is neither the receiving of a signed message from a trusted
system, nor the receiving of evidence that a destination transfer was completed, the intermediary

computing device 100 may reject the transfer.

[205] FIG. 20B shows an example procedure suitable for a resource transfer system
according to an implementation of the disclosed subject matter. In some implementations, a
transfer may use a temporary consensus network. At 2007, after determining that the condition
of the hold on resources for a source transfer in the proposed transfer is the same as the condition
of the hold on resources for the destination transfer as at 2006, a request for a trust list may be
received. For example, the intermediary computing device 100 may receive a request for its trust
list, which may include systems or nodes trusted by the intermediary party, from an initiator of
the transfer. The initiator may be any system which may have initiated the transfer, for example
sending out the request for quotes, such as for example, the sender computing device 300, the
receiver computing device 1100, the intermediary computing device 100, or some other

intermediary computing device in the transfer chain, or a coordinator 400.

[206] At 2009, a trust list and an acknowledgement may be sent. For example, the

intermediary computing device 100 may send a trust list to the initiator, along with an
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acknowledgement that the intermediary computing device 100 will participate in the transfer
chain. The intermediary party may not have or maintain or its own trust list, and may instead

have a trust list sent on its behalf by, for example, the resource tracking computing device 200.

[207] At 2011, after sending a hold authorization as in 2016, statements indicating that the
temporary consensus network approved the transfer may be received. For example, the
intermediary computing device 100 may receive signed statements from 1/3 or more of the
member nodes of the temporary consensus network indicating that the transfer has been
approved. The intermediary computing device 100 may receive the signed statements from the
initiator, or from the member nodes if the intermediary computing device 100 is the initiator. If
the intermediary computing device 100 is the initiator, the signed statements may be sent to other
systems, including the sender computing device 300, the receiver computing device 1100,
intermediary computing devices, and resource tracking computing devices, in the transfer chain.
The signed statements may be used to release the hold on the resources to be transferred to the
intermediary party, for example, allowing the resource tracking computing device 200 to follow
an execute instruction sent as at 2020 and transfer resources held by the sending party into the
resource pool of the intermediary party that uses the intermediary computing device 100. The
signed statements may also be, for example, a receipt from the receiving computing device 1100
or system of the party to whom the receiving party delegated responsibility. The receipt may be

over signed and timestamped by the member nodes of the temporary consensus network.

[208] FIG. 21 shows an example procedure suitable for a resource transfer system
according to an implementation of the disclosed subject matter. At 2102 an initiator, which may
be, for example, a sender computing device 300, receiver computing device 1100, or an
intermediary computing device such as intermediary computing device 710, or a coordinator
400, may collect trust lists from any stakeholder systems in a transfer chain. The transfer may
have been requested by the initiator, or the initiator may be a coordinator 400 which may be
setting up the transfer chain on behalf of, for example, the sender computing device 300 or

receiver computing device 1100 that requested that transfer. The stakeholders may be, for
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example, the sending party, the receiving party, and any intermediary parties in the transfer chain
which may hold a stake in the transfer. For example, trust lists may be collected from the sender
computing device 300, receiver computing device 1100, and any intermediary computing
devices in the transfer chain. If stakeholder does not have or maintain their own trust list, a trust
list may be provided on their behalf by, for example, a resource tracking computing device. A
resource tracking computing device may provide a trust list on behalf of a stakeholder which the
resource tracking computing device will transfer resources to or from as part of the transaction.
A stakeholder’s trust list may specify systems, or nodes, that may be trusted by that stakeholder

to approve the transfer.

[209] At 2102, the initiator may calculate the intersection of the collected trust lists from
the stakeholder systems. The intersection of the collected trust lists may include nodes that
appear on all of the collected trust lists. The intersecting nodes of the trust lists may become

temporary consensus network member nodes.

[210] At step 2104, the initiator may contact the stakeholder systems in the transfer chain to
request that they place holds on the resources that will be used in the transaction. The holds may
be placed with a condition that the holds will be released on the decision of the temporary
consensus network. The held resources may be, for example, funds in any currency or
cryptocurrency, or any other economic resource, including natural resources, commodities,
goods, art, artifacts, collectibles or other valuables, and so on. The resource may be held at the

resource tracking computing devices in the transfer chain.

[211] At step 2105, the initiator may receive responses from the stakeholder systems,
indicating whether the stakeholders agree to participate in the transfer chain, the successful
holding of the resource to be transferred by the stakeholders may be confirmed. The responses
may include, for example, prepared transfer receipts generated by resource tracking computing
devices in response to receiving hold authorizations, which may both confirm the stakeholders’
participation and the successful holding of the resources to be transferred. The response may

also be, for example, a receipt from the receiver, or the system of a party to whom the receiver
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has delegated responsibility. The receipt may be, for example, a signed statement from the
receiver with pre-agreed upon contents that may be sent by the receiver in response to receiving
the prepared transfer receipt from the last intermediary computing device in the transfer chain.
The existence of the receipt may confirm that the resources to be transferred have been
successfully held. The individual stakeholders may still send a response to the initiator agreeing
to participate in the transfer, or the receipt from the receiver may act as the agreement of the
stakeholders to participate, as it confirms that the stakeholders have held the appropriate

resources to participate in the transfer.

[212] At step 2106, whether all of the stakeholders have agreed to participate in the
transaction may be determined. If all of the stakeholders have agreed to participate, flow may
proceed to 2107, where the transfer may attempt to commit, or execute. Otherwise, flow may

proceed to 2113, where the transfer may be aborted.

[213] At step 2107, the initiator may provide proof that all of the stakeholders have held the
resources to be used in the transfer to the member nodes of the temporary consensus network.
The proof may be, for example, signed receipts, such as prepared transfer receipts, from the
stakeholder systems or from the resource tracking computing devices on which the resources
were held, such as, for example, prepared transfer receipts. The proof may also be, for example,
a receipt from a receiver or system to whom the receiver has delegated responsibility, such as a
signed message including pre-agreed upon contents sent to the initiator when the last

intermediary in the transfer chain sent a prepared transfer receipt to the receiver.

[214] At step 2108, the member nodes may agree that the transfer 1s successful. This may
approve the transfer. The member nodes of the temporary consensus network may determine,
based on the holding of the resources and any other suitable criteria, that the transfer is
successful and approve the transfer. For example, if all of the resources needed for the transfer
are provably held with the condition of the holds being the decision of the temporary consensus
network, then the transfer may be successful, as every stakeholder in the transaction may receive

the appropriate resources once the temporary consensus network signals that the holds can be
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released, allowing resources to be transferred on each resource tracking computing device in the
transfer chain. The proof that the resources are held may be prepared transfer receipts. The
prepared transfer receipts may be timestamped, and may need to have been prepared before some
deadline or timeout for the transfer expires for the transfer to be approved by the temporary
consensus network. The proof may also be the receipt from the receiver or system of the party to
whom the receiver delegated responsibility. Such a receipt may not include any details of the
transfer itself, and the member nodes may consider the existence of the receipt as proof that the
appropriate holds have been placed for the transfer to complete successfully. If the temporary
consensus network does not agree that the transfer was successful, disapproving the transfer, for
example, due to a late, missing, forged, or otherwise untrustworthy prepared transfer receipt or

receipt from the receiver, the transaction will timeout and be aborted, as in step 2113.

[215] At step 2109, the initiator may request a cryptographically signed statement regarding
the outcome of the decision-making of the temporary consensus network from each of the

member nodes.

[216] At step 2110, the initiator may receive some minimum number of cryptographically
signed statements regarding the outcome of the decision-making of the temporary consensus
network from the member nodes. The minimum number may be 1/3 of the number of member
nodes in the temporary consensus network. If a receipt from the receiver was submitted to the
member nodes, the cryptographically signed statement may be the receipt from the receiver, over
signed by the member nodes and timestamped with the time at which the member nodes received

the receipt.

[217] At step 2111, the minimum number, or more, of the cryptographically signed
statements regarding the outcome of the decision-making of the temporary consensus network
from the member nodes may be presented to the stakeholder systems by the initiator. The
cryptographically signed statements may be proof to the stakeholder systems that the transfer is
successful and has been approved, and the conditions on the held resources in the transfer chain

have been fulfilled by agreement of the temporary consensus network.
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[218] At step 2112, the stakeholders may execute, or commit, the transfer. The stakeholder
systems may issue any necessary instructions to any resource tracking computing devices in the
transfer chain. The resource tracking computing devices may release the held resources based on
the decision of the temporary consensus network, and each resource tracking computing device
may execute the appropriate transfer of the now released resources between resource pool on the
resource tracking computing device, resulting in an overall transfer of resources from the sending
party to the receiving party and, in the case of a loop transfer chain, back to the sending party,

completing the transfer.

[219] At step 2113, the initiator may wait for a timeout. There may be some set time period
for which the temporary consensus network will try to reach quorum that the transfer is
successful and approved. The initiator may wait during this time period, until the timeout is

reached.

[220] At step 2114, the member nodes may come to an agreement that the transfer was
unsuccessful. If the temporary consensus network cannot reach quorum that the transfer was

successful and approved before the timeout is reached, the transfer may be unsuccessful.

[221] At step 2115, the initiator may request a cryptographically signed statement regarding
the outcome of the decision-making of the temporary consensus network from each of the

member nodes.

[222] At step 2116, the initiator may receive some minimum number of cryptographically
signed statements regarding the outcome of the decision-making of the temporary consensus
network from the member nodes. The minimum number may be 1/3 of the number of member

nodes in the temporary consensus network.

[223] At step 2117, the minimum number, or more, of the cryptographically signed
statements regarding the outcome of the decision-making of the temporary consensus network
from the member nodes may be presented to the stakeholder systems by the initiator. The

cryptographically signed statements may be proof to the stakeholder systems that the transaction
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1s unsuccessful, as the temporary consensus network could not reach a quorum to approve the

transfer.

[224] At 2118, the stakeholders may roll back the transaction. As the transaction is
unsuccessful, stakeholder systems may release the holds on any resources which they held on
any resource tracking computing device, resetting their resource pools on the resource tracking

computing devices to a pre-transfer state.

[225] Embodiments of the presently disclosed subject matter may be implemented in and
used with a variety of component and network architectures. FIG. 22 is an example computer
system 20 suitable for implementing embodiments of the presently disclosed subject matter. The
computer 20 includes a bus 21 which interconnects major components of the computer 20, such
as one or more processors 24, memory 27 such as RAM, ROM, flash RAM, or the like, an
input/output controller 28, and fixed storage 23 such as a hard drive, flash storage, SAN device,
or the like. It will be understood that other components may or may not be included, such as a
user display such as a display screen via a display adapter, user input interfaces such as
controllers and associated user input devices such as a keyboard, mouse, touchscreen, or the like,
and other components known in the art to use in or in conjunction with general-purpose

computing systems.

[226] The bus 21 allows data communication between the central processor 24 and the
memory 27. The RAM is generally the main memory into which the operating system and
application programs are loaded. The ROM or flash memory can contain, among other code, the
Basic Input-Output system (BIOS) which controls basic hardware operation such as the
interaction with peripheral components. Applications resident with the computer 20 are generally
stored on and accessed via a computer readable medium, such as the fixed storage 23 and/or the

memory 27, an optical drive, external storage mechanism, or the like.

[227] Each component shown may be integral with the computer 20 or may be separate and

accessed through other interfaces. Other interfaces, such as a network interface 29, may provide
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a connection to remote systems and devices via a telephone link, wired or wireless local- or
wide-area network connection, proprietary network connections, or the like. For example, the
network interface 29 may allow the computer to communicate with other computers via one or

more local, wide-area, or other networks, as shown in FIG. 23FIG. 23.

[228] Many other devices or components (not shown) may be connected in a similar
manner, such as document scanners, digital cameras, auxiliary, supplemental, or backup systems,
or the like. Conversely, all of the components shown in FIG. 22 need not be present to practice
the present disclosure. The components can be interconnected in different ways from that
shown. The operation of a computer such as that shown in FIG. 22 is readily known in the art
and 1s not discussed in detail in this application. Code to implement the present disclosure can be
stored in computer-readable storage media such as one or more of the memory 27, fixed storage

23, remote storage locations, or any other storage mechanism known in the art.

[229] FIG. 23 shows an example arrangement according to an embodiment of the disclosed
subject matter. One or more clients 10, 11, such as local computers, smart phones, tablet
computing devices, remote services, and the like may connect to other devices via one or more
networks 7. The network may be a local network, wide-area network, the Internet, or any other
suitable communication network or networks, and may be implemented on any suitable platform
including wired and/or wireless networks. The clients 10, 11 may communicate with one or
more computer systems, such as processing units 14, databases 15, and user interface systems 13.
In some cases, clients 10, 11 may communicate with a user interface system 13, which may
provide access to one or more other systems such as a database 15, a processing unit 14, or the
like. For example, the user interface 13 may be a user-accessible web page that provides data
from one or more other computer systems. The user interface 13 may provide different
interfaces to different clients, such as where a human-readable web page is provided to web
browser clients 10, and a computer-readable API or other interface is provided to remote service
clients 11. The user interface 13, database 15, and processing units 14 may be part of an integral

system, or may include multiple computer systems communicating via a private network, the
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Internet, or any other suitable network. Processing units 14 may be, for example, part of a
distributed system such as a cloud-based computing system, search engine, content delivery
system, or the like, which may also include or communicate with a database 15 and/or user
interface 13. In some arrangements, an analysis system 5 may provide back-end processing,
such as where stored or acquired data is pre-processed by the analysis system 5 before delivery
to the processing unit 14, database 15, and/or user interface 13. For example, a machine learning
system 5 may provide various prediction models, data analysis, or the like to one or more other

systems 13, 14, 15.

[230] The foregoing description, for purpose of explanation, has been described with
reference to specific embodiments. However, the illustrative discussions above are not intended
to be exhaustive or to limit embodiments of the disclosed subject matter to the precise forms
disclosed. Many modifications and variations are possible in view of the above teachings. The
embodiments were chosen and described in order to explain the principles of embodiments of the
disclosed subject matter and their practical applications, to thereby enable others skilled in the art
to utilize those embodiments as well as various embodiments with various modifications as may

be suited to the particular use contemplated.
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CLAIMS

1. A computer-implemented method performed on a data processing apparatus comprising:

recelving an instruction to transfer a first quantity of a first resource type from a first
resource pool to a second resource pool;

receiving an instruction to place a hold on a second quantity of the first resource type in
the first resource pool, wherein the condition of the hold is receiving of an indication that a
transfer has been approved by a temporary consensus network;

receiving an authorization to place the hold on the second quantity of the first resource
type in the first resource pool;

responsive to receiving the authorization, placing the hold on the second quantity of the
first resource type in the first resource pool to create a held second quantity of the first resource
type, wherein the held second quantity of the first resource type cannot be transferred from the
first resource pool until the hold is released;

receiving a message that fulfills a condition of the hold, wherein the message the fulfills
the hold condition comprises an indication that the temporary consensus network approved the
transfer;

receiving an instruction to execute the transfer of the first quantity of the first resource
type from the first resource pool to the second resource pool; and

responsive to receiving the message that fulfills the condition on the hold and the
instruction to execute the transfer, releasing the hold on the held second quantity of the first

resource type, decrementing a first register that is in the first resource pool and is associated with
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the first resource pool and is associated with the first resource type by the first quantity, and
incrementing a second register that is in the second resource pool and is associated with the first

resource type by the first quantity.

2. The method of claim 1, wherein the temporary consensus network comprises a plurality of
member nodes, and the temporary consensus subnetwork capable of being disbanded after

completion or failure of a transfer.

3. The method of claim 2, wherein the indication that the temporary consensus network
approved the transfer comprises statements from a threshold number of member nodes that the

temporary consensus network approved the transfer.

4. The method of claim 3, wherein the threshold number of member nodes is 1/3 of the number

of member nodes.

5. The method of claim 3, wherein the temporary consensus network approved the transfer
when a quorum of member nodes determine that the transfer is approved based on either one or

more prepared transfer receipts or a receipt from a specified party.

6. The method of claim 5, wherein a quorum is 2/3 of the number of member nodes.

7. The method of claim 2, wherein the member nodes of the temporary consensus networks are

nodes which are common to trust lists from systems in a transfer chain.
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8. The method of claim 1, wherein releasing the hold on the second quantity of the first
resource type, decrementing a first register that is in the first resource pool and is associated with
the first resource type by the first quantity, and incrementing a second register that is in the
second resource pool and is associated with the first resource type by the first quantity, are
performed deterministically on receiving the message that fulfills the condition on the hold and

the instruction to execute the transfer and cannot be halted.

9. A computer-implemented method performed on a data processing apparatus comprising:

receiving a request for a trust list from an initiator of a transfer;

sending either a trust list to the initiator or an instruction to a resource tracking system to
send a trust list to the initiator;

receiving a request from the initiator to authorize the placement of a hold on a first
quantity of a first resource type in a first resource pool;

sending an authorization allowing the placement of the hold on the first quantity of the
first resource type in the first resource pool, wherein a condition of the hold is the receiving of an
indication that the transfer has been approved by a temporary consensus network;

sending an acknowledgement to the initiator of participation in the transfer; and

receiving from the initiator a message comprising an indication that the temporary

consensus network has approved the transfer.
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10. The method of claim 9, further comprising:
responsive to receiving the message comprising the indication that the temporary
consensus network has approved the transfer, sending an instruction to execute a transfer of a

second quantity of a second resource type from a second resource pool to a third resource pool.

11. The method of claim 10, further comprising sending the message comprising the
indication that the temporary consensus network has approved the transfer to release the hold on

the second quantity of the second resource type.

12. The method of claim 9, further comprising before receiving the request for the trust list,

receiving a proposed transfer comprising a source transfer and a destination transfer.

13. The method of claim 9, wherein the temporary consensus network comprises a plurality

of member nodes.

14. The method of claim 13, wherein the indication that the temporary consensus network
approved the transfer comprises statements from a threshold number of member nodes that the

temporary consensus network approved the transfer.

15. The method of claim 14, wherein the threshold number of member nodes is 1/3 of the

number of member nodes.
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16. The method of claim 14, wherein the temporary consensus network approves the transfer
when a quorum of member nodes determine that the transfer is approved based either on one or

more prepared transfer receipts or on a receipt from a specified party.

17. The method of claim 16, wherein a quorum 1s 2/3 of the number of member nodes.

18. The method of claim 10, wherein the member nodes of the temporary consensus

networks are nodes which are common to trust lists from systems in a transfer chain.

19. A computer-implemented method performed on a data processing apparatus comprising:
sending a request for a trust list to a plurality of stakeholder systems in a transfer chain
comprising a plurality of stakeholder systems and a plurality of resource tracking systems;
receiving trust lists for each of the plurality of stakeholder systems in the transfer chain;
determining an intersection of nodes on the received trust lists to generate a temporary
consensus network;
sending a request to each of the plurality of stakeholder systems in the transfer chain with
a destination transfer that the stakeholder system place a hold on a specified quantity of a
specified resource type in a specified resource pool at a specified one of the plurality of resource

tracking systems;
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receiving confirmation that the stakeholder systems place the holds, wherein the
confirmation comprises either prepared transfer receipts generated by each of the plurality of
resource tracking system in the transfer chain or a receipt from a specified party;

receiving acknowledgements from each stakeholder system in the transfer of an
agreement to participate in the transfer;

sending either the prepared transfer receipts or the receipt from the specified party to the
member nodes of the temporary consensus network;

receiving from at least a threshold number of the member nodes of the temporary
consensus network a statement indicating that the temporary consensus network has approved
the transfer; and

sending the statements from the at least a threshold number of the member nodes of the

temporary consensus network to the stakeholder systems.

20. The method of claim 19, wherein the plurality of stakeholder systems comprises a sender,

a receiver, at least one intermediary.





