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tag, and a nethod of providing genui neness information
of a product, +n which information about the

%nw neness of a product is provided to a user by
h/ #83Mg information stored in a tag and oBCPKR2D¥N00732

t he decrypt ed information. 15 Background Art Japanese
Lai d-open Patent Publication Nos. Hei 14-215749 and

CONTAQTRESSIPYPE GOMMBN]GAWI(DNUHSGf PORTESSBLEPAG READER FOR
l@g%ét (géornatl on_and carry mq_ pur chasi ng an
VE | Ai | NRANEAREIGLE AN ME hloag%mmw?)me INFORMATION
el ectrica uct information
and conductbsi: g‘@ﬁﬁiﬂﬁg‘a{‘mﬁﬁﬂb@i@ﬁ%@vm&@m& and
a 20 portable tag reader that reads out information
Techrécairfdeld i n the tag. However, since these techniques

do not concern determ nation of the genuineness of a
'8!%@( eseqzt dagdiondelsites Eaaimgtaaﬂesmt@rm&mlwnolnstag €aYportable tag

read%@'u 4 pgﬁg)ffp:ﬂ@w&lﬂ' e (%ag‘ws?'sg::n’rjﬁugﬁam gf amgoduct, and more
partm:teladydtbmgtag‘tﬁah% At PR VeRioudDr l\gﬁﬁrggggt_%%gdﬁ%gjoes

appr oach, Korean Patent Publication
infor ODé?ée%@éemr@lrtgamdpat erfagPabtiectatt ke 3t pddible to

. 8 d | t k-t
deteﬁ@‘ﬂ%ﬁﬁé#% ”ﬁef}%n%*ﬁ Eé&%yer?:ﬁ‘%écwg‘?&%nrgbg\gékaymatmmatlon of a
tag, amd armeathiodrof
ag, amd an et Irbo??&Sfﬂgﬁ%ﬂﬂg&%ﬁ&ﬁ%@nﬁﬁa@t&%gfrgﬁﬁ#éﬁ}whlch
infor "H‘Q%@?@UWE geranengascelta produet iscprovidelddo teheser by decrypting
f
inforrh3lih S8kred 8 SRR IP ik e eBY L Riseason.

net wor k-type systens, a tag reader should be
the case of

B kmamuf tured in the formof a desktop, in
Mng data with the product nmanagenent dat abase

vijap a,re
. QDb e LaRROPUT PERANEHNEN Kosabiel 1457719 and blei 14-200692
'SCCQ@ef@Cﬁn@d‘eplfacejwhWQi keiusedgornbitdh ahd ch

ex %n data i PRl URomAE ahd chRfingfR Mirchasing and
com a B8078Y Usig gr %&GTMQmﬂallymbm thereon the

prodult &n%rﬁ%ﬁ%ﬁs aRATEYY ' (fbrrlnr%l’x%ﬂég , %E @E ESH% cﬁﬁ%,{a9nner and a

tag reader increases, the tag rea

portable tegr regdea that requts oat affotrhatiort agcdraadan thBOaBas eRywever, since
osed on the use of a wirel eSs

h
these g%@“ %eg{ %g’nlngﬁg‘lov\ﬁ?w detarpinatign of dheageneingeess ©f a product,
recordiggdor h@é(ﬁﬁge@f merrﬁé‘t?olF?sS%eg (y&:nﬁetréﬁg L& @qgert-eh is a possibility of

manuf actured in the form of
cou nt@@cﬁlﬁm@éhég@@fmaaom Domaerulatlwtepordi&g of tﬁeﬂmﬁ)rrrﬂat@n

SR§ oée'{ 5%1; ﬁg@ e%lppgfagﬁr%%bﬁcﬁgi%{g{?a}éﬁ ?q%ggctm ?\Jaon n§(§02 85144

dJa aness iLe SRoka R
s s S Ak Sy 4 103011

discloge s sledeerkttypaniggueimenasahdetermirtiag sysdels that read out product
information electrically recorded on a contactless communication tag, refers to a

product management database via a communication network like the Internet, and
determines the genuineness of a corresponding product. However, to use the |
network-type systems, a tag reader should be manufactured in the form of a desktop, in
the case of exchanging data with the product management database via wired
communication network. As a result, to determine the génuineness of a product, a
visit to a specified place should be made. Also, in the case of exchanging data with
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I 0 determ nes the genui neness of a product by reading

out product information electrically recorded on a

contactl ess conrmuni cati on tag and conparing the read
Wor0ori88t7on with reference data (a product NnECEEIR206/000732

date of manufacture, a product manufacture brand

name, nanagenent history information, a product

L R AL U

a tagabaésr incecgzeshiteentad rédderlbedehe® Ukhbiae t@t@?@”ﬁ cd¥¥lprice of the
aC|t |ncreases because the tag readeér

tag Eﬁ?@ﬁf ﬁ‘crﬁg I § chageeisdmposad gfr ibeudre o ovireieisorommunication

S| t der its
net\/\féﬂ {( ees/ }%F%gg%{ E@%&u%é%e'gsu of "a ’%&eé&%f ;ge’(g C ot 8{3&16 tag reader
manafdofuradr iesthe fcmfn tdiea deskiopd &digdaTtiaigedinchedS§ &3f a product is only
cannot, directly check information of ‘an authentication

de teﬂF‘Hl?é‘dUr% Saﬁﬁf‘%lﬂl%ﬁﬁ Ithe gepuinanesaaftbatiredidtmannot be determined

prtorptb és low. In other words, this 20 conventi onal
3 reader~only considers a position of product

d| A ranbtltenrcsmvbuﬂoma approagiatapbaeten vid-8pet 'F%té‘r‘ﬁqﬁi?ohcatlon Nos.
uct purchasers. Al so, this conventi onal

Hei r@ag‘éf? 4q1a%”$r'dﬁl ks 148250 ndigclppe diraheiquest Imrwhlch a tag reader

deteijrhﬁ\ Eg?g g h%%s%gr ﬁé@%b@ﬁggiﬁ,é@ﬁ% ﬂg{(}%@@?ﬂj@rmataon electrically

recosidnj ect mntgeﬂnssnmlﬁmnlmbﬁrtﬁgfaﬁd EOMPAriRy H{BJFéad information with
i on of already d| stributed tag readers should

r
fe”ef&ac%*"&pfﬁaw@@uc}xﬂw bef 1 daisoolmesiasttrieo adirodpgroarufasture brand

v RS SABA 18408, FRATIRTLS b AR 5 Bl st

ther&;ml vldowavdar psuobImﬁluﬁ@%&mdﬁérﬁfﬁatﬁﬁwdw@w)ﬁed\ﬂm problem of the
ean Utility Mdel Registration

8921 .
netwgaazél@g SYsif §a HhBYENQrY| GASISEN iTRreanes P@ﬁﬁm%%ttfhfi)fﬁg\lfﬁader should
prevﬂﬁb%/lgtb?é]a?ﬁﬁéj g’?&é&’&e n@%&@‘ﬁnf’&s Ve é gcf o gﬂgﬁ &ffite the tag

I ncl ude a contact conmu
readahlt@eﬂf qb@t@dmmea hmmgemtlmmesstmfaa: pestiucd aadpirodidet dny a result of the
red nd a r eade nui ne ess determ ning

self gg\ﬁrg}é@a Bnev@n'r's hé’aF‘BB{:,éj' ﬁ)& ¢ Oaggtgqrbﬁfn@n aduthentication -
proc@diirendaid rdlidbipy t@&hé%lﬁﬁéﬁlﬂé@i@ngﬁﬁ%gg@?g BMCYn other words, this

However, application of 2 WD 2
conveaiiynakieg 4eeoer 3mly. tdws@ec@m/ensmonad)f prtuich elstsbutors, but is not

satlsgq%iﬁglmgg tIB% deV| ;o pp:;%dblgt gu stgpspfp g%),la{mg rﬁ%ﬁﬁ%ﬁ@%%g reader
has P@blete thdthe 9\@!&0’:@'&5@' é}@'dué’t%hféwaﬁ%f p&r‘aﬁa&ﬁg -of the tag reader

Al so, since the tag itself is destroye
or prediletscefunemdy cieinest cosapBmiey carwadi hg mestmrbject of genuineness

coterp St Pkl SFrestBubf el BiFeAg, FbdidL P sbtero shouid be

updatem/entl Aisol Hige RIbRYE NMonvaMBSH Al AippPb S ddedo ﬁoF?BﬁQHé §%&se where
omruni cation tag that prevents the reuse o

the tepg BuRirehnd i b piogusianteattaciwdcio a aguntarfait product.
C%”ESI(/Eeédchpf)Podﬁgﬁws, Korean Patent Publication No. 2001-89216, Korean

Utility Model Registration No. 252202, and Japanese Laid-open Patent Publication No.
Hei 12-251164 disclose genuineness determining devices that include a contactless
communication tag in which product informafion attached to a product is stored and a
tag reader. The genuineness determining devices prevent the reuse of a tag by
destroying an antenna if the tag is detached from the product. However, application of
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io without physically destroying the genuine product

tag, is attached to a branded product, encrypts

i nformati on of the branded product, and provides the
WEPOPBER i nformation. The present inventi onPET&R2004/000732
provi des a portable tag reader that is handy to carry

and determ nes the genui neness of a product by

thestecoryyentiogali gémuimenassrdstenninitgfid&viess B ififsd &F5hESSI products such
cq%{pmm c$t| on tag and outputting the decrypted” ‘
as QGHHIBg mERFYtS and arREogsitive sneasuio enay be takarvtppmviedephgsical destroy
d =0VA 4 : i ne Lnfornmatio f a ‘
o L5 M P R e R s oo o
readihg pistoryct infermationvi @edus® analsesg b Y Hid ' '
i nformation stored in a {Jag and g%% pﬁ?#ﬁ% ?ﬁéetB%/ information  for

custgaariAsiestrd mesketd on. According to one aspect of the
present invention, there is provided a contactless 20

communi cation tag that is attached to a product and

Disghrsove dethepihodniidn i nf ormati on.  The cont actl ess
co%runi cation tag includes a contactless comuni cation
uni p¢

RIRSN INypRiine pEIVjdes eheorjastiasat comininicativagtag that prevents
the FRREESH 8%@?1%?@'8?\%&%6%%:5&&%8 g}&% et 201 inea ?gr;\%{@;erfeit product

recei ve rom

withsultgsically siestroyigg Whé gehinewroalct 3 réﬁ%&‘ﬁ
i nf Qr mati on -and eﬁcr ygti on \iiﬁe})k/) rel a?'e% In o%r%t iaoir)]ragrdgd product,
encrypi§raigrmahen shthesbandedmductuand pravidesitrenemgrpptedtihrmation.

' i . ' d h
o RS Tl A b vy s
and tefeominesi the gehutramdisd O topRARLHISY déé@ﬁﬁﬁ% gﬁ?gﬁﬁioensgeceived from a

tgr sent inventjon, there is provided a
contafiGes roRYPHpRatey tagard petratiing theddearyptedrinfdavatiand

DTN 058 BTN T s T SO0E° L Bviing gominencss

conmuni cation tag I nc

inforaatieof eapiosiicyrin twhivihiintbrmktied esslytheXgianassesiabthe product is
a

creates a power source from
]

W t.h t der, /
providlilete” & gl e dsendiing: Bifprwaliamgtoredder @ de@ and outputing the

- decrgme®liifegnids, pover source, a storing unit in which

the product i nformation, encryption key related 3 WO
209400889 7 ONPERPKERODIHON@EER! invaftnyaiérens RROUJEAS contactiess

her of ti .th t inf ti [ d by th
com BBl b B 4 e o L e ™St formaion.
The posteodss &6 nt ' i it, whi
© ?gader Sbasergmgﬁt%agfgne%g ?@S’ﬁﬁgﬁ e{f/ﬁt‘r%g?%%eégﬁrﬁﬁﬁcahon unit, which

wirelpsiho exeianges date withi anfteg manten @eatesdd nowermssurcetre a power
d in the storing

; uct i nformation stor
signgf, T Yéndufr&ﬁwﬂ%gaq seadtay, NG dRHRP iParie AAWES SqUEEBea storing unit in
whichtiespggutEinirtegioh m & '

r e_admpr oduct i n!fO or mat i ﬁ(}ﬁy%tzcg} %?%E%tﬁg g’?f?}é‘l‘ﬁgﬁﬁ'ﬂ tta?g%o&ed, and an
encrypdpa it priyoh snsmypis  theeprodudu itformatioor tmtbieotrahbmithel to the tag

foti he product information is read
read%}%g é)%athtepér@ t@Prﬁj erqu &f éprr}@%%ﬂ%l ue.
According to another aspect of the present invention, there is provided a

contactless communication tag ‘that is attached to a product and provides product
information. The contactless communication tag includes a contactless
communication unit, which wirelessly exchanges data with a tag reader, creates a
power source from a power signal received from the tag reader, and supplies the power
source, a storing unit in which the product information, encryption key related




10

15

20

25

30

According to still another aspect of the present v
invention, there is provided a i0 portable tag reader
that reads information received froma contactl ess
WEAHIBERt i on tag. The portable tag reader i RETKR28042000732
wi rel ess comruni cation unit, which wrelessly
ot ex;thange data with the contactl ess conmunication tag
infoemaltion, ragideths! yurabadsf timep A8 hré@ebtiinBMERSN §
an cont@ctl es.g co_nhmni cation tag, a stori ngﬁdarr%iﬁs'tt]r%;arﬁi by he tag reader,
RCTYRIRE, UNip, yehiR GREsYRts Ahe dyfodiest dnfedmiation rtadts tansmitted to the tag
reackdr-£8d r ' Ul ich . decrypts data,k 15 ) o
o e%;ih ved@? ?@%n%b}ég@ﬁt géé{ F%%@dc%‘ﬁ?m?ﬂ%ﬁt i @%@%ﬁﬁg@ﬁpn providing
unit,owhishcregulsi e pryducelimfortationissramt ihofhet B&tink Sunit i
ol gﬁt ed fromthe encryption key rel at eedgt?hpgfurrnﬁtt (hfesponse to a
P ;‘?f eERHa Fequesy repREAgeyiaegiviedf ioomethecagrreadbr gsfovides the read
odiucP Qpt actd es Icatlon tag, an ..
prod EPTRRRAROR! 85 4hE S ERBIMN AL 2Be! 3eef asion of the produc
infornettionmift itee hombbe 6OTHNASS | BES préIBTUMISAM AR 1€%ead exceeds g
Paranseaiaie’l 20 from the contact! ess

a
predg%rgﬁgﬂto a product and reads the product
C gicatd on. d u t unit, which outputs
eending' o8 Aol ekl i ha iBsent lvebtian, fhere Is provided a

the re
portaie tag readqretbtit edadshpiGNRARM rdcBKRAt O, | .
met hod of providing pr odll}gr;a TN ﬁﬁaﬁgkg%ﬁommunlcat;on

t piF’Vi ded _pr
ag- ﬁ@ogtapg‘gfager&aepr tetiidesormunwiraléss wcommaunication  unit,  which
i j [ t attached to a product.
wzrel%ﬁsg? %g%%gﬁil ﬁ%ﬂgfg Ci?% g@ﬁﬂcﬂgsi BORWRURIeR i Qhtagegnd wirelessly sends
a powpedujieddor teocombictess EoiiuntBRRtaG!E i it i i
commtﬂ%i:?ti oqu {e%g, sel ecti ng erﬁ:t?gpt?gb%%z%§nq lé?'g{newhmh at least
ONe PPt KonhLBersfsmatiag is starrd, aeerymibnamdt, yitittodecrypts data
it VY ' r pon fromencryption ke .
ot St e RN S8 F A, 2B Ebvpton key rotted
informatonidfeat is reefdmted dopmehd ncryptRins Réy Pélﬁﬂaoamf%rmation b% encryption
key Fﬁ%o{ mat!io,rnrr eﬂuest rressag%e that requests the pr(‘)du‘t
Gt i'3RTEUPR e MRGSHHesk o8B stheo mentactiass ocomamnication tag, an
inforrh&®sh neal UGAicBO bR | ecei ved. frqom f he
' cont act laeLh? (F:Lgﬁm@ruﬁlih(':%t ir%ﬁu?%tgaégo;@gi oﬁ??r q@é‘l 3&@@ contactiess

comnaydestinn tag régched & edpiodiot antiireads akg p@@&tﬂ%ﬂihfdﬂ@aﬁon received
I NnTtornat1 on.

eadi ng concerning the product 0
from Zﬁ%bé@%ﬁ?%%é?%%’q%?? (%) Dtsh PBROURGE oinéli Mipicho ostaUts the read
produgbrftrenataspect of the present invention, there is
provided a product to which a contactl ess

cORRURINGEq ofill temgther aspant fufdhe TiveseanimentiesSthere is provided a
information is

[ Cat ag in which product
methﬁ%ﬁ?ﬁ%gﬂpﬁu%@%{mﬂ@& YU3G @ @enipacet dhatospraagnicates with a
contatcthedsucteBnani2itiba | ' i |G -

wi.r e| essl yr_]s ' elx_cﬁgggfgacggtﬂgy vr\%li ? ﬁidéﬁpt' agp ﬁréeyaéé@%)ggﬁvgé\(eessrecewmg
encrygligzotey seenitvig infamaliopden tse goatactiesstyeshuriicaion {ag, selecting

encyf 8 2T RS it e oo aupcbngypion oy
specifgimginfoemesion ifitn® ERBLYPABN Kby rOGtRT AR atRAkERY KR is’t%rrlmg means
included in the tag reader, transmitting an information request message that requests
the product information to the contactless communication tag, reading the product
information received from the contactless communication tag based on the selected
encryption key related information, and outputting a result of reading concerning the

product information.
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key related information are stored, an encryption
unit, which encrypts a signal to be transmtted to

%?0 E‘ﬁ%' eader, and an information providing unit,
P58 8ds t he product io information stored RGEI/KRW04/000732
stori ng unit in response to a product information

gmest rressa&e received fromthe tag reader and

cgedngtie stdlaanpthedaspechbbthatpreseritointgtion, there is provided a
in visible information

t
b O(g%r}’ﬁr gog%'ﬂgﬁ ﬁ%quy%\&fﬁﬁsnéﬁmumﬁ@fdﬁﬂrﬁﬁ@ oif aﬁacluma The contactless
conmesivatiors tag S Wﬂldhhg ol "’im rfidiof ;gm‘tn' 5 Bgfemgthe contactless

printed on or attach e pr
commagricatian dﬁQOﬁn(ﬂmﬂ awconischiéss domﬁxuﬁro‘éhSM’ Dﬁrt which  wirelessly

oduct authentication syst
excﬁ%g%er%# Q'Y%‘ g ﬁ%gu L‘Fr e%?ﬁ/%ﬁt%pw slgueel fmnnlay psWeas@aal received
fronﬁtl@@m%g Qééé’éﬁ %doété@pl%%nﬂw%cﬁe%?é%%?)%ﬁns'o(,f_{?%é ozg s,ttgr?%g unit in which

according to 20 t resen

prodyieh dmfrmation dedudin ammén@s&ﬂﬂb# 9
899 Iﬂﬂ%/téﬁ Ibgﬁhé’ r%i&% and encryption

ccordin present
key rﬁ?@?%({ }rﬁegga %{f? g?g;egn@ny@mqmﬂhmygltawmengrypts & signal to be
trandhitfed f GG RiiCh
o e T e R B Rl Pt o i feayis the product
lnforgg%@ndstmged dn aheesighing u&m‘nﬂdtegpﬁhsé?ftot@%rod%let |nf%rm?tlon request

ti.on/ decr t|on unit 210; FIG Is a
mes 9% LA 55 B sadeadei andrataies adsedprpdacidiormation to the
encry;ﬁltgrh enit! Wﬁefeﬁﬁ%rbl%ciﬁ?cfrfdud;@r a?oﬁ&%g%@m g'@§¥ ﬁg};égé‘ information

6is a flowhart I'ng
of thgryedudeirsiorsst indba @mwlaﬁworﬁﬂuhm@tlbﬁgag? pag ffﬁiteda&‘i1| or attached to

7 is a flowhart illustrating an authenticati
the pFé((g)%t':%[dure performed between a tag reader #1 and a tag
reader #2, according to an enbodi nent of the present

| V‘D 2004/ 088579 RCT/ KR2004/ 000732 inventi on. Best
Brief i the | nventi on Hereinafter,
. pn rge nts cont actl ess conmuni cation
ta@be f g %23 eg}’; t8’§3 ?@mra gfiWine rrefdet sfuthentication system
to

acco@rmgltajtmq)rtab@ntggn@mﬁ&ness of a product according
invention will be described in detail wth

PLE

%ﬁ@r &nl trlagee[ a&onfigurabiod of drawitaciess communication tag according to
the present invention: ’

FIG. 3 is a schematic block diagram of a configuration of a tag reader according
to the present invention;

FIG. 4A illustrates exemplary encryption keys according to a third embodiment of
an encryption/decryption unit 210:

FIG. 4B illustrates exemplary encryption keys according to an eighth
embodiment of the encryption/decryption unit 210;

FIG. 5 is a flowchart illustrating a product information read-out procedure in the
tag reader according to the present invention;

FIG. 6 is a flowchart illustrating a communication procedure between a tag and
the tag reader; and

FIG. 7 is a flowchart illustrating an authentication procedure performed between
a tag reader #1 and a tag reader #2, according to an embodiment of the present
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FIG 1 is a view for explaining operations according
to the present invention. Referring to FIG 1, tag
readers 20-1, 20-2, and 20-3 according to the present
WOF9HMPENi on read i nformation of contactless PCT/KR2004/000732
conmuni cation tags 10-1, 10-2, and 10-3 and displ ay
. the read information. The contact|ess communicati on
inventigs. 10-1, 10-2, and 10-3 are attached to various
products such as clothing, footwear, |eather products,
liquor, agriculture products & |livestock goods, drugs

BeS&m@g@If@abé ) cﬁJt%‘Fé [RRhE&Sn Mechinery, jewellery, art
WOr KS, prais dm ssion tickets,

ceHerema ees pe&felrre@ einbledingsriter of ke deseacfess agomintuinisation tag, a

mar ket abl e securities, and inportant docunents.
PO”%S%SH gdel sod % e Prqyr*filﬂagge gﬁnmmen@ss of griroduct according

to tHO-predsht HAMRBN ﬂpﬁg dé’gb‘f‘nbgph %tﬂe{aﬁégeﬁn'c%oto the attached

tags, each of
dravwmﬁn The tag readers 20-1, 20-2, and 20- 3 may be
f.ttéa tured | var Qus forrrs The tag reader 20-1
e P(‘et"h Bén'ﬁg CRpTationsrRacosding te thaipresest mvention.

anRef@ﬁnQ toaﬂf(s{ hﬂh Q%gdéﬂéaéo N tzﬁr 4 ér?t; gQO% %ggﬁ)r‘ﬁiéng to the present

conbi nation o WO or
invediah restactlrd@rmaaﬁm\sf eorpectiess dommanicatibhe@agagoreadep, band 10-3 and

dispBY e B! TREEOM ol citaripES (Gommsiongan. BB ot Ta 10-2, and
10-3%@_5&&1@%6 Ltba\t/éHon“P é@fé Bé%%dﬁ%tﬁxﬁghgcﬁqtg%gr ;@%ﬂmr products,

Al'so, the tag I's 1 np
liquopo ram@utturq) hﬁnéuctslov&e\heestoch egeodsg driepde smedicktisR®Welectronics,

conf i on and, tag 25 readers accordin
macERR JBEuERh T ol ~rrang! baeri evaineian dgkatadragiticates and
ticketfod WeE @ise @S Q’atﬁﬁﬂéswﬁ{dhe m4ketaER %1%{ UrRBk ear‘f{ﬂfhrﬁcﬁ'?ant documents.

that can be carri ed ersons, berso
di'he gontantiess ammn(:mmy:on nags |10Fun¢0+2)rarwatl Okﬂeare aydiare-shaped

o A e BN i 10 o,

pl"lttdsu@ég treaddtiscro-theoaboygt dese Méﬂﬁgecﬂ%éﬁc‘tlﬁéa in. various forms.

ommuni cation tag Is attached, by '30 approachi ng
The lt% readele 20t b hagea pmdttu@nataﬁdswrwar dot phiaiea tnedt card and has a

o Al 0 P B AR PO S b s
size all@yes ai perspnddwatryithe Rad Me&der 70-2 inhi¥\R2804/ ﬂ@%@raader 20-1 is

gr)r( KR2004/ 000732 tag-attached product. For exa
driveg &y @ hatignoane hag galisplay pnitin dd feant 7A!aonat9nmp!&mlb'a!amr function

is adeéd g)h?s( %O%féajdgggﬁ Ir2n?f&]§‘ gtﬁétt%g rc?q.ffe({r%)r gg%g?p AR O in o portable
phonéesd—ﬂcbvpevem thbs@ thgatdaelerd Whhe shbwaRRERPIark’ é&@thﬁ‘Qﬂons and tag
i ndi viduyal having a tag reader can determ ne tAh

readedgnagqqgﬁ@gstoof e PIRsSsh lm@gggn mmb@dmlemﬁﬁMVlaﬂdI@ hardware
and 8l 9 Vi1 B ot fd1Scddt 220K BY prrsons, such as
persmml dﬁg;t&kmnsiantsr(@m)dnﬁlltl-&mﬂh@ﬂcdvﬁﬁzh@bSahég\ﬂPE@‘?rAGd?o Layer 3
(MPBt) p?ayer fAnt Pn%,\f,gﬂa‘?' hz—:?vmg a tag reader can check information about any
product to which the above-described contactless communication tag is attached, by
approaching his tag reader to the product and can determine the genuineness of a
brand or discriminate a counterfeit product.

A product code that only should be marked in a genuine product is printed in a
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l'iquor, if the foreign liquor is genuine, the genuine

product code '7' is displayed on the display unit of
widBol@dsheader. Al so, when an individual apprgaches

hiso%agyéeader to the tag of the |eather pur$&T/K004/000732

the | eather purse is a counterfeit product a

counterfeit zo warning nessage (e.g., "Error" or a

tag-@ﬁ@@f@depfﬁdﬁ@ﬁ cleon ekmi&;mﬂ)ganwmpmﬂudt dideaid pfintetings 7’ in the
rf$ k gofrod et £o rt rgjd | ayed information is

SUNEG P el & gertaly E}{ﬁ an Wa%@wnetm@dwtscmdsyls printed as

‘0’ iBigro§adt d%cﬁ?ﬂih Sﬂéqga@érgﬂ}%@&f i bﬁa gch @Ehdgwdual having a

segnent s he ot her a soun suc
tag magded acan deteoinine ﬂmg&galmessbﬁ 2 b b@@@dr@h Modtta@nformation
eadggi For exanple, if an illegible tag is

OUtpHgPBé@%g'SP Ay Wb ot e tagdee 'i@béppfqamrgg Blﬁttagtr@a%sr to the product.
In GABF ok, S/ﬂwérpﬁﬁ lﬁdlUnHGEﬁép%aEthg} gﬁtegg%‘ﬁi% O0fEihe foreign

is successfully read e tag rea

liquare#die dorstgmiinuehiis @eahusw dlye wnutriﬁaeprroel&dt BHA@EUTtis ‘"d@#ﬂayed on the
the tag,reader may output the

d'3p¢a¥d§ﬂt OP%%H%QU'%‘S'QF i '§l§8 when ap ml‘déuall apnrﬁéCbe@bwctag reader to
the t‘é@dcﬁ the lbéi‘ﬁ'e?%@r&é’ ift Jﬁ‘%‘iﬂ%ﬁﬁer él{l‘r%e :g?ggﬁ%@ﬁﬂgpﬁt aacounterfelt

data is not |arge 'and can be Store
warntmnmsagge(eugy‘ErFmtdnei praieielrrmnedamrtagw @@ﬁdd)&% Mﬁ@ut instead of
code that onl

the GHRINE i oach Ssﬁlgﬁfﬁ'ﬁéags%gﬁf@fmagows diaited 1o a number or
simpld@ipiabedd, t #ehakpld RHCEan ﬁﬂg/dr@@d Y?/aﬂﬁ‘?et BSrts such as 7

col or code fromt he tag and
segmesidi ngnbhe obingi iy cosoufd suufh as plheepl $dund)<f>r 4 Iv@l@b message can

be offft BLRIRRICEE bR De Feararuney fniboble sl deteted,
the taf régd@cidpativisly RIUGSAS &sifrt %GHeJ {opg é’ln%nlitgé? dofttﬂﬁestbaglf a product

reader can express a counterfelt tag or
codedgspaeassiiglyaeady ther tageesdgroukputmga axhprteéaﬂmgmcn&di while displaying

the. (&3 ol &adk 1 Bl cufth W « A8 g el mAy ltput the reaa

prodipdtucedd tyixed niges 0holdemest the %@dddt%d&e 'hﬂgtle‘alf d '&egumber the

lgﬁ reader. The product codes sequenti al
amoy @haugh ¥BIC§deIﬁ| s opt lerge cag eaader stoved eepoamdryo having a low

capaBPCiely 9, LEETTL R B U oL Lp 0 70 case, a ot

codepthatioaly sieomd bEamlaeked hata gendinet proafier @bruﬁf.@d m the tag-attached
to each of product tags is witt

ondi n
prod%‘? Eﬁg\fﬁléé flgr f%isaf!"teaﬁﬂ'@ﬂ gedlediemnsthe) tag hsdt(hgalays a result of

romtEeta B oo ] ot ) SHEARERC, 4201 navne, o

exarrmﬁq@rfﬁ; ¥| bpd @ solba@/adcmrdlr@rtd)ethecrfaaﬁ Al&EScode0r In case of detectmg
ader having a 7-segnent display unit

presqrgoegﬁtaweglel.eet%gn%q '§adPaHRN ¢y SAPIER] catauidhleit tag or a bad tag by
outpdtgi‘% ﬁﬁ:égrg?tnﬁ]éasrs%pﬁ%sﬁg# Qgﬁgtgé%[a %H c%ﬁ’(é}p%agegg 1| | aﬁgf

b &dsa) mndud:temsd@sf age mwdgnﬂaltWﬂ%ptéﬂ}'@erh hak displaeunit of the tag
readefr a pfural%y number of tmgjleast gy ogg}ume reading of the tag reader. The product
codes sequentially displayed on the display unit of the tag reader correspond to product
information including at least one of a manufacturer, a type of industry, a brand, and a
product name. Tables that product information corresponding to each of product tags

is written to are provided to tag-attached products. If the tag reader is put to a tag, a
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s that is displayed at predetermned tine intervals
can recogni ze that a brand nanme of this product is

woVRh.aiki/ee’ based on itens of a brand nane tabl e that
i's anoth{gr table printed in the product. NextCTdd2404/000732

"0017' displayed at predetermned tine intervals can
recogni ze that this product is 'Aged 17 years' based
plurgifly jof ewadust cotlesds mgqyuentialtyadibplaybdtin dreel of tanes. hetor example, a
a

| inted in th duct, 10 FIG 2 illustrat
tag @%ﬁ??&%@@.%ﬂ%&”&efﬁ&%@%ﬁaw Ebﬁﬁﬁf@r@alniliq;gt hgving a tag attached
ther@t@pgrfmsme@yea pPodic@2BRL YL %ggg%igﬁggggﬁﬁf}ﬁ&t é’reﬁ'gé% is of a type

. 2, a cont ac.t ess_ conmuni cat 1 on _ (
of ligsicebesed®n itarhs of mprodoét type taisle IRat isith Gindt tggle. Next, data ‘0014’
a

I e ont actl ess comrmuni cati on neans 100,
that l%ﬁlsﬁgﬁf%’ﬁ?fpﬁﬁ?ﬁaﬂa%ﬁm%mtﬁ@/alh?nican Jeooghige that a brand name of
this pRIYURE id Qﬁeﬂeﬁtﬂfﬁ“ﬂﬁs@é%@ﬂe%ﬁg%ﬂozg?g)&%eggﬁgqﬁgfa is another table

. awreless manner wth a po _ :
printegtin the prastistr Nexipdatn08 17T displageeiat Pfed@dhfined tintwe intervals can
ents

l.gnal s, and suppl i, es extracted power conpon
recoé@gg?'b%@fs @8@PE@S£9?$}E$%@W basgd onetem3iof aoagingyear table that
i UahdthdP s i : gnformation stored in the
. yestori ng u[ﬁi@?)mi%mﬁﬁtggygélu%hcrypti on key and outputs

t HdGeRolygirates akepnfigarationesfratomtaviieascohRIHELRA afSccording to
the ps;&%tﬁml (ergsncom’runl cation nmeans 100. The product

I \ail 'r(?_ and encryption key infornmation are stored

[ fRéfBﬁ’lrg} @ FIe Uy éo@Q&fes@%nﬁ@Qh&%&bﬁi%ﬁ %ﬁqﬁ@é Itg g preferred

nmeans 100 i ncl udes an ant enna
embagiment of thexpigsaptiinlantioginchides E38ontadtless B id®n means 100
o ?

It antenna . transmts information t
aCorg@éhpéﬁo\’/éggiané}f?F'Pr%l“f'g]n"’ romthe tag reader 20 in a

25 hef mh&ﬁﬁleﬁﬁn&ﬁﬁwgﬁ%tiﬁﬁwﬁ{ea?}%pﬂbb %%ﬁ%rﬁ%sors&?igiinig wireless

power sources to t cont actl ess COMMINi
manngy Wity ce portaglep tage readesc exiractaap@vsi goalfoNRENFrom received radio

ol GRAl S T ecel hrough the ant 100. Th
oanal, 00 SR e LR, L, antenng, 100, ne, R B
systefim ot Lagtroleaie'2080endrstsMIBHLL InMtrmiidn. é&ﬁgg in the storing unit

.nodul ates signals to be transmtted to
300 inig arrgachipieRrtey1am pytratpitieneearyption dey torexdeel Heddss through

[ : t ir ence of a tag. Since
the C?ﬁ‘ébﬁ%%fﬁgﬁh@'g%”ﬁ%aﬁ‘é T piod plaigiatishganthencryption
key indenmuatidreaiengforstd in the 3t@Hry Wil 3odnown to those skilled

in the art and wll not be described in detail. Since
tﬂ@e W%@éﬁr@r@mﬁh@@meﬁna ag0 liocladesrali agter®a\W0, a power

/ 5 4 2 tp th sent inyention
e 8 4 O  rid  TE
110 transmitss infabhatidro tovand asdse tr_h’@rrﬁ@ﬁ@@%&rﬁi@e tag reader 20 in a

irel conmuni cat i tag 10 as a passive type. T
Wirelegswlla&ghpl y! i Powen sspphacing dddersupplipenpower fsamees to the

contaétrbsOcShMicatioRCElg 89 dy Bi8cessing power electric wave signals among
signals received through the antenna 100. The demodulating unit 133 demodulates
signals received from a tag reader 20. The modulating unit 135 modulates signals to
be transmitted to the tag reader 20. The antenna 110 is 3 printed pattern or a coil and
is formed along the circumference of a tag. Since the configurations of the modulating
unit 135 and the demodulating unit 133 are well known to those skilled in the art and
will not be described in detail. Since the contactless communication tag 10 according
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the tag reader 20 and supplies the extracted power
conponents as a power source of 5 the entire system
pReLation and configuration of the power suppl
Wﬁ?l%?ﬁ%gﬁﬁare wel | known and will not be descPFgPé\iéf’WOOW”
detail. The storing unit 300 includes a nonvol atile
sem conductor nenory .like electrical erasable
to the qyeaemiabiventieadstunily e mayufERrEOM e §maBRiRMand thin, it is
d .arkg gata |? gre erve gl ng | oss  of power. The .
esifahle I AR actlioiraP A s seaaRymH Ristigl taed0 B @ passive type. Thus,
the é ung- SRk r itelrea ,
T Rl (nf 18 1%t BBy CBARoh oA ecl SBRER received from

the fagersader RO\t $upplies Hhe sbxdracte Fﬁw_ter 86Mponehtides a?;ower source of
the Sl nrgl e Wi tggl e/ readabl e nonvol atile nenory. Product
e e r%f@’ﬁn B oRsheiOh and eanfigHeation ofpthednewes aupplsiunit 131 are
well Rnb\)(lﬁ%n%fwﬂl%%'Bérdéscgb?@ﬂﬂjfj@%ﬁ'lwer' a brand, a product
nane, a grade, a nodel nane, a producing center, a

daflee stormgrurfiaB0 irsludesiatronyblzdied ismmond@eﬂ)rané%il}ahke electrical
1% nunber |séhbitored in data stored in the storing unit
erasgplg PIgarammadle skeddreRly umemayo(EEPBRIE) o Basr yi®Moand data is
330 i ne [ f _co nication. .
Pre A 2t B8 e 2o Gt b TPV 25T oP Bty gnolude two
memadigsy eadared@-on memdrianelt @ wiritg et nedty. SHYWRSer, in a preferred
ben%{'qyrgt [ ﬁnt key sgem fying information 310 required for
embQdimeant y oh gthen Prepgity dovesfiion e thes sgorng t waitt égor dacledes a single
writabl g | L NG a.counter '
ritaBl e gL Aol o Bl ilo gt 37 g PtiA e Bo-attached
produeifstichets atyp@7df influsthe acoshatictiess, a bemw B ;Q@Hh@trh%%g, a grade, a

0.is read .the tag reader, 20. The storing unit
ModelNArte. groﬂém ?Fdit?gr? g"@@tﬁ’f maRuiasiire cadiate obdelivary, and a serial
NuUMIRST fsO&tBPed il QRh ARGEAL | ' t ajk, : :
' umi nf gr mat | o‘r!1 1 ke datg Qgg@[&@ﬁgb@? ﬁg%l%%’etrber 8%@9 unit 300
storesrab engnipdan 3@y 880 meduired tfbe estyptiog aftomARBicapnbestween the

contd ek ol A Bhio ) ST BR5eTB"a8” Bt s sorng it 200

stores @HeryRiohateyO§pd difly ;rhgodg}ibtéf‘oﬁsg’l Lﬁréd“tﬁ);gég’%%gﬁy}g YAL tencryption

of the tag reader 2 - seghent
key 3Hbaiutie iegdeadatsidep durthesotiisi stating runiff 30iisudes s counter area

n 1S nit of, the tag read 20

for SR 08 IndEer e DS 105 mBUMELSA%eES 0 2 somaprtactiss
commundicatidr gy a0 i9resd t@/fﬂfénfdg FeaRfeR RS qfhé‘sﬂriggqlmif %08'may store
. LED sequentially arranged o and/or col or codes
informaipn: abpuigthentagrigaden 0ehpt spdarmos aargaiduoperiatign eindLERding detail
. ' ' 3 | N this case, the display
o e S8 840801 < o e of a pl ural ity of

LERe produtthinformation ader stafedlini t‘h@sstbﬁﬁ% Bhgr?r\%)i néyHe ERe form of

ccording to the product code receive

a progé@ﬁ?@@%@?@@@ﬂ/@(@@@mmof nombehe @ aonawnatiss of colors, or a -
comFERMBILERARL tatod FBLY e 0855 BCLShs S2LRpT0 s o o
7-segonard dype, eoprsiustiyodie niddy @@l of B ddMbiRkAEh B8 niRibers is output on the
display unit of the tag reader 20. Also, the product code may be made up of binary
codes indicating an order of on/off states of a plurality of LED sequentially arranged
and/or color codes indicating an order of emission of a plurality of LED having different
colors. N this case, the display unit of the tag reader 20 is formed of a plurality of LED
and the tag reader 20 drives the plurality of LED according to the product code received
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300 and be sequentially read and di splayed. At this
time, the product code nay be previously determ ned

. to a manufacturer, a brand, a type of
w?)ﬁzgg{:’/ 5% and a s product name. Thus, an i ndi VCE{F2004/000732

having a code table can obtain product information
such as a manufacturer, a brand, a type of industry,

frometing confacithsst coramenication ¢hy 101 0Dy achElfs predug otialrhily be stored
unit 200 that controls the

. displayed. |
n th&:rﬁszF'@?ﬁ'&‘éftgﬁ‘?&%?grég@dim alcRogkist cednainalyde Bloned iytheostoring unit
300 BRODE Muichiially red S SREdisMAFEN. R e WL SHEABHUBS code may be

har dwar e igi
previsiuslie deterhiimed aecgrdingato apnhheratiesr, $PBEd, @ type c]gfl industry, and a
-fl ops

t
inge rated_circuit (ASI Czl desi gned based on flip
prodyig némees. haigs |@ndndividual haviag sheodatably canatitaingafodyct information
S ' ' t are . orted by cq nl
suct} 3338 DEhliAueh, 5 WiePl aeiRelof iR 0o8 SR Rafne through

product todext séquatditly disptbyied. det ai | . Thus, since an
stored main programis not used, it is

addj tional | ;
pggé? bP‘é”"tr%’yéU‘tbti 208 dhaicontiolsy dhei egtiles systeammobfthe contactless
Matd ang d v i ry. .However, in. this
comPBRAREAGA 128010 AeBodME R 8 bEERERYSnHER R iFbleodhted @ haraware
only 'n‘atnfahgr&aﬂ_tlbgic dd@gnefw?s_ F&t&te&ﬁé@ﬁﬂé,@égg,%ﬁ A8slicafioRspBcific integrated
. r in a nonyol atile nenory as dat a.
C'”“%oﬁprﬁq&)r%%%gﬁ%@\{)ﬁéﬁdmwmoaﬂww apel gatest eBuchfa circuit can be easily
i VBN W ; [ r. ver. the .
acm%{ée%)ge tﬂllltoﬁ\%eﬁw(%dn "?gh%g%fwlﬁ?% é%asiug)poﬁgamrcghmwlyf gped various
complitgraided ldegign (QAID) tddie and Will elot BB des%ﬁ@eﬁﬂ% de®ail. Thus, since an

Lnplemented as a 20 m croprocessor. Al so, the
addiRIY Sioreckmalh PiosERdRSOEHSeRel fr Baesiblel tovasieid erproblem involving
a tef oPPREEMOLLOY lﬁog.ﬁ&*vo%f‘l?/qg%}g@)gg iﬁfov{%)g?,sirtgﬁlﬁg@ase, product

maln programis addi t1 ona

information 30 @ncryptandtdyee!atead odomeatiorothat Ineaypv@Fenicording to tags is also
i ncl udes

e O
preseTRRtiee wik b Bsdibed RERAT @b@vé@j’,‘é{ﬁé gn?e%.ejn_{‘ﬁw\fe‘ﬁ%é% not limited to

unit 200 includes an encryption/decryption unit
hardware onby e digital gegied Bihgheidont@b@nita26@phay led timplemented as a

mioBBEAL28. Bl 59 eAIHLRBAE ABRRSRTET e Bigerifufihion can b
achigviednby bentesinsy ebftwaral t 2209 tARE 4 ik m@mﬁg 8GHitionally stored in

bl ocKi nig unit 230 and the QE;ost manage processi ng
the staring prid 39Pe e leaethier einyoadirient e the) present émterdionpthid storing unit

; ' ecryption unit.3 10, decrypts
300 i3Bicald ARGR Bl BRI Bk Sl iludid 1S et brogram may be
stored dmaLsdpeabicomerRaps 100 or  encrypts signals to be
transmtted and outputs encrypted signals to the

c dheae@nteal unit gadningleday en Qmaypiior_ﬂ)d)ecrmtimnit 210, an information
R R e RN T O ——
procesisiiigednit270.  Each of these components may be separated from the control
unit 200, and the replay attack blocking unit 230 and the post management processing
unit 270 are selectively included in the control unit 200. The encryption/decryption unit
210 decrypts signals received through the contactless communication means 100 or
encrypts signals to be transmitted and outputs encrypted signals to the contactless
communication means 100.

10
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the storing unit 300 and provides the read product
information 370 to the encryption/decryption unit

the information providing unit 250 read
?’]2904/&%%guct i nfornmation 370 stored in the stB?T’H&lOO“/OOM”

uni t 300 and outputs the read product 5 information
370 through the contactless comuni cation neans 100,
i nThedpionvation movndarmpumbmﬁﬁmdzaﬂscthetm@dg@gmr@mbnz:p;o stored in

e T T e S B b b et 670 1
oncyBBSBloh AL ) i Ok R T SIS 50 recs e

counter val ue store
produlablrp‘omaltmn 37 6f stored ummé'é;@orimg uRRMB00 &nd r@JtﬁQﬁé”ﬁ\%r read product

; t n%f g% E{}F}n a predeterm ned val ue, the

in Ormﬁ 9Pntq SHOHeBVINGI GRptamtiess somnmyaisation m@@mﬁ)ﬁﬂot i tek&ponse to a
r out.put s

G T N e —

courntevalae |0|ﬁ§1aetormga.p'ptrm0 batlewhagedrahe ipfodi@nfdfnation 370 is read

e nunber of times. However, in this case,
and ﬁ)ﬁ}egls‘ﬁaii By COVREET cYRlHe eFtotad R the skmitignusiisBYO before the product

re
mfon::rféggﬁgﬁ@gxﬁqgggpegff’t gg&rugg%e\{é?@é'aﬁ ﬁLo&e%@érg%n%rﬁgsgqer%d value, the
lnformlougbromdu‘rg uarha@d)mlntas ofottz’eep@udrh@rtthrebU”&%nﬁlahégfrom the tag

ead le to effectively prevent a tag
read?? Bﬁu%é?%uﬁse Ci?‘béi‘& REATusd InfRematigyi 3?@;@ ang%&agemedxcatmg an
[ {
inap HOBALE) fach LR 186Y dibelcaelRl AEBEr BF 8uled” Hapevarolp this oase,
mternaallys dtle genuitere vplued isc anmmmldmamnregsém endetasresd.t ahe counter

Al t th
valug g%? %\?ﬁﬁ?égyﬁ gq?.:g,u "gRAsT P;r?ﬁeﬁ’ c%ggr{ﬂg%rar :a and
ChR{FKL Y shbe nthRfcPh&d FWONHE B@ld‘l’eﬁmés ? {%OI%%I 4P}Ss possible to

to effectively prevent reuse o
effectiviely preveqt act@gtfrom w«mpmussd rbytdBtachnhg she &g freasalty@nuine product
ng a physically.

T T
from k2l oséd genomehaddusushd %ﬁa@'ﬁﬁgrtﬁé' &ﬁfé% nguPltt&ﬁelt product.

antenna when the tag i s deta hed
Also, lIyielpging thaieoumiemetiuenik e ¢>ttemﬁﬂ¢ssa¢ﬂessmte pezd andhchecking the

storeQOE&fﬁ’E@P%%@”ht %f p%)ggb%S té ﬁ?ﬂ%glyggyﬁovzﬁ@ C%ﬂ%gt e, tag without

or use of

‘addltlomat cadtlig coptipgarizon tatd Qﬁ}%lﬁaltrﬂeéﬁﬁt@f U'H1 A té’@fsaéﬁacﬂwéda@ a product

om a, product. Al so, there is a difficul
Usmgp? Rhyeicaby; S’trﬂﬁgaaqimmmt igl m@leﬁoadmpsm pyysitairidocking method

such %etac%rsﬁ]lﬁxﬁwg égﬁa‘ﬁ ;?nrﬂe@é Of Eérll gfe tagds Fﬁ&ﬁnﬁd frgm the product.

Hovxmfeqatﬂuy meﬂdﬁd,makemylrbﬁoséﬂﬂel @Woh*neﬁbgt rn%gag%ment of tag
atg attached to the product. To solve such a prob
informatigng oa&chg%ﬁgettggpfp usec ol ghe tag. mAlﬁOt s enptmddcannot initially

I I th
prevet?x:t' r?fétégﬁ)téd’ F:\H/gerfbﬁgq%%cgoasgp ffrr&%n%a ﬁ)g(g, s &ﬁo g%dﬁdg é glfﬂculty in
massgrodlctiomum thin film 11 WO 2004/ 088579

&Tl KR2004/ 000732

s a product placed on a display stand is read by tag readers a number of times,
when determination of the genuineness of the product is actually needed, it may be
impossible to read a tag attached to the product. To solve such a problem, it is
desirable to put a cover film on the exposed surface of the tag to block reading of the

tag at the time of delivery. The cover film may be, for example, an aluminum thin film
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t hat bl ocks wi rel ess communi cati on by covering the
external surface of the tag. The <cover filmis
fromthe tag when determ nation of t . ,
“@%’gﬁﬁg%&s i s needed. A nunber-of-reading %T/I‘RZOMOOOBZ
restriction reference value of a counter can be set
differently according to products. For exanple, in the
thatdeeeksovirelessscantunicatibarei govering trauiexteanal surface of the tag. The

aqc.i cul tur duc & livestock goods, it is )
COV??@%@E&&#%&Y%&%@% t?au{t%@f %meg‘a?&pa@f e gnuineaRSs is needed.
r efaer v, t t i m.ted to, 3 -
ti ms%serc%}%i%gg{ﬂ n%%@a%ﬂ ﬁége'%g)é;% rraRr/]f/J e c;rfeéald C8H@tee Fafan be set‘

differértlyt ceordingltd preuctaind-drvéseanplef uthéd icaBe ofdboti®@uch as foreign

. tinme of use. In the case of clothing, since genuine
liqueyy GRNEt 2GR HRNE CReqsis mly livestonds 1 9ees dt niantiwefesable that the

nuribef®g.rék Ih? Zg%ﬂiﬁﬁoﬁfe@?érﬁ;e%@gf fle Béﬁrﬁggﬁ% Eiﬁmetdtr{ﬁ eIJ; 9 5 times by

nunber - o Ing restriction rererence v

consideringthatshetad evsbbey réadroneslat the heearralelivensad twice — four times
' t he nunber-of-reading restriction

ti sé(#nthls way, ( ) | o
at the,figp &% allidnec@vend epihinghrsingeogneiee piodueidavifentication may
be é{e‘ﬁorgﬁ%# azgtrglimﬁéf GF fifned Ef Qﬁié'cﬁm%o{‘ rkeaté‘uﬁcgraﬁgésg%chasing, the

ep stribution channel . wever
numberefhteading sestrictibhniefednte alue esfbivdi cenbtenherretdiably limited to
count er |l ue of the counter is checked to restrict
Se\’erféggﬁ%goé gpesq5 I dis oy g, Nymeengirrading restigiiorpreference value
. y . . ¢
can L SRR L A ARb b A6 CattdceAGRET o bRk B the number of
stepkroft &idistribetion tdhannef. orHieveven, the wésémgnuamﬁor:ﬂ@not limited to an
reads th roduct information 370 stored in the ) )
omboRnCH e NaUEPUEY Valtie idte SANtes SchpekRsH0 restict reading and,

for dxBRMNETBthe HyMES SMEREE T tré‘aﬁ%lgé? ﬁ@ﬁ%@ﬁé r&é’t%ﬁb&@ﬂ%@gc’c to a tag

b
means 100, in response to I ng conma
attagheg e daeoug (Piatudes, nantiEpee s 02 Gldduenardsnt br thislassepthe information

oron i AL 4 2 FEELPLL estoning nt 500 ang

outpuff @heraidaan P%dl}dtdihﬂﬂin%ioh 270 ﬂ’f?@é%ﬁ‘%er @éﬁfaicﬂé?s communication
providing of information based on the counter val ue.

meang 18R, Entaseionsa o Wi reading comowanet front thentapiread8720 iasd increases

Lall ' ed .usj dyct .th . -
the SAMECLLER. o st Rt it 3083 B) B0 R85 rmgion 570 5
readof H@kewsrodhcthis @aes, #ie anformBtid® pRQIdMRY URRIsh dPhot restrict
sequenti al l'y provide each of the plurality of product

provigingeel information based ortheseititeri vajueo a request from

St GRAen? ey 5P bR PRGBS B bty cispiyes
usingEmpesdndt dddwe; then@asiiatidnf SovRING YRt 280 dR&Y YIbIEB a plurality of

and replay attack prevention are applied to each
prodygk gpdesoatinimerferthptiae reaftes APpen saauentially povide eggh of the plurality

of B EBHL e IORRaL Lhed i U9 By SRR IRE | 63ader 20
B T o M oo cos
number of times, measures for encryption/decryption and replay attack prevention are
applied to each data.

The encryption/decryption unit 210 encrypts information to be transmitted
through the contactless communication means 100 and decrypts information received

from the contactless communication means 100. A 3-data encryption standard (DES)
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WD 2004/ 088579 PCT/ KR2004/ 000732 algorithmis used as
an encryption algorithm but the encryption algorithm

' Ofsglfmted to the 3-DES algorithm The 3: _ |
WQ?SQ%?% triply applies a DES and takes vari B@%‘ZOOWOOBZ

forms. In this enbodi ment, a cascaded 3-DES i s adopted
in which three keys are sequentially used. Since

algofifeg és HpgdARtameneption alggsivim, but theegnaption algosithm e not limited
to (RRFENES SRR OIEE o ST hEY Bl h Bl m 4 and takes various
formpt odhughisagthBeaim&m! i20Bas®idaeds.DESES L%]cg)?g%tf $n RURE& Ghree keys are

aut henti cation i ncl udes stori ng an in

sequaitinly Usedt i Sincedbese migerithang anedaldstremetriv key algetitiens, the same

G T TN N
- i nhes@rdingaubhegiriventibsl CoEuihEM8s Gorbhfct eﬁﬂﬁ{ept{i}cﬁﬁ?ion methods,

t he other hand, according to the present 1nven
genyyeenessepiedoatiautheatieation includesrstdeng adsnicsrehtiaathentication code in

a g B ety e B el BliFieaty opheoicatestoenda s a code
corrdspahditeotd d é@\dﬂ@?ﬁﬂ(ﬁﬂﬁ Bﬁ\greéb%%ﬁ% Meﬂé:ﬁpélﬁ e@fﬁ%gfég\t code from

information. In a first enbodi neEnt o e conta
the regartini @attherothag haodaeceerdingta the pessens inversiont genuine product

L o R LSRR, 5 SHSHLBDS 40 e o th iy

unit officerealiey aRd it é‘ﬁ’érybﬁor@dégrgBFBn W BfRirk Watfﬁlro.u?ﬁ % gindergone to

Kinds of products is stor n the storing uni
corregfly displayoprosieict Bdermaiafuni cation tag 10. The tag

R e YN TS ———

presgmtdduention, Tredestanitiinztioh ds @repiten anpi dectyiRed
Zﬂ?i nformation transmtted to (E)])E(th ernal devi cgsrt%{/%!mque master

key. i 1t dhife®3Sn Prerstel kgy ik thmoisusiosgmeneiniase keykley all kinds of
procd30 BEREIETE AN B 401 B30 GufRERE A Seicaion g 10

nessage recei\ € d _
The fagveatsr 2healsottaspacsinglenesigagekd)p Butat isTheEsBld & read product
Sj nce products can be identified

. rovi di nit 250.

lnforrg@gca? %3{1 L‘f'ﬂ‘ﬁ%r PrasWCinat The enfrgyioayéseryptiarnamitagi0 encrypts

. t QR t . . - . .

fork B At 0 sPREARATIS o ¥y et g it 260 using

the mpagier é{ey@@uaamesct:ﬂgp?m [ :1%] hﬁem?tst%fe{éﬂugpm@%sége received
a ied to a new

from Eﬁ%@%‘“?@ﬁgﬁ%% BROER 455 infereieted inessHget fe thagnformation
v uBE 2000 AL i858 68 HBAIREE L8, kA ot i

. reader. In a seco
displaysthem tieatagoreaday 20 aiteatiration of tHehen@ysiRidecryption unit 210, it

; ' ion,. k i ngl k
s postEth T yaP diiisiness iayafiee bt Jumgreus Bioskbison Farber, f a tag

that de07 bé R@PIBE &S KW p38Qu@'i€ iy Gilol . |
300 .o?%tphe cont act Iéissu%olgmum %gﬁolcrpr})'{agégiirﬁ)ﬁhégﬁ%iﬁ:fi@e tag can
be readiwithout heeseripapgrads an exigiingitagteatert ag 10 prepare
f?r a plurali Eg of nc%r%gti on keys that is differently
n a“second embodiment of the contactless communication tag 10 according to
the present invention, a master key 330 as a single encryption key and the encryption
key specifying information 310 for the master key 330 are stored in the storing unit 300
of the contactless communication tag 10. Companies using . the contactless

communication tag 10 prepare for a plurality of encryption keys that is differently
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13 WD 2004/ 088579 PCT/ KR2004/ 000732 assi gned
according to a type of industry and/or a manufacturer
‘ brand and/or a type of products. Fo N
W@&géi’z(fsg‘%gi n the case of major bands, it may bécwmoowoonz
determned to wuse different encryption keys according
to a type of products of the same brand. in the case
assighed acparding ia hdypeobihdestry asédd a marhgactafermmaiderca $rand and/or a
a_singl e en ption 5 key may be .desjgnated for the )
typeC o BRIUELS " H OHRNRR 1 g BHR &y naletdenes. f avay be determined to
e ldieshe iR f r F1ale el
use e e PR S RRRERE B oF 1o fidts T hY e brand. in
the pasel of companiesathairprbduoce tehentalignurebde of peodudis a single encryption

encrypt.i on/ decr lon unit, 210 transmts the . ]
key Mr%#?%!enﬁt@ﬁ %Eifa ¢QMRgNIest o MNP sMCasiont keyseauisgg for reading

tagsGFAResPOndE (iBUSES dibindiddod AR/ 1fGekfersh S0t the

sanme encrypti ey as i o0 the encrypti on key 330
st bped receiph eoft agequessd efor 200d Tdteintmaiatiphi Pomkeye tag reader 20, the
ion 310 may be, for exanpl

Pty s ’

enory R EbCRRUPEN 21 HOPSTHE PeyermYRIRT Y SBRCIBMYE information 310
; ; o _

o 55858 20 S CREEN B Y HEFIPA) R4 st ey

the emtryptiah lyvB8@ styrethia the tagraeader ROOVITHENghambiiorRkBy specifying

. . usin s encryption key, .interprets an encrypted )
'nfOfH@@ggim B2y Bee dOF peamplte 1idies ASFIUREY te a PFAITY plencryption keys.

 ThéteaitbHethd %cﬁ%@@ﬂﬁﬁ%{ﬁ%@g%b%ﬁ&?ﬁisnfi%%éfticlﬂ'g that is to be

providi ng unit y using the encryp
trankeijtesipbz idry iexternal devigei by B20infatndtimngprevidiag unit 250 using this

encryptian, ke are | eaked out, damage is limted to a .
encrygliary BesrIBiefory BB P P S A0% ToC0r P4 SR AlangHternal dovice, and
PO et oA R P, PorRIA prBliothq unit 280, | o

enbddlisbnby wemgetheran cnytipurekepas pecifykey infernusteh, 31Mealthough some

encrfii v S kRked Ryt Sece e Brisiteass hediepSniBaduer of industry,
corrédponiy ARNDRIHIRK S bOrBstildifg Brand, IR eEAEHoRdlfY'broduct.  Also,

) tags storing new product infornation. ,
in the game iveait aa ihe embxidimest yhereihg eydque easteukeydisi used, the same

, ' iS. sible,to incorporate.new. ..
encrlifor] K80 & nplldech PR 3 Befu ke ypBERIEDAH BS80S distriapter Jag reader
Howeper, €t emarsmpmwblbetMSaddmomuzverncwdiéte WBRNta8s ¥id@Shew product
I s manuf actured, by storing 25 one of encryption keys

inforgatione d Ah0, dp seffisivgt PHMsH ot epsruniendseysatessecured in a tag reader,
s GELASEAG AR AP GRISIAENAETs Bl bErdl SRR by assigmin

sparensrigrpitiomkégy s, Invétheh warrés, Sehein e new BRakemanafacRiredn by storing
as, an encryption key for the newtag. In a

keys, ] . . .
one pheRENYPHBB dieYe mecefed As spare spen@iiondeymandariiedex agrresponding

0 gol t i pventi on t_least.
o tROSAESRIh 18y, 05 38 3SR BKERARplah Bibiy ono of the
encrastiorgkeys, idisie droBealrededs bpanaleri@ ) SN kEys, &¥0AY eAcryption key for

kind of industry, a nmanufacturer, a brand, '

the new tag.

In a third embodiment of the contactless communication tag 10 according to the
present invention, at least two encryption keys 330 that are separated and assigned
based on at least two references among a kind of industry, a manufacturer, a brand,

and a brand name and the encryption key specifying information 310 corresponding to
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and a brand name and the encryption key specifying
i nformati on 310 corresponding to 14 WD 2004/088579

SCT/ KR2004/ 000732 the encryption keys 330 are stored
AOH8%Y oring unit . 300 of the contactless PCI/KR2004/000732

conmuni cation tag 10. FIG 4A illustrates an exenpl ary
encryption key 410 and exenplary encryption key

the §pempti9n ngeysf 380redreorstdizd & cibedistrg® Urfte 3001 '} the contactiess
msntggf the contactless 5 conminication tag f

nbo
comr%geg:,ahp%a Ot he present invention. Referring to FI G
cancnrs JEER o0 SRl 8hoh Rlioh ReluiEid Bh Senggsry encryption

conmuni cat1 on

key apﬂgxfya@s;nfmﬂtitﬁﬂea@écdwlnghﬁocfhe irdeERIBURRENL of fhe, contactless
ing to a pe.of industry, a manufacturer, and

comrgugl,cg on tag 16 ﬁgc:@rﬁlg}g,m it m@%@mwntm l%a*idrrmmtcaﬁﬂS 4A, the
{i Kk

encdﬂl%?ﬁ%)( f‘%‘nb gg@g—lesigigﬁl nf%ﬂ%g @@ﬁgwﬁgp ?égkwsmcludes three

encryBivn key3,4 Hindi 147 Jnar4£t 5te§£rdhdoﬂ Wh'bhf?s Hatkr] &9‘dmy'ﬁ> a type of

. ?ncry'ﬁtl 0 keys of t he tag reader 20 are cl assi
indusiryy 8 PRPEECHIBLANG adEAnds it eneryption deys WBB| d63Kkayd 473 and

n t e I dustr, nuf.act ur er
Indiogs o3P 1 ants! P ag RIS kel e ine BT makieny st askonding to
the ekeyptian key4 433, 458, aﬂdcﬁtmmerb%tdrbﬂ%@tl@é‘@dgyn‘éta'dgﬂmke%e encryption

K (geg7 each ste of the 3-DES al gorithm
€YS [ UcH%ot ag)freg Peritrer slaspifieduigto |’thfe@r GO o) éacd'mdfhwhlch is an

enc gn rk% C(ﬁ d t‘éBfe fo?%cf Btdf(?fﬂél?sglé % %18@%12: reg and a brand For

he co cta ess conmmunrcatio

exampi&mbesplamhtymf encrypfibhdteyseyt 5 perd, fafid @15 Hhay Ht i
ysto the tag reade?y 20. ﬁe encryption

keys P%@d Fb%%“é’f St?@ qfééﬁg’aﬁgsc@@f)@@ﬂbndl ng encryption key
t apbAsrebbpndhe rehtﬁ‘@étcft%z éﬁgﬂ%c:tse/ibf&fr%tlénefr%gﬁgt tagefpader 20, the

encr)/pt i on key sef as
encryptien/gecryptioactimie X1 0c ofmthii CMOtaﬂidSQQCdlethm(%tlonl% 10 transmits

Lqn keys for readin

indioch i et ot 1EX sPRGH iiraion A 1 Q&épgaanobm to the tag
readek [P0, s t4Rft icRileH 0F BBKE A &Bﬁésrg%ﬂ-ng C@T eﬁ&?gﬁc%‘%%yttéglsés from the

communi cation tag 10 encrypts
indicesgnst selectsrihe sansnencyption kapdet as me/edcrfyp@cm kb? 448%tored in the

tial . | it
contaﬁﬁ%%eégrﬂmc%@rﬁ @4(: euts hgg‘é Sﬁtéj:{jﬁ I%ésa%l,<e>éxgxcrypt|on keys for
readlr&:}ae¢hél eflrrene dorfadtRader canMicdtBRoIp 619 type]'he?éafter the
U

i ndustry, a manufacturer, a bran or a ct nane
encrypfdpq,(gqawptl% ugitc2 Y of dhe k:@jn@ctlbe&s @ngqmtlmuc&lﬂldne tagwOdéncrypts and
ader, 20 .can .recogni ze from
deoryb? bidingt6n, b 8a RE5R 1APEEE st 2 B0 madansy sequentally

usmgtl’rmpluaalpyoﬁsﬁtrybﬂow'key@ the tag 10 is attached is
ﬁd uded in a type of accessories, a manufacturer of
t

BCH iRy Qaprypgon%yﬁggfeﬁméledythestagaMdar ROaceh revwgnize a type
of mdﬁét{%r man%[ é‘gt%érs a tgAﬁéOglr a proialdcf nén%% f% wﬂlcﬁ the encryption keys

belong. In other words, in FIG. 4A, the tag reader 20 can recognize from received
encryption key indices 421, 423, and 425 that a product to which the tag 10 is attached
is included in a type of accessories, a manufacturer of the product is ‘Sam-ah industry,
and a brand name of the product is ‘CAPACCI'. Thus, the product information 370

~ stored in the storing unit 300 and the encryption key specifying information 310 may

partially overlap with each other in practice. In other words, the indices 421, 423, and
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stored in the storing unit 300 and the encryption key
specifying information 310 may partially overlap with
each other in practice. In other words, the indices
WQ@2404/088539 and 15 WD 2004/ 088579 PCT/ KR2004/ OBOV/BR202500732
thensel ves may be parts of product information. The
third enbodi nent has advantages of both the first
' t h C &Ithe d
4 e R e BatE T Lef niER ot T FIRF bodiment has
advaritages of l;:okbﬁherfn'styepmbodlnm;tsarmﬁﬂe sadohtdadrmbodihest @ndean enhance
in for anorporatlgn of new products. 5 1n a

mar gi .

the HggFae b BecHTneY creduentialbn using dbe Bliniini aenerypiiay keys and
- t e pluralit

oo COE S oyt BRSSO TRl ARkl ol vrel 11
spacaffpurty éembodimenitonf &bOcmtacﬁesH edmmmmbﬁlon tag 10 according to
cont act | ess . conmuni fatl on 0 .and the

the prpsent IR cihppPlUsAlitk 9t en@wilPEdkw BB@aanqhgthe “encryption key
speogf&@]g;“@fosrhﬁt "ﬁm 9% foré‘b lin ﬂl’ié‘gog%cglggg%ﬁlng\%l%ahon tag 10 and the

tag readee0 mbludmderltgyptmrf keyrs réguitead foreadeing2Produe information of all
contactl ess conmuni catjon tag 10 sel ects one of the

the qarigsRENEPGPrasiyEtsy pt néh'S@vBO@ﬁt@mt VRO FeeaiPleplca ypayeast of reading
k r

from{§ie, 3RF TeaHor 20, har PBieBlesd SOATRAARGHAY g 14\ Sglects one of the

pluratik esf manqjtuonelkewp%@mtlkaen}smiﬂsd@micnqﬁﬂont kegagpecifyirey .information

correSaRAcE i T SORBlotbERG B KPida theiiag rasdor 40yand makes mutual
he{Te 1 T
S S R G 15’%"92%"?32?2 heneowmion fey of the

contacﬁa&sn@mmm@h@nw1w is hparfeentea usimgde rro2dly usheend be a random
nt of the

sel ec The fourth enbodi
ScheRfin: oD Eelieb it GPBLIHBRS (LgTI0 keHan dgy 10 gmpts and decrypts

. mforﬁiaﬁ%ﬁ@xchbﬁé@ﬂ%ﬂf‘tﬁ@ﬁa adwast Qget%u?é 1RO 8|y éhér?gtlon key. The

nmbodi ment. “Since the contactless Tonmunication
fourtmcbmb@@m&m Whelmmatrtgeast@mmmqahpoma@ew mcmdmg/to the present

el 3 R SRS L comtatos
comTUﬁtdéh@ﬁ’QQQH@r%ﬁﬁdé B¢ cﬁ@ﬁ{;ﬁgtx’(seéﬁcﬁsm REG é\%}F/trégd operation,

0 according to present i nvention, the plur
the S@poeﬁ enypadigrenk 6gn §BpEOVesT abilitysiacropst With aleopnterfeit reader

vt duoadhRR ff sflekydio Sufndofafnidb piGsspring to the

pres@@t |h0§hﬁtd€9ch§t[m!r’lﬂﬁwl direrieeystiohkayessts B3edated enc p’uon ke¥1 specifying
a

i nformati on o the correspondi ng 25 produc
inforpation eseds SPpaicostorey, ins Bies contaghess eamanunieation tag 10, and the tag

e BRI Bt B ARl SO LY Bhresponain

prodLetast Baoh offiry enceptianiey seté ivehef cdrastisssYscordmunication tag 10
manuf acturer, a brand, and a product nane. For

incluges i last twe encormiiont keyst thek arg mlassified padnessigned Beeerding to at
eas T IRk K Rond it B RRMy A e blld e, an o procuct
name. For example, the plurality of encryption keys may be three encryption keys
used for each step of the 3-DES algorithm. In other words, in the fifth embodiment of
the present invention, the contactless communication tag 10 includes a plurality of sets
of the encryption keys 411, 413, and 415 shown in FIG. 4A and a plurality of sets of the
encryption key specifying information 421, 423, and 425. The encryption/decryption
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30 the present invention, the contactless
communi cation tag 10 includes a plurality of sets of
the encryption keys 411, 413, and 415 shown in FIG 4A
WQr%&“éP%ﬂér ality of sets of the encryption keyCI/KR2004/000732
specifying information 421, 423, and 425. The
encryption/decryption 16 WO 2004/088579
unit CT/SKBA6MEAIRONSEI 2t herbltira ﬁ&ﬁ#ﬁﬁ i
| ur alaiaty of encr ptq? on ég?/s an r&@t%s%?é?@%%ﬁ 8Hcrypt|on and
dec&ﬁﬁon-de%?'%?@@rﬂf é@l eelypHonfkeyhet dnetagtis querkemenf using a rotary

. 4 el b
T E I T R I S —
inforemationpéehanded agitly s ta fﬁéﬁe?@kir@‘tf@‘gé]éﬁ%%de%r&@i&rﬁey sets. In

taq reader using the selected encryption key se
the gimilaeway e ithe thikd emboditeentinfritie enbtatitiess tonfmtieation tag 10, in the

: i lon tag 10, in the fifth

it §HBATheR DrERIEY BREREIER sBTe sPkelpon ihG fasi remdar 20158 recognice

a typeadf indastey, 2MaprifadterRgal t | U husdi i
ynrranu'f acturer, a brand, gor&?dﬁ?gdayug'?aﬁgﬁg?%us?hqshmaa varied form

of thedfiheampedimerd theeraduct inferraiiimaiie anchthepenciyption key specifying

i B BB R BB S rh it o
embodietdrapofithl esatacibser conf@nfdatibh &R efﬁo?%ﬁdr%&bgoh [the present

. t he contactl ess comuni cation tag 10 Tacco

invenjiais has  advaliiegen Bhsbativabeadisst osmbodimarite fthrosigh the  fourth

emb8 kirents through the fourth enbodinments. In a
SI X enbodi ment of the contactl ess communication tag
10nacsigthdembotitnémteof theesafcticBY @B rRimicaiéh %’%g@ RidcBRiing to the
key and, encryption key creation information us for

pr es‘i’%y'f‘}‘@“tpé‘a@é'@ encrypliiQlt key Red smes/ndivorkay treatikeyinfasmation used for

f I | i cation.tag 10, ar.e L
the rbitly 10 GRSAEE AR AR 4908 Bes communicator
tag 1Ooapairichaladsimthd bentactiesacomBmiCRBAI i abi 0Bdnishrids using the

%)rlegare for a plurality of encryption keys and assigns .
contgaileSs GRMpRiRiutirg 1) Prenasafona Rikalitdion gnco/ptivorkeys and assigns

e, t ' n nufact ucer ’

the AR et Mhes iy B 10D gl W 4B B sy ancior
manufeeitieer &G1/ona lbuaied and/02@ tgpe O ptodttkeyTitd €&y Fédter 20 includes an
enc g)@dul e that .can cr e%t Il the encrytgti on keys

"RECRSEY; §ealon, gl that can Gigats all ther eraretien keys necessary to
readiRg Osfug tag THE ae ' at L3t

B gy D B RIng PYoB IS TP, ERGbfon e 2p&Bgon moduie
creatgs areefiChaitionskeyndisirenong pseenh vile or eaplurality of seed values and

enonlpof {591 ARG E ol Ration Sbaied hadi e 1. ke Agmheaaéencryption

keys &fhtShe GBE1ES tﬁ@ia;ger HBY inRG&Y gl t :
Y par anet er val ue gf a ur?ct [ %%@b%nghougﬁééiwlvlg&et@a?vaw according
to a paraseetedvaiise of vaafuredioar eAltbougted limittbendmper efideled values are

O, gt | ossi b ta designate different _encryption,
storeff dy b et fRR ROl dideouai dardes e it BaypiRn keys to
numerégs heasty wiBoutl BUseed R& L@?Eﬁﬁé“%e Pégﬁ%‘&&er 20. Thus, the genuine

aut henti cation system acco ng to tthe present
prodych\asttherdicadian $yséempaccarding to the present invention can incorporate a

‘number of new types of industry, manufacturers, brands, or types of products without a

need to upgrade the tag reader 20 even after the tag reader 20 is distributed. Such
incorporation is made possible by assigning a new encryption key to a corresponding
product and attaching a tag storing creation information for creation of this new
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nunber of new types of industry, manufacturers,
brands, or types of products without a 30 need to
upgrade_ the tag reader 20 even after the tag reader 20
WO 20H4{088¥? but ed. Such incorporation is made pBSHKBRWW4/000732
by assigning a new encryption key to a correspondi ng
product and attaching a tag storing creation
! . : . ) . " _
e Otk res e osn BaRgs ST Rary AkD, T the, gguine product
authenligatioposisitery qooddiog . toAhs qyresent insegtioni sinc@poddedt information is

disp b {6 s RyEEt RSP fals bAoA @ BNayBMasMine produot
auth&émeAioRRliBY rddpickt @Sva?ﬁﬁdsq{iﬁt of ftat.todhﬁtsoﬁ’é%‘f) ?b}@ rsé@nge%qcryption key.

per form genui ne product authentication
t ol hearéraugptionn dey otreatiodu otcslules i mgy t breasanfore exapplie,0n result of

. Ik.e . 5 Th erfcry tion key cire tion nodule may create '
involyBy g s oalde /RE AT 1QEUrdnVabei A toebed waCOOIEY key creation
inforinBli6A! AlHH(MVES, e "Se8ENEhRMGEYPK ABt l?f\?ﬁge%f ?@tfﬁg{ encryption key

i nfornmati on. However, the present inven
creatiominfennation, hius tee engpiption Kegycreati@atinformatid® shvtidobe understood

. but the encryption key creation information should be
to inglii IS BRI B sREr o AR Sraalinc,n FopTSlRiey I ghafap reader 20,
For C&@mthhiBg t ' kepdatiBn ti . e 0. j .

orRAMYEY 0 STFIAR RLBLaDn Rk BROLEAEY pE0g, Likoossive code
sequenge iecludipgce evanwfactver codeqadmandi curley dimy aaproduct code or text

inf rmal{juf acchucger c_ode, a, brand cod% agd alé)roduct code or :

nforiglen MG UPg & MBRUTATE GHNATSa 2rRIANH AR éinthamEodyct name. - Also,

the dhcAMioRaNEs: craBflor? al d?ﬁfh‘r?ltinel%gﬁs rﬁn‘?’é’foustfnﬁct%}fsr ¥Ry 'o%@(r]ations that
ke | ude uncti n

y creation al %OI‘I hminc S numer ous ons
can aspaieaan eneryptian key aningr@aeed aaluerand pt least &y pasamgter. Thus, by

appritel ey s HeatErgodMEnt &F Ao chbueiot avcdreehen module, itis
POSSIBIE kY Rich iy Kedtueé eI &BUBTSRErebtidr kéise RBASWALS drie seed value s

actual | y secure nunerous encryption yS even when on
storeddi the/ taueadsr 28t ored in the tag reader 20. Also, in

R e i
to the pecsepit imfentionedpes reddipt OF @db@iedt T6PPRRYUCO ThfbFRBNGA from the tag
20 reader 20, the encryption/decryption unit 210

ta
" read?ff%ﬂ@@&ﬂ?ﬂ&&tqn&@%@mmhmiéaﬂm{ thagontastiesssearnmunication tag 10

r o ke r ' i ion.as the encryptijon .
transfii" YRGhROR e SR, [TRTROD 095 hind D FUEHRR" b8 specifying
informatioa34€ thibet tag rezaide202f tausds &8s ad Rad&RO to create the same

as the encryption key 330 stored in th

encr y@é{i on ke % | e

encryplignrhey R thepeneryelienker 33Vt fieredeipdngdepdradet 2Ppt iTbareafter, the
' ner SokAf | OF ransni :

ononf Rl RIVAERE LAke210L Al o 8158, il to oxemal
devic2s byuthierigioriiatior peowighgamik230 asingrther eia/stiéM&ey or interprets the

encrypt ed nessagg recejved fromthe external devices
encryﬁﬁ%é %/T%é%a%f PrRIed fHam e pevabdevines sagdhen oukeuts the interpreted

i-REO0 L O idi 10| . the si xt: .
mes§g§%omé% tlﬂgc?lﬁr%ﬂce)ﬂ Bovitihg amP-250" the 63 Xifth embodiment of the
contactless communication tag 10, sufficiently numerous encryption keys are assigned
for a type of industry, a manufacturer, a brand, or a product by more sufficiently
securing the encryption key. Thus, even when encryption keys are partially leaked out,
damage can be reduced to the minimum.  Also, similarly with the first embodiment, it is

possible to additionally incorporate new tags that have the same encryption key but
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contactl ess comunication tag 10, sufficiently
numer ous encryption keys are assigned for-a type of
|ndustry a manufacturer, a brand, or a product by

W8P ci ent | y 30 securing the encryption REJ/KR2004/000732
Thus even when encryption keys are partially |eaked
out, damage can be reduced to the mninmum Al so,

store inw proguotd ihforinadioh,; Wetho@ITRATH TP i ,uplg& adé anp€ﬁ§t|r|i’d Rlistributed tag
to additi onal l'y incorporate new tags t have

readgsneAlse iy §tis 6Mmbesyment, whes 'cWDemlDﬂ(JBB‘Sms:red to be incorporated, if

2 ta SRI 2ol ety o Bl ke 8l Bagttfom 8 GieAtng dtermagion used for
creatieadsfrthe Abrapyptioh kéy,xherthgdeagat car‘i“?ﬁ@at@ ﬂ%v%%@géfﬁfrwﬂon key as

Is desired to be incorporated, if a tag stores
that ghaoppiaspANdiey tag disieca piredserdvatie and dhe mbwlnan ikeyy specifying

f Kk
e e PV 0, FORL BBl 1%t Shartymove ne
prodactsoir eseosihjee bRgeHEINRIpRRICP'RANSSEhHR Hﬁulénr?lafrﬁﬁmlng higher

encryption key specCifying information received
securihedegige. Thus, it is possible to incor porate nore new

S, SOEGAATFE 8] PP Bt g 1 it
the plz@geaemuemtnansw@tdnr@nbﬁnwsmnbf @ﬁe td&%t%&%%@%drﬁﬁﬁlmcatlon tag 10

comuni cation tag 10 according ot resen
storgspatdgasiovo eneryten keys 890 tha;weaﬂaswfa,ectand assigees according to at

| east encr t on
oasfSITHIL AL Ao T80 htBr 0BG B o procuc
namatandl eray/pliow ke esivpaaforRien ad M@eﬁérybﬂ@# %bbbflfylﬁ‘g information
manuf actcgr er, a brand, and a product nane and

310 garesRRRdIAg e the Bk deagiriwionereritation exs 33k éndhgﬁpembndlment the

enorFREAALCIRT LA P4 Rerybts sofldsRaBRIY plnlalf Boipgethe stored
encriicenkeypt i T tacreguler @0 rtielved Libeessdrypticn %ezﬁb‘réé% information
the stored encryption

from %‘a 8%&3%5%5%@@1' GRloniag énang ﬁf&aéﬂs m@/ SameseAaPtion key set as

that éi@)f’é’d 'thhé’%onﬁ dcRBLd RenfrAidside a@ag t%c §R9%htion or an

and creates the sane encryptu on
opergliasir baseéhon Hiee ceoeieant ragpiimmkenm cmlmﬁnfcﬁmaﬁantd?@mﬁbmal seed

et 76 B TSR R LRty e
multlpiét BhE3LLISEE UsARYy Yabealit/ e e?\%zl‘ﬁﬁwh Eﬂ‘ggdinnﬁ{%ggﬁ%ﬁ% the sixth

advant age of enhanci ng securit
emb@d‘lmejﬂbtl ons usi ng a plurality of encryption keys in

t enbodi nt In an eig
CRE bR stiotfimBht bhine B hoe, hpbHPSd Sty tap 10, the storing
t
b e LR L RISt Pevs 220
whichygee elegsitietliangl ageignessacrosding do @t déanj two raferbnass amg a type of

i, o PR B bR, o K556 Bl LSS el ) creation
information corresponding to the at least two encryption keys 330, and indices as
identification information for specifying the encryption key creation information. In this
embodiment, the encryption/decryption unit 210 performs multiple encryptions on a
message by sequentially using the stored encryption keys. The tag reader 20 receives
indices about encryption key creation information from the contactless communication
tag 10 and creates the same encryption key set as that stored in the contactless
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information corresponding to the at |east two

encryption keys 330, and indices as identification

i nformati on for specifying the encryption key creation
WOPHOREPon. In this enbodinent, the PCT/KR2004/000732

encryption/decryption unit 210 perfornms nultiple

encryptions on a 30 nessage by sequentially using the

comsiuaioationntag pitli dirokighisa Ipecii@dunesie’or28n r@&é@aﬁ@ﬁf based on the

jngi,rg%s aboyt encryption key creation information from
recepvVpe YRS SN dsintsRnlaReshYale® tag 10 and creates the

caneschf dU&gs B sGhpBIn A58 1 ke BBy gation information
420, cananuam ciatierncdregspbding a0 dheaeRBEBlibA Ckdy rbgé%tﬁ&h QhfoRfhation 420

ocﬁerati on based on the received i'ndices "an
accor¢{ng to e siahdh embasimentof the ¢antasiasstesnmunmatiopgagd®. In FIG.

: C ti creati.,on i nformatiqn_ 420, and
48, 4 Ronfd B B oo kNS W R B bBE B0 FAG) 44 BRI IP the same
ferenéormmhenn. 4KbfehingC e rEIGINBO thECefdrgpidh aEROd i
e ergf t he cgnt act | egslngonwfﬁi[};g?'igbrfh?a%m{gml n Fl G%gggb;m in the

contaclies sonamibisatinattag ol ishisiessihree encryptios dreysad £l 413, and 415,
eachﬁ@fa%ﬁ@f Fst ﬁgtegrﬂlﬁ}g}gg?%qﬁﬁ&e{oi%gﬁzgggﬁ%\%bﬁtrﬁﬁf@er%'nﬂ?acttl?rer, and a

brang.onFacexasples eyl SMercrgbtith kayd ppesqfdr
encryption keys 411, 413, %415,éﬁeacﬁ of ,Vﬁfdcﬁ1l5smay be three

encrypdioarkaygdisescibganhngep of she pfeESfalpenithst.r yParameters 491, 493, and
) a i nd. r,example, this )

405 &7 BHERTHUA Hey BR84S o 458 38R et biag prgevption keys

411, 4h8eand dnbmypy bowtdredsn tsestoring WQBOEI 8Dt His IGothddessary. The

N Séithm E’fa[aneters 491, 493, and 495 as encryption
'“d'c‘?(%g feasPRHiVIng BienerGnspionole) araatioariniormatien t9ssare stored in the

. . ; : be,stored in
sorr G BBEA e B AmdRGiASq0, B h25hehisa to o
readerifl if tse _ﬂ@refanierQpeeqnwr@e_thﬁnﬁrtmtu@bh@wplﬁsm KefyeaEreRyption key
i nf.ormation 490 are stored in the 15 stori ng,_unit 300 ]
creatiof) iplpgMaRNAT Prding GineNGRaTOoY dg24044hés 938’ 491 and an index
. ' : : Jf.the. r r
for ATk PUAeIS P BR ot 47 428 RN wey. o
encrypéon keyeabcd ihfemcnptionrkeyosreatiemtinfognatiore (B8 @Y30@aNd an index

01 40earToSHng Ero anElRpy h R ECEVon Gay (29H6F B snoryption key
creatiod iffgrmdtich ‘267 tASs SAE WPYndN ‘0L %%%@Péﬁﬁ, tp-gne another.

"abcd' 413, encryption key creation iInfornat
Encryplign keys ah theadeg 2ade0R0 428 groupess ntodthiree oeach of which is an

t her, and.an cryption key '2345" 415 encryption
encryPIGh RE} asBeBi Bl ok tRE obusies mataraetarorasach arand.
42D0R0r FeRERANft O n iorEN ti S €o
tg_}gor eader.ﬁgo ar eplgrﬂgﬁtgegﬁ@maglotrﬁr Fe}é?fpegﬁ gé/ V\hrlg%:?]élrszo The
encryation/daerypiiononnik 31 tisd| dhei ngnteabibss faomrauhigptionf tag 10 transmits

t Aindd \ manyf acturer, and a brand. Upon receipt of -
indiogs STl ¥Rl NG BinarrigthBation 2o, hake 02507 and ‘04,
The t&g esatdr Z00IRS LPREdrRpBAtIng ZHErAtidn e eBIRCHbSSHiese indices and
communi cation tag 10 transmts
extracts encryption key creation information for creating the same encryption key set,
i.e., here “1324’, ‘abed’, and ‘2345, as the encryption key 410 stored in the contactless
communication tag 10, i.e., here 133, ‘256’, and 267, from each of encryption key
creation information fields 433, 453, and 473 of the encryption key assigning tables.

The tag reader 20 creates corresponding encryption keys by executing a predetermined
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i ndices as the encryption key specifying i nformation
310, i.e., here '02', '01', and '04' The tag reader

v : up correspondlng encryptlon key tabl es f
‘Néﬁgéﬁﬁgﬁalces and extracts encryption key cr@gp%3ﬂm“mmn32
infornatlon for creatlng t he sane encryptlon key set,
i.e., here '1324', 'abcd', and '2345 as t he
encrgpiiory hey oreatrem dl@ﬁn&mobe@bd Dl;]t'[he emnt 69r%@t|01(1j information and
e., here , an

at i a

a seegnmf gq hg &(e%tﬁg res;}g(ygy,anlggys as @@pryj:ﬁlon keys for reading the
Confﬁ&‘é%é‘%?“gﬁ%éa?m@%e oreBfiln 308, gV BEEBNOR Uit 210 of
the mﬂa@msenmmmuemtlypﬁa@nol@fwy;ﬂyaeme@e& P& iaformation transmitted to

predeterm ned 20 WD 2004/ 088579 PCT/ KR2004/ 000732
and gere&lve oM 1RS t8g daafim2fiyosequantiphy atsing thinelurality of encryption
keysE€NCr yption key creation information and a seed val ue

to select the created encryption keys as encryption

k edscdrdingr eathiengightie enthotirachd eﬁﬂw@@ﬁﬁt&@tl@@&lc@mméﬁcatlon tag 10,
the encryption/decryption unit 210 of

Thereafter,
Oncet“i%e HYRIIN kR ischasiieds s & ﬁeagerlé @a@r@eﬁpgnraa@ type of industry,
i Of t e ived
o miSENRLS RS P LR TLARER e AR VS oner wors,
referphgrtal Fl'Gy éB dracey pbi dine én@matloﬁck@y dum)g the émgysichkBy creation
ontact| ess communi cation tag 10,
inforg @nt e«’f\'&ﬁ’ ;}b@.'a Exelpe; agsiragier |20 capheecoagizeetigay the received
encrfRSY SRERSS A28 W00 gl AR K. oy IR VIGRIH e contactess
commuheatlmrtdg 10tis ertta‘odaedlmgwdimﬁéa B a4fe biisedesybriddea manufacturer
enc 410, the en Et ion key creation

of thE, PGt gL i arpaN BHESEh At dokianch B3Ry of daaodectcian CAPACCT.

Thus %’?g‘%@ gfrﬁgn?‘tz gh%t %:gtﬁﬁiaargnrﬁg @g@ﬁ{@%ﬂ%@ ih3HhSESh 370 and the

. encryjdionaety spscifyawnintorivedion & Otta‘ghézesta)rsn@Uhmﬁﬁ)@dnay overlap with each

i nclu

v o .S EROR AT SEe ot of e
prodhdteinfifriéition 830 CARAGdhth dribddibont! dF f?ﬂevé&ht‘égﬂé%%ﬁgnumcatlon

t he ei ghth enbodi nent,” t he product information
tag 10raccogdiog ypthe prasept peotioryinag adnfaotagas. afrb@h thekixtthembodiment

ot RS Y 0REPE BUE, bR S BERosIED it e cces e

transﬁrﬁﬁed@ndbﬁedmmcﬁ Pidephe 0Pk zb”érﬂ’{ém,tédoﬂn§7®dam§ of the tag
ht h enbodi ment of the contacfl ess comruni cati on

reade @daﬁkflﬁﬂiﬁdla%'\/lﬂdeﬁﬁrébqﬂlé%nt i nvention has
SNERAP s Trenhie: IR Bl BROBRTesCRsB abiRcing encryption

key, seqeestt produedi infsmatien étbmaismtthédc@ﬁtﬂcﬂééee'cbﬁﬂnuﬁcatlon tag 10,
degree of security is enhanced and updating of the tag

fece'V%%éefﬁSQQn%’fq e Tqaugsb@ndsdigplays des ce¢aived respsmse on the display
unit. TNFOHEDN ddhes cBﬁt%\%ﬁgé’e{ ﬁjgﬁglﬂggk%ieﬁgermz Ij%d Ccl,Hce'de %0% product,

correspondi ng encryp st p
encrypmgﬂlidas’cuypimmtm@mﬂums tmﬁw@@ﬁt’m@t &@@Sre@@m GHd e contactless
communication tag 10 are successful, and thus, corresponding product information is
successfully displayed on the display unit. If the product is a counterfeit product or a
forged product, the encryption/decryption procedures will fail, and thus, meaningless
information that is not readable by the display unit or a counterfeit product warning will

be displayed. Thus, a customer can check the genuineness of the product.
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25 receives a response to the request, and displ ays
the received response on the display unit. If the
right contactless conmunication tag 10 is attached to
WQ 2HHEEY,  encryption/ decryption procedures Belt/iBap4/000732
the tag reader 20 and the contactless comunication
tag 10 are successful, and thus, corresponding product
i nihorrttioAnrdling unmes'st)ubf )’(h@MéQ' R¥eer I ta'&@oﬂirﬁ@'t@yme present
unit. If the product is a counterfeit product or a

inventinny ereirasdadiuraliteot Readust icodes deiajerd r@nrrffereateamcwt information

ot 4 S BB LTD TSGR e e st o
on thY aibpRly WEf NijAGtMer Wordks vﬂtrﬁ Rispeefl to Ehde'?proéué’cU%t SIBAlity of product

can check thed%enw neness of the product.
codezge sl@ed T theefrka2ouu200 of § comtactess mmmmmat@nunagtro and the

o FESRL7 NS AR BE T8R0T 2558 R R SGBc odes, For

exaniglbatted fitR @splape@ronncdssde iaMsHg®d @ ﬂrrafr fJFt%uct codes is a

contactl| ess communi cation tag 10 and se ue
mangigeples thﬁeeq@podwspl@w@saroductt cmded&plhmndnand tha next drsplayed

o B L 55y BEPE e T ERHEhas B S bdor i o
codeofabld1€ars estcpiees o deRITAfOINGAidrPRokASH dlidhiand bB&e sk@flence. In an

reader 20 sequentially reads in and displays t
embegigiesd Whaseube disdley. UHbhas ex idyplity efheolor L&D, the code sequence

may B3P b AR s e SR AT b B R dhGbbbY AP e oduct
coftee b@nt@oﬂﬁ%mﬁﬂﬂuddﬂ@nﬂ@?ﬁ b Meay&strol RIrHIAR00 of Bk contactiess

is a unlcl roduct number tor each product. Thus, a
commyBicalan i ineay. devet adreek@@rﬁméwm key prmtajmrg unit 220. The

kR B AR T TSR )t cones

‘ commuhmatrmrEDagt He todiemtiqaenee conpierfst Qagblrﬂaéty R USRS Eof agreed

that indicates on or, off of the color LED. The
enCWWa5?V%§§ '@éﬁﬁﬁn‘i’%‘lt i bhe tmgd 4l &y mAdniednin drganthat are newly

man@f%@td? d gﬁga C%%%rt@fér‘n W egf @rﬁb &ggedl 'ﬁ’?éq%bé}éé% encryption

key u;:e@kreg Lmrtcﬁgmdhsozardlsegn apel’aﬂrg Bgcryption X2 with aaspsedutcethe tag reader

d t he tactl ess conmuni cation tag
20 R -AlleTyats oton Feash i dppiact 7?5@ GamRuRicalieh toH! Grand disets the tag

read€NSH 4OUisea K@Aﬁghﬁ%ﬁ OtH t isT 86e begr%?eggkgﬁ %quptron key

In tags that ar acture Ing o
updatihg ustét2Ppt i on key is uncovered The | eaked encryption

e BR3P0 bR a2 b 3 SRS paiment o
the doptd@@9s [domRemkatsh Qéé 1@58&% tiPth \APEsteQrt %\?entron transmits a

directs the tag reader to use a new encryption key
uniguenatastes i@yetbaf $healld\pet leemeddodheﬁa@readem The tag reader 20

ol BB A 2 i g R SIS LS 898 L ypton ey,

At this time, by appropriately defining a key upgrade protocol between the contactless

communication tag 10 and the tag reader 20, it is possible to reduce a danger caused
by hacking of a master key.

The leaked encryption key updating unit 220 applied to the second embodiment

of the contactless communication tag 10 according to the present invention is mounted

in a tag of a type of industry, a manufacturer, a brand, or a product that is the same as
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t he contactl ess communication tag 10 according to the
present invention transmits a 25 unique naster key

shp ld be newy used to the tag reader 20.
W%);%B‘Voég r 20 deletes its own master key and pgg@%gmg)omsz

received master key as a new encryption key. At this
time, by appropriately defining a key upgrade protocol

a lebkédvemerptionc key aatl ﬁaﬁsmn@mﬁfr@%dn%né%c%tw kéP&hat is to be
[yg reader 20, it is possible to reduce a
newlysiged) to he Hagrieageb0a et tag k@derm Tirﬁ;:alr%leeldemstmg assigned

encigpfio %%\g"%}ﬁ‘%{or@gdﬁb@ﬂp 5&% Jecf BRcARR ﬁgﬁte{]rgsﬁgrpr ion key of a
correspravditig ¢ plecot h@u@fry?S@@br@@ﬁ@ﬁkﬂlhg%éﬁuﬁ%ﬂﬁéﬁ cbﬁe@aonding brand,

tag of a type of industry, a manufacturer,

or a&Oﬁ?é@i@mmg waeducs in Ba iRd@ecersespanding ROTW mﬁsc'maess communlca’uon
(pT/ KR2004/ 000732 a | eaked encryption key and
ransmts a correspondi ng encryption key that |s to be

nevhy lewsed éforiport Rey Up@dﬁ#ﬁg 28t JDeap@d embodiment of

di scards an existing assig encr p'%l on key a
the eardpcilesg Wﬂ@@étlv@da@ﬁ@rwpr@ng Keyhasprwerénm@mlonoe mounted in

v S8 oL ARRROEAI DRI TLS M A g g g of st

a manufactarsrt aspand] atd BrredGdt that a8 1hedeme Ys!
to the contactless coF?munl cation tag 10 # tﬁénﬁéﬁ%dqgncrypnon key

and dianspiitsi epreReROnshRG enegyRivnt kayn ﬂaqiparae(ﬂottw niegvly hised to the tag
| PR t ess ation ta

readgg?gfdl ngé ttg5 é&%{ gés%gn@a[ k?ﬁerﬁWC&fP o %ﬁmt(‘é’(ﬁrqs ongwg to indices

assigred furtthe sontautiedsicodtranichfieh HOOWMIS@w Feceived encryption keys

categories such as a type of industry, lo a
in adabiPaderureach L£aleeety, ~ ahar aem@lectmt e aaset bk tbanmsontactiess

com@Bnic8oh ?%% SRAVRLE RN 4E\Z u[ng%?sn% eqlanaladay ‘04 2345'is

correspondi ng encrypti on

assignsedas @nt Becryation Megdmrre%@onﬂm@ toathe BAGRS m&xupdat EH‘liowever the
assi

ke d d
leakh EnEBRIGR HeSL 8P GeL L AACOAYagIad (et o ERCREct) {aapdate the
encrftonyigd e)) 9@456\)0% ‘48782 L ROkRs TRl {éa%ﬁieq\%'f'yptlonokey updating unit

exanpl In the case of the conf

220 Ummmmaﬂattramsnmag ﬂ.@NSEhM)W]DtIDn R%ino e tay hyaied 200dRX may set the
nat assi gned as an

new gaBiof RV Y, Ses bt BT figiass o Shathaneatian ko I a sufficient
numb¥VEMefassighed ;ﬁi‘g%cﬂg@bﬁ%y@%% cHRAAT 1 g Rk I%i‘zﬁ an existing

may direct thetag rea to update the encr
index @prregpancingi toh ‘5656878 . 15’0 thmleabsmj ertdn;q)ﬂoenakele updatmg unit 220

transfrﬂ%r ﬁflps aﬁe%'\fl gﬁgl?t {@@yregégfgg xgrla }setbgeqnogmtlon key 5678’

corre@?bncﬂfﬁg toet 5t fen2fs 'ﬁﬁ)ﬁ fIMd ¥PHi é’ébl%f%y Y eﬁ@lé/g)?l?h é/o‘@878’ as an

indi ces of -a spare encryption Key,
encrypliepefeyofornearsidingeth ﬁ]@amdexn@féypwﬁoa résyls tlaeesame encryption key

Co”e%@?’b@%goo‘iﬁ‘& 'Ha%?gn@ls@*ﬂg ?nthef)étlasétrl?aaef g@'ked encrypti on

keheupdréd B KON Z8) updating unit 220 applied to the fourth embodiment of
the contactless communication tag 10 according to the present invention updates
leaked encryption keys among a plurality of encryption keys stored in the contactless
communication tag 10. The tag reader 20 updates the encryption key stored in the
index corresponding to the leaked encryption key in the encryption key table with a
received new encryption key.
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transmts '15" instead of '5678‘, and the tag reader
20 extracts the encryption key 5678 correspondi ng
'15' fromits own table and assigns the encr
“@%@“”@%7@ as an 25 encryption key correspondﬂ’ﬁé}%tf?éo‘”/000732
the index "04'. As a result, the sane encryption key
corresponds to the indices 04" and '15 in the tag

r edilerle@ked Eheryptiah &@yeanysdatipigi @it ey ahpHad it Ih&Mifth &ABodiment of
o Bﬁll d to the fourth enbodi nent of the contactiess

TrEPHMUeation EﬁQ:éQoﬁqwfdlegttﬁéhprmswnt invention updates the

et TWBEH B 9 LG2ASE BRLY B LR R eion tag .

Thus’;i&he@aémtdd erdriyption Rey LPdafleuhR@2085468 c&‘?taka‘f?é’s%I S&nhﬂﬁucatuon tag

encryption key stored in the index corresponding t
10 ‘f&aﬁémlféafk Bgcesrary prevoRlugalty iof etrlﬁ?éymmﬂsqx sata tadiye tad Irceaader 20 and

reauBob R RO 7 50 SRR G Bt Y 455 Bpaabonging to the tag

readeni20.220heppbi rshdep 20diréi 5pbciagd ashdmitio nokeytﬁﬁs assigned to the
contact| ess comruni cation tag 10 accordi ng t

contgghansnCoMiuBRICRERN uisg@atlés it e aterede epbmpabmyey)ftable and then

' h t . .
seauZAfiRNP bip8dieliNe 35 Ehehiioh kel s R eLrER] srcomtienykeys in the
ordetpfiesdaiyst ofithé eR2B/pibntkdegscont acti ess communi cation tag

510 transmits a necessary new plurality of encryption

kelhe taakadochruption keg ampsiating wMd220 egplied to theefittagmbodiment of

O e t on,k sets
ino ERRSIecEed e AR 08 PO BEXBIID Bl Bbt mston et the
en’uréImmllmﬁdrﬂﬂlcﬁﬂmwﬁtswﬂoﬂéﬁwn&ﬁé $ag?3§' 9TRds ttﬁe%’&ked encryption
contactl ess comruni cation tag 10 in the st or ed

key @patiist 1Bk 228y ot el eordaef! Q%e@mmfpndagy‘l QUpraasmifs a necessary

t
new P ft) dfichRATIOAN LIS B (Rl Waddr PRI Baypsisiipe tag reader 20
to umiate yine ieooniptipa keVhwets eakedpemt; n%nblﬂw té@b@dﬂé‘ﬁ@@ Ndhe tag reader
he fifth enbodinent of th

uni t 2.%0 ggé)l I ed ho g
20 fiishapaefipedic eBRRHPR KEY SRl @@Slqroeca@bmeonqwgacft@ssW@mmumcatlon tag
in thel 8&F&d ér{bY)‘EpFﬂdnoRe}lr‘ RQBfeeéaa Ihﬁpc%%gg 'ttég %H& %ﬂuﬂptﬁ% key sets with

encryption Key sets store

receivedleagrgiionystyisom thkesdeanpd atdaigt ofitht e28yptibntkess.

s o AR el TP S P Tt 270 Srlet! do th Sodls omBodiment of
the écﬁﬂg@ﬁes%oc@ﬁ%drﬁéé’&ﬁt $ad 1® "a@Sorrdﬁ%d% tR8 Qr%Qthpﬁ%ﬁtlon transmits

the encryption key sets corres
encrypdigtieke\2ereatine infagnatienitat sﬁbufd bshewﬂ;euséd msthehag reader 20. At
sets ass 0 the contacties

ths {155 P bREDPLRY 85 oA EBhatED 4o S esRVRHITL ke eipatiap igormation i

torednth WiRel dcRitadtRBs CHhRINRONP keyrpse
oot recei ved en% ry tSI on keys i nYIt Eéegjgrode?”%f EEj]rige\(‘:xée%ér;br 2? may register

eXIstm.eccgnmb{ uget Reyyptionkay erdatimnddfcematipptbisanbleéyag in a black list.
unit 22Q applied to the sixth enbodinment of

In R esn .t EpeclCdafnan S idnutiagoed ABoRERigh e frg reader 20

can rAbRS 8CduratdIE BbicPmild WRSIHEr $he tag is a counterfeit tag or not with reference

to the black list and a date of manufacture. Thus, it is possible to determine a tag

manufactured before a specific date of manufacture to be genuine and a tag

 manufactured after the specific date of manufacture to be counterfeit.

The leaked encryption key updating unit 220 applied to the seventh embodiment
of the contactless communication tag 10 according to the present invention transmits
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encryption key creation information that should be
newly used to the tag reader 20. At this tinme, an

encr__%/’?t_i on key corresponding to new encryption ke
WRLUHPEY i nformation is stored in the cont ack¢EER2004/000732

comuni cation tag 10. The tag reader 20 may register
25 existing comonly used encryption key creation

encryptioor key icosatim infoaratiay that shdlle®e hbddy uséd tbhthé tag reader 20.
case, ecific tag requests genui néness

T

For xamies it & esormedHbat e eraveion ey Cddndi 4 isdealiedteltyamong the
i : h t ] t feit ‘ t .

encrfifioff RV RRE A, ¢ 2 thA%uh, A SOV RN Sich, k8967 % stored in a

newlyaelgbaed iag. indtess), of the enpgpsibhl eyt 93dat anll dcrdpicifkey creation

.. mapufactured before a specific date of manufacture to
inforpatig Sarreeranding todfe mew ensuPHen teyd18676is ‘188 In this case, the

f act ounterfeit. The . )
o LSRR, ALY BT SRR SR, gromator
‘133’8mrmsbbndmi@0w tenindesf‘0phiae Wbé@ibhé’é&g GRETHY! iR ghé Qheryption key
0 according to the present invention transmts

tag 1
tablez’%?x/@ heolaootyh renuests reending B 07esR eneryptigptkeyrcrkatjon information
4 ag i o | | o t hqykd w d to the. .

1951 $b4 ] DOHIT 50 LR aUh ool 580 i ntormatr

correspongipy i tontheeindeb3 Y fAdrh the éﬂ?ﬁpﬁofﬂk‘eya@gﬁ% éﬁﬂ@eand creates the
s time,

encrypti, eys in FIG 4B. At )
e”CW@ﬁ'@F‘%i 856}5& As g gesulf, pragtdaformation sewngt belread adth respect to
j t j k s 4" and. -
a col e ke niho (e FGIPEN RRy R4 o e Plipgndetiputes teo and
such ahmunéavfehor speXistingelistriboied tajg % dd@8minddtot e soGReHeit.

t | eaked encryption key updating unit 220 del etes
eg@ﬂrpf?!eoﬁol@apﬂéﬁga‘t’c?’ﬁﬁ’uﬂﬂe@faﬁaﬁgoﬁ0 on3be control unit 200 of the

consC16S SRR el 118 Pty B8 BB ST FARRER g e e

replaynattacko idstking eetit di3ly ofn remwngtiony pédtenqey eIpal iick means
nf or.mati on t he tag reader 20 extracts

i '138' ., Th .
attempfightd ccgie AR EHDK BFCkiG R o6 Meetags: frepsmited by a user in an
encwggf/d etBHticAgoh OpfdRedlrAeRd’ Fé%'rarfsﬁﬂﬁi‘nph&eerkﬁg?)@qg@gss_age to the

table 430 and creates the encryption
serveps ko cepalwith pudidaotatiackpthestdreer itamsioits bdogémadeqidsh message to

o e i ML e et P enctng
the l%gwﬁteﬁﬂe%t tm&ssare, Bl the glisthiSttiiel efhet §§mle5rar|dom number in a

termned to be counterfeit. Al so, the contactless
respopgfiRthinceeiseage.ag The server sbeclstheolandaint n@ddenfvheheauthenticating

cont act | icati.on tag 10 according tp the )
e R B35 SN GAIEOS T A BGRE ATl moor s e
samebdo ¢t rteansmhitted I tHe sBRREY PSine8 théCrEﬁHSMeﬁumbéﬁlisa}kfhan ed each

attack neans attenpting to access a server by hackin

time, § i$ ggssiplenesprgyent aessibiliteaf mpeatedyusing the same log-in message
: t i ' rocedure and retransmtting
by alfﬁgg%@c%gmgggégqgéﬁrﬁﬂ‘égs's_erver. To cope with such
amhatgjragént ifvensi6n Vietrollidds Budi$ rapla9dblbBkihgHé@Bhiques in genuine
ssage to 20 a client after including a random nun%er

autheg’ﬁcqti@@.| cahintegiuetion wesselfpstively prveypairgd request message of
the tag reader 20 or a response message of the contactless communication tag 10 from
being hacked, copied and used. Thus, replay attack on a system of the present
invention is impossible and genuineness authentication can have a higher degree of
reliability. |
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the 1 og-in request nessage, and the client includes

t he sane random nunber in a response |og-in nessage.

The server checks the random nunber when
WOROHAEET8ating the received | 0g-in message aRE@T/KR2004/000732
permts |log-in only when the random nunber is the

sane as that transmtted by the server. Since the

r affeontudiess iconthamestion sl 18%r thB®onkrol LAt PPBSh1HthE contactiess
to prevent a E(?SSI bility of repeatedly using the sane

comn%gﬂqqﬁiop?egt,%g arosdingofo sthen pregsindyingeotion myay include the post
i t o Lt i.nt d . h , .

mangGERR Bidoesty BAERRD:,  L4tG R LTI, & Sdkacin. the storing

unit BE0 dfntHed daptd s aboRifeficAted] Yag FYSNERL) 8ffle of reading, the

. request nessage of the ta%@(r)eade_r 20 or a response
informadioagerayiding éindob@ etoresstheoraasting aletaih infamgnatiprf soch as a serial

j C copi and used. Thus, replay attack .
num B 354 PR EF iR PELRIEL FetinADI he SeRishba Bied of the storing
it B00. gaMel MEGPIRIGRU ingaihi VRle i -
un degrge of reli :abi ihfﬁgt.ylh gﬁ%mz%%g %%‘gg%tgprl&b@ré product information

whep@Ty§ue 280D B0 APUTHe ama Hwtlrasagesthminoatbienoft mading is more

1 trol unj 20 t he .contactl ess ) ] )
then 2 pR¥ad o R el 10 bwEiRuhg Hi! TRaNaieseRk processing unit 270 is
desifmett pvidenot oyl wesdidig ' LA i
CHBAMET PV lol o8) YABL 1o P oARNEE o REQFREAIEN nfommation

with Jespegido aipeciiootesminahdhabingscin vith 2 mpesificcancryptioradey, ie., a

i ' 5 inpf ti I, di .
ronchf e Eh bbb EecHlSB e )y bF SRR TR kit Beontgured
with dasdwarel thahisrdieilaattda @od@hen ¢eadeaditiavélert R fedder can recognize

reader 20 in an assigned area of the storing wunit

a dajgoof ale.i af sarathal nPpiennsli grpuimenessseuthsetication, and a date of

- i | | tored in a. . .
cen i MR Y IBAA oMt 814 aBRHEY e Bstoutor o
a tagnattecheddo s retuasket eroduttd VabrefordlaMe rehdeit B8n REFEctively use the

. managenment processing unit 270 is i 0 designed to. .
informatiof @& RAst cusioes BARIeMaRdRfRIMaiennicusionaetarented marketing.
r eqdin b~ -nf o Welc it t,to i i
| S90 tdr RL Lot b PRE%5 00 B 200 o tne
contactless eommemitetiohotagrd fagiayy inciedmrad refssstpiprodessingma@it 290. In
red wth hardware

genefalali RANETHIF AFernE Ty RRBISF @5 AUPIAhie fRAGRG Of Reberiod of available
readingas ﬁhit@é%ffe‘ﬁ?@&ﬂﬂﬁng artt #% fn&kn §ﬁét§ia§% I8l ac{rgé‘%rfveg dor about 10

perforns genui neness aut henti cati on,
yeargentdoweves 4 Oagaheist tooathioortolprodeeidithgt aref mrssetsed fafa fong period

ft‘ta di scarded in.a distr,ibutqr or ataé; attached to a ‘
of iy By 35, UV INOrTEPOHSs ANUAHES: diBbFcbadnd soulpilres. If the
cont&dtle8S LdtBmyiniafioh "Ry 10T PICRIISOthe $ePOSH résd tlJInri]’cS;’290 in the

managenment i nf or mat i-on of custonmer-oriented mar
contagtiess caremuoitiedion| tegs 10 ofomuappiaation fialds, 10atar ist he-recorded in the
he .conta Ss, conmuni cat,j on tag

storifg Ui St erd timPept d8AdBORAY HelEoNrPIOCEGRSS the daa® Refresh
processing should be performed on the entire data, including encryption keys, product
information, and counter values, stored in the storing unit 300. In this case, a refresh
buffer is included in the contactless communication tag 10, and the refresh processing
unit 290 performs refresh processing by repeating read and write operations in the
unitof blocks having a size corresponding to capacity of the refresh buffer. In the case
of products that are refresh-processed, it is desirable to set the number of available
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20 general, in nonvolatile nenory, the nunber of
avai |l abl e reading or a period of available reading is

[ fter recording and it is known that data is
sz y4t/0§?§egerved for about 10 vyears. However, EgT/mq()é/oomsz

|s too short to products that are possessed for a |ong
period of time such as surveying reports, antiques,

reading lalige sr nahtb um‘mrtim augber lof avhitable esddisg.| ess
oceSS|n

tion i n¢ludes the refres
ﬁmez $'nPf @”gg mémr@%s terfRameadern &Mlb@e ﬂ@scnbed
L?E'r‘?ﬁg"ﬁﬁ?‘i*?%“‘dé@é%cr?@néﬁféfﬁ R hroL R tao reader 20

accqﬁdmgdeﬁhxs préserddtventiBaf r esh  processi ng shoul d be

rned, o h ntire data, including encryption
é@P rB’PQ)ERJE $ n‘?‘@r thareader 2haceudingde tbalm@sentsnmré@n includes

t uni | S fre
o miopRFL0FL 050U B 415 AGES h88r, o st
showrgg alirelassl conemuritatioh upitsos 3 éﬂ@nﬁ? U 91@% information reading
refresh processing by repeating read and

unit ﬁf@@@&f@a{%% ?é Othe unitof blocks having a size

c is tk e ffer. |I.

coe Bl 01k SHghoLAET) B Ll e o rod s
buttdrs dérsi diaplag mmt 960 indledesinheiris oot #ivteliabl @ s:%lé"@w—pnce display

2004/ 0 85 9 PCé 04/ 000732 readi ng | arge or not
devigq fy @ SroNtag | Tagpame et ﬂgolunaéf Dﬁ@ﬂt@rLED Software

that ﬁﬁ;ﬂﬁﬁfén?éj aeHQ%GI'aWC%n w‘?ncé :’;"q{‘?é 8%&8‘”{[& ?fDé) and numeric

descri bed a sche ["ock
keyscami ioperator deysfmapebed dgsludsd @ ﬂi’@ m@ﬂp@l@@ibnmm@ #BOe The sound
i gg%lnvetlon Ee5ferr|n to FIG 3, the tag
outpftiES g ey I QNRGCEES torR Mif é?ﬁesﬁﬁmém)v% g sigInlel&ransistor and

impleémet Y é@p@ékéf‘tﬂat%’f@put@ ghedh %HH@' tO?F‘t%e &hﬁpggﬂd the sound

out put unit 970, a battery (not
outpiouit i 7®amayn benswumbmmxmgscbipl gt Lmﬂxes %Ukouad message stored in
uni t 700.

e S RSN TS Bnt, BORSh et ey bt
like duutton-type alkalinsatrytor’d thlltlcb 9} ke aﬁhﬁmu‘#ﬁ %Biﬁ%e#@/bé secondary

950 includes, but is not limte
battenpw-A/pea canypealy ussewhateries, theré .emstw@mmnmmgja igickness of

/= I I LED.
2 - 3/reBi 2 TG (REKTRR 4ttt hef Bonnnaorh iBen 1 Toisknéss of the tag
readerdm r dt isuprieferd01® @iad tHu Ry tcadek 89 Ss %L@&@tﬁ?é@ﬁ#ﬁ%rm of a card
i ncluded in the mani pul ation unit
and lggﬁ/u@,gornb GEN g easilycanigd Bea wallabcteathis ead, a battery area of the
t
cre 17 08 AE£F %0 L SHAD) IogHIRL, H 103124 e %, g rom ono

edgetdiearm bide dfandquatee Swad rerbiniid ateist otAEP tHEH tljﬂ,fbgtte area are
chip that m xes a sound nessage store |rr¥

of a tﬁ‘@ﬁ%P? aaad:a@ﬁ%msgrt@ﬁ dntgiapeckss oh thenwelielge. The
?bEeWrgﬁée?%ngPB@C% ! ﬂ@d’y \l]lli’E%léSeSA}?' g)%ﬁa%%esy B&ta with the
contalctless lmnpnlhmtraﬁeﬁ yeg secmrRdainlessly transmits necessary power. The
wireless communication unit 500 includes an antenna 510, a power sending unit 531, a
demodulating unit 533, and ‘a modulating unit 535. The antenna 510 wirelessly
transmits and receives data with the contactless communication tag 10. The antenna
510 may be formed in a pattern printed along the circumference of the card-type tag

reader 20. The power sending unit 531 wirelessly transmits power necessary to the
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battery. Anmong commonly used batteries, there exists a
product having a thickness of 20 2 - 3 mm The

j of a battery has an influence upon the
tﬂlog{%gié of the tag reader 20. It is preferabl&RALH{000732
the tag reader 20 is manufactured in the formof a

card and in the formthat can be easily carried in a
contgstiess comounicatiaméag d0bthrowgty the enterihat 5€0. c@ihd-derpedulating unit

t r er 20 into which the battery is inserted m
533 5Pl i8S o FiabAl e edgem e shbtaass sprantiaaien ag 10 through
the ZRtehnar BRI nf infdf L ' i
he Féonal ST MO BARSBL09] S5 ARBAL! Lkl B8 fonemited t
the conrtasli¢dsecomirmiasitionl ags1@onBacti catbmporshts B&stituting the wireless
W T el ssl¥ .gﬁabgan es data Witjgh the contactless )
Com@m?ﬁﬁo@a il a@q'i?ﬁ%ﬁlﬂsvﬁ’r PeYEONa (1dRs e Power supply unit 131,
| 0 -
the W@@ gﬁi@‘gﬁ%na}gf gléc’)‘{dregﬁcggﬁm%j&@;gﬁ@iﬁ;? mﬂﬂ&’%ﬁn ?gg contactless
comdemiciiioat meansnit00588 thencbrdactizds! edinfwinichtiorb 38y fheand will not

d argeﬁnn%]@%lg wirelessly 30 transmts and receives data
CSEIPEH P f€%®*bnt act | ess conmuni cation tag 10. The antenna

51 ' ther i .
10,8 D 96T SSRRURGE 18 S sy ST 95405 s or cratng
encryptier keysdiengssany tto Safbrmatieh exshangde ans sidreddaaEe storing unit 910.
o @Fcﬁgsabé to,the .27 WD 2004/ 088579 PCT/ KR2004/ 000732

N BEEE naed. e Main PEdT8R AAY 21 Blurality of IenoRptinn ke necessary to
. T i i e i . .
iorblon 808 k4 S0rit 1 HETRIARS 278 S it 010 may

includeranghvolatile meremya el O0ROMeant duterhpargrymémbBbspace RAM or a

. ldeﬂo ul ates a ?Algnal t(?. be tr;ims%ntte,d to the

SINgIEL Pt (PYOENe o SR (52F1BE detg! 1bTormadian pabeuininasefead by the tag
deprpet st Biordd ik e ' rc&tb] nj inclinati

readBe I 8 iR g SO0 THRLRLORaH ko, ptnaton o

custameers by feadipddhatreadingrdetail BBormaatibrt fremdéventiy edadey 20 connected

i included in the contactless conmunication
to th#@&hg‘ﬁ'gﬁsof the contactl ess communi cation tag 10 and

Wi THe rehirole®itr TG nay B iRplemdhtd®i & BF 8GRI microprocessor.
controlling the entire system and seed val ues for '

The dpigamatign fegdingc Ut 769 &Ry shaeereypiign/teciyition manit o0 may be

. doj tori it 910. t h
mpIGHERREEDES MRS e bt hBR G B uhaiEstuspd &% component
sepaeatedy froiroith& esehti C@S F100. t OThe NhRIARLLR NreIANIRt 780 requests

be stored in the storing unit 910. The storing unit
prodyglp InfarmatioicIfigie thenennigctess sommenigatien dag n aesponse to a

comvﬁghg:f@b% ﬁlﬁéé Wl%ti&{’ﬁﬁg t9§ﬁ:\c4q%;qi§;glﬁ,§% ,98%18 fha ri‘qua'gation received

readi ng

fromr ¢lael byntabiedsagcoraniugiedtion2Qag s 18t @rechien dififlagt @RtNB50.  The
unjt 910. Marketers can recognize inclination of _

encrIONERGTYPN KBl di Hy ePRYPie aBrndecreptsi iNformatiaratiapamitted to and

receilE@MANE URE 'RABRHAY CIMGAIRSod © tideHD COMBILE She  wireless

communication unit 500.

The information reading unit 750 interacts with the information providing unit 250
of the contactless communication tag 10 and the encryption/decryption unit 710
interacts with the encryption/decryption unit 210 of the contactless communication tag
10.  The information reading unit 750 displays product information received from the
contactless communication tag 10 on the display unit 950 in the form of texts or
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The control unit 700 may be inplenented as a
comercial mcroprocessor. The information reading
' and the encryption/decryption unit 710 may be
W??Yb‘ls%(%?%%ent ed as software in the control uni Fcygggwmoonz
manuf actured as a conponent separated fromthe control
unit 700. The information reading unit 750 requests
graphicsdulV henrtbe isplay unit &0tingdudes ¥ smgnesst araolemiER] theninformation

. . esponse to a ., conmand fromthe nmanj pul ati.on

Pm‘)&cﬁ'?% @%%ﬁd&@P@aﬁaedePﬁfec ISt @St PioRkst iipmpation: seseiverd from the
theosad e ibA'S $a¢F OJOTLBH CRL| he ,

COndi spl ay m??hg%gbﬁTﬁaeg:ZS -enc??tgt i%%ﬁ,%gcwpg%c% um tthlS case, the

infom]_ajlogmrpypii@g a?ij ®&Ecregpives iarﬁlu:*aﬁ&,t ofoproduahemddd fdnt the information
[ I~V romtnhne contactl.ess conmunication ta
provifiG hE Sk e P EsS PhintRian ©9 Thpard seguentily outputs the

receivatiopraduc® bddR3AbA theNéispiayOuhi ac ' e .
i nf anati on providing ul%Pt%@_Z%'BmggP' t ﬂi\e\é\%fﬁ{i’eg@plo‘g‘sgroduct codes is
groupefhinie oaeirvessage 40d drastiibect fiony fiteé inforastiopiproviding unit 250 of

nj 10 30 interact 1th the encryption/decryption
the §fiteetEty emphidt R Ber I SrbRrimRikE phmockigt ebles fosequentialy
trandittletndtthe fad SR O tﬁé‘#f@hﬁﬂii&y étrcﬁ{éd;gg%lt 250 in response to a

information received fromthe conta
requeshfronl 8w irdarmalipr teading hwitdl Sploayheitag résder 20t hthe information

readtf 48 7e0°EactE ié BRI PrPHCSEepdesc raes TeosWganessage and
sequtiely OdisblEl)s the bRIFAEERT bRIHUCRT 8Yd&H Ngh UiHd JsPia ,unit 950 at

di spl ays product codes as product iInfornation rece
predetesmingr time intatralss sThr informatinn eeadiag Wt 360 tdexuentially outputs

ool 3BT GBS B b B BERE  ARSob & ot roading of e
informatien readimgtiigt 750, ahB®oUAA ORIt QI 7T cam bhtpﬁﬁl%l Béep B8und. The
y

contacti ess conmuni cation tag 10 and sequenti a

- inforgatipntreaging upitd0valge fraders a deakimerclode cidbwibtaygalculate current

’[ime]u ml'he RRrm&iEn %%iﬂgi L{r)ft P40 ﬂ{aﬁg@ﬁ% i dﬁﬁ ééﬁic’qwg rﬂ%gl[pg %ﬁrial number

one nessage -an ransm

of a mradter &b Bgag Hvery Sitheodf reblimgatonhakd trrsmecsbeatiiber stored as
or, the, ?I urality of product codes is

a patgggﬂ%gﬁipgﬁeggll V@O ed to the tag reader 20 from
t hfhd BB@%%h{?%gﬂ?ﬁiﬁh%ﬁ]??W'r&c&? ngﬂﬁﬁ/ﬁﬁggg%?ocgrg?ﬁ%ﬁ thformation

request ntormati on readi
fromtthg caddetteBOcofhauriicdtionnteg 00 throzgtli the wirelesé5€ommunication unit
500 extracts the I.urallfé;}/ of product codes froma o )

TEeRET ) FPSORENRY reBythentacsiMey enQpPlgr keyereation information

and @xtEa4t ey Qe iﬁﬁﬁ@%t@ﬁnihﬁqiﬂgwln oc} ﬁ{)&es%%% @h?wation and/or

predeterm ned tinme interval ron rea

decrypiion Tg0g $beueeasted éncrgptiopukey. rAls®i thedenurpplict/deagption unit 710
he di Sif)l ay uni cording to,.a result of readin

recefjfs HETEHHY offrét iscrda: GRS ChY  Rempkmgating with the
onargAEBMecHplorPALo2t G oRabeet skl g 1p, pecs ko
related éela cumrentyt read ¢tz trohaamongr eretyption keys for a plurality of types of
industry and/or brands and/or products which are stored in the storing unit 910, and
processes communication between the contactless communication tag 10 and the tag
reader 20 using the selected keys. Such a communication procedure will be described
in detail later. The encryption/decryption unit 710 of the tag reader 20 corresponds to

the encryption/decryption unit 210 of the contactless communication tag 10 and may be
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time. The information reading unit 750 transmts tine

of reading and a serial nunber of a reader to a tag

Ever time of reading to nake the tinme and seri al
WRANERSYP ored as a part of reading detail — PCT/KR2004/000732

i nformati on. 20 The encryption/decryption unit 710

receives encryption key creation information fromthe

configumédcto essrespontlinioc #é abdvedick@ribsd osxaBoliigevs 61 86 contactiess
comTunl cation uni t 500, creates an encryption key

comppptigatiod tageledSiier pheBHOREPCHIDERDI @WCedﬂEﬁST@Brformed by the
encrdBioBdBERRENA, Ut 748" 6 shbo M fiellsoht Bk YAk iragdP 0 are essentially

ldenﬁcaiatbetdoe@?feymmd ethe éh@r?ptnéﬁéecrypt;on unit 210 of the embodiments
encr ptlon decryption unit 710 25 réceives encryption

of theespriprless romminicatina tad A0 bipey ovilroat d%‘-’eqrtb@d\m taihleere.
ener y Rkds %?-6&%‘1{%% J;_)gﬂ"néjg*g "8@8&2{} @th(Sr r}ﬂq d oprgsent invention, the

conmuni cat1 on

encryprmmmabwptaend:rﬁmd EOfe oIS t@rtﬁéxewcwmhﬁye%rwrorﬁumt 210 of the
plurality of types of industry and/or brands and/

first ﬁﬂ?ﬁﬁﬁ%@"@nmﬂc éhe mtmtlﬂeédcqrwnun@aﬁmrtaggmmln tmsoenmanment the

h I
sorfs ST BTN MERS'  REHLF TRy 05 SEnbaskh S oamign rev. The
encrwm)rﬂdé@glgﬂdn Kmlts 71SU@rﬁbr?pt@0éﬁﬂJ @e@%@ﬁnﬁhﬂéﬁgﬁ rt?aﬁ@rﬁ:ﬁed to and
be descri in detail ter

recep/Re TRt caBtacyipss sAMumIRICEnD t@g %@sm@e Bwaster key.
COLrLSR eﬁ%od‘irﬂgnﬁ&c{h%%g?Q%@ej%%g%oggm&b&gélp%@s% invention,

t he con I ess conmnuni cat

the a:mxammﬁ%e?@yﬁ@m KRR Q04 E5HOEPINAS 6 itigs eBEryheoRRISCAFRIBACNIt 210 of
F?H‘H a\&(ﬁ/e descri bed enbodi nents of the contact’i ess
the S@& fireRq! &3 the) corjagliesserRIMMNIcairadag yie: i dn this embodiment,

e S5OSO Tl e BSOS SR o s, The.
encrgstgevidéalptjon |Ldﬁht710aredewdsheaeryipﬂdt§rg dtévengpg&rfstuh? mformatlon e.g.,
0 e embodi ment s

enc tion/decryption unit 21
indicF. ¥ & S8 HECUIES Eb FRERPEAR oW 206 COGVPENBYA acTyms dnformation
tranéi'ﬁﬁéﬂ 't@%ﬂd' chgi%é'f}orH %‘i@tag L’Fﬁﬁg fid %e&f@?gh {lor‘?f«feghe

tag reader accordi ng t present 1nve
erlorg yﬂmrd)@ndmﬂﬂylpnt of thenitag 76311&1’(20 espandis tcothfhﬁresent invention,

o RSN HRT D A b8 eoekgentionsnt o1 o
the thifll erEPOAH R BT. th rkﬁ)ntééﬂérsb %n%hﬁm%@n Qﬁ%yl 05t 9h §RisBembodiment,

mast er key as a single encryption
as caepjyalyshometinggidveer portion mleICerM yép‘( encmntlmkey fafsie is stored in

d d.fr
the TR IR 53D RARREh cafh sirtedtiVaish v TAEE D iMiRboR magufacturer, a
brandi NaRd %€ peitlice TRAAE MeThe AnchiitiohAR chARRAN uP 7a0CRIEIVES indices as

to the present invention, ‘the encryption/decryption
plural,anerypiion deyrspssifiiag intormetor fiony thd mtdetbaqaowmmummemon tag 10

ans e ot R EEER o5 VAR TRR SRl ST o 10 rom cach

corre3honding liéblte 910 et %xﬁ;?yp?tlohyd&cﬁi'ﬁtfo)ﬁ QUnite ey HdRi_nkEN® performs
correspondi ng to indices.
multiple encryption/decryption on lnformatlon transmitted to and received from the
contactless communication tag 10 using encryption keys.
In a fourth embodiment of the tag reader 20 according to the present invention,
the encryption/decryption unit 710 corresponds to the encryption/decryption unit 210 of

the fourth embodiment of the contactless communication tag 10. In this embodiment,
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encryption/decryption unit 710 receives encryption key
specifying information, e.g., indices, froma tag,

peci fies an encryption key, and encrypts and decrypts
W?’rﬁ@f%ﬁ?on transmitted to and received fronPEHERR¢4/000732

using the specified encryption key. In a third
enbodi nent of the tag reader 20 according to the

a plyrabiyertericmystivn leys is 2orelian @lﬁwsmh'g%ﬁt@m M%b%rd’lrﬁfgables. The
71t0 car r esPonds_t o the encryption/decryption unit 2
encryption/f{gcrypfiph Uifol Frssivesiindines esmnatiptiosskey specifying information

i ' . 10. [ di {,
o 1 LA 1o 1L S, Fstr e conten
comenmiioafibhotad elp. t dfthe erﬁ;rﬁﬁt@rnjmédrybti&h@nﬁtﬂo :%%hgb/gtitt% yand decrypts

inf Qlag‘gbased on each category, i.e., a type o
inforgatgRuralsmitiad ta angr eengiveshivre thedootacties® .cofvunication tag 10

. ngé j nit 710 receives indices as 25
usm%l ur%%ncr%ﬁ?%ﬂbk%&yg’peci fying information fromthe
cdnteiifth essbotimennof e g rbaderlfD a8 dMRES! thb$te8ht invention. the

I on ’

epgcrﬁ)éi on key set for the contactiess comunica
encryptienieearyiienc el 7 100saressponds g thesbheryplibr/decryption unit 210 of the

: Lap/ ' it 710 sequentj all erforns .
L e e R R A ——
similarhamsti theedhitd eandodiaeeity adpifiF-mep bﬂ“%nc@@flbﬁ‘:g&gﬁ% is stored in the
.comunj catign tag 10 using encryption Keys. na
storlqgowré&bo PeretCrgttionydearyfione linié r7 120remeiversdindicasoas encryption
: ' ' cryption/decryption unit
ey SREITRNG SRR ok he oA M hulRlrioh B0 i lpoks up the

encrypfiont eyf diablds etoboshiovifipt =@f éﬁm;gg{ﬁheﬂﬁﬁ e§e§o f\c/)\b the contactless

comuni cation tag 10. In this _
com%%3§g P/ KRR GAYcaiieaalesryationaknity 7t sequentially performs
ltilac i s~ SLored in. ' nit 910 i.n
T P G Ao RebA IR, B et Tipaived from the
contapliess eemiwgycatinti gs! Giasiag @ngpiption Kegy. specifying '
i pfar I on nd |.00 up an encryption table to
sﬁb%%‘ﬁeﬁmﬁtm%w ‘Reﬁche %Qrfe@ﬁ@r gérﬁf&@fdfegéo the present invention,
th icH/aati il 00/ i bt
e e B 10 Do R D AR BRI il wnit 210 of
the sigfyembiogiment pbire copfactesacomenmicationutaige#0. om g ekfbodiment,
j ifie ryption keys. In a fifth
the eHShBfoh SRR, LRE 5T elfiuct ahabiovalion ke erration module. A
seed pakgentcadBepNtd Qe ey, ' i i .
Cﬁr r esp%nds to th% engrp)}%?ﬁgény%ﬂggpeﬁ?ﬁ%an@%nﬁh %Oét%'lzej(joln a data
area phdhe f5teriRg ditio§il feart insorparetedonnd cstbrests as camprogehi @itle of the-
1 I i i_men io sim,lar with the
encrypth Rev Sistoh, THBAGGr aimey BEEARG R QTaoHs 740 creates
encryptianr keys bytd@cusihgth®endRiptio 1y dBStion modé{l% eussinac%js’che encryption

encryption/decryption unit 710 feceives in
key cgpriiofipinfermaiiery repeivedyirog thef comiactiess facomunhieation tag 10 and

nt act o ' ipn tag 10 and,l ooks yp.the
enory B oS RPIRIBh, B Bte oS AN 1BRs ReHbroReres eontactiess
comimiiaicatibr tagritamih@ #te efEYPUGH kald. on tag 10. The
elncr%/gti olq/ decrg{pti on unit 710 sequentially perforns

n a seventh embodiment of the tag reader 20 according to the present invention,
the encryption/decryption unit 710 corresponds to the encryption/decryption unit 210 of
the seventh embodiment of the contactless communication tag 10. In this
embodiment, the encryption/decryption unit 710 includes an encryption creation module.

A seed value necessary to the encryption key creation module can be stored in a data
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15 mul tiple encryption/decryption on information
transmtted to and received fromthe contactless
communi cati on tag 10 using encryption keys. In a sixth
WRaHHEPHEht of the tag reader 20 according to PHEKR2004/000732
present invention, the encryption/decryption unit 710
corresponds to the encryption/decryption unit 210 of
areat BE tisd Xtdyi fi 0¥0 toroincbisor | \168Fd
oal OB 4 XdiRyest v tor nenp@ G BAl! Sdfc QT PB8HMTode of the
encrpfiany geayomreiiany pnpduwleuni Thelencryptiodelecamptionc upjit 780 creates a

O I e
mod@leesitg the iVl aHtryptik) 'c'f’é‘é%fo‘i’loriﬁfb?rﬂﬁg?‘ﬁ and sequentially

stored as a program code of th encryption
perfarmsanutbiplerencryptiomtecemtion pn iofordetiopptarsmitiad to ah6 received from

creates encryption ke by. executi ng .t he encryption

the RafAtBEs PPt (8 T it BRcnrpihton Teskey
CriAadn SihttEMbBRIhEH dfetﬁ@tag?eéa&r@d Qgccgemp%tthéﬁesent invention,
comuni Cation tag 10 and encrypts and decrypts

the aneryptionldemmypticansnit 71 8 carespndds da der edefyptiondeeryption unit 210 of

the BRI birBRirmgal UhE o aricts: cokBbdigoioaRto 0. | Tables as

concapaRiigighdwirOir Beloe? SHion M eNE. UB ark Sored in the storing unit 910.
encryption/decryption unit 710 corresponds to the

The enerypponsieca@tionpunib i 10nexirats esfery@iont key sesatitrhinformation from
BRSO OB BRI ST, i Bgohee 10 e
encryptiohUdes RBIENCTHEt bREryBhGHHESRPRBAULSt 717 gﬁfﬂeg% Usgeequence of

necessary to the encryp |or]'keg creation no can
encrgtionekieys by srauentiglly \azezoting 4Be s rpdinrkK RESGIDh00HBRE using the

e R T Ot
encryptioaldcoiyptizghube . infbheiatos tishanedas ramet Feyeived i’roﬁmlﬁhel contactless

creates a sequence of encryption keys by sequentially

comrypicatiomipa he usia Ppranshydion kavsat i on  nodul e usi ng
t | yipt.i ap i J nf.ormat | :
15, SEESESGONC YN BB KPRl B R LBACH o con
specify ait déastnaiol productirfoirhatish amandartgpeiofaddistem a hanufacturer, a
ont gctl ess Uggrmrum cation tag 10 using the encry_gérl‘ on ]
brange38d finPEUS fFRTRE elFBBUIMRERYCdf SRAEPHNY KevagReCiBiNg information,
r nyen . -
cneofl] 40 G SeId, PSRRIy MUECkiADs, ISy epgopten tey crston
inforreatioly mncdfisidey ythei speaified p2dducdf inféreatihgbhhthe display unit 950.

enbodi nent of the contactl es ication tag 10., ]
Such AU ANCE sV EGAGAT b5 2RbH S AL RaFbler i ameppigrent, the fit
embddiffentt By %e\?'éﬁ’thegn%%dfrh@n@%! A% Llﬂ%ﬁthgéﬂbodim@nt. As shown in

encryption/decryption unit 710 extracts encryption key

FIGSc Mfatandd B npmduet iidforrhation comespesdingdei indidetriomeasa category in

.contactle communpi cation tag, 1 ith reference to the
whicty Golr GSRansing B) CRPE KkeYhare REIESE 5 sted iy 416 sioriagiunit 910 of the

tag réadbrEatAsus? iSRWERAe b specify at least a portion of product information
based on indices received from the contactless communication tag 10.

The tag reader 20 according to the present invention selectively includes at least
one of a leaked encryption key updating unit 790, a replay attack blocking unit 730, a
reader authentication unit 770, and a refresh processing unit 720. These components

may be incroporated in the control unit 700,
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encryption keys by sequentially executing the
encryption creation nodule using the 15 extracted
tion key creation informati on and sequentially

encrypt i
W e"rop%ﬁfﬁéwnul tiple encryption/decryption on FPCI/KR2004/000732

information transnmtted to and received fromthe
contactl ess comunication tag 10 using the encryption

keyponAscdis ofidmetbavy bb@atb&@qb?éﬁﬁforﬁ%t%ﬁctf&mrgfeﬁ‘ﬁng a leaked

to the present invention can specify at |east
enciypHan ¢eYi fewr et ¢uactiess cammypicalipni tag Uk, rthe leaked encryption key

upadRAE 80 lscd A%l aBna B R e P 8 Roring unit 910

and endaies awenkEytion kay byt é'ﬁéﬁﬁl@ﬁssigﬁeéi gﬂb@%ﬁoﬁ%gﬁn the storing
.encryption key creation information and display th

unit SHdi f Petpilsdogmdodimenis nand cvpasations thersof agreuaireaddp@lescribed in

G g N T T R

comarirAddtionetagord amhivill sstthd Bgs@ib@lat h enbodi ment . As
shown in 25 FIGS. 4A and 4B, product information

cof hadppiayiatpck blogking Brit 780 grnshatestayong-tinme uskirahdom number,

el L DT DT —
to tHe ensrypdisaiddceyptionsPsic 71V, aixtlaefs thed r&ﬁ’ddrh%rﬁﬁ?rr grr%m information

roduct information based on indices receive
received apAtraepPRsEsiacheminiarmetiponand gheoks ifiike extraceddmndom number

. i ng. ' £ Lecti vel .
s 8 e 8 PSRl Bl APl MR e G Bh . wansmites,
theraipdalockiggusplay Zicka Thelreplagtdtark BbEGHd Dfit w0tcofSponds to the

a reader authentication unit 770, and a refresh
replapyr plﬁgklggil{nltﬂf& offfheseortaplinsscraramunioptipn tag 10 and will not be

d [ :ed in the control unit 700. 32 WD
escgngggﬁ.ggj%gé}g PCT/ SR2004/ 000732 Upon recei pt of _
enthy péadeT deheniuddiva uréﬂﬂé@tconmﬁonkfatslsodvitﬁ@ﬁﬁékt@m‘eﬂ pdrtable tag
e contactl ess

readlggﬁgﬁﬂ%g\%i% té% é@ér;ﬁgﬂit@gg% agﬂ@ny’gg’qi@h reait infqrmation on the
displepdatii 980UNSLCH U SLfHRALIGStch t@%@@%@@é‘ugw&g?&@#&%o and the

ke{ stored in the storing uni
eX’ferslﬁ rwa%m ﬂagyre!zaﬂiestStor mngugilyae:\hbyk aafégiﬁ@ﬁé)égpewpt | Adthentication
n the, stor] uni t . ai | ed enbodi nents o
etwgiY 3 h Sads B Eloe: BORPIRepehusen Hhaaviialss communication
it 5@0.atfF a FHRi | '
556 of@'?%@emggﬁﬁig? r ggg eg@%mmm@a%tn:(‘g%y ?&3@%%3% |In the same

way, fioe eperyipdioofdasadtiomhmitr &k aperatesivkalthesticatignuetivedi @ag readers.
. s, an e-time,.use,random ni r.,, adds the o
SRR AL BB B BT PR B P50 e, hlahentatin t
blockPTHROIARE datforiatiOuBRIlg @Bmrh@nikcatibhbetween, tag readers. Such an
—encryption/decryption unit 710, extracts the random
operafiffibet therreplayrd OaKing enié 7 38 ith bealasesbed sredetail thter.

P oSS BRI s R TG OB RRdon corec
in the Bi@HHERLKIOY10GhERISt AGHVBIEtA ®Semory and re-records the read information.
The main program that controls the control unit 700 of the tag reader 20 is a memory
device such as electronically erasable programmable read-only memory (EEPROM) in
which data is permanently stored. Also, like the encryption key related information,
information that should be stored differently according to the tag reader 20 is stored in
flash memory. In the case of flash memory, a term during which recorded data can be
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t hereby bl ocking replay attack. The replay attack

bl ocking unit 730 corresponds to the replay attack

bl ocki n un| t 230 of the contactless comunication tag

WOF0%H{Ig83 not be 15 described in detail. TH%T/KBQQ{EWOOBZ

aut hent i cati on unit 770 conmunicates with an external

portable tag reader to authenticate each other and

digs ca I f
read is lﬁhi?;cﬁ l’jﬁllﬂiohg@ér‘s Lblcsgﬁalﬁ%ggt &/hﬁtﬂl @%ﬁ%}éﬁoﬁwéﬁ?ﬁhﬁ used for a long
periag Dg’ﬂmet there dg) arpassivilitg®fdosing be emctyptioal keayor tTalise the tag reader

20 e e 5l 3t BiocBaeaaimi 1D fsorergs rbadelaia s the same address
whelﬁ’@\fécroféﬁ%ﬁhdﬁ é‘EEHcrgPﬁ é? Gefit Wh%ﬁ&ho@%er’é@gt solying such a

00. For aut enti spec ic encrypti
probkﬂm;determ ned. In the sarre way, the

R S B il 0 A0 e resenventon v
e R e TN

drivirgp wivout dert dnwngd:hwecbeplegg.lme&&ér f. k@usbararloglafifor key scanmng the
ocking unit

manigBiEiBbTTL 830 MesErRiufing LAl Sikana thasiendialng Nait 536 of the
w1relé‘§é boﬁ%%ﬁl GRE B0, 11 HRY Ré@%ﬁggﬂdnhﬁf&{lﬁﬁf}m e designed as a

tored in the storing unit 9 I's¥nonvo
smgleabcﬁiﬂy aidhisdimecib isdpreftya bie tieht ianf individuiad nomp'ﬂmentmk@ an inductor

of tf plier Sst GRS S exdABdPaat SDpleTRNtaler of 61 ASIsnd a portion
of th%élﬁﬁr@-dés@h@gﬁ w%r%xﬂﬁ%%by J{Hﬂ/gi&dhn( Fﬁ;ﬁ%tétfbr?f?f the ASIC.

data i's permanently store
The @goney;ager 30 ﬂk@yoweealhteé@&awbatrdm‘(apmncludeémnmsmy devaral individual

comFles SRS iy R hali i Rsryitn Ll et Q8D hat s directy

connbbRgitoreepmited (ﬁrcbﬁ'ti@a%’bhr\ﬂh‘éﬁ'tﬁ@ P(Sﬁ@ofﬁéeﬁoﬂﬁ&@al%?n&ﬁwents and
33 WD 20041088579 PCT/ KR20041 000732 read is limted

the bedteppaand askeypades dist susthdpy shlecting.sh thietfype battens edd mtegratmg
anald5nd FRE 6L Bl TE: 160 oAbl o ot o

type.i n@lbu,dbjﬂgedthﬁn%efdﬁ hth@ftgga‘éédégcaw e dig@ibuesd ﬁp@@é quantities at
read data in the sane address whenever reading the

low pEiger ypti on key rel ated information, thereby sol ving
s e
23@%0% %a%P b ﬁedrﬂp|rﬂg re?@{/éé%{utsg\%n{l%g chRA%d ﬁ'ﬁgl%mented in a

cellular cplhopeocasssms tmﬁe t dree oorstelvetal eyt of GRe Kelypalil githe ce!lular phone
the storing unit 910, a dr|V|nF circuit for

Sew%aﬁﬁ%@n%mgulétl@ww andsp liquidiasystab displaygplctheopeligr phone is
usedzﬁj‘?@S i%pfa&jnyﬂ@@%p“}\ rgﬁpﬁglahﬁ?ﬁggﬁpggm%Lﬂeﬂgfa'?gbhone is used

as thai Bmlrlegsum’o@Ttﬂrmmdaiih@nnnmﬁroE@éhcramfdtHdleelnﬂaEEhSﬁ@deﬂ@es as the
Is tinme

designed as a single ASIC. At t
contrp| Ungsﬁ&%’e &0 ithis case. i B BdrBgapnly crsendauratiorechthe wireless
comrh@Sit&HSH unit 500 to known cellular phones, hardware of the tag reader 20

according to the present invention can be completed. At this time, a software module
for implementing the function of the control unit 700 should be additionally installed.
FIG. 5 is a flowchart illustrating a product information read-out procedure in the
tag reader 20 according to the present invention.
Referring to FIG. 5, in first step S500, encryption key related information
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of the power sending unit 531 is excluded in

i npl ementation of the ASIC and a portion of the

above- descri bed- conponents may be excluded in
WORPEMSAPat i on of the ASIC. The tag reader 2BCTHER2004/000732

overal | takes a card shape includes one ASIC, severa

i ndi vi dual 15 conponents, a battery, a display unit,

corresponiing & Zn segngtion késhabls 48 Basbhain éﬁe%%&%lééference among a

connected to a printed circuit board on which t
typeadj Rdusy 3 ReanuTaciirers anbiendnesd apmduchaabe issiprediinthe storing

: _ by;..s i hi n-t bat t er :
unit QARG 1ad Foddi 20, Vi SR St et FoadeF 20 Shaidsnan encryption
key ABIdDg tHeeen@gptiadey rerted mifsMMtiors it 9

] Al s ’cagp red,uyéirn a cost, tﬁﬁé{tég%d ?ggdé;%t@gﬁ%@t 910 based

type. . o, b f C
on G%EEYPF"B@H&Q}’ i%aoéwg@ afmatioregegeived@ofroow thei detectdte contactless
. [ to the. present,.invention can .
com e AR 0 A SR et TR ition ke ap uentavtion key for
curremt ceneiualcakiens At thibainketaadag reidis ﬁ?gb?{:@%‘? %'ﬁoé}?cryption key by

serve as the manipul ation unit 930 and
creadipg dha enaivppea keyfusing epelyptiom kepvosatidrsinfarseationsrecbiwed from the

20 0 FAPLHALECR Ry Bha IR TETHY R 610, 1 tep
S520 hthenfagr @pder @9sercroptst fied GRnkHiRr arP hﬁaﬁnétgacpl ‘?éqt?és't tHEssage that
by addi nly a

co%}rol unit 700. Thus, in this case, ng o
requesistRTgarat intimastion He the teg 48s IncstemBHidttthenagneades M decrypts a

I f the t d
L A N D NETME T i
namepngricet &dgrade, timd displysateofgroanet WreHhatiodh Ohmessage as visible

inf Ig]%'l emsl%i ng@t he function of the control unit 700

INorgRYANy A dadreddiaAl gnempisdhedaforpation eequestanassage by adding a
db | | iLnformation read-out . .

rand i AERREL 1 e THOMATh e Rosalby HFRPROHen ot information

mesgages éaceiven dramothe Rehtrctlesy doonmliicalion | gl HDStanslt 8Recks if the

500 i on k | at ed i nf i 34 VO
randgio B A BeTARsOISH GRS MeGABepomeRsRge & dhe same as the
origitdl GANIRS ks ddild ﬂo&hé%@feﬁﬁgﬁgn Phhy st ln?@s%%\ggpﬁ}eé?by gdditionally

reference anong a type o ustry, a manu
Copingr avidh, replay satprakduchisnamace sthet tagedeadert ssa@iveRgencryption key

It of . the tag, reader 20..ln step _S510, the tag.
upda'rﬁggcygﬁ&gg '@Féﬁl"’\“f’@g‘héﬁ F %%ﬁ%%??%ﬁféﬂ%ffaﬁr{ﬁ%eﬁh@ncwpﬂon key and
updating r yieh i #hekeen dkepfinr s@pi t '

g st;%ri ng unit ngwbpg@d Sy]c;ﬁ gﬁ%r?ﬁ??’oﬁ{{ga 28%@8? y2|0n(5eplaces an
encrypiicsr e irssigned dpve cdrfespondisgdetodatiedithoat el | @rgsyption key and

selecgggﬁ%g{e\ﬁ/géﬁ%bﬁke gag %gr%f@ksm@e@%%?gﬁ ,%gmmunication in step

S550comuni cation. At this tine, the tag reader 20

specifies an encryption key by creating the
et Py ptie rflowshartlligtrating gponumukietion gaocerture between the tag 10

' ' received fromthe tag 10 and encryption
and tb%gég%éode?%%r mation stored in the storing unit 910.

| Restieipgito FB2®, 4 heet REUESBAHRLIEAISHYEL ﬁf&‘i’l‘i’ation by pressing a
transmts an information request nessage that

specitic button of the tag reader 20 in step S600. Thus, in step S605, the tag reader

20 detects existence of the tag 10. Such detection may be, but is not limited to, a

detection method that complies with 18014443 standards. The tag reader 20

executes a protocol that selectively specifies an encryption key. One encryption key to

be used for communication with the tag reader 20 or a plurality of encryption keys one
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requests product information to the tag 10. In step
S530, the tag reader 20 decrypts a product

Wd%@;/@;#on nessage received fromthe tag, |nc},|§i2‘b‘?2%0@000732

brand nanme, a product nane, and a grade, and
t he product information nessage as visible
information, The tag reader 20 encrypts the

of whighylsHsedaHiarhairg spaeifisd dy the fatiewing profasof mﬂyolne stored in the tag

10. 1 Sbatil bR R0 SV RS e EAGE odlE 28 Grart e R encryption key

speci uesSiTeeRaYs ititattreqlese G pkRifyiAg bf the ekenptioh MRy to the tag 10,
P rmggcr?]dnurrber g?yt he degrypt edpbgroggct mfor%gtl on y g
in sigps2BtL Al thirlimantheatag rrades20gadds arrandom |rmmnber to an encryption

PRTR AT T
mesishge ! alhé aager0 2AnsaAuR! BRSVBIGH YRl §ve ﬁg’ugzﬂwfgﬁﬁéﬁér{‘%ecessary to

request information that réquests disca
SPeCP'B’énQe@f Baangsyptiom k%x/aarﬁdresapaae |t®1§1avenbryatme\laey specnfymg request

mes S350 Y21 . B By 7 gh ek 0. 2R s e, e tag 10

adds a rrasgenRdhieber odeeived ‘ﬁ’@m«?1 tﬁSV‘ta%nFéé{dEr' 20 LRy %”r%ndom number
sel ects the new encryption é as-an encryption key
&

genegrgied: iy thentaoc ot the aﬁﬂQﬁYPﬂOm \eppedBity nXEssEIgE. anid itfsen transmits

the %n{:b@en t é/ %é!acﬂ%ﬁga éh%gﬁeﬁ;gcf g@ynl G té% opg)@grbg%etg%%ﬁ%ct not only a

trangmisslom: méss@eus@tr als6 RN eNPeks&e ROAINMIay attack. An encryption
information by pressing a specific button of th ag

metheh ggpd Jerein St ap-BESD mqthgg angd sineg tigsoBethdik i 13 agsymmetnc key

oo R B ol S ol PR E
deTb@ltagJ no mm@vtdaaaén@xfyﬁﬂbm R@y\Mréé’uo}SQl%mn used F‘]or creation of

st andar The tag reader 20 _executes a protocol
an eggypgpn V;ﬁ%@@wptl@% Key sPeeiyipgiiniarmaion Gadhe tag reader 20. The

oner 5L A B, g RTPHICEN A by et
funcsn. VDQO@:&/O@%?QnPéMﬂgm@ﬂM?OI@I?&&o@f fCM'UtIt@)h if lm%ﬂgented as a
t owi ng protocol ma
progBimia s 4G FeAdeRGAO- 10 %ps?e@cqoftgeaag%ﬂ%wpz@ Skeaiey an encryption
key hBiﬁgtﬁg ern%%{j‘ﬁbnzi@e y CAOSIEN &y oﬁrlﬁs%@t b vaIHe stored in the

specCi fyi ng request”™ nessage t reques?s spect fyi
stormglemérﬂﬂroymd dine Ieeyrypcblonﬁeyt cagaﬂi@n informatiem r&6difed /ﬁom the tag 10.

For SAbpkd ket o, VSEcT, JRaR iR IO AET L e o

seledtirR6me be sé\'?@raﬁﬁﬁé%@hbﬁrk §3€:ré£’t%8'ff RéEﬂH%?fon & combination of

messa The ta transmts encry
the %q@éic\raglw ndon r‘themﬂa@n lbanddbe gsaayetey mapdua émllm@mfortéaﬁectmg one

of n@rﬁé@(@%rﬁ:@yg lé%‘ug satq%gsc%ggée dtég\@rt] ?/aggr%r Ealggqp d@ﬁ% word indicating
the ééféa@r\)éﬂlﬁé antheednit bP bRICRE. SAlke, ‘d@ phrd ette'r MRay BB%eiaQ%dﬁQter related

adds a random number recei ved e tag rea
to dluﬁ@na)f bigvdsin aaregerithm for scrambling a data word indicating the seed value

in the unit of blocks. Regarding creation of the encryption key, various methods are
well known and descriptions thereof will be omitted. If a plurality of seed values is
stored in the tag reader 20, encryption key creation information stored in the tag 10
includes an index for specifying the seed values. in this case, other components are
the same as embodiments having a single seed value, descriptions thereof will be
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10 generated in the tag 10 to the encryption key
speci fying message and then transmts the encryption

fying nessage. Thus, it is possible to
“K)e% ﬁ&sgﬁot only a transmi ssion nessage but &CIER004/000732

rece| ved nessage fromreplay attack. An encryption
net hod used herein is a 3-DES nethod, and since this

omitted. thIy using thenatesve- @eé@&)edr@idm%orﬂﬂ%yeﬁﬁéét%' f%gﬁ@ﬁ( it is possible

ecryption key are identical tag 1

to aaacﬂﬁnb‘g‘eé‘@@?ﬁﬁtb@hﬂ%é'?nctﬁ%hMﬁduﬁsd‘ravmg drffenexehjeth@yptlon keys as
marfé@%ﬁﬁ&?%’élﬁ - 712 Icéﬁtb[ eﬁgé/c{ thr%ggraéftség% L-m%ade the tag reader

20 aéhcaw%rbuyka‘)e ticertaden2onf or natl on is a paraneter
gg in an encryption key creation function. In this

e epRNhien s W%ﬁ@gdﬂ@m%nnfmmbemn irglex for spec:fymg one of

o PTATLRED B TP LBt BSal Pt Byt oo

hundae;dsmtengr@moaﬂ@y}épbb@ésr}f&w ?@bh@ﬂ/pﬁ&iﬂ‘?@yg l%:glstf\% t88s is stored

a/alue stored in the orlng unit
in the {ag y‘Eﬁ‘ Qﬂ?Q(e))n@hC@ﬁthﬁ?P@mfb’mgm eooryptiorikegafithertag e and one of

the (SI@%thgof eﬁ%\yﬁé@@kg aﬁgkgquegir d v tag, (ﬁg 'Eh%%gg? T0adér 50 receives

theseen@uca:t aadcq:a/rptgpg@,f ems t% f(é m
lOn of they(seed val ue. On)pt hag %é?L Lﬁééd)%rf‘?‘] gurrent tag

amOBSEE ity @) epervipiion keyg. f by thiswayt by gsmgethéﬁalm‘ahty of encryption

LT e BB B RS Eh Ut many o

encryptenukeys withbhtoak:seedAfcﬁca UsBe tP UpafRicth
meter related to division opgb ocksér?%g gga@er 20 after a user

buysgﬁﬁ 79 teAder @0 scranbl i ng a data word indicati ng t he
seqgo vialiys plur‘éh%/hS&EHb fypfbn & ggﬁétsﬁ gia{g?@eg I(Iﬁga);ypﬁon key

of the encrypti ey, Fart o
speciyidg defeomafion ovey b&ergofality bf indeceerthit §§ec;fyf a %Iurallty of encryption
kesi an%ag i&ed values is 30 stored in th ag

YS Sy gE 0y pl Mo tA% ESAder 28t reshongs by m{eo@ngs:m@cthe plurality
of indiBed R ﬂ=9m ﬂ”u@ctlagdl%salafén'dﬁﬂgr t@fﬁpi’?@ﬁ‘% Lé’gaF g arp ﬁagcryptcon key

seed val ues, case
is speeified. aslnethia)msmﬁhe t:h@veammrach spetifes aed Mrlsts key with the tag 10

ions thereof wll 36 WO 2004/ 088579
an erg%%t NS FERFPERAINGHEO, Pragy o? e Rlgraliyy indices received from the tag 10

that fPReRcHRP ErhORE RBRDY RULRIoKSYerfd norp(e&gnct-r!h arég genuineness

is possible to add genui neness authentication
prodt,gy,t@(gmqrgrcaaqn $ysieint insluding déme tagptt D amdkthestegsreaien 2 0agccording to

th b d, t hout dt
the pfEY Bl bffla B4 ol F8te GRuRnEsd 3ol buys the tag
r aad&r aBOve-dedbfpan e ldBodifeniP e flééﬂo'ﬁg? ?é f’ét{&?%t%m key can

may be an i ndex for specifying oné o
be p@',f@rnm @na kKeps of | indysthns andée, a anmufaaﬂurdéryantﬂ/or a brand and/or a

prod FECT YL 90 KEKR, ot TR 530 oraal B St TR URS ke ypo o
lndusgr?e(glt[?)t;ldﬁctsgc?]f tg%gsr%rg%tg;ﬁ@@gzn%%t 'tgg’% gg@ {{1) ufactured by the same
manufacturer 'l%us if manufacturers of the same type of industry or the same
manufacturers of the same type of industry produce new products and the new
products are read by the tag reader 20 according to the present invention, product
information can be read without a need to update encryption key information of the tag

reader 20. Also, when an encryption key is commonly used for products of the same
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the plurality of encryption keys are stored in the tag
10. The tag reader 20 receives to these indices and

_ Lfy one encryption key that can be used for a
V@S?Orog'ﬁ?%?%g anong the plurality of encryptiont Kgl§2004/000732

In this way, by using the plurality of encryption
. keys, it is possible to add genui neness aut hentication
Kind.aingea npropiasiustsasanteyadded énthy pag osadsy30 wtthouleage of the new
pmag@g for a user to upgrade the tag reader 20 after a
" buys the tag reader 20. is Also, if the

Pl WN&dt! the €4 ' ' eflsd
encrypt ihc?n .kgegl;é]%égg%(? ? '?f‘.“ﬁgm%n‘? g}rrsrggelatoﬁ'f#}ﬁ“ﬁ%g ée%%e%?’message that _
requesis Aredyctdatformetior o theatagstieini Styp Sauaur altithis thhie, the tag reader 20

ne ion eys stor in,the tag 10, The tag reader
add5 f%@%‘ﬁ&‘é’ rJePebef ?f&“’ﬁﬁ'ée &g t1%eaffﬂ arnawly greated random number
f theeH ] f : Thus, .in
o e 2 WP oL RrdrAtid LB Hig e encrypts the
produgt dnformationgeqeestane@hgepesingiths spechictBebSler KACrWion key. The
ta tbe tgg 10 20.,an e&ﬁ{rgpt' on key corresponding to one
9 JP haETegRiYes the pracdiict dfopraation senyess messaaeationothe tag reader 20

extrEbt@tthé ?aﬁ@érﬁqﬁﬁbmggissihﬂhagg i gfé g%ﬁ%&%ﬁfé%g“;ﬁﬁformaﬁon request

eys. Thus, a genuineness p
messpge eand rie| préivivyishhéranamitldd dydttdhead atD rRRIdehed if the extracted
i nventjon can_grovide nor e

di h
randtifi it scthe $5ma 7S e RiBYPEShBaPABited random number, thereby
che df ﬁeféo‘éive%iebg%l N ](égla)fi‘%t@ER.r YRE iR @ﬁ%ﬁlﬁ? é@g? 3}(gfnay further

performed for a fype of 'industry and/or
perfard /eoprogeps ah optionkiyrauthepticatingtthe Tag seaddre2an®uthentication of the

tag fHY 0 67 it tad J0 ges Bechmrtamall néceabois pesnsmse message to a
sped:iﬁ@%Uéynié%@bgér@aﬁ@ﬁiﬂéﬁcfouy?éj tgg rregﬁef"i{ﬁﬁ As me‘qtg%xgd above, a

manufacturer. Thus, 1f manufacturers o e sane
portign qfrgduetintarmationgaay berprevibaslysenused frothen SHeyption key index

or o SR Bheh KA i e B BR g eRer 20 mccording to

thin stepse85, theeali f0 exPaOEUEE cduMt&r PRLE Yt tFdst98ng unit 300 and
read without a need to update encryption key
chegkst Biareaxtipetast qaveterayalueeadérit 36. delesminashdhatameading is already

comBlfEd i B0 s B ITRE P A8 55 b ioRkS Bt rBading: o On the other
handydfrther @dretted caonte varded snealfch Qhé@@llé\ﬁﬁgl%rtirﬁgs,?g%etég 10 extracts

reéaeafse of the new products. Next, the tag rea
produet, dafermatian phrewtu dhe | se BRGNP 00e quds cresdss ameprodact information

: Lof [.on t h ' t .
mesESSUACPLOERLE SRR QbS50 30 1 G o, adng o
randombembee cecaiest froanthehagt@addf2emd the MYHYCLGRRANRHON, the tag 10

rﬁgdﬁ%nu er, of the tag reader 20 to the product
encryif ol 1eairerlutle Hliisnations sisthe anmnasten kewc thenedyt beeating a product

infor@%ggﬁlﬁfu%%s‘g% t"':ltrHegf]ég: @%ﬁ}%@%n‘kﬂgj;ﬁg%ﬁ%a Seh”&o%‘& information message
to the tag reader 20 in step S645. After transmission of the product information, the
tag 10 increases the counter value of the storing unit 300 in step S650 and stores
reading history information including date and time of reading and a serial number of
the tag reader 20 that requests reading, in step S655. In step S660, the tag reader 20
receives the product information message from the tag 10, decrypts the received

product information message, and checks if a received signal is replay attack by
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tag 10 that receives the product information request
nessage fromthe tag reader 20 extracts the random

“wn‘ger that is included in the received product
MG Pon request io message and is previ oudIGI/KR2004/000732
transmtted by the tag 10 and checks if the extracted
random nunber is the sane as the previously
chetkiagsifriat taeidona méenbarUnbiatied ti hB&sd
) [ecgi ved signal is replay at?gggwﬁﬁﬁﬁyt@%@e t%h}%3e same as the
origing tredsmiljed tianden nyseberor i i ipdetersined thmitthematéived signal is not

[ ' he tag_te 0. Autheptication of ] i
an iR SR, OV Borid ehBE8 e T80 refoh dismumvmarosyit information
in stepC®B@%B.Ng a response nessage to a 15 specific code

nmessage transmtted to the tag reader 20. As nentioned

ab&Pe',-lP@afewﬂpeaﬁgg;prpmﬂjuetmamberpmfo’rgedm ;bl@aked encryption key
Vi, 0u " roman encryption key index  or an .

betle Uik %%1‘23/% & 4o R0 STl i Farorns dhioven EpFIG. 4, if the tag
readr3%0 trtah@nﬁt@%éoerﬁ?@d;ﬁtﬁﬁ Re BSeéigﬁﬁgé?é%d’éEtgﬁegar#eg@ the tag 10, the

storing unit 300 and checks th racted cou
tag iQl transmitsi an i enaigptiomkerdindsde reqaesinmessage rioatthy tR0reader 20,

ns B3 Ly BhROUBEL P TES! | DPort A8, 40,0005 30 roceives
the 6RsHYbBEN K8Y UPdhate e's?hwe%@é?‘e,aéﬂ ?W@ﬁﬁ? ehblgl?ﬁon 586 thAGs internally
ion fromYhe 0 g’unit

10 extracts product inforna ren
assigned g @ eoreesRendingtasdisdlis¢artied matli ie meplaesd dyea hbatensyption key.

i t 640, At this tinme, aft :
Al il Rl o=tk SRR e Mo B dndolas ePGwPHRe keugs asuenaryption key for
comafurfiationewsthagicagi 16.0r TRrougA, theke dr@@es%@s?%pﬁgﬁﬁ%gﬁv encryption

t he product information using a naster key e
key it dgsigngted @soecenciyption tkeyi ton aasavagisatihetteatpdl@0 and the tag

' I uct information nessage to

reac{e{q?@f%@gﬁo?g{a‘ggf?ﬁiﬁ%lﬁ,ﬁﬂsﬁf%d,smsl After transm ssion of

t hEIGr Déuatfidwdherniiusesting Se autiRtitatibNpreR RS %}@ﬁ‘orm d between

counter value of the storing unit 300 in step S650 ang
a tagi wader #laMtng ta0stander ifa, creeerding tonanuetnhgditeend efnthe present
invehiigfe of reading and a serial nunber of 30 the tag

r eader 20 that requests reading, in step 5655. In step

56B6fertihg to &4Gr adae dllhe heoehy esaddre ipidedidpbted as a master in the

hi nﬁorm&ti on ssage froqmthe tag 10, decrypts the

authgg %fft{Pé’de&Pgﬁ[?ct gfwﬁfbgﬁ%lgm%ﬂ?%@ya@@w antset e opsrate aatag reader
; j i K 579

that g?}?&ég%ﬁﬂﬁélhéﬁgﬁm@dﬁgt Bﬁtlﬁorpe\% aFfadBr 299 ?‘én%%ﬁ,dgostep S700.

00073 Ing 1T a random nunber- |

The masher tagoeppeeihvestigatge existerite shineighboltife slavtitgh Réhders in step
it is determ ned that

' ' d mber. |f
70 MRS E gRareRaeisid Slae g adrs e Sefumieecye procedure

for opBRIrYa bhAkni ' ' ;

o R SRR, 588y i AR eo nsiop o710

The prastedagaecadyr treapas & sesson atendifibe diced natschy plessionkeantifier to the
tween,the t reader 20. In thi

slavrikgg%%’re %erghg gefx %8&1@:1&@ ?qr\tc ggw%’avo tag readergliﬁcludes the same

session identifier, thereby maintaining the communication session between tag readers.
Thus, even in an environment that shares the same radio frequency, a specific
connection state can be maintained or managed. Thereafter, a procedure of assigning
an encryption key necessary to communication is performed through exchange of an
encryption key specifying request message and an encryption specifying message
between tag readers in steps S715 through S730. This procedure is similar to a
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reader 20 transmts the encryption key specifying

request nessage to the tag 10, the tag 10 transmts

an_encryption key update request nessage to the tag

W(é%ﬂ?éfl"s%g‘{ i nstead of the encryption key specdtGEAKR204/000732

nmessage. Once the tag reader 20 receives i0 the

encryption key update reqguest nessage, an existing

proeedurgpafi spedifgyngt aanaster key dehebdry theitsy éﬁddchéQa% reader and will not

y a

orrespaondi ng, tag is discarded and is repl aced
be ﬁ%%@ﬁ@r‘?ﬁfﬁt%ln key. Also, the tag reader 20 specifies

a ek ' ' ey for i

c o ARG GHOCRHURT DS BRI RN JEpend8'on encryption.
In ptheresswes, ipte cabe ofewpriprtay ireadek aisi ssHiRsedtMtafe proper tag

s the encr Bti on key for communication, the tag 10 _
rea Wd“?Mé’atVﬁgg/ faper SAGEYPLDD sk f diwissence tie ouastterSBgsreader encrypts

a cﬁ%@& I %ér%g%ep%iggcn@%rc@\éd ll\%%ﬁ’prt@hit g%/ %@ggﬁ%ggﬁrﬁtiﬁ&ggg@%pted check

. messegdeio #2, taacreddirig step BYIBALI B té{:{ réé’@erpﬂéérgﬁfs the received

igvention. Referring to FIG 7, one of the two ta
cheglo Jessage AReYgiatha decnipteds check message0and then transmits the

I~cat i ced h sjgnation, may allow a
encﬁ?&%@t@g egge'lp%? Séé)gré\é)’t g‘gggezja@%'t%gt ﬂ?? ?@e’pﬂbesggg’ea%‘g reader may
dispayt lemttheatlisptayr emitesih $tapt 67746 tiat iR WhdcROmiad8E: is received.

infée{re S700. The naster tag reader investigates
Thegsafiare i NiAstelefagh RAGTgdesNte thegracsiwsr massageegnd checks if the

t h s d sl t .
ecdlS8n bt § BgENShck 39 CGSUR 30 hALE e of e rcive
messageLnifdheiaxirasttsmesshgt Wttt samet Ry HeaHginAl RERSHRRY message,

h in tet‘% S710. 25 The master tag reader creates a

the maslerolroi '§aner Aptarminesifatithe siave tagsisiager iislentefieader having the
ight i e eAkls! j cati.on _between

right ehorpBtor® ke SAE RRAS: fand Htnd SHIRY sl o5 TSNt from the
originke irelpgmittech traéseagg, tthe mastanniagatdaaier sesteimmeReth®aRe slave tag

. d .. h ' T h h
readehcis, B SRS ik JGRRy: aTpdaRFIcE dofveden sisHAve & rosult of
deteﬂﬁmmé@i@n”@érﬁﬂeﬁgiggdth‘ér N atgﬁ %aé&e irf %Eéé? '5759. ?g—?o%ﬁé%rrfe the present

of assignin an encryptron key necessary

inveglionmimneatiméadite thes¢ emitextiimentsygindethehsinge taf réader may respond
ryption key specifying request nessage and an _
thro Qi Bisedi ERtePijon s drtegls bt excaliast FeassBoe sapording to a

Vit Yded ety thd 1# of by q,@@&lge' Ry i
bre a%ago 2004/ 088?1768 uoFcﬁc):tT/O ﬁ%ﬁ? DRSS ﬁ%&?ﬁ@%@ the received
Mesg§adRi fyi ng a master key between the tag and the tag

r r i be .descrjbed.in detail. An

T R oghBh o8 SEIFREBINED it entnge codes i
compefendadaticaresitid Phedia! Thetddphper ﬁéadétﬂe tr@@orﬁg@ep‘%ﬁa include

a proper tag reader, it is assumed that the prop
all Kigdp 4 detording anpasatusps dpwhichndatg fhalcarkky redthby,a covaputer system

is stdhéd ™ Rh EBMLEAIREdTE B Srding media are ROM, RAM, CD-ROM.
magnetic tape, floppy disk, and optical data storage, and carrier wave (e.g.,
transmissions via the Internet). The computer readable recording media can be
distributed in a computer system connected to a network, and can be stored and
operated in forms of computer readable codes.

While the present invention has been particularly shown and described with
reference to exemplary embodiments thereof, it will be understood by those of ordinary
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a check nessage using its own encryption key and
transmts the encrypted check nessage to the tag
in step 5735, the slave tag reader decrypts the .
“&E@gv@@a” check message, encrypts the decrypt 8FTAHREK/000732

nmessage, and then transmts the encrypted check

nmessage, in step 5745. At this tine, the slave tag
skill ire tiukeart ingt viaviods shhageoin fone she Bbails uﬁw bé maﬁeemeﬁe?nﬁ%thout

t hat .t he check nessage is received. Thereafter
deparing drorp fe seighapd §6@P9@f the peesest isivestiomas siafjped iy the following
danﬁﬁeCks if the received nessage is replay attack by

ecki ng the random nunber of the received nessage.
If the extracted nessage is the same as the origina

d tEanimZ,t ed,rressage, the master tag reader determ nes
In c e tag reader is a tag reader having the

15 th th hand, t.h L
A R AT i A
to applyr@nmm@m@t&ﬁsMeﬁtmtlﬁﬁ%%xde%ngét roQSEt%r Hdi§ding not only

éﬁj the slave tag reader is an unt
prodpg ihat need gRtiRg Pregyat ewidfeentitiadiph a;yéha t:mae; tmtflpmd’:hasmg, such as

clovf SRRt BRSO 3L SHe i S T0E Bl erce &

medicatibhe seleeiinids namd $nacétﬁrﬁ’er§1hbu§ lafepiRA LR Irne'@f‘iycontmuous and
re?gond 20 t hr ough nmessage proceSS|ng e.g., mapp

long+tgrm genuine prsiy ghrydicatienr suely asoewellpryeand wst yvorks appraisal
repo?tlr%%%ééibﬁ cfﬂ(ewecéiﬂhéa@%‘e%iégtickeﬁ%ior ?lé%é,}a?{et o facilities, money,

ypting t receive

marhem/bjetseonnw abe impphHantddagnastsconput er readabl e
co es jn ter readabl e recordi ng nedia. The

Bt B Rl F%Q @6 arerydingicathiereselet inventiin has the shape of
a Celmlﬁxdéh&fn%%?%o&@dﬂgca‘?@ ﬁhglfsne(?asﬂ gfz\%gesg)r} cial%?ag irgﬁ;gal[:%p or wallets.

read by a compufer s
Therefeseabirehasere radinnzpsitg dinal coreeR@vitly RAWCck @8 BOlLineness of a product

t t di sk d opt | daft t
any GRE"EhY frrsP8 e o RBMYSTs” Sanpitnaimph® deaemnepurchisers to sl a
coun’te{ﬁe@tr pedduct Beat0BPHECHisRREGR! Balif5tok I%\Pg@@rg tﬁ% %urchasers will

be distributed in a conputer system conn
perfofigt \gsnkinearpfodast Beithwrdivatioand A&@ oip ethrtsed poftabRy Brminals are
t he present

d'St”8%\?@%‘%#?%@5?%3@23@&‘ﬂ‘f%ﬁ!ﬂﬁﬁ giskinuifian gt Beshesinagtendencies of
consiiriefs of efsBiRAeR &dh Bé%‘i@bg{a sedprRQdi RRRL %HA%%%orta{bﬁe tag reader

wi |l be understood by t of ordi nary
displaysoRyasBes ook ae pOsintoEs Jurcldddrs dan dikestigrand basily check a

rosul BRI E PRABE o bR A B BT o cope
2??%03@50@?2%32{?%:@%? ?gg q?%ﬂ@?@c@drd‘ir{beté ohd ?J%%ht invention,
since genuine produot authentication depends on effectiveness of an encryption key
and contents displayed on a portable terminal depend on determination by the naked
eye, it is not necessary to additionally access to a network or to previously estimate and
store a large amount of data. In addition, even in the case of the same encryption key,
a product can be distinguished by displayed contents. Thus, if the same encryption
key is applied to a new product that is distributed after distribution of a tag reader or
other kinds of products, the genuineness of a product can be performed without a need

to upgrade the tag reader. Also, according to the tag and the tag reader according to

41




10

15

20

25

30

According to the present invention, using a
smal | -sized and thin tag, it is possible to apply

L enui ne ;)r oduct authentication to w de-range of
WEMBEY® i ncl uding not only products that nd@&d/KR2004/000732
genui ne product aut hentication at the tinme of
pur chasi ng, such as clothing, footwear, |eather
the presént isverltiony@ris poseis t6 sdclirey %&hfé"rbug%@ﬁy tt@h%b?lsgusmg limited
1o nedj cations, electronics, and machinery, k? al so
mermery it insluding ancenerytian keio gesaiion mbdu@ thet cagenamareus encryption

key%f%‘f&ﬁ%%;ér ﬁﬁﬂ’é‘ltyaqf %nﬂc}ryéff&@ﬁg %fieéa@d %g reader is already

obtairesd, i it iis ypRsiMB ot in@bﬁio‘?afeohdraentiﬁf%r&ﬁs ftﬁféé lo¥ liSustry, brands or
noney, marketabl e securities, and I nport

PrOd(ﬁl@tﬁJWeﬁt%SUmBQbe gwm@rptr@@u@ at&ben’maadmn !agceemgnmg few encryption
1s a eI I

h h
keys, i G PRatpH FIRoER " Bt g clfieBean sofptn ket a type of
mdusﬁy PR OKRE, it a PrRduet ﬁs Ieaff@@b%f Wrfory i REREfo? tﬁ?'ﬁemammg types of

eaS|Iy and conveni ent | y check the genU|neness
lndup’ifbdbandSar@r prqrf@csmrw«tbfn‘@eahdtrwsssemmywam banmaintained. If an

encrhli ook & 645 U alce PRRCBIES 1SmRee wiiBiPulem evant use of 2

courRUifeiN 268dsr With! fthem S8AHbASI Siani
ot hon s oo Wit res;%%ﬁ 4 8adb poxftfégg q product by assigning a new

encryptiqn Kﬁvﬂmﬂﬁédaddﬁlmlyumednpﬂoa#ugb qﬂam ithe gwesent invention has
ndenci.es . of consungers

an o5 ShfgR st e B 3L 5 py S aaten ose S6W Bithuet by upgrading

alreatdyaju@mbw&d Aufmegousciddaeadeisspl ays product information
pl ai ntexts, purchasers can directly and easily

ch’éléta, accerging fo e pesanhinventaucby dtmfhfegwthe:aunmer\mftrbadmg it is

t 0 f,di to,th or
poss 8 RS hEPLIE . o B VS AABHL PN E S ARELE is possie o
prevehitegsdeatisheulr estuss rausdiefibhcBéingNuSRPRIMAS cBiinterfeit product with
effectiveness of an encr%/ptl on key and contents

highey; eglialy)iby '@&%R%ﬁpabﬁoep %lnaetmwend\lm by performing a memory
refregﬁtper AR %r?ﬁnﬁé“ﬁf |‘(3¥st b)\loé%bl'e g to, cé\seﬁgcg@?g%ﬁw to a term of

d f1on access

presexs/atlmtca‘ Aantel lnsélecmoambmcgy farmauptodeict dadashduld be held for a long
the case of the sane encryption

Pe"'og ‘%'rfﬁaﬁﬁu ﬁS BBP%H%% Pyl MRy Ewﬂ widgs %W%@fn@@ilcég’e products .
h r

w1t 18 TR HOLHER 3 ERRRIETD A, Yikpp o oonune

prodact agtheatidatioromessagerarkd atiempitmgrtodcmﬁ anté\.&hentlcatlon system by
e neness duct can ﬁerf rmed without a

copittEadih FPIER iRk BHS Aigncea @ w 96,900 greRyIct Gauthentication.

t r
oL R RS O LS AFERBIRSF 4R op Fhl g ot et

readet is Hpg[ﬂ@dbineoiﬂm&stmuu@w _ramewb,ydlsﬁmwuagn R’By§ |n a posmon of
oserd O RS SSE Yl LSO AL TR SR o by the
edvehl O SRR s Lo 6 MALR Y S5 S, 1 e prsen
inverntiotio sipmeanatuad rethentieators betwasesn pbrtah!ébtagrmadbnsact’aiﬁb@ iberformed,
it is possible to prevent use of counterfeit portable tag readers that operate with respect

to counterfeit contactless communication tags.
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5 products in the subject of genuine product
aut henti cation by assigning new encryption Kkeys the

j ncor porated products. Al so, even when an encr
nggf?%%g%\%type of industry, a brand, or a prod é&fm@“/‘mm”
| eaked out, encryption keys for the remaining types of

industry, brands, or products are different, thus

Whalds gldimgddgn be maintained. If an encryption key is
| eaked out, it is possible to nore sufficiently
pr dvent Augentactigss oCQmmhmml@ht tage bt is attaoheslpéco:ta tproduct and

prodkSOEHBRP Ry s AR SuRE Rt ebitasdBeng cameeng

ThescortaetieRsesRnunEEBhi Gt hﬁﬁch Ardeyd té}&ﬁaﬂygé data with a tag
ior art that can use a tag reader for new
reacgy cipgtasda mj?WeiImwfrdhsarpmaresigmalneceuedtf&gn the tag reader, and

according to the present invention, by
SuDé’%%qﬁéi)&V\{%@%mﬁ%er of reading, it is 15 possi ble to
pr gvewting eusie iaf whid t 0
it is- Igg& bl eI to ! pr geléémnr%r’@teg%tsﬁ?ﬁg?éitﬁlo not r)gjﬁoﬁ key related
mfom@aj@@oarfarséme@eang used for a counterfeit product wth
bj | t co ri.son t hysi cal . met hods
A B EnghEiaRy bl Wyl SERERS e drpdufl BB encocbe diansmitted to

the ttagﬂ‘@a@ér bRl 6Ythd énér?pMﬁd)gfeﬁaﬁe@: e@pR. @ 11mt to

a termof preservation of tain ectrlc menory for
a product that should be held for a Iong 20 period of

ti apntigues or .art rk en.a, rang
o Zapp! 18 6PRE Mot eI top BE e sk wgea%the efcryption key
related ésfeRhaliow i@l ah enthypBios Kek! iBr bﬁcrg ESK P&dlﬁ:t mformatlon
genui ne product authent’icati on nessa g

- and ?60'6/859'1 &Ry d0d ere tforsrationinglipatingnabstoriog ;ioc@om ®1hthe encryptlon key

ina gﬁﬂh@yngggsta,ﬁg,u%g ﬁ%@{b%eﬁ%gg aa?('@c' ty of genuine

gnticat ioh ording to the

pridsesicrypticentinio provideithec 86 Ery pliv® Re}f Y8 le@f@!‘feﬂQJrPé’érrespondmg
t he tag 25 reader is up %raded In offline throug
to thee@PGYBIIXT KefuinetPsPaRSe AL enaryptipasiay éne@fylngmemest message

rece%@@ HERURS td re%;agraded wi t hout any mani pul ati on and

amage caus advent of counterfeit products
can be ninin1zed Al so, according to the present
i nvent i since nmutual authentication between

pot-t abl Gt SeniPEtiRRS omAWNiLStigR tag PReim 1.(wherejidibe aficsyption key
relaté@ ibRY&HGn %*?'cﬁuﬁs 5%&%&1&%%&8{&%&%#@8 e%r?c?’?ﬁt oh key and seed

that operate wi respect to counter
value:omd@cmfesnahmmmhcaimg @n stogigg . 1042tioMD FOBE 888D Alue in a storing

PCI/ OQ4/R 8732 What s claimed is: 1. A
meaiy K 84ne g RAdes3@%h tag that is attached to a

prd ‘é%ryff!ﬁ‘l@n R odRes @ﬁé’%é& valfedh Bk 'irﬁ’Brméﬂﬁw to the tag reader to

cont act f'ess communi cation tag conpri si
an epophet ke spedivingiccaesbmessade redeivaa fmm&hesa@ Yeader.

exchanges data with a tag 5 reader, creates a power

source froma power signal received fromthe tag

repder Trgbntactless communication tag of claim 1, wherein the encryption key

related information includes a plurality of encryption keys and encryption key index

information indicating storing locations of the plurality of encryption keys in a storing
means included in the tag reader; and

the encryption unit provides the encryption key index information corresponding

to an encryption key selected from the plurality of encryption keys in response to an
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supplies the power source; a storing unit in which the

product information and encryption key rel ated

informati on are stored; and an encryption unit, which

WO he product information to be transniHGTEERI0A4000732

to the tag reader based on the encryption key rel ated

information. 2. The contactl ess conmuni cation tag of
enchfpaiom Kby sm@r_fymg rbfh@eSNpBYREdOR R friéhah84ag reader.
“information includes an encryption key for entryption

of the product information and encryption key index

I nfoormatj,on_indi,cating a stor.ing | ocation of the . )

encr ypt i-%% %Oé‘agét Si ‘?&Emé'ﬂk?_rai“ﬂaqﬁ%&ﬁgrﬂ"ﬂ_c"r’d’tﬁié@deﬂhfhﬁrﬁéwrvp’tlon unit
proviads rpadproduiidinfbiensiis 1B RN tHg! Peézfé?\/bﬁgﬁ ér{kﬁ(ptin the product
. _encryption key index information correspondi ng 0 lghe
infognatigpusiog the pelastedeporyption eyn encrypti on key

speci fyi ng request nessage received fromthe tag
reader. 20 3. The contactl ess comruni cation tag of

cl gi m 1ThHehes@bBiddte cBAPIMELIRIN ¥&Y of G4t 99 wher in the plurality of

i nformation i ncludes a seed value Tor creatron o
encm@g'py pkéymn ik e;}aﬁﬁf_dﬁd;eiffdi as_algmedic adﬁrxrdimj g«n nalt tlassification reference
. indicating a staorin ocation of the seed value in a
inolldig el doaRedng 4 it Ml 6T A4S engraruliesiireramibian. and a product
nanf@hypt i on unit provides the seed val ue index

information to the tag reader to 25 an encryption key

spé epchptipeduis seaesniially salestsvard ehcoptiohekdyagrom the plurality of

The contactl ess communication tag of claim

[ F.. 4.
encr}/’%ﬂ&ﬁg%gn the encryption key related information

includes a plurality of encryption keys and encryption
ke% index information indicating storing |ocations of
t hé. pl ulBeicoptastiesacogprininatiaytag of aain dr, iwgereiGhe encryption key

NG i,n_the t reader: and the encr i on .
relafgRorkBiioHdEOpHEs BTl BRERET Vel fof G Ser encryption key
and cyodes@iaBdhigx itformatien GRYBAIIRN skshs RRebRE Jirem 3rSIUPelity of seed

plurality of encryption keys in response to an 43 WO

valugg i 2GS DMBENS Kiglodad oote3ag readey gnidon key

Spge LY : [ [ e.ta .

D85, NP UGS brdRaSES8eH AL L aLE STobARuF orspprcing t -
seediyalubesalecteti feoraihe Yiiraltty ofidded P4I0¥s GeSeddithsel OAIE bncryption key

i,pformation to the tag reader after encrypting the
specﬁ{}m@quegt MeesreRIeGIvaksiran thrdag épadered encrypti on

key. 6. The contactiess conmunication tag of claim 4,

wherein the plurality of encryption keys is

cl &ssi f The canthctiess goethuticatiot f2g dfcclaine 7 agdicfdie #id @Acryption unit

teference including at | east one of a type of . ,
provigssy de yprogu dﬂ‘?}&@%ﬁfper’so gﬁﬁr%,reaﬁar aﬁffﬁro@n@wptmg the product
information using an encryption key created based on the selected seed value.

9. The contactless communication tag of claim 7, wherein the plurality of
seed values is classified and assigned according to a classification reference including
at least one of a type of industry, a manufacturer, a brand, and a product name; and

the encryption unit sequentially selects a seed value among the plurality of seed

values.

10.  The contactless communication tag of claim 1, further comprising a
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key reré%ecif mforma ion.

to name; and the encryption unit sequentially selects
an encryption key fromthe plurality of encryption

ge@_ l:o1N€ contactless communication tag of claim i,
%5%Phe encryption key is related infor mECRBHR2004/000732

includes a plurality of seed values for creation of an
encryption key and seed val ue index information

Ieakeddemylbﬁm‘l gepupdatihgaadit, Q/ﬂﬁcﬁftréﬂ%%x@ Hgéé’det béq‘i’.:%s@ ‘?r?fgrmatlon that

values in a storing neans included in the tag rea

requasés tisearsing 9han sAchHmtion keyJeakead &meuxgh/majeomtad‘éass communlcatlon

0 e sel ec

urit ARUFER i & A OR T e SuflT ey BulpB2d readan
encryption key 20 specifying request nessage recelved
fromthe tag reader. 8. The contactl ess comuni cation

t agyl of Eh%lQﬂn’VdCﬂﬁﬁér@rﬁmh@a@nnrt@gtmfoclamm’t whewin dies storing unit
i on o t he tag.reader
mcng%%r %’?%%&' 1.8 eﬁ{’@& &qhd ; szﬁsfnﬁ?mgﬂsigg, %degﬁsh processing unit that

- readenthiey piddoBt keyrmeaeeH §ebrRaRE Stefn n%utﬁlltssﬁc?%%c&%%dthe read product

value. 25 9. The contactless co nication ta
inforgmatiom on thereieagiunite plurality of seed values is

classified and assigned according to a classification

reference including at |east one of a type of

| ntist rPhe goN@OIESS ESMPRUNiGatINAAE, cif@‘éigf'l %?ﬂ%?%oﬂ@:’f’@rng a replay

and the encryption unit sequentially selects a se
attacjq blrckiftto it MGG gefdaratesoh osedim@OusealraadomlGunithe, adds the

one I3 3581 BRI SEL h008h B Pl ATSh th o reaer

providesktdd infocmpafibh 4o tkeyemtrphsd aniNERecidhiF Ghr. gfrfo%rr‘nc' rP?u‘i'r?oer extracted
updat e request information that requests scardi

fromdpfosmatipe rosaiveshrReY thestageeadnr cmgwl@ sdmee caerthamneesme use random
FTRRLACH dating into a newly assigned
num%‘%ér ypt ?gbk@ﬂ d{?&‘p[#ﬁ‘?aé&pr eader. 5 11. The

contactl ess conmunication tag of claim1, wherein the
storing unit i ncI udes non-vol atile nmenory, and
f Ukt her MSormantagt! f§S aC(P@mWﬁsﬂoéagss:fngKaumﬂ tfgber comprising a

| coveFiﬁg%ltttH& gr% 'alt béy %ft% a4 t 08 t%é %SH%#: qéé:?%%é‘gﬁgtbh%cks reading by

re-recor rea pr oduc
the tag ogadey. unit. 10 12. The contactl ess conmunication tag
of claiml1, further conprising a replay attack
bl ocki ng unit which generates a one-tine use random

nulmber’Tiﬁd%nfe{bﬁesé’”&%%l&?@{\g%%p QuIe} garther comprising a

information to be transmtt e tag read
decrypting umtsthah decnyptyr diadii reneived titven éne tagptgader based on the encryption
random nunber extracted

15.  The contactless communication tag of claim 1, wherein the contaciless
communication tag is destroyed not to be accessed by the tag reader when the product
is unsealed or the contactiess communication tag is detached from the product by an

external force.

16. A contactless communication tag that is attached to a product and
provides product infarmation, the contactless communication tag comprising:
a contactless communication unit, which wirelessly exchanges data with a tag
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frominformati on received fromthe tag reader is the
sane as the one-tinme use random is nunber, thereby
bl ocki ng replay attack. 13. The contactl ess
WO R i on tag of claim 1, further conpri siB§g/IR2004/000732
covering unit that is separably attached to a tag
exposed surface and bl ocks reading by the tag reader.
[
e e e RS TR W HOERHigR, BB Lo B dg reader, and

supplisethequaiaresbureeim t he tag reader based on the
ted informatign. 25 15

encryption
cofsiBinglait s BethroHeagiamaiia AnarypierKey relefes! information,
t e
and g@%‘ggiﬂ 3 tltnﬁé§e 'ﬂtﬁa%girrﬁggggﬁf&r t;bﬁ IéjFGQEIC{ %ﬁg}% trélﬁ rebfel
unaaa&mniypirort brit cwhtcacem@yptscmm@daat infyriadn ® be transmitted to
det ac fro Be product by an external force. 30
the ipg rea h@%{“ PBJ4ae EBRMPHPR A€V splatehinformation; andached

L 08 nﬁ’fbfﬁi.'é%n gwdﬂ?ol%fhlgﬁmglgﬁ 9858§ tﬁé‘%ﬁcgdmg iYBrm&fiSh stored in the

cont act
stonog mn*atcnlres;sonscm’mm praduod mfunnét;orv\f@c;@rbst/\me@ls@gé k¥ceived from the tag
45 WD 2004/ 088579

exchan s dat h a tag
PK?%%@%/% rﬂfﬁ@’é?t infpaagtian 40 pbreeneoiption Emibmand rejects
prov%n&?‘é?ﬁhé'pﬁé?@uctrlﬁﬁﬁh‘é?@n if % %pﬁwt}e?%frtﬁﬁ?eﬁme %ﬁgg%cttlﬂg)rmahon is

supp I es ower source; orirng u

readpe>adeds d prfedemlmd r@‘emnq@tvadxne.key rel ated
informati on, and the nunber of tinmes the product
information is read by the tag reader; 5 an encryptlon

uni, V"hﬁégoﬁf&ﬁl}é é%ohﬂﬁurﬂ&%‘gﬁrf?tag o aéﬁl‘lﬁoﬂjr{ Iffg{n%rﬁ:mg a post

transmtte etag rea sed
mankggmest arcmzbssmfgomm’atwmoh reans the pmﬁubmfommtmombﬁbdﬁm the storing
t| on stored in

t h th
unit ' tedtiing et Bvim WBER GRS cnurbg B Sy SIHteS: Watheostoring unit

ceBd URBprEBE BRGNS LAS f
exe pr ovi de% the read prggeﬁ‘g;te {ég‘?%%@gté@%ide%q?%?mdwt information and

the wagingtdasailaute ta aaage] emder, 1 theopbsi ararefgenient processing unit
for t|on if the nunber of times the product
receflk8 & fianpBrmielt dblon BEuBstiREratia kb Rednrakeraeger.
val ue. 17. The contactless conmunication tag of claim

16, further conprising a post management processing
unt&, wHie ontasdless enmpnnioation teampfratbirant & twhewbin the information

o, 054 0 0 SRS S B 28BS e
a seflatlehisendine thg rRiR¥eNest traldiitaihe RoauECaforkRioR REUESt message

i nformati on and
every time of reading and stores the created information in the storing unit.

19.  The contactless communication tag of claim 18, wherein the information
providing unit reads the reading detail information stored in the storing unit in response
to a reading detail information request message received from the tag reader and

provides the read reading detail information to the tag reader.

20.  The contactless communication tag of claim 16, further comprising a
leaked encryption key updating unit that transmits update request information that
requests discarding of an encryption key leaked through the contactless communication
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the reading details to a manager reader, if the post
nanagenent processing unit receives a nmanagenent
“) rmati on request nessage fromthe nanager reader.

P08 e contact| ess conmuni cation tag of cP&ETARRE04/000732
wherein the information providing unit creates date
and tinme of -reading and readi ng detail information

unit andlupdiatiog irtosenéwly AusdRId Sfcrplicioké fﬁﬁ% th§3bader.
transmts the product i nformation request nessage
every time of readlng and stores the created

conlact | DEeobiceRe XaroRfeilobiiag g idhims 16, mbeesin tohstoring unit

includekonomi/bRetile m@ﬁbﬁv %mmuﬁhéreé‘éﬁpﬁﬁﬁgr@%frﬁgh gt%@ééstmg unit that
informatjon stored’in the storing unit in res
readg heapiasyichdfarmaiion dioratthe rstosog emit mgagecoreicseiheecéad product

t he rp, and provides the read reading
|nforb{§‘?f§nlcfhtr“ea§f¥ﬁéﬁg‘?gg to the tag reader. 30 20. The
cont actl ess cormunl cation tag of claim 16, further

co rising | eaked encryption key updating unit that
sni the Lﬁﬁtﬂ‘é@@l%éqg@@munﬁaimmtag)mftmm T ofueties comprising a

replag}o%‘{fé‘a%{jb@ggﬂ ol.ﬂﬂhwﬂ gﬁ%'é)rggggse%@ v kegd{t?grs% rc]m’tx rr]ue]mber adds the
one-aE KB2ORMIBRD Fidnbetntd iaffmaRgat ionBel éﬁsrﬁgflé@% the tag reader,

assi gned encryption key to the tag rea
proviglgit @tm@g@a@@mfgrﬁw@a@nqmpqu ubft, dilenkm il @, ramenelnurrttfw extracted

S, Aon-.v lati) e nmenor
fromih ol Bactyed gL, PRliehdsF b b8 riiee b thStirtimg use random
numbeqtsertbe byckihdcieplayf st i on from the storing unit
and re-records the read product information on the
storing unit. 22. The contactl ess conmuni cation tag of
cl m o) epl att k bl ockin
i, cnietflsE MBhiELA Ry (EEOF Kl udbEher comprising 2
coveddgsinititeat it Gepaeatily attacised tRAdAeRPERRY s&n@aéé‘&ﬁtﬂ 'Eﬁidk@%admg by
to be transmtted to the tag reader, provides th
the 1ag\F&398kt i on to t he encryption unit, checks if a random
nurrber extracted- frominformation received fromthe
tag reader is the sane as the one-tinme use random

nizdber Tftehemrﬁbgtldzslsoc@hnwmcmﬂoaytagtdfaahlm 18, Zherdiiethe contactless
conta atlonta of claim 16, further

comrfigiaias s CRdp Rt dnbe Sorapsacsby mfamq@dgr vdsetbe product
is un&@al@dtcﬁf&hﬁ)‘cﬂﬁﬁﬂle%gr(fo?’ﬁl’ﬁuﬁﬁ%tl@lln Qgg?s Hg?a%'hgg (¥|p atég Jproduct by an

tag reader. 24. The contactl ess conmminica
exterpphfoneel6, wherein the contactless 20 communication

tag is destroyed not to be accessed by the tag reader

when the product is unsealed or the contactl ess

COBUNTHRL tolatishs SoMATMIEERBN 3o BGIR" RFUGHeh #e encryption
external force.
key related information includes an encryption key for encryption of the product
information and encryption key index information indicating a storing location of the
encryption key in a storing means included in the tag reader; and
the encryption unit provides the encryption key index information corresponding
to the encryption key in response to an encryption key specifying request message

received from the tag reader.

26. The contactless communication tag of claim 16, wherein the encryption
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25. The contactl ess communi cation tag of claim 16,

wherein the encryption 25 key related infornmation

i ncl udes an encryption key for encryption of the

product information and encryption key index

information indicating a storing |ocation of the

encryption key in a storing means included in the tag
keyaalesd; lnﬁﬁ’dlatlbl@ iMedey ptdeod ville tfoP Er@¥ticHEST thB @ncryption key and

encryption index_information corresponding to the
segh é’lai}/lﬁt ingex R nnﬁlqne@ﬂmgég toStang Aeqalip iafrfhg éged value in a

ﬁ.ﬂgah o received fromthe tag

Stre eééﬂs%lﬁﬁqﬁz%ent?g§%lag§§n%ommn| cation tag of claim
16, thbenayptidonieprovidps therseed! Valke jndee lirefbehtionfto tieth s esader
I ncl udes seed value for creation_of the encryption

to @B PRI K SPYSEYIRE FSqdest mespagieratsi v frovathedes Frgdaer
storing location of the seed value in a storing neans
included in the tag reader; and the encryption unit

27pr oVA dustablee tage sxdderatha rbweinfbmriaﬁmra:tebeimed drohhe tadactless

reader enc t,ion eci fying request
COHE%%‘Q@OPS%%F @%ﬁf‘gﬁ"’é‘ f’a‘é’“? . 27. A portable

t ag 4 fades uditmt whisRglehdt baé BRdry Mo 185aLMRH iAfoRfAton is stored;

contactless communication tag, the portable tag

r eackerdegmtipR suy: Waidy oiepry@tm ata irpceiedc Hroat uheasqntactless

S TR T ket B B BB K AR B A F e from
the @ntgptibeskey Ienmm ﬁif@t&lﬁat@ﬂ bRgnbpach KRy espesifyhs anfokaytion
rel at ed | nforrratl on that .is selected from the

regshvShim dhe qosact] %ﬂsépgﬁmﬂﬁ‘ff’é@ﬁﬁg’ 8Ad by encryption key
SPeGi yifigndtdhOrdIR _ n1tr %ﬁﬁ h/ qg%}{egtg nintoﬁﬁ Cﬂf‘f\&‘ﬁfa'ﬁoﬁsﬁ) the
comuni cat 1 on tag; In or tron rea ng unit,
contaciéssr e«zmmnica@mm dtagt atta"ched ntat iaoprddmct Imd ceuds athiel pasluct
ommuni cat.i o aq attached to a product and reads the
infGRBARRL Teosieb RIS FOH RGN AT RERIIMEIE ont act | ess
communi cation tag. 28. The portable tag reader of
claim 27, wherein the encryption key rel ated
28i nf drheaportablé rag m@belsr af dlaus 7o wdesic rtqu)tehcmypﬁmy kapdrelated

iR TEINGRIdsR HEE of abyDhen Beot b eGhbon 8By desvts

prédfet yﬁfdrﬁﬁtﬂs@yreaalvaptﬁ&nba&ec&oﬁﬁcﬁ&s ERRmMRTchi®th K8Y by an
speci f iil ng information received fromthe contactless

engiytid Kewseleried beped 29 therpectpefianalistyespeeiying ifermagion received
fro%ll g-le@c,ﬁ?acﬂéggf g{gﬁ{%ngcgﬁgﬁ i.5i g a | eaked encryption key

ating unit upon fecei pt of encryption key
update request i nfor mation concerning a | eaked
encéé*etl on E:e fr t he cont act |l ess connuni catijon
Adf

29 s ddiedRorta 06 a8y~ Tol dWitlyfs OPrISifE h isaked endryption
ke§ pakihd QitkaM MR ReibE Qe @ALry AR WP pARtel feQst information

concerning a leaked encryption key from the contactless communication tag, discards

CO

o0

an encryption key designated by the encryption key update request information from

the storing unit and updates with a newly assigned encryption key.
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the storing unit and updates with a newly assigned
encryption key. 48 WO 2004/ 088579 PCT/ KR2004/ 000732
30. The_PortabI e tag reader of claim 27, wherein the
WORYHEFOn key related information includes &CT/KR2004/000732
plurality of encryption keys that is classified and
assigned according to a classification reference
including at | east one of a type of industry, a s

naggfact]_grer, a brand, and a product name; and the
deePypt i' R Riifabladag ypedet pé Cgﬂmdﬁﬁt wherfeim rtiae: iemeryption key related

it AEHY AT W SRV, G STGA ST I e

accordingy et Boclassificatins asfefshdehRIcRRFRY RE Chindl B;
Df Or mtion received from e okt é@e BPEC/pt! Bindustry,

mankREIS cALIH, 1aRg. 2 OBt name; goct abl e tag reader of

cl gji.m el n t encryption key rel ated .

i n‘?'gr ngq%ﬁ]cvlﬁaegg%p Seast éﬁ@ggéedn{%maaorﬁ ofeceived from the
contactasi comeafurdddtionr &t u@iﬁgfé’rpbh@ﬂlﬂfi%)ﬂsliier}/f é‘é‘lgc{ei'agfrqom the plurality of

decr ygti on unit decrypts the product or nma
encryliqt feys Pasad amethel 8neryptier kg sspectying rinfoatniation trageived from the

cont é’de%g %ﬁﬂg‘[&éﬁéb$ - key using a seed val ue sel ected

ased on 't Ton key specifying information
received fromthe contactless conmmunication tag. 32.

The portabl e ta%(r eader of claim 31, further
conbr i sihgy Peripblsiag saster ofocleian @, witaeinntheuandryptian key related

: I ' f ed. val update request _information
infortfB8h TREBLES 13850 8580 S FRERHER s dliBiemesmanvption keys;
and communi cation tag, renoves a seed val ue designated by

the seed val ue update request information fromthe
st AgCnRlich amd [Hneayris e hpeodushl infarssatgmedresered from the

. RQr I . of clai.m 27,
contaese communReuBl e8 Lina 3% ERGYBoR 365 FiiBh Abpes value selected
basedinoh uthes eacpiptionl keéy speciyiag wedbrmesionhadcdived f@sg i the€lontactiess
and assigned according to a classification reference
commigicy 'hga%t | east. one of a type of industry, a
manufacturer, a brand, and a product nane; and the

decryption unit decrypts the product information
r é@ei vddef portableetage oeedast dfesiaine BB icdmprRthdIsi RGked seed
30

valuel UpBiad RE o uBP G, SEPI OF Seddvempudadates éederst information
coneA NP BT 200 R BTSN o, romoves
seed value designated by the seed value update request information from the storing
unit and updates with a newly assigned seed value.

33.  The portable tag reader of claim 27, wherein the encryption key related
information includes a plurality of seed values that is classified and assigned according
to a classification reference including at least one of a type of industry, a manufacturer,
a brand, and a product name; and

the decryption unit decrypts the product information received from the
contactless communication tag using an encryption key created based on a seed value
selected from the plurality of seed values based on the encryption key specifying

information received from the contactless communication tag.
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34. The portable tag reader of claim 27, further
conprising a | eaked encryption Kkey updating unit
that, upon recei pt of update request informtion
concerning | eaked encryption key related information
fromthe contactl ess communi cati on tag, renoves
encryption key related information designated by the
3qupdarte petibRstagi lehdur roftdldifh 27, ofitthéhe nSirdingng lealed eAd¥iption
updates with new y assigned encryption related )
key Wpgptig wiih thagsipotrpeceins of aprate ragpesiciniumation congerping leaked
. . X |

enHPAT kh TR B Rt LA e ALt e, o

enoryption key tdaed indombortion uiekignated by rifeorpaatel roquespinfiemation from
transmtted to, the tag reader, provides the, . )

(8§ HPORAERH Ohf Vot oviie ISR neryPa Ay redHed informatign.
random nunber extracted from information received
fromthe tag reader is the same as the one-rine use

35 andidm pvmbg@rtag treateeof plaioe KA hgfurtbed agmptising ka rday attack

The poriable ta eader .0of claim,27, erej he .
ogR it SRR $ehchelS i o taPHPE pEihGyadd, i one-time use
rafddind RRMbeP AP rihforMmdticn 1@ fHeeinsiiReL IS 1thE tal irdadeh) Fbrovides the

reads the product information fromthe storing unit

infppmatian foethsr dpsryntiion iy apd shiecks if @f wndemimmbep gxiraated from
. I ' e reader of .cl ai 7
infERbGRrtplvb i R RGBTt A oB e HehEuR Fpoom
nuittbiet, theaelsly blbekiag esplayattackt are i npl emented as
application specific integrated circuit (ASIC). 38.
The portable tag reader of claim27, wherein the
361 Nf qFHéeﬁdr&Pler %gq’eé&r WH dainSPEOLALER. @e deHn%l it/ inRfudes non-
product” infornmation froma type of industry, a
volngihe irzemary e and durtharacoayprising a yefreshu ptocassives bais @blatoreads the

t he, encrypti k eci fyj ng, infor ion  recgeive .
Py Ao Ot SRR e 6P e drel poOuAt dggrmation
ontth@stspgshihik.ed plurality of product information to an

output unit. 39. The portable tag reader of claim 27,
further conprising a reader authentication wunit that

aut hent.i ca an _ext ernal rt.abl.e .t ag .r eader by. )
37 omoeEEb g Pl el PEVRRSE 1 BerrER0 8, rAlingapic e

deafyPtiou tyniif, Sardl 1S Wkdrin®f uait AenithpRineRRd C N GPpRédIdnt Bfcific
. external portable tag reader to the output unit. 50
intggyategcarcpibfAdKPe tag reader of claim 27, further
conprising a wreless conmunication unit, which
W rel essly exchanges data with the contactl ess
38contiihei matablentagagaderdofitlait @3S mheftimdise énfpandtion reading unit

spoeRReyoP s of Bb@aBBrEHor i PO of kg o Manufacture,

brARITRLH S PPoditt YdhRUbasdd dn theSdlyption key specifying information
received from the contactless communication tag and provides the specified plurality

of product information to an output unit.

39.  The portable tag reader of claim 27, further comprising a reader authentication
unit that authenticates an external portable tag reader by communicating with the
external portable tag reader and outputs a result of authentication concerning the

external portable tag reader to the output unit.
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out puts the read product information. 42. The portable
tag reader of claim27, wherein the output unit
outputs a result of reading of the product
i nformati on through at |east one selected fromanong a
7- segnent display, a plurality of light emtting
di odes having different colors, and different beep
40sounie QortibleCef rddier TOE oIt aR) e firftr ' Eadprising & Firbless
27, wherein the information reading unit receives a
COBYRAGAtioY ypitpr Whight veEsdesslyr edxghanges odadn f atherfhe contactless
ack: 1. nf.qr [ c c
cofitizhioh o B PRI BT e b, acPRYECHBERY fpcths, soptagtess
conmalescatiéd tagThe portabl e tag reader of claim 27,
further conprising an encryption unit that encrypts
data to be transmtted to the contactl ess
Co | . . .
O R 1 BadEEor il o7 SRR skl RBhihiy which
outpvitothera¢adgmodnet exfemyasionon key speci fyi ng i nf ormati on
received fromthe contactless conmmunication tag. 45.
The portable tag reader of claim 27, wherein area of
42t he RoREbIR thPfal @AM ainS27, WhrehdiiR odfput Ak o®fpud a result of
credit card and thickness of the portabl e tag reader
regding phitheaproductainforniation yiheouplatat deagt omks selgcted tivod agiong a 7-

sl 0 L, % BT Mol Y508 0 FBREE TR, an
difiéremdires stumda oprveidesct, the method conpri sing:

recei ving encryption key specifying informati on from
the contactless conmunication tag; 51 WO 2004/ 088579

PCT/ 0 I ' n | t . .
B O hitc O, 906 E0LBY 7 RieR I SRl Rlkigg i
rededyes ypdarality ofoprodifod coddsirelaterto i ffarentyppdduen idfeymatiehat e the

inf?rmati on stored in, a storjing nmeans included in the
copggflass soppmunication fag@nd SeAUSAtiali JHpES ﬂk?ri’f? gges

message that requests the product 5 information to

the contactl ess comuni cation tag; reading the product
44i nf diewoitable tagrwaderdfictanm 27h furthen t@oprigss an encryption unit that

co ni,catipn. tag.,K hased on the selected.encryption
eniiar B AEBRAUIoR i dOURTIR PG iBg) B ofised on
enéxﬁpﬁdsrn ke§OREIRIRI REfofnhRioRl Qelesibd | A AR | ARryptibR Ry related
The met hod of claim46, further conprising: receiVving

inferraatiga by andeERtianpkiiat epeciding snformatiomeaceiyad dione drenangacsless
co}nﬁﬁ:lﬁ?c%tion tag.

45.  The portable tag reader of claim 27, wherein area of the portable tag reader is
the same as that of a credit card and thickness of the portable tag reader is similar to a

thin-type battery.

46. A method of providing product information using a tag reader that
communicates with a contactless communication tag attached to a product, the
method comprising:

receiving encryption key specifying information from the contactless

communication tag;
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encryption key fromthe contactl ess comuni cation tag;

and renovi ng an encryption key designated by the

encryption key update request information fromthe

W9t2891y‘ﬁ‘§ “feans and updating with a newy assi gl’l’@&"/m(’“/"("’m

encryption key. 15 48. The net hod of cl ai m 46,

wherein the encryption key related i nformation

| nedledifrey sermdryptidr theyotelaters WnfdremtibaY sofrB&boriding to the received

classified and assigned according to a classification
encrypfien &gy Speaiyingiinigragtior fom enengttioa keypeelaied information stored in

brand, and a product
aﬁmﬂegﬁg '%U?%aej na@%%%gtr?%ﬁeumt decr ypts the product
| nframdraliinyn BAC ehfoRRafic®Nrédifest C A RGGe Ihat requests the product

communi cation tag using an encr pt| on key sel ected
mformaimmﬂaéhpmnéaqﬂeys@ﬂmr@ﬂw@/ﬁmn ;keys based on the

encr n information recejv from- . .
c et i s BtuEP BiorinmiP e PoRel T af 55ftatfitss, Bimpnication tag

baséa‘ o tied aélé@ted/@ﬁér@pfbrt laéy eélstre)dnhfd?ﬁmdﬁ@ﬁ B at ed

i nformation includes | east one seed val ue for

cretputimgot r@ﬁtﬂtf@‘rr@adlngmnszptmn@ thee peadush ihforaaliony of

t he product information includes decrypting the

product information received fromthe contactless

cofmuni Thé infsthba®f GRiiMALARuRReT ddthhEsingey using a seed

val ue sel ected based on the encryptlon key specifying

i NEGEMNg orngrgpltany eyt rttndamereowst:om@rmat@@s concerning a leaked

L T e

I eephNing eﬁne@ﬂo Ehd;lﬁ Kepdess Iﬁﬁ@@e§)t/ thef&a{omitiomn key update request
concerni n% ed seed va fromthe contactl ess
t

inforgwtienrdroathe rq‘atqra@ mgags aémwaidﬁ@na vwgied nemiliuassigned encryption key.
desi gnated by the seed val ue update request
information fromthe storing neans and updating with
a 4&W yThs shethed sfeediny aﬂl6u®vh&e§11the'|'bﬁcwptld3@d<e§yf reﬁét@dnihformatlon

46, wherein the encr%/rﬁ on keé t he encryption
includep 2 &l oPhapFyRtPM deyadba isprigeaifiedyard a@éwed according to a

clasé‘ﬁé ttaferice lﬁlz 3??1 fé@%a@f‘ﬂ %331* an ?rf :éf'%f Ffarfacturer, a
C aSSI I cation nce 1nc ing at' I eas
brandyaad@fpnoddusmame, and manuf act urer, a brand, and a

product name; and 10 readi 3g?of the product

i nih6r rARSYHIA Ribe STERIPy 38 nRre¢ictpifapation  received from the
conth S YSB hAniCRRR duéxﬁ A} Bﬁc@%ﬂ&ﬁ% §e°16c;ted frgm the plurality of
communi catlon tag using n encryption Key creat
encr!;zptimd keys baseéd rvileuenagpieat &dy fapecifying ipfonmakiohyrecéived from the

se? val ues based  on the
contactiess communication tag.

49. The method of claim 46, wherein the encryption key related information includes
at least one seed value for creation of different encryption keys; and

reading of the product information includes decrypting the product information
received from the contactiess communication tag using an encryption key using a seed
value selected based on the encryption key specifying information received from the

contactless communication tag.

50. The method of claim 49, further comprising:
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encryption key specifying information received from
the contactl ess communication tag. 15 52. The net hod
| Alym 46, further conprising receiving update
“ﬁeﬁ(ﬁ@@q nformati on concerning | eaked encr ypthIHERE(#/000732
related information fromthe contactl ess
comuni cation tag; and renoving encryption key rel ated
I nfeceivingaredesignapasterequibst inpstaiiohestReining a leaked seed value
i pformation fromthe storing neans and updating with
fromy i GordastiefseepramunigatipBiadesnd 20 rel ated i nf or mati on.

Sgﬁ%,r%gﬁng‘éé g&%dn ggk“félrﬁ‘@ésﬁé'ﬂa%g ‘;Sfotb%es:?@ﬁgv {u'a ihag%re(qqgst information
fronotie: storirg wesarfsametdup AaKFREWith & HhEW R JSBIgrR éhéédl?alue. |

transmtted to the tag reader, providing the
information to the decryption unit, and 25 checking if

d f i. nf i on. i yed :
fr BTt BB odtet bAh 4, A B¢ Eeriloht e ik encryption ey
relatednid@onmuativpeincludas £ pyurbligcki §8ed eBlia% ﬂltatt%‘&las%ﬂ‘ieggge@d assigned

met hod of claim46, wherein the storing neans iInc
accqidingvis at ¢lresifigation: fefaremncseineltiding abfeadieoren of yptypenof industry, a

|.a | hf or e} ri.ses: 30 selecting
mangﬁ%crtgr;éﬁ %ﬁ%@; a%g?%btodﬂscﬁﬁs tr"ing_n corresponding to
t hesaldgepiof afe ROGIMPHTARAIBN PRRRISYHEHH "tl‘(ij@itdrﬁ&ﬁlﬁ nformation

fromencryption key related information store
recebiegr frag rfbancprtaciiasgeeommutieationg tagating sameénsB/pioN key created

8 P /;0 3 readi.ng the enpcryption
bascl o &SP TS v rion ARSIt RS CEUR o) Sedhaelis Based on the
encryptiorekey épadfyimpinfaathtonatypivedTrdRthé ebatRfess communication tag.

information in the storing neans. 55. The nethod of

clai m 46, wherein outputting of the result of reading

5 dscl t L : lural f_product . .

S o bl i, B TBH)BE il ibgeivine update request
informatiohaminaeening dedieandncigption keyadueéd nefemBaSE drapR thd@ontactless

encryption key specifying information received from
comwgl«:)égﬁpat@gq@'ég comuni cation tag. 56. The nethod of
clai LS HNE t i [
iRV ShbRRPR K RIaBl dHiqr R B ISRl PP vprlgte reauest
inforeation fadmpibet sibieg hagamse ade rupdatic gowltip uisiily @ssighed Wricryption key

I tOf . gut he{nti cation concerning the external portable tag

rela ?% 8MaUe%  The nethod of claim 46, wherein

outputting of the result of reading 15 includes

receiving a plurality of product codes related to

di33.er efte preftiadtofi claion i, ifurtheacdngegirenteaklating a one-time use

renaB4 B A0ed LB B SRR T et t oo

tranghfifed to the tag reader, providing the information to the decryption unit, and
checking if a random number extracted from information received from the tag reader is

the same as the one-time use random number, thereby blocking replay attack.

54.  The method of claim 46, wherein the storing means includes non-volatile
memory and selection of the encryption key related information comprises:

selecting encryption key related information corresponding to the received
encryption key specifying information from encryption key related information stored ‘in
the storing means included in the tag reader; and
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contactl ess conmuni cation tag in which product

information is stored, wherein the 20 contactless

comuni cation tag conprises: a contactless

WOOMHPEER i on unit, which wirel essly exchangesPGIAKB2004/000732
with a tag reader, creates a power source froma

power signal recei ved fromthe tag reader, and

supphding free e% iBf R@&"ﬂ‘éla‘%@?‘ lﬁfbrn%tlﬁhofrbﬁtgth’é”étohﬁ‘g means and

whi ch product information inc I Ng genul neness
re-reegrdingethieceadfencafptionekgyr retated irfodmetion jnpthieariotiley means.

related information are stored; an encryption unit,

whi ch encrypts a signal to be transmitted to the tag

regger . ThahthétRod NGOCENN 28, RIMLAY g&tm“?% d’i’h%t@‘ result of reading

r eads the product information store
inclugdst outputtigpa pheality of proddetdhformitionepeoified dpm st type of industry, a

mar RECAEsT g o b Y ?I%Etipﬁﬁgmsgﬁégi%gﬁ CoBvotpR key speciying
infoMhSiH Féc‘é'l\%o_bt‘r 1{RE QoRBd e ts%gh{n?ﬁrﬁtgél]tgtw

genui neness i nformation o ored in the
cont act| ess comTuni cati on tag is printed on or
;t_]gche to t% 04/ 88579 PCT/ KR2004/ 000732
uct hggnetind r%m: P'ap%“ﬁgs'"ﬁher ein the

geEHtHé%TE@éﬁng NAPT SREHRA ?&a&%ﬁ t Her A ¢ H‘ﬁnumcaﬂng with the

visible information prin ache t
extepmaidlmtabm’eangaqM arel codes that are assi gned to t he
cl aim 58, wherein

RIS resHEPTRRNBRt e ROMCE I dHe PEtciagagiable tag reader.

correspondl ng to the genui neness of the product, and
the visible information printed on or attached to the
prdduct The methwdbrofcoriresp@ndinegeinoottpeattinigo of the result of reading

o SGRGRERTAR I B3Rk S Bl iy S8 formatin

and @eg§tienal crputting Bge AECRSSE rdavact Bsdd9 reader when
the product is unseal ed or the contactless

communi cation tag is detached fromthe product by an

exgg_rna})\ LPOVOQ,%t t&swﬁé:h a contactless communication tag is attached, the
contactless communication tavg in which product information is stored, wherein the
contactless communication tag comprises:

a contactless communication unit, which wirelessly exchanges data with a tag
reader, creates a power source from a power signal received from the tag reader, and
supplies the created power source;

a storing unit in which product information including genuineness information of
the product and encryption key related information are stored;

an encryption unit, which encrypts a signal to be transmitted to the tag reader;
and

an information providing unit, which reads the product information stored in the
storing unit in response to a product information request meseage received from the tag
reader and provides the read product information to the encryption unit,

wherein visible information corresponding to genuineness information of the
product stored in the contactless communication tag is printed on or attached to the
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product.

59.  The product of claim 58, wherein the genuineness information of the
product and the visible information printed on or attached to the product are unique

codes that are assig.ned to the product.

60. The product of claim 58, wherein the genuineness information of the
product is a color corresponding to the genuineness of the product, and the visible
information printed on or attached to the product is a color corresponding to the

genuineness of the product.
61. The_product of claim 58, wherein the contactless communication tag is

destroyed not to be accessed by the tag reader when the product is unsealed or the

contactless communication tag is detached from the product by an external force.
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