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-1 - - EVENT CORRELATI ON Thi s

Il nvéention relates to the operation of t el ecomruni cati ons network
managenent systenms. 5 These systerms lare used for nonitoring, and in
sone cases also controlling, the operating states of interacting
network el enents found in the communi cations networks. 1In a net wor k
m’ana’gement sﬁ?%-'f‘rf‘lrmnl toring devices sense the operating states of the

various network el enents and send Wmmgmtmrk nmanager in
response to signifi (;Ila}g[ gg}_g hgggp%r atth%n gnc Jﬁegn res ?&ib’ﬁent

equi pnent s. Si gna may a y e ag
conditions managémentuspabams. The term"event" w II be used in this

specificatgon to si v [o[~JH M} et A5 . ca n
signal to %e sent. Q:ﬂrgséeeﬁ%¥aﬁgﬁ%esa§%eve Tor nﬁﬁb&?%tsggﬁdq’tlﬁuggmé
nmoni tori ng dOASRS a%3¢ senktagliing, d§b§cl°@|e§aﬂ=é|ngséﬁcﬁ‘-‘rﬂf fbrimterperingo

the network Ws su&iSheMare tf&ﬁ/eﬁﬁ eamauhauhhla%n%ie&&q&sedor

For exanpl e, | ecommmuni cati o net wor k n alarm 20 sj n caused by
the failure GPESS yARHATF RN SORRITRES: o IPE | RESEGEEent RESAELOR witRs
woul d arrangaefvdrseﬂtvﬁrmattmcommmﬁtaamns ndevorke i Omind, vmuﬂ:ohalsm

f ' b
Cenro. 1 BT eplishl B 6TRAr) AP LehR, Ratihb,nh: ol hinsid o Sk
usual |y the fatletrofilng requdprettsran Int anvequipment ntahmgyymnmisély,
provi ding toxi:hl St{?‘:litr@”d%}l e sy AelAl lshdlo eraa&yng dted &' Yari ous

attention. ager to gani se the avail abl'e resources
efficiently, egurPmgnts oand s8eBdnts¥gRAIF S tﬂucﬁ%segﬂiEE?nEr im3ragery in

priority, andekpend@ W' %&@Qﬁtﬁc@cnﬁc | 8y €nts afifn the operaktilich abgo @id:@.&’\’s

non- si gnlflcant alarns w t h, known such _as _.those cgusg)é'l g/

equi prentt ShatBREeChLES ST RRSRAHEC( eéiﬂ&a ouRtFe2hEPnRhFRRE P¥ (uman

di sregarded bqencytfms;tepom:nwca@.rtlo’iﬁ in the eQuﬂ\phénestaEI'gnbe(tdﬂ‘mt
i

i ne syst om “SVSRER] “oig b tleSa, 3 s oagroteSafain &) S0rRt i B
state, or change in state, causing such a signal to be sent.
In general these events will be faults and the monitoring
20 devices will be fault detectors for sending alarm signals to
the equipment management system in the event of a fault being
detected.
For example, in a telecommunications network, an alarm
signal caused by the failure of a switching centre would
25 alert the system manager who would arrange for alternative
routings to be made and who would also arrange for any
necessary repair work to be done on the faulty switching
centre, In some systems these respdnses may be automated,
but more usually the faults will require human intervention,
30 the system merely providing to the system manager details of
any faults requiring attention. This allows the manager to
organise the available resources efficiently, taking into
account factors such as safety—criticality) priority, and the
whereabouts of field staff.
35 This also allows non-significant alarms with known
causes, such as those caused by equipment having been
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2- resources and initiate many nearly sinultaneous alarm

nessages. Time and other resources can be wasted by I nvestigating
the sources of all the alarms if the underld/img cause has not been
identified. 5 A fault may affect all equipnent directly connected

to - the source of the _fault, or all equipnent t .one_. ~geogr aphi c
| otation, (alFHTRAREREFINEPThE It TRD LR ?,gancef efBt 9 & %%%F‘g?‘ﬁeg)"
or all equipnerd ofseempranhgert ype. For exanple, external radio -
interference could affe I 0 radi.qQ.li i he k operatin a
speci fic frequency Te \%l%t ?\‘i’én]'];—atﬁs%%rbgﬁgseh%gafs £ gksoﬁggégg% i?‘l’fﬁ‘laf e?%g‘é'ggk
al t hough, feirlomre hes pob n2s othe i Had bire opficzthigh ybbt rakenbinerkystasy
may appeag i §npt achowAt n Baged i} i

under st an?i? ng J'?"trioi gpiél%%%ﬁag _g‘lgar mEfr%g‘slgges%t héltl occu?rﬁ%t/]vi ts%f 15dec?%g%ent
tenporal pro&efRAYESRS | 2BRAd iBibéakssoRRAYed NGRTlY &iEkangpus alarm

The size of psdAmaral Wikdowanat hoBheki ChegdbakBes BRRSABES Wafted by
considered as correlated has to be opti Sﬁg - Lf i t 1§ set to ar ge,
the chance off YeRtTHIRIENG dDS SHESES RloAIdERE pLagus cbe Ehe uAdrRFtyign
the tenporal causdodias nolcrisesmwsidedtified. set ' too small, only a subset of
t he d ndent al ar g ' rrisve W t.hi .t r.al w ndow.
In certaﬁﬁ?ci rcumnst an?e?,%%;igl g"%é{jnaggélc?s ar'.%‘\fls{'y e@ﬁ#@’”‘%@%?‘&ﬁ%@téf%??% ed
system at a kat ethei neourger ofanphe, fault, oFllabk téguipmentf ain one
equi pnment nNotygl .al i sthhe t} } nipbiAal wta r

bebd AARRH QBcQEﬂ:Bt,h Hﬁalt:}h%u%i }12%1} a2 b% ‘Hotpcll%geicalrlh%

attenpts to éstablish contact w equi pnent .

operator of ERBOFE f&Fom ®ach pEheRle oo addt egwipmel: of HFRAFdifc SWRRow
si ze accor di pert GidipXdAr agternalt Gadio 0Oi ntBeraebweek.coulldi sfeekl depend
Ion t he natéuggFaaet gm g%} gg‘ggggggg?(g ~faults being nonitaored fv]\:/i thinit.
n ci reu e r PBRFAFNG Of 3 gPeSH SARRRFY
agency rat hewithan auwiddratramge yof othen swhindde tdei inérésaencti mlithausgh,
difficult tOfggﬁs\‘151'3"p%li%twé}d%éwyopec%nectivity of the network, they
may appear remote from each other. Based upon this
- understanding it is known that alarm messages that occur with
20 close temporal proximity will tend to be associated or
correlated.

.The size of any temporal window within which alarm
messages are considered as correlated has to be optimised -
if it is set too large, the chance of alarm messages from

25 unconnected resources arriving within the {:empora; window
increases; if it is set too small, only a subset of the
dependent alarm messages might arrive within the temporal
window. T

In certain circumstances, related faults may only be

30 detected by the system at a later time. For example, this
will be the case if an equipment not in operation at the time
of the initial fault later attempts to establish contact with
the failed eguipment.

_ The operator of the network will be able to detetmine

35 an appropriate window size according to the characteristics
of the network. This will depend on the nature of the
network and the faults being monitored within it. In
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the order of hours, or even days, whereas for systens

-3- continuously and automatically nonitored a suitable tine

wi ndow may be measured i n seconds. - 3 - O course, the nere fact that
two events have occurred together on one occasion is not necessarily
indicative that 5 there is_ a ca rel ati onshi p. between them VWhat ever
opti mi sed t eMpETHMSHRRABTH iPekS e ?‘é TSt A% F%HQEFQ ds %9 nfhe system by

probability mmantagenbynmahéndepnadeamwmﬂdmamr Cbrein whildd thRebrt

within the SAME.{ e o |en |n th fol ng -

di scussi on, evené ggﬁ ggc\éarsr ?ﬁgfﬁc ank %é n%% ov%°v‘\ﬁ It e1’0 ge 8}9" ’

referred to the oxiewl tedhebovrs, or even daysgh weepreraal forresypsteoms

within a §i g shidiuty  drid 253tBRLE1ESINY Hhibni PobaB! APl thbIRr 0¥ S
con ency actua

no great |dence hat a epen y exlists between alarm
nmessages.  “EinfAQRY amay thecanasurpdoie sependsncy and hence cannot

identify a cause ag# @G, ¢hd! maRaheacRetWBENERb3EPents nE§\$é19@§curred
Net wor kK mana eneq} systens are knpwn in which these |, rob have been

“approached HPIRFIF nSPupPe Eﬁﬁﬁﬁf'@P ?rﬁde‘PtZG‘e&PsFﬁé: °%‘T’1‘F%I§/}??® on
t he know edgﬂxe:ﬁettie oaeraamsal reﬂa"t:aasnsaktip Clbe tarder | eeheml.(novwmlwevwﬂ

Dat a Eng eer| t|on t b Ker hber et. al
Coroceedt fooPtihid o Sammcidt JMRAES T SR arErthcEngRe, AnRRps g ihife
Rel at i onshi mxeqhamalarf,y Labstndiwo @c:t otmre 198Qepaygden2?25i2a9) IRietdwshies
problemis q};9Gussath g&%%?ﬁﬂetﬂé §§ﬁen€%ﬁg5%gia¥9ﬂhow. is used to

|dent|fy whi ch of sever rnms are rel each ot her. Anot her
paper: - Wl fson FoﬁﬂCOnVQB&ﬁ@ﬁ%gln themiel kewing discrssien, phyevents

anitoring daet@tasﬁf tHdEHame tHenburll AW WX X V58 erdFélt PEE 6 tas/ol
17 9 Sept g] 91 30 Egages 944-953) descri bes suitable protocols for use

I n such 15 ased system However, this approach requiyes
detail ed and up toz;aiahedgrmﬁa@&aﬁ émmmﬁ withihsa siagQw dow

-depends on r%cqgn %&éﬂkégﬁnfﬁueh%of éféhen'Chlt provides no great
confidence that a dependency actually exists between alarm
messages. . Simultaneity cannot prove dependency and hence

20 cannot identify a cause and effect relationship between alarm
messages. '

. ‘In known equipment management systems these problems
have been approached by building up a computer model of the
system, or relying on the"knowledQe of the operators. This

25 requires detailed and up to date knowledge of the system and
its accuracy depends on ieccgnition on all of the factors
whicn may be involved. " Moreover, any such model would be
specific to the individual equipment, and have no general
applicability. The present invention addresses these

30 disadvantages by empleying an empirical approach to
identification of related alarm events.

According to a first aspect of the present invention,

there is provided a method of identifying 1likely

| relationships between events occurring in equipment managed

35 by an equipment management system which includes: storing

historical data conqerning the times that specified events

occur in the equipment during a reference time period;
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may be i nvol ved. Moreover, any such nodel would be specific 35 to the

I ndi vi dual equi pnent, and have no general applicability. The
present invention addresses these - 4 : di sadvant ages - by
enploying an enpirical approach to i dentification of related alarm
events. According to a first aspect of the present i-nvention,

there is pr 0¥ dit 1% I Odulrin ! GEBLLERhL s PTOF CERN 05 B A1 Fl ol SRS,
in a net wor k mana emant t el ecommuni cati ons

otwork, | SePBALIEARE Sheil SEORLEAY BataokacAREagmRe By oAt uze of the -

t el ecommuni czellatediriseor kbaasz@rr es:uiet Eurthenl aﬁmnwdommr rigwgin
a plurality of cor;‘laonents of sup tel ecomgunl catela%ns nft\é’ﬁ sai d t
met hod conprPEoﬁf e ﬂ)h%tgﬁa Sf O t#AnSH-PH n(j"l e5|e&§“é'1p§"en
from thé managemesdmaystEm.i ons network to the netvvork managemnent

concerning the t | mostkf GAVSRELPR, HehQFks tRE nbed 50 I 40S U 'iller’d
t el ecomuni cheoAyskemudrk afivanre.a ot cPr@carrangepentodcearding smrtéie

form ng part;gfehbeonet \uw mrﬁlt &4 Gy be LpQRtkAYI B owdhd ®Fhe
t el ecommuni cati,ons network Wt h| n a

condi tions cecyrring ; 6‘5:19
~predet er ni neﬂeFaﬁgoFSI lear\ﬁl nd 8l O¥dPge L4 ERy1MREOVE AT PCSYTRCY, @S the
condi t i pmeI baatabagagh.mmstd&fe il Sstltzre ]Eaid ded ?{é@p?ﬁ‘b%ﬂ}:hechbﬁges made
statistica robabijities 0 e identifie armc ons
occurring by 2R S YT ERn e %flxr’p % ﬁMencﬁfw cfh ared?‘é'g‘l ta"yy ﬁé’ at
| east sone dfet eelatedst iioul 'qheobabnbet i egtbexr thatdiomeajisdew cdicgkctthe

net wor k manageqe YREOEuSHELBE the qtnedy WS gL Sted aﬁaaaa{jan@nébhh%
way 25 e n

data in this a probable relationship between &l arm co tions can
be  ident |‘+1?%r1YSBSh°%u$E4 atAldhangh &he isventenmppidenes widh usughdyuse

of a histerigeal f&ﬁpﬁrmal(‘a&rnfse' %éﬁ‘ré@é‘d‘nlﬂye devi%‘é‘égr%élﬂl.ﬁ@riﬁ peagent
i nvention, wthout prior ow e an relatl nshi
conponents &t° "EQ%“?‘I‘E trl'fﬂ) q“q'Pme“i‘hEbse “?:A/ Rﬁg‘é Fﬁénﬁéeﬁhi‘ﬁh
build up a radld obe rélraa:eibtmorbmch atnsines . may |adsni|$ee$n@hmr Mo the
condi tions Ws%m, such as data from meteorological sensors, or faults
) reported to the management system by human agency, e.g. in
20 response to a report from a remote user.

Significant power can be added to the prior art single
window temporal correlation by using historical event data in
this way to identify a probable relationship between event
occurrences. Such dependencies can be identified through the

25 | use of a historical temporal correlation technique, according
to the present invention, without prior knowledge of any
relationship between resources.

Preferably a pre-.determined temporal window is defined
and the further events are selected from the events occurring-

30 within the temporal window.

The measure of relatedness- is preferably the
statistical probability of the fu_rthe;: events having occurred
within the same temporal window by chance.

In- one arrangement the relatedness of a selected event

35 with two or more other events is measured, and the two or
more other events are ranked in order of said statistical

probabilities.
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are likely to be related, in the sense either that one is a di rect

consequence of the other, or that they have sone comon under | yi ng
cause. 35 Preferably the method i rRcbudes the steps of selecting
one of the identified alarmconditions, and for each of the remai ni ng
Identified alarm conditions, determning the statistica
probability of that Theaomtpatdinéans aisl pmferabbveet displayn @ndlievents
occurring by scha e
Advantageousl%gl?%3F§§e?ggoggggsP%g§s§§g§o |:%;aggﬁt%faﬁngﬁﬁgﬁ?ﬁkﬁty

probabi i ti edS Beloxk@idarshokdicralug. magnl t ude.
Conveniently the negRosuEHr 4 heis 4R i daspldpediSre®is may dsnithifgh Htf‘!ﬁi

Statisti cag Qrobabl liti es whi ch are g%%’g]rw’dgﬁg"?oi’Fﬂgg’?rﬁ‘\r/n ed &?hrl{t%h value,

val ue.
reference .tiwhip@ri radyl swll @ dpdedaterminkar a\balg{epf dxemnayalbe s lrecbovesd of

equal durati s 151%3 t/sﬂq[aéhﬁéﬁﬂ L3 Qﬁag%}ktc the Fak " ogf gi‘:%[ee@r?p of

condi ti ons Al occurr ance hé™s ora
wi ndow i s desen-dl asatiy tiilcalf @dabebid its esepr essi on:
[err] wher e The seled »flan%t ofj e%ﬁréﬁl‘}ﬂo‘é‘%l'é?:%lgé‘ &'?Io%r]

occurs. ty of AR[err] "being active in one

tenporallﬁnnﬂﬁﬂsgéﬁ the dlqger%ﬂﬁﬂﬁﬁeqﬁst i adpdRi O FhewﬁY%ﬁeEvents
ARl err] and In a pPEEErréd bRmbodiGent thehndigskdi hBRagement
dependency Of Aﬁiﬁr& n1 OgsAt v éhulpment to be managed and detects the

occurrence of the events.
= However, at least some of the events may be identified
15 to the systém by human agency.
The historical data may be stored by
- selecting a reference time period, and
-. dividing the reference time period into temporal
windows of a predetermined size, and
20 - for each event to be analyzed, storing the
identity of each temporal window within the
reference time period during which that event

occurs.
The analysis procedure may proceed as follows: -
25 - one of the temporal windows is selected to be

analyzed;
- a first event occurring in the selected temporal

window is selected;

- other events occurring in the selected temporal window
30 are identified; and _

- for each such other event, the stored identities of

temporal windows in the reference time period in which the

events occurred are used to calculate a statistical

probability of such other event occurring by chance in the

35 same temporal window as said first event.
An alternative analysis procedure is as follows: -

This Sheet Has Been laeed
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The reference tinme period may be fixed, or it may be conti nuously
updated by periodically repeating the step of 25 storing historical data
relating to the tinmes at which alarm cogditions occur, by adding data
relating to alarmconditions occurring within the predeterm ned tenporal
W ndows. Anal ysis may be done retrospectively, after the faults
causing the alarm Ceﬂﬂitb‘fnstﬂévetaﬁlg%:ﬁ'learvﬁ%d&%”1%'( 81 BP0l SaUBE
of the fault can be jdentifiedthereby ident,i fali ng the, unreliable _ _
conponent cafelygedne HiReFsevegt pgqurring in the se&etcé:[e,‘#atqm%al
anal ysi s mywhaddends sdiedtdd;me, during the fault condition,.in order

to |l ocate and repair, ihe cause of the failure, | sulkt i.n e

clearance of the ot REPST SVERTS ?%5’6Ff"§ngvm]t:hoat sv%&{hégﬁéf%gﬁ#s m'né&

attendancé belrngeds teequhe eslelected tempbrali mismdownbyechi gregietarmined

anal ysi s of Lgfagg_gggﬁgkc%lre id&rn@lqﬂiéd-t yar?ci t he simultaneous occurrence
rtrons. 1n '

of the alarm con essence, it relies on the fa(_:t that there is
a very | ow probabi | foy enchwsuahlpieirienevants mthshas tored, idenséties of

thensel ves r@éﬂﬁpQSi“Wiid&w%i N teneorakkrentle QM VWerioddh Whilkhethd s
nevertheless a history of two-rare alarm _ conditions occurring, . .
‘si mul t aneousPYeREE | SCFIHFES e 2%t ¥RED "t aGA MRS On? afE tical

i ndependeot , pesBabbai tyhey® $dch othed aévenshigedigiriarn biershakive nehhad
may be used to co re-15 al.arm conditions selected npairsw.se .y the

oper at or foréemp gggi%’f%é%tkg‘-’f%ls?g bq{e 8 SN &t retae Fgﬁbeedrmrnetiattﬁ'eoncgg‘rﬁ?aﬁ°son
is rmade @etemporal akindowl dnnwhicbndie disrst mvant i ogeurs.

si mul t aneousl y, ' Pmé aRked-d r ei £ | gt @
probability of ha\\,/\,iﬁj"br%.fg41 o@%%ri%gg toggéh%rélaqlﬁo%ggkﬁﬁét%%e %@e c%%%cfef élThg'énee

wi |l generalddfferenceeto twe groups, - those with a high probability of

having ogsurred togMdiafedbure 68apeBbadid ithOSEE WhE 8venes XWefand AR,

robability, indicatin
P yoccurring_ Se chance in the same temporal window can be

determined by: -

Sl T £ 0 &

where _
20 k = number of temporal windows in which an event of
- the first class occurs. ) )
r = number of temporal windows in which an event of
the other class occurs. |
p = number of temporal windows in which events of
25 ' both the first class and the other class occur
together{

The reference time period may be fixed, or it may be
continuously updated.
30 The events are, for example, fault conditions in a

system.
Analysis may be done retrospectively, after the faults

have been cleared, in order to identify the root cause of the
fault in order to identify the unreliable component causing
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that their sinultaneity is wunlikely to be a random coi nci dence,
and that it .is likely that there is a 25 rel ati onshi p between them For

a large network with nmany pot enti al ?atlonships to be assessed,
sone way of di stingui shing such events i's desirable. The
met hod may i ncl.ude the dlsplay of alarm conditions I n rank order,

hi ghl i ghti ng rrelated ondi 30 spl.ay. o

di spl ayi ng or’ﬂ-%f’ a?%}??ﬁ% %?‘b% V\H’t’%rnl; :.v%lgorfaé ig};&@ be é\? %thPd
| evel bel owregdi dime, @ausaig the fazgditoronds tion, i kol graay be locate and

predet erm neg,g ﬁ ftf.ﬁay c,le‘:ﬁse S8 chd df‘éﬁ\ﬁfé‘g QRithe pAf LeeEuPt in the

probabilities erm ned case- ¥ case basi's. Thi's threshold I evel
can determ n€lERrgnes of aﬂlﬁ‘f c@ﬁh?{:l Eaylsr seperhs #idPoRfed JreHhniti ynt ©d.

- Two or nors  LHiesiE fise npylgpg: He@hi ré@. i denti fy di fferent | evel s of
certainty in the correlatjo or nore thresh%(ﬁ$ maa/ be
used, to identify di ffergﬁF invegfipa EFI&&st'allﬁ’c)? mreder t,

Al t hough t he ohef emenemawytmsperdﬂ)dmﬁy lee:a‘uvseuidatl | robygbidfityblef f othé he
data to be ¢ ntl US|% %dcaéuzfirencermrs th CF elx;eon S. t rlen e%[saé)r?dsee tq; b?%olrrees
‘citeu

larger, and % HY I "sone ‘ci ances
t here may beoa st;&seerfatcrtc thatytherbetieer wvempolowofprohahidd tindod rsport

of an ef fl%Ctlnﬁ%greéxd:éﬁfléé‘eer'é%FEg”s Bﬁth ﬁﬁ%ﬁ&n%fv%éomfafé)mm% t%e

In 10 systens wh is Iikel urther conprise
step of sel eEimpgtangeamsd el &% n‘%lP]thP"as pma*én#y berehés ney
within the anpsedeyeid Ngso t taPe Obveats @dtﬁrnnn V&'ﬁi@lﬂanébﬂ@ﬁ{rs it is

thin t ot h
oo Saa REAPAEhE, 655 s e SBRER, s, AR BaR MR ot SR SR

delay fallinhs a welhitd onsdinpa et wedm ket meeImthbii;mephedethermmeréure

7T ont et 8, g BOORELELED JF CERCOURY {06as DUUHNS Ty, grance

i nvention th%:pgulganeo_usly The method may be used to compare events

' selected pair-wise by the operator for possible matches, but

in another arrangement the comparison is made between all

events 'cccﬁrring simultaneously, which are then ranked in

20 order of their calculated probability of having occurred

together at one time by chance. These will generally fall

into two groups, those with a high probability of having

occurred together by chance, and those with a much lower

probability, indicating that their simultaneity is unlikely

25 to be a random coincidence, and that it is likely that there

is a relationship between them. For a large system with many

potential relationships to be assessed, some way of
distinguishing such events is desirable.

The method may include the display of events in rank

30 order, highlighting correlated events on a screen display, or

displaying only events which are correlated. The threshold

level below which a causal relationship is likely may be

predetermined, or it may be varied depending on the pattern

of probabilities determined on a case-by-case basis. This

35 threshold level can determine which events are to be

displayed or highlighted. Two or more thresholds may be
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20 provided a network nmanagenent system for automatically processi ng
alarm signals generated by nonitors as a result of al arm condi ti ons
occurring in a plurality of conponents of a t el econmuni cati ons nhetwork,
sai d network nmanagenent system conprisifg- means for receiving said
alarm signals, 25 characterised in that the network nanagenent system

further conpri ses neans for storj hlst rical da a concerning fhe
times at URfBeh toq LReRtiEgndtih 3‘&}?& ¢grtainty in the
t el econmmuni Cablrﬁﬂéial‘t&tdmr k duri-Ag a reference tine perl od rreans for

correlating alarm itio identified _.as 3 urri
predetermned te %‘fgﬂ ﬁ}‘nggﬁ/ regsfan"e Eé?‘?epgtr?§§ ns ®b i"ﬁ‘f ar"r ar‘i"gsed
to determ neprbéeraaﬂ.lestfcual the getbalidi beesontlpapusqu upda tetbnt | fMhac

al arm congi { L pRgye Seg&urg&}g&nbytshaf&&w i bee &R aggﬁafgé WeRds

and nmeans | east sone t he stat | st
pr obabi l i ti ekaasscs; rrp-ﬁeehwltdh@e@meemnmgremme- 8 -

The 'W%h@%ﬂéﬁmé‘@&‘h@&s deﬁe&bbﬁdibmeways%teiaambe aela\y th
referencetothe acconpan raw ngs, in whic gure 1is a

di agr anmat i cPPERPEBeR a’f?%ﬁF"chf% 3 fpMse a’f‘%l%cﬁﬁﬂﬁﬁ?“c&tﬁ R ebtesEk OF
- wln: ﬁgt ?2 evntndtmeh epdrrs Sofetdway efﬁgbeslt erﬁmmr I an dcgnxicm beaapeli ed Ifnﬁ; .
5 ISt by sys s Bk ARER L Tt 1® it HetERA N K repeared sty

data for thechettom& windéwrirsdaggered for the tﬁogawsrfm toabéi agmpaxati c
represent at'ﬂSﬁ:SQQ Se sx}égﬁ i}?%t’."%ﬁ chcfu eel J¥ 14 ED@st eyent im a
e

i nt er dependenci es er nm ne mant of the nmetho
i nvention; 9given tlmqfl‘g’cj'l‘%%"# MWQ@ ‘5*1'6&/ %I%p%?l%l‘éﬁE?nCPe‘aﬁué §§BP§§

- 5 represent %vyﬁtointﬂﬁerfﬁﬂéﬂﬁ_aﬁbliﬂ paake oy bﬁﬁaw;hod of the
[0 CHRMSIVAL- K T4 SR N i (M DR
correl ati oniaccopridvipded tar | agabpmentr amanhGement sﬁzs;wm domprising
di agramt'?noﬁle@ézesr?gt %lte'a?@ Pér ﬁﬁentifylng events occurring in the
equ:.pment' to be managed by the system; storage means for
storing historical data-relating to such events; input means
20 for selecting an event for correlation from among those
identified by the monitoring means; correlation means for
correlating the selected eveni: with the other events
identified by the monitoring means using the historical data
stored in the storage means; and display means for displaying
25 the correlations determined by the correlation means.

'The system-may include updating means for allowing the
data held in the monitoring means to be added to that in the
storage means, théreby allowing the data in the storage means _
to be kept up to date. The correlation means preferably

30 performs a statistical correlation.
Means may be provided for allowing events to be -
reported to the monitoring means by human agency, eg. by a
keyboard. This may be necessary, for example, if an alazm
itself failed. - '
35 The display means preferably displays the events in
such a way that correlated events can be visually
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apparatus for perform ng an enbodi nent of the invention; To
assi st the understanding of this description of enbodi nents of the
invention it will first be applied to the 9 -sinple network of Figure 1
whi ch has only six resources 15 A, B, C, D, E and F and a reference tine
period divided into only ten tenporal w ndows (t-9 to to).

ARLl, AR2, AR&;i.sMRéhgtAl%};ed\RaEmm tdrecqrssl dted al evemsts, gfoer aéxamplet hby

resour ces. hli é: %mshovvs an exenplary historical sequence of the
20 alarm massages v?n ch aken to have arrived from each resource
over the reference ﬁ‘hﬁelp@rpn&aon will now pg| fefFrjPedhebYefdveHfexample

invention, @RtV eRiferedid Wd HKE dGcORbEATEHgPErhlengBer 2hokwnieh: -
analysis. _In this exanpl e al arrm ARL occyrrin |nte raI &ndo OIS

25 select&d. In tﬁ?gué'ﬁar’rpi’-é 3 ﬁléﬁﬁélm"@\}:é'ﬁt &e

si mul t aneoush@twoldk ABlwhight BhSembddoitent of the mJﬂeodpcwttam |ilr£v)ent(;|r6n
O ooaeh, evenl cOGeuddid od Seor £PHELEESCI VO BHAB00S" U e dglihdene
wi ndows in mbnthrdtep@miem:@d (X) divi ded by the total nunber of w ndows

in the reference tig; iody, (N : LRS; 1
for AR3 and AR6 an ?g‘e'%or%AMls angEammat&%Rz%@géﬁéigt each<pf
occur si A0l t khbuasratiiven his tami caly alanredatsifon thms netwose afc fhgure

simul taneoustiy with ARl only once. A dependency between two
resources Wl I tend to exi st if their respective historical alarm

sequences have a | W 9UTPr dbhi pi 84 28FapEakd s HePESS eRF kiR SheIEd 10
The probabi | thy métw«ekMstmrguwé lakdn tmuenees-depenaakm&re]s( Bpterthi ned

SRLETTLY, P Che LAk alle DY RS T B A Wil Frand{ QD L1 B 0O

Figures 4a 4b and 4c show dependency 'league tables’

S representat:.ve of the results obtainable by the method of the
J.nventa.on,

-Figure 5 is a representation of a display produced
by the method of the invention, performing a second exemplary
correlation according to the invention; and

10 Figure 6 is a diagrammatic representation of an
apparatus for performing an embodiment of the invention;

To assist the understanding of this descriptibn of
embodiments. of the invention it will first be applied to the
simple network of Figure 1 which has only six resources

15 A,B,C,D,E and F and a reference time period divided into only
ten temporal windows (t-9 to tO0).

AR1, AR2, AR3, AR4, AR5, AR6 are the possible alarms
generated by the resources.

Figure 2 shows an exemplary historical sequence of the

20 alarm messages which are taken to have arrived from each
resource over the reference time period.

Following the method of the invention, an event
occurrence is selected by the operator for analysis. In this
example alarm ARl occurring in temporal window t0 is

25 selected. In this example all other events AR2 to AR6
occurred, simultaneously with AR1l, in this window.

Sheet Has Been Replaced

T Il |l



i

'[err]‘ wher e: k = Nunmber of tenporal w ndows where

AR err] is active. p = Nunber of tenporal w ndows where AR[err]
and ARl err] are active 20 - = Probability of AR[erT] being
active when testing dependency of AR[er r? upon AR[err] ris
determned enpirically by the method, by cal cul ating x/'n, where n is the

total nunber of temgpal cyy;%, t u f &gﬂz%
which ARmis acti ve € HAVI ng (;%n tedd t heé%woba len?y c(Y)l‘% eac %al r ot
al arns ARm AR¥ainedfFom n@h?o@%?ﬁ'éﬂﬁ?lcﬁéﬁéebl’t gal ﬁ Rlatidg e B#Red

in order @if thehdoRsOhabidhiont otf Jdbwrrd®agry Gaklided Oby the total
r el at edness. The qprobabl Lities, of correlation ai H{ven e 30

formul a abov@WRRe% RRMTLRE I, hihes TRL e AT WP P40 Yo jded ea i hig
order of S z€or AR IARZ hared IARScc0li 1 yESecARBrand ARG gnde04a tfbat AR4e

| east |ikely alarns % cc

Tl o1 mul ¢ BYOBUSI SR « ARAARD AR, SRS CSTPT MIBHERARRISHY i
to be rel at eé}!l floye/Rimmsd ARS1st AR3 and Amse@csmsumamwus;;scmm
applied to dgg gr awhere the break point between a dependent and
non- dependent 5 pr bé’bcilt should lie. This threshold may be
pre- det er ni ned, & GFPPPdﬁﬁQYbBeEHFSGI 5¥Bd r8f cuKREeFa¥iid loftende to exist

|C| Usterlt rlgl Oifremdltﬁ resﬁee?wanhhetd‘mgwlte ﬁﬁaﬁxlhoweq?bexces lctweé'ldglnq%bw
eague tabpl e rrQrm I,StOoril ca enporal correlation
o OnRa(t vpERBEBE I gy o e B il B e cpande!

The probability of two h:.stor:.cal alarm sequences,
ARh(t') and AR (t), being similar by chance may be calculated

from the Binomial disti‘ibuti_on:

15 -
. P(AR, (t) and AR (t) similar) =
- k! -
p! (k-p) !

where:

k = Number of temporal windows where AR is active.
20 P = Number of temporal windows where AR, and AR, are

- active -

r = Probability of AR being active
when testing dependency of AR, upon AR,

r is determined empirically by the method, by calculating
25 x/n, where n is the total number of temporal windows, and x
is the number of windows in which ARm is active. Having
calculated the probability of each pair of alarms ARm, ARn
occurring together by chance, the pairings can be ranked in
order of their probability to form a ’league table’ of

30 relatedness.
The probabilities of correlation as given by the
formula above are shown in the tables of figure 4a to 4¢, in
increasing order of size. It will thus be readily seen from
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AR2 and AR5 can be shown to fall within the sane dependency hi erarchy as

ARL itself. The double line in figure 4a indicates where the
dependent/ non dependent threshol d shoul d-be1applied. The 15 probability
of alarnms being simlar are clustered in two groups with a change by an
order of magnitude across this threshold. In an operator' s display, the
area of the Sftirpare 4a? timve thiee 1dasthdliketiyghtlbembi gid i laved d:clcsnned
way. Al ter LedpgV

di spl ayed. Q%il\@ryel%&;]%éc‘g{%ﬁ' an?bte’gr gﬂgzxtcgg%sgﬁ ectl ngruanot Jérﬁ%?or

‘conparison af@ M IHeatgdbr sare AR2 and ABP. AR3 it can be determ ned t hat

the probability of A JANANBEOERLESRLLALNG! [kaMRboéd SaﬁpliedWﬂ:ld detéfmine

probabil it of 25 random correl ation with any _ot her source i s great
than 0.3 3vheTendie iBreakpeing. Betyrenanl 931’65‘31?& AR d'qon-geaendent

d}gztermI ned tba-‘obalﬂz.lciwy elsiow® hbve. probmhh.lsltlthi'eeholldndmy mecurence |
of at |east an_th be seen tha AR4. 1S ot correl ed
with any oth F.% "'f‘mseég r8§ulits 157% sﬁ%@\/ﬁu;( FPglﬂ’% 583 €1§
si npl e net workusteidiqg eof, resmldan sefofr mampl/e,suih-gumspmt shnwsofthe
figure 2 tB@Fenhg l%?@ﬁ%tﬁabfé h H'%* ﬁfofﬁfﬁ 1stoﬁ¥3al

vi sual | nspect stor ssages S ows that. t

hi st ori cé|° pherpesalds crpRrthon of| #ﬁfléit)t @u{’q%bs«'euofr%%rme( ghoxrg in
AR5(t) but fsigareeny different fromthose of AR3(t), ARA(t) and AR6(t).

AR3(t) has a pattern |mlar to that ARG( t but LS yer different to
al | other al arm seqt®fhc&nd aR8 ‘can g?t ‘?Jelsof]%'(?é‘ln athgnSsame
were tenporaépgndencyr mle&h&d:hlynasi miuwitt(ke]tme h| storical tenporal

O oot e 1 SHie BN STMRLER, B Y b8t L v

'3). No aké&rndepepéentdnon-depesdensd thresiold should -be applied. ‘I‘he

| probability of alarms being similar are clustered in two

groups with a change by an order of magnitude across this

threshold. In an operator’s display, the area of the screen

) 2 above the threshold_might be highlighted in some way.

20 Alternatively, the correlated events may be the only ones
displayed.

The method can be repeated selecting another alarm for
comparison against the others.

For AR3 it can be determined that the probability of

25 random correlation with AR6 is 0.1, whilst the probability of
random correlation with any other resource is greater than
0.3 as shown in figure 4b. Similarly, using AR4, it can be
determined that all correlations have probabilities of random
occurrence of at least 0.24. It can thus be seen that event

30 AR4 is not correlated with any other. These results are
shown in figure 4c. '

In the simple network of figu;e 1, one can see from
visual inspection of figure 2 that these results are
intuitively reasonable. A visual inspection of all

35 historical alarm messages shows that the historical pattern
of AR1(t) is similar to those of both AR2(t) and ARS5(t) but
is very different from those of AR3(t), AR4(t) and AR6(t).
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However, in nore conpl ex- systens having perhaps many hundr eds of
resources, such visual analysis is inpossible. 10 Moreover, in rea
‘networks alarm signals occur at a much {gwer frequency than in the
exanpl e and thus the nunber of time franmes needed to provide a
statistically useful dat abase will be very large. Furthernore, _although

it-would l@ﬂzmts’slzb&@ aogaa%t%lﬁd lsgGhiQpRer at @ thet MBEUAREY tU oLy GBBY
art syst ens in. a-

15 of th t he_dat t ed

vvayot hat eZﬁa%l y‘?f’é’?rﬁ%‘?ag n? Fgﬁﬁngig?'%?ﬁlgﬁf“lg?’ 5 ?Le one upon whi ch nost
other al arnms are depdrdentghupomllt 0 resbarcedenalarss. w&he needporably
the inventiqp, rﬂe}?é%ﬁl%% S»Tﬂgfdé&% alpe i desk QA ‘E&nﬁ&éﬁr&&f&ﬂ@f@n

where t he nunbe e correla |ons 'S too

intuitiveldy. of these alprm segyansinmi veuydoshaw ésh,aﬁ %%buﬁnfin@&z )W¢§e
smal | the Bi pe@inalnid} Sdiididd &b Wer dda tdiad Al e cﬁ:a bl

to the Poisson distribution: err]
simlar) = [8Rf (Ffgure 3). Ao %%nﬂpéﬁg%ﬁetg gé gP&& &‘zg"'
onle Offd hi stori Cwaﬁ@m&or dn Qtllﬁ:l[(@kﬁdm}_@lemyﬁﬂéﬁgr rmchhqt mhaq:s many
sel ected resgurcge in t BT Network Monitor.d Syst e

Teported a f Hf‘? z?tdslcfJ 3rﬁ§°3ﬁ°35teff“§hn l‘%.ﬁ ana‘oljr;%sja?l lgt W@@s‘o‘fﬁ%es
in the syt em repor¥Mongowerhi in redle sabworkadedarm Edegmals ooccar at a

dat abase CO”HﬁEﬁe okl frth% Ehﬁ%gqﬁ't%g’“e%‘ﬂ%og %ﬂdrﬁh‘?féoﬁ:th% QWNO%

150 second ow Si ze ivin he nat1 on
dat abase for°f)ed'e'lrf!%r fmsmnes aéodto oprorvdde al Atatistisablyt uweful

40, 000 resouggeabask! aﬂhybbheergem&h.»tgbcat FARtAk riloteQr 'a‘l%'hough it would
=12- _ pabéeéggsirf Such titi és of data cannotl\%I céone?d%:t aﬁggle
i nspection fi & LRGSR ITP PR LLY SUhs SFaUR A
i n advant8. ofr ahdse &lgnmes ainyedatacais baoseqrrééautédnenﬁ pypagart
number  of alﬁﬁeggri_ﬁeé%gf%ﬂapc I}i% leefser a%%r s.QL%m.fJ.cant alarm (ie.
the one upon which most other alarms are dependent upon) to
be identified. The method of the invention is thus
particularly suited for use in large systems where the number
20 of possible correlations is too great to group intuitively.
When the probability of an event occurring (r) is
small the Binomial distribution used in the first example
approximates to the Poisson distribution:
P(AR,(t) and AR (t) similar) = ( k r )P e® "
25 ) P!
As a second example, using real data, a one-off
historical temporal correlation was performed between a
selected resource in the BT Network Monitoring System
{NETMON) which reported a fault at 10:53:43 on a certain
" 30 date, and all other resources in the system reporting within
' the same window. The historical database comprises all
December 1990 alarm data (fault reports), using a 150 second
window siz_e, thus giving 17,856 windows. The national NETMON
database for December 1990 holds about 2x10% alarms from about
35 40,000 resources. Clearly the identification of historical
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I s approx. .2, 000, 000/ 40, 000=50, and the average prdbability of

occurrence in any given tenporal w ndow is thus 50/ 17856=0. 0028. Thus
the probability of any randomy sel ect ed pair of resources reporting
simultaneously in a 10 given window is ©oflihe order of _
(0.0028)[err]=7. 8x10[err] There are (40,000)[err] = 1.6x10[err]

possi bl e pairings of r sources there w LI appr oxi ter 12, 500
random correlpftqug%e'rf'sn % ‘Eﬁ’v af’&r’r%d’reil #n(%%a Bafiot™'s 09°Rg,; AY
bei ng over wheipisg :.rtg/ped:tresn random 15 correl ations, a thr eshol d val ue

i s chosen which onl x etgﬁrst zﬂamﬁl@ a[méltxr gﬁ{,j_ égkgygﬁ nltggbc?é}{ermfned

correl ati ons. In i oWl n exarrp %gg
10[err] is udad. advance legutlee 5fmm5t thVGplﬁf c@me ﬁ@ﬁer‘l’d&&t‘ | ehQue

tabl e resul E%&JJ&WJ@U@ QQaEHQ ﬁQErfé%hQEe”Pﬁ% 2b OO EH Pb A i%0d e

i nvention on this %¥ pl ayed on screen 1 (Figure 6).
The top entr $Si ﬁPtRﬁPx 'e%l%eoq %so‘?%"f’?v ré§ﬁe§f‘eoﬁvﬁl¥é‘919alﬂrt° e

by the sebect SE OB EE 1i[heah9r egiGieh ve&mdraeﬁ O\flinﬁbﬁ bgkt 0hus Of
this fragne col ums The

fitst col umt'.\o 782&'&?&&28[ he r&§P8n Fﬂewﬁ’egﬁlﬁ’ef’rém t%% s q%at‘@d‘dqﬁl‘} 2

Nort h East, SeieSted apalirMocf MresaurisesL zzepnrt:icrrg kl!\irmltanhlonmh.y\/‘eisn a

The seco t heea al ofnt

The thi rggcogéyrngnl n |cac{‘$ eisi hesﬁat%&rge (%Hét%e&; E? 882&8 -g’#lxe b aTthere _
letter code andi da&0,MPaXe 3 obabx b’ apossible padiringsNmi rhaou:nsssyﬁczam
may be al ert Sorod f t:5€ |lafwey 35
The fourth co 3%1% g’éf'cﬂil)%tge% f%:eln[l)érp%?% fwtf/ of ﬁéérp@&’%ﬁlﬁia% . i any
occurring byghﬁﬁﬁcéemp°ra windpWe fifth col um gives the correl ation

pr Obabl I i ty avoid being overwhelmed -b}B these randomm

their tlons | hls g B i t.becones o_identif

LI AL RERT PR R TC R N s
the most statistically significant correlations. In the

following example a threshold probability of 10°% is used.

Figure 5 shows the top of the dependency "league
table" resulting from performing the correlation method

20 according to the 'invention on this data. This may be
displayed on screen 1 (Figure 6). The top entry in the
league tables is in respect of the fault reported by the
selected resource. The threshold value lies off the bottom
of this fragment of the table.

25 The table has five columns. The first column
indicates the region in which the fault is located: NE =
North East, S§ = Scotland, M = Midlands, L = London, NW =
North West.

The second column specifies the actual origin of the

30 alarm. _

The third column indicates the nature of the fault
prefixed by a two letter code indicating the location of the
fault. (Note that the system may be alerted to a fault at a

_ location remote from the fault itself. :

35 The fourth column calculates the probability of the
alarm fault occurring by chance.

The fifth column gives the correlation probability
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an al arm dependency hi erarchy, which would not otherw se be apparent.

5 Faults wthin this hierarchy are seen having the prefix codes
(colum 3) for Leicester (LE), Leeds (LS ,14 -Sheffield (SF), Edinburgh
(EH), Canbridge (CB), London (L), Manchester (MR), etc. Sonme of the
correl ations reveal ed by this | eague tabl e have obvi ous causes:- for
exanpl e the f'| rst 1@ o iedr Pdsivditis iin tid ssdreadws addline,asi t [ifecomes
sel ected Ve S | t

emanat e from eC?ljr;%\Aﬁtl mgﬂ* §£§ cggiio%r 3%%?%§% %%o‘ﬁlca#;g‘él%%dre‘d

LE/ D (Lei cesaar aD)arm ¢@@@®¢@¢y DuewgngF whlcbem@é,tdem:; otimzmaam
Lei cester ﬁlgq:fé‘dtel d E. The 15 apex of this dependency hierarchy
appears to be a power rel ated effect. The results fromthis

exenpl ary Shi st ori caFapdf§or % thing dihis atHAFaRRiyes ATehak @ 8Npr BAYERT I E1e
the power sugpk¥ix codkBe {(dwmAin®n 390d§6rL|ﬂéQde$sﬁﬁanEI)l?| eLéeas megys ),

Coul 0 not haSBeBEaRLe AR by FEGRTE, (RL CenprTage 8T, pEogdaR (L),
Si ng: gt \é\n'dnglouaheﬁﬁieltalr (rB((M'R)E;lt atan t&ﬁ:ﬁms@fOf:héhe?lrfrelgtgenaunﬁ:ﬁf_relaﬁedr by
unrel ated ol ghyg $Lag i agnle iV 68405 cahlBL! oS0 LGPV 410

t he ranking ermn invention.
anal ysi s1fevehigtieenataldn ohecurcdge theé aslamevvalsocatxMeea pgrhesenseleatad

power supply, 6%&3@” of; &Qeeﬂet ‘ﬁ”&r Kid Nayg 2530 Leh AP that ala.:cmsThe
atien use

principl es of "R storical tenpora corre 30 I n the present

i nvention ca?mBBatisedTop Fhresndipadrifanmtall s3dtakingstram thensiafire
for self-|egtatag coded aLaym (Léiaﬁﬁwcms Belickstied mewr aﬂ)eﬁBﬁrV\QTk

B arm | deplFHEREFeE Bt dEHE: PofindsdeL et ey Pogo RARFA cbut | R as
t hey ar elsdeupeil ef thes d@@t@nmnhﬂuﬁa&uﬂy aappepos ertoobel af power
dependenci €S, SPated effect. - 14 - _ :

The results from this exemplary historical temporal
correlation suggest that a problem with the power supply ar
the location coded LE/D is responsible for many alarms

20 occurring over a wide geographical area. This conclusion
could not have been drawn by looking at the results of a
prior art single window temporal correlation because of the
large number of unrelated alarms also present, but can be
identified more easily from the ranking determined by the

25 method of the invention.

Post analyéis revealed that in this case a fault was
indeed present in the power supply to part of the network in
the Leicester area. '

The principles of historical temporal correlation used

30 in the present invention can be used by a network management
system as a technique for self-learning of alarm
dependencies. Artificial neural network principles provide
one framework within which the self learning of alarm
dependencies could function.

35 By recording correlations as they are identified, the
system can build up a computer model of the depéndencies so
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that mhen particul ar patterns of al arns next occur it can nore readily

identify alarnms as being rel ated. A networ k managenent system
according to the invention i's shown in L%%yre 6. There is shown a
network of resources 5 Rl to R9 having a n er of interconnections.

Resources R1 to R8 have respective nDnitors ARl to AR8 which report

al arm Con%ta'tor@néxi b'&%tﬁ%‘i;‘i%&k%@&é e gfm’ai@?:m% f e Ll 891:&% 4% chaxﬁ he

operator 3 on screen Sour ce i rect connect e
managenent s?@ﬁ&nqﬂﬁdﬁltﬂ¥ﬁ%ﬁﬁiﬁﬂ|%¥ﬂﬂmioaﬁlBebvﬁrrﬁbaﬁeﬂault occurrlng in

resource RO can advisfetWBrk m@RE§EREAL3syStefl ab¥oidl RPNOH KON A,

so that the faul condjtion can b epqrte to the nitori neans 2 by
means of &8t 55’1% &8 g |$ﬁﬁtﬁ %iSh i a networ &% SQQpFces

control ofs cRackdd RS heawilmy na Countlbd & 008 ﬂhEei:Eonﬁébﬁdbﬁsl. I ymwﬁc@i R1
Qf .occurr

th h upd 11 ¢t 6,

on ondervEngthr B basekesBetd Spntnalin Aem e, ARE Ul H el G a
correl at e ot hendiidulons, ﬂduthqxne#wnrﬁ%mayluezzng mbansnRuforedispl ayo to
sel ect an algpm L4 OP 50 &&&r at eﬁes%@fcé”fk@”iast' S‘toﬁg.?%%gly

current al arm condi t'1 ons |1 S extracte fromt e nonitori ng nea
correl ati on @eBaRgcted; to Cihec|nanagenelis sysdem oyt Cheld sQEﬁ!-'%’éiVﬁat"a

from 300r @i §cane kel @ 'ﬁxﬁts'fo@dﬁﬂ(&?d ﬁE'aJ:é@bﬁréélSR§e§ﬁﬁl hadise #peve)

to calculate for each al arm current reported to, the 25 mgnitoring
2" Che. {heOPSTREQE 3pr6bbi BT (4L RARGRE CORRRTHIPRT arq RBA B FASIE

thebsgl Fct edcohai tionrheaal bén%eporﬁéd dbsphayadmno&gﬁlgndeags?adby ﬁfelans
probability en_1. ility o correlation
bel ow a ‘gfeéé{:grfhnﬁéﬁ TSP n% §B3 é’rﬂpq‘\‘ti 2‘3’%0ﬁaghl i ghting 8. 30

The nonitoring nead@@ers@lemmrolnmﬁ dliovk B2, thleoekarm Sondptiidonsgalrenk
11, storgs6 ;ﬂé‘f‘x&&i&&ii‘? 'é% LHEY Y upahfPhE™Rh&I 135 b COOBLL C6,

provi ded with appropriate tmare
with the;:_tzme of occurrence.

On observing from screen 1 a fault with which he or |
she wishes to correlate other faults, the operator 3 may use
the input means 5 to select an alarm condition to be

20 correlated. The information on the current alarm conditions
is extracted from the monitoring means 2 by correlation means
7. Correlation means 7 extracts the historical data from
store 6 and performs a statistical analysis (as described
above) to calculate for each alarm currently reported to the

25 monitoring _means 2, the theoretical probability of it
occurring at the same time as the selected alarm. The alarms
are displayed in ascending order of probability on screen 1.
Alarms having a probability of correlation below a
predetermined value are identified by highlighting 8.

30 The monitoring means 2, screen 1, input link 12, clock
9, updating link 11, store 6 and correlating means 7 may be
implemented as a computer provided with appropriate software.
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CLAI M5 1. A nmethod for automatically processing alarmsignals in

a network managenent systemfor a tel ecommunications network, 5 said.alarm

signal s being generated in the tel econmuni ggtions net WikikSiwet Has Bees Bépilaced
of alarmconditions occurring in a plurality of conpone :

t el econmuni cati ons net wor Kk, said nethod conprising the

trransmtting -al arm signal s fromthe nmuni cati ons networ 0 the
‘networ k managenent 10 system -characterised by the further steps of _
storing historical data comcerning the times at which alarns

condi ti ons odeur in& hetkddcofmidenti Lphagndtiwedly delialyonship=fbetween

tinme period i or ) t t t

i dent !nyi ng a f?’n?%on%ﬁ%‘?%ﬁaé cc%ﬁériér%"%éuﬁig@t K@éﬁ?%?%mﬁgt?% wdht
network wit mapagemepedystemndathich mathnd|ingiine: roRing il topical
i denti fi eds algaiy CUKEd ISy thd)tiand YHAW dpbciESdPIdvantdad@edP in the

determne the statistical ~ probabilities of pairs of the identified alarm’
conditions SWEARIRHg ARFIRENG FPERFRNCRe EARR TRFLPE wi AdRRthE B39

di spl ayi ng atfulredfdr S uptehrbés Sbit ithle Gedi £edi £¥EheS; ORnal y2idigs p%wa

devi ce of the.netwark .magagenment stem 2. A nethod as .clai in"
Chaim 1 chaPiBEadaT HRPRC S qRiRAng, 8, WBasunel IF 5B, dbae fadeed
identified abatwe2mn cthdi tfwrthemnevent eduxfendes, camdni pyovidingf itthe

al arm NQLL t eL i e | SLIgC rgQﬁgi | of, trﬂ?

al arm cor% i tgg%gﬁ t ?Tg Séﬁ]egd(}%ﬁagn%tag%ndptfi gélh%ccu rlﬂnl%é%gr me C aer%eemf n
the same tenp¥F&RMAi ndow. 30 3. A nmethod as clainmed in claim 2,

characterised by the further step of ranking the statistical
A _net hod as

‘probabilities in ascendi.ng order of nagnitude. 4. !
Sl ai med i n cfai m 3, ACRSFARE FSRTARA (4R HRHM luhahaziadf & PERORESEIRRPY he
statistical pempakalit weadow Whs chdefEndél cand piipsletfirimeas tdvierrdsol dire
val ue. selected from the events occurring within the temporal

15 window. -

- 3. A method according to claim 2, wherein the measure of
relatedness is the statistical probability of the further
events having occurred within the same temporal window by

chance.

20 4. A method according to claim 3 wherein ‘the relatedness
of a selected event with two or more other events is
measured, and the two or more other events are ranked in
order of said statistical probabilities.

S. A method according to claim 3 or 4 wherein the output-
25 means is a display, and events are selected for display only
if said statistical probability is below a threshold wvalue.

6. A methdd according to claim 4 or 5, wherein the output
means is a display and displayed events are highlighted if
said statistical probability is below a threshold wvalue.
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16 5. A in claim4, characterised by the further

step of highlig spl ay device said statistical
probabilities ﬂ EmiﬂLt he predetergned threshold value. 5
6. A et hod ny one of the precedl ng cl ai ns, -
characterised in that the reference tinme period is divided into a

plurality ofy,tenponal mevhBdoVEccofdtfigalto clanal i §n cand g, heyrbpbift | €RE
probability (‘)__}‘H_a air.of alarm 10 condlé\’aons AR err] and AR[err] occurring
by chance in s 18 (BRHPLFETF TR L88er mi ned by the fol | owi ng

expr essi on: [err] wher e: = nunber of
t enporal w ngows |n S 5 prob of
AR err] bei ng acti ve%ggﬁégg)g{#%% tcl cla:.m snp c,rral 50 a&!ﬁéféi’n the

p = nunber othrespolad is sedested aticordinmito Mz[:é:erz]laarﬁependent on the
AR[ err] bat hﬁggﬁv'é;;sor Bat necfieéf PR @té’@f’@f‘ Eny f&bﬁﬁﬂ'i’ei‘ gRlerr]. 20

any prece alm Raracteri sed
|nthat the step of storing historical data relatlngtothetlmes at
which alarm gondi ti aNsnKE laTcordieReatsd amsfl QheCabEy dlaiasili B9 €8t 3B,

relating to arm, 25 ondlt ons curring, wwthiyn th redet er m ned t enpor al
hindoves © whgEda” AN ) BRRedC Se % &' £ Q1 ckaBaRl Fi AnPRask (Fhe

processi ng adﬁfﬂesegmale&egﬂ:tseu@temtﬂmmtw stff\Rlyd©edR8) 30 as a result
of alarmconditions occurring in a plurality of conmponents (Rl to R8) of
a tel ecommuni cati ons network, said net wor K managenent system conprising
means (2) folOreceiimgthod sgeprding mo drgh@neceding adadm,ssthenein tihe
the netygrkequi dﬁﬁaﬁﬂe%aﬁﬁéﬂn Eysklaa ﬁSH?Ptb Wﬁs tH’é‘néqﬁﬁmeﬁrt S¢S v

35 hi st ori cal concerning the tines al arm
managed and detects the occurrence of the events.

11. " A method according to any preceding claim, wherein at
least some of the events are identified to the system by

human agency.

15 12. A method according to any of claims 3 to 10, wherein
the historical data is stored by
selecting a reference time period, and
dividing the reference time period into temporal
-windows of a predetermined size, and
20 for each event to be analyzed, storing the
identity of each temporal window within the
reference time period during which that event
occurs.
13. A method according to Claim 12, in which one of the
25 temporal windows is selected to be analyzed;
a first event occurring in the selected temporal window is
selected; _
other events occurring in the selected temporal window are
identified;
30 and, for each such other event, the stored identities of
temporal windows in the reference time period in which the
events occurred are used to calculate a statistical
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- 17 - conditions occur in the tel econmuni cati ons ndhisShdet
reference time period, means (7) for correlating alarm ' |
identified as occurring within a predeternged t enpor al
correl ating neans being arranged to 5 deternine the statistica
probabilities of pairs of the identified al arm conditions occurring by
chance wi thi gro®abilixdfEot egﬁehabtlﬁfe&d@%r&“doé@@f‘ﬁﬁé) biroenah&al 3\ Nenét

| east sonme _of the stati st c proba :k‘!lngl es, det ergt ned by t -
correl ati ng FeRfs temporaly wind HE3EnBREEy st em as cI aimed in
claim8 characterised in that the net wor k managenent system i ncl udes
nmeans ( 5) fo qperm tin 0 h t el.ec n f e
i dentified a ar m cof&t e 5%% agcgz{ ? cot e'fét ?h‘%‘y‘&el%ah}'sé J'(%éh bgflgg%fo tﬁg
arranged totedpberdi ne.nddwes Bsaselectel to probabdalyzedpfacfihrsakl gvant

remai i ng 52l B, G00dd LS ne AAUNYIAEIHpSIENCG1LhRON s SPUEeLERRO" 2

wi ndow as "t he AeSmicon | tion et wor k nmahagenent
system as cl@Fhey eWeBks; Wgurrinﬁhhﬁa%t%ﬁ‘?@é@ temPoral twindow malated) to

means (7) i Stﬁé rgegeéted Tt@m?%&'&lt Renabat rb'zt bCgreRkb@RR hel Qél'a'%i%ifs‘?ﬁ? ng

order of %‘ude %1 A netwo managenent systemas clainmed in
“any one of ar 218910 characterised in that the reference tine
‘period is dla/ndi,ed fiort oeachl snadh tqtmértemtal t\hed@m:@fd 1deqtrat1es of

duration,sa o% reel g (L [ d to ‘ﬂt r tg,,
tati st 39 SPIRSEEE! o A i (ApbReBseCaRER i od Lr Py, Ao
AR(err] occmvem’gs by oclcammed n adee smed ’tperrm]edumnRjova bystatiﬁctlilc@/h ng
€XPressi oN. probability of such other event occurring by chance in a
temporal window having the same predetermined relationship to
a temporal window in which the first event-occurs.
15 15, A method accoi:ding to Claim 14 in which the
predetermined relationship is a time difference.
16. A method according to claim 13, 14 or 15, wherein the
statistical probability of the events AR, and AR, occurring by

chance in the same temporal window is given by

) < (lfip) - £P (1-7) 4D -

20 where o -

k = number of temporal windows in which AR, occurs. -
r = probability of event AR, being active.
p = number of temporal windows in which events AR, and
AR, both occur when testing depending of AR, upon |
25 AR, |
17. A method according to any of Claims 12 to 16 wherein

the reference time period is fixed.

I ——————
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* [ert] where: k = nunber of tenporal

w ndows in V\/mchA r = probability of AR[err] being
active in one of the “ﬂl““k{ enporal w ndows p = nunber of
t enporal wi ndows in err] and-519 - AR err] both

occur. when testing the dependency of AR[err] upon AR err]. 12.
one of. 10 cl ai

A networ k manage t systemas c¢lained_in a tQ 11 .
characterised i nnfﬂat t ’h%%&ka%ﬂﬁ%’e%n{gg ang, of «fit FABF U sgﬁegﬁs wherein
(9,11) for periodtkel kgfenppcy tgmeéapariodhdlsd danttimousdeys wpdptoesdins ( 2)

to the storing neans (6). 13. A networ k managenent system as cl ai ned

in any one of 15 claim8 to 12, characterised in that the network
managenent syst@m i ncd ueshore avcquElity) tiornyupregedd ngardadm, awhemein the

conditions to the,¢gtelvipg FEADE 3hab¥iBUERA AGERPhten.

5 20. A method of operating an equipment management system
in order to identify relationships between two or more events

substantially as described.

21. An eguipment management system comprising monitoring
means (2) for identifying events occurring in the
10 equipment(AR1-AR9) to be managed by the system; storage
means (6) for storing historical data relating to such events;
input meansiS) for selecting an event for correlation from
among those identified by the monitoring means(2);
correlation means(7) for correlating the selected event with
15 the other events identified by the monitoring means(7) using
the historical data stored in the storage means(6); and
display means(l) for displaying the correlations determined

by the correlation means.

22. A system as claimed in claim 21, including updating
20 means(11) for periodically supplying data held in the
monitoring means(7) to the storage means(6). :

23. A system as claimed in claim 21 or 22 wherein the
correlation means performs a statistical correlation.

24. A system as claimed in claim 21, 22 or 23 further
25 comprising input means(5,12) for reporting events to the
monitoring means(2) by human agency.

25. A system as claimed in any one of claims 21 to 24
wherein the display means(1l) includes means for visually
distinguishing(8) events which are correlated from those

‘ 30 which are not correlated.

LI




