10

15

20

25

- 1 TITLE OF THE I NVENTI ON *159159 nug *@00002* -
PORTABLE ELECTRONI C APPARATUS AND DATA OUTPUT MET,
THEREFOR BACKGROUND OF THE | NVENTION 5 The pr esenjﬂmml“”n "
invention relates to a portable electronic appar

such as an I C card including a conmunication 180150
interface with an external device, a nenory storing
data, a CPU for executing a procksstng program and
the |like, and a data output nethod for the 10 porta

el ectroni ¢ apparatus. Conventionally, in an IC car dﬁ”llﬂmﬂmmmjuﬂ”,Wm
serving as a portabl §18LecOFoAHE APYANILIDN, dat a

stored in a nenor is output in response to a read
comatR iAS e d HECTRAN C HERARTAVIAN QAT QURRITTIgMETHOD

out the data. In the 15 conventional |IC card, upon
rece?fﬁw?@ﬁthe read command fromthe external

devi ce, various prace Lr to output the data
are perfornmed. At %@ﬁ?@%ﬂﬁ f‘ﬂ% fW@%fB@Na
noni t ori ng.fl ,tors the execution states of .the
vari ous p%(?(:ee seersgoe?{et:qullnfveedﬂtloorb eglu tpeuﬁ the o%?%?abfe

Ther @fiQi.rdrl & R JaC G105 dHe o T iéﬁ%élfﬁéﬂ&ﬁing a

checked prior to actual data output. [
det e itchati dnhe N fad RA tH @61 iskternal device, a

Ml

*G00002+

memory storing data, a CPU for executing a processing
program, and the like, and a data output method for the
portable electronic apparatus.

Conventionally, in an IC card serving as a
portable electronic apparatus, data stored in a memoiy
is output in response to a read command issued from an
external device for reading out the data. In the
conventional IC card, upon reception of the read
command from the external device, various processes
required to output the data are performed. At this
time, in the IC card, a monitoring flag monitors the
execution states of the various processes required to
output the data. Therefore, in the IC card, the
monitoring flag is checked prior to actual data output.
When it is determined that the monitoring flag is
normal as a result of the checking process, the data 1is
output from the IC card. As described above, in the
conventional IC card, processing contents are monitored
using the monitoring flag. Accordingly, in the

conventional IC card, the data is inhibited from being
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normal as a result of the checking process, the data
is output fromthe I1C card. As described above, in
the 25 conventional |1C card, processing contents are
nonitored wusing the nonitoring flag. Accordingly, in
the conventional 1C card, the data is inhibited from
bei ng out put fraudul ently. However, a nmalicious person
(fraudul ent accessing persony who +s going to steal
data fromthe above-described IC card tries to
decrypt (read out) 5 data in the I1C card by various

at t adks- it th@udvlentd.y. For exanpl e, the fraudul ent
accessing person sonetines makes a program

mal f unct i YRV Hodi hgnabd @raies poisen t of radduleahtaackessing
In this case, .in the 1 C card, the checking function of

the AGTITOYi ﬁ’é‘q 1&g IH Nh e 0L G T lades e & st ocess

The PRdResTAEN B Al SRR A e e e Sut)

wh [ t] | mak th

e, 2739 LS00 SIS NS O 90 s, car.

t he imtrelBamodat a +¢an %Mﬁ%ﬁt&ﬁg@ls&%ﬁ Fb%silsr& Yometimes

probl em BRI EF SUMVARY OF T I's an

obj egtakefs tahe @SN mallPERIHIN 1R, RIAHLAL &Nt E se to
el ectroni c apparatus which can inprove security %y -

prot etki Ag datral.t 0 Ibe toutsputasicq am 2 eextcerdialy devce
to have high security, and a control nethod for the

por t gblee kéngc tfuousitd cappdr aties moAdtardineg ftla @i mspect
of the present invention, a
above-described process can be invalidated, and the
data can be output from the IC card. That is, in the
conventional IC card, when the person intentionally
makes the program malfunction by adding the external
noise or the like, the internal data can be output,
thus posing a problem.
BRIEF SUMMARY OF THE INVENTION
It is an object of the present invention to
provide a portable electronic apparatus which can
improve security by protecting data to be output to an
external device to have high security, and a control
method for the portable electronic apparatus.
According to an aspect of the present invention, a
portable electronic apparatus comprises a setting unit
which sets an initial value of monitoring information
which serves as a predetermined value in a state in

which all processes corresponding to a command are

performed when the command for outputting data is
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portabl e el ectroni c apparatus conprises a setting unit
which sets an initial value of nonitoring information

25 which serves as a predeternmined value in a state in

whi ch all processes corresponding to a conmand are
performed when the command for outputting data is

supplied froman external device, a changing unit

whi ch changes the nonitoring-in3orvati on whose

initial value 1is set by the setting unit dependi ng on

the perfornmed processes, a protection unit which

pr ot &¢1PP ldada firerbers eotitquutal alevinee basichafgide unit which
monitoring information changed by the changing unit
depefditRgSén thife Meeriftomisy infooawdden aftbsm outtpigl value
unit ,which outputs the data protected by the

proj &6t iS&F &Y £ St 1 arvidl deRrandiad 1 Advo e Hgprmed
to anqt her. aspect of present. invention, a data

th
out p8t LRSS ' f o pioﬁ&ctét&_tﬂne u%ted“lt k PHFRLR Fata to be
T oeREERS o eheSBAle o SR M d e e
t i i | - 1 ing t
o onmananRill O e HRIRASRA IR Lo MO Mhd bk rormed

dat apirscewpRlsi, e@nlr am dut et eial FEWC S uIANYINHE data
the nonitoring information whose initial value

depepdiongcordt bg ekl @B c tAPC RESAS t Pt @ dig-rdat a

to be output is set on the 20 basis of the nonitoring

i nf odewticen changed depending on the perforned

processes, and outputting the protected data to the

ext ernal @egiogeling to another aspect of the present
invention, a data output method for a portable
electronic apparatus comprises setting an initial value
of anitoring information which serves as a
predetermined value in a state in which all processes
corresponding to a command are performed when the
command for outputting data is supplied from an
external device, changing the monitoring information
whose initial value depending on the performed
processes, protecting data to be output is set on the
basis of the monitoring information changed depending
on the performed processes, and outputting the
protected data to the external device.

Additional objects and advantages of the invention

will be set forth in the description which follows, and
in part will be obvious from the description, or may be

learned by practice of the invention. The objects and

advantages of the invention may be realized and
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Addi ti onal objects and advantages of the invention

W ll be set forth in the description which foll ows,
and 25 in part will be obvious fromthe description,
or may be |l earned by practice of the invention. The
obj ects and advantages of the invention may be
realized and obtai ned by neans of the
instrunmentalities and conbimatiéns-particularly

poi nted out hereinafter. BRI EF DESCRI PTI ON OF THE
SEVERAL VI EWs OF THE DRAW NG The acconpanyi ng

dr awiolge ingid ¢y arearnisnedr pdreatiecs t uniemtarid tcicnstdridit e
a part of the specification, illustrate enbodi ments of
t he FW%%JrﬂacFr%onén@atrég}éﬂi@rrlmmrttmi qarferreinafter.

description given above and the detailed description
of theéﬁellrﬁf PP el iy, SE\Setie Y%E%&@%u E HeRAWING

pr|n0|ple%,of EQ@ |nvent|on 10 FI G a block

di agr am schemaat I CARY . SN HG GY Sy v e gififpirerated
of anp,l a L\ ort el ect onlc

St g& I%gbar RO G é %&%QHW@

apparatus §5rocéssing

as anl@&%%&ﬁ%' dRWoGE i ho%OQ%%p'%%%%% c?%oé%ther

card according to an enbodi nent e presént

i nveptiit@nihEl Gend rias @eQEQthQb%gﬁﬁméﬂ“Qﬁd@% %%d the
arrangenent exanple of the IC card; FIG

f | owdkant 1Ear dexplraiprii bg @fpt@@e%&lbo\éﬂlﬂﬁn&sr %ﬁdfen below,
command for reading out data is received; FIG 4

i s astkwachar expbdeiexpheai pirigcd pleecess tNéerintvlée:trleﬁd
command for reading out the data is received,

FIG. 1 is a block diagram schematically showing an
arrangement example of an IC card serving as a portable
electronic apparatus, and an IC card processing device
serving as an external device which communicates with
the IC card according to an embodiment of the present
invention;

FIG. 2 is a block diagram showing an arrangement
example of the IC card;

FIG. 3 is a flowchart for explaining a process
when a read command for reading out data is received;

FIG. 4 is a flowchart for explaining a process
when the read command for reading out the data is
received;

FIG. 5 is a flowchart for explaining a
modification of the process shown in FIGS. 3 and 4; and

FIG. 6 is a flowchart for explaining a

modification of the process shown in FIGS. 3 and 4.
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FIG 5is a flowhart for explaining a nodification
of the process shown in FIGS. 3 and 4; and 25 FIG 6
is a flowmhart for explaining a nodification of the
process shown in FIGS. 3 and 4. DETAI LED DESCRI PTI ON
OF THE | NVENTI ON An enbodi nent of the present
invention will be described in detail below wth
reference to acconpanying drawmg.-5 FIG 1 is a
bl ock di agram schematically show ng an arrangenent
exanple of a termnal system (IC card processing
device) 1 ser VPEA BSERNDEXERT HRIOWeVF CEHE hANVRIYT BON
comuni cation function with an 1C card 2 serving as a
portabl e el idnaipgparattdee azm@nmlmﬁerﬂomme»;:lllal be
enbodlnent of the present inventjon shown in

1, t RESCEH RIS P&t BHQuEsh Fafanfnme devi ce
11, dis devi ce, 12,, keyboard 13, card
readgrf'p FAY R G N i ke, The terninal device 11

controls t oper.ati.o 15 the overall ter .
B fg B ¥k éa%%FaWrﬁﬁQMﬁﬁ;%f shOW1ng an

system 1. e term nal devi ce

var i g%&aﬁ%'@fén%s’ex\é%ﬁﬂ%u%f nt erd a0 %‘Encft i OR rO(;}

For exanple, the term nal device 1
t r anghrolclels’d ngy GRRATRR] florseQ’vaiQQ_;SSdsngarI tla‘ze‘»ctércl:laclard:!ev?:\_ce

via the card reader/witer 14, and a function 20 of
per f baning wadcousniicecdsse s e tike hasis 0f tdheadata

received fromthe IC card 2. For exanple, the term na
devi 6€ryingr @ss@ poraabii ted epamuand fappamattisngddwerding to
data on the IC card 2 via

the embodiment of the present invention.

As shown in FIG. 1, the terminal system 1 includes
a terminal device 11, display device 12, keyboard 13,
card reader/writer 14, and the like.

The terminal device 11 controls the operation of
the overall terminal system 1. The terminal device 11
includes a CPU, various memories, various interfaces,
and the like. For example, the terminal device 11 has
a function of transmitting a command for processing the
IC card 2 via the card reader/writer 14, and a function
of performing various processes on the basis of the
data received from the IC card 2.

For example, the terminal device 11 transmits a
write command for writing the data on the IC card 2 via
the card reader/writer 14. Upon reception of this
write command, the IC card 2 writes the data in the

memory of the IC card 2. The terminal device 11 also

transmits via the card reader/writer 14 a read command
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the card reader/witer 14. Upon reception of this 25
wite conmand, the IC card 2 wites the data in the
menory of the IC card 2. The term nal device 11 al so
transmts via the card reader/witer 14 a read conmmand
for reading out the data fromthe I C card 2. Upon
reception of this read command, the data stored in the
menory of the IC card 2 is read 6ut;y and the readout
data is transmtted to the term nal device 11. 5 The

di splay device 12 is a display device which displays
vari gy kiesdbingf duif drheatdadre uhder tthe Tontaod 2 of Ghen
term nal device 11. The keyboard 13 is an operation
uni t TEFEPHIED B g ichersdbreaimarty tEreridetia system in the
1. The operator inputs various operation 10

i nst MFEETINS fartd udta GFichd tiife Bedfboutte 1831d e cegadout

reader/writer. 14 is . an jnterface device for
com@r?itgatlisngtrﬁqslmjtt%ee‘% TdMF Ze Pt RS hock
supply, r t eantrql,,data transm ssion/reception, ,

and the I%?%e ler lpagjsscf ‘%Lecef olr?tlhse % éjc%?](rua& ‘%}’?‘él‘f?]e‘“'hmh
cardgkaoh erl Wit er 114 4.7 i S the .car
reader%@%??gr%éyléﬁaigﬁﬁ%%qﬁaéﬁisqﬂﬁi GHEST (e control

cont b@l tek themit@nmdyeal; deviice ke ﬂé%qb%@af 13 js an

reader/witer 14 transmts vari ous co nds to

act i vaked tiGncamd t2 opedad LRl WS IRSRASe S 4 aHd & erminal
transm tted commands. 20 Upon reception of power

suppkysteamla hiThle- opeenr t ode\ing® tsU el rds dshe deG Laardh
processing device 1, the IC card 2 is activated
( becoRES THFERABISe pNAFgle tax aisping, theheee o HaC 1Gar d The card

communi cates with the term nal
reader/writer 14 is an interface device for

communicating with the IC card 2. Power supply, clock
supply, reset control, data transmission/reception, and
the likg are possible for the IC card 2 via the card
reader/writer 14. That is, the card reader/writer 14
activates the IC card 2 under the control of the
terminal device 11. The card reader/writer 14
transmits various commands to the activated IC card 2,
and receives responses to the transmitted commands.
Upon reception of power supply from a high-order
device such as the IC card processing device 1, the IC
card 2 is activated (becomes operable). For example,
when the IC card 2 communicates with the terminal
system 1 by a contact communication scheme, i.e., when
the IC card 2 is a contact IC card, the IC card 2 is
activated by receiving an operating power supply

voltage and an operating clock from the IC card
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system 1 by a contact comrunication schene, i.e., when

25 the ICcard 2 is a contact IC card, the IC card 2

is activated by receiving an operating power supply

vol tage and an operating clock fromthe IC card

processing device 1 via a contact unit 21 serving as a
communi cation interface. Wen the IC card 2

communi cates with the termnat 3ystem 1 using a

noncont act comuni cation schene, i.e., 5 when the IC

card 2 is a noncontact IC card, the contact wunit 21

of therd@sainy 2éndaidesyian ante@nmect comtind Tagéoning as a
control unit, and the |ike serving as the
commAHEEET ot t arerfdesfada. this case, the IC card 2
receives a radio wave fromthe 1 C card processing 10

devi ce 1 VIRER Hehanterrad chnermnenat ¢oreeont tlol thmi terminal
and the like included in the contact unjt 21 serving

I
as the & M9 ch TMETHRE ey @y iprp scheme, i.e.,
enerates ..t erating power supply voltage and the
gper gtﬁ}eﬁlg thcﬁhglcqu%ar%&m?%esoraecré?%%&%ﬁ ofél\asaer sitr{‘ge gLontact
OWEr ;S j t is actlvated.
e LrlihR o i 1] R ey AL T RS

descrddagehrBelaW.orFlGn&-d 1S L%ibé,oﬁigtcgi@% dMye serving as the

schematically showing the inter arrangenent

exanplotmefn itdie: 1168 caftbr¥adds. 20 shaw idhdfd Girge id€ard 2
IC card 2 includes the contact unit (communication

i nt enfeaed)vedl a aawint malvelrfidor?Zhea TARAM 28.p 1 RAM 24y

a nonvol atile nenory 25, and the |ike. For exanple,

t he éenmicsl luniita Zhe RAME2B3\a,RA@Mmmunication control unit,
and the like included in the contact unit 21 serving as
the communication interfaﬁe. The IC card 2 generates
the operating power supply voltage and the operating
clock from the received radio wave using a power supply
unit (not shown), and is activated.

The arrangement example of the IC card 2 will be
described below.

FIG. 2 is a block diagram schematically showing
the internal arrangement example of the IC card 2. As
shown in FIG. 2, the IC card 2 includes the contact
unit (communication interface) 21, a control unit 22, a
RAM 23, a ROM 24, a nonvolatile memory 25, and the
like. For example, the control unit 22, RAM 23, ROM
24, and nonvolatile memory 25 are included in an IC
chip 2a. Furthermore, the IC chip 2a and the

communication interface 21 are integrated as a module

2b. The module 2b is buried in a housing 2c of the IC
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24, and nonvol atile nmenory 25 are included in an IC 25
chip 2a. Furthernore, the IC chip 2a and the

communi cation interface 21 are integrated as a nodul e
2b. The nodule 2b is buried in a housing 2c of the IC
card 2. The contact unit 21 functions as the

communi cation interface with the card reader/witer
14 of the termnal systeml.-Win the ICcard 2 is

i mpl emented 5 as the contact |1 C card, the contact unit
21 functions as an interface for

t rans@cct iZ2ng/ receiving a signal in contact with the
card reader/witer 14 of the termnal system 1. Wen
the | C carld® qontiagi et etl asindielomprcotiaetco@uunication
card, the contact unit 21 functlons as an 10 interface

for ER&SEHACE Nd%trhe&éie\u%q He qaedi /0 SR 1%/ % drhe he

d der/ t he t I t 1. Th
cont FEERGREL 5y e ot s W mart”q%ar# FHe wekagnted
| C cgrdf%e E%%Eggy égy ﬁ%loper on t.h %] %%Qﬁtlons

bas a proceSS|ng progra

nonvalsatinl € nFRNRY- 2%, Q%a%l}ﬁl?tetln%/%jvcoeldi}mr% B YY1 in

whi ch functions as a morkln

f unctbamns cas wa thuffher c‘éﬁ‘c@t}etamg’rv&rﬂde& SV thd berminal
the data which is currently processed by the contro

20 uskykt2a. 1For wexanphe, IidheRAM23 4 ampreddd dbd aeS he
the data received fromthe IC card processing device

1 vi aonthetecnt 4Ct canmict, 2he HutRQY 24 itS 28 functions as an
nonvol atile nmenory in which the
interface for transmitting/receiving the radio wave
to/from the card reader/writer 14 of the terminal
system 1.

The control unit 22 controls the operation of the
overall IC card 2. The control unit 22 operates on the
basis of a processing program stored in the ROM 24 or
nonvolatile memory 25. The RAM 23 is a volatile memory
which functions as a working memory. The RAM 23
functions as a buffer which temporarily saves, e.g.,
the data which is currently processed by the control
unit 22. For example, the RAM 23 temporarily saves the
data received from the IC card processing device 1 via
the contact unit 21. |

The ROM 24 is a nonvolatile memory in which the
control program and the control data are stored in
advance. The ROM 24 is incorporated in the IC card 2
in its manufacturing stage. The control program stored

in the ROM 24 is preinstalled in accordance with the



control programand the control data are stored in 25
advance. The ROM 24 is incorporated in the IC card 2
in its manufacturing stage. The control program stored
in the ROM 24 is preinstalled in accordance with the
specifications of the 1C card 2. The nonvol atile
menory 25 is a nonvolatile nenory such as an EEPROM
or flash ROM capable of witing?rewiting data. In
the nonvolatile nmenory 25, 5 a programfile and a data
file are defined in accordance with an application
pur péRe Gff itded Ja@ s celr d1 Idhatadat £.are witten in the
defined files. Additionally, in the nonvolatile
menory 25, TheadiHemtiadsllomandof met idoh & gronvolatile memory
aut henticating the 1C 10 card, or data unique to the

| C caMEN &S0 &b PRRY RanddSiuiRdt cpaedld ih unit 26
t. dom. . nunber data.. T rocess in the IC
e B T D o o S A i o diadd FisEpry 25,
bel o ELGS.c: fl arts for-. inin
2! o pregEai e il Al Lind TS (e ipL A N9

ter”b@%br@ﬁ%k%nM$t%U%BP%%ﬁT&dﬁ?i&ﬁi?éﬁﬁﬂéézd@E%HJ“%C

card reader/witer 14 a read conman readi ng out

dat aca@ad the apidhelathanrde tWha ttercand LY dBeRIY S 1the
read command fromthe termnal system1 via the

cont aciditnioha2l y( stiep t8E1 honlpar tieeepidnt ywof25 ,t he

read conmand fromthe term nal systeml1l, the contro

uni t ag2hehttilge thienc and o2 medtion( ifinirt iaaltihees)i mting the IC
card, or data unique to the IC card is stored. A
random number generation unit 26 generates random
number data.

The process in the IC card 2 with the above
arrangement will be described below.

FIGS. 3 and 4 are flowcharts for explaining a
process example in the IC card 2.

First, the terminal system 1 outputs to the IC
card 2 via the card reader/writer 14 a read command for
reading out data. On the other hand, the IC card 2
receives the read command from the terminal system 1
via the contact unit 21 (step S11). Upon reception of
the read command from the terminal system 1, the
control unit 22 of the IC card 2 sets (initializes) a
monitoring flag (monitoring information) in response to
the :eceived command (step S12).

The monitoring flag is information for monitoring

the execution states of the processes corresponding to
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nmonitoring flag (nmonitoring information) in response

to 25 the received command (step S12). The nonitoring
flag is information for nonitoring the execution

states of the processes corresponding to 10 the

recei ved command. That is, the nonitoring flag is
information for identifying whether the various

processes corresponding to the ddnmand have reliably
been perforned. The nonitoring flag is set in the 5
menory of the IC card 2. For exanple, the nonitoring

f | ag tingy deeestvmceddmmarite | rittertnal s ,merior ynqmictorshoywdlag is
of the control unit 22, RAM 23, or nonvolatile nenory
25. \NRER TRt OForfiaroriice til fag rigs wh tthe | e, vattieo UsD
control unit 22 of the IC card 2 sequentlally perforns

t he P&Plcﬁl§§e§r SOELSSP I Ide drd dice SR ch g giaddrbly

the nonitoring fla ., changes

d set :
comty Bt ek e I 5 sl
t th t |t f 15
AL RSO WA U1 SISO o 3 i

t hese processes (s

Procesges m%%zc Qldis E% A 4he RCE nvceeqr . ag.g %Cﬁin%s&}% shown)

normal Iy perfornme he control unit

val ue fok hehecf@mchorinig flag rags @ Pr QeesR, o 1981itiNg
the nonitoring flag. 20 The val ue (|n|t|al val ue) of

t he nenobtrgri25g flag is so set as to be a

predeterm ned value ("0") when the various processes

prior to @ata ditiputmoriinmediraf éllag is initialized, the
control unit 22 of the IC card 2 sequentially performs
the various processes in accordance with the received
command, and sets the monitoring flag (i.e., changes
the value of the monitoring flag) at a predetermined
timing in accordance with tbe execution results of
these processes (steps S13 to S20). That is, when the
processes according to the received read command are
normally performed, the control unit 22 changes the
value of the monitoring flag as a process of setting
the monitoring flag.

The value (initial value) of the monitoring flag
is so set as to be a predetermined value ("0") when the
various processes prior to data output (immediately
before data output) are completed. 1In the IC card 2,
the various processes (processing contents) to be
performed are determined in accordance with the

received command. Hence, a predetermined initial value

in accordance with the received command is set in the
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before data output) are conpleted. In the IC card 2,

the various processes (processing contents) to be 25
performed are determ ned in accordance with the

recei ved conmand. Hence, a predetermined initial value
in accordance with the received command is set in the

- 11 nonitoring flag. Atimng (process check point)
for setting the nonitoring Haglis-preset in
accordance wth the received command. FIGS. 3 and 4
show exanpl es of typical processing 5 contents in a
case Mamertgiminohe lhat-a i Encimygpt ok ereb s orhepit ,pahdt g for
plurality of timngs for setting the nonitoring flag.
As aS@étt&iqge&f@(m@Qﬁlrwatfal%tlwtgre%etprmes@c@zgdadnce
encrypting and outputting the data wll be describe

bel oXﬁ?pJ\ﬁht fg#rﬁeefr&c&%g’éaq d:qgﬂI“@dB and 4. Note 10 that in

120 s oS5 ba] dih o GEus Tritid toi ot LYo RTad FEo0dss ing
upon I i.on of d from.the term nal system1l
f or gﬁ?%%g’hsngnaﬁdacgﬁst%put i%lrﬁ:glr‘t hneehe FE ¥ res,r{?]}l¥%teena and

cont bl gt t 224 Set3 18 iy tcjf_altixrg.ln nbéeo?r %egpé:lg%%stshe

nmonitoring flag on the basi's of t

checlopQitkirs nigh fNeYRONE 0 dte 1QRETRNG {SIER £ Wea output,
Note that in the exanples shown in FIGS. "3 and 4, the

nunber pabckke pProeess yeltacl ReINtidstidg tHENEsa i1l be

t he exanples shown in FIGS. 3 and 4, for 20 exanpl e,

"4" dessetibasl tled ownivtiitdl redflaremnfe tthe FIGMI tOrAmyY 4.  Note

fIag'that in the embodiment, the timing for setting the
monitoring flag is also called "process check point™".

That is, upon reception of a command from the
terminal system 1 for encrypting and outputting the
data, first, the control unit 22 sets the initial value
of the monitoring flag on the basis of the number of
process check points in response to the command (step
S12). Note that in the examples shown in FIGS. 3 and
4, the number of the process check points is four.
Hence, in the examples shown in FIGS. 3 and 4, for
example, "4" is set as the initial value of the
monitoring flag.

When the monitoring flag is initialized, the
control unit 22 checks a security status as the first
process (step S13). This security status checking
process 1s a process of checking an item set as the

security status. As this security status checking

process, for example, authentication of the terminal
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When the nonitoring flag is initialized, the contro

unit 22 checks a security status as the first process
(step S13). This security status checking 25 process

is a process of checking an itemset as the security
status. As this security status checking process, for
exanpl e, authentication of the termnal - 12 systeml
serving as a command transm ssi dr2 source, or

aut henti cation of the received command is perforned.

When the security status checking process as the
firstsyateiesls srorneld yaermls;onmend omtarodmins tor22s&urce, or
determines that it is the first process check point.

The fAYEiepriseadsion ek ki lppirrce svahecanmimy forperformed.
setting the nonitoring flag in correspondence with

the first Ve, SSHERLTY F52Het 7 pletnd akogess sas the
the'@.rst rocess check point as descri bed above,

ce. Filien BP0 S USRI i T hathd HeP ey iYRA T 22
| SS | t he. first Il
onds LT AR S T R T o 2t

ends, t uni set s

For exanmli6.s v, ddes Vﬁéﬁﬁ#ﬁ@%%é qllrplg}é}lc%gr igetting

decrenented oné by one at I rst process

poi ntthet kd>EAYGlg Widg 22 SSrddfonden ML It¥k first
flag by subtracting one fromthe current val ue

(i ni dralcesal .uewheih tike MRidtimitdd athat Wieni d e first

nmonitoring flag is set at the first process check

poi niprodes scaftaad punirtt 22 eydddidsed alddiant iicas of when it

data as the second process (step S15). 20 The

aut hént idearesm idech therti fieatseoniprtiocessatives achecking process
as the first process normally ends, the control unit 22
sets the monitoring flag. For example, when the value
of the monitoring flag is decremented one by one at the
first process check point, the control unit 22 sets the
monitoring flag by subtracting one from the current
value (initial value) of the monitoring flag.

When the monitoring flag is set at the first
process check point, the control unit 22 verifies
authenticator data as the second process (step S15).
The authenticator data verification process is a
process of verifying the validity of the authenticator
data. When the authenticator data verification process
as the second process normally ends, the control unit
22 determines the end as the second process check
point. The second process check point is the timing

for setting the monitoring flag in correspondence with

the second process.
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process of verifying the validity of the authenticator
data. When the authenticator data verification process

as the second process nornally ends, the control unit

22 determ nes the end as the second process check 25

poi nt. The second process check point is the timng

for setting the nonitoring flag in correspondence with

the second process. 13 Wen-t 1li3s determ ned that the

end is the second process check point as descri bed

above, i.e., when it is determ ned that the

aut hent i catlen didt al vy erefe catnan tipmocess asdt he seeosdcond
process nornmally ends, the 5 control unit 22 sets the

moni PEASES S 1S4 s tRep 'S1638 demgtr ideshpleg vavheh. ¢ he when it
val ue of the nonitoring flag Is decrenmented one by

one &t Fﬁ§e§€ﬁdﬁﬁiﬁ¥ﬁﬁé§§“% eIl Gt ok HEatednteblfication

t 22 t th tori lag b subtractlng one
??methcs’e%&fraesn f{%‘;{‘s&ec e i R 1 g e

t he %%%l %ﬁln X set.,at the .secand _proc
check point, e controS JiiS Qﬁ?l%ﬁ?cRQH;%ﬁg Step 516) .

encr (W es t ¢
YR %rzkal?d'q(‘e S Hdh th\eeht\)yd.é%a q%?esoutp 315fle9g is

t he encryptlon process,

encr ypicedmehen he eRcraHet ian tQ‘féi’Cﬁafc%rﬁ;; Zaf@cégg heck

process normally ends, the control unit det er m nes
t hat pohetend hes cone fdhi thipy eResethette piMmttodiey flag by

third process check point is the timng for setting
t he smbireortiimg fonzg firnc drtyee spondeTtc eratidd dhecHdi rd
monitoring flag.

When the monitoring flag is set at the second
process check point, the control unit 22 performs an
encryption process as the third process (step S17). In
the encryption process, the data to be output is
encrypted. When the encryption process as the third
process normally ends, the control unit 22 determines
that the end is the third process check point. The
third process check point is the timing for setting the
monitoring flag in correspondence with the third
process.

When it is determined that the end is the third
process check point as described above, i.e., when it
is determined that the encryption process as the third
process normally ends, the control unit 22 sets the
monitoring flag (step S18). For example, when
subtracting one from the value of the monitoring flag

at the third process check point, the control unit 22
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20 process. Wien it is determned that the end is the
third process check point as described above, i.e.,
when it 1is deternmined that the encryption process as
the third process normally ends, the control unit 22
sets the 25 nonitoring flag (step S18). For exanpl e,
when subtracting one fromthe value of the nonitoring
flag at the third process checK4poi-nt, the contro
unit 22 - 14 sets the nonitoring flag by subtracting
one fromthe current value of the nonitoring flag.
Wien sgtes ridve troariingp filray ilsa ety atubitheadthingl omps ofess the
check point, the control unit 22 processes 5

aut hémtbr@attorvadatsa s thte Maurttar pro celssy ( st e]P Ség) .
The authenticator data process is a process of adding
the aut hedtiht'die dmal tr iHe ¥R ybi etpadfa e behird

out put . Wien the authenticator data process as the
f our tH ProcesL S0 MY 'erﬁ‘ée, FHE UNtIHIT A tPZecagses

deterniags ok KNS 5 e SO Brocess ek sy

poi nt. our process check

for seldingHAg MO dNG fﬂrgangsns Gy raegﬂ%{%@e%eow&%ding

the fourth process. Wen 1t I eterm ne he en

i's t el auitten th2 dHacess Lherk RO A tdes Wdhed o pe

above, i.e., when it is determ ned that the
aut henttiptat.or Whatna the0CREH T 1 ddte f At JHRGEESS as the

normal |y ends, the control unit 22 sets the

noni tferirty Ptiragesst epr820)Ly Fordssxams eonheyl unit 22
determines that the end is the fourth process check
point. The fourth process check point is the timing
for setting the monitoring flag in correspondence with
the fourth process.

When it is determined that the end is the fourth
process check point as described above, i.e., when it
is determined that the authenticator data process as
the fourth process normally ends, the control unit 22
sets the monitoring flag (step S20). For example, when
subtracting one from the value of the monitoring flag
at the fourth process check point, the control unit 22
sets the monitoring flag by subtracting one from the
current value of the monitoring flag.

In the examples shown in FIGS. 3 and 4, the
processes must be performed prior to data output in the
first, second, third, and fourth processes. Therefore,
when the monitoring flag is set at the fourth process

check point, the control unit 22 determines that the
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subtracting one fromthe value of the nonitoring flag
20 at the fourth process check point, the control unit
22 sets the nonitoring flag by subtracting one from
the current value of the nonitoring flag. In the
exanpl es shown in FIGS. 3 and 4, the processes nust

be perforned prior to data output in the 25 first,
second, third, and fourth processes- Therefore, when
the nmonitoring flag is set at the fourth process

check point, the control unit 22 determ nes that the -
15 VALIOWS ProrEssess tto e gerdformmedl pdiorr too didgtea output
output in response to the received read conmand

conplt&t SI9PPOERE UM tr9cae igmckrifiate Fameand rompletely
vari ous processes to be perforned prior to data

out pG%nd "ok Tonts et IHine D Ehfin iR 68 HeRUE Riecesses
t 21 S22 Th k ta i s dat d.t
b ot 08 EnBodaCaTER Rd SGutua o SR e R i CqH £01
t ¥ ' | at . | | at i
or ooina £ oA TR ¥ (B o ARSI e g
the mask dgfdmaHhataakQ 155 &Jﬁiqgﬂﬁﬁtﬁ? Aal@ d9es gata to
ske en t

not change the data to be m e nonitoring

f1 agbies cs@butrQ a IrPredet mFddttherdl Uan and Fhanges o pe
that when the nonitoring flag is not the

pr edeeecniibed Valtee.) ,Fer caXamlaa,idrhe mesds data gByrormed
use the value of 15 the nonitoring flag. The mask

dat afeay thesdate tgemer atuggpudn usiadoadies nafs K kimtweal uerhat
of the nonitoring flag and the random nunber data

(ar bitBrafFjedabgye mask data does not change the data to be

masked when the monitoring flag is set to a
predetermined value, and changes that when the
monitering flag is not the predetermined value.

For example, the mask data may use the value of
the monitoring flag. The mask data may also be
generated on the basis of the value of the monitoring
flag and the random number data (arbitrary data), the
value of the monitoring flag and the IC card unique
data, or the values of the monitoring flag in past and
present processes. In this case, assume that the mask
data is generated on the basis of the value of the
monitoring flag and the random number data.

In this case, as a process of generating the mask
data, the control unit 22 generates the random number
data by the random number generation unit 26 (step
S21). When the random number data is generated by the

random number generation unit 26, the control unit 22
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val ue of the nonitoring flag and the I C card uni que

data, or the values of the nonitoring flag in past and

20 present processes. In this case, assune that the

mask data is generated on the basis of the val ue of

the nonitoring flag and the random nunber data. In

this case, as a process of generating the mask data,

the control unit 22 generates thé random nunber 25

data by the random nunber generation unit 26 (step

S21). When the random nunber data is generated by the

r andgm@nensiers gdreematslordatrd tor2@;hd hea cionts Ol t i derd@rated
- 16 generates the nmask data on the basis of the

geners m i makiserardhttaeand: tuwe ofalutes ofortiieoring data
nonitori ng data step 822) Then, the control unit 22

gener'&tEP dat & 08y Cr%‘rﬁ‘r(ﬂ]m%glta %ﬁ;ﬁgﬁt%?ﬁ%dthe
| cul a |on rocess bet ween t he random nunber. dat a
and TR AAE B B oo W T9g TR et K Lon

exa ﬁ% %fsst I%eé qq%segl tqj}ata glednerat |H{qherp\;%cess Ca%e value of

bit- calc at| on " pr scesd

noni L QL pGnfi |t%91n%rogl%§ generatfq J; al\rll\:jedogrg){laﬁtggi odPtta}'le mask

and the exclusiv oper At on

cal cdkabi genkestlibrapd dhe o andym égﬂF A on
avai | abl e.” When the rmask dat'a is gener ate

cont pebckBist by22 heBSHkS uePlcdt edeS ndie datgy for the
out put using the generated mask data (step 82 . More

specigkneakltyd trheadbh contrea datia, 22dpaHoOrd®laisive OR
predeterm ned cal cul ati on process between the
genepPaesd tipsk beatweeand heheadatd attdon result and the random

number data are available.

When the mask data is generated, the control unit
22 masks (protects) the data to be output using the
generated mask data (step S23). More specifically, the
control unit 22 performs a predetermined calculation
process between the generated mask data and the data to
be output (step S23). That is, in order to protect the
data to be output, the control unit 22 performs the
calculation process for the data to be output using the
mask data. For example, as the calculation process for
the data to be output using the mask data, the control
unit 22 performs the exclusive OR operation between the
mask data and the data to be output. As the
calculation process in step S23, OR operation,
addition, or shift calculation may be performed for the
mask data and the data to be output.

When the data to be output is masked using the
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be output (step S23). That is, in order to protect the
data to be output, the control unit 22 perforns the
cal cul ation process for the data to be output using
the 20 nmask data. For exanple, as the cal cul ation
process for the data to be output using the mask
data, the control wunit 22 perforns the exclusive OR
operation between the mask datd’and the data to be
output. As the calculation process in step S23, OR
operation, 25 addition, or shift cal culation my be
per f d¥afgd dadra t Hee ekt ot sl 2heowrwt s ot data to be
out put. When the data to be output is nasked using the

17 s Hardi i ¢het T Titd ubtine Xtk dae daia 2o
espaIA ST HE iR ekr b COMARIME 1 (Ehan Fapminal

t | & th i cat | i nterf 1
35) Tl S e e e S B B 4 tmieer 5290
fromddige | Gieand A5 1 e 44 alﬂ'?éncgz‘%gt%rom the

T
read command. As a detail'ed exanple 1 n steps

S24, @ R Whereide ddih axd disive QR aReratd PN Hel VeSinand.
the random nunber data and the data obtai ned by

shifting bys thedetldi Med uexffip1dei st ¢ | S0 f ROS2UE) NG case
the random nunber data is perforned in step S22, and

t he eshelngsiinye HER exopersitv o rObatpesat tdre sk dattha@nthndom
the data to be output is perfornmed in step S23 wil |

be dés@issediatian and sheastavmtaired dwelofftiey by the
monitoring 15 flag is "0", the mask data as the

cal cedtiSorrfr &g thgnitoring flag using the random number

data is performed in step S22, and the exclusive OR
operation between the mask data and the data to be
output is performed in step S23 will be described.

In this case, when the value of the monitoring
flag is "0", the mask data as the calculation result in
step S22 becomes "0" regardless of the value of the
random number data. Accordingly, if the mask data is
"0", the data to be output is not tampered in the
calculation process in step S23. Hence, if the
monitoring flag is "O", the mask data also becomes "O0O".
Therefore, in step S24, the data to be output is output
as normal data.

In contrast to this, if the value of the
monitoring flag is not "0", the mask data as the
calculation result in step S22 is not "O".

Accordingly, if the mask data is not "0", the data to

be output is tampered in the calculation process in the
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step S22 becones "0" regardl ess of the value of the

random nunber data. Accordingly, if the nask data is

11011 , the data to be output is not tanpered in the

cal cul ation process in step S23. Hence, if the 20

monitoring flag is "0", the mask data al so becones

"0". Therefore, in step S24, the data to be output is
output as normal data. In contrldst to this, if the

value of the nonitoring flag is not "0", the mask

data as the 25 calculation result in step S22 is not

"0". SAcrordihgl yhat e infaskhalatalis obttid"'monheoring flag
data to be output is tanmpered in the cal cul ation

process ih't Hdelgasst ptspais Tt 1. i fThewrefaree b step

t he nitoring flag, is "0", the mask data is not "0".

Ther &0 'e,aqr\?q@iaelp dadgy obfifhigtamhl Lyt aRAE i heehpydata to be
t anper | the data to be output is output. 5 As
desc%4§§%2ﬂiﬁn§u§ay3he IC card according to this

erbod! menty s LS SDIBATING, 4} agh WU SN 001 EQ" £ 5080 ng to

execution states e varil ous processes

COr I @ARN b d it dche t@%ﬂmﬂﬁv%&f‘r%“ﬁ% imi&ggn&?{@ors the

is set to the initial value ich serves as t

pr edexeicutieth wateslQ mhare aldr 1 RIRGeSSass N PR dYonding
end. Additionally, the value of the nonitoring flag

i s changée (etandn facearganas g tthd heaperforsed to the

processes, the data to be output is nmasked on the

basi §ndft iele wadluge wifiahthes e musrs taoy itrige fd megedemied value

processes prior to data output
when all the processes normally end. Additionally, the
value of the monitoring flag is changed (set) in
accordance with the performed processes, the data to be
output is masked on the basis of the value of the
monitoring flag when the processes prior to data output
are completed, and the masked data is output.

As a result, in the IC card, the monitoring flag
need not be checked, and the normal data can be
prevented from being output when the process is
abnormal. For example, when the program malfunctions
by a disturbance, and a specific process is skipped,
the value of the monitoring flag becomes abnormal.
Hence, the output data masked on the basis of the
monitoring flag also becomes abnormal. Therefore, in
the above-described embodiment, the data in the IC card
can be protected, and the IC card with high security

can be implemented.

Furthermore, in the above-described IC card,
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15 are conpleted, and the nmasked data is output. As a
result, in the IC card, the nonitoring flag need not

be checked, and the normal data can be prevented from
bei ng out put when the process is abnormal. For

exanpl e, when the program mal functions 20 by a

di sturbance, and a specific process is skipped, the

val ue of the nonitoring flag-bedénes abnormal. Hence,

t he out put data nmasked on the basis of the nonitoring
flag al so beconmes abnormal. Therefore, in the

abov eadendra thexh e rehii reentthet hexalatsi ven Qfeoded aareh 250R
can be protected, and the I1C card with high security
canIﬂ?qqﬁﬂ%Qﬁﬂnéﬁﬁlq%ﬂﬁduﬁﬂﬁnﬁblﬁﬁ1qaﬁsulatlon based on
above-described IC card, - 19 calcul ations such as

the &X& G\F@J@@doﬂ%lrlfﬁsi Gte oRrigpaiad |WW%|QW%@ata to

and %ﬁlft calculgtégﬁabasqaéf pre ter ed rul es
are per ofet atg- %ﬁhPQrﬁfsult is
mask o%gz%t -g%e tcl‘*laeI %%tg%dto%ﬁz:f]ui tZ—\ccs’o 5d3.onl'lgt \ﬂn hcel'le value

out put ta. Accor he Sral

noni e ith@ ARG doy et fﬂ adet gy %a %ﬂ er&? value,

actually output data’s t e abnornma
f r omtthle sdatia 1116, Qﬁjt@jﬂtplﬂatao*slﬁ tr}‘f‘eSLHHnortn{hel daddy 'cﬁfferent

the 1C card can be protected. 10 Furthernore, when al

the frocesses daxabeo maniduaed by Adhe Myl nhd |@ka in
end, in the IC card, the nmask data is generated on

t he Basi dCofcatrdte ceal bbe gfrotteecarani toring flag and the
random nunber data, and the

Furthermore, when all the processes to be
monitored by the monitoring flag end, in the IC card,
the mask data is generated on the basis of the value of
the monitoring flag and the random number data, and the
data to be output is masked and output on the basis of
the generated mask data. Hence, in the IC card, the
data to be output can be masked with randomness. As a
result, the correct data cannot be predicted by
referring to.the masked data (output data), thereby
implementing the IC card with high security.

Note that in the IC card, the value of the
monitoring flag may be set to the initial value so as
to become "O" when all the processes are normally
performed, and the value of the monitoring flag may be
decremented for each specific process. 1In this case,
when all the processes to be monitored by the

monitoring flag normally end, the value of the

monitoring flag becomes "0" in the IC card. Therefore,
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data to be output is masked and output on the basis of
15 the generated mask data. Hence, in the IC card, the
data to be output can be nasked with randomess. As a
result, the correct data cannot be predicted by
referring to the masked data (output data), thereby

i npl ementing the 1C card with high security. 20 Note
that in the IC card, the value &0 the nonitoring flag
may be set to the initial value so as to becone "O0O"
when all the processes are normally perfornmed, and

t he w8 $e Mefsk lraasmds,oribe filey veude f ddor ementtear ing
for each specific process. In this case, 25 when al

the pridcedses' 'o Be GRofitlatePbyprares sord ta9 iprr fozmed as
nornall¥)end, the value of the nonitoring flag

becom®s PHPVENT t ICtEart® PrhétwiRitte, fomt ehangingk As a

Preo sy e 15 e ol e OO0 LTSS, nomman,

a cal cul

preventy the %%Lclaactc%al?%e%mewgn }‘llrf__o {qtheha&agci al 'oe':bse Lutput is

result, in the card, when a e proces

nor ”ﬁxlalske%,eQ%erré%ﬂqtn%m SRy &L d . data to be
t hereby |

output is nmasked, roving the security. In

the IC carh ot ainidue tadhad CGreard, e bec held may be
in the nonvol atile nenory 25 whenever the data is

out pinte lidh ist epeS2dnvand tine msiordatas maehs;genatatess is

10 on the basis of the unique data and the val ue of

t he omgmivttorinng telpagd4dn strephe2 nadsk SR3:a Inmyt s generated

case, when all the processes to be nonitored by the
on the basis of the unique data and the value of the
monitoring flag in steps S21 to $23. In this case,
when all the processes to be monitored by the
monitoring flag end, in the IC card, the mask data is
generated on the basis of the value of the monitoring
flag and the data unique to the IC card. The data to
be output is then masked and output on the basis of the
generated mask data. Hence, in the IC card, the data
to be output can be masked on the basis of the unique
data of the IC card, thereby improving the security.

Additionally, in the IC card, the value of the

monitoring flag used for masking the output data in all
the above-described processes (i.e., whenever the data
masked in step S24 is output) may be stored in the
nonvolatile memory 25, and the mask data may be
generated on the basis of the past and present values

of the monitoring flag. 1In this case, when all the

processes to be monitored by the monitoring flag end,



nmonitoring flag end, in the IC card, the mask data is
generated on the basis of the value of the nonitoring
15 flag and the data unique to the IC card. The data
to be output is then masked and output on the basis
of the generated mask data. Hence, in the |IC card,
the data to be output can be nasked on the basis of
the unique data of the IC cardZ2lthereby inproving the
security. 20 Additionally, in the IC card, the val ue
of the nonitoring flag used for masking the output

dat a iim tdid IG Ivershovehalastysdrdd rog@ssesvdiues ,of the
whenever, the data masked in step S24 is output) may

be sf¥Fedatthed kfehvediargd el erhs \n 570 kol thanereeky are
o L R T G S e e ohe
ot Eay o Ao oh, plnte R0 5 Phe [ ta carpined
nonvERa e ety fe DR VA e e d g humber
ot 2 e i S Bt (% (AU e ejeed ana

val ueuttgiutg dnhe AN Wihathe ddrer AP HNWI datd he as a
data to be output is masked and output on the basis

of thesgdner atiederasie datlae AX ahg esfitosimEertdwe is
value of the nonitoring flag is saved, the security
can Iseviegpr dned severr ivhercarhde Lthgproogrdanmwmaestsen the
mal functions at the sane position. A nodification of
t he BBeg&agegdmiaysd arldeess iwing at the same position.

A modification of the above-described process will
be described below.

FIGS. 5 and 6 are flowcharts for explaining a
process example in the IC card 2.

Note that FIGS. 5 and 6 are flowcharts for
explaining the modification of the process shown in
FIGS. 3 and 4. Hence, the same reference symbols as in
FIGS. 3 and 4 denote the same steps in FIGS. 5 and 6,
and a detailed description thereof will be omitted.

The flowcharts shown in FIGS. 5 and 6 are obtained by
adding steps S31 and S32 to the flowcharts shown in
FIGS. 3 and 4.

That is, when it is determined that the various
processes (first, second, third, and fourth processes)
to be performed prior to data output are completed, the
control unit 22 determines whether the value of the

monitoring flag is a predetermined value (e.g., "O")
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be described below. FIGS. 5 and 6 are flowcharts for
explaining a process exanple in the IC card 2. 15
Note that FIGS. 5 and 6 are flowcharts for explaining
the nodification of the process shown in FIGS. 3 and
4. Hence, the sanme reference synbols as in FIGS 3
and 4 denote the sane steps in FIGS. 5 and 6, and a
det ai |l ed description thereof -wi 22 be omtted. 20 The
flomcharts shown in FIGS. 5 and 6 are obtai ned by
addi ng steps S31 and S32 to the flowcharts shown in

FI GS.(s3eind L) .Thakf ilg, iwhedetiarninatbtgrati nae thmltue hef the
various , processes (first, second, third, and fourth
pr oc 8L 1Y g Age LIfe W e prussie trwidias olalpia

are cogple.ed t he coQ{roI unit 22 deter.m nes whet her

the VEFFEGRS IR ThéhitS Y 1 Heh sreasqolrfegettf@ rﬁ%tgrol unit
I .qQ., ."0") 22 te 31)., If it ] t '

Uhat ZPhSHUS G (8 St AToN g 191D matd LS process

PP ot skt LORANGL NG, A 10 SR (ke the

(st era33d) oanthd MchiRGERS D KNds Ald %{xﬁ%ﬁét"&r@/ﬁmed value

when it is determ ned that the yalue of _
moni depien@ ifla®n $HNqHadairrtidiedamliue WdePeHIWb1 unit

on the determnation result, the control unit 22

advareesdvanstesp tS2 btethey2df.ore, in the nodification

shown in FIGS. 5 10 and 6, when it is determ ned that

t he val ue Tdferngfeore, in the modification shown in FIGS. 5
and 6, when it is determined that the value of the
monitoring flag is not the predetermined value ("0"),
the control unit 22 outputs the error status without
outputting the data, and the process corresponding to
the read command ends. Alternatively, when it is
determined that the value of the monitoring flag is the
predetermined value ("0"), the control unit 22
generates the mask data, and outputs the data masked by
the generated mask data.

That is, as in the modification, when it is
determined that the value of the monitoring flag is not
the predetermined value depending on the checking
result of the monitoring flag, the error status can be
notified without outputting the data. Even when the
monitoring flag checking process is skipped, the data
to be output can be masked using the mask data based on

the value of the monitoring flag.

In other words, when the value of the monitoring
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nonitoring flag is not the predeterm ned value ("0"),

the control unit 22 outputs the error status w thout
outputting the data, and the process corresponding to

the read command ends. Alternatively, when it is 15

determ ned that the value of the nonitoring flag is

the predeterm ned value ("0"), the control unit 22
generates the nmask data, and-outyduts the data masked

by the generated nmask data. That is, as in the

nodi fication, when it is 20 determ ned that the val ue

of t Hé agoriist oyvatng-Hd agrddse rextmindre yrladetduan theda viabteal
dependi ng on the checking result of the nonitoring

f | ag e ety It atarsd @ peot infot i fhiad wihe hewgor has
outputting the data. Even when the nonitoring flag ,
checlﬂcﬁgﬁlr?ﬁe&ces%esn FOH R e tht el 3% ¢ Pelruitpiecess is

can masked ._usi ng .t he sk da based on the val ue

o R oy FHLRF e it ara bibrbie PR e i e

of t jLor] - f.l I S not_ the. predeterm ned

val ulg%g@‘e% tegognn%gror%lﬁ{p%terlr%%h% he 1€ & dtk%ear{n%%ﬁ?flmg flag
t hat ;tsh I L-Qr, I the nonitoring flag
checl%itsnglogcr gglgsgﬁi%g&%%g{}&u en‘%éfl)e}{és'ki pped, the data to

be out put GaRHE dhdRmenss anchoutdid $41tde,yai e of

the nonitoring flag is not the predeterm ned val ue.
I n t hendhowd nentfddigrant sdthevalHee iofidhe vnid asd gs to

flag is set to the initial value so as to becone the

pr edeesomengd ey @inealamtremialdd theel yr odessesll the processes
corresponding to the command for outputting the data
are normally performed. The value of the monitoring
flag is set in accordance with the execution states of
the various processes corresponding to the command for
outputting the data. When the processes prior to data
output are completed, the data to be output is masked
on the basis of the value of the monitoring flag, and
the masked data is output.

As described above, in the embodiment, even when
the processing program malfunctions, the data in the IC
card can be protected, thereby implementing the IC card
with high security.

Additional advantages and modifications will
readily occur to those skilled in the art. Therefore,
the invention in its broader aspects is not limited to
the specific details and representative embodiments

shown and described herein. Accordingly, various

modifications may be made without departing from the



10 corresponding to the conmand for outputting the

data are normally perforned. The val ue of the
nonitoring flag is set in accordance with the
execution states of the various processes
corresponding to the conmand for outputting the data.
When the processes prior to data 15 output are

conpl eted, the data to be outpuf4i s-nasked on the
basis of the value of the nonitoring flag, and the
masked data is output. As described above, in the
enmbodiPiitt, cavearagternt tihe meowsessl g yedgreanconcept as
mal functions, the data in the IC 20 card can be

pr ot S&fddec ket by iaRfeadast idg imfe and ddradt r VBqhHE R kgnts.
security. Additional advantages and nodifications wll
readily occur to those skilled in the art. Therefore,
the invention in its broader aspects is not limted to
25 the specific details and representative enbodi ments
shown and descri bed herein. Accordingly, various
nodi fi cati ons may be nade wi thout departing fromthe
24 spirit or scope of the general inventive concept as
defined by the appended cl ai ns and their equival ents.
25 WHAT IS CLAIMED IS: 1. A portable electronic
apparatus conprising: a setting unit which sets an
initial value of nonitoring information which serves
as a predetermned 5 value in a state in which al
processes correspondi ng
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to a command are perfornmed when the command for
outputting data is supplied froman external device; a
changi ng unit which changes the nonitoring

i nformati on whose initial value is set by the setting
10 unit depending on the perfornmed processes; a
protection unit which protects data to be output, on
the basis of the nonitoring i-nf@dSmati on changed by

t he changi ng unit depending on the perforned
processes; and 15 an output unit which outputs the
data protected by the WA} eL3i OGpAIMED I9:the externa
device. 2. An apparatus according to claim11, further
conpri si ng-a ModiA%akhic (el ot TRTEkC t3RD T N CUMESing :
the 20 changlng unit, the protection unit, and the

out put uri t SN % WhidsifytGh safiTRR he Hokrdt e’3sue of
bur|(renonl appq{atu .accor di to claimi, mh(g q
the prot eé)trll iF ot l@ﬂrﬁ”khlcg?esaeeﬁveer%afﬁeda Jyredet ermine
cal c ion pr.o far, at_a .t out b on th

basi %5%% tﬁg no%ﬁ%%fﬁﬁg Fnﬁéghaﬁj'%) %ﬁ?%& kfoﬁﬁss ndlng

changing Wi depend @%ﬁ%ﬁr{é’a REIdOr

and 26 the output unit outputs to the externa dgéfce
the odabarehta nedAS A Sipphlile Lirdde acrale%&tdaoln device;

process perforned by the protection unit. 4.

appar at us aAactrdjingy tuhid almicdh ot dhe monltorlng
information whose initial value is set by the setting
unit depending on the performed processes;

a protection unit which protects data to be
output, on the basis of the monitoring information
changed by the changing unit depending on the performed
processes; and

an output unit which outputs the data protected by
the projection unit to the external device.

2. An apparatus according to claim 1, further
comprising

a module which includes the setting unit, the
changing unit, the protection unit, and the output
unit, and

a housing in which the module is buried.

3. An apparatus according to claim 1, wherein

the protection unit performs a predetermined
calculation process for the data to be output, on the

basis of the monitoring information changed by the

changing unit depending on the performed processes, and



10

15

20

25

5 protection unit protects the data to be output, on
the basis of arbitrary data and the nonitoring

i nformati on changed by the changi ng unit dependi ng on
the performed process. S. An apparatus according to
claim4, wherein 10 the protection unit perforns a
predeterm ned calculation process for the data to be
output, on the basis of arbitra&by data and the

nmoni toring informati on changed by the changing unit
dependi ng on the perforned process, and 15 the out put
unit out puthe ta i aextidy et RIS ceo tiee ekt erobl aderetice the
as a result of the calcul ation process perfornmed by

the PEdPeORGAN®H BS ¢ &S Hipathatiie aalsiliaiglam process
C
©

claiml1,. whi further conprises a random nunber
geneP&Li 6T Kj%qﬁwp%ﬁf%ﬁ%ﬁﬂ%ﬂ%ﬁ%?andon1nunber

data, and jn @?{gﬁjt otection unit protects the )
4 i pu,p%g% S %fcdfghqgtﬁg O3 € f, £hereln the

data to be o e basis © e fonitoring

| nf opyrafrieQt i rhapged g Lhapoiqg 4nid nk_ge:r ) tJla@ %h the

the performed process, and the random nu

genepalsad Ry the 25 3N urRert atey iengfald thformation
unit. 7. An apparatus according to claim®6, wherein

the phetheeld @y whid dperfodmts il edgdaidimedn e performed
cal cul ation process for the data to be output, on the
basi profcetslse noni tori ng i nformati on changed by the
changi ng unit dependi ng on the perforned process, and
. An apparatus according to claim 4, wherein

the protection unit performs a predetermined
calculation process for the data to be output, on the
basis of arbitrary data and the monitoring information
changed by the changing unit depending on the performed
process, and

the output unit outputs to the external device the
data obtained as a result of the caiculation process
performed by the protection unit.

6. An apparatus according to claim 1, which
further comprises a random number generation unit which
generates random number data, and

in which the protection unit protects the data to
be output, on the basis of the monitoring information
changed by the changing unit depending on the performed
process, and the random number data generated by the
random number data generation unit.

7. An apparatus according to claim 6, wherein

the protection unit performs a predetermined
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the random nunber data generated by the random nunber
5 data generation unit, and the output unit outputs to
the external device the data obtained as a result of
the cal cul ati on process performed by the protection
unit. 8. An apparatus according to claim1, which 10
further conprises a nenory in which data unique to the
portabl e el ectronic apparatus i £7stered, and in which
the protection unit protects the data to be output,
on the basis of the nonitoring informati on changed by

t he cledmgileg iomi tp eperwdi gy drhd i eerforeddtout, on the
process, and the unique data stored in the nmenory. 9.

An apparia @ ddrormimganing aimigmathieoreighangrd by th
protection unit perforns a predeterm ned cal cul ati on

pr oc &SNS 1 Fatd RV B D Rpuihe RetfrmemRroesss, and

t he nitori i nformat { on changed by .t he 20 changi ng

uni t eI SRR (5T R i bdey Wi THHRPT Humber
uni q ata staored in the nmenpry, and the output unit

out pu §%}é§¥ﬁ3%§§g¥#ﬁhl'dengg the data obtained as a

result of fhe &ﬂj.;%%% %AP@An&E S t@efﬁé)ré@@epry?ioh@evice the

protection unit. appar at us accor di ng

cl ai Maka WHtE nddirdhey LI 8 Ehd RIS MY &h process
stores the nonitoring information used for protecting

t he datra dyyndcher28& Hy giresdd i dhidniwhen the out put
unit outputs the data, and

8. An apparatus according to claim 1, which
further comprises a memory in which data unique to the
portable electronic apparatus is stored, and

in which the protection unit protects the data to
be output, on the basis of the monitoring information
changed by the changing unit depending on the performed
process, and the unique data stored in the memory.

9. An apparatus according to claim 8, wherein

the protection unit performs a predetermined
calculation process for the data to be output, on the
basis of the monitoring information changed by the
changing unit depending on the performed process, and
the unique data stored in the memory, and

the output unit outputs to the external device the
data obtained as a result of the calculation process
performed by the protection unit.

10. An apparatus according to claim 1, which
further comprises a memory which stores the monitoring

information used for protecting the data by the
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in which the protection unit protects the data to be
output, on the basis of the nonitoring information 5
changed by the changi ng unit dependi ng on the
performed process, and the nonitoring information
stored in the nenory. 11. An apparatus according to
claim 10, wherein the protection unit perforns a
predetermi ned 10 cal cul ati on-pré@8ess for the data to
be output, on the basis of the nonitoring information
changed by the changing unit depending on the

per f rREE priodesl tandient Hdenonitort nindthfortmttisnthe data,
stored in the nenory, and the output unit outputs to

t he é%ter nal device the 15 data obtained as a result

of the cal.cul at, rocess er f or ned t he

prot ect | or?rhﬁ‘i%} %12"p %Rﬁt&‘gﬁ%tu%ﬁ r%%O?%?t% the data to
port bl e ctroni ¢ appar.at us. ¢ risi, sett

ot B8 BrspbE ot SAe 155 GRS nbAlation

Serv%%a@%e@i %r},eq%t ercrﬂa %q ggaltdguelaﬂ E&Oe%{%og}r‘%'& E’Wé Q;berformed

al | Processes "correspon

perfg&@s%@s\@heran@%h%ommﬁctd‘rqrng%rpthrﬁgtgl&@t&déed in the
suppli ed froman external devi Ce; changi ng t he

moni kefioRrg .i nformati on whose initial 25 value is set
dependi ng on the perforned processes; protecting data
to be out [Aut., om tddrasis dcddwdimonitOrégin 10, wherein
i nformati on changed dependi ng on the 29 perforned
processes;th@ngrotection unit performs a predetermined
calculation process for the data to be output, on the
basis of the monitoring information changed by the
changing unit depending on the performed process, and
the monitoring information stored in the memory, and
the output unit outputs to the external device the
data obtained as a result of the calculation process
performed by the protection unit.
12. A data outpﬁt method for a portable
electronic apparatus comprising:
setting an initial value of monitoring information
which serves as a predetermined value in a state in
which all processes corresponding to a command are
performed when the command for outputting data is
supplied from an external device;
changing the monitoring information whose initial
value is set depending on the performed processes;

protecting data to be output, on the basis of the

monitoring information changed depending on the
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outputting the protected data to the external device.

13. A nmethod according to claim12, wherein 5
protecting the data to be output conprises protecting
the data to be output, on the basis of arbitrary data
and the nonitoring informati on changed dependi ng on
the perforned process. 14. A nethod according to
claim 12, which further 10 conpPi ses generating
random nunber data, and in which protecting the data
to be output conprises protecting the data to be

out pRer fermase prusesissesf; tanel noni toring i nformation
changed dependi ng on the perforned process, and the
gener at ed YHRIBHRTS Rl @ Fed5at® g Hoe external

accordin% to claim12, wherein protecting the data to

be ol¥y¥dt-Sconprises protecting the data to be output,
on the basis of, th nitoring informtio hanged
dependi ngslos'rsf t Ke r%%hpoergr)fao?ﬁ%ré] %(r:lceoss? aalrf%ln]t%’e T oue

dat aguicQie iy e UL A BLIQELANICARUA Yo dfet ing

A nefho according to claim12,

CONPRInEE HaOiN B Ry Y, t & Rohd Harinatdon wsed-£.8F data
protecting the data when the data is output, and 257 n

whi clanprr @thec ong tidie ndatia floa e i RIHan M dS8fding on the
protecting the data to be output, on the basis of the
noni perifliogmenf groatesen changed dependi ng 30

14. A method according to claim 12, which further
comprises generating random number data, and

in which protecting the data to be output
comprises protecting the data to be output, on the
basis of the monitoring information changed depending
on the performed process, and the generated random
number data.

15. A method according to claim 12, wherein

protecting the data to be output comprises
protecting the data to be output, on the basis of the
monitoring information changed depending on the
performed process, and the unique data unique to the
portable electronic apparatus.

16. A method according to claim 12, which further
comprises storing the monitoring information used for
protecting the data when the data is output, and

in which protecting the data to be output
comprises protecting the data to be output, on the

basis of the monitoring information changed depending



on the performed process, and the nonitoring
information stored in the nenory.

- 30 -

on the performed process, and the monitoring

information stored in the memory.



