S1. Collecting an update request for a device-code, obtaining the device-code according to
the content of the update request, and transmitting the device-code to a device; where the
device-code includes at least one software code

S2. Obtaining, when a code analysis event corresponding to a risk code is triggered, the risk
code, and comparing the component contents of the risk code and the at least one software
code

S3. Sending a risk early warning notification when the comparison result indicates that the
at least one software code contains at least one security risk
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S21. Extracting at least one first component feature corresponding to the risk code

!

S22. Extracting at least one second component feature corresponding to the at least one
binary code

!

S23. Comparing the at least one first component feature with the at least one second
component feature

FIG. 3

S1. Collecting an update request for a device-code, obtaining the device-code according
to the content of the update request, and transmitting the device-code to a device; where
the device-code includes at least one software code

|

Detecting, before the code analysis event is triggered, at least one code analysis event
according to a composition list of the at least one software code, where the code analysis
event corresponding to the risk code is one of the at least one code analysis event

!

S2. Obtaining, when a code analysis event corresponding to a risk code is triggered, the
risk code, and comparing the component contents of the risk code and the at least one
software code

|

S3. Sending a risk early warning notification when the comparison result indicates that
the at least one software code contains at least one security risk
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