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MOBILE COMMUNICATIONS -

The invention relates tc mobile communications.

Global System for Mobile Communications (“GSM")_. ig a

technology widely adopced by mobile eguipment operators
throughout the world, To <facilitate GSM automatic
international- roamiﬁg service, a set of guidelines
exists so that when two GSM network cperators wish to-
establish a roaming eerv'ice, they have to .establish a
b:.lateral roaming agreement, followed' by the technical
and billing tests. wWith an . automat:.c roaming semce,_
mobile users do not need to change the Mob:Lle Equ:i_.pment
(*“ME”) and the Subscriber Ident:.ty Module (“SIM¥). "
Mobzle users can make and receive calls in a wvisited i
network as .if they are- in a home network by us:ng the

roam:.ng service .

‘Before a ‘'mobile user can use a mobile service in a

'visi'ted' network, the mobile ﬁser has to successfully

reg:.st:er with the mobile serv:r.ce in the VlSlted network. :
The procedure :LS called Locat:.on Update. 1f- the home

network has establ:ushed a roamng service mth more than

'cne mobile operator ‘in a  same v:.sited region, mobile

users can either manually select one of the operators in
the visited region, or use an auto-selection mode to
pexform the Location Update. According to the GsM
Technical SQecificat:':on 02.11, the Mcbile Station (“MSs~)
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which is comprised of ME and SIM shall perform the
Location Update in the following order when the auto- .-

selection mode is used:

1. Reg:.stered Public Land Mobile Netwozk (“RPI.MN') ‘
ie.: t:he last registered network as stored in ‘the SIM

‘directory EFioct '-(EFEF?}E)”- '

2, - r-:om'e PLMN -( “HPLMN~)-
3.. PLHNS contained in® the PLMN' Selector® (BF6F30).

- data field in the SIM (in prior:.ty order) ;

4. -Other PLMN= w:n:h received signal level above a pre-.

determ:.ned value spec:.f:.ed in the GsM specification in

;random order,

KN D All other PLMNe in order of descending e:.gnall

-st;.rength

In - this order, only the '_ ;‘PLMN SeIector" (EE’GF30) ‘will
:allow usere to enter the preferred roaming networks

According to the asM Technical Spec::.f:.cat:.on 11.11, this
list is readable and can be updated by mobile users
through ME. |

With the introduction of Inter-Operator Tariff (IOT) by
the GsSM Associat-ion, network operators can negotiate
with their roaming partners for a more flexible tariff.
In addition, there is.-.an increasing 'demandl from
customers for .auto--sele'c;ing a better quafl_.ity roaming

network, and the need to prevent preferred network from
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writing onto the Forbidden PLMN (FPLMN) list as a result

. "of transient : .signaling fault, ' ﬁnsuccesisful - Location
Update in prev:i.ous registratlon and so on. This follows-

that one. roaming network operator is preferred to

another. baee_d on .sexvice quality, - customer sexvices and

commercial cmsi&efation. " ‘However, the existing

procedure doe‘s not provide network - operators with 'ariY:
-'flexib:.l:.ty to control ‘the order of mob:.le networks :.n'

" the, Lcca.tion Update procedure

-

It':"ia an object of'the invention to-ehébl‘e é netivork

operator to derive a mechan:xsm to ensure a preferred

. roaming network is selected w:.th a chosen or flexible-

priority.

According to a first aspect of the -invention there is
provided a mobile telephone arranged to automatically
re-establish roaming’ ser\ri;ce with a network based on an
“Operator List” by npdifyﬁ:ng ‘the Registered Public Land
Mobile Network ( REIW"‘) dur:.ng Location Update,

through the use of a° pre programmed SIM card

' .A_cco_rc_l':i.ng to a _eecond a'spect -of the invention,- there . is

"provided a methcd 'of autometicaliy establishing.- 'a_'
roaming service for a mobile telephone. including using . -
a pre-programmed SIM card guch that the preferred

networks are "selected in preference to ‘- others.

Subsequently,' although the-- Location Update is performed

14
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in the’ same__ -orde_r as, before, the networks list being
‘accéssed is modified andthe mechanism is described as

follows:-

Registered Public Land Mob:.le Network (“RPLMN") p
.:I. e. the 1aet registered network as stored in the -8IM
directory EF;.oc: (BFGWE)
. ‘Home PLMN (“HPLMN")'
3. PIMN contained in a “PLMN Selector~ data field
based on the “Operator List”
4. “User-defined preferred PLMN;
S. Other PLMNs with received signal level above a
pre-determined strength in random order; and

.All other PLMNs in oxder of d’es.cending signal strength.

In ah embodiment of the invention an ™“Operator List”
with preferred roaming networks set by the home network
operator is created and bu:.lt into the SIM. This. list_ '

can be updated by the: home network operator by means of.: )

data download over the alr. Bxamples of updating the .
home network operator are as follows

- over the ‘air: Nor(aal short Message Serv:.ces (“SMS"
- Over the aiz: SIM Application Toolkit ( “SAT”) data_'
download by sMS . _ L
Over the air. data -download by Unstructired

-

.' Supplementary Servioe Data ( “USSD")

- ,0ver . the air: SA'.I' data download by Wireless

_Application Protocol (“WA_P'{)
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- Using SIM ed:l.tor at services centers/ehops

- Making use of Mobile Stat:.on Appl:.cation Execution
Envzronment: (*"MExE¥) platform between SIM applica‘.::.on and
Services Server application, download cperator list data
by the common circuit ewitcn bearers (e.g. circuit switch
9.6kbps data) and packet switch bearers (e.g. packet
switch based General Packet Radio Service (“GPRS”) data)

During Location Update in auto-selection wmode, MS will
compare the RPLMN with the ©“Operator List*, If the
Mobile Country COde (“MCC") of the RPIMN is found in .the

"0pera‘tor List”, the first available. preferred net:werk'

: with the same Mcc w:.ll replace tha.t in RPLMN so that- the.

~ Ms searches and attempts to register to t:h:.e network.

In a.ddition,' the ‘Operator iaiet“ will be. copied'to the
PLMN Selector (EFSFBO) ‘and referenced by .the Ms during_'
Location Update. The copy:.ng of “Operator List' over
PIMN Selector (EFGFE 0) can be a direct copy or replaced )
'by an indexed pre-stored- lz.st If mobile- users have

entered preferred networks in rny Selector (EFGFso) .-

' ) the user-defined netv{mrke will be appended at the. -end,’ .

prov:Lded that -there ig free entry available. “Thus, in
auto-eelection, .__m_ode, t:hq nor_mal ordexr of se_lect:\.on is
unchanged, b'ut: the content of the network 1list ims

modified. As a result, the process is changed to:-

1. Registered public Land Mobile Network
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(*RPLMN”) with reference to “Operator List”;
2. Home PLMN (“HPLMN”);
3. PIMN as listed in the “Operator List” in ‘the -

PILMN selectox (EFGFBO) . The entries of the “Operatox

-list” are stored in a specific location on the SIM e.g.

. EF'GDBO

: 4, User-def:.ned' preferred PLMNS in. -the : PiMN‘

Se].ector (BFGF:O) 'rhese user-defined preferred PLMNe
‘have lower pnor:.ty than those Pl‘.-bms of’ the. 0perator .
: Lmst" in- the PLMN Selector (EF6F30)as they are appended

o after the “o;perator List®

5. Othex PLMNs with rece:.ved eignal level above a

_ pre-determined value speczf:.ed in the- GSM specification

. in random order, and

6. All other PLMNs in oxder of descend:mg signatil.'r

_strength

Manual selection mode by the user is -mot affected.
Mobile users can still override .' the -auiao—seleetion by
seleeting a particular network manually. A new
capability can be provided to allow the home network
- operator flexibility to restore partly ox wholly the
order of lLocation Update procedure through data download

over the air.

A roaming service for mobile: operatore accorxding to the
invention will now ,be described by way of _example with

reference to the accompanying drawings in which:-
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" _Figﬁre 1 tiluetretes a data sE:':_-ugi_:qz"e of the *Operator

"y

Figure:,a .iliﬁétrate_s— a flow at ‘the in:i.t:.al power on..

stage;
. Eigu.re 3 111ustra.tes an EFm Update Enhancement.

‘Pigure 4 111ustrates the mechan:.sm of over The Air
.. ("OTA") data download, .and’ ;

F:.gure 5 :.llustrates the mechamsm to handle the OTA

data. download :m a §5IM card.

A new list “Operator _Lis't'; is created and built in the
Elementary File (“EF7) in a SIM. The address of the
“Operator -List” is, -arbii':rary and defined by a home
operator in SIM production. In this example, the address

- BF6D30 is used. -Figure 1 shows the data structure of -

this “Operator List”. The size, X, of the “Operator
List” can be wvaried. I-Iowever, it miuat be the same as a
PLMN Selector (EFGPBO) According to a GSM Technical

Specification, EF6F30 wust conta:ln at 1east 3 netwo:r:k_

. ‘entries in the format of MCC and Mcbile Network Code-

- - g .
(*MNC¥) .. For each network entry, it will take uwp ¥

b'yteé. Therefore, tﬁe minimum size of the EF&D30 .i's 26 .
bytes :I.ncluding the header hytes F and V. :It is however
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since each file - trar:sfer from SIM to'ME is in .steps of: '
255 -bytes for .EF type. The header byte v indmetes the
numbe:' of vahd ’network entnes in the "Ope:ator L:.st".

_ The header byte F is ‘a flag with 4 pose:.ble values- If_

B “I-"—o, OTA: update is’ aot” perfomed (See F:Lgure 4 for'

. further e:':planatj_..qn)_ . Maek to Mask comparison (See
-Figure 2 :for : further explanag:ion) between -“Operator
Liet'.' '(BFEDBO) and PLMN 'selector (BF6F30) ie required at
power on stage. Examples of other comparison methods are

as follows :

- Mask to Mask cchparison between the “Operator List”

(EFED30) and the PIMN Selector (EF6F30) and the “Operator

List” has higher prioxity than the user-defined PLMNs.
The user-defined PLMNs 'are then appended at the exid of

'the “Operator List” when copying onto PLMN Selector
- (EF6F30) ‘- prov.tded that there is available memozy spaces.
‘in the PLMN" selector (EFGFBG) oo

- ‘Bntry to Entry comparison between the "'Operator_.

.Li_st” (EFGDBO) and ' the PLMN Selector (BFSFSO) and. the'.
: “Operator Lz.st" has h;gher priority ‘than the user-def:med'

PLMNs.  In ' this  case, - the zedundant entries are:

’ el:.m:.nated _ s

- Entry to Entry companson between the “Operator"

) Lit" (EFED30) and .the "PLMN Selector (EFsrao)‘; any .

redundant entries are eliminated. The p.m.or.z ties of t:he

entries are’ determined by analyz.mg the h:.sto::y of’
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;nd:.vidual roam:l.ng behaviour. This is to max:i.mise the

: opportumty for ME to take an entry into usage, aeeuming
that -the moblle equ:.pment _is able to process entries in

EF6F30 up to a certain limited length.

Tf “Fr=1, OTA data download has been performed. At power-

" on stage, when ME -performs a Read binary on EF6F30, no

Mask to Mask comparison ‘between BP6D30 and EF6F30 is
required. If “F7=2, omnly the EFwcr Update Enhancement °
(See Figure 3 for further explanatiom) is performed.

“"P¥=3, the enhaneemente mentioned in this' description

will be disabled and' the normal order of Location Update

:.s performed

-

P:.gure 2 illustrates the sequence at the initial power

" en atage._ The value F in BPGDBO is checked at the power-
on etage. If *f”=0, a Mask to- Mask conparison between_ X
’ EF6D30, which has “V" val:.d network entriee,- and. the

first: v~ entries’ of ‘BFGFSO is performed. The result:.ng: '

: dn.fference, i.e. network entr:.es in EF6F30. that are not

-'mapped in Mask to Mask corrparison are :.dent:.ﬁ:.ed-..
_ 'A:Eterwards, the content of - “Operator List" (EF6D30) is. B
o cop:.ed onto EF6F30 ’ followed by the dJ.fference. When

searching for preterred networks, the ME is based on the
-new preferred -networks ..:m El?.GFBO and the operator

defined networks will be searched first.

"Any subseguent update on _'t'he PLMN Selector (EF6F30) by
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mobile users througl': Man Machine Interface (“MMI”) is
written on the ﬁFSFBO_ as in a normal operation. However,
the update only lasts” for the session the MS is on. In

the  next power on, the Mask to Mask comparison is N
performed as described earlier. The resulting different
network- entries- are then appended after the ™“Operator

| List" ‘to. PLMN Selector (Ersrso) Thus, the p:w_Se:l_.eceor

. (EPEF30) -in: MB’s memory- becomes the “Operator .List”

followed by user defined llst imed:lately after power )
on. Bxamples of the - triggenng method 1nc1ude ) the

followingt -

- Power ON-OFF ‘.:to trigger the '10CI and PIMN

: enha.ncement (the current ;melementa.tion)

- :L“ reading attempt on. Locat:.on Infomat:.on (*LOCI") '

: -._. 1™ 'reeding a.ttempt en EF6F30 after power reeet on

'SIM tr:.ggers the PLMN enhancement

- Any tzme when the SA'I' detects a. change of MCC of

RPI..l\m (i.e. roaming in other countr:.es) and a sub-equent

re-read of EF6F30 is issued to the mobile eguipment

Figure 3 illustrates the EFmcr Update Enhancement., In
accordance with the GSM ‘Technical Specification, the
Registered Network (RPLMN) as listed in EFyecr is searched
first in aute-select‘:l.on mode. After the Mask to Mask .
comparison, EPmc; ie cnecked against the Operator List
(BF6D30). If the currene value of EFioz is already in
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EF6D30, no' modification on the EFecs is. requized,
Otherwise, the. MCC of BPm is checked aga_.inst- "that': -in.

- EPéD30. If there is a match, the MNC of the first:

matched network :|.n EE‘GD30 replaces the MNC .m BFm In- .
-_addi.tion, the value in E‘r"m 1s reset. The ME ‘is based_
on the .modified EFiccr to search . for the Reg:l.stered'

Network - (RPLMY) -

Figure 4 illusi:rai:es the’ mechanism of OTA dafa dovmlo'aii'.

LA home network operator can update the “OQerator List"

by means of short message -data download. The list of

‘. roam:.ng operators :s.n the format of r-xcc ‘and. MNC ‘Forms” a’

short message content, ‘rhe header bytes “NunOfE;try“ and

:.“Algorithm!. :.nd:;.cates’ the” numbe_r of .preferre_d ‘network

entries and the choice of algorithm to .be used. There

are three possible algorithms:-

1. The operator;defined prefexrred roaming

networks and the EFroecr update enhancement is used;

2. Only the EFpocr update¢ enhancement is used; and

3. Neither the operator-defined preferred roaming -

network nor the EFwer update enhancement is used, i.e.
the o;riginal order’ of .Location Update procedure is

" recovered. .

In addition, due to the possible size limitat:.on of the _

short message, more ‘than 1 short message may be used in

the data download. Thus, a byte.is used to :L_ndic_a_te the’
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session number for tlhie data download in the short
m'e'ss_-as-a.- . To - avoid -hacking, ‘Security - measures. 'are-
.imple'ineﬁted.' The . Transfer . Layer Protocol-originat:.ng- E
'.Address (‘TO-QA") used to .send the shnrt message mst be.
'matched w:u:h one def:.ned in the SIM during production‘
. stage. In add:.t:.on. the- com:ent of the short tgessage, X .

'excluding the “NumOfEntry byte and “Algo.r:.thm" byl:e are
- calculated for checksum. A simple approach is to. sum the
L 'Exolusive OR (®XOR")- results of two bytes pair. Other.

examples of possible security -en'hancements :anlude:-

Content check sum plus chécking of TP~OA

- Check sum algorithm based on Ki (the secret key
shared between the SIM and the network) of the SIM or
International Mobile Subscriber Idemtity (“IMSI”) of the .-
S8IM:

- Interactive authentication via ' eall ox

_ supplementary sei'vices' (*ss”) or SMS by SAT aﬁplicatio:_:

" Figure 5 illustrates f.:he méchanism to ‘handle- t'he 651‘A

data download in a SIM cqrd The . short message . received-'
via OTA download triggers the res:.dent script built in‘_'
SIM card to update the flag to F-l. and the contont of
EF6D30. is then updated a:coordiggly. An acknoivledge_nienﬁ
short message will';b'e sent back  to .'-a _pr_e-&efinéd

' .a'dd:r;_es's'. Upon ﬁhe next power up, a .step’ translation
. will -be performed in EF6F30 to'offset the user defined -

' network list to a correct offset so that the user
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def:.ned network list. is not overwritten ‘in the case that’
the updated “Operator List" is J.onger than previous one.

.On the other. ha_n_d, if ‘the new “Opetator List” J.s_ sh_orter_
than the previocus one, the difference is removed. Then
the new content of EF6D30 is copied to EF6F30 and placed
before the user defined network list. The flag' “F” is

then reset to 0.

Embodimente . enable automatic selection of . the
techn:.cally and quaiity—w:.se best network available for .

the user. The selection can also be a_utomat:.oally

o  “biased” to enable the cheapest available .network for
' each user -according to users! or. mobile -services
.. prov:l.der‘ S. spec1f:.c commercial arrangement A- serv:l.oee'
'provider is also able ‘to remotely assist a- roaming :

_ 'customer by up-dates transm:.tted to alter - data :.n the

sin oard. ‘Nozmally - only ‘8 to-16. entries are available 5

and 80 a user- defined oxr operator defined sh.ort list of

'networks can be sent act:wely te the user depending upon'

the meobile telephone customers geograph:.cal hab:l.ts.

" Enhancements of ‘the .described roaming service can

incliude the' following:~

- Network ‘entries i_vhiéh-: are in the operator :I:.it' are

‘removed from a Forbidden 1':L,st- after the triggering “after

- power ON/OFF"

- Operator list based on Location Update Message



WO 02/21861 ' PCT/IB01/01867
- 14_

received f£rom the foreign (visited) network from our
individual customers is ol-a'tin'\ised to avoid the mcbile
equipment limited ability in handling long PLMN selectors
(BF6F30) . | |
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CLAIMS

1 A mob:Lle telephone arranged to automatically re-
establish roaming aervice wzth a network based on an'_
“Opera’cor List” by mod:.fy:.ng the Registered Public Land :
Mobile . Network. (“RPLMN ) dur:.ng Locatn.on Update, through-
the use of a pre-prograumed SIM card : .

2. A' met:h‘od of aut;'otiaatically establish‘ing a roauu.ng )

. service for a. mobile telephone, including usmg a pre-. .
'programmed SIM card such that a "Location Update ;i.s.
_ performed in the follow:.ng logical order-.-' '

. 1. Registered Publ:Lc Land Mobile Network (“R:PIM”) r

i.e: th.e 1ast reg:.stered network as stored in the_'
8IM directory EFiecx (EF6FT7E)

2. Home PLMN .(“HPLMN”)

3. PLMNs cont.ainei‘l in a “PIMN Select;_er” date field
based on the “Operator List”.

4. User - defined preferrsd PLMN o

5. Other PLMNs with received signal level above a

: predetermined strength in random order; and

6. All other PLMNs in order of descending signal

strength '

3. " A-method a.ccord:.ng to Claim 2 in which the PLMN 15'
stored in the “Operator List~ reserved in a :E:.xed but _

implementation—dependent memory ‘location in the: SIM,
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e.g. EFED30.

4. A method accordipg to Claim 2 or 3, in which the .
..PLMN Selectox”. data eomprises PLMN’ & l:i sted in the |

' ‘ “OPerator List” copied bn to tﬁe *PLMN Sele.eto'r"" the' ’

“Operator List” taking precedence over user = defined'

preferred PLMN's which’ are append.ed at the end of the

'“Operator L:Lst" in the “PLMN Selector" ;

5. A method aecording to any one of _claime 2 to 4
wherein during network selection the countxy code of the
RPIMN is compared with networks defined in the “Operator
List” the wost preferred network with the country code
replacing the RPLMN.



