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WO 2009/030990PCT/I1B2008/001107 Method and System of Interacting
§erver, and Method and System for Generating a%fﬁﬁ%%}ﬁ&lm
dateh Results Field of the Invention The invention relates generally to
- interaction between user terminal and a server. In one application, the
server is one which implements a search engine, that is performs search
engine result generation. Th ventiou further relates to how the search
results are generated and/or presented. 10 13ackm-ound of the invention

S5 jgthes-generate indices of web pages which are
used when a search is requested. The search engine will generate

rankings for the indexed pages. These rankings represent 15 which

.S arich reilslults the search engine determines are the most "relevant"” to the
Fie % Q l%::e vengogl.

—This is usually done using various automated computer

algorithms. (?f-‘. e of the downsi
Thfha Vention 1e, ncglsj gsnera%yv%’o 15%

es ?.f a tomated computer,algorithms is
?ra 1?11 Etweer user tepmlnal a scfrver Tn one
unscnro users-are able to find ways to circumvent the algorithms
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“Into con&ideration when computing result ra or'exam

engﬁ&e;és@%&g%eﬁn@a@m&ﬁ&{m_@m&@wW&féﬁ%&ﬁ& wte
prom-anis to continuously access the links to those sites, thus pushing up

o8 RA0ER /@dngnithis results in possible clustering of irrelevant results
ranking very high amongst the search results. WO
2009/030990PCT/1B2008/001107

‘Backeground of the Invention

The amount of information on the Internet is vast and cluttered. One method of
searching for information on the Internet is by making use of search engines. Search
engines generate indices of web pages which are used when a search is requested. The
search engine will generate rankings for the indexed pages. These rankings represent
which search results the search engine determines are the most “relevant” to the client’s

request. This is usually done using various automated computer algorithms.

One of the downsides of automated computer algorithms 1s that unscrupuious users are
able to find ways to circumvent the algorithms by discovering and exploiting the factors
which these algorithms take into consideration when computing result rankings. For
example, if a web page’s rank is dependant on the number of hits it obtains, a user can
write programs to continuously access the links to those sites, thus pushing up the

page’s ranking. This results in possible clustering of irrelevant results ranking very high

amongst the search results.



in this mentioned article,cryption process may also be a form of

w0 wempegssion technique used to allow for data transmission @980t &
purpose of storage efficiency. Summary of the invention The present
invention sims to provide a new and useful method perfoined by a user
terminal in communicating with a server system. The server system may
be one implementing a search engine. 10 A first aspect of the invention

in | terms, that data is encrypted (typically for ‘
e R S R LR o cwmmrasione

ioni ' sing_a prpfile. Jaaracterizing at least one
e o e e Ko o prectec
ef&ksion thereof) may be used as 15 a key for encrypting communications
from the terminal to the server and/or from the server to the terminal, In a
more specific expression of the first asnect of the invention, data
pertaining to the terminal of a user is collected. Relevant data may include
Swletaits sfith asksgbname, age, 20gender, contact details, system
hardware and software configuration. The data is communicated to an
Trenuespticineystemattitile texminak S06MLA6 SBatrhelRIGHLEACRUREION, nser
system, which is capable of generating a unique identifier( 'ID")
teraprdSersingthe peitic wath corabvinaticrent thiesdataerifetnatibs hased.
_ encryption system may use a Mau of hashing algorithm to generate such
ImpiemEnE astrsesanated for individual users or groups of users and are
stored on the server. Communication between the server and the
terminals may then be performed more securely, either by insisting that
the ID is within any message transmitted between the sewer and user
terminal (e.g. in either direction), and/or by using the ID as a key in pan of
A%rﬁgncr tion process, This ensures that profiles are secure since anyone
RS T TR PISRAES W ST Brop &R Ghts soedeormsdould

gﬂ'{e fthe exact same USK' information and computer hardware and
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| by the server in a reverseirrocess, by employing
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wdseerminaliiepiesents TRSAIR SR sbe useddn yarioys ways, as

described below, ereol) may be used as

15 akey for encrypting communications from the terminal to the server and/or from the
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server to the terminal,

In a more specific expression of the first aspect of the Invention, data pertaining to the
terminal of a user is collected. Relevant data may include details such as user name, age,
20 gender, contact details, system hardware and software confi guration. The data is
communicated to an encryption system of the terminal, such as a matrix based
encryption system, which is capable of generating a unique identifier(“ID”) representing
the particular combination of the data. The matrix based encryption system may use &

form of hashing algorithm to generate such IDs. IDs may be generated for individual
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Other aspects of the invention (which may be employed independently of
the first aspect) propose, in general terms, That the search engine has

WO 2002688990 a database of 15 historical data, which has be&& HENEPEEY By

previous human users. This database is arranged by search term, so that
when a search term is entered, the database is able to access the
historical data, and display results tothe user based on the historical data.
The search engine may be implemented by a server system which

userd afes,witha vser ﬁ&%ﬁr&i{‘@xg— Qihe frshaspecheiihrdpvantion,

These other aspects ofvention 20are particularly suitable for use with the

seriEt-AARRCt L IREINMBIARRCALSS-ARAGIDR SEEURN PRSI sting that
historical data of the kind described, secure communication is very

the/aiuakiemWY Gh2 0RNA30WARG B 200900 110 Setvonadificatkrinias ecanth
aspect, the invention proposes that the historical data comprises data

cithbiosirdbeoahanatiaristiosif chemrteristie datairobfatesnetmihpagesss.
stored on a plurality of sites, and the search engine uses the characteristic
data to determine how to display links to webpages which are relevant to
the search term. Thus, Shuman interaction is capable of refining search

Thissmitsristth i ghtyi rel evastaitstorseeipdon VAo AINT I ARSSsCampuesie
algorithms are weak at. For example, the search engine may rank the

wikent Freasuitsr bigheeitoniere Braldorgitr tiartediBe S FoMATRIEAT 2nd
users in similar previous searches. 10 ‘

computer hardware and software setup, or hack the encryption / decryption process.

The IDs may also be used by the server in a reverse process, by employing another
algorithm to the IDs so as to obtain all the information stored for user terminal it
represents. The data can then be used in various ways, as described below.

Other aspects of the invention (which may be employed independently of the first

~aspect) propose, in general terms, that the search engine has access to a database of

historical data, which has been generated by previous human users. This database is
arranged by search term, so that when a search term is entered, the database is able to
access the historical date, and display results to the user based on the historical data.
The search engine may be imp}emeﬁted by a server system which communicates with a
user according to the first aspect of the invention. These other aspects of the invention
are particularly suitable for use with the first aspect of the invention because once the

server accumulates historical data of the kind described, secure communication 1s very

valuable,
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WO M%g@ggr providing feedback and interaction with the Seaﬁét}/fﬁg&%@onm

The search results are displayed to the client together with additional

These additional means may. inchide buttons for providing feedback on
various qualities of the result pages, so as to modify the displayed results.
Possible modiflcations include the voting for a result to be 15raised in the
ranking, or lowered an the ranking, labeling errant results for deletion, or
Iabegzr?‘lﬁ results containing adult content. In another example, freely
SPeGiiBHALIR ARGIRR FTRICIs BN FRSiaRsPavBasRS T der i sioraindaion with
a chat box associated with the search term. The chat box may allow
COBBIHTER 4o ACRATH SHIBFERERIIGR oG Sisifaaarehbserpeapbpages
example, the ranking and display of search results may also be modified
Stcggggrlgﬁ S OhSF S ge%ti%%‘%%ﬁ&%@%?@ﬁsr (FOEPESAHHBIRE D s uch
ackharact ristics.include: . WO 2009/030990PCTIB2008/001107 Internet
R e RNy SR AR re TR A hee BB Tous
I AVIHRELLRE: OB FIB L LRNGURNE Y SERICICARR! (LAERN RSy, o

: to
events in relation to current world or regiona |n]t%re I(E,‘I’?{1

inRHRSEIIRLORILA SIQURSIEARNLRILES AJS-giuR and "maturity rating” of

client's account profile

For example, the search engine may rank the search results based on the characteristic

data coliected from human users in similar previous searches.

The search results are displayed to the client, together with additional means for
providing feedback and interaction with the search regults. These additional means may .
include buttons for providing feedback on various qualities of the result pages, so as to
modify the displayed results. Possible modifications inchude the voting for a result to be

raised in the ranking, or lowered in the ranking, labeling errant results for deletion, or

labeling results containing adult content.

In another example, freely combinable with the first, search results are displayed in
combination with a chat box associated with the search term. The chat box may allow

interaction with other clients performing similar searches.

In any example, the ranking and display of search results may also be modified

according fo other characteristics of the search request. Examples of such characteristics

mcelude:



Operating system and Internet browser software of client Browsing
history, security level settings, homepage settings and any other

WO 200%05m0adion obtainable from the Internet browser softwar&QUIBaKHI 4187
and weather information Types of software installed in the client system
Hardware profile of the client system Any combination of the above
characteristics may be determined for each client, based on what
information maybe automatically colfécted from or provided by the client.

15 Usjng thi |nfor n thes rch results ank|n nd display may be
furt#gjfr f“r @Uf dar %]Ch & iads page SF%S% are more likely to

be reilgv%(]ct to erpv llge%&sdg; r%%qﬂlc ocatlon language and
grouplng such as age, religion, ¢o munlty, spemahstgroupmg) In the

diments ?f the nventlon such characteristic data may 20 be stored
in theaﬁl%uoﬁca as and may be modified by user feedback or a

cpaqga%%g any of t%%srele%%%t client cha%acte&)stlcs which.are automatically

detecta Tfo iy e onal interests.

e Client subscription to groups/commumnities

e Age group and “maturity rating” of client’s account profile

e Operating system and internet browser software of client

¢ Browsing history, security level settings, homepage settings and any other
information obtainable from the internet browser software

¢ Local time and weather information

e Types of software installed 1n the client system

¢ Hardware profile of the client system

Amny combination of the above characteristics may be determined for each client, based

on what information may be antomatically collected from or provided by the client.

Using this information, the search results ranking and display may be further refined by
providing the client with pages which are more likely to be relevant to them in terms of
geographic location, language and grouping (such as age, religion, community,
specialist grouping). In the embodiments of the invention, such characteristic data may
be stored in the historical database and may be modified by user feedback or a change in

any of the relevant client characteristics which are automatically detectable.
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Geographic infondiation may be obtained from the IP address of the client
Wiasihdi?9hame wansladon and matching of nansiated domainmanesda 107
Et database with such .geographic information. Such databases may be
found on the Internet. such as one by the Internet .A.ssianed Numbers
Authority GANA - httn.//www.iarimorg/domain- names huh) or they may be
created independently based on historical data collected from users.
St Hh ' nalysis the IF address of the
clon T B S erat o temamaa fomaic

ranges wwhiehos ARsuhseauenthyused by all their custo @earﬁa NEE s?ﬁth such
i the

client's 13P is determined, infoiwation if interest may be include

display:phiseaiameeeulis wit chmaydnelude dSR.related, prmotions or . one by

e

advertisements, hi some examples, the ISP's services may even be
exteridedito hesaeedssibiestrom tieseprchesulisdisplay, The landuage.
may be directly obtained from the language in which the search request
waseaden Altetrmatively bt nrayaisadepdnfieried $68a eQURRNG : collected
iodation from which the request oriMnated. For example, a search request
made wehinese may be moreren search results in Chinese before any
other language. Similarly, a search request in English but made from a
clientan LP address. located in France

Similarly, the ISP may also be obtained in a similar analysis the IP address of the client.
This is possible since ISPs are usually assigned predetermined IP ranges, which is
subsequently used by all their customers. Once a client’s ISP is determined, information
if interest may be included in the display of search results which may inciude ISP

related promotions or advertisements. In some examples, the ISP's services may even

be extended to be accessible from the search results display.

The language may be directly obtained from the language in which the search request
was made. Alternatively, it may also be inferred from the geographic location from
which the request originated. For example, a search request made in Chinese may be
more likely to return search results in Chinese before any other language. Similarly, a
search request in English but made from e client with an IP address jocated in France
(as determined using methods described above) may be more likely to return French

search resulis.

Groupings (or communities) may also be created within the system to allow users to

obtain search results based on what is of interest to each group. These groups could be
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-contact, hobbies, and other

20(as determined using methods described above) may more Likely to
return French search results. WO 20 o0 910 30990 Pair22008/001107
differdAtiataYin terms of acre culture, religion, or any other aspeetor, _
combination e ' thereof Such arm:pings can be implicit or explicit. hesz/(}og/{}oug/
may be created by users- of the system or may be implied based on the
location Of the clients' IF addresses. Each gr.our may have as own
independent set of historical data which’stores grout members' feedback

enmrsearchresylts, search results ranking preferences of the group, and
any other relevant in%rr?rlﬁgtig#c %ﬁﬁ’?@ﬁ%‘p)nﬂj e S5 EaeT s Ao

alsaae able loaraale anndiidual ascountn the system, These differ

from the above mama in that accounOts Are Caterd

B reRs e chvieERap of the
anstanmayStoreH i [ jed by the users.such as their
ngnt,, age, gzendzfiiga%%%gég Hl@oﬁn%%c?,bjﬁ%g)%é)s}{gﬁ ‘SthEr reldVaRTsgatgach Zroup
(whicinvaay ineludadhe listofcharacteristic information listed .
eariief7,. Each user account mgs ibﬁeg %ﬁ%%%ﬁ%&%%ﬁ%%@&%%@ﬁ%d
dboleck ikeviseh eaathaceatnt foRmay-have IS un set of historical data
attached to it, whionpersona9 s the rankings and display o Search resufts”
f@ilh@amhemsérm&mﬂmm’@pmiﬁg ©4,4stdp infoithation may also be
collected from the client system Since different browsers and operating
systems may handle the display of web pages in order to provide an
improved display toe. rmmmal display anomalies, broken imageiinke
é??ﬁ%@é‘?f%rﬁ%fﬂ?gﬁ;bé@dﬁ thersystemiwiliie adlede: in the system. These differ

rom the above groups in that accounts are catered towards the individual and may store

ersonal mformati lied by the cl hei i id
D THAOn suppied by tae users such as their name, age, gender, address,

relevant data (which may include the list of characteristics

and information listed eariier). Fach user account may be part of one or more groups

descril b T . ‘ y ..
scribed above. Likewise, each account too may havs its own set of historical data

attached to it, which personafizes the Tankngs and display of search results for each

user.

Brow {1 tem. 1 ‘ ] i
ser and operating system information may aiso be collected from the ciient system.

Since different browsers and operating svstems may handie the display of web pages

depe . . . I
ditierently, m order to provide an improved asplay to the user (i.e. minimal displav

anomalies. broken image links, erroneous formatting, etc), the svstem will be abie o

aetermine the best way to display the results 1o the ciient. F urthermore, this information

can be used to provide additional information to the ciient in the form of software patch

noticanons, updates, or promotions. Apart from the type of browser and operating

Systenl, mrormation based on the settings of the hrowser may also be taken 1o



determine the best way to display the esults to the client. Furtheimore, this
wo Janfgoaien can be used to provide additional infoinatior_ TE:-thesehgitdN ¢~
the form of software patch 110En-canons, updates, or promotions. Apart
from theset and operating system, information based on'the settings of the
browser may also be taken into WO 2009/030990PCTA62008/001107
consideration. This includes the browsing history, security level settings,

hemepane [ revr tin and information generated through
COthe usei?rﬂsl Ei%%‘%%ﬁuks%ge eali%?:g% tin SF%BG &g Ygﬁﬁ HEF b S B ERR

- sefifesNr R g@@ﬁ@%@ﬁg%%&gﬁ gé e and vvea her data
can also be determined from the ge géa%]}tnca lug on oﬁﬁe “héﬁ%%ﬁaag& :
subsequently obtaining the relevant formation from other sources such as
the national meteorological agencies or online sites such as

Leintifvewiticenthersoasi This W@%ﬁ'@@(ﬁf‘&t@f Appliad, tﬁe&ﬁﬁfﬁ: cookies,
requests which are tinan and/or weather sensitive, such as requests

5 Almmtlm’dtmmgatmhaﬂﬁhealddtaléhﬁ%l;@tb@\@t&ﬁﬁ&@ﬁ@ﬁ/dgi
results. The system may also collect and profile client systems SO are

locpieneb e cllfwatessystamed hettendlassityrthes i e ant AAHE R hee:
user. A client, whose system has a lot of graphic editing software, might
SORksSH el AfcRestation searobrobeiksl ofparsiivilar dfinatitee A&D pposed to

another client, whose system may contsin a majority of gar,
http:/lwww . weather.com. This information can be applied to search requests which are

time and/or weather sensitive, such as requests involving dining location and airline

10 travel thus providing better search results.

The system may also collect and profile client systems’ software. This would allow the
system to better classify the type and nature of the user. A client, whose system has a lot
of graphic editing software, might be more interested in search results of a similar

15 nature as opposed to another client, whose system may contain a majority of game

software,

Hardware profiles of client systems may also be collected and the rationale is similar to
all those mentioned earlier. Updates, promotions, classification of client profiles may all

20 bepossibly included with the search results with knowledge of the client hardware
configuration. In addition, knowing the limitations (or lack thereof) of the system is
useful in deciding what sort of search results to display. A client without a DVD-ROM
drive is unlikely to be interested in seeing the results for DVD rentals. In another

example, a system with additional security hardware such as biometric readers mavy
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software. Hardware profiles of client systems may also be collected and

the rationale is si all those mentioned earlier. Updates, promg&qﬁﬁ' 008/001107
QAN of client profiles may all 20be possibly included wit tﬁe ’

search results with knowledge of the client hardware configuration. In
addition, knowing the limitations (or lack thereof) of the system is useful in
deciding what sort of search results to display. A client without a
DVD-ROM drive is unlikely to be interested in seeing the results for DVD
rediadss mrasfotbiereaivarsipie paishstEir withadditiona sewiaits baedibase with
such as biometric readers may WO 2009/030990PC171112008/001107 9
iRgicate a preference for sites which offer similar security standards over
those with none. In the case where a user creates an account on the
system, cookies or unique identifiers; 5or a combinnion of them may be
enerated to identify the user category (i.e. based on the characteristics
3&@&éeswéﬁf@wswﬁ@fa%@,aca%aa@r;dsﬁﬁﬁ%%die%vé BF WGkl dentifiers,
category_ may, be generated). With this information., search results are

AEHE e RIBhHTEY 15 BB SR Rl ALsa s8Ry (. based on

mindset/user ;%Eerce tion of what the sgargh results.and .display interface
SROUTFER 78 16" AL 5175 AR AIAGUY ReBAgie etk mdicite of suck

a category may be generated). With this information, search results are associated with
the identifier to better and accurately assess the mindset/user perception of what the

search results and display interface should be like to cater to the individual/group needs.

In any example, where data collection is involved, the method of collection varies.
Firstly, HTTP cookies may be used to collect such data and profiling individual client
systerns. When a user accesses the search engine system, cookies are transparently
downloaded onto the client system. Relevant data will be collected and stored on the

cookie, which will then be sent back to the source.

Alternatively, the client can choose to allow the search engine system to download and
run scripts on the client systems so as to collect the rejevant data. Such scripts may
come in the form of separate programs or add-ons or applets (such as ActiveX applets).
When these programs are run, they are usually able to perform a more thorough
profiling and data collection on the client system compared to cookies. In another
aliernative, users can provide the information manually by entering it into their user

account profiles,
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10 ID any example,where; data collection is involved, the method of

wo saMaskios varies. Firstly, ITTTP cookies may be used to colll(e,%i%%g /%%69117

and nrafilino. individual client systems. When a user accesses the searc
engine system, cookies are transparently downloaded onto the client
system. Relevant data will be collected 2nd stored on the cookie, which
will then be sent back to the source, Jﬁ@ternatively, the client can choose to

mad[ll1 the search enoine, system t(a download and run scripts on the, client
Ml SR VeTbamp R RS IeRede ipts $ambepmEinsthited,

f&g%égﬁg . rograms or acidsons or.apillets (such as A.ctiveX
53 8 o iy yENg .
nappleta), Zg[W%té%né?tlh%g%%%b%ﬁ SESFED, P &vifbuaRpapietien may be

PRHFQEN & Mgt rofiling and data collection on the client system
’ compared to Coo%%@%%%%&{%pggﬁeeﬁ%aﬁggs&v%@ CaRprovgE tHefeatures

sukiferinadien manuallyyentering it into their user account profiles. WO
2009/030990PC1/1132008/001107 10 in any example where data
collection has been perfoimed, or is data being transmitted, encryption
may be used- to protecitv of the data within. Encryption maybe performed
on the data and can he decrypted via passwords or other sec such
biometric security systems. 5

In a third aspect of the invention, when a plurality of search results is displayed to a user,

each is displayed with an up-button and a down-button, ‘by which a user can give

feedback to i e ' f i f
mfluence the ordering of search results when the same search is performed

in the future,

Also, in a fourth independent aspect of the invention, a search engine displays search
results in relation to a certain search term in combination with a chat box (a term which
1s used here to nclude an irc channel or shoutbox or similar variation) for recording
user comments in relation to the same search term. This chat box is displayed to interact

with other users who have performed similar searches,

Characteristic data which are used to mmprove search results rankings in any of the

aspects above include:

Search result rankings generated by a search engine are influenced by the geographical
location of the requesting client. This geographical location is determined from the

client’s IP address.
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In a third. aspect of the invention, when a plurality of search results is
displayed to a user, each is displayed with r up-button and a down-button,

WO 2009P¥0A%€h a user can give feedback to influence the orggﬁ%%?sé%o&rlgﬂ

results when the same search is petrormed 10in the future. Also, in a
fourth independent aspect of the invention, a search engine displays
search results in relation to a certain gearch term in combination with a
chat box (a term which is used here to include an ire channel or shoutbox
SeRESHRIlAF MaNatIaNfrfReUdiINGHSEr GOMIARIS RN ladheagarmee
search term. This chat box is displayed to interact with other users who
lanlave-pesiopnessimilat searcheseLharagiestsiicitiieewhich arelusatbioof the
improve search results rankings in any of the aspects above include: 20
cliGearch result rankings generated by a search engine are influenced by
the geographical location of the requesting client. This geographical
location is determined from the client's L9 address. WO
2009/030990PCT/1132008/001107 Search result rankings generated by a
A desntmenbihendrte mftieroett bystdafuagaroripe tirtdigaigenth gy Bearch result
determined from the search request or inferred from the location of the 5A
TaRfiEEE RRAFISEIRY toore ghEBrasELHBmRSd BrobsSErBliRmT Bsdafeesting
clise’:g‘? r%gergissltjés:ical data of the group is applied to the client’s search request to further

refine the rankings of the search results obtained.

Search result rankings generated by a search engine are influenced by the internet
service provider. The ISP may be determined from the IP address of the client in

conjunction with a reference list of [P address ranges utilized by each service provider.

Search result rankings generated by a search engine are influenced by a client’s user

account profile and settings. This information is based on the data provided by the users

when they create an.account on the system.

Search results rankings generated by the search engine are infiuenced by the type of
internet browser software, operating system software and their respective configurations
on the client’s system. The relevant information is obtained via automatic data mining

off the client system or via manual input by the client.
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rankings generated by a search engine are influenced by the oup(s) of the
wo 2668ISENg client. The historical data of the group is appligg-torhgshiento s
search request to further refine the rankings of the search results
obtained. 10Search result rankings generated by a search engine are
influenced by the interact service provider. The 1SP may be detemiined
from the P? address of the client in égnjunction with a reference.list of 11)

res utlllzedb servic prowder Search result rankings
S B e L S s MR iRy Ysmecs e

_'an@(,%ﬂﬁl%?&ﬁ%mg; Tris;informatio ased an th% ta}[%)rowded by the

users w ey create an. account a”%Skihe system FadLfee o

méﬁ@&i‘i‘gﬁz&ﬁe%!&%é%ﬂa%%%ﬁ%ﬁ%ﬁ@%%%&r% 'gﬁnce&P he type of

internet browser Software, operating system software and helr respective
configurations 20on the client's system. The relevant information is
obtained via automatic data mining off the client system or via manual

SciphiEdith eaaliants d(er2Q091030990RC I 1R2A0NS/00110L:Seareh fesylts

rankings generated by the search engine are influenced by the local time

evain iveathpmnab the:user [dhimdatasis obiainablecsithes through theAlient's
system, Or indirectly via the geographical location. and. the relevant
regpoiine iatebases information may then be used for references and to refine

consumer behaviour for demographic surveying for the publishing purpose of future

search ranking tabulations.

Search results rankings generated by the search engine are influenced by the computer
software installed on a client’s computer. Clients® systems may be profiled for such

information which may then be sent to the search engine system.

Search results rankings generated by the search engine are influenced by the computer
hardware installed on a client’s computer. Clients’ systems may be profiled for such

information which may then be sent to the search engine system.

Data collection of data relevant to user profiling is performed on a client’s system
through the use of data collection means. The collected data may be done automatically

and as a transparent process to the user, or may involve user authorization and

initialization.



5Search, results rankings generated by the search engine are influenced
by the current events in relation world or regional news / in LClient
wo Pg%%’ﬁ%terest - response to the event information may thgié%gijza@gj}ll)%
references and to refine. consumer behaviour for demographic surveying
for the publishing purpose of future search ranking tabulations. 10 Search
results rankings generated by Inc seargéh engine are influenced by the
computer software installed on a client's computer. Clients' systems may
Afeprcfifeddersuch informafibngthicharaydheridoe isamtdalocsazipchor storage
engine system, 15Search results rankings ohnerated by the search engine
careehisfitienoe thisp s dotnpriasrialdwarcivstaie drohiaelpits HORTEtTBRY
Clients' systems may be profiled for such information which may then be
TEakR WECtRENSEHFERCE G HEI B8 M ODISHEL ¢ STIBEHBNISV Hta relevant to user
profiling is icerForm-d on a client's system 20 through the use of data
collection means. The collected data may be done automatically and as a
transParerit process to the user, or may involve user authorization and
TS AATBAC! i K e SIBVR AT ST Pty TR BEé Bifected, it
tr}rx]ea g/eba(racg réﬁ%’ﬁ’é%?rsft%{nsé%@%ms whether a client system has downloaded the search

w

engine’s data mining tools, and if the determination is negative, downloads the data

mining tools to the client system and uses it to collect and store data pertaining to the

chient. Otherwise, the data mining tools are used to update and store any data pertaiming
10 to the clisnt. The collected client data is then transmitted to the search engine and 2

given set of the search results are modified and/or presented in a manner determined by

the data pertaining to the client transmitted to the search engine.

In a sixth aspect of the invention, profiling of a client may be done by determining

15 whether a client system has downloaded data mining tools; and if the determination is
egative, downloading the data mimng tools to the client system and using it to collect

and store data pertaining to the client. If the determination is positive, the data mining
tools update and store any data pertaining to the client. The collected client data is
encrypted using means of encryption and stored or wansmitted. The data may be
accessed by decrypting the encrypted client data using means of decryption, said means
of decryption making use of biomefric security devices to identify and allow decryption

of said encrypted client data.
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or transmission to ensure data integriity. The encryption and

wo 28shsbignprocess may make use of passwords and/or other biometric

security devices! In a fifth aspect of the invention, When a SeXtERME44ESY
is made by a client, the search engine systeml determines whether a
client system has downloaded the search engine's data mining tools, and
~ if the determination is negative, dowrlléads the data mining tools to the
client system and uses it to collect and store data pertaining to the client,
Otherwise, the data raining tools are used to update and store any data
RgHainin ICto the gli nt The collected client data is then transmitted to
the Search HHgme CAmtf AR Set 6t the ditehate reduipicarentabdifiottcessible
/or presented.in a manner detedined by the data pertaining to the
bﬁﬁlegnsg‘?r%ﬁﬁséﬁﬁfé%? 0°the Se TR EITGHE: thig iche dapbatortnes ingdrmeon’ the

nirfiling.of a gli ay be e by determining 15whether a client system
B B T B RAFRRGH G

refiowaleadingdhe gﬂ@ g the.client system and using it to
collect and store data pertgf%iﬁgg J% the & %ﬁ%gﬁ TR R Gis

measitMedhe-datamiping toels. up store any data pertaining fo the
client. The collected client data is%e%r%%r%g% Wé?ngger%%%oﬁ%%‘?’é%@,m%ﬁmmd
deaneisiorRe OfanSHRILe drT herd e NaY Recally.

In all aspects of the invention, the modifications to the historical data may be done in
real time, 50 that the effects are immediate and can be reflected m all subsequent
searches. Indeed, a given search for a certain user may automatically be performed
again as soon as that user provides at least some types of input (e.g. feedback by

clicking the buttons), so that he “Instantaneously” sees the results of his imput.

Description of the Figures

An embodiment of the invention will now be described, for the sake of example only,
with reference to the following figures, in which:

Figure 1 shows a flow chart of the steps of @ method which is an embodiment of the
present invention.

Figure 2 shows a screenshot of the screen displayed to the user in the embodiment of
Figure 1,

Figure 3 is a detail of Figure 2 and shows buttons used in the embodiment of Figure 1.

Figure 4 shows a chat box used in the embodiment of Figure 1,
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20accessed by decrypting the encrypted client data using moans of

decryption, said means of decryption making use of biorhejgie ety 1197
wo g

2% identify and allow decryp on of said encrypted client data. WO
2009/030990PCT/1132008/001107 14 In some embodiments of the
invention, a cache database is implemented and accessible by the search
engine for storing search results, Thei¢ache database stores a subset of
the historical data and may be accessible with a much quicker response

Fignne fofheeardhe resudtarstofediviftirecdinpareddodthated o ssimgrtiveengine in
historical data. When modifications are made to the cache database, they
thwitinider éffectediFitincthe historical data when the two databases are
compared periodically. In all aspects of the invention, the modiflcations to
Fimerhisthriea Batemraybe Gondmao pédhdmdasetatitiiastects are
immediate and can be reflected in all subsequent searches. Indeed, a
Fgven /SEwieR W’%%W%@P%@/ﬁﬁ%?ﬂ%%@l@aﬁ@%rfumed again as
soon as that user provides at least some types of input (e.g, feedback by
Fgiean. PO HEMSy 8 TP ﬁ%ﬂﬁ?@f&ﬁ@%ﬁﬁw@wﬁﬁw&%ﬁ%@ﬁ abases
ulsne%ui;i é%%gaigg%gg&toge@eem@gg 21?1 ranking process by the embodiment of Figure 1.

Detailed Descrintion of the Embodiments

An embodiment of the method of the invention will now be explained with reference té
Figures 1 to 6. Figure 1 is & flow-chart of steps in the method. In this method a user is
communicates with a search engine over the internet. That is, the user opens using his
personal computer (PC) a webpage supported by a server which implements the search
engine. The search engine employs a database 51 of historical data and a cache database

71 which might be on different servers. These are explained below with reference to

Figures 5, 6 and 7.

The cache database 71 stores a subset of the historical data as shown in Figure 7 and
usually contains data pertaiming to the most recent search requests or popular requests or
a combination thereof. It should be noted that the cache database 71 can be configured
to store other data as well, which will be obvious to the skilled reader. In this
embodiment, the cache database 71 is compiled from different types of historical
database content types which are described below. The data in the cache may be further

broken up into sete such that each user of the system would have their own cache data
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An embodiment of the invention will now be described, for the sake of

WOR4H Bnly, with reference to the following figures, in whiBRTHRAGAE/D1107

shows a flow chart of the steps of a method whichmbodiment othe present
rnvention. 20 Figure 2 shows a screenshot of the screen displayed to the
user in the embodiment of Figure 1. Figure 3 is a detail of Fiaure 2 and
shows buttons used in the embodiment'gun, 1. Fihture 4 shows a chat box
wiskth iddhierampodimontf Liawerl idMBsed on the system by the use of Internet
2009/030990PCTI132008/0011.07 15 Figure 5 shows the structure of a
Iiatabais@rotbistesical.data- usest by the search engine in the embodiment

of noire 1.. Figure 6 shows the structure of an element of the database of
Figure 5. Figure 7 shows the structure of contents of the cache data_base.
Figure 8 shows schematically the interaction between software ocluiess

‘A daibasebadedinsthe seamhiresultgeneration-and Fanking BRISRSSers 1o
by the embodiment of Figure 1,

obtain faster responses, since the cache server should be optimized for memory access

and thus faster response time. The database for historical data, however, may be
optimized for the storage of the large volume of data and processing of result data.

Therefore, the cache database 71 would greatly reduce the workload of the historical

© Gata database, improving the overall service provided.

Iﬁ astep 11, the client (also called a “user” hers) will first make a search request which
mncludes entering a word or phrase to be searched into the search engine. The search
engine will then determine in step 12 and 12a whether the cache database 71 or the
database 51 comtains historical data relating to the search term. The cache database 71 is
checked first in step 12 which is usually capable of faster access compared to the
historical database 51. If the search request is not found in the cache database 71, a
search will be done on the historical database 51 as in step 12a If information about the
search request is present in either of the cache or the historical data, in step 13 search
results mcluding historical data are extracted from the cache database 71 or database 51
In a ranidng order explained below, following which the results are transmitted back to

the client and displaved 14.

The ranking in step 13 is performed on the results generated in step 12 in accordance

with a database 51 of historical date , shown in Figure 3. Figure 5 aiso shows the
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Detailed De,scrinnon of the Embodiments 10 An embodiment of the

WO_%@%; @ggcaf the invention will now be explained with referengetogzigsnesidr

igure 1 is a flow- hart of steps in the method. In this method a user
is communicates With a search engine over the interact. That is, the user

opens using his personal computer (PC) a webpage supported by a sewer
which implements the search engine.“i’he search enthne en-ipioys a
database 31 of historical data, and a cache data

, b 15 hi iglat ..

ST BRSBTS OAfE BiEIREH betons T Res o o
Figures 5, 6 and The cache datapas 71 s‘[PoLeSS? stubset Q{){hgf‘@ tgrical

R AL TR GO TR Gy TSRS 20t BERATISGTS fhe most

. recent search requests or ovular requests a combinatian.thereof it sho
u@%@&?%ﬁh@@ﬁcﬁfﬁ%@%ﬁﬁ%& can be ¢ Se?%rg%c hhEed %ﬁ%er' gg’%a

can be configured to store o
as well,

1, which will be.obyious, illed - 1g this: dé o the.
oxdm e“’a%%%na%é a qa a\éasn 330 mﬁds Ié;e M%goﬁd%ﬁ Hﬁgn%tﬁ,l%ﬁe

IS comp rorn different types of historical database

iga%rmgm tX&’@én‘é‘é%?Q are:qescribed-belawrihe datasio the, caghe. mayh8eo data)

er broken up Into sets such that each user of the system would have

g Qv Gachesdata, a0 c00R03020F L1/ SR 2008/00116hin pathin e there

database. Individual users are identified on the system by the u.se of-

Brotaeal (R) addresses,peddseragcaunisnl husreiseacheidaibage: Ghi 57,
situated on a separate server would be to enable users to obtain faster

despeRsemsingesthencaaheser/shskiauld berbptimizedifaioniematyo the
access and thus faster response time. The database for historical dab=
devvever nivabhel aptitsized:fattheotieragestfitiieetat ovhi € Greaatarehtents

processing of result data.

may be divided across different databases to achieve different purposes. For example, a
separate “general info™ database could store general purpose data for the searches which
may include webpage graphics/logos/banners, the search engine start page, general text
used in the webpage, etc. A separate “sofrware download” database can also be

implemented which may be better equipped to deal with large bandwidih transmissions

suitable for distributing files and other common download/upload wransactions to/from

clients.

Each record 56 is associated with a possibie search entry which is present in 2 field 52.
Each record 56 is unigue in the search word or phrase 32 it stores (note that typically
there are respeciive records for each possible order of search terms, so that there is one
record 56 for “Tom Cruise” and one for “Cruise Tom™). Together with each enury 52,
the record 56 also stores : chat box data 53, a plurality of result eniries 54 each

associated with a respective webpage, and possibly other data 55,
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Therefore, the cache database 71 would zreatly reduce the workload of
wo 28hedaistarical data database, imnrovin.g the overall servige pigyidedoi1n
a step 11, the client (also called a "user here) will first make a search

request which includes entering a word or phrase to be searched into the
search angin- Tr,- search engine wil{éhen deteihune in step 12 and 12a
whether the cache database 71 or the database 51 conMins historical

néSiRdslAtinaR e sRaIcR M TSRS Aatabase 1 s eneskediretin,
step 12 WhIC?‘I IS usually ¢ pabfe OF faster access compare& t5'the

m‘g@%@%@@&ﬂ&%@&&%eﬁé{‘%&&{% figguest is @gﬁfa Ind insHig.caghe da

as-. 71, a search will be done on the historical database 51 as in. step

webgaedhiniQnliatipaalout the seatchirausshis Aesent neither af the o

- cache or the historical data, in step 13 search results including Historical

62 detacures exteaniaditemmthe cashema@bass il komhdRDes thMhficular
rsmlding order explained below, following which there:sults are tansmitted
webpgket@thd cliemtasrl displayed 48 rdireseankingirsienddis, pesfosmeada
on tin. results generated in step 12 in accordance with a database 51 of
respistovic dbstatptshad nhim Feigring S oF igal soeshaws ithi . sinaeture, 6fe have
historical data records 56 in the database 51. Although Figure 5 shows the
Lvergnateistopcatdata teebraitee dponiatsihglediataii seadinns prhssitia
that the individual content types of database Si are stored on separate
coggibadesTaBYEn. Foreakanaple tisteri&el darandsulibeseysi couldisoefry
56 and within e;6, the individual contents (i.e.chat box data '73 and other
othpgidats S LRiAtRE indRTeaHaNIEBE data) could be obtained from other
specialized databases 56, 57, 58, 59. This means that there could
separate databases for each of all chat box type data 56, or all video type

.data C"7 all music type data 58 and all image type data 59. The system is
T TR GRS e 1At RS e AeHBRAR S i GFo B BAYE BHHEP somting an
ossibilities in which the data contentg may be divided across different cis
S A L S R s S it
wlffa:-Aatahase sould sire.general puparsada lor e seaihes wiieh, 5,
may include weboage grap |csﬁogosloanners, the search engine star

mAdgeJeneral exhusedndhewehpagi Snbife £ %@"ﬂ@i@ﬁ 'SOMVALE: the search

download" database can also be implemented which. may be better

refgieipREc IRsdenkwith darge.bangwigdihniransmissions sUHRARSH! this order

distributing files and other common download/upioad transactions to/from
may be derived at the time that the search request is made, or it can be done for each of

the records 56 in advance). In this embodiment, the search engine adds the "rating up”
record 65 to the quality record 62, and subtracts the "rating down" number record 66, to
produce an aggregate quality estimate, and the webpages are presented in order of

descending values of the aggregate quality estimate.

Similarly, the “deletion” and “adult content” counters 63, 64 can be used to modify the
results so as to improve the overall quality of the search results. For example, results

deemed to be irrelevant and flagged for deletion a sufficient number of times by past
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clients. Each record 56 is associated with a possible search enLly which is

wo B8RRI a field 52. Each record. 56 is unique, in the seamtmwazehen01107

Phrase 52 it stores (note that typically 77there are respective records for
each possible order of search terms, so that there is one record 56 for
"Torn Cruise" and one for "Cruise Torn") Together with each entry 52, the
record 56 also stores : chat box data: %3 a plurality of result =ties 54 each

OSSP A BIUBIOST 0718 118 R °t“§£€ee§%i%}%¥¥§a§ad

is shown in. Flg re 6, Each result entr 4.has
atl%é%\ﬁﬁ%rrr"l s ag]écéagdelsls err%;:et garess o %u\%é"g §en%coum 64
ciate search result. Al the r
cogé%%te%ﬁf %%ta st EE%%%%%’;%@S@T

opﬁ tpgg?gﬁg&gg%{%% o JBRNLCQHNIS! 62::63,:164 @ﬁiéésrgpls%grﬁg%a

cating a respective descrlptlon of characteristics of

stReebpages In this emhodimept, we have.five comaterspresentingthe

qualities t'oredlcted quality” 62, "deletion" 63, "adult content" 64, "rating
THRY SR.ARd daling dovwn B8 Thedeprlis @Rt S IMay-also steraathetne

data 67 relatlng to the search result. 10 The counter "predicted quality' an

vanosally-generated siabtily-r@pesersing: an testmate eidhgrelavanceall the
the webpage to the search enquiry; broadly speaking it is the parameter

soiehdeternines how, &eboventiorakseatehdehgiteianks its results. By
making use or the counters 65, 66, the search engine is able in step 13 to
rank the search res'uthe list so as to define art order for those search

results (note that this order
In some other embodiments, similar counters may be attached to other result types, such

as video results 27 or music results 28, or any other results generated. The counters

would affect the results they are attached to in similar ways as described above (with the

example of webpages).

Whenever a search request is made, the search terms are recorded and when searches
with related terms are carried out, this is used by the search engine to sort and compile &
“network”™ of terms which will refiect how closely (or otherwise) the terms are related.
In general, the more closely related certain terms are, the more likely the search engine
is able to make use of those terms 1o generate results with 2 higher relevance fo the
search reguest. A simple example of one such algorithm could be the use of term

clustering via inverse documnent frequency (tf-idf) to generate qualitative values for

inter-term relations.
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may be derived at the time that the search request is made, or it can be
wo HMengsgoseach of the records 56 in advance). In this embogimgpt 880110
search engine adds the 'rating up" record 65 to the quality record 62, anJ
subtracts the "rating down" numb.ar Accord 66, to produce an aggregate
quality estimate, and the wchpages are presented in order of
20descending values of the aggrega?é’ quality -stimate. Similarly, the

~deletion’ and "adult content” counters 63, 64 can be used to modify the.
Thrcg%?%g‘pmms mhvRe Stor?ﬁé’%&‘é%ﬁ%ﬁ?aﬁ*ﬁ%%@s@a}% reskigs (pppescribed

tS so as to Improve

,ggﬂ! eemed to be irrelevant and flagged for deletion a
besufzil'cie&r?t num %qu? tlﬁnrgsa}%(? g%%ﬁé’%%é%& %ﬁﬁ@%o%’?gﬁ?o@@@ﬁ@ﬁ’?the

“ Aigh it el : Il tal king.i
aRgit et dl o 00 disIRIEG 0 USeL ALY O BB B O L e

the order Likewise. a result b4 with Sutlicient adurt coRBRtEoHE6:

71be displaved JaHe WSS Witk ifi isplay.ch racog ristics which alert
the user of its pgﬁtke?ntial gor@%ét??l%éﬁ%?%ﬁc%%%‘ﬁv‘ﬁ?ﬁﬁé%%?%ﬁr atﬁléﬁity
veisiaginieg dabe syRfcisnor aihalntdessARONFIQ PERULIAIIES IO,
, for a

one embodiment to another. They may for exampin be app |e% When

cogiperrasiitiertie sdheprationt ten/aluealia-colpiarfora particllar . 1o,
quality 63, 64 to the sum of the values stored in all the counters 62, 63,

used 165ie86 s dsoveies preciatiimideddthiestialdy 24 SOMG WRGhd are thus
embodiments, similar counters may be attached to other result types,
steigételzentiiéo results 27 or music results 2E, or any other results
generated. The counters would affect the results they are attached to in
similfr ways as described above (with the example of webpages).
Whenever a search request is made, the search terms are recorded and
Rapirag Seacheenatrrrélbisdaspmiera s elwietiaoutiahiis sdaset hytheve scarch
search engine to sort and compile 5 "network" of terms whichellett how
fe%‘%éém%mﬂ?@ﬁ@ﬁﬁ thrcreisEanNbg anemip e orgiciosely
rela%ed ertain terms are, the mare like* the search engine is able to make

CREECTEFHGES 18T YRR RES S Wit MigtiereTlaroDmmple, 2
RESGAELIPAUESL A SITEIS B3PIk e oie sch Aot could be the
engine. The search engine will perform domain name transiation to obtain the domain
name address for the IP address. For the purposes of this example, assume that this IP
address translates into “www.test.edu.sg”. There are several methods the search engine
can use to guess the physical location of the client. It may look up known databases,
such as one found at IANA, which has certain Hists for domain names with country
suffixes. In this exampie, the suffix “.sg”, when matched with JANA s list, allows the
search engine to guess that the client is in Singapore. Alternatively, where this is not
possible (for addresses which do not have a country prefix) this information may be
obtained via user feedback according to methods described earlier, and stored in the
historical data 51 so that the locations of future ch'.ents with similar TP addresses (class B,

C or D IP addresses) may be inferred.
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WO 2000398 hted terms may be stored on the cache database

clustering via inverse document frequency (tf-idt) to generate qualitative
values for inter-term relations. WO 2009/030990PCM8%99&%%1?@7

1 or user
cookies (as described below). For example, terms related to each other in

general such as "aeroplane”, "aircraft” and "plane" are more likely to be
stored as related terms in the cach@database 71 as their relationship can
be applied to all searches involving those terms. Terms 5personalizing a
user's preference would, however, be more likely stored on the client's
computer. In this case example terms such as "music'e", "sports”, etc are
By penirusty ssumaphiseltinsoricalthatiezichmmmehusstigmaydsmy dified in
search for and are thus stored client side. 10Ranking step 13 may also

ranif ER vasety eistie it AafSEEnBle 85ESTb IO ECSEATERIRSSLIRE

ranking, in an embodiment of the invention the geographical locatiol
SeISHLEOROAHRR YR 16 HEBSL the T ARk SR Bt Mt BT Tekt Aty

‘example, a client with an L P address_of 123.145.167.189 mak h
o RGO e SEAHENGT & THE CLMTER GHG MR BeHOT aOr .
resﬂfg?%é@?ﬁéa&%é’?gﬁs‘%% %@%ﬂ%&? I hame address fr g%%d?gddf 2

G Al O, CLENTS
purposes o IS eXample, assnme %ﬁa? ﬂ’]lssl% address translates

m%@;%%%ggga?@ 9@%&&@%@ 95_%&a%@lmmggg&@g%ggﬁrggkgg%@@ncan

e physical location of the client. I'may nown

reflARRARASHS He AR ARSI AL AN Bich has certain lists for domain

ames

Another characteristic which may beused the internet service provider (ISP) of the
client. This may be obtained from the TP address of the client together with a
predetermined database of [P address ranges relating to their corre;ponding ISPs. For
example, if a client’s IP 1s “202.165.3.4”, the system is able to identify the ISP by |
looking up a database to see which group the IP belongs to and which ISP owns the
address range. By doing so, the system may provide the user with a more
comprehensive search results ranking and display. If a user were to make a search
request for “cable modem troubleshooting”, it would be more likely to rank the client’s
ISP’s technical support page higher. Furthermore, it would also allow the system to

inform the client’s of various promotions, advertisements, and related news by the ISP,

Language is another characteristic that the search engine may use to refine search
results ranking. In another embodiment of the invention, the search engine will
determine the language used in the search request and check the historical data 51

associated with the language used. A search request for "Japanese War Vetarans in
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wo Rowsdhe 20search engine to guess that the client is in SWB%%/ 01107

suffixes. In this example, the suffix ".sg", when matched with IA_NA" a list,

Alternatively, where this is not possible (for addresses wh

a country -prefix) this information may be obtained via user feedback

according to methods described earlier, and stored in the historical data

51 so that the locations of future clieRs with similar LP addresses (class

B r D |P addresses) may be inferred. By obtaining the geographical
WG o1 ¥ AT RS Ty e Guiliaebin iseikirgls tepd3
wid Oli((j)lrr%]%%%sl éone example, a client makes a search request for sensitive

UAAPAESIRWET VPHEARS R Snginashny vanierserdsinShinese (or

ciflifferently;for clients in.Saudi gr bia and for clients in Israel and thus

pro?(alcpg%&rtgﬁ séger%]#?rse‘gﬁf? g%@sc.t  HTrETERRRS 45 & SEBHNGH theher.
Al%‘é@é‘&%&{ %gggggéj k from. clients with similar locations. It should be

noted that that the Ian%%%lg%sﬁgs}ee %atél{eagega é%?&%%?%ftﬁ%ﬂ%@ﬁ@gme
widicative.of,a.slieabsdecation f0Anoter characteristic which may

housed the interfe service provider%t{rs?‘]%’gmc}fJ ?L%%éﬁéﬁt. This may be

obtained from the IF address of the client together with a predetermined

database of LE' address ranges relating to their corresponding ISPs. For

ave

Trexampte nita aientadis R0 65 2k w%wmi§nfee%h§49rh%@r‘f¥og%%am,

ISP by looking up a database to sec which group the IP belongs to an

opwaithgl SRrewnsftverd 2addressyende o By H0ine §0n N8 SYSIEM NN ere the

provide the user with a more comprehensive search results ranking and
cligigpiay see isemnere iehntakeasedrohreMeSLIRR GARIEMOGEIL and fhe

troubleshooting”, it would be more likely to rank the client's ISP' s
OnEERRcalSUp pOYipkyes Riffier. Harthesmork riqvesith eiseinlownihe systen

to inform the client's of various promotions, advertisements, and related
Orr‘f@ﬁgagylwsigp drivers” would return results pertaining to the correct software

- ranked higher. Furthermore, the configurations of the internet browser and operating

system are also taken into consideration, such as the security settings, firewall settings,
browsing history, etc. For example, if the internet browser’s security settings are
detected to be at “high”. Then search results which are relevant but which do not meet
the security level requirements may be ranked lower compared to results which meet
those requirements. Also, a page which is found to be frequently accessed in the
browsing history may be indicative of the user’s preferences and so pages originating

rom those sites may be ranked higher when found in subsequent search regests.

Local time, weather conditions and settings of the computer and environment may also
be used to improve the search results. For example, when a search at 5.00pm local time
15 performed in Singapore for the request “dinner buffet”, the return search results can

be ranked according to the restaurants of which is nearest from the user’s location.
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20 Language is another characteristic that the search engine may use to
refine search results ranking. In another embodiment of the invention, the

WO /e ¥igine will determine the language used in the sea?ﬁ(ﬁj‘fgifﬂ%@{)%w

check the historical data 51 associated with the language used. A search
request for "Japanese War Vetarans in WO

2009/030990PCT/1B2008/001107 Word War 2" when searched in

Japanese (or in Japan) will most likely rank results which glorify past
Rispanesewatlveteransihighe nighiere dscaisinnifah sesmch oy Chimesée(wil! also

China) is likely to rank results which depict the war veterans as war
benminaldhgheRV Adtthesaiésotsaaraisasedouponies erfabdbemikiang supplying

interaction with the search engine 5which is continuously updated and
retoliedEsblistoritat datacser WeRGsystdhe drayoalis aated (ise o dagining

relating to the clients' interne’, browser software, operating system

\aeHN AR AR 8 COTFERP BTTERR §Teb FAGUIEtIONS, In a scenario where the

client's system is running web browser software "Microsoft Internet
Explorer" and the 10 operating system "Windows IT", a client's search
\gg%quest for "web surfing, problems" or "operating system ,driver%' would

tFh PSRt BEHRARHE foPtHE COtFBES SOWAYE irked higriapy De vsed i the
Furthermore, the confi urgﬁions ofthegnéﬁrnegtbrfo serand operating
TSR R SRS o SRS tE TRy SSIERGR Sl e &
settings
e’dl%

rowsing history, etc. For example. if the intexne browser'
SEEY SEUIRDE oA T, Bar R Hhoh Beat iy S i

ea en searcn results IC

re relevant. but which 13 j e
e G b R R S
geaq%%s‘é%?l{hésté nd, 10, be freguently accesseddnhe. Drawsing HiStosy RYsiew
e Indicative of the 'usér's preferences and so pages oriainating- ffom
ﬁks%%éﬁfgg&a%@é&%%ﬁ%%q higherwhen foued (nsuhseduep!seateh-T8e) as
eStS.

opposed to the nature of “structural information relating to polygons” which would be

more relevant to other types of users (such as one with “AutoCAD”™ and “Mathiab™

software).

In another embodiment similar to the above, the hardware setup and configuration of
clients’ svstems ars profiled and where available, used in the ranking of search results.
A system with & model “ABC” graphics card 1s more likely to return search results with
the correct software driver for the card if a search request for “graphics card driver
upgrade” is made. Whers security devices, such as blometric security devices or similar
hardware, are detected, sites (such as oniline shopping websites) which support the use
of such featurss may be ranked higher. Patches and firmware upgrades for the client’s
system hardware can also be displayved to the user in his search results as and when they

become available.
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Local time, weather conditions and settings of the computer and

WO 2esmicopsment may also be used to improve the search resylig fp9¥%0s/001107

example, when a search at 5.00pm local time is performed in Singapore
for the request "dinner buffet", the return search results can be milked
according to the restaurants of whicl is nearest from the user's location.
Restaurants which serve buffets at ﬁ@ht on the day or the search request
made will also be ranked higher. Weather conditions are also incorporated
into the results by supplying results suitable for the -particular weather of
Ustheday pidhe seareh ke, ining. locations will he ranked lower on,
a rain%yd ay). Vit %%Qtévéggrze&gjg% %198 S Cents &y Stanp igrprove their
seavaitahiis. iDhaybevsagdinihe §§&K%€Qﬁ9§%&§ﬁ%§h gg&# 84N 80 5e
embodiment of the invention, a computer system is pro iled 1o have
basiofmare:sischas tAdelbelbusiaterand: Magtamedia Flash, (graphjcs
design and implementation software) and it is used to carry out a search
inci@lrequest forithe, tarmshirygomitethe, search-resulis AapRLaIet B N8 an:
. system should skew heavily towards the nature of "drawing
epslygons thagingy ihe assogibtedsofivware) 48:0pRASEEto the natuie Qfun:
"structural information elating to polygons" which would he more relevant
PrelstHers has e users Somsciviesignas ené with JAueGARaRE: food
"Wiatalah" In another embodirasimilar to the above, the harthvare semi)
tasiRg SR CHLASHRIBTE BRI st avpid nstprofiiddrahd sadere svailablen
used in the ranking of search results. A system with a model "ABC'
m‘&égﬁf‘r SEAH TR RelFt s IethrRisEirEm Feeu fer ithnie mdfrsTn another

softyvarefor the cantsearch request to_ "crraphics card driver 20 ubarade”
exampie e

RS E T RSP R ARG GeRideaeediiahisis Bewminil seanity awinesibn
Hsli War hardware, are detected. sites (such as online shopping welasites)

W ﬁ?clﬁ?gu%%of? t%oél%lslé 5t 58 eatures may be ranked higher. Patches
and unaware uptirades for the client's system hardware can also be
displayed to the user in his search results as and when they become

wayal '@éemmmg or profiling are required in any of the embodiments of the invention,
various methods may be applied. Examples include the use of cookies, scripts and
client-side manual entry or any combination thereof, These data collection means may
be run by processes transparent to the user or with the user’s acknowledgement. In the
case of cookies, they refer to data packets used to store data relevant to the profiling of a
user. Whenever a client connects to the search engine system, it may read, download or
update the data within the cookie on the client’s computer. Cookies are passive and are
not capable of actively coliecting data on the user. However, they can store any data that
the user has entered while visiting the web page which provided the cookie. The type of

the data stored varies and may include information on user preferences. For example

data indicative of how the results are to be displayed, or information on certain
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WO BTN of such accounts, users will be required to prov

WO 2009/030990PCDI182008/001107 24 Users may also create individual

accounts on the search engine system improve their searc%ﬂe@%%%ldﬁiﬂg
ide ba

siC
information as well as optional information to the system. This:commonly

includes a user's name, age, address, intere s, and occupation amongst

other relevant items Using the prey spexample of a search for "dinner’, if a

user's account profile shows that the user is from an institution and
phelaggstio@seulitan orfaed dastngsohaation depatneptwithinrdhemne

results returned for the request should then more likely be related to
pepédialist cookbook infoitisiion for "dinne., buffet". In another 10example,

users who are below certain age limits in their profiles may obtain results

which have mature content filtered out. Where datag or profilimi are

required in any of the embodiments of the invention, various methods may
Ayerasplid, BXaRpreegriidedfrenise 6PBbIRBSY Repraddagabeienk st

manual entry or any combination thereof These data collection means
PRGBS TUHY BY<piBedasasch Ansyare M the YR FORINIIN e &Ry s aVe SCTIPTS,

acknowledgement, hi the case of cookies, they refer to data packets u,st -
O it e A Y SNt TR\ RO A Ba LAY WREABVEFa'ERent cepadie of
connects to the search engine Sg{stem, it mg E‘eab , download or u[g)qt%t_edue o
N D e N e S e e

and are not capable of actively collecting data.on the user. However, they
e e e e et

s’entere Isiting the web page

x\éf\‘rlile‘:g% sr Ovtim se g‘t Qge%%?/kégégxgg &X%@% 1'[% %%9}%&’ %&?&e@%@ﬁyuﬁhzed
inciude infoimati f

ion on-user preferences. For example data indicative o
L o;[lrtl% [ SUIt§ %E%&%@Srgtﬁplﬁé’ %&l%mrmgﬁ% gﬂa‘}ﬁ@@ﬂﬂepm to the search
Bersonalize eyword relevance, or user information and surfing habits
é‘ﬂ&iﬁé’ W&em, the program will be downloaded to the client’s system. Once the
program is Tun, it will begin to collect all the relevant information it needs (which

includes said characteristics listed earlier). This information is subsequently sent back to

the search engine system and may beused o improve search results as described in the

embodiments of this invention.

er a client's information has been collected, identifiers can be generated by the
scripts or programs or by the search engine system itself, to idenfify the unigue set of
data belonging to the client. If the users have an account on the search engine syster,

these data and identifiers will be associated with the respective accounts, Such data 18

* constantly being updated and stored in 2 manner similar to that of historical data 51.

Unique identifiers are assigned to each combination of characteristics found in user

profiles. Similarly, they may also be applied to groups (which are described below).
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Alternatively, scripts, programs, add-ons Or apPlets may be used. to

WO 286%e¥t9%d@ Such programs may take the form of ActiveK applets:inelhaio;

add-an 1:lrak-Lams, java. scripts, 07111St about any type or standalone
software. These programs are usually capable of obthinincy more
infoiation than cookies CRT) and are,able to profile users better due to
having more access to the client machine, but usually require user :
In imifiatiede:iup vASKEASISEY et&(tf@i@%d%@dl@@&?gn%%?i%&"enigg%ggng)out

and cookies maybe utilized 10without realising extra effort on the 8814

to partedtienimglientcunsests FQheseeBeINKINE S¥stem Jihe Rregram
will be downloaded to the client's system. Once the program is rum it will

engegieddeolientalbthemneteysion infanadion i whicheingludes. said, o

characteristics listed earlier). Tnis information is subsecuently sent back
a5 (PR e Pe Pivensystevranitt feaicberusedd mibpove-5eatoihdeaulis,as,
described in the embodiments of this invention. After a client's information
Prieshd it cofactedridantifielivovandeginerateldobydhe Sespis:aan read the
roa-aims or by the search enkine system itself, to identify the unicue set
da HELHEBAGING B HHETieatiattienseistarerphactountarthe seareh
u ncfirelf RS}iSte .20 these data and identifiers will he associated with the
AR R D TR S Ak RerdOs bty $eodty Srratcummy store ine
fof manner simigar to that of historical data 51. Unique identifiers are

assigned 16 each COMbinaHEr SrORAT atiteriSHes rsariting tuornofites.
imj they may also be applied to groups (which are described below).
e e e bt
on"mQﬁ@rf:gﬁ&tsgﬂﬁif%égxﬂl\éerﬁléa%{z]r%g%ﬁl%hr%%yybﬁlg\;avgltkelg s?flélf?em to use the

information, and not unauthorized parties to retrieve it.

In yet another embodiment of the invention, grouping of users are done to form groups

(or communities). This allows groups of users to have special search preferences unique
to their individual groups, providing them with more relevant search results. Such
grouping may be implicit or explicit‘. Implicit grouping can be done via identification of
certain characteristics. In earlier examples, using geographical location and language
characteristics to differentiate different clients may be seen as a form of implicit

grouping. Domain names which contain additional identifiers such as “.edu”, “.gov”, etc

can also be used to group clients implicitly into “education” and “government” groups.

Explicit grouping refers to active subscription on a client’s part to certain groups. This

incl “Nati Jniversi ' ’
udes user created groups such as “National University of Singapore” or “Baliroom

Dancing” groups.
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to protect the integrity of the data. After data has been collected, the data

may be encrypted for storage or transmission to the search ar{%i]?zeo
curity

C 08/001107

evices
may be incorporated into the encryption process. This ensures that only
authorized parties are allowed to decrypt and read the data. For example.
when a user's data is transmitted, it might also require he user's
authorization in the form of a password or biotnetric security (which may
"Tomedipthe formeptfifge iprintieadaers | retina sednriérsaetqirdupere siored on
receiving the necessary authorization, the data is fransinitte,d to the
searahcantie dsidtem. ThHveadystemanvahirave gt@gnnitsiotnt drrdosingilar
security measures, which only allows the system to use the information,
Bexdnbtuneastorze daparies (§ite risveE it I yeastrioth 616t Bodinrehtom
the invention, grouping of users are done to fame groups (or S
Beiniduniwisn Thitha oW yreliere i sEEh HAVS 3saeiar Sexehistorical data
preferences 'unique to their individual groups, providing them with more
?él%ﬁ?iﬁ@é%h%s@l@s@%’&ﬂ@%é%ﬁﬁgﬁgﬁﬁ% BevApirsresphetne te
Implicit grouping can be done via iden_tific%'g%n of certajn characteristics. In

SR I SRR Q&I e TPt Tt ANg TSGR & midue

%gar%cteristics to d%fere[ﬂtiate different clients may he seen as a form of
BRAPGYBU SiG DOMATT aRies which contain additional identifiers such

as ".e,du”, ".goetc can also be used to group clients implicitly into
"education” and "government" gaups. 20Explicit grouping refers to active

subserigtion on ﬁ%ﬁ%‘é@%@ﬁ%&s@&@ HRURSENISpclyfes %@%p‘ffe%aﬁ?%a
groups such as "National University of Singapore” Or "Ballroom Dancing'
OUPS = ristics of 2 chent, which include users’ age groups and religious groups. Groups
may also intersect and overlap with one another in any combination. For example, &
user subscribed to the group “National University of Singapore™ group may also be
within the “Education” and “University” group. Therefore, a search on “giraffe” would
likely return results which rank scientific papers or other advanced topics on giraffes
higher. Accordingly, a user who is in the ““Education” group and also subscribes to the
“Kindergarten™ group is likely to gét results pertaining to drawings of giraffes and

simpler information ranked higher.

In all the embodiments describing the use of characteristic data so far, they may be
tmplemented by the search engine and stored as historical date 51 using a similar svstem

of counters described earlier.



WO 2009/030990PC171E2008/001107 The groups and independent
wo Rislesips) data 51 associated with each group are stored qR-thg: S8R5 10
igine database. The advantage with such oupin g is that it urovides
flexibility to accommodate users with common interests and caters to as
few as an individual client all the way to millions of clients within a group.
Since historical data 51 is separatelyZept and monitored for each group,
Rt ey are c‘%gdnstantly refining the %roup's é)references on search results
AEHHRISR ShEERTHRbGH Soeritge ehevesiapmelie Sp st to search
references. Itbshould q{%inoted that these methods of rankind search

T e Sults Thay B U h G B DA SHARR SRS fes FerabEmsinns aicAriARI agorical

adisers’ ade warms and religious groups. Groups.may also intersect and
aoverlsgg%i}[]ﬁe%n% mother ?nl%gﬁyelsa}%%%ﬁg%fns.pﬁ%ﬁﬁ&ﬁ?ﬁble, a user

subscribed to the group "National University of Singanoour, may also be
within th "Education’ and "University' grown Therefore, a search on
"giraffe’ would likely return results which rani: scientific papers or other
advanced topics On. giraffes 15higher. Accordingly, a user who is in the

+ dusalioricaioupant lseaubsarbssdn e ipderganien araun s liely
to get results pertaining to drawings o6f thraffes and simpler iniormation

inritkedhigheseu @bihesmbodirants descsibing e Hse Al ShAACIENSHS o

data so far, they may be implemented by the search engine and stored as

“rhistoficaiatarSibusing esimibar sustemiaheeswner sdeseHbRd €ISty to thar,
WO 2009/030990PCT11132008/001107 Ranking based on the
angtiprnseristight desiribed aboletinay alé dbe appiieshtosgareTrasilts iMthus 2
.any combination. This makes it possible for conibinations of various
10 Slﬁigﬁéﬁéﬁpbéﬁa Bliow berissBdtdefitesenechrasuits farsveryrspseiico produce

users.
results of relevance to “clothing” and “fashion” instead.

[

Figure 8 gives an overview picture of an example of the search ranlang process 13,
showing the operations performed. The sub-steps of process 13 are performed by
software “modules”™, The components which are performed by the user terminal are
shown as the units 823, 822 at the top left of the figure. The modules 82, 83 and 821 are
the interface between the user terminal and the server, mcluding certain operations
performed at the terminal and others performed at the server and vet others where the
interaction of both the terminal and the server are required. The interface includes an
20 encryption based search component 82, an individual ID profile matching component 83.
Note that these modules would be operative to generate a secure communication path to

the server system even if the server system were not 2 search engine system, as in the

present embodiment.



5 A user might search forCruis" and prefer to view results on his latest
movies - in this case the user's cookie might store information whic
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the results accordingly. Contrary to that, another user might prefer to view
clothing and fashion relating to Torn Cruise and thus a 10similar search

for "Tom Cruise" by this other user cdifid use this infotniation to produce
results of relevance to "clothing" and "fashion" instead. Figure 8 gives an
overview picture of an example of the search ranking process 13, showing
the operations performed. The sub-steps of process 13 are performed by
Buftwarertmivduied O FIETTORPoReRHtS WRICk anepdMorrmrstibysthe sgsere
terminal are shown as the units 223, 822 at the top left of the figure The
tHBHUIES BRIER ENG BRI (RS HEFAe BrhiRsctTiie UsSkittermiharaiter
the server, including certain operations perfoia ed at the terminal and

PRHETS BrRs PBa H B SRR I P Oth BrER A APR e In e RomoN T ot 822
the terminal and the server are required. The interface includes an

EHESHAEN BELE SEE CHATREOHET 2 2 ~a iR ortRT A EB S Bt tatching
component g}s. Note that these modules would be operatjve to generate a |
CERE I G ERHOTTT LS R ServSr GyStaATevin e SeAar System ool

erenotas arch engine s%/sLt %%'n the rese embodimecr%g\ 79.The
B B B T S R R R B e

%ﬁec%‘ér%n‘ioag‘é‘n‘#%%%%%“e%gﬁ‘ betysen iheserigrming And the gf%ﬁg%g(% o the

[
system. a first step 1t collects the necessary client data usin

mining fonls.8722. iatd, |ining tagls.822-scancients' SYsems d9kna: the user ID

charseteristit data 823 and collect it. This data is communicated to the

compressien andiorengryptiapmaedile 824 é%@&ﬁdat@nrm@ nG:190l8 82205,

This products a unique user ID, which can be used for communications

bgtueenthe e Rinakanddhe:senven SpesificalynatheomiounicationsfmmD, «

the terminal to the. server include this ID. Such cornmunicabort, are

typically engrypied s thatitheisserdbbonding user profile. The compression or
encryption module 821 (which 1s generally mmplemented both by software runming on

the terminal and on the server) is also responsible for secure communications from the

server to the user terminal.

In the server system which 1is part of this embodiment, the server includes a searching
module 81 which co-ordinates the searching operation by accessing modules including
a keyword based user profiling component 84, a search based matching component 85
and component 86.

When the search engine performs a function which involves encryption, such as the date
mining operations mentioned above, the request is sert to encryption based search
component 82, This 1s then communicated 1o the compression and/or encryption module

821. After compression and/or encryption of the data coliected it may be sent back 1o
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10can never become available to third Parries who evescirop on the

WO 2euvamemications. When the server system receives from thefdessiiRalo1107
communications including the M, a. unit 824 of the server identifies the
corresponding user profile. The compression or encryption module 821
(which is generally implemented both by software running on the t
iennin2.1 and on the server) is also responsible for secure

th nigatonsfrom the server. to.the us terminal.,irclrthe server systeit
which is part of this 6mbo r%%er%%eg%re%\ﬁﬁr%gﬁ?%@ﬁ%aéﬁv@ﬁi@%ﬂ@F@ﬁle

D Shoulichaogdinaiesiieneaieiag. Res by apcessing modules

includinci a keyword based user profiling componen Sl

desneehingicompengnife %@%W@%@&xﬂp %5] ltgee g’le%?égi}o%qgi%?en
ni

psnformt a lath:Lion which involves encryption, such as’the data minin

theaperasiosisenentinned:abey aidheemaskissenkie eparyplion hased

search component 82. This is then communicated to the compression
and/or encryption module 821. After compression andior encryption of the
data collected it may be sent back to WO

Tho BG9i6BYIVORCILI 182008/00hHAHBA: 83 allows search module 81 to access

and retrieve client IDs for purposes such as user authentication and search results
ranking. It obtains the requested profile from the database 90 and returns it to the
searching module 811 Alternatively, if searching module 81 also requires grouping
information of the user, the individual ID profile matching component 83 will
communicate with the group ID profile matching and update component 831. Group ID
profile matching and update component 831 will then obtain both the individual ID
profile from database 90 as well as the group ID profile from database 91 which stores
all the group profiles for the system. Similar to database 90 for individual profiles, the
group profiles are each assigned a unique group ID 911 which is used as the keyin
database 91. Once the relevant information is retrieved from the databases 90, 91, they
are sent back to the searching module 81 for further processing. It should be noted that
the group ID profile matching and updating module 831 is able to update the contents of

databases 90, 91 with respect to group profile information and information on groups

subscribed to by individual profiles.

We now turn to a more in-depth discussion of the operation of the units 82, 83 and 821.
The encryption based search component 82, compression and/cr encryption module 821

and individual ID profile matching component 83 may be integrated as a single matrix
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the encryption based. search component 82 for further procession and/or

sent to a profile ID module 824 for storage into the databa

, e P8 001107
WO IRHGEGE client profiles. As described earlier, each profile %as its own
unique identifier 901 generated for it when the data is collected. This

unique identifier 901 is used as the key kr database 90. The individual ID
profile matching component 83 allow3 search module 81 to access and
retrieve client IDs for purposes such as user authentication and search
baesuisraskingothpbtainsithé requbsteth Brofilénfromyahigotaizbase o (ard
returns it to the searching module Sl. Alternatively, if searching module 81
eralspreqUiresgneupin grbOEHo in stisnveftiie Tremthi iplivie e Means
matching component 83 will communicate with the group ID profile .
fonatehimgantiupaats dovpporieittg3r. SRLPID J5als IatEhRg S Based oo
update component 831 will then obtain both the individual ID profile from.
eSO HEANEN sTRE Hroth ASBRGTIEFORTHACITHRES WA Stores
all the group profiles for the system. Similar to databas% 90 for individual fhe
SEROTRES) THCHSFHOEE BrOMeAEPBAEH SRR o GFAYCE BroLpCTIPatT O° e
which is used as the key in g% ase 91. Once the gelevaqt infgr@&l\;ior{l’c’g1
HEReY BB S T HBARELS 88 F10TRe 7 APS SR SF AR 16 tHe SSATERING
odule 81 far further processing..lt.should he noted.that the-grou, ‘
BRORIES FAENTAE  ORt g H0 T B C GBIl Dy R em oot
of databases 90, 91 with ke

n. Wi ESRECLG SEouR Prafe,rIORALON ARG, s
RHONEHBR 50 B L SO0 BB by Ml PoBiTEs R

by individual profiles. Wenowtuxnto

%@&%@ i&gﬁgg%%%ﬂﬁﬁm .qf the, epsrationef theunits. 82,83 and 821

e efcry ased search component 82, compression and/or

£astyRtion module and.individual IR psafile matehingCOMpOneNti 83kaaY o be

be integrated as a single matrix

unique, this also serves as a very effective security measure as such an ID would be
very hard to replicate on another system not belonging to the client. As described earlier,

this ID may then be sent to profile ID module 824 and stored into database 90.

The preferred encryption technique employed here is referred to as Matrix-based
cncrypiion (MBE). MBE is an encryption method using data characterizing & hardware
configuration (“first data” or “first data structure”) to encrypt “second data”(or “second
daté structure™). The second data and data structures are preferably divided into a piural
number (“n”) of portions with or without prioritization and with or without preference
of which portions are to be divided. They are then encrypted to form multiple portions
of encrypted information. In order to reverse-engineer the encrypted information and/or
encryption method(s), one has to have 2 similar system built to decrypt it. In general

terms, MBE is an encryption method which relies on the specific combination of a

system’s configuration, settings, and other characteristics (which may include user



based encryption componen,:. In this embodiment of the invention, the
wo ggsgbased encryption component is arranged to receive data relevant to
Qlieénf computers. Means for obtaining such data is described TAt&01107
detail with reuards to data mining. Based on the unique combination of the
data collected from clients' computers, a unique ID is generated by thex
baste encryption component. It may @Btain information on the client's
eI%ent al go ssing unit (CPU) model, graphics card model,. hard disk
Yol OGTRAEARE THSA e SR RaBLratiBRSSHsE A o apdoamyiotherreltvanid
dg':nfor ! ation. A method may be applied to encrypt such information into a
unigue IAEHTTEr, STER B8 D5 aySHirg ™ &P Ak i stexhisriieawhioh sottings
aIs_/gio&}ld achieve a sim&lar regult. Since, %h 10hardware Find software

con %ﬁ?taeﬁgtﬁ?sc%a 60 oith LRI TS SR e MREI e e e eigothis

d effective security measure as such an ID would be
B R AT RB A o . e o

5 oS lj j . hen be sent.to profile ID module 824 and
i storec%%%tﬁda{sg%é%%ﬂ ?%{1 %)rg?ggr ’ Sgﬁ(l:%rsfp%gvn{ggléﬁﬁiﬁ%d@lﬁfﬁoyed
elieygtisrefened $mas M@E%MQQE%Q )59%01@1 %J/IIIBFE gf MEI:B gmlgﬁggpgﬂ@?f the

encryption method using data characterizing a hardware con
pi¢tustidedatiar. firatid aia:RiAdciHg:) dpHnervak Seeend Jaqer. gseand .

data structure™). The second data and data structures are pre erab?y
puinised Thtosapigrabnemben{in bl nortions o witheu! fradization and.,,

with or without preference of which portions are to be divided. They are
condrnenonysted tolfiosmnmultiple portions of encrypted information, in order
to reverse-engineer the encrypted information and/or encryption
10 methdd(Bysorerias to have a similar system built to decrypt it. in genera’,
tel111E, MBE is an encryption method which relies on the specific
comBinidtsRasraEbterssveohfiguration, settings, and other
characteristics (which may include user WO

2000183099 6PESH/ TF89BISITOFEDT 3 1p
1if) Memory Sizes and/or swap/virtual space and/or memory addressing
references
1v) number of encryption methods used (or recurring encryptions performed)
v) network connection speed, MAC address, human biometrics, password input

- Or any other inputs,

atri. e - . , , .
Mafrix-based encryption identifies the surrounding environment and takes such factors

20 into consideration to compute the best possible performance for the encryption method |

used.

The encryption process (and results) may also be affected by factors such as:
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entered information such as user name or passwords) to perfaiiii the

WO zgrbg/r(}épg&p and decryption process. Therefore, only a systeppWith theoo1107

ct'same configuration.; settings and characteristics may decrypt data

encrypted by MBE. MBE encryption, method is dependent on the

hardware configuration, which means it can be used on both client and
server computers and may be built in@sthe system itself, MBE is a
standalone encryption method which works on the server side in some of

the erhbadimiénisrobiiecpresénbived sudy dfdtisioorkidgodthecoistalition to
side, it can be used form generation purposes. The encrypted results may
heilfasedonmwite Qrrditienitqeriony gvenphiramyasembination of the

following : 10i) a password ii) a. username with password i) CPU
Speed(PrEEESSORISOWRSY Do afli NRSHHO AR BIZEE BB SSRGS iTIGE Saeacr
and/or memory addressing references iv) number of encryption

FRETAGHS SSERElbr FemRnTiTY BHDINGP S parshiaayrs Al bR of
connection speed, 1VLA.O address, human biometrics, password input or
S BB SRpTIL M RE%-based encryption identifiessurrounding

environment and takes such factors 0 into consideration to compute the
best possible performance for the encryption method used The encryption

955a5%,(2nd results) may 2lso e affected by agiars Sueh.as:i 3 encryption
methods regardless of the encryption method used. The resulting output is a |
combination of randomly generated encryption based upon matrix-style encryption and
may be used for “two-way” encryption (enough encrypted data is transmitted to fully
construct the second data; this is also called “barebone” encryption here). However,
types of MBE are also described below which are “one-way” encryption (i.e. not
enough encrypted data is transmitted to fully construct the second data, although enough
encrypted data may be ransmitted to achieve another purpose, such as identifying a

erminal or user).

Suppose that the input data (“second data™) is a password. n encrypted passwords are
cenerated (each using a different random selection of the parameters in points (i) to (V)
above) and sent by the system which performed the encryption (¢.g. the host or the
terminal) to another system (e.g. the terminal or the host). In this case, the n encrypted
password(s) can be derived from the corresponding “seed” values (the “first data”)
which are the environmental variabies that software running on the terminal has
detected and extracted. Those values can make up the additional n passwords needed for

higher security encryption purposes. The original password may also be divided 1nio n
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1. compilation of the matrix-based software and/or coding during

wo 2isigdiatipnc modify its feanres towards application of encpptig RGBS

2. settings which may be adjusted to any reouirc nts needed such as
higher cn:rvpuon strenath, number of variables to be used, factors
affecting results of 5encryption generated for it. in addition, the matrix
based encryption may rely on other B?ogramming encryption methods
regardless gencryption method used. The resulting output.is a
PO e ST ceion Badusrtibn rshidiparotd
e eRonANd AAmavbr ssed ol g way, & copion enauing. «

encrypted data 1s transmitted to fuily ConStruct he Second datar fhidTe 4t

an@kegcalleghbarsibons enctypionhsre) ﬂ%v%%%ég&{g&&h%%@@%ﬂ%%er

described below which are "one-way" encryption (i.e. not enou

thSNERPiethaatis &Eﬁ?%ﬁﬁ%&?ﬁﬂﬂ%&%&tﬁﬁﬂ%%ﬁ?ﬁ% Llhovah,

enough encrypted data may be transmitted to achieve another purpose,

ctSuphyas igentfyisgabenminalar ween @upRaseina) thednpuh S8t ds.

("second data") is a password encrypted passwords are generated (each
Thesingaidiffeséat kapdontselectinrof thenpararmpliorsiifAINts: (@) ARavea).
and sent by the system whicts performedencryption (e.g. the host or the
alspChdrigredrtypamdotherisystemvenninal or the host). In this cast, the n
encrypted password(s) can be derived from the corresponding "seed"
values (the "first data") which are the environmental variables that
software running on the terminal has detected and extracted, Those
Nejkg thes bapirredip astcagditomalnyrestnonty heddetctbirhigharsssecurity

encryption purposes. The original password may also be divided into it
keyword, password or system variable to maice up his seed password. Depending on his

system and the level of security setting, if a client application is installed (toolbar or
script with MBE), the client may opt to use MBE to enhance their profiling
automatically or manually. As MBE’s performance (on a client’s terminal) are

dependent on user’s system, it can adjust itself accordingly as described later.

Although it does generate additional transmission overhead within the system, if the
transmission of the encrypted results are within the system environment, this can be
quickly matched with an authentication system’s database using either match-sorting
method or direct memory address referencing. Some examples of matrix based
encryption (and decryption) and its variants are given below. Note that the examples
describe certain features of MBE and the exact system may be a combination of one or

more of such encryptions.

We now give some specific, but schematic, explanations of types of MBE.
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WO 20(19/030990PC:T/1132008/001107 34 portions and each portion
used i.s needed to reconstruct the password. It should be %Mﬁgmg
e 1

107
Irst

data" and "second data" referenced in the examples above. All the inputs
into MBE (whether they may bellarciware characteristics, passwords,
parameters, user inputs or raw data, 8fc) may be used in separate parts or
as a. whole (then broken up) as the n passwords. They may be used as
keys or "seed values" in the encryption process, or may otherwise also be
the encrypted (this themselves, Note that the password(s) referred to in
1this secinrdbay-iefAerivegstoeharvseivs 10TkEyword, password or
system variable to make up his seed password. Depending on his system
and the level of security setting, if a client application is installed (toolbar

Ot AR IS 25D B SR AP SRR TR EX T Fia iR th 8i
fili tically . lly..As MBE' f lient'
i S S Ee e e et e

s described later. 15 Altho itf%geg.generasje additioqadl Em snai §iop
(@] »’clon TOCESS, cac ('Hfg Q S 1agrain S (?VKhS 1D a% %16 Ilgll 0]
OverRead within t e system it the transmission of the encrypted results are

ithin the system. environment, this can be .quicl davith ah
e . S e o

ons se using either a eh-sorting me

Sit%?—ﬁ&tre@?W#e?ﬂ%%%ﬁ@f%ﬁ%@@@b?%%@ﬁﬁ@?ﬁéﬁ%‘%}%@ﬁ.based

rie)encryption (and decryption) and its variants are given below. Note that
the examples describe certain features of MEE and the exact system may
be a combination of one or more of such encryptions. We now tuve some
specific, but schematic, explanations of types of MBE. WO
%9{93111)%39990PCT/1132008/001107

Pagsword -> MBE -> encrypted password -> reverse-MBE -> Password

Thus, mmput data (& password) is operated on by MBE to form an encrypted
passwords. This may be transmitted to a second location, whers the MBE
operation 1s reversed to reconstruct the password. For example, a password (e.g.
“Person”) may go through the MBE process to resuit in an encrypted password
(e.g. “nosreP™). The process to “reverse” MBE may also be applied 10 the

encrypted “nosreP” 10 obtain the original password “Person” again,

In a further possibility, there may be mulfiple layers of encryption/decrption. For

example:
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i.Barebone ittrix-based encryption (IVEBE) ' These processes-are

wexglaseghusing the following two examples, shown by diagramsiactie1107

diagram shows overall the encryption process, followed by the decryption
process. in each, the left of the diagram shows input data, the right of the
diaigarn shows the output data, and portions in between are made up
alternately of operation steps, foIIowed"%y the result of that operation.

IE@I(%%Q@I\;[E(}EO Pagssv%ord M.BE > pted password --> reverse-MBE

assviord Thus. inplt data (@ p §95E°d peraténsh nyNitE to form
an encrypted passwords. This rosy be transmitted to a second location
where operation is reversed to reconstruct the password. For example, a

RAGIWEKI SRBISRN [BAY Y qst?m%ﬁ%%g %Arcgrggpéo?%%s?s%}&m%%%g%@e of

encrypted password (e.g. "nosreP” SS t0 reverse

alserbenanplieditohe-enek %?&g@@éi@%p@d in.the, orii ni)arl \9%30%\?@5 *8

"Person” again. In a further possibility, there maybe muﬂi?)ﬁle ayers o

eaeRRiONGIRaLMENEAr AR WD encrypted information so as to obtain
2009/030990PC17[132008/0011117 00 Person-> MBE process 1 ->

fosrer ad MifErcprosess & prdRBRas 1 the sheve.exampled ERNOSPIR) will
randomized encr5.pted password. MBE is capable of

malke no sense uniess it is “brute forced cracked”. The MBE may inchude a inbuilt brute
force hacking mechanism (or hash value memory address matching) and the strength of
1ts decryption capabilities is dependent on the hardware used to perform the initial
encryption. What this means is that the capability (processing power, memory, of the

computer amongst other factors) will determine the streneth of the encryption and

therefore, the decryption process will also have a difficulty corresponding to such

capability,

Enbanced ¥MIBE

In enbanced MBE the password is not only encrypted, but broken up mto a plurality of
encrypted portions, which, when suppiied 1o a reverse MBE process, allows the remieval

of the original password.

Password -> MBE -> encrypted password 1, encrypted password 2...encrypted

password n
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generating multiple values and layers of encrypted information and of
which those generated values can be used to enthree better encrypted

WO [HfOr#Aea9N so as to obtain further and different levels of prétetii *Hthig’

case, the encypted data (rePnos) will make no sense unless it is "brute
forced cracked". The MBE may include a inbuilt brute force hacking,
mecharYsm (or hash value memory agdress matching) and the strength,
of its decryption capabilities is dependent or the hardware used to perform
the initial 10encryption What this means is that the canabLiity (processing
power, memory, of the computer ammigs, other factors) will determine the

Esirengtinobihe emayntonand ihereforgs BT eThentiGarprocesstwilllalso that

have a difficulty correspondihg to such capability. Enhanced NIEB In
FehhandedBY BB dhe passivorg isenotsoniyré moxy di&drdon pbrioke iy infesew
plurality of encrypted portions, winch, when supplied to a reverse MBE.
pprotess)atiowtherethdvalof theoonatnabpasswordriRaswsrgEthe original
encrypted password 1, encrypted password 2.. .encrypted password 37
paERheIEed MBENSRE del eTobRiehes] BarsboAwaNIBELCFHE RiffeFernce thebtans
two lies in that Enhanced MBE is includes splitting the password into

i PEEEPOtOTS] Tk GroRsadr plidisi@alitieie il BpIGemP IS uRABea Hitdiese™
many portions, in order to obtain the original password, reverse MBE will

DHALEHRrRY KURDaRATG THE RESHR pieces until it obtains an arrangement

which makes sense. Alternatively, it may complets one of the jigsaw
nieces as a key to unlock the fall picture, 10Taking the example of a 2 x 2
= 4 portion password (four jigsaw pieces). The possible number of
combinations of the four pieces would be 4 x 4 = 16 different

ombinations. However, anly one arrangen fthe 4 pieces wilbmake. ..
BN (G TBial acctiond) A 24 TAPGNLLH (RBE VAl b SHe 6. o

e able'to, iIn'a
i getion rute force matshahisdar.png value g make sense-ffthgons
n‘aial value when given multip ces of the encrypted values.
However, only one arrangement of the 4 pieces will make sense (the original password)
and so Enhanced MBE will be able to, in a reverse process, brute force match this for

one value to make sense of the final value when given multiple pieces of the encrypted

values.

In this case, the system will attempt to match the pieces of encrypted password to the
“seed” values of the environmental settings which were used in the encryption process.

The “jigsaw” (password) will only “make sense” if they march the seed values.

In a more complex example, a password may be split mrto 100x100 = 10000
portions of encrypted passwords. In some cases, higher computing piatforms of
today should have no problems splitting a simple text line mto multiple binary

values which can then be wansiated into hewx values, or something stmilar,
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In this case, the system will attempt to match the pieces of encrypted

woasswonddgo the "seed" values of the environmental settinns%j&ﬂ

wer
used in the encryption process. ' (password, will only "make sense?’(}ﬁﬁg%/w
match the seed values. 20 hi a more complex eLampc, a password
uzaybe split into 100x100 = 10000 portions of encrypte,d passwords, in
some cases, higher computing platfornds of today should have no

I blems splitting a sple text line in'go multiple binary values which can

O S SOFIRYG PH  aRFeS, BIUscrrRtHgS Wancredible amount of
%ggggqu%pP |IAB20081110 fir 38 depending on computational speed,
thus genear%%%e?ﬁ‘ incredible niSEREBIVabESsrehcisEsAptiksoses.
Gar-decrption, afew seed.values could he.generated back to the system
for matching ug %v%itr%%fﬁgr? . T the matehing iS5oSHive: £ masiHbe is
abigite pracesdiie.matgh the remaining values and complete the
decryption procés%. One Waé%vel\e}l m%%%%&ﬁ@%@ﬁ%%&?@”owing

diagiree HRASSWRIHMBE 88 encrypted password | 10encrypted
password 2 encrypted password nRandomly selected encrypted password

“X. a random selected password from password Ito password n,

One Way MBE
This 1s represented by the following diagram:
Password -> MBE -> encrypted password 1

encrypted password 2

encrypted password » > Randomly selected encrypted

password x, a random selected password from password 1to password o,

That is, n encrypted passwords are generated, but only one is then used
(wansmitted) to e different location. One way MBE is a simple variant of MBE
in that the reverse process (from encrypted password -> password) is not
performed. One way MBE may be used in Systems where only authentication is
required and thus there is no requirement for obtaining the original passwords

(iformation) from the encrypted passwords.
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That is, n earytteci passwords are "aerated, but only one is then used
(=vomited) to a different location. One way MBE is a simple variant

WO gf9%6BE%n that the reverse process (from encrypted passm%?a/btgé%(/%’?dw

is not performed. One way by= may be used in systems where only
authentication 70required and thus there is no requirement for obtaining
the orifn al passwords: finnormation) ffom the encrypted passwords. 39 N
- Way MBE N-way1\41BE is a variant which provides for variable extent of

- "reversal" of the decryption. proCesS. One-way MBE, as described

earlier, meant that one cannot decrypt the password to get the actual

value; two-way meant that it could be decrypted. N-way means that the
Psydteti MBY deL tpt the password individually to have the individual
"passwords" instead of them being used as one entrty (multiple
PagsdIEs stringea-togettie p{coricatienateat Afed)ytofofifironspissivord).

10 Example,
decryption process. One-way MBE, as described earlier, meant that one cannot decrypt

the password to get the actual value; two-way meant that it could be decrypted.

N-way means that the system may decrypt the password individually to have the
individual “passwords” instead of them being used as one entity (multiple passwords

stringed to geth:r (concatenated) to form one password).
Example:

(Lo, e) 2 % 2marix = (L7, 0", 'V, "e") 4 part breakdown.
Love -> MRBE process | -> evol-> MBE process 2 -> ovLe

4 generated “seed passwords” may be obtained individually:
ovLe -> reverse-N-Way-MBE -> ¢

OR,,

ovLe -> reverse-N-Wav-WIBE -> L

OR,

ovle -> reverse-N-Wav-MBE -> v

OR.
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2 X 2 arm: -tte") 4 part breakdown, 15Love -> NIBE process 1 -> evot,->

WOMB Epracess > ovle 4 generated seed passwords may beobi@iaesoo11o7

individually: ovLe -> reverse-N-Wev-MB. E 0 OP, 20ovLe ->
reverse-NJ-Vey-MB': -> cvLe -> reverse-NOP" WO
2009/030990PCT/IB2008/001107 40 ovLe -> reverse-N-Way-NME -> Or
alternatively, the entire original string rﬁgy be reconstructed. ovLe
E%VQrgeme-Waﬁﬁgg@ﬁyga(ongmal password obtained as a whole)

[ Crses
Another Exam

Or alternatively, the entire original string may be reconstructed.

ovle -> reverse-N-Way-MBE -> Love (original password obtained as a whole)

Another Example:

(‘Santa’,’1s”,"coming’, " town’) 2 x 2 matrix = (‘Santa’, town’,’ coming’,"is’) 4 part

breakdown.

Santa, is, coming, town -> MBE process 1 -> town, coming, is, Santa -> MBE process 2

-> gnimoc, nwot, atnaS, si

4 generated “seed passwords” may be obtained individually:
gnimoc ~> reverse-N-Way-MBE -> coming

Ok,

nwot -> reverse-IN-Waxv-MBE -> town

OF.

amas -> reverse-N-Way-MBE -> Santa

OR,

si -> reverse-N-Way-MBE -> is

Or alternatively, the entire input string may be reconstructed:
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(' Santr,1,1is' 5" coming' ,5towril) 2 x 2 matir = (is’) 4 part breakdown.

WO %\%@n%a igs, coming. town MBE process 1 -1-- towm comingyiSy Sitang1 107
g g?o%ess: -> maimoc, nwot, atnall, si 4 generated "seed passwords"
may be obtained dividimilir: reverse-Way-IVEBE -> cnming OR. nwot ->
reverse-N-WBE -7> town OR, 20 ataaS reverse-N--Way-MBE Santa
Sireverse-i\_W!a\3-\iE>15 alecmallvely, tht- r..,nthe input sag may he

~ reconsametea. 41 gaining TIWO; amas, Si -> reverse-N-Way-NME ->
grifanta nwocommingy, sownmeverse-N-Way-MBE -> Santa, is, coming, town

This is a very useful feature which allows the individual components of the original
password (information) to be extracted without having to go through the entire
decryption process for the entire password. The choice of usage between obtaining

individual components or the entire passwords, will be dependent upon the purposes for

which N-way MBE is used.

MBE, in the various formed described above, seeks to improve upon two shortcomings
of decryption methods presently used: speed of processing power and brute force
decryption. Given the increasing processing power of computing platforms, to brute
force attack an encrypted data to generate a password will be increasingly easier or
faster. Matrix-based encryption method is able to prevent this to a greater degree by
randomly selecting a few variables to ncrease the complexity of the algorithm in order
to make encryption more meaningful in accordance to the processing power of the latest
technologies and making decryption more difficult for hackers or crackers as similar

systemns will need to be built in order to decrypt those information.

In an embodiment of the invention, the unigue ID generated and encrypted based on the
user information and user’s system information may be obtained via an algorithm which
is reversible. This means that it would be possible to obtain the user’s information and

system information via applying a decryption algorithm to the unique ID generated. For
ilinstrative purposes. a user with the name “Tom”, birthday of “01/01/75%, living 1n

“United States of America”, having a computer system equipped with a “Intel 2.2 GHz”

PR v
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This is a very useful feature which allows the individual components of the

Worigimedopassword (information) to be di:masted'without havipgtedtys 001107

through the entire deci Trion_ process for the entire password. The choice
of usage between obtaining individual components or the entire '
passwords, will be dependent upon the purposes ter which N-way'SvIBE

is used, - in the various formed describéd above, set to improve upon two
shortgeming;:40 efdsctypiignnethods;presentl eiﬁ eed Ol i hard dick
processing power and. brute force d crypt‘l’gﬁaG)?vb?nbt S%ﬁrcnrdgggfﬁaé hard disk

precessi ﬁ%@@%&%%@%tmi%EWng%yt‘?ii’%‘fe‘ﬁt%afg}% &% browser
encrvoted data to generate a password will be mcreasingfi/ easier O

fastendvia-aihased encivtior U melbed s ahle {e-Rre¥SOL N5 (0.8 HIRAIR oo
degree by randomly selecting a few variables to increase the complexity
ofthealgorittineinOrdendorpakerenarypionMare MEARIRGIN wiich may
accordance to the Processing power of the latest technologies and -
eikiiiig HECAABHCH TnGie lifficult deschackets @r-yackers asSiIMI@hfy not only
systems will need to be built in order to de tot those information. In an
ErDswiment bicetinventitn, iegenerated trodsendry ptes:based.en the, 70
user information and user's system information may be obtained via an
SRyifsR SPRRSA Geneerstista o hisshee apdethiat itwbpldde fiagsiblerta,. wherein
ohtain the Marls information and system information via. applying a
decrRRBT AIGERtAhTto TREPinigde © ermetanad vREr Tlustralvetplinpdsesyn. In
a user with the name "Tom", birthday of "01/01/75". livmt in "United
Qe Y SRR & A TP g O B BT S ST g tibFe ePwWit v aatnte 2 pthe 1D,
gélliirl'" 10 ZOOQIO%QQQQP(;TM13,20,08,/001,107“C;PU‘lchip, "riVidia Ciefonce
G007 Graphics cATY. 8oy WSt A BRGEH- Hard Bishednvebrginavenother
f . As. "Microsoft Windows Vista", "Fjrefox web browser" and
T R OB B oA At e ccos

Photoshop™ insta ed
ix-hased eneryipt mﬂ% le will generate the uni ue ID for such a
gﬁﬁ?ation,%vgﬁi%%p%%%'loo L%Eg ﬁlY%gﬁeGg’fwgrﬁ%nlﬁ T8 Sorettnd by the

datahase P0.andds ysed to.identify not only the user, but will contain all
the information of the user, in the simplest case, the ID could be a simple
concatenatlon of hashed codes for each niece of information, wherein "C'
might correspond to "Tom", "d9" to correspond with "Intel 12 Calf and so

dn tin orderthoretriayeall thedntarmationsa secryptionalgerithm could he
applied to the ID. Theran. increasef security in this since "identiry thefts"

aorél fampusentriesifo, faisify theinidenting psthentghtiulyses 1BeY Welle xon,
not only require access to the rightful user's account:, but also Have the
eRaEtsamEysiomini terned byithe iofothatinmpalecied:aptSeScordingly,
system. In the event where a rightful user has made changes to his T
be crated for this new conliguratio in order to match the information with

e BIPHE EneRaptRtE B ataIs2de B0 wEboitimgly, thiewpdagenpracess

include: using the previous M to dend' the entry which needs to be

updated and, updating the old ID with the new unique II) venerated.

Although the above processes have been described witi resPect to
AHIONED (e (%B%x,\, processes nave been cescrived with respect to mdividual profile IDe,

the same would apply to the group profile IDs and is similarly handled by the matrix

based encryption module.
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the same would apply to th mud-0 profile Ms and similarly handled by the

matrix based encryption module. WO 20091030 0PC1116§%9/§{; 90!%5@?,
WO Hhbsdiment shown in Figure 8 when a client makes a search reduest, t e/

searching module 81 will use the search based marhing component 85 to
DIOCess the reduest. The keywords of the request are sent from the
searching module 81 or the search béSed matening component 85 to the
keyword based user profiting component 84. d based user profiling
Indbmponedingaivilone tnrBitaeretiishsace shary BaksfrotrrBR TdatsHalts
99, 91 92, P3. 94 pertaining to the keywords and the search request.
SOHTORRE SIS ar TG 1 B SRR #FE Grotpa e S THERP ST cHEES Fal
first retrieved to identify the nature of the client making the request. Based
TG s IRFOTRTALTET Ah e FeE&St REM&Rb St te SAES R, o
keyword 10database 92. beha)c(Lor d Lagase 93 and timelinrg) atabase 94nt 84
SR BRSRt IR SREBIE R StOUEHT SRt DORRGIHE TR AhhRgronent 84

-species.preservation activist gout makes sfgarch for "dodo extinction”..
R A e R

to the terms, dado;.and “extingtion- will be retrieved. In ition..the user
ﬂﬁ)” %1%5&8 %%Z;Pér%g’ggéh%)ugggé com ﬁo{r?elgr?te éiﬂ&;/vglﬁ%gl lﬁlgtglg %8%6(}:%%%‘5' tﬁé

hepavierndatabase I3:for Une most relavantihebaviat a3l of theqclient
In this example, the behaviors 931 of the client may be that Or "animal
rife’sand: Mistery L h8ture of the client malking the request. Based on this
mformation, and the request itself, the most relevant entries within the keyword
database 92, behavior database 93 and timeline database 94 are selected. In an example
a student profile belonging to an animal species preservation activist group makes a
search for “dodo extinction”. In the keyword and timeline databases 92, 94, the entries
0721, 941 relating to the terms “dodo™ and “extinction™ will be retrieved. In addition. the
user behavior matching and update component 841 will be used to access the behavior
database 93 for the most relevant “behavior” 931 of the client. In this example, the
relevant behaviors 931 of the client may be that of “animal life” and “history”. The
behaviors 931 are then communicated bacls to keyword based user profiling component
R4, Keyword based user profiling component 84 then transmits the combined
information back to the search based matching component 83, In this embodiment of the
invention, the component 84 is capable of updating databases 92, 94 with new or
modified keywords, and component 841 1s able to npdate the database 93 with new or

modified behaviors.



behaviors 931 are then communicated back to keyword based user
WORMHIg%OMponent 84. Keyword based user profiling comptHeR8ms tHa ) 7
transmits the combined information back to the search based matching
component 83. In this eiuToodhuent of the invention, the component
8capable of updating databases 92; 94.,with new or modified keywords,
and component 841 is able to update the database 93 with new Or
imosifigahehaaoiss 2009029990 BR LI 182008/00d 104 ASIMUAT, ccoss
manner described above, search based rnaciing component 85 may
aadtessrandiaruptatere hvirenmefithasedbprofiing dataly)se96 e-farther:.
classify the results. Using the same example of our student above, the
Eivirdrmant 98 drswle ofadniayitie dreseartth tavicbthuandata pasaiing:ione
‘such an environment 961 is returned to the search based matching
"EBTRPEhe ARBBIA ¢eleurtigseatebased smfinement Bfatchisigreedpahestarch
851 is used. to check the search refinement database 95 for s miiar
RassFdRaIYBY SHRBANSES habd SsuEnd saertiefered f tiorenmsraprbuigus
searches of similar keywords, the search 951 is returned to component
BEIPRTSHDSEUIEAL) SRSFEH baBaRaaTmETe SRiponet SS. st thaes
é@fprmafglon rggj;:gved; tae sebar;:h based component 85 will comnare and
At e Pedtivs RiR tHOkeD TAE dp pasr tHE FP SR AT N Sest flpimilar
ories 901, 911,971 931, 941, 951, 961 are deemed to be the most
lge evarrclE ’I%ﬁésreedgﬁ%éba?réstﬁegﬁ#% P AR B8R RN S R S isineryh based

Lomponent 86 will access database 96 for the 15environmental profile 961
of th,- &Pent -making th reouest and obtain the corresponding

Ch
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With the information retrieved, the search based component 85 will compare and match
- the results and those that appear the most in the selected categories 901, 911, 921, 931,
841, 951, 961 are deemed 1o be the most relevant. The results are then retarned to
searching module 81. Finally, component 86 will access database 96 for the
environmental profile 961 of the client maling the request and obtain the corresponding
environment characteristics 971 from the environment database 97 and return then to
searching module 81. Searching module 81 will then select and rank the search results

based on all the data available.

In some embodiments of the present invention, additional modules may be used 1o
DErform TeCUITing Processes 8o s to improve the quality of the process it repeats, This
may be applied to the encryption process, the user behavior matching and undate

process and the ssarch based matching process.
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environment characteristics 971 from Inc environm-m dazabasg 9'1 and

return t(hen to searching module 81. Searching module 8 Wg,lg (ﬁ?}&ﬁﬁm
WO ZH313K the search results based on all the dan, available. 20in some

embodiments of the presem invention, additional modules may be used

To perform reclining processes so as to improve the Quality of the

process it iTypeats. This may be annh&dl to the encryption process, the
user behavior matching and update proeess mid the search based
Inatching:proeassypdinrrtodie, recerintpe Roryplidm pricessna recurmgsy be
encryption refinement module may be included in communication with the
iadlaiydtiondasedisesrchvatnipo nenty®2 r PastdirdsesechBronda? momeT:
as described earlier, It performs the task of repeating the {)rocesses
pecformerbbythecdnbryptisachiase ¢adigrel ORTFERERT BELOY it ABRE S
based encinrodon_ module. By doing so. additional information may be
TOAGIYEODENPERIEC Ay HHEIBITR IR @ 2R HiE%HT b FEERIRATS Aeryntlgmatrix based
accordiniti, thus encurinc better anality of the profile Ds stored within
%ﬁ@@@99%%@?1@9@&%@%&%@%8%%&%%ﬁ%?ﬁﬁ‘a%ﬁéy added,

module maybe implemented in 10communication Wii;ch the user behavior

FRAIRIRG ST UpdlaE CorRpoRe AEEAT 5S Geh CTHiS niBaLI Wik Fepaatedty ™ o
onitoi,ggg process lﬁg aaa/ior?.oltag r were to search for "aand
T ANG PR h e EhokBeok" this pattern of searches or such

"behavior" will be recorded and updated within database 93. Such

"behavior" may be recorded via somc form of hashing or pattern recording
'%1%%8%39%}%%%%5 er Muser with-similarsearches would maich sugh a
behavior.n the event that such

communication with the user behavior matching and update component 841 as well.
This module will repeatedly monitor and process user behaviors. If & user were to
search for “apple” and “pie” and “recipe” and “cookbook™, this pattern of searches or
such “behavior” will be recorded and updated within database 93. Such “behavior” may
be recorded via some form of hashing or pattern recording method such that another
user with similar searches would match such a behavior. In the event that such
“hehavior” matches, users may be presented with results which eariier users with

similar behavior(s) have shown interest in.

In some embodiments of the invention, such behaviors may be profiled for each
individual and group ID. With such a function enabled, users may have the option of
accessing certain parts of other individuals’ or groups” profiles when they have a
behavior match with said individuals and/or groups, which is Hkely to provide much

more relevant results from those stored within the matching profiles.
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"behavior" matches, users may be presented with results which earlier

WQgelyaaitsimilar behavior(s) have shown interest in. in soneT/182008/001107

embodiments of the invention, auth behaviors may be profiled for each
20individual and group W With ch a function enabled, users may have the
option of accessing certain, pans of otggr indivichisis or groups profiles
when they have a behavior match with said individuals and/or gems,

ichqis-li A Qre.rels anter sults from th es;Jtored within
iR b i i e

heqaeted.thatithedrcuring:search f %%J&m n ching
componeent 851 as describéd earligrﬁigr%:%%gg di erebn%%/e?}g%at 8%3@3?%1@ and

userhehaviosmatehingrand:updsie-aonponsatin thakihe search based .

refinement matching component 851 refines the results for the individual

fnesaward fohighihaveibean searehad s ARPsad terthedates,Withy, e
tracks user behavior '6.a their actions (type of searches made, types of

resultsvinterested i) While thisembediment fascdgserbeds theie types of
comm.unication access and order of the components in a particular way, it
sholidithessteanto the skilled reader that the order of 10retrieval and
application to the search process maybe oanied out differently to similar
effect. Once the ranked results are generated, they are returned to the
client and presented to tthth in step 14 in the form of a weopage such as

TP RS o getréb withesteprmuinifieios arstiscosultardre @lso:
stored in the cache database 71 in a senarate step 19.
components in a particular way, it should be clear to the skilled reader that the order of
retrieval and application to the search process may be carried out differently to similar

effect.

Once the ranked results are generated, they are returned to the client and presented to
them in step 14 in the form of 2 webpage such as one shown in Figure 2. Together with

step 14, the search results are also stored in the cache database 71 in 2 separate step 19,

The results page 20 displaved to the user by the embodiment is shown on Figure 2. The
search results 21 are listed in an order based on the ranking in step 13. The search box
24 reflects what search word or phrase was used for the search. Interactive buttons 272
accornpany the display of each of results 21 and they allow the user to provide feedback
10 the search engine in real time with regard to the particular result. Althoueh interactive
buttons 22 accompany only results 21 in Figure 2, they can be applied to the video
results 27 or the music results 28 or any type of results generated as well 1o achieve

similar functions.
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The results pane 20 displayed to the user by the embodiment is shown on

WO fd (%g%The search results 21 are listed in an order based@xihgorankine
ins

ep li. The search box 24 reflects what search word or phrase was
used for the search, inreracteve buttons 22 accompany the display of
each of results 21 and they allow tieer to provide feedback to the search
engine in real time with regard tci the"particular result. Althou&h interactive
buttons 22 accompany only results 21 in Figure 2, they can be applied to
the video results 27 or the music results 28 or any type of results
generated as well to achieve srnilar nu-Iotiorgﬁ‘(.eiﬁt ferri 30 Figure 3

a
ReEropaitoFagHe bt dREE iR ENBoR o, The

SHown. The four
S Sl % ol B g
S g st B bt

client clicks,on the »@gilnag H@é}%ﬁgﬁ& the 10search enrie would then
S 8 Caatisio:d] 2=
VI%%oﬁ%lBI:[ é‘}k fé%%gh”ent-y 56 from within the cache database 71. From

there, it would find the corresponding rasult erthy 54. The appropriate
counter 65 denoting the feedback for "rating up” would then be increased

BLANe ising;this feedbask thencachedatabasaibicmed-yshsearohck to the
engine is modified (step 161. in order to update the database 51

containing the:kisterical-datanperitdie chimpatistn chéckstare pevisimed . the
between the cache and the historical data in step 17. Where there have

hees tpeatedomodifipatonsmadedar theeragtie. fvenigtbiickdathaviitbease 71
modified to incorporate those changes as well. Thus, search requests for

AraamersearehuidtdhintietitesyoMing rEnibeobssdd B RRSROREAIRABNST 65
with the new feedback included.

denoting the feedback for “rating up™ would then be increased by one.

Using this feedback, the cache database 71 maintained by the search engine is modified
(step 16). In order to update the database 51 containing the historical data, periodic
comparison checks are performed between the cache and the historical data in step 17.
Where there have been updated modifications made in the cache, the historical date will
be modified to incorporate those changes as well. Thus, search requests for the same
search term in the future will be ranked based on historical data 51 with the new

feedback included.

indeed, optionally, as soon as a user enters feedbaclk:, the search results may be
recenerated to include the feedback (for example, if the user has clicked the up-button

in relation to a particular webpage, the search results may be displayed again with this
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Indeed, optionally, as soon as a user enters feedback, the search results

Wimagstseaegenerated to Inc:ludic fne feedba.ca (tar example pif-the 16584601107

has clicked the up-button in relation to a particular webnage the search
results may he displayed artain with this WO
2009/03099(1ITT/1E20084M webnage, in a blather position). Thus,
real-time incorporation of human interéttion possible. As further shown in

' . Ot ents ined, using historical data could be included
e e B o SO T et ot
sdients.who have made similar search requests. When the client makes a
search request. chat box data 53 is also Te eyed from the database 51 of
historical data. This chat box 25 is then included in. the results page 20
displayed to the client. The chat box 25 ColD17 ses a chat contents area

25ErwhicheontainsMmessages 91%%&@9@599;{&%@8hﬂﬁ%%&?&fﬁ%t%%&ﬁ-Qe

data entry means 25k for enteringmessade,s into the chat box 25. When a

clitndentetschisume saage intthehal box 2heitdssentdin the.search engine.
which will update historh.,al data Si in a mann.er similar to updating user

$eeuibackcftam: interactivibutiots 22 describacaboveet he.aRPIORHAIC e ques:

search entry 56 is found, and the cont-nts chat box data 53 is updated =~

YAth the ¢rwientryisOtherdedttires fieainalsasbes inaluded vithis - reswis: box
age, 20. These include, but are not limited to, special results relating to

E?elqat%@@tlﬁ@wc}@ \idegsras pits=20 rélspingcbithizescianch Taeurst Bad2 3

music results-Ling to the search request. in all these

comprises a chat contents area 25E, which contains messages posted mto the chat box

by clients, and data entry means 25A for entering messages into the chat box 25.

When a client enters his message into chat box 23, it is sent to the search eneine which
will update historical data 51 in a manner similar to updating user feedback from
mieractive buttons 22 described above. The appropriate search entry 56 is found, and

the contents chat box data 53 is updated with the new enmry.

Other features may also be included within the results page 20. These include, but are
not immited to, special results relating to the latest news 26, video resulic 27 rejating to
the search request and music results 28 relating 1o the search request. In all these
examples, the data for such results may be stored and updated in the historical data in &
method similar to the examples discussed earlier, as will be clear o the siilled reader.
The locations 55, 63 within the database 51 of historical data used to store other data 5 5,

63 may be used for such features.
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20 examples, the data for such results may be stored and updated in the

WO Q; %g&glgdata in a method similar to the examples discussggeasigk/@$107

will be clear to the skilled, reader. The locations 55, 63 within the
database 51 of historical data used to store otter data 59 may be used for
such features. By introducing the element of humm interaction on
feedback, users are able to determinéth- relevance of results and notify
the search engine accordingly. Since such interaction is not easily.

EalirAaBSi St Akea ST Halr RIS SHEERIRE FoReed0 e WYEEHT i tHe

-event that they manage to fo SO oth%Pr sers ngl be .abIgCTO éoolkce : ycgigmh
GBI Y GTOARERSEAb AT T BRE EoMitraly” TPk SBRHR 1EqUethiade is

_notd in either the cache dat%gas{em Zu:%n(s)r. tQ;% (glatabase.S‘
IBNAFBES AU YO IRE Sirch Tequedt iX Sk

T 10T a&mgﬁ.’lsa uggrvsv tregxlilglmvsnt
request In step .18. new searcn Is

erformed for the request and the results are added 1o the,cache . ., potice
tg‘éﬁéﬁ%% B 8%?3%%%&% ' 5?0?%i§t0|’§0a ‘data or a c%m binationeo? goth,
denending on the requirements:of different embodiments. hi the case that,
%”gt%%gTE%, §}fsg13’értl€r%?ned that a search request was made which does
not correspond to any of the etasu56, anew result entry 56 is created or

the search request18. A new searbh is performed for the request and the
e %t&@{& recuest made is not found in either the cache database 71 or the database

51. a new result entry 56 is created for the search request in step 18. A new search 18
performed for the request and the resulis are added to the cache database 71 or database

51 of historical data or a combination or both, depending on the requirements of

different embodiments.

In the case that, in step 12, it is determined that a search request was made which does
not correspond to any of the existing records 3¢, a new result entry 56 is created for the
search request in step 18. A new search is performed for the request and the results are
added to fhe cache database 71 or database 51 of historical data or a combination or
both, depending on the requirements of different embodiments. In this case, a |
conventional search engine may be used to perform a search for webpages relevant to
fhat search term, and to obtain a quality index for each page found indicating the
relevance of that pags. A record 54 is then set up for each webpage for which the
quality index is above & predeterminéd value, The counter 62 is set fo the determined

quality vaiue, and all the other counters are 88t 10 Zero.
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added to the cadatabas 71 or database 51 ofhistorical data or a

weameimanion OT both, de,hending on the requirements of diffgrent, 145001107

embodiments. in this case, a conventional search engine may be used To
nerfola a search for tbriages relevant to that search Territ., and to obtain a
quality index for each page found indicating the 20relevance GT that
page. A record 54 is then set up for eael webnag,e for which the quality
'gd_ X is above a predetermined value. Tire counter 62 is setto the
kit ity Velhe S mer dIPeSG ST ciuatdvstars deto swre W@ ebpage
2009103095wPCT/1132008/00110' 50 Furthermore, since a. webpage
e EhaRGR Vel Ui Aistdri EXl G e CaBB U thaRikdBp AgeGraammiup the
ecomes.out of riste. in order ta cope with this the values stored in the
S o el B et 360 Ve Wl mulvoted

i eriodically. by. a. constant factor less than one, such as
B B R B T e
grasiually less important.io ge?é@&[@ i&ljyg%n f%s%s%xqtélr%elfr;fis' The Wi?gniﬂ 6

ifin 0 ,Thﬂé

thich this is done maybe different for nt counters. unrt%eé?ﬁ%l

erabodipent preferably.conteins @ mechanism ok adding newwelmages
to the database 31. This maybe done by the"server Wh%gﬁgl]m% emants e
scarab encine having a unit for updating the database 51 This unit hies to

find new welopaaes relevant to the search term 52 of each of the existino

eihwiesnory/ {lheriibdoasnit-assians a gualily yaldento  ach Nawireswt,
found indicating the relevance of that result. d. if that cuality value is

rmobpdbanativedainieeSholthitsets ¢ i new ROk e YRe SHONA the

as 54 in Figure 5), having the quality value as counter 62, and the values

cltheh otrencovmers 63 64; G5xiain: 6bcakziea: Optivhalybefere this new

new record as added to the set of records 54 in the historical data 31.

there R isecephasdirreahibewhéh aheacbnitgrocdintg searca SO0WREAS: doss,

entered into the search engine, the new record is displayed or the

webpage bfRigure oz etre DRt syeling bdtiofisaang therewmnecofdhis result,

only entered into as , record 54 it a feedback criterion is met, e.g. if it

rBR ?\;é}%ag‘quahty value is more than a certain threshold, it sets up & new record {of the
type snown as 54 in Figure 5), having the quality value as counter 62, and the valuss of
the other counters €3, 64, 65 and 66 as zerc. Optionally, before this new record is added
to the set of records 54 in the historical data 51, there may be a phase in which, when

the corresponding search enquiry is entered into the search engine, the new record is

displayed on the webpage o
sufficient amount of positive feedback during a predefined time.
Although the invention has been described in the above using particular embodiments,

any varations are possible within the scope of the claims, as will be clear to the

skilled reader.



20sufficient amount of positive feedback during- a predefined time
Although thenon has been described ira the above using agti 5
WO é%%gsé%%ﬁents, many variations are possible within the scogg%m‘%%%wﬂmm'
elairmi, as will be clear to the skilled reader For example, to prevent a
certain user from boosting his site by continually pressing the up-button in
relation to it, the database S| may conitain identity information (e.qg.
internet address) recording whose input altered the historical data, e.g. the
values of counters 62, 63, 64" 65, 66, and feedback having the same
identity data can he discounted in future updates of the historical data.
PGSRBS 20 prevAnfietstatorgeiieraneg S b resums SrraBRycRressing the
engine, the, method comprising: 5(a) registering a search request made
UpyPatisein relatigs) iWate s AR IR ethBr ASTANALE RO AMSERER R Astic

_data previously entered by human users and indicating, the characteristics. .

BRI BF ) ARS AR S P Ratigre Fao AR 6 i et e qlias O e
and ¢) if the_determination is positive, extracting the characteristic)
GHREFO T Ot fatab st r%e%?é %ﬁﬁ&s&?@ﬁé%%%%@grgﬁ%ﬁ%gbages

in a manner determined bg/.tggle,characatfrjstic data;

discounted m future updates of the historical data.
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wherein the search engine is arranged to receive input from a user which
modifies the characteristic data relating to a "given search result, the US@fcsLLp
input being a member of the group consisting of: (i) a recommendation not
to display 15the search result in response to future searches, and (ii) a
recommendation to label the search result as relating to a website
containing adult content. A method according to claim 'l in wherein at
Qé’%\%t%art of line characteristic data indicates the relevance of the data to
the search request, and in step (c) the search results are presented in an
order determined by the 20characteristic data, 3.A method according to
claim 'l or claim 2 in which the search results arc, presented together with
Ta respctidsst GHoRBH HibIe BERGHS EftkbblE by theisep tw inedifyasethod
characteristic data. MCSLLP 53 4.A method according to claim 3 when
CHeperdeat on claim 8 in which the buttons include at least a button which

lowers the rank of the corresponding search result within the order, and a
buttor WHRHTEFEES the Fank oftHdE meapo ity E&drch result within the

order. 55.A method according to any of claims I - in which the search
resultéiredetermining whether @ database contains characteristic  data

previously entered by human users and indicating the characteristics of a
plurality of internet webpages having relevance to the search request, and

{c) if the determination is positive, extracting the characteristic data from
the database and presenting search results for the webpages in a manner
determined by the characteristic data;

wherein the search engine is arranged to receive input from a user which
modifies the characteristic data relating to a given search result, the user input
being a member of the group consisting of: (i) a recommendation not to display
the search result in response to future searches, and (ii) a recommendation to
label the search result as relating to a website containing adult content.
2. A method according to claim 1 in wherein at least part of the
characteristic data indicates the relevance of the data 1o the search request,
and in step (¢) the search results are presented in an order determined by the
characteristic data.
3. A method according to claim 1 or claim 2 in which the search results are
presented together with a respective set of one or more buttons clickable by the

user to modify the characteristic data.
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presented in combination with other data relevant to the search term and
previously entered by human users. 6.A method according to claim 5 in
which the other data comprises a chatroom related to the search term. MCSLLP
10t.A method according to any of claims 1 -6 in which the step of
extracting characteristic data comprise®3extracting data pertaining to a
geographical location of the client, said geographical location being used
‘as said dharaetefshe dita. 8. daiiethod according e Eny of €lains i 7nich the
which the step of extracting 15characteristic data comprises determining a
hakguage M ahich thediserimbgs theiseateheey st said tangeagebesagnding
used as said characteristic data. 9. A method according to any of claims 1

B\ WhidHte stéproflesractifg chadactekistio dard ¢omprises dérermining the

an intern& service provider of a user maKing the search request, said
GREEYRBDBEIIEE PrEVIdEsBBin lisei a9 &%ed. 20characteristic data. 10. A
method according to any of claims I- 9 in which the step of extracting

Tharadtensiicdhiseorprisesdetethiiiigan ttdmetbrowsessefiwarestits are

operating system software and corresponding software settings of a
@WW@@Q}_@&)EMEEOR with other data relevant to the search term and

previcusly entered by human users.

6. A method according fo claim 5 in which the other data comprises a
chatroom related to the search term.

7. A method according to any of claims 1 -6 in which the step of extracting
characteristic data comprises extracting data pertaining to a geographical
location of the client, said geographical location being used as said
characteristic data.

8. A method according to any of claims 1 - 7 in which the step of extraciing
characteristic data comprises determining a language in which the user made
the search request, said language being used as said characteristic data.

8. A method according to any of claims 1 - 8 in which the step of extracting
characteristic data comprises determining an internet service provider of a user
making the search request, said internet service provider being used as said
characteristic data.

10. A method according to any of claims 1 - 9 in which the step of extracting

characteristic data comprises determining an internet browser software or

operating system software and corresponding software settings of a system
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54 making the search request, said software and software settings beinq\/]
used as said characteristic data, 11.A method according to are/ of claims
1 - 10 in which the step of extracting characteristic data comprises
determining a local time and weather of a location 50f a user making the
search request, said local time and wedther being used as said
characteristic data, nA method according to any of claims 1 - 11 in which
MiREIsRH6f BxfrEdtingoueharagteristic/ gt o prSesGehf) Mg contipuiteped as
software installed on a system making the search request, said computer
sghitwarearsalEe $aling used 10as said characteristic data. 13.A method
according to any of claims 1 - 12 in which the sten of extracting
Idnaradtensticcdats coifipasesanEntifgiagtomplifeimaidraiemstansd sntecting
system making the search request, said computer hardware installed
chenng wsBd as s e RErBRErs RECHAN NG 26 I PhAGPACC IR AgtoarRy lefation
claims 1 -13 in which the step cif extracting characteristic data comprises
CéterFRiningld UsBreatealint HPaLEser SEklradi gl ke A profieatiermation used as
from said user account, said user profile information being used as said
SefaratiErietic et A8, A method according to any of claims 1 - 14 in

which the step of extractin%
A method according to any of claims 1 - 11 in which the step of extracting

CSLLP

characteristic data comprises identifying computer software installed on a
system making the search request, said computer software installed being used
as said characteristic data.

13. A method according to any of claims 1 - 12 in which the step of extracting
characteristic data comprises identifying computer hardware installed on a
system making the search request, sald computer hardware installed being
used as said characteristic data.

14. A method according to any of claims 1 -13 in which the step of extracting
characteristic data comprises determining a user account of a user, extracting
user profile information from said user account, said user profile information
being used as said characteristic data.

15. A method according to any of claims 1 - 14 in which the step of exiracting
characteristic data comprises determining one or more groups of which the user
is part, extracting historical data from said groups, said historical data from the

groups being used as said characteristic data.
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20 characteristic data comprises determining one or more groups of which

the user is bort, extracting historical data from said groups, said historical

data from the groups being used as said characteristic data. MCSLLP B SLLP
16.A method according to any of claims 1 - 15 in which said characteristic

data is obtained by a method comprisiag; (a) determining whether a client
system has downloaded data mining tools from the search engine

1®) if thearitermination ishégative cautematidaly'doimntdading tie dataacteristic
5mining tools to the client system and storing any data collected on the
delientinahtetiaa miniagrtoslsy@r comieyinthe deteatanationds positive, a client
automatically updating any data collected on the data minincl tools, and
spteransasiting Saidcdatal iahsidam miningaools tosther searchiengine;
10wherein., said data in the data mining tools is stored and used as said
characteristic dlatateniniprove sedrenaeselts AT retsthiodiastorditigtothe data
claim 16 in which said transmitted data is encrypted and the data is only
ragtessiblesaftet deehyption/steie level opdegresy data collected on the client in

the data mining tools, or

(c) if the determination is positive, automatically updating any data
collected on the data mining tools, and

(d) transmitting said data in the data mining tools to the search engine;
wherein, said data in the data mining tools is stored and used as said
characteristic data to improve search results,
17. A method according to claim 16 in which said transmitted data is
encrypted and the data is only accessible after decryption. The level or degree
of compression and or encryption (of software used or method deployed) is
based system/hardware profiling, software installed, user profiling and or the
date/time of the system performing the compression/encryption processes, e.g.
the encryption technique deployed can be done in conjunction to maich the
latest frend in accordance to Amdahl's law of processor speed such that the
time needed to encrypt / decrypt the encrypted messages will not deviate too
greatly from when the encryption technique is first used. For example, in year
2002, a Pentium Il 667 Ghz system is able to decrypt a message in 300 days,
the encryption method deployed in 2007 using similar Pentium Il 667 Ghz
system will try to adjust for the difference in technological differences and

deploy better encryplion technique to allow for the latest Pentium systems of



of compression and or encryption (of software used or method deployed)
is 15 based system/hardware profiling software installed, user profiling
and or the dateltime of the system [performing the compression/encryptiorMCSLLP
:processes, e.g. the encryption technique deployed can be done in
conjunction to match the  at trend in #tcordance to Amdahl's law of
processor speed such that the time needed to encrypt / decrypt the
SERERSHEd N as8ages Wil 9ot Beliatectau 200great figm WHarstRene to prevent
encryption technique is first used. For example, in year 2002, a Pentium llI
'%%7%%%%%1@%@ abIe @ e cAYpB A s SageSin B00%RYs, tR8 eAESEORY the
method deployed in 2007 using similar Pentium 1l 667 Ghz system will try
NG eRfGSt for the differenessn t@%’r%(?ﬁéﬁ'?é"‘alf@ﬁe@W@ﬁn%@@ﬁ%ﬁé@ﬁ@ﬁfﬁm?@
encryption technique to allow for the latest Pentium systems of MCSI_LP
negCEinAarecl B c e IR 6P Beeryprsilarslied 3o0'aysitteritidistienavent of
to prevent Inc latest Pentium systems of sirThkar class category from
SHEER FHRGYIHE Triedsage e fitith SHIEREUGME fraffd HaCaERiHgs-
system administrators much more Lime to reinforce or nsfill better system
lintegrity ethe e PerO6T sstdler FRErypled duEd inalrseudiaseryst@pdee use
hackers or crackers, 0. A method according to claim 17 in which said
CHSLAPRBIFIRTENEY tHE (IS8 I bigRiEific %%%Qlﬁiwé“»iﬁ@éﬁ%qaéﬁtiﬁa@namwe@

allow de(_:r%{ption of said encrypted characteristic data.
characterislic data.



