COMVUNI CATI ON CONTRCOL METHOD, COVMUNI CATI ON CONTROL PROGRAM AND
MASTER COVMUNI CATI ON SYSTEM CROSS REFERENCE TO RELATED APPLI CATI ONS
5This application clains the foreign priority benefit under Title 35,
United States Code, 119(a)-(d) of Japanese Patent Application No.
2010- 052562, filed on March 10, 2010, the contents of which are
hereby incorporated by reference. 10[ FI ELD OF THE | NVENTI ON]| The

present iqOMMUNIATRIGIENTROR MDA CaiNMUN Tt TGN atTast, PROGRAM
comuni cation control prograns and a master comruni cation system used

for a master-slave conmnp Qg{dTHR YRR MWHTCION SSyoordM gured i n such a
manner that a plurality mof slave comruni cation devices are
connected to the master conmuni cation systemthrough a comruni cation
net wor k. [ RELATED PRI OR ART] A mast er-slave conmuni cati on

system | CRYISRAFFHENCE TPHATMTNY et wontrodd ing a plant. The
mast er-sl ave 20 communi cation systemis configured, for exanple, in

such @ mannerti@ktpplpkdtabnt ¥yl Hims kder 6 p8NYAIGALd A WB¥HhEES t WH
are di sposed at distant places are connected to a master

comuni catitar: Y5t emiicest athedsi 0oae ML A NG (EPNbErJagdhdde Patent
mast er - sl ave conmuni cation system for exanple, MODBUS 25 (registered

trade mamgpipreitaes] Nes. Usad-oAcewdi o il e MmN atigm  mettod
of the MODBUS protocol, functions of the

contents of which are hereby incorporated by reference.

10 [FIELD OF THE INVENTION]

The present invention relates to a communication control
method, communication control programs and a master
communication system used for a master-slave communication
system which is configured in such a manner that a plurality

16 of slave communication devices are connected to the master
communication system through a communication network.
[RELATED PRICR ART]

A master-slave communication system is often used for

monitoring and controlling a plant. The master-slave

20 communication system is configured, for example, in such a
manner that a plurality of slave communication devices which
are disposed at distant places are connected to a master
communication system installed in a monitoring center. 1In the
master-slave communicaticon system, for example, MCDBUS

25 (registered trade mark) protocol is used. According to the

communication method of the MODBUS protocol, functions of the



mast er conmuni cati on system and the slave conmuni cati on devices are
defined as follows. (1) A master conmuni cation system has functions
to assign a slave conmunication device and to transmt a query to the
5 assigned sl ave communi cation device for controlling a surveill ance
device and for collecting data fromthe surveillance devi ce. (2) A
sl ave communi cation device has functions to receive a query froma

nast er CofBiE € addramlrsisiteinn angsedl ein®xacditd Nord ammieted ©f oi ned
processing indicated by the query, to transmt information of the

processi npviestd tadd ddei mmstad TOmaWd cati on system as a response.
However, the slave comunication device has no function to

aut ononougl)y A metsfEd corgMel 410l drhes yIRsdne rh LOMUHBCREA DN S VS £8n a
15Conventionally, in the foregoing naster-slave conmuni cati on system

the mast ey1 pRMAsH-Gatil@t st iQCldrtaldy Besl g & ha®; to the
comuni cation device to which a query is transmtted in a

predeter Mg reRyuaRse: aonpiadeialiimedkdide fdh eforad 1% Ml #dy respect
to a plurality of 20 slave comuni cati on devices, transmts the query

to the assigred 1drve EOMMIGAL IfIY deviica-andy [eeel Ve tiasponse
returned fromthe slave comuni cation device to which the query was

transm t tegvdin larsey iRs;idfe t he foregoi ng processing, if the response
is not returned fromthe slave conmuni cation 25 device within a

predet er ined tsinEre (ARSI GOV IGRL M SHEEMJHR] RNYEdS & a
query identical to the query transmtted
query from a master communication system, and after executing

10 a predetermined processing indicated by the query, to transmit
information of the processing result to the master
communication system as a response. However, the slave
communication device has no function to autonomously transmit
a query to the master communication system.

15 Conventionally, in the foregoing master-slave
communication system, the master communication system
cyclically assigns a slave communication device to which a
gquery is transmitted in a predetermined seguence at
predetermined time intervals with respect to a plurality of

20 slave communication devices, transmits the query to the
assigned slave communication device and receives a response
returned from the slave communication device to which the query
was transmitted. In a series of the foregoing processing, if
the response is not returned from the slave communication

25 device within a predetermined time, the master communication

system retransmits a query identical to the query transmitted



in the previous round and waits the response fromthe sl ave

comuni cati on device. Wien the response is not returned fromthe

sl ave communi cation device even if the sane query is transmtted nore
than a predeterm ned nunber of times, the 5 master comuni cation
system determ nes that the slave comunication device is in failure
(error). The foregoing conventional nmethod for determ ning the
error of irhertsd guesciomaint@aid ahdlew s ase thesdal 4 oW g priodl €1sve
In the conventional error determ nation nethod | o described above,

first, ifcdbeutiesponge deyirel. rehenngte ffe@Ponsd dweneemybieati ofrom
device, the master conmmunication systemis required to repeat
retransnitssd el dfe tdwenmaanR-Liesy daidide anadrt fOrtHecepid apusfy the
response to the retransmtted query, several tinmes. Therefore, this
m ght causearssmiransiningsdeortidn delmedftamtisry honeac b ofc ifes otdres
sl ave communi cati on devices in sone cases. As a result, a processing
del ay sandhas tshordaageirofc 1ieee sSidigent ider dhinghie e eausat idlieach of

t he other slave comunication devices in sone cases. Second, in the
convent i aradmigrircert idet efaiinad iign inretfodur2) smae-jthe master

comuni cati on system executes the error determination within a

rel atively shate tidmsgdiiey edrsremtpessibindihod & dr sjdidgenian trefRatary
error (errors that recover naturally, for exanple, communication
error duernmmaesehand Ak idwinderitalt ProeRssidy HE ahd rEdhewsimye
communi cation 25 device) of the slave comuni cation device as a

per manentpremylems(.al [Treromey s:cetwert tdmail tde drerpareami rerdian mddhdde
error is a permanent error, sonme work by a maintainer is required.

Howewvier , defsdrigoeer mbbvies &itr@RPOLAr Yher f@spohtsemby het | eftuased tfddn
Therefore, if a tenporary error is msjudged as a permanent error, a
wor kl oad z0k1the cEmtial oetioncieases, die h@ster communication system
is required to repeat retransmission of the same query and to
wait for reception of the response to the retransmitted query,
several times. Therefore, this might cause a transmissiocn
15 delay of a guery to each of the other slave communication
devices in some cases. As a result, a processing delay and a
shortage of processing time might be caused in each of the other
slave communication devices in some cases.
Second, in the conventicnal error determination method,
20 since the master communication system executes the error
determination within a relatively short time, there is a
possibility to misjudge a temporary error {(errors that recover
naturally, for example, communication error due to noises and
an incidental processing delay in the slave communication

25 device) of the slave communication device as a permanent error

(all errors other than the temporary error). If the error is



5 the mai ntenance work of the slave comuni cation device that is not
in failure (error). Japanese Patent Publication No. 2002-26908
di scl oses a technology for shortening a waiting tine of the master
comuni cation systemwaiting for the response after the second 10
round, in order to solve the first problem descri bed above. [ SUMVARY
OF THE | NVENTI ON] However, the technol ogy disclosed in
Japanese Pagientafii icatdon Nane 2002 26908 rhsimiod irge 5ol it @fu Dfed he
foregoi ng 15 second problem Since an error of the slave
comuni catawvaleviice the detrernises idmposhoy tefrdr, M8 H Mat/hBe left as
technol ogy, a possibility to m sjudge a tenporary error as a
per manentiterior rmneraidisd, i NCreasafpordhef eforer id mSspiedh) ecd of
the present invention to 20 provide a comuni cation control mnethod, a
conmuni caid Oiareaid ek opr, 0gradg lelnth | ofesh € mLOTTAIN €A tindr cSitsisequwhi € h
are capable of error determ nation that prevent the naster
comusi catieonasyiskaanbeons fk sj fudgiengl ave erpaned Yool Ie defvideStBMEe is
comuni cation device as a permanent error in a 25 master-slave
conmuni catdton rsysiidmrelheprasent invention is inventions of a
conmuni cati on
Japanese Patent Publication No. 2002-26908 discloeoses a
technology for shortening a wailting time of the master
communication system waiting for the response after the second

10 round, in order to solve the first problem described above.

[SUMMARY OF THE INVENTION]
Eowever, the technolegy disclosed in Japanese Patent
Publication No. 2002-263908 is not a solution of the foregoing
15  second problem. Since an error of the siave communication
device is determined in a shorter time in the technology, a
possibility to misjudge a temporary error as a permanent error
may rather increases.
Therefore, it is an object of the present invention to
20 provide a communication control method, a communication
control program and a master communication system which are
capable of error determination that prevent the master
communication system from misjudging a temporary error of a
slave communication device as a permanent error in a
25 master-slave communication system.

The present invention is inventions of z communication



control nethod, a communi cation control program and a naster

conmmuni cation system of a naster-slave conmuni cati on systemwhich is
configured in such a manner that a plurality of slave conmunication
devi ces are connected to the master 5 communi cation systemthrough a
conmuni cation network, and the master comunication system repeatedly
execut es conmuni cati on apparatus assi gnnent processing for assigning
one sl aveoanmalningattcat) dedotgmuaiieag itohe cphtiralli pyoafrathendl avgaster
comuni cati on devices, query transm ssion processing for lo

t ransmi t tdoignen it yort o dreerasst gneath St av-es Coraurbiain O thevn cey ainsh
response reception processing for receiving a response fromthe sl ave
comuni cadhioth deveeafiguwbdchn thelquenynnas tiansmpiied,]l ity bieslave
mast er- sl ave conmuni cation systemas a series of a conmunication

pr ocessi ngrumiriicatadre destcrs comnuaed¢tody Stys tiee isachar act eri zed
as follows. (1) The master communication systemincludes a tineout

error snoridraminigddiner styRatendehectighwheldieturicatioraneespanseaha tie
transmtted query is received and a timeout error counter that zo

counts anmupdeer cohmdateation &ysesm dfersisaeeNsi ¥eetlifee Ut o0l Saf Dén
each of the slave communication devices. (2) Wen the naster

coMuNi Caigpeira3ysi erB JivN\iaraS prd @SPoNse oo £k iSdravey caaETi L8t | on
devi ce assigned in the previous conmunication apparatus assi gnnent
processi ngymutdie dwsicer 25y icomanpreatiton EysfemTeset schee tdmeout error
counter corresponding to the slave comruni cation device to zero, and
communication devices, query transmission processing for
10 transmitting a query to the assigned slave communication device
and response reception processing for receiving a response from
the slave communicaticn device to which the guery was
transmitted, in the master-slave communication system as a
series of a communication processing unit.
15 The master communication system is characterized as
follows.
(1) The master communication system includes a timeout error
monitoring timer that detects whether or not a response to the
transmitted query is received and a timeout error counter that
20 counts a number of detection times of successive timeout errors
for each ¢f the slave communication devices.
{2) When the master communication system receives a response
from a slave communication device assigned in the previous
communication apparatus assignment processing, the master

25 communication system resets a timeout error counter

corresponding to the slave communication device to zero, and



when a tinmeout error is detected based on a notification fromthe
timeout error nmonitoring timer, the master conmuni cation system

i ncreases a count value of the timeout error counter corresponding to
t he sl ave communi cation device by one; then, 5 term nates the

comuni cati on processing unit imediately; determ nes whether or not
the error count of the error counter reaches a predeterm ned count

val ue congiug entliyievutthetbert £ Mawddtong badkDdwhpat Soet £dOtation from
information that indicates a error of the slave comunicati on device

if the camd tMalateitoferdrert hengértbaningounhet, r enchesstoe Esredet erat ned
count val ue. According to the present invention, in a

mast er - slaxe: oM reaidean asysiuem vanuer bor tiet eimeoat | @Ardhatounter
prevents a master conmuni cation systemfrom m sjudging a tenporary

error of orelease oMy tiocaheon] ey i e cgreldranenti cer ber ofay tie=n s
achi eved. [ BRI EF DESCRI PTI ON OF THE DRAW NGS] FIG 1 is an
i |l ustr attiedmisteomd Ng:ran @@l ieca0ficn qorddegiiiatd amid anmsstarels)ave
net work system according to an 20 enbodi nent of the present
i nventi ojetermindd GheZhies ap rndd usiler akikon Showt g thansatSsicuragk
reception of a query and a response between a master conmuni cation
syst em ancediys S redoramica! |@urtew ges asgantirehtloy thiech the
enbodi ment; 25FIG 3 is an illustration ofa COVWARATI VE EXAMPLE
show ng tyeamsimzssicon and recgpitiorefor ififRInmaNithra JHsp aNnsE detareen
error of the slave communication device if the count value of
10 the error counter reaches the predetermined count value.
According to the present invention, in a master-slave
communication system, an error determination that prevents a
master communication system from misjudging a temporary error

of a slave communication device as a permanent error may be

15 achieved.

[BRIEF DESCRIPTION OF THE DRAWINGS]

FIG. 1 is an illustratiocon showing an example of a

configuration of a master-slave network system according to an
20 embodiment of the present invention;

FIG. 2 is an illustration showing transmission and
reception of a query and a response between a master
communication system and four slave communication devicgs
according to the embodiment:

25 FIG. 3 is an illustration of a COMPARATIVE EXAMPLE showing

transmission and reception of a query and a response between



a master communi cation system and four slave conmunication devices
according to a conventional technol ogy; FIG 4 is an exanpl e of
a flowhart of a communication control processing to be executed by a
comuni cation control o processor of a master comruni cation system
according to the enbodi nent; FIG 5 is an illustration show ng
an exanple of a configuration of a nmaster-slave network system

accordi ngx tna s ddidnin@ch xaie Hfstdie oty lavntommunidd{Gob
is an exanple of a flowhart of a conmunication control processing to

be executdsyinea LOPFRMIrtAtdOMm c ¥ £ ¥ RCe ssth 1 sy past er
communi cation system according to a nodified exanple of the

embodi ment . | g {dETAILEDR DESCERIF Q¥ GF fidw IRERERREDR. EM3GERIMENT i on
Herei nafter, explanations will be given of an enbodi nent of the

present iduteitdlonprdredatidid thy beeteetungdt By di avbmigsni dd G od dsntdibl
illustration showi ng an exanple of a configuration of a master-slave

net WOk  S3rStcRyB sA0C (¥ i Gnad < e A0nirbici tieit Dfstdie Jd@seling to the
invention. As shown in FIG 1, a nmaster-slave network system 10 is
conf i gur eghbddisuctt ;a manner that a plurality of slave conmunication
devices 4 are connected to a master comuni cation system 2 through a

communi cat i on FIEL WG K $3.ar N Iaddiddal.ord JFRSEHETg RIDGS&SIPIG device 1
configured 25 with, for exanple, a general personal conputer and a
wor kst at idyh flisyeeiiiest ed b ond iee PRSI £ GRIIRHUIC ALis@RISYEEBRHZ2Ng to a
modified example of the embodiment; and
10 FIG. & is an example of a flowchart of a communication
control processing to be executed by a communication control

processor of a master communication system according to a

modified example of the embodiment.

15 [DETAILED DESCRIPTICN OF THE PREFERRED EMBODIMENT]
Hereinafter, explanations will be given of an embodiment
of the present invention in detail by referring to drawings.
FIG. 1 is an illustration showing an example of a
configuration of a master-slave network system according to an
20 embodiment cf the present invention. As shown in FIG. 1, a
master-slave network system 10 is configured in such a manner
that a plurality of slave communication devices 4 are connected
to a master communication system 2 through a communication
network 3. In addition, a master processing device 1 configured
25 with, for example, a general personal computer and a

workstation is connected to the master communication system 2.



Furthernore, various devices are connected to the slave comunication
device 4. \Wen the master-slave network system 10 is, for exanple, a
pl ant supervisory system a surveillance device 5 consisting of
various kinds of sensors and the like 5 is connected to the slave
conmuni cati on device 4. Here, as the network 3, for exanple,

Et hernet (registered trade mark) or RS485 is used, and as a

comuni catiihdmidiad therienfs Genefead |dre aBRIECad othdeihoge a
so-cal l ed master-slave conmuni cati on such as MODBUS (regi stered trade

| o mar k) dquretucialat Sorlsed.i Meanwhinen tikenoPBYSsPEOEOSOL wHBK N sk &
TCP/ I P protocol of Ethernet is called as MODUBUS- TCP, however, a

basi ¢ comuik¢atooreimigiad therget 4 pSoFtasky Ry the 8BSl SFcS] BMece
conmuni cati on. A conmuni cati on between the master conmuni cati on

system 15k iad 3 kRensliate ngodFunbeabienkdavsCerdséNsbhe HBEt€fe Sl Ave
communi cati on proceeds according to a conmuni cation control

processi ng tdwaind s ekxacutiet byl dhe ddindrtdae af ddhe dmst er
comuni cation system 2. Nanely, the conmuni cation control of the

nmast er comunimatd, 08 SIS Bt dik 3¢hf &V etk 16 PEahedh ¥t 20- &ywesit i1y
the follow ng three-step processing as a processing unit. (1)

Processi ngdder nmassd)gniNRA gddesitd Radd DN Slaves oMb atd O deviag db
(2) Processing for transmtting a query, which is information 25

i nstruct igh@ ried¥,0eRSSMd 19 ke @reautied divt ksl gnedslave ed
communi cation device 4, to the assigned slave comuni cation
master-slave communication such as MODBUS (registered trade
10 mark)} protocol is used. Meanwhile, the MODBUS protocol mounted
on TCP/IP protocol of Ethernet is called as MODUBUS-TCP,
however, a basic communication method thereof is sorted into
the master—-slave communication.
A communication between the master communication system
15 2 and the slave communication device 4 in the master~slave
communicaticn proceeds according to a communication control
processing that is executed by the initiative of the master
communication system 2. Namely, the communication control of
the master communication system 2 is achieved by repeatedly
20 executing the following three-step processing as a processing
unit.
(1) Processing for assigning a destination slave communication
device 4.
(2) Processing for transmitting a query, which is information

25 instructing a processing to be executed by the assigned slave

communication device 4, to the assigned slave communication



device 4. (3) Processing for receiving information of results of the
processi ng executed by the assigned slave comuni cati on device 4,
since the slave comrunication device 4 received the query 5 executes
the processing instructed by the query and transmits the information
of the processing results to the master communi cation system2 as a
response. Here, a query to be transmtted to the sl ave

comuni cadewic«levi ce 4 by the master communication system2 is, for
exanple, 10 the query to instruct acquiring data of a tenperature of
a boiler ) theosagstaid | Bhceraayiemdd, irofodmmt NSt raftréaducd ngr ad ow
rate of a gas by throttling a valve in the surveillance device 5. On

t he ot herplwdwksifray eexanpked, by nfher satigneafs tdhe tenpanaturecafddhece
boiler and information that a gate opening 15 of the valve was

| ower ed f4,0mihde theakd aviaCud@dniBatienr aspaBsesi fet85POASENE Qqiidey
query. In addition, error information such as a failure in acquiring

data af thedemperakupeocotskhaghonserudtyds, ivhed ydedyi andiheransmits
response. The master comunication system 2 that executes a 20
comuni catieon refvntad i of  dhe Heoregntdgs iras ted s18l 18y & arAal Lt d 0N

i ncl udes a comuni cation control processor 21, a network interface

22, a ti reoutureldaali oD iafdm@ tddel Axpaigka tineout error counter
24 which is disposed corresponding to each of a plurality of slave

conmmuni cat i on HE\d casqée rbbese t rahencenmadnt 6 atH<0B 1608t d@hmp QEeSSaT
21 incl udes CPU
device 4 by the master communication system 2 is, for example,
10 the query to instruct acquiring data of a ftemperature of a
boiler by the surveillance device 5, or to instruct reducing
a flow rate of a gas by throttiing a valve in the surveillance
device 5. On the other hand, for example, informatiocn of the
temperature of the boiler and information that a gate opening
15 of the valve was lowered from 4 to 3 are included in the response
in response to the query. In addition, error information such
as a failure in acquiring data of the temperature of the boiler
may be included in the response.
The master communication system 2 that executes a
20 communication control of the foregoing master-slave
communication includes a communication control processor 21,
a network interface 22, a timeout error monitoring timer 23,
and a timeout error counter 24 which is disposed corresponding
to each of a plurality of slave communication devices 4.

25 Eere, the communication control processor 21 includes CPU

(Central Processing Unit), which is not shown, and a memory,



(Central Processing Unit), which is not shown, and a nenory, and
prograns for actualizing a conmunication control function of the
mast er conmuni cati on system 2, as well as a query and a response
transmtted and recei ved between the master comruni cation system 2
and the slave conmmunication device 4 are o stored in the nenory. In
addition, the network interface 22 is connected to the communi cation

net wor k Gran@ricgtrenfsaces eteedricahd e between chite ofBsbftrol function
comuni cation system 2 and the comuni cati on network 3, while

generati ngf deld werdtRg @chins MagSicen shisaem andadelecli A8 & 4esLpti e
frame. 10It is noted that address information assigning a destination
sl ave commud Rt wemiwe thdd dmeltided Jdu the eSS shit S ane.
which is generated by the network interface 22, and that a processing

that the gmsteli ETaMEoatERAD SYst et 2 1:Hatohsun i BEL COATAMGA B0ire
control processor 21) assigns a 15 slave comrunication device 4 is

the psocessdmgl tig $ele Wbaoagdress LofotMBh| OPhOfnéhiRo Bk aMeterface 22
conmuni cation device 4 included in the transm ssion frane. The

timeout ery eorMEyted) ity tHa ®omdhir i tdriTBe thdr ONI 4Rl 1 & fd d8s
until the comrunication control processor 21 20 receives a response

to be transdtitied floReawskaviens alvHicabiRindexteends pdi &k ot BRd the
network interface 22 delivered a query. Nanely, when the query is

transm t teghnfu itdie igra v tGIPRITE CalHiare dRM e A iduRugh, dhiegnef wor k
interface 22, the tinmeout error nonitoring tinmer 23 starts nonitoring
the tinme transmission frame and detecting a reception frame.

10 It is noted that address information assigning a
destination slave communication device 4 is included in the
transmission frame which is generated by the network interface
22, and that a processing that the master communication system
2 (that is, the communication control processor 21) assigns a

15 slave communication device 4 is the processing to set the
address informaticn of the slave communication device 4
included in the transmission frame.

The timecut error monitoring timer 23 is a timer for
monitoring a time until the communication control processor 21

20 receilves a response to be transmitted from a slave
communication device 4 after the network interface 22 delivered
a query. Namely, when the query is transmitted to the slave
communication device 4 through the network interface 22, the
timeout error monitoring timer 23 starts monitoring the time

25 and stops the monitoring when the communication control

processor 21 received the response to the query. If the

10



25 and stops the nonitoring when the comuni cation control processor
21 received the response to the query. If the conmmuni cati on contr ol
processor 21 does not receive the response within a predeterm ned
time, that is, if the nonitoring time of the timeout error nonitoring
timer 23 is not stopped beyond the predetermned tine, a tineout
error 5 indicating no reception of the response is notified to the
comuni catdnomirciocrdt 0dn pracessdrp2dcessor 21 Theed imEouteesi s Clodint er
24 is disposed corresponding to each of a plurality of slave
conmuni catd sporieyiwieshid anskddetdanandd imnt , tHde idreofittiesror
counter 24 is disposed in a |lo nmenory, not shown, within the master
comuni catdroint sistemide Nareley £ imbenttdwer commniitoatingnt Loatrad is not
processor 21 receives a response froma slave comuni cation device 4,
t he commutiaaiddrbeonid dhprpoessorring@seinse a 4 | tamduterd:0foxount er
24 corresponding to the slave communi cation device 4 15 to zero, and
when the icohimatiicat iran ardpolorpraf essorrdodrssanai 4 imge f Dired ecepthon
of the response fromthe slave communication device 4, if a tinmeout
error i s duoindiethtfircomddre o Imemdcesgar ANitoring timer 23, the
comuni cation control processor 21 increases a count value of the
ti meout error 2 cdameber 24reordespendag ¢ aildhe sticavereespuntiation
device 4 by one. FIG 2 is an illustration showi ng an exanpl e
of transmssi @f anglueeéptivonfoblavgquesymandcatiespaasechbet fipemd@ in
mast er conmuni cati on system and four slave comruni cation 25 devi ces
accor di ngHeo ehivedemeadi, meht dimébet psesentcduntent izand sl aiEb&sed, it he
| eft half indicates contents of a comrunication

10  memory, not shown, within the master communication system 2.

Namely, when the communication control processor 21 receives
a response from a slave communication device 4, the
communication control processor 21 resets a timeout error
counter 24 corresponding to the slave communication device 4
16 to zero, and when the communication control processor 21 is
waiting for reception of the response from the slave
communication device 4, 1f a timeout error is notified from the
timeout error monitoring timer 23, the communication control
processor 21 increases a count value of the timeout error
20 counter 24 corresponding to the slave communication device 4
by one.
FIG. 2 is an illustration showing an example of
transmission and reception of a guery and a response between
a master communication system and four slave communication
25 devices according to the embodiment of the present invention.

In FIG. 2, the left half indicates contents of a communication

i1



control processing of the master communication system 2, and the
right half indicates a slave conmuni cati on device 4 corresponding to
a destination slave comuni cati on device 4 of a query and an
originating slave comuni cation device 4 of a 5 response by a
direction of an arrow. As shown in FIG 2, the naster

comuni cation system 2 assigns (circled 1) a slave communi cation

devi ce 4 dgtil)raln gie-ddgisig bifocke heansm tomhohtehedor) sasgerry, (dnd
1) prepared in advance to the assigned slave comuni cati on device 4
(#1), andtH) riepe wesl { drdled ) A Jesponsemiini dJt 1@t waedkd rom t he
sl ave communi cati on device 4 (#1) to which the query was transmtted.

Sim|arl ysodseddundiant thl oelestihe tirst el acendmhedt ¢o0 Sy HetMc2 4 of
assigns (circled 1) a slave comruni cation device 4 (#2), transmts

(circled puemguenyd 62, ot)gphapangdsiavadyansent 8athenl8easségnest a
sl ave communi cation device 4 (#2), and receives (circled 3) a

responsse felpchsd eiwraned fdandrhe slav e awuni cati on device 4 (#2)
to which the query was transmtted. In addition, the master

communi cat i on Ay SiM ASEGNS B Sy en G @t o HeMrC & v H{d#d)2
and a sl ave conmunication device 20 4 (#4), and executes simlar

processi ngsigns (cAscdesiCl} kedlabeveominiini BetMBat @vtave (BelWok kehe
system 10, the master comuni cation system 2 repeatedly executes the
fol | ow nFipracessicky a8safsfetkescOfcie@rocessiRg Uit . 1 Nagedyarddein
mast er conmuni cati on system 2 assigns one by one a plurality 25 of

sl ave comunireat tontige\wWseasrdkdenaeet eduton i bet Conmaiticas Lo DEf wWotdk

3, transmts a query prepared in advance to the assigned
10 receives (circled 3) a response {1, 1} returned from the slave
communication device 4 (#1) to which the query was transmitted.

Similarly, in the next block, the master communication
system 2 assigns (circled 1) a slave communication device 4 (#2),
transmits (circled 2) a query (2, 1) prepared in advance to the

15 assigned slave communication device 4 (#2), and receives
(circled 3) a response (2, 1) returned from the slave
communication device 4 (#2) to which the query was transmitted.
In addition, the master communication system 2 assigns a slave
communication device 4 (#3) and a slave communication device

20 4 (#4), and executes similar processing.

As described above, in the master-slave network system 10,
the master communication system 2 repeatedly executes the
following processing as a series of a processing unit. Namely,
the master communication system 2 assigns one by one a plurality

25 of slave communication devices 4 connected to the communication

network 3, transmits a query prepared in advance to the assigned

12



sl ave comruni cation device 4, and receives a response returned from

t he assigned slave comuni cation device 4. Meanwhile, in the exanple
in FIG 2, a nunber of slave conmunication device 4 connected to the
comuni cation network 3 is four, however, 5 the nunber is not limted
to four. When the master communi cation system 2 conpletes a
round of processing of transm ssion of the query and reception of the

response flivd benhoui caktave eommuaiLathanrdeyices AreoppastetetOrid@
comuni cati on network 3, subsequently, the nmaster 10 comuni cati on

system 2 @xgtihesasbegsea aich v uemoh ilhe ieonyunieatd onveanthole, in
processing. It is noted that in the first round of the communi cation

control mhacessimid.e ShNEeGt he, MsteibeaoruBl ki O8mEY ST €8t 201 6Le) Vs
the responses (1, 1), (2, 1), (3, 1) and (4, 1) fromthe respective

sl ave commadreidten 1o deel eesmbdnitheibhMBedloekr 8r i € 0Edl € Shdde ()
(#2), (#3) and (#4) are reset to zero. As shown in FIG 2, in

the seconthd Qumbef itdhe 0 muiiteat itan antrol processing, the
transm ssion and the reception of the query and the response are al so

execut ed 20 beihsrerhkh@aBBstefoRRIEE: €8bh Ay Syt emc3mpndttRea Stawed
comuni cation devices 4 (#1), (#2), (#3) and (#4), as with the first

round of dfpreeaBenhgadf @rae@htifkeli ol 6€aIs Ale rHoxney elecdpt ildof the
exanple of FIG 2, the nmaster conmunication system?2 failed to

receive ad=spoRs€ol2thd)fdliomidie shavmend@arurinCati98e854 dadH e ed
(#2) within a predetermned tine (the master conmmunication system 2

recei ved @ tdhee@dmmofiddttain ek dwdarn the subdwmaidn €Iy ,0rt HRidadd Mg
timer 23). Then, a count value of the timeout error counter 24 (#2)

cor r es ponrginfigrtieathiers | e o MMENCaiticen ey iLedhd #Yurid dMmatrased
by one, and the count value is set to 1. This is indicated by "EC=1"
in FIG Zonhumitdae ifeal tomt Agl thridadkg=dund oft §Behcmuna€ald 0ReGRNM Ol
round of the communication control processing, since the master
communication system 2 received the responses (1, 1), (2, 1),
(3, 1) and (4, 1) from the respective slave communication
15 devices 4, the timeout error counters 24 (#1), (#2), (#3) and
{(#4) are reset to zero.

As shown in FIG. 2, in the second round of the
communication control processing, the transmission and the
reception of the query and the response are also executed

20 between the master communication system 2 and the slave
communication devices 4 (#1), (#2), (#3) and (#4), as with the
first round of the communication control processing. However,
in the example of FIG. 2, the master communication system 2
failed to receive a response (2, 2) from the slave communication

25 device 4 (#2) within a predetermined time (the master

communication system 2 received a timeout notification from the
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processing, the transm ssion and the reception of the query and the
response are al so executed between the master comuni cation system 2
and the slave communi cati on devices 4 (#1), (#2), (#3) and (#4), as
with the second round of the comrunication control processing. In
this case, however, the query transmtted to the slave conmmrunication
device 4 (#2) fromthe master conmunication system?2 is the query (2,
2) . This ymeahsut Batrokh@ofues¥ifd t dled denti cdlerd,0at BeusterIN Lo 2)hd N
the second round is transmtted to the slave comruni cati on device 4

(#2). 15 Mot Sinee dhemv@mst®f commud cadd h SMsd e 2 Haid edyd o

receive the response (2, 2) fromthe slave conmmunication device 4

(#2) 1n themsecond Tauddyildkes st eri CORRHBLEAHI 9P SHS! 8Md2the count
retransmtted (retried to transmt) the query (2, 2) which is

i denti calvdiand hiad dot the secomnsd ¢ oundin ZOMean espd-m 4 he, exagpl 2, of
FIG 2, the master communication system?2 failed again to receive the

respogse (2, 2)n thenFéheosiaye commushaatsonrderbafudibdR) ohediterol
third round of the conmuni cation control processing. Therefore, the

count valgiefsdilgy,t tABOM a0 O s COMBRMEI t R4 o tiiSr BEMaRsgdeagainy
25 by one, and the count value beconmes 2. This is indicatedqby S}EC‘:Z"

in FIG Zhe responsEWrtd8l BBIBiedut ddiBet QUERRHOMAL tOE ddi@unication
comuni cation control processing, the transm ssion and the reception

of the qugriteand e thespoase Aenal Satexaruted bat yean jthespmst g3
communi cation system 2 and the sl ave conmuni cati on devices 4 5 (#1),

(#2), (#3Inand4(#48s vashWhd drddirbdnbosna nef cbhtusoraERbE Iy o1
cont rol processi ng. However, since t he nmaster conmunication syst em?2

failed t pdeeRiMad.he IhespeRSEakE, RIwbiem t g shavey CoraRkh catd P o
device 4 (#2) in the previous round, the master comruni cation system

2 transmtHeed ithe @erfor(iZatdor Aamiiceh 4 s(ddentdgaltHeo ddhase- in the
second round and the third round. In the exanple of FIG 2,

t he mast oMW} @y sTwel emid takl gdeagain, t9) r eceive ddhs that
response (2, 2) fromthe slave communi cation device 4 (#2) even in
the fourtthe ourdy Therefofi@entical to the query (2, 2) in the second
round is transmitted to the slave communication device 4 (#2).
15 Namely, since the master communication system 2 failed to
receive the response (2, 2) from the slave communication device
4 (#2) in the second round, the master communication system 2
retransmitted (retried to transmit) the query (2, 2) which is
identical to that in the second round.
20 Meanwhile, in the example of FIG. 2, the master
communication system 2 failed again to receive the response (2,
2} from the slave communication device 4 (#2) in the third round
of the communication control processing. Therefore, the count
value of the timeout error counter 24 (#2) is increased again

25 by one, and the count value becomes 2. This is indicated by

“EC=2" in FIG. 2.
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15 the count value of the timeout error counter 24 (#2) was increased
again, and this is indicated by TEC=3" in FIG 2. As described above,
if the master conmunication system?2 failed to receive the response
nore than a predeterm ned nunber of tinmes (for exanple, not |less than
three) in spite of 20 transm ssion of the same query to the sane

sl ave communi cati on device 4, the master conmmunication system 2

det er mi nes t haty tdtee Shame, COMMAHE Cdi o demin® & ihd Nedmhlii €ation
(error). Meanwhi l e, in the foregoing explanation, queries to be

transm tt@shifbl e ddiigsd nQuabeandah higi § oush haiOund 2eec3bibdestiGad

to the query (2, 2) in the second round where the naster

communi cajidy st efRe fddBtkd receise dheiesPasaecerd atnd hgsdddst
time. However, the query may not be always |linmted to the same query.

Narmel y, idornlnicht 1die GATBMNICANIORNEO0BIEOL BHARESSEAEDI 6h dAbeisaster
comuni cation system 2 nmay be described as "transmts a query (2, 3)

to the slgve 5 conmunixat g device & (Wdh @ driided-dind eseivme a
response (2, 3)" for the third round and "transmts a query (2, 4) to

the sl avedempitLatdrordaarde pfoédkinand faivkedr! 0si86€1 M8e dnaster
response (2, 4)" for the fourth round, respectively. Meanwhile, in

the exanu@uatthtasi ch By@ters RPERYNSAr Yot PeB¥sEM KO WabShnshe2, 2)
mast er-sl ave network system 10 is applied, it is not always unconmon

that a quefom wheldwnstbuahsicacddhidev deaperat uhe:f pkhe: bak!&und s
transmtted every tine to a slave conmmuni cation device 4. In this

case, it dhe HABEeesSaffuh DAt ibe SRSl 2CoPANMhCat QR 1Y Semy2 (2, 2)
retransmts a query is identical to that of the previous round in the

next jpounchiesens idbheifast e €ovFaIniCaHOoReYpseMEnlabh@dk’® third
receive a response fromthe slave comruni cati on device 4 in sone
round. Thexauery to be transmtted in the next round is "acquire a
tenperature of the boiler (at the tinme)", which was prepared 20 in
advance. In the example of FIG. 2, the master communication system
2 failed again to receive the response (2, 2) from the slave
communication device 4 (#2) even in the fourth round. Therefore,
18 the count wvalue of the timeout errcr counter 24 (#2) was
increased again, and this is indicated by “EC=3" in FIG. 2. As
described above, if the master communication system 2 failed
to receive the response more than a predetermined number of
times (for example, not less than three) in spite of
20 transmission of the same query to the same slave communication
device 4, the master communication system 2 determines that the
slave communication device 4 is in failure {error).
Meanwhile, in the foregoing explanation, gqueries to be
transmitted in the third round and the fourth round are

25 identical to the query (2, 2) in the second round where the

master communication system 2 failed to receive the response

15



Therefore, for exanple, when it is planned that a query which
instructs "acquire a tenperature of the boiler” is transmtted to a
sl ave communi cation device 4 in odd round and a query which instructs
"acquire a pressure of the boiler"” is 25 transmitted in even round to
t he sl ave comuni cation device 4, the master comuni cation system 2
may transmt the query which instructs "acquire a pressure of the

boi ler” that t%sfﬂgﬁ‘@?cglet.OHBE\@%@,ttﬂé‘qﬁg\fgf}_&@y hBttg@aﬁ%)éE/srPﬂﬁ'fjted
i nstead of retransm ssion of the query which instructs "acquire a

tenperat we Ak $4fe BRLLS:" weWeN , f i hhedest & £ eRINLERLESBN 2 SYSESM

2 failed to receive ‘a résponse to the query which instructs "acquire
a tenper & Ofi 1N& PO HEMmad ib S Wl Whtion syASMesGHd Pad above,

the error of the slave communication device 4 thdt 1s detected by a

count value beyand a pf%&ﬁi”&éﬂ% qigéﬂ? by, countd ngy@ hupher  of

rounds that 10 successively fai receive a response tor each of

the slsave. GRMALH LA OYARWLES (42 MY, RE CAUSRH tBY r8Re8LE0E Lhdlsfde
sl ave comuni cation device 4 is unable to recelve a query or transmt

a response siyjee ffe t3l-ave icaMUNheakhan deyheRi i § pes at
normal |y %y sjgrre reaécortlas‘.té ﬁomver, t he case thatl tshe %éage% déca)gsto

not reach e 15haV e riR-¢aloRde ece 4udye gzg?afé PLpl & ofe ddieye
communi cation network 3 and a conmuni cati on rou e that the response

transm t ted-dfRIRdNe S| amer corpmunicatd on e 58,4 dags notydgach the
mast er communi cation system 2 are al so detected as the error.
Generally, @ Meanwhile, in the example such as a plant supervisory
10 system to which the master-slave network system 10 is applied,
it is not always uncommon that a query which instructs “acquire
a temperature of the boiler” is transmitted every time to a
slave communication device 4. In this case, it is unnecessary
that the master communication system 2 retransmits a query
15 identical to that of the previous round in the next round even
if the master communication system 2 failed to receive a
response from the slave communication device 4 in some round.
The query to be transmitted in the next round is “acquire a
temperature of the boiler (at the time)”, which was prepared
20 1n advance.

Therefore, for example, when it is planned that a gquery
which instructs “acquire a temperature of the boiler” is
transmitted to a slave communication device 4 in odd round and
a query which instructs “acquire a pressure of the boiler” is

25 transmitted in even round to the slave communicaticn device 4,

the master communication system 2 may transmit the query which
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20 communi cation trouble in the comuni cation network 3 is a
tenporary error in nost cases. FIG 3 is anillustration of a
COVPARATI VE EXAMPLE showi ng transm ssion and reception of a query and
a response between a master comrunication system and four slave 25
conmruni cati on devices according to a conventional technol ogy. As
shown in FIG 3, the transm ssion and the reception of the query and

the respofss Agtveen dhe 1St BFe§9TFHN £atH OB EremBaandakhel shiave
comuni cation devices 4 (#1), (#2), (#3) and (#4) are executed al nost

in a simdare faiert tt theysmodideie afethe-pigsentind fwgantion shown
in FIG 2. The difference from5 the enbodinent is a processing to be

execut ed Mhem e JBEdero € WHBINEALY Ofh SISt 8B & d S dieeeiyve a
response fromthe slave conmuni cati'on device 4. In"the exanpl e

of FIG Fenhs SMsiLroCUARIMGALd 0N Sy 6F 2 HAllL0 410 EQGRIYVEF 1on
response (2, 2) to a query (2, 2) which lo was transmtted to the

sl ave scorgpytcGRtd ofhided & 4rdd2)vd M thesacnd d o, qddep, i e hi's

case, the master communication system2 immediately retries to

recei ve UgsdRRRANSEChHAL rd) 2 BeRIFANSE bid Age 1S 5aHPe 1QUSHMe (Zourdd.
to the slave comrunication device 4 (#2). The master comuni cation

system 2 repealss deleripetiebpyva, Priededardn red AUNDesvOf c di®si d£©fon
exanple, three tinmes). If the master comruni cation system?2 is unable

to recei ke respense d etdctdd W t£ Qfudthe;d18ld bofodd&
predet erm ned nunber of times, the master conmunication system 2

det er m nes-ddvate itig e AR EOMNGad 101y deHE® &t (R)rdind dwilure
(error) . Conparing the exanple of FIG 3 with the exanple of

FIG 3, theddigwingrdifbareneeeanebe sagihhet weencdhe divensaml.s.
Narmely, in FIG 3 ( ARATI VE EXAMPLE) , when the naster
comuni ¢ &ldmurSysia®r2dbai bed 4 RakeseiuRsad IepRONSErbF ANA shavflave
communication device 4 is unable to receive a query or transmit
a response since the slave communication device 4 is not
operated normally by some reasons. However, the case that the
15 guery does not reach the slave communication device 4 due to
a trouble of the communication network 3 and a communication
trouble that the response transmitted from the slave
communication device 4 does not reach the master communication
system 2 are also detected as the error. Generally, a
20 communication trouble in the communication network 3 is a
temporary errcr in most cases.
FIG. 3 is an illustration of a COMPARATIVE EXAMPLE
showing transmission and reception of a query and a response
between a master communication system and four slave

25 communication devices according to a conventional technology.

As shown in FIG. 3, the transmission and the reception of the
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25 communi cation device 4, the master conmmunication system 2
imedi ately retries a predeterm ned nunber of tinmes. On the other
hand, in FIG 2 (enbodi nent of the present invention), the naster
comuni cati on system 2 does not retry the predeterm ned nunber of
times imedi ately, but reties once in the next round of the
transm ssion and the reception between 5 the master conmuni cation

system 2 quek ¢ hedst By eriBnbe ativeRndeNe et A aANdonRling€sa0Ren SPat &n
in the round after the next, and so on. Therefore, a tine from

the first2 ra&ﬁfrtﬁieoﬁl%Meotoﬁhualbéip@ﬂSQeQﬁcéBe4m(’-ﬁlﬂ CREMUNT£3 | ORY
system2 to the o determnation of error of a slave comunication

devi ce 4, (#i eltel sxtbetsHYEnESMUNECELhDNa eMd e 14 thot he adghbd i et
response, through a predeterm ned nunber of retries in the case of

FIG 3 (GOVRABATYEeREXAMPEE) i.6n Srrdreint han. that The dhereasgcefr Rk
2 (embodi nent of the present invention). Assuming that a 15 timeout

error sti nEhedfendocd#ieeNts & s eCePs ¢ OFs 1My Sy exeentedl ¢akhophdavd eed
(for exanple, #2) is two seconds and a time interval for repeating a

pr ocessi ngprefurtihe d1an I ssdroe andi tdhe d eceplin Ofras & Bsh &he
response between the master communication system2 and the slave

communi cadipre demnimiddtSicd0 deidda nute, a tinme until the
determ nation of the error of the slave communi cation device 4 in the

case of FIG 3 CONMPARATH VE HEXAYBLE}, ithes in% s$€¢0088muandat hentd peerdm
the case of FIG 2 (enbodinent of the present invention) is three

m nut es. 4 fatihies! ¢aseeckvehe cassowie FG B CCONPARATL VIR EXAVREE)Gh
25 the nmaster conmunication system 2 can detect the error of the
sl avelcommamieahkantdedi €€ thel 81 avshannem fda®.orafdvies 4 hi#®) in the
second round. Then, in this case, the master communication
system 2 immediately retries to receive the response (2, 2) by
retransmitting the same query (2, 2} to the slave communication
device 4 (#2). The master communication system 2 repeats the
15 retry a predetermined number of times (for example, three
times). If the master communication system 2 is unable to
receive the response (2, 2) in spite of the retry of the
predetermined number of times, the master communication system
2 determines that the slave communication device 4 (#2) is in
20 failure (error}.
Comparing the example of FIG. 3 with the example of FIG.
2, the following difference can be seen between the two samples.
Namely, in FIG. 3 (COMPARATIVE EXAMPLE), when the master
cemmunication system 2 failed to receive a response froma slave

25 communication device 4, the master communication system 2

immediately retries a predetermined number of times. On the
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reason, there is a possibility to m sjudge a tenporary error as a
permanent error. On the other hand, in the case of FIG 2 (enbodi nent
of the present invention), a tinme until detection of the error of the
sl ave commruni cation device 4 is longer than 5 that in the case of

FIG 3. However, the possibility to misjudge a tenporary error as a
per manent error becones to be small. For exanple, even if there is

the case dhalr adrRIPAMAFY GEr DO cRBBHEAHAS SF Xt BECHPLSen A msesmbiérﬁ)ty
that the terrporary error continues three mnutes i1s very snmal

I'n addi tion mésﬁéﬁ'dB%%ﬁnfﬂéﬂ¥oﬂﬁsjbﬂéﬁQpﬂﬁﬁxf%%%ﬁﬂé¥k§rhﬁée mast er
comuni cation system 2 is caused by a transm ssion delay due to an

i nci dent gl rHQGESSING ¢QRBRS ben: {fed henfd fMA- CONMPRICALEORsAdSNEE S A,
in the case of FIG 3 (COVWARATI VE EXAMPLE), the 'si'ave” comuni cat i on

devi ce 4 tre inmRdirdiely o¥5theqdesherlis9ibhagsdi the FEP Y Dy e d&id Y
of query transm ssion of the master conmuni cation system 2. Then, the

procesgsi nthe<C RARGRSE 8Amhiint BEt $HAVEy SOIMUNIGAL +RB QP&#&QxﬁmﬂEYcﬁﬁﬁQﬂ?
worse. In this case, even if the query is transmtted the

predet er gRAENUNDEY I%ft1telsrre§cferQgraimzm%efo&@@m&%h%nnéyﬁt &ML
the 20 sl ave communication device 4 is unable to transmt a response,

and finaldy.,.rf.he sl ave communi cati on device 4 is m sjudged as "the
sl ave comrunication 4 is in pernmanent error". On the ot her hand,

in the case ofre@rid enbadietrpf die ﬂqrxessaerﬁedéptelrad @Yot R a

gquery is not retransmtted 25 i medi ately, and the query is

ret ransnifdds@bnls@ e t$1eaVR GUPMHREAId ;0% (Ao G A dnn 4 he nayd round.
Therefore, since a possibility that the incidental processing

congegt i QR tietrtife tSlAVer camamMbead is0B vdevbhfudi S SAPRRRNS dénhl e
next round is large, the slave conmunication device 4 is able to

transmt ithenhkespOns el fef: PbedalerdE nedot £ PBnsASt & KE€SWdporks S,
p033|mllty that the slave conmunication device 4 is m sjud geg

"the sl ave cRFMUAI §2EHOP=ERYHEE AuthiSet b PeldBNQRY ier £AE” c@@éQﬁﬁﬁﬁkﬁry
small. In addition, a delay of processing of transm ssion and

receptiomn @cﬁo@mpmwartd@wmp@sssaﬁﬁeﬁ REahol h DM ROL 1SS @R e of FIG.
comuni cati on devices 4 al so becones very rare. 10 FIG 4 is an

exanpl e of @mloemeRant oof +&CoPasRInGatingREAMN0l HRCRSHNEHL ke
execut ed by a conmuni cation control processor 21 of a master

comupi Catimekusy shreifraeGadicrd at @ dshererbadidmit of ihe present
i nvention. The comuni cation control processor 21 can achieve, for
exanpl e, carg@MIAtGah 68veeBt 40l for example, #2) is two seconds and a
time interval for repeating a processing of the transmission
and the reception of a query and a response between the master
communication system 2 and the slave communication device 4 is
20 one minute, a time until the determination of the error of the
slave communication device 4 in the case of FIG. 3 (COMPARATIVE
EXAMPLE) is six seconds, and the time in the case of FIG. 2
{embodiment of the present invention) is three minutes.
In this case, in the case of FIG. 3 (COMPARATIVE EXAMPLE),

25 the master communication system 2 can detect the error of the

slave communication device 4 in a shorter time, and for this
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15 processing of the master communication system2 shown in FIG 2 by
executing the conmuni cation control processing. Hereinafter,

expl anations will be given of the comunication control processing to
be executed by the comruni cation control processor 21 in reference to
FIG 4 and FIG 1. 20The commruni cation control processor 21 of the
mast er communi cati on system 2: first assigns (step SIl) a slave
comuni catdaprdeviteared ifs0eompmsriicdtiawyt R Aacqglltes Asteppdia)yaeeount
val ue of a tinmeout error counter 24 corresponding to the assigned

sl ave commni gatritemeteVieceod;. and let eftideharsi,epn2bhel3pswhet hersor
not the count value is "0". Meanwhile, an initial count value of a

ti neout e rembedinkar @& t¢erpespentiingertd ®achaafidd@nsliaveetection
conmuni cation devices 4 is set to "0". Next, if the count val ue

of the tickauk error COuhkeslave iconniniidatig skepcSlB i(sStepgdt3than
Yes), that is, when a response to the query transm ssi on was

successf WHat fectieedsir t BEcS Pr awwiise f OtRE, pd i SO iceati SNudge
control processor 21 transmits a predeterm ned query to a slave

conmuni cat tenpdedirges dr s sisga gk irhridies 8teprIdcdmd £po3B4)smaL L heor
ot her hand, if the count value is not "0" (step 513: No), that is,
when t he exesppdrse dverd hief querie tianstd SSeh dHat e e USy otk was
o not received, the comunication control processor 21 transnits a
query i dendritcialud=0 stkesquenyst ranssddiied ity tthetpeavi baspsoand dordhe
sl ave communi cati on device 4 assigned in the step SI| (step S15).
Meanwhi | esoras raiescrithed: abiove,ed N4 heemappniegati on to, for 15 exanpl e,
a plant supervisory system an originally predeterm ned query may be
transwitted inst eadiiaficrhe iquar yimdenti eakotoofhe €pebyn$& ansdadd ash
in the previous round. Therefore, in this case, since the processing
in the stieptlsd mazeeonmesmindentetabntydthen stiepcShdeditheap oessi g of
the steps
delay due to an incidental processing congestion in the slave
communication device 4, in the case of FIG. 3 {COMPARATIVE
EXAMPLE), the slave communication device 4 is immediately
15 reguested to transmit a reply by the retry of query transmission
of the master communication system 2. Then, the processing
congestion in the slave communication device 4 may become worse.
In this case, even if the query is transmitted the predetermined
number of times from the master communication system 2, the
20 slave communication device 4 is unable to transmit a response,
and finally, the slave communication device 4 is misjudged as
“the slave communication 4 is in permanent error”.
On the other hand, in the case of FIG. 2 (embodiment of
the present invention), the query is not retransmitted

25 immediately, and the gquery is retransmitted to the slave

communication device 4 in the next round. Therefore, since a

20



20 512, 513 and 515 nay be omtted fromthe flowhart of FIG 4.
Meanwhil e, in the foregoing processing, information for indicating a
sl ave communi cation device 4 and a query to be transmtted to the

sl ave communi cati on device 4 dependi ng on the assigned sl ave

conmmruni cation device 4 may be stored in 25 advance in a nmenory, not
shown, of the conmmuni cation control processor 21, or may be supplied

in each gasssfgiomidhaymstel iPteeessNdpderbe8ihg congestion in the
Subsequently, the conmuni cation control processor "21 déterm nes

whet her of1 AR RRIRREE I R addf 5apLERS sShAY €1 CORBURNE £at Ay
device 4 is received in response to the query 5 transmtted in the

step S14 iy 18k9e(StER Slble AaERTdiRAG il? aeteskl 4 1of abhe to transmit
determ nati on, when the response is received (step S16: Yes), a

tinmeout eiHeOlr LYPHHRY A4 QT LSPQMH Gl i dd18: iSlAve Lo Satd o
device 4 assigned in the step SI| is reset to zero (step S17). The

respopse gaegipiad dnthhe SheR 1:yeSEbminfini LA i X P foe 4 2O 4418654 P
the masteéer processing device 1 after the response is once tenporarily

stored ind he HEMIe MRt iQfn e, cumunicat] b GHdR! error”
processor 21. After the step S17, the processing returns to the

stepSU. , rrndridie worpmunicat.i on £ QRid i i dif,0GL RN R b eXEUIHES: BRI Y
the 15 processing following the step SlI. xt, ‘according to

the resuldrLfsidite id8f e RALERR ik bheaSEBRrPlEndWeredhensEsponsa,d s
not received (step S16: No), the conmuni cation control ‘processor 21

det er m nes MRRLHRRY s 08 vEondnld iMRAUreRERE cbs NQL kb ird JM/ERS rare.
t1 meout error nonitoring

10 FIG. 4 is an example of a flowchart of a communication
control processing to be executed by a communication control
processor 21 of a master communication system according to the
embodiment of the present invention. The communication control
processor 21 can achieve, for example, a communication control

15 processing of the master communication system 2 shown in FIG.
2 by executing the communication control processing.
Hereinafter, explanations will be given of the communication
control processing to be executed by the communication control
processor 21 in reference to FIG. 4 and FIG. 1.

20 The communication control processor 21 of the master
communication system 2: first assigns (step $511) a slave
communication device 4 to communicate with; acquires (step S12)
a count value of a timeout error counter 24 corresponding to
the assigned slave communication device 4; and determines (step

25 S13) whether or not the count value is “0”. Meanwhile, an

initial count value of a timeout error counter 24 corresponding

21



20 timer 23 (step S18), and if the tineout error is not notified
(step S18: No), the processing returns to the step S16 t hat

det erm nes whet her or not the response is received. On the other
hand, if the tinmeout error is notified (step 518: Yes), a count
nunber of a timeout error counter 24 corresponding to 25 the sl ave
comuni cation device 4 assigned in the step SII is increased by one

(step S1%o each of Naxd ,stdie: COUMMM Lt h cb T s pf ocessar 24 ~o~ .
determ nes (step S20) whet her or not the count value of the tineout

error counter R4 eaghefcacpugter£rnd ned vl ¥e NolkoE rexanpbent Nr3)4
and if the count value is not reached the predeterm ned value 5 N

(step S2QGis Noy, i @PEOELSSI NG shebus NS : tx d)hetshepi S hviadatAesponse
processing following the step SI| is executed again. On the other

hand, if ddereouite Maliue Teachadd ey Pradetardined, vadus Nd md hae
step 520 (step 520: Yes), the conmunication control processor 21

det er gi nesrdvhiaiud N sIBY & HeO B GALd 0 KD dami 48 brassdongd 4n the
step SII is in failure (error), and outputs error information that

i ndi cat es: a9 R Ha Yre e Rdhe r TS QW RHte d8ahhAREEENcATAd N e
error information may be, for exanple, the master processing device

1, or may hesageiesphiaythé $hep NEt ef s cat bANt BY¥SEERR 2 hénd, if
provi ded with g%ne ki nd 156?§%isplay. After the step 521, tﬁ%

processi Rhd MRS viaQukhesshep 58%, (30dpt be3conyni gatt ofs CofdPlthe
processor 21 executes again the processing followng the step 511.

Meanwhi | @e sigbrishe tst Qﬂ_e53;§e@% theneRMEHRNbLAAL hOPhEOREE ] 0120 RNAELSRINY
whi ch was expl ai ned using FlI 4, the comruni cation control processor

21 deber motesenbet 88! e BBhmhAGcheSPANSEnE fol R RIRWRUS] QUM ts
transm ssion is successfully received by determ ni ng whet her or not

the counta ya e icfenithedli BeHe §hEOY (CAUNYEI 24 I8 tHE prEPVBMSmodilie
met hod for the determination 25 is not limted to this. For exanple,

a tineoutcerher shhag eennespendednt geeach of afbegsbaven caanuigatdan
devices 4 may
{step S15).
Meanwhile, as described above, in the application to, for
15 example, a plant supervisory system, an originally
predetermined gquery may be transmitted instead of the gquery
identical to the query transmitted in the previous round.
Therefore, in this case, since the processing in the step S15
becomes identical to the step S14, the processing of the steps
20 S12, 813 and S15 may be omitted from the flowchart of FIG. 4.
Meanwhile, in the foregoing processing, information for
indicating a slave communication device 4 and a query to be
transmitted to the siave communication device 4 depending on
the assigned slave communication device 4 may be stored in

25 advance in a memory, not shown, of the communication control

processor 21, or may be supplied in each case from the master
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be di sposed in the master conmunication system 2 independently from
the timeout error counter 24, and success and failure of reception of
the response may be determ ned by the timeout error flag. 5In this
case, if the tinmeout error flag is set to "0" when the comunication
control processor 21 of the master conmmunication system 2
successfully received the response and if the tinmeout error flag is

set to "roedsihe Lommmicati on control processor 21 failed to
receive the response, the "0" 10 of the tineout error flag nmeans

"success” of tdidapentinn ofhd heommeaponse andddercll priadssdaidure
of the reception of the response. (Mdified Exanple of the

Enbodi men{dt dnGnds vbe@Rell dtisbrad xR NgaaBmexadnl & if theldlave
configuration of a master-slave network system according to a

nodi fi ed eeadil i-0fi @rhpdiinents ofs the-giresentn i i an.«d teis qaled
that in FIG 5, a constituent identical to that in FIG 1 is given

the sane yefemencedurbenhe arept Be 4expl anat i epepherepf wWiddoReing to
omtted. 20D fferences between a naster-slave network system 10A

accordi ng tresumldicf ked axasphenatibhe eAbBAME BNt ShOMEe | s Rdze Brand
t he master-slave network system 10 according to the original

enmbodi ments W1 g:n velsG, 3 angebhat ceopti goniatéonss oot hesponding to
conmmruni cation network 3 are different to each other and that
the slave communication device 4 assigned in the step 511 is
reset to zero (step S17). The response received in the step
10 S16 is, for example, transmitted to the master processing
device 1 after the response is once temporarily stored in the
memory, not shown, of the communication control processor 21.

After the step S17, the processing returns to the step 511,

and the communication control processor 21 executes again the
15 processing following the step S11.

Next, according to the result of the determination in the
step 516, when the respense is not received (step S16: No), the
communication control processor 21 determines whether or not
a timeout error is notified from the timeout error monitoring

20 timer 23 (step S18), and if the timeout error is not notified
(step S818: No}, the processing returns to the step S16 that
determines whether or not the response is received. On the
other hand, if the timecut error is notified (step S18: Yes),
a count number of a timeout errcr counter 24 corresponding to

25 the slave communication device 4 assigned in the step S11 is

increased by one (step S19).
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25 an exception error counter 25 is added in a naster comrunication
system 2A. In the nodified exanple of the enbodi nent, the
comuni cation network 3 is divided into two conmuni cati on networ ks
3a, 3b by a network gateway 6. Here, the conmunication network 3a is,
for exanple, a MODBUS-TCP network, and the 5 communi cation network 3b
is, for exanple, a RS-485 standard network of MODBUS protocol .

In FIG 5, a siave comudneahieatdev eendrbs gopnested 2D @acdrwindde
comuni cati on networks 3a, 3b. If necessary in the foll ow ng

descri pti gisepisohewspeakli catidntha sbane 01 eOMRIRheat | RBcEed 66 4
connected to the comunication network 3a is called an upper sl ave

comuni caddioit élepidCeedahe@nd pa cSle@ @ mG OBELHAE Tak 0N fdeVe gendl Eonnest ed
to the communication network 3b is called a | ower slave communi cati on

devi ce 4lund nraddit Lofnt ap= BOWE ndbtFkGachedveht OptSedd fditnDied value
surveill ance devices are is connected to each of the sl ave

conmuai caf i (@t egevizees nd)  Hewevekocdeavhggretuthe syrved | 4eases devdges
is omtted here. The transm ssion and the reception of a query

and a respeN$e Relwaery the IRSHer t6eNBYUBHCAL L 0Ds System A a5l he on
| ower sl ave communi cation device 4b are executed through the
the other hand, if the count value reached the predetermined
value N in the step S20 {step 520: Yes}, the communication
control processor 21 determines that the slave communication
10 device 4 assigned in the step S11 is in failure (error), and
outputs error information that indicates to be in error (step
S21). The output destination of the error information may be,
for example, the master processing device 1, or may be a display
if the master communication system 2 is provided with some kind
15 of display.

After the step 521, the processing returns to the step 511,
and the communicatiocn control processor 21 executes again the
processing following the step S11.

Meanwhile, in the step S13 of the communication control

20 processing which was explained using FIG. 4, the communication
control processor 21 determines whether or not the response to
the previous query transmission is successfully received by
determining whether or not the count value of the timeout error
counter 24 is “0”. However, the method for the determination

25 1s not limited to this. For example, a timeout error flag

corresponded to each of the slave communication devices 4 may
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20 network gateway 6. The network gateway 6 has a function, for
exanple, to transforma protocol and an electric signal between the
communi cati on network 3a and the communi cati on network 3b. The
function is basically a sinple transformation. Therefore, when the
| ower sl ave comruni cation device 4b is normally 25 operated, the
network gateway 6 looks as if it is not existed when the network

gateway @hd siispenchr omdHiemskde rofotien D@t B6n SGEHBEMD CAtd O SySt €1%
2A. However, if the | ower slave conmunication device 4b is in

failure (Efdwrheandmeben &heol oveinséave) CoamniBLeabisenadavise1dbei Sf
unable to return a response to the query fromthe master o

comuni catdEp Syt 6M s raspbAEeUtaebele thignited BY t1d tiRbduRedr ror
response is detected by the network gateway 6. At this tine, the

network getgyvay 6 transmts information containing a timeout error
(hereinafter, this tinmeout error is called as exception error)

i ndi cating thatn thesresponse them lhebhe 4.0 rakbaves TRl catigien
device 4b was not received to the naster conmmunication system 2A

Ther ef or &shd heneQMHNEICAIH AHbraA T PrdHeRss a1 i afhd heaJmst er
communi cation system 2A is notified that the response was not

transm t tesmfurgndtien ewelk el AVl QBRI LAY it cderddCenkSrdPpbysé thd
exception error transmtted fromthe network gateway 6 instead of

notifi catifoRher ommébet téeoutr ey 06 s8I {OMIMgwhABFh@ SomRavi on
after a query is transmtted to the | ower slave comrunication device

4b, if thermEsiiepreooussicatl gaisyst em 28cksvenabt erd Sob08L) iEha M~
response including an 20 exception error fromthe network gateway 6

Wi thim aqf edet erneoed é+rBr 1hey MR “CAUTPLRIsCaAbE0PhSYSd @B 2 on of
determ nes that the network gateway 6 itself is in failure (error).
In FI G She Resexaeptaod id oncagaher r26] agddesr td et Beception of the
response.
(Modified Example of the Embodiment)
FIG. 5 is an illustration showing an example of a
15 configuration of a master-slave network system according to a
modified example of embodiment of the present invention. It
is noted that in FIG. 5, a constituent identical to that in FIG.
1 is given the same reference number, and the explanation
thereof will be omitted.
20 Differences between a master-slave network system 10A
according to a modified example of the embodiment shown in FIG.
5 and the master-slave network system 10 according to the
original embodiment shown in FIG. 1 are that configurations of
the communication network 3 are different to each other and that

25 an exception error counter 25 is added in a master communication

system 224,
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25 master comruni cation system 2A i s di sposed corresponded to each of
the | ower slave comuni cation devices 4b, and counts a nunber of the
exception errors transmtted fromthe network gateway 6 with respect
to the each of the slave comuni cation devices 4b. Meanwhile, the
exception error counter 25 is also disposed in the menory within the
comuni cation control processor 21 as 5 with the tinmeout error

counter 24.  1n thdlfadfrisd ksl er afna ddisvehadde ofcre
comuni cation control processing to be executed by a comuni cation

control pPINERESaZilorofna wRst €7 Lol | Ot S VSIS B s didg to
a nodified exanple of the enbodi nent of the present invention. 10 A

basi ¢ confdgisatd 68, ofb byes GRAMGHKCHA t O ¢ Nt rH rHF €BESSiEid Scation
identical to the flowhart shown in FIG 4. However, in the nodified

exanpl e ofettherlemodidientor Widdingrspectudaruecent it Wfrig raspanse
froma | ower slave comuni cati on device 4b, a tineout error is

noni t gr edtdmuirie: et e 9asenadhb 65 ,anch it R8sk td MO ULs-efg Drstshdard
reported to the master comruni cati on syst em as an exceptl on error.

Ther ef or e\edwb il Gf GlOIBUY qaeSSId step (step S31-step S35)
corresponding to the reception of the exception error is added to the

flowchart of HiGrré. Belowlaexptanath®hstWohl ddei @ vensofohRected to
flowmchart of FIG 20 6. A processing step identical to that of FIG 4

i's given ddig s8a8MES teRritiiRelt: et rR¥PiaNald .o Phella ssate stap
will be omtted. In the flowhart of FIG 6, the processing of

step Sll-rflepwSHy idedddepdicals toF tdat Hedita Jdwowshard pfakl G 4
except for
10 communication device 4 connected to the communication network
3a is called an upper slave communication device 4a, and a slave
communication device 4 connected to the communication network
3b is called a lower slave communication device 4b. In addition,
as shown in FIG. 1, various kinds of surveillance devices are
15 connected to each of the slave communication devices 4. However,
drawing of the surveillance devices is omitted here.

The transmission and the reception of a guery and a
response between the master communication system 2ZA and the
lower slave communication device 4b are executed through the

20 network gateway 6. The network gateway 6 has a function, for
example, to transform a protocol and an electric signal between
the communication network 3a and the communication network 3b.
The function is basically a simple transformation. Therefore,
when the lower slave communication device 4b is normally

25 operated, the network gateway 6 looks as 1f it is not existed

when the network gateway 6 is seen from the side of the master
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25 step Sl2a. In the step Sl2a, the conmunication control processor
21 acquires a count value of an error counter corresponding to the
sl ave conmmuni cation device 4 assigned in thestep51l. Here, the error
counter indicates a tinmeout error counter 24 when the sl ave

comuni cation device 4 is an upper slave conmunication device 4a, and
an exception error counter 5 25 when the slave comunication device 4

is a | oweforghaae: COMAIN eatdwexevi ce 4b. In addition, as with
the case of FIG 4, in the application to, for exanple, a plant

supervi sory sysiitiedN 16T t B Maduer Lt 6MhNLUcaUehY dBYide 4b is in
transmtted in the step 515 instead 10 of a query identical to the

query tramsimuted erro)eapleVhONS HOURGe i B1bRESc6@8EnisLACON A ice
processing in the step 515 becones identical to that of the step 514,

the procegsiirguabbsteps &lRirbk3rapgohds Maythe rEtt edohr OR2 thester
flowchart of FIG 6. 15In addition, the comruni cati on contr ol

pr ocessorcoimdetRiidie s yeithera 0ra Ratmeb e sonse duomd henesl ave
comuni cation device 4 is received in the step S16. If the response

i's not renai-ved (15iePreifonhe)is ke precessiiie hetheraxestdedy ig the
followi ng steps (step 518-step S21) is 20 i1dentical to that of the

f I owchar ttHifs Fi@e ,4.tHeh rRddidd0Rya tRGE0F B NG drisnd H<L S Ao 0fa i
determ nation in the step 516, if the response is received (step 516:

Yes), thegaEnnikabi OimeOnt ldlr i 066880ha2lceXei £% iR uRr 6651 NY
follow ng the step S17 because there is a possibility that an
except i ore=arre@y ass e2z2ebfiGbudedrbn)t hedi espon§ethat the response from
10 the lower slave communication device 4b was not received to the
master communication system 2A.

Therefore, the communication control processor 21 of the
master communication system 2A is notified that the response
was not transmitted from the lower slave communication device

15 4b by the exception error transmitted from the network gateway
6 instead of notification from the timeout error monitoring
timer 23. Meanwhile, after a query is transmitted to the lower
slave communication device 4b, if the master communication
system ZA is unable to receive any response including an

20 exception error from the network gateway 6 within a
predetermined time, the master communication system 2A
determines that the network gateway 6 itself is in failure
(error).

In FIG. 5, the exception error counter 25 added to the

25 master communication system 2A is disposed corresponded to each

of the lower slave communication devices 4b, and counts a number
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Nanel y, the conmunication control processor 21 first resets a count
value of a tinmeout error counter 24 corresponding to the slave
communi cation device 4 assigned in the step SII to zero (step S17).
Meanwhil e, in this case, when the slave conmunication device 4
assigned in the step SIl is a |lower slave 5 communi cation device 4,
since a tineout error counter 24 corresponding to the | ower slave

conmuni caif ahdedeetdld erielrsdiispased: cedbstrant tMe PEORESRI §PtéSay
not execut ed. Next, the comunication control processor 21

det er mi nes wiltet Rekpettneb Bifle EXLEPIIORNES EQBveSchbiehHdedt i Bntdevices
response 10 fromthe slave comuni cation device 4 assigned in the

step S| 4ist epei3dnildheme ageepding drdNeoi@selt29fid Beso disposed
determ nati on, when the exception error is not included in the

response i(step 3o r NoyitHie teenvuminGal E8Ni 68Nt sl r g @EREEHsd121 as
resets an exception error counter corresponding to the | ower slave 15

comuBi cafiitn wevicensdut e ze90 d&ateeS32), then, the processing
returns to the step 11, and the comunication control processor 21

execut es agai rriide @riocessiditni@ld v ng thersien .o Gbrdien Qtderon
hand, according to the result of the 20 determ nation in the step

S31, wherrdre BAX¢eRidedsiely @b be bRebuded b & Neol@SPPASE: & aBrites]
sl ave commruni cation device 4 assigned in the step SI| (step S31:

Yes), the rslcaes 0mMUBECAth Ot dhe\Hcg@urh il tA JrOWek teAY R £68BHAL £GtdON
devi ce 4b, then, the conmunication control processor 21 increases a

25 count avabdefobdt&eawxTepifi @ReeERBGd CaLNt I eBkl 859988 NthJshi e,
| ower sl ave comruni cation device 4b by one (step S33)

10 A basic configuration of the communication control processing
is identical to the flowchart shown in FIG. 4. However, in the
modified example of the embodiment, with respect to reception
of a response from a lower slave communication dewvice 4b, a
timeout errxor is monitored by the network gateway 6, and the

15 timeout error is reported to the master communication system
as an exception error. Therefore, in FIG. 6, a processing step
(step S31-step S35) corresponding to the reception of the
exception error is added to the flowchart of FIG. 4.

Below, explanations will be given of the flowchart of FIG.

20 6. A processing step identical to that of FIG. 4 is given the
same step number, and the explanation of the same step will be
omitted.

In the flowchart of FIG. 6, the processing of step Sll-step
S16 is identical to that of the flowchart of FIG. 4 except for

25 step SlZa. In the step S$12a, the communication control

processor 21 acgquires a count value of an error counter
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Next, the comunication control processor 21 determ nes (step S34)
whet her or not a count value of the exception error counter reached a
predeterm ned value N (for exanple, N=3). If the count value is not
reached the predeterm ned value N (step 5 S34: No), the processing
returns to the step S11 and the conmmuni cati on control processor 21
executes again the processing followng the step 11. In addition, in

the step &3dreddoddithd antheak ugyef cdMRueXeepidOmBIII 4CaYRE Bhed in
reached the predeterm ned value N (step 534: Yes), the conmmunication

| 0 contralhdseessSSDI. 2ic8e) e Besot hdude [ AWBEaSEAVL £ ARBURI Satd PN
device 4b is in failure (error) and outputs error information

i ndi cat i ngpurhadr the Wrewer hel ave veorBMALGathen cdeMbeecdbyi $sisnfabpare
(error) (step S35). Meanwhil e, the output destination of the error

i nf or mat i Ok ey daghurli a ek i cd54 4 hea B s b xpepeessi 8grdevisenter
or maybe a display if the master communication system 2 is provided

Wi th gsome Kiwkkroftil sfilaye communihsesiadvice the Step Gdds dheve
processing returns to the step SII and the conmmunication control

pr ocessorcaddngxesdtdies agaritd he processing followi ng the step Si1l.
20As descri bed above, since a basic configuration of the

comuni cat i on mekwaiki3dnandk PReGESSE R se0NE etcs, 0f theneUPRIN Eati O
control processor 21 in the nodified exanple of the enbodiment are

i denti caltd,0 fdYosedniptdie Ord Ml s 8Itoadi dmnt s yiesin t heh st @imally
comuni cati on system 2A determ nes 25 whether or not a sl ave

communi caideare Wit d gue riymi diddite aheri@ted {heH@skeh S15 instead

comuni cation system 2A hardly m sjudges a tenporary error as a

per negentofeEr ghergsSidehbi the ©F itGidafuceRbeduieAti tted in the previous
round. In this case, since the processing in the step S15
becomes identical to that of the step $14, the processing of
steps S12, S13 and S15 may be omitted from the flowchart of FIG.
6.

15 In addition, the communication control processor 21
determines whether or not a response from the slave
communication device 4 is received in the step S16. If the
response is not received (step 516: No), the processing to be
executed in the following steps (step S18-step S$S21) is

20 identical to that of the flowchart of FIG. 4. In addition,
according to a result of the determination in the step 516, if
the response is received (step S16: Yes), the communication
control processor 21 executes the processing following the step
S17 because there is a possibility that an exception error is

25 included in the response.

Namely, the communication control processor 21 first
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VWHAT IS CLAIMED IS; 1. A conmunication control nethod of a
mast er - sl ave communi cati on system which is configured in such a
manner that 5 a plurality of slave comruni cati on devices are
connected to a master comuni cation systemthrough a comuni cation
net wor k, wherein the master comuni cation system repeatedly
execut es: comuni cation device assignment processing that the 15

nast er cofeBEy £atd@msyalesn Esai gitteONe eshrarec SOMBINRAaEd Ofe S0 EEng
anong the plurality of the slave comunication devices; query
transm ssi®OnHy euessl kGmirtali datdrenideyizequerg st gntheiasshgnedes! sve
conmmuni cati on device; and response reception processing that

recei ves to responsa kb flmm t e askave eGOrRUBhEat L@BedeVher 0 Wi £he
the query is transmitted, as a series of a conmuni cation processing

unit, wheseinturdihes tiest geveesmidisealyned Sy e €eplISes a aokEredId ve
error nonitoring tinmer that detects whether or
5 communication device 4, since a timeout error counter 24
corresponding to the lower slave communication device 4b is not
disposed, substantive processing is not executed.
Next, the communication control processor 21 determines
whether or not an exception error is included in the response
10 from the slave communication device 4 assigned in the step 511
(step S31). Then, according to the result of the determination,
when the exception error is not included in the response (step
S31: No), the communication control processor 21 resets an
exception error counter corresponding to the lower slave
15 communication device 4b to zero (step S32), then, the
processing returns to the step 11, and the communication
control processor 21 executes again the processing following
the step S11.
On the other hand, according to the result of the
20 determination in the step S31, when the exception error is
included in the response from the slave communication device
4 assigned in the step $11 (step S$31: Yes), the slave
communication device 4 is a lower slave communication device
4b, then, the communication control processor 21 increases a
25 count value of the exception error counter corresponding to the

lower slave communication device 4b by one (step S$S33).
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20 not the response to the transmtted query is received; and a
ti meout error counter that counts a nunber of detections of
successive tinmeout errors for each of the slave comunication
devices; and wherein in the response reception processing, 25 when
the response is received fromthe slave comuni cati on devi ce assi gned
in the conmunication device assignment processing, the master
conmmuni cat i on M&ysst emiex ecutes: ixastiem ebntrol pesetbsdg 21 Coenérvahee
of the timeout error counter corresponding to the slave communication
devi ce to(zem;S3aAndwhkehea bt mepta evnar vsideteCted basegtobnacrror
notification from5 the tineout error monitoring timer, the master
communi catdwrt ey starhexes wireslesteeps nefd va hes ebsfog d:enElayni=8al. uer of
the tineout error counter corresponding to the slave comunication
devi ce bytlenepuher webati g rddie reanienl tht iDredyoLesiSia) vdlivle N {step

5 S34: No), the processing returns to the step S11 and the
communilcation control processor 21 executes again the
processing following the step 11. In addition, in the step S34,
if the count value of the exception error counter reached the
predetermined value N (step S34: Yes), the communication

10 control processor 21 determines that the lower slave
communication device 4b is in failure (error) and outputs error
information indicating that the lower slave communication
device 4b is in failure (error) (step S35). Meanwhile, the
output destination of the error information may be, for example,

15 the master processing device 1, ormay be a display if the master
communication system 2 is provided with some kind of display.

Subseguent to the step 335, the processing returns to the
step 511 and the communication control processor 21 executes
again the processing following the step S11.

20 As described above, since a basic configuration of the
communication network 3 and processing contents of the
communication control processor 21 in the modified example of
the embodiment are identical to those in the original
embodiment, when the master communication system 2A determines

25 whether cor not a slave communication device 4 is in failure

(error), the master communication system 2A hardly misijudges
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10 i medi at el y; det erm ni ng whet her or not a count val ue of the
error counter reached a predeterm ned count value, while term nating
t he comruni cati on processing unit; and out putting error
information indicating that the slave 15 comruni cation device is in
failure when the count value of the error counter reached the
predeterm ned count vale. 2. A nmedium storing conmmunication contro
prograns & drenmsriany &roanrpeiseln parabhentasraoppsherw COAMtK: Cat i ®ihal
system of a 20 master-slave comruni cati on system which is configured
i n such sententiererithat a plurality of slave comruni cation devices are
connected to the master comruni cation systemthrough a comunication
net wor K, wherein the respective prograns having the master
25 conmuni cati on system repeatedly execute: conmuni cation device
assi gnnment processing that the naster comruni cation system assigns
one slave comuni cation device anong the plurality of the slave
conmuni cati on devi ces; query transm ssi on processing that
transmits a query to the assigned slave comruni cati on device; and
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Sresponse reception processing that receives a response fromthe
sl ave communi cation device to which the query is transmtted, as a
series of a conmmunication processing unit, wherein the naster
comuni cation system conprises: 10a tineout error nonitoring timer
t hat detects whether or not the response to the transmtted query is
recei ved; and a tinmeout error counter that counts a nunber of
det ecti orngHaf BUOTIESKIR® I3 neout errors for each of the slave
comuni cati on devices, and 15wherein in the response reception
processing, when the response is received fromthe slave _
comuni cation device assigned in the comunication device assignnent
processi ng, A heonnespiecst Men pragiesk testeod hef rasiesteomayeat i on
system execute a step of: 20resetting a count value of the tineout
error coummurciordeisporgisngnt ohibe i avefdommed ¢atdth deMbaRekOthat
zero; and when a tinmeout error is detected based on a notification
from tshe # ipTeautl ierr of gbavéordomguii et i od i viespecirdevecphegraastbaye
t he master comruni cation system execute steps of:
master communication system through a communication network,
wherein the master communication system repeatedly
executes:
communication device assignment processing that the
10 master communication system assigns one slave communication
device among the plurality of the slave communication devices;
query transmission processing that transmits a guery to
the assigned slave communication device; and
response reception processing that receives a response
15 from the slave communication device to which the query is
transmitted,
as a series of a communication processing unit,
wherein the master communication system comprises:
a timeout error monitoring timer that detects whether or
20 not the response to the transmitted query is received; and
a timeout error counter that counts a number of detections
of successive timeout errors for each of the slave
communication devices; and
wherein in the response reception processing,

25 when the response is received from the slave communication

device assigned in the communication device assignment
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25i ncreasing the count value of the tinmeout error counter
corresponding to the slave conmuni cati on devi ce by one;
termnating the comruni cation processing unit inmediately;
determ ning whether or not a count value of the error counter reached
a predetermned count value, while ternmnating 5 the communication
processing unit; and outputting error information indicating
t hat t he mt@awves ciomunheata ore devinoenii saitd chas yatrem wikenuttke £etirp of :
value of the error counter reached the predeternned count vale. 10
3. A naster mmaunicatd arowystemwod @f nest erimsdavie EOMR Nt @2t
system which is configured in such a manner that a plurality of slave
comruni catadmre sfenidiesy dare thenpdatved chomuhe caisbar deotmunteatévn; and
system t hrough a communi cation network, wherein the master _
comuni catheon asysthemutepeadbedly ddtexesdttesed omunicat £ ooz teyh cerom
assi gnnment processing that the master conmuni cation system assigns
one slavelsormmmgcesdt keamror monitoring timer, the master communication
system executes steps of:
increasing the count value of the timeout error counter
corresponding to the slave communication device by one;
terminating the communication processing unit
10 immediately:;
determining whether or not a count value of the error
counter reached a predetermined count value, while terminating
the communication processing unit; and
outputting error information indicating that the slave

15 communication device is in failure when the count value of the

error counter reached the predetermined count vale.

2. A medium storing communication controcl programs for having
a computer function as a master communicaiion system of a
20 master-slave communication system which is configured in such
a manner that a plurality of slave communication devices are
connected to the master communication system through a
communicatiocn network,
wherein the respective programs having the master
25 communication system repeatedly execute:

communication device assignment processing that the
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device anong the plurality of the slave conmunication devices; query
transm ssion processing that transmts a query to 20 the assigned
sl ave communi cati on devi ce; and response reception processing
that receives a response fromthe slave comunication device to which
the query is transmtted, as a series of a communication processing
uni t; 25wherein the master conmunication system conprises: a tinmeout
error nomdsrengedmmerniddtat omet et an whet Tiprs osne nol a tdecsmspoiset L on
the transmtted query is received; and a timeout error counter
t hat coundsviacaamoery the deltuect liions odf tlsecClesss vemmungodt i enr dési fos ;
each of the slave conmuni cati on devices; and 5wherein in the response
recepti on progessyngransmission processing that transmits a query to
the assigned slave communication device; and

5 response reception processing that receives a response
from the slave communication device to which the query is
transmitted,
as a series of a communication processing unit,

wherein the master communication system comprises:

10 a timeout error monitoring timer that detects whelther or

not the response to the transmitted query is received; and

a timeout error counter that counts a number of detections
of successive timeout errors for each of the slave
communication devices, and

15 wherein in the response reception processing, when the
response is received from the slave communication device
assigned in the communication device assignment processing,
the respective programs have the master communication system
execute a step of:

20 resetting a count value of the timeout error counter
corresponding to the slave communication device to zero; and
when a timeout error is detected based on a notification from
the timeout error monitoring timer, the respective programs
have the master communication system execute steps of:

25 increasing the count value of the timecut error counter

corresponding te the slave communication device by one;
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when the response is received fromthe slave conmuni cati on device
assigned in the conmuni cati on devi ce assi gnment processing, the
mast er conmuni cati on systemresets a count value of the tinmeout error
counter corresponding to the slave | o conmuni cation device to zero,
and when a tineout error is detected based on a notification fromthe
timeout error nmonitoring timer, the master conmuni cation system
i ncreases thetenuhtavahgetlod ¢henthhesuioerposcessnt@rugdEr espondi ng
to the slave communication device by one; then, lo term nates the
comuni caitmnoed jEicelessi ng unit i medi atel y; determ nes whether or not
a count value of the error counter reached a predeterm ned count
val ue, whil e detaimbtimg tiet lcormamni cat | HncProcessing wfi the addror
outputs error information indicating that the slave comrunication
devi ce i ssauntfeat keaeh2d aperdche radueld yabne wflddewahilerteamiLting
reached the predeterm ned count vale.
5 the communication processing unit; and
ocutputting error information indicating that the slave
communication device is in failure when the count value of the

error counter reached the predetermined count vale.

10 3. A master communication system of a master-slave
communication system which is configured in such a manner that
a plurality of slave communication devices are connected to the
master communication system through a communication network,
wherein the master communication system repeatedly
15 executes:
communication device assignment processing that the
master communication system assigns one slave communication
device among the plurality of the slave communication devices;
guery transmission processing that transmits a query to
20 the assigned slave communication device; and
response reception processing that receives a response
from the slave communication device to which the query is
transmitted,
as a series of a communication processing unit;
25 wherein the master communication system comprises:

a timeout error monitoring timer that detects whether or
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15

20

not the response to the transmitted query is received; and

a timeout error counter that counts a number of detections
of successive timeout errors for each of the slave
communication devices; and

wherein in the response reception processing,
when the response is received from the slave communication
device assigned in the communication device assignment
processing, the master communication system resets a count
value of the timeout error counter corresponding to the slave
communication device to zero, and
when a timeout error is detected based on a notification from
the timeout error monitoring timer, the master communication
system: increases the count value of the timeout error counter
corresponding to the slave communication device by one; then,
terminates the communication processing unit immediately;
determines whether or not a count value of the error counter
reached a predetermined count value, while terminating the
communication processing unit; and outputs error information
indicating that the slave communication device is in failure
when the count value cof the error counter reached the

predetermined count vale.
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