DATA. RECORDI NG APPARATUS AND METHRIHICRPREVENTI NG | RERCACEIDSHEETS — SG
BACKGROUND OF THE | NVENTI ON The Rﬁ&ﬁé&tumeenti n.relates to preventing = _
data recorded on a recordifng medi um from bei ng i | E§8EPIOCRAEY -andto pased -

particularly, to preventifg illegal copying of t{{3 Qo) dedbaged a.-byto paged

encodi ng key data in | ggally reproduced-copies. rmi,i}g(@tﬁpa@wé!ﬁ_moop@;gd 'q'll‘{;
vi deo tape recorders has bpread so exﬁensively in t hat

r year cCopyl Ng-
~of video prograns has Hecone comonpl ace. Video rer@%ﬁﬂéto‘r%géréﬁt"%@éd """"
tapes to consuners for /hore entertai nnent and sone %ﬁ)ﬁsﬁgﬁbﬁ' %(éhout;
aut hori zati on, cOPATA REGARRING) ABEARATEUS ARP JETHIP ¢ VENT Y 8eo tapes.
This problemis conpounded by Fi&EEAEi 6ABYINGpiers, or pirates, who
illegally copy the video progragp . masse Lo di 'Bg;etheillegal copi es
for profit. While nmeasures have t-the illegal copying

of video programs frafer gaLaknt| ARRA3BRSrel e QP lR-EAting data

recorded on a recording medium from being illegally copied and,

more particu}arly, to preventing illegal copying of the recorded
data by encoding key data in legally reproduced copies.
The private ownership of video tape recorders has
spread so extensively in recent years that copying of video
programs has become commonplace. Video rental stores rgnt‘video
tapes to consumers for home entertainment and some cohsumers,
without authorization, copy the video programs recorded on the
rental video tapes. This problem is compounded by professional
coplers, or pirates, who illegally copy the video programs en
masse to distribute the illegal copies for profit.
. While measures have been taken to prevent the illegal
copying of video programs from rental video tapes, the problem is
not so severxe because copied video programs have poor image
Quality."This is because illegally copied video programs are
originally recorded as analog signala, which do not lend
themselves to accuraté copying. The image quaiity of such an
analog signal after copying several timés; i.e., after several
- genexations, is uﬁaQoidably deteriqrated. For this reason, the
duplication of copies is limited and the problem of copying
analog video programs is somewhat manageable.
However, with the recent introduction of digital video

recorders which have the capability of high quality copying, the
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not so severe because copied video prograns have poor inmage quality. This
s because illegally copied video prograns are originally recorded as

anal og signals, which do not Iend thenselves to accurate copying. The inage
qual ity of such an anal og signal -after copying several tinmes, i.e., after
several generations, is unavoidably deteriorated. For this reason, the
duplication of copies is [imted and the probl em of copying anal og video
progranms i s sonewhat manageabl e However, with the recent introduction of
.digital video recorders which have the capability of high quality copying,
t he 2 problemof illegal copying is severe. Digital video, unlike its

anal og pr edeGERsP ot fmegaf SSAHAAS QbvERE NY J@Qﬂ:@@!UGEQe&M tdhiliikeh itgage
quality and can be copied a nunber of tinmes w thout

analog predecessor, has the advantage of being reproduced with

high image qualily and can be copied a number of times without

deterijoration. Accordingly, the problem of illegal copying is
much more severe in the case of digital video recording and the-

- prevention thereof is quite important to the digital video

industry. |
Heretofore, proposals to prevent the illegal copying of

digital video pfograms have proven insufficient to thwart illegal
copying. For example, it has been proposed to record a flag onto
legal copies of the digital video program in the flyback period,
indicating to a digital video recorder that the digital video
program is a copy and should not be copied illegally. _
NEVeftheless. professional copiers have easily circumvented this
anti-copying technique by constructing special digital circuits
and software which ignore the flyback period and illegally copf
the digital video program. Since the flyback period does not
contain a significant part of the digital v;geo pfégram, the
resulting illggal copies have suffibientiy high image qgaliﬁy and
may be duplicated a plurality of times. Thus, it is clear that a

superior technique of preventing illegal copying is much needed
in the digital video industry.



deterioration. Accordingly, the problemof illegal copying is nuch nore
sievere in the case of digital video recording and the prevention thereof.is
quite inportant to the digital video industry. Heretofore, proposals to
prevent the illegal copying of digital video prograns have proven
insufficient to thwart illegal copying. For exanple, it has been proposed
to record a flag onto | egal copies of the digital video programin the
flyback period, indicating to a digital video recorder that the digita
videQ programis a copy and should not be copied illegally. Neverthel ess,

prof essional copiers have easily circunvented this anti-copying technlque
by constructing speC|aI

ToTNe , )4 ch ignore the
fl yback period and |II-o. . —program Since the
fl'yback period doegtnalg ﬁﬁnb@?é}:@o‘?ﬂ Qmef iﬁ@@ﬁtﬂﬁ{t t@lferhhgr@ 0t Proviideo
program the resulting illegal copies have sufficientl y h I mage qual ity

and may bdataptréecatdichan thatir pteventaf ifllegal ddpwingt i S clear that a

It is a further object of the invention to provide data
recording that prevents illegal copying by designating a first
block of data in a bit stream which contains key data.

' It is a further object of the invention to provide data
recording chaﬁ prevents illegal copying by inserting the key data
into a second block of data in the 5it stream.

It is an even turther object of the invention to
provide data recording Lhat prevents illegal copying by
indicating the key data is in the second block.

In accordance with the above objectives the present
invention prevents illegal copying of a digital video program by
designating a firat block and a.second block of data in a bit
stream encoded by a fixed length code. A portion of the first
block is selected as key data and is inserted into the second

~e }

block to indicate that the digital video program is a copy and to
prevent illegal copying.

BRIEF DESCRIPTION OF THE DRAWINGS
The above objects, features and advantages of the
pregsent invention will become apparent-from the following

detailed description of illustrative embodiments which is to be



superlor techni que of preventing illegal copying is nmuch needed in the

di'gi tal® video industry. 3 OBJECTS AND SUMVARY OF THE INVENTION It is an
object of the invention, therefore, to provide data recording that prevents
illegal copying. It is a further. object of the invention to provide data

recording that prevents illegal copying by designating a first block of
data in a bit stream which contains key glata. It is a further object of the
invention to provide data recording that prevents illegal copying by

inserting the key data into a second block of data in the bit stream

an even further object of the invention to provide data recording t hat
prevents illegal copying by

considered in connection with the accompanying drawings, in
which:

It is

Fig. 1 illustrates encoding of groups of pictures
{QoP) ;

Fig. 2 depicts three DCT blocks in a picture.frame of
the GOP shown in Fig. 1 for preventing illegal copying according
to the present invention;

Fig. 3 depicts another selection of the three DCT
blocks for preventing illegal copying according to the present

invention;

Fig. 4 depicts an order of encoding DC coefficients of
DCT blocks of Figl 1;
Fig. 5A depicts a Lable for a variable length coding
technique for the DC coefficient in a luminance DCT block;
 Fig. 5B depicts a table of variable length coding the
DC coefficient in a DCT block of a color difference coméonent:
. Fig. 6 depicts a table of fixed lengﬁh encoding of a DC

differential of the DCT blocks;

Fig. 7 depicts the key dita for.preventihg illegal

copying according to the present invention;

Fig. 8 is a block diagram of an encoder according to

the present invention;

Fig. 9 is a block diagram of a formatter for encoding

the key data into the DCT blocks to prevent illegal copying

according to the present invention;



indicating the key data is in the second block. In accordance with the
above objectives the present invention prevents illegal copying of a
digital video program by designating a first block and a second bl ock of
data in a bit streamencoded by a fixed | ength code. A portion of the
first block is selected as key data and is inserted into the second bl ock

to indicate that the digital video progrgamis a copy and to prevent illegal
copyi ng. BRI EF DESCRI PTI ON OF THE DRAWNGS The above obj.ects, features and
advant ages of the present invention will becone apparent fromthe foll ow ng
detail ed description of illustrative enbodi nents which is to be 4
considered in connection with the acconpanyi ng drawi ngs, in

Fig. 10 is a flow chart for explaining the operation of

the formatter shown in rig. 9;
| Fig. 11 is a flow chart continued from Fig. 10;

Fig. 12 ig a flow chart continued from Fig. 11;

Fig. 13 depchu.Lhe.éelection uf the three DCT blocks
in explanation of steﬁ S18 of the flow chart shown in Fig. 12;

Fig. 14 is a flow chart for explaining the decision
circuit opération shown in Fig. 9;

Fig. 15 is a flow chart continued from Fig; 14;

Fig. 16 is a block diagram of a video player'according
to the present invention; |

Fig. 17 is a schematic diagram for explaining the
prevention of illegal copying with the present invention; and

Fig. 18 is a table of variable length co&es and motion

codes according to the present invention.

DETAiLED DESCRIPTION OF THE PREFERRED EMBODIMENTS

Referring now .to the drawings, wherein like reference
numerals designate identical or corresponding pafih throughoui
the several views, the encoding process of the groups 6f pictures

(GOPN)} to which the present invention relates will be described

with reference to Fig. 1. Fig. 1 shows an MPEG (Moving Picture

Experts Group) encoding process for encoding digital video
programs which are composed of a series of picture frames to be

digplayed sequentially on a video monitor. According to the MPEG

standard, each picture frame in the series ie divided into image



which: Fig. 1 illustrates encoding of groups of pictures (GOP); Fig. 2
depicts three DCT blocks in a picture frame of the GOP shown in Fig. 1 for
preventing illegal copyihg according to the present invention; Fig. 3
depicts anot her selection of the three DCT bl ocks for preventing illegal
copyi ng according to the present invention; Fi-g. 4 depicts an order of
encodi ng DC coefficients of DCT blocks f Fig. 1; Fig. 5A depicts a table
for a variable length coding technique for the DC coefficient in a

| um nance DCT bl ock; Fig. 5B depicts a table of variable.length coding the
DC coefficient in a DCT block of a color difference conponent; Fig. 6

‘depicts a table of fixed Iength encoding of a DC differential of the DCT
bl ocks;

pictures making up a group of pictures (GOP). That is, one group

of pictures includes a series of image picturea of the moving
picture. | -

MPEG prescribes that the image pictures making up the
groups of pictures (GOPN) be encoded as an I-picture, a P—piehqre
or a B-picture. The I-picture is encoded using only dac; wiﬁhin
that image picture and is, therefore, célled an intra-picture

frame (or an intra-picture field). The P-pictures, on the other

hand, aré encoded using data fiom a preceding image picture.

Similaily, the B-pictufea are encoded using both preceding and

succeeding image pictures. The encoding technique for the P-

picturea and B-pictureas is known as predictive encoding and these
encoded image pictures are called inter-piéture frames (or
ﬁieldé) because they are encoded by usiﬁg data in other image
pictures. These intra and inter-picture frames (or fiel&s) iI,
P, B) are, then, cdmpressed according to a discrete cosine
tranafofmatién (DCT) process discussed below.

' Fig. 1 depicts DCT compressing an intrdiéicture
(I-picture) wherein the present invention preferably inserts the
key data iﬁto the DCT compressed intra-picture (I-picture) of
Fig. 1. - Since the intrarpictures are not encoded with_reférence
to other image pictures, inserting key data into the intra-

- pictures does not disturb other image pictures. Otherwise,
ingerting the key data into inter-pictures (P-pictures or B-

pictures) disturbs the encoding arrangement of other image



Fig. 7 depicts the key data for preventing illegal copying according to the
present’ invention; Fig. 8 is a bl'ock diagram of an encoder according to the
present invention; Fig. 9 is a block diagramof a fornmatter for encoding

the key data into the DCT bl ocks to prevent illegal copying according to

t he present invention; 5 Fig. 10 is a flow chart for explaining the
operation of the formatter showmn in Fig. 9; Fig. 11 is a flow chart

continued fromFig. 10; Fig. 12 is a fldw chart continued fromFig. 11;

Fig. 13 depicts the selection of the three DCT bl ocks. in explanation of
step S18 of the flow chart shown in Fig. 12;

picturea and the encoded inter-pictures would not be decoded
accuréteiy. In addition, the first frame in an encoded group of
pictures is an I-picture frawme and determining the key data from
this fraﬁe. therefore, will cause the illegal copying of the
corresponding moving picture to be cut off immediately.

According to Fig. 1, an intra-picture (I-picture) to be
encoded with key data' is divided into macro blocks, each macro
block being further subdivided into four DCT blocks (for
simplicity, only four DCT blocks are shown). It will be noticed
that each image picture actually comprises two fiel&s, a
luminance (Y) field and a color difference (Cb, Cr} field. These
fields contain luminance (Y¥) data and color difference (Cb, Cr)
data, proportioned in each field according to a 4:2:2 {(Y:Ch:Cr)
ratio. That is, the luminance (Y) field has four pixels of data
for every one pixel of (Cb) field data and one pixel of (Cr)
field data in the color difference field. Accordingly, the
luminance (Y) macro blocks shown in Fig. 1 include four DCT
blocks, while the color difference (Cb, Cr) macro i)loc_ks each
include a singlé DCT block. The DCT blocks each preferably
comprises 64 pixels arranged.as'shown in Fig. 1 in an 8 x 8
matrix. .

Acqording to the DCT process, these pixels are
orchogonally tyransformed by DOT compression [row a Lime-based

signal into a frequency-based gignal having DCT coefficients

corresponding to the signal power of the 64 pixels at different



Fi 14 is a flow chart for explaining the decision circuit operation shown
in Fig. 9; Fig. 15 is a flow chart continued fromFig. 14; Fig. 16 is a
bl ock di agram of a video player according to the present invention; Fig. 17
is a schematic diagramfor explaining the prevention of illegal copying
with the present invention; and Fig. 18 is a table of variable | ength codes

and notion codes according to the present invention. DETAI LED DESCRI PTI ON
OF THE PREFERRED EMBODI MENTS Referring gow to the draw ngs, wherein |ike

reference numeral s designate identical or corresponding parts throughout

the several views, the encoding process of the groups of pictures (GOPN) to
whi ch the present invention relates will be described with reference to

Pig. 1. Fig. 1 shows an MPEG (Mving Picture Experts G oup) encoding
process for encodi ng digital vi deo prograns which are conposed of a series
of pictur érpAveReias p&hese DCT coefficients are arranged in a DCT block

in ascending order of frequency shown by the zig-zag line

beginning with a zero-frequency (DC) component in the upper left-

hand corner and ending with the hiéhest frequency'DCT component

in ‘the lower right hand corner.

MPEG further prescribes that each DCT block be
quantized in the order shown by the zig-zag line. According to
the MPEG standard, thg DCT coefficients are quantized using.an
average quantization valué determihed from a difference between
the DC components of the DCT'blocks. Tﬁe order of determining -
the difference between the DC components islshﬁwn in Fig. 1 as
beginning with ﬁhe uppex left-hand block, then proceeding to the
upper-right hand block, followed by the lower left-hand block,
and ending with the lower right-hand block. Following this order
of determining the difterenée between the DC components, the
'differences between each of.thé DC components in the DCT blocks
is determined and quantization 6f the DCT cowponents is performed
based on these differences. |

The .presgent invention 1nsefts key data into the DCT
blocks of an intra-picture- frame or field (XI-picture) to prevent
illegal copying. As shown in Fig. 2, for example, three DCT
blocks (1, 2, 3) are employed for this purpose. The first block
(1) is selected from the DCT blocks encoded by Lhe abuve process
and the data within this first block (1) is selected as the key

data. The present invention changes the data in the second block



di spl ayed sequentially on a video nonitor. According to the MPEG standard,
each picture frante in the series is divided into inmage 6 pictures
maki ng up a group of pictures (GOP). That is, one group of pictures

i ncludes a series of inmage pictures of the noving picture. MPEG prescribes
that the inmage pictures making up the groups of pictures (GOPN) be encoded
as an |l-picture, a P-picture or a B-picture. The I-picture is encoded using
only data within that inage picture andl is, therefore, called an
intra-picture frame (or an intra-picture field). The P-pictures, on the

ot her hand, are encoded using data froma precedi ng i mage picture.

Simlarly, the B-pictures are encoded using both precedi ng and succeedi ng
i mage pictures. The encoding technique for the P-

(2) to match the selected key data in the first block (1} to

indicate that the corresponding video program is a copy and

should not be illegally copied. The third block contains

correction data which corrects an anomaly caused during the

compression of the DCT blocks arising from the insertion of the

key data into the second block (2).

The present invention selects a DCT block to be the
first block (1) and the data in the first block is selected as
the key data. It will be appreciated that the key data in the
first block (1) is the'originai image data and, therefore, the
éncoded moving picture is not disturbed up to this point. The
éresent invention gets the image data in the second block (2) to
match the key data determined bj the tirst block (1). That‘is,
the difference in the image data betwee# the first and second
blocks (1, 2) is removed. Problematically, the DC component will

- be .disturbed by removing this difference from the second block
(2). The present invention corrects thié problem by inserting
correction data.repreaentative of the difference between the
firat and second blocks (1, 2) into the third block (3). When
the DCT blocks #re encoded, the disturbance caused by the change
in the second block.(Z) is corrected by the third block (3),
which contains the difﬁefence between the first and second _
blocks. In this manner, correction data in the third block (3)

corrects the anomaly caused by the key data in the second block
(2, L]



pictures and B-pictures is known as predictive encoding and t hese encoded
ifmage pictures are called inter-picture frames (or fields) because they are
encoded by using data in other inmage pictures. These intra and

inter-picture frames (or fields) (I, P, B) are, then, conpressed accordi ng
to a discrete cosine transformation (DCT) process discussed below Fig. 1
depi cts DCT conpressing an intra-picture (l-picture) wherein the present
invention preferably inserts the key ggta into the DCT conpressed
intra-picture (l-picture) of Fig. 1. Since the intra-pictures are not
encoded with reference to othéer inmage pictures, inserting key data into the
intra- pictures does not disturb other inmge pictures. Qtherw se, inserting

the key data into i fher pReEEN ShvieRtRbA! #EEsndls BhePtAkEL A5 odisS iU Phet he
encodi ng arrangenent of other inage '
order of DCT processing to ensure that the third block (3} is
processed after the second block (2) by canceling the anomaly
caused by the change in the second block (2). Preferably, the
third block immediately follows, i.e., is adjacent to, the second

block as shown in Figs. 2 and 3 so that the disturbance is

corrected immediately after the second block (2) is encoded.

The key data of the first block (1)-19 preferably
selected from the DC diﬁferential so that the insertion of the
key data may be performed dﬁring.the calculation of the DC
differential. By selecting the three blocks (1, 2, 3) to be
adjacent each other as shown iﬂ Fig. 3, thése blocks are in the
sequential orxder of DC component processing ahown in Fig. 1. .
With this DC component ordering, the data in the second block (2)
is set to the key data immediately after the first block (1} and
the anomaly caused by the second block (2) is canceled by the
‘third block (3) immediately thereaftef. As explained with
reference to Fig. 1, the order of DC component.pr;é;ssing begins
with the upper left-hand DCI block and ends with the lower
right-hand DCYT block.

The order of procesasing the DC components has been
described with ¥eference to a macro block of luminance (Y) .
signals. For the color difference signals which have a single
DCT block in each macro block (Cb, Cr), the order of DC component

processing follows the sequential order of the color difference



7 pictures and the encoded inter-pictures would not be decoded accurately.
In addition, the first frame in an encoded group of pictures is an
| -picture frame and determining the key data fromthis frame, therefore,
- will cause the illegal copying of the corresponding noving picture to be
cut off imediately. According to Fig. 1, an intra-picture (l-picture) to
be encoded with key data is divided into macro bl ocks, each nmacro bl ock
bei ng further subdivided into four DCT bl ocks (for sinplicity, only four
DCT bl ocks are shown). It will be notilded that each imge picture actually
conprises two fields, a lumnance (Y) field and a color difference (Ch, Cr)
field. These fields contain Ium nance (Y) data and color difference (Cb,
Cr) data, prgnedt Poneblockeatiowhi thdFagcor.di 1§ theapdesknt (YvelRt Con iwt i
That is, the |lum nance (Y) field has four pixels of data for every one
pi xel of (Cf) BCEPYYEtLP KRPedNEe phRecluminange) (¥) epiignak adqra hdocls s

d'fference_éﬁéﬂﬂly é&EQ[d$&E“§ﬁ t%gealternative, the color difference (Cb,

Cr) macro blocks may be reserved for the key data in a similar

0.

mnanner.

The difference value of the DC component is represented
by both the size of the DC component and actual value (DC
differential) corxesponding to the size of the DC componerit. The
size of the DC coﬁponent is represented by a variable-length code

(VL.C) , and the DC differential is represented by a fixed-length

code (FLC) as defined by the MPEG format. An example of the size

of the DC component for the luminance signal (Y) is shown in Fig.

S5A and the size of the color differences signéls (CB, CR) is

shown in Fig. S5B.. It will be noted that the DC component, i.e.,

the size, of ‘both the luminance and color difference signals- is

By
contrast, the DC differential is shown in Fig. 6, wherein the DC

represented by the variable-length codes in these ﬁigures.

.differential for the DC component having the sizeé of three bits

ie represented by the.flxed-length codes. In this example, where
the DC compénent aize is 3 and the actual value is -6, the '
difference value is given by the fixed-length code 101001, the
prefix 101 indicating the size of the DC component and the suffix
- 001 indicating the actual value of -6.

An advantage of selecting the key data from the DC

differential of the DC component is that this data is encoded



| umi nance (Y) macro bl ocks shown in Fig. 1 include four DCT bl ocks, while
the color difference (Cbh, Cr) macro bl ocks each include a single DCT bl ock.
The DCT bl ocks each preferably conprises 64 pixels arranged as shown in
Fig. 1 in an 8 x 8 matrix.. According to the DCT process. these pixels are
ort hagonal Iy transforned by DCT conpression froma tinme-based signal into a
frequency-based signal having DCT coefficients corresponding to the signal
power of the 64 pixels at different frequenci es. These DCT
coefficients are arranged in a DCT bl oCk in ascending order of frequency
shown by the zig-zag |line beginning with a zero-frequency (DC) conponent

the upper left- hand corner and ending with the highest frequency DCT
conponent

in
using a fixed length code as shown in Fig. 6 which is uniform in

length for all DCT blocks. The least significant bit of the DC

differential in the first block is preferably selected as the key

data in order to least disturb the DCT compression. -Thus, the

pPresent invention sets a corresponding least significant bit of

the DC differential in the second block to this value. As shown

in Fig. 6, for example, a DC differential of three bits of the

second block has its least significant bit set. When the least

significant bit of the DC differential having the value of *QQ0*"

in Fig. 6 is set to "1", for example, the DC differential for

the second block is converted into *001* as shown by the arrows.
It will be appreciated that the least significant bit of the

second block results in a value change of one and, therefore, has

a minimal impact on the moving picture. This impact is even

further minimalized when it is considered that the third block

will immediétely thereafter cancel the anomaly created by the
second block charge.

According to this embodiment, the LSB of the DC
differential of the second block is set to the same value as the

LSB of the DC differential of the first block. For example, when

the DC differential of the tirst block is 010 and the DC
differehtial of the second block is 101, the LSB of the DC
differential of the second block is rewritten to zero to make the
DC differentfial 100. As another example, when the DC

differential of the first block ias 001 and the DC differential of



in the ower right hand corner. MPEG further prescribes that each DCT bl ock
he quantized in the order shown by the zig-zag line. According to the MPEG
standard, the DCT coefficients are quantized using an average quanti zati on
val ue determned froma difference between the DC conponents of the DCT

bl ocks. The order of determning the difference between the DC conponents
Is shown in Fig. 1 as beginning with the upper |eft-hand bl ock, then
proceeding to the upper-right hand blq%k, foll owed by the | ower |eft-hand
bl ock, and endi-ng with the |ower right-hand bl ock. Follow ng this order of
determ ning the difference between the DC conponents, the differences

bet ween each of the DC conponents in the DCT bl ocks is determ ned and

quant i zat i ameobettrd KlotlOTRODED] Sthé IHW & BRE BasEHT fretehbBesE ¢h ffir ences.
The present invention inserts key data into the DCT bl ocks of an

i ntra- pi ct (FesonAghtodk ¥4 glewrittenctarmie tio prdeento inakegsihecdPyi ng. As
shown in Fﬁ&kff%teLgiafxgﬂP]e’ t hree DCT '
Thus, according to this embodiment, the DC differential

of the second block is rewritten as shown by the arrows in Fig.

6. When the value of the DC differential is 001 and the LSB is
rewrit;en to zero, for example, the DC differential value is
rewritten as 000 but not as 010. As another example, when the
value of the DC differential is 010, and the LSB of this value is
changed to "1", the DC differential is rewritten as 011. As yet
another example, when the wvalue of the DC differential is 011 and
the LSB is changed, the value is.rewritten as 010. In this
manner, only the LSB is rewritten. It will be appreciated that,
when the LSB of the first and sedond blocks are the same, the LSB
of the second block éoes not need to be changed.

It will be noted that, when the LSB of the DC
differential of the second block (the values in the left column
in Fig. 6) is rewritten in this manner, the actual value of the
beT coefficient (the values in the right column in Fig. 6) is
incremented or decremented by one. If left uncorrected, this
increment or decrement by one of the DCT coefficient would cause
a slight disturbance in the reproduced imagesﬁ'The third block
corrects this slight disturbance by changing its DC differential
value in such a munner as to absorb the increment or decrement of

the actual value of the DCT coefficient.



bl ocks (1, 2, 3) are enployed for this purpose. The first block (1) is
selected fromthe DCT bl ocks encoded by the above process and the data

within this first block (1) is selected as the key data. The present
i nvention changes the data in the second bl ock 9 (2) to match the

selected key data in the first block (1) to indicate that the correspondi ng
video programis a copy and should not be illegally copied. The third bl ock
contains correction data which correc&g an anomaly caused during the
conpression of the DCT blocks arising fromthe insertion of the key data

into the second block (2). The present invention selects a DCT block to be
the first block (1) and the data in the first block is selected as the key

data. I't will be appései gpeadt dikaiiyhewkay Rt askNof "éhe DC differential
of the second block is rewritten from zero to.one, the actual
value of the DCT coefficient is incremented by one. To absorb

this increment, the DC differential of the third block is

_rewritten in such a manner that it decrements the DCT coefficient

by one. On the other hand, in the case where the LSB of the DC

differential of the second block is rewritten from one to Zero,

the value of the DCT coefficient is decremented by one. In this

aituation, the DC differential of the third block absorbs this

decrement by being rewritten in such manner that the actual value

of the DCT coefficient is increménted by one.

Assume, for example, that 016 of the DC differential of

the secuud block is rewritten as 011 as shown in Fig. 6. Thusg,

the actual value of the DCT coefficient is incremented by one,

that is from -5 to -4, If the DC differential of the third block

is 110, for example, the present invention rewrites the DC

differential of Ehe third block to 101. By doing so, the DC

differential of the third block causes the DCT coefficient to be

decremented by one, that is, from 6 to S. As another example, in
the case where the DC differential of the second block is
rewritten from 011l to 010, the actual value ot the DCT
coefficient,is decreniented by one, that is, from -4 to -5. 1In
this case, the DC differential of the third block which may be
set to 110, for example, is rewritten as 111 in order to

increment the actual value of the DCT coefficient by one, that



first block (1) is the original imge data and, therefore, the encoded
poving picture is not disturbed up to this point. The preBent invention
sets the inmage data in the second block (2) to nmatch the key data
determned by the first block (1). That is, the difference in the inage
data between the first and second bl ocks (1, 2) is renoved.

Probl ematically, the DC conponent will be disturbed by renpving this
difference fromthe second bl ock (2).15The present invention corrects this
probl em by inserting correction data representative of the difference

bet ween the first and second blocks (1, 2) into the third block (3). Wen
the DCT bl ocks are encoded, the disturbance caused by the change in the
second bl ogk, (Bori % €6 7ECt Yl i ol Q\thgi’rdtln%(%rﬁg’i) ok Sl LRt ghYS the
difference between the first and second bl ocks. Tn t%ls manner, correction

data in t hénthemehtbloac etBme rofc thet Betasdb ned lueC s €Hebyet he key data in
the second block (2).

coefficient.

The present invention further provides setting the key
- data of a plhrality of macro blocks. To that end, a string of
(n) key data bits derived from the least significant bit of the
DC differential in a plurality of first.blocks is insetted-into-
the least signiflcant bits of respective second blocks. With
this arrangement, il would be virtually impogsible for a
professional copier to determine all of the second blocks and
remove the key data in order to illegally copy the correaéonding
moving picture. Despite the multipiicity of the key data blecks,
thege numerous blocks are quickly and efficiently decoded because
the key data blocks are arranged in the known order of DC
component processing. | .
An encoder that encodes the moving picture from the
original source into.a bit stream to be recorded to a master disk
| or a master tape according to the present invention is shown in
Fig. 8. A current picture frame of the moving picture is stored
in a frame memory 1 and a motion prediction image stored in.a
prediction memofy 10 is subtracted therefrom by a subtractor 2.
The subtracled current picture frame is, then, DCT processed by
DCT circuit 3, quantized by quantization circuit 4 and compregsed
by variable length coding (VLC) circuit S into.a bit stream to ée

recorded to a magter disk. The wmotion prediction image is



10 The present invention arranges the three bl ocks in the order of DCT
processing to ensure that the third block (3) is processed after the second
bl ock (2) by canceling the anomaly caused by the change in the second bl ock
(2). Preferably, the third block imediately follows, i.e., is adjacent to,
t he second bl ock as shown in Pigs. 2 and 3 so that the disturbance is
corrected immedi ately after the second block (2) is encoded. The key data
of the first block (1) is preferably selected fromthe DC differential so
that the insertion of the key data may % perfornmed during the cal cul ation
of the DC differential. By selecting the three blocks (1, 2, 3) to be
adj acent each other as shown in Fig. 3, these blocks are in the sequenti al
order of D& AR pheceesion conpensarien ircuity by prediqidngotpenent
ordering, Eﬁﬁ%éﬁgi%rh&et?go%egxg¥£J¥oggkf$§&e motion vector detected by
motion vector detection.circuit 11 and a reconatructed version of

the previous frame. The reconstructed version of the‘previous

frame is generated by adder 8 that adds the previous motion
- prediction image to the previous image decoded by inverse

guantization circuit 6 and inverse discrete cosine transformation

{1DCT) circuit 7.

An explanation of the encoder will be given by example
of its operation beginning at a time when a current frame is
gslored in frame memory'l. At this time, the motion prediction

. image is already storxed in prediction memory 10 generated from
the previous frame. This motién prediction image is a prediation
ot the current frame based on the motion vector of the previcus
tLrame detected by motion vector.detedtion circuit 11 and the .
reconstructed version of the previocus frame.

The motion

prediction image 6f the current frawme represents the image

decoded by a decoder. By subtracting this represéntative decoded

image from the current frame, subtractor 2 generates the

ditference in data between the current motion vector and the

cncoded current frame. This difference data of the current frame

is encoded and transmitted to the decoder to he decoded and

employed to reconstruct the current frame.

The difference data, which is much smaller in data @ize

than the unsubtracted current frame, is now ready to be



is set to the key data imedi ately after the first block (1) and the

armomal y caused by the second bl ock (2)

i medi ately thereafter. As explained with reference to Fig. 1,
DC conmponent processing begins with the upper

t he order

-with the lower right-hand DCT bl ock. The order of processing the PC

conponents has been described with reference to a macro bl ock of

(Y) signals. For the color differencejgignals which have a single DCT

bl ock in each macro block (cb, Cr),
foll ows the sequential order of the color difference si gnal DCT bl ocks

t he order of DC component processing

shown in Fig. 4. In the present invention it is preferred to reserve the
elpRe il TARCODRE kAR e KRN dR ot k] LD%RY AL Ve

| um nance
the col or

the output

of subtractor 2 by an orthogonal tranaform into the blocks of DCT
coefficienta (DCT (u)},[v]). These DCT coefficients are.quantized_
by quantization circuit 4 into corresponding quantization
coefficients (QF[ul, (v]) and compressed by the variable length
encoding circuit 5. The resulting compressed bit stream is
recorded onto a master medium 12 such as a magnetic tape or a
high-density diak,

It will be appreciated that inverse quantiz;tion.
circuit 6 and IDCT circuit 7 are employed to simulate the decoder
at the decoding gide (Fig. 16) . 'The decoded data includes the
errore in the encoded data inadverteﬁﬁly generated by DCT circuit
3 and quantization circuit 4. These errors are added along with
the decoded data to the motion prediction image to reconstruct
the data as it was immediately before encoding. This
reconstructed data is employed to generate the motion prediction

image of the current frame which is subtracted from the current

frame by subtractor 2. 1In this manner, the erréfb‘generated-by

encoding are subtracted from the current frame, thereby resulting -

in a2 more accurate encoding process.

The motion compensation circuit generates the motion
prediction image by compaiing this rec0nstruéted image of the
previous [rame fo the motion vector of the p?evious frame. . The
motion vectdr indivates Lhe molion of Lhe previous frame, From

‘this motion vector, the motion compensation circuit makes a

I's canceled by the third block (3).

of

| eft-hand DCT bl ock and ends

| um nance



Cr) macro blocks may be reserved for the key data in a similar manner. The
di fference val ue of the DC conponent is represented by both the size of the
*DC conmponent and actual value (DC differential) corresponding to the size
of the DC conponent. The size of the DC conponent is represented by a

vari abl e-1ength code (VLC), and the DC differential is represented by a

fi xed-1engt'h code (PLC) as defined by the MPEG fornmat. An exanple of the
size of the DC conponent for the | um nance signal (Y) is shown in Fig. 5A
and the size of the color differencesl§ignals (CB, CR) is shown in Fig. 5B.
It will be noted that the DC conponent, i.e., the size, of both the

| umi nance and color difference signals is represented by the

i abl e- 1| t d ' h fi : : t t,..the DC dif tial i
Shoun 1 1 Fi BeRtEHtEr 8t chRs ER B cRE) AFoTEt Tha BCCBrBOh Ry ng
the size Ofrnibr;ﬁieﬂét%ohsiéeé‘i&ﬁﬁ{‘tﬁd thé pPeailesdt Bty £0dgma 1N this

exanpl e, where t DC conponent size is 3 and the actual value is -6, the
subtracted from the actual current frame by the subtractor ag ‘

déscribed.

The encoded bits are recorded to a master medium and
the master medium is qmploYéd by legal copiers to create legal
qopies. Without more, fhe illegal copiers would be able to

- illegally copy such copies from the illegal master disk.. To
prevent this illegal copying, the present invention provides a
formatter as shown in Fig. 9 that inserts the key data into the
encoded bit stream. It will be appreciated that, as an
alternative, the formatter can format the encoded bit stream

i output directly from the encoder without first being recorded to
the legal master medium.

Thua, the formatter produces 2 large quantity of disks
(ROﬁ diske) from the legal master medium 12. As will be
explained with reference to Fig. 9. the formaiter detects when
the master medium is 2 copy, that is, an illegal ¥éproduction of
the master medium. In this latter case, the formatter prevents
illegal copying and a large quantity of diaska can not be
produced. | | _

.A computation circuit 32 reads the bit stream up to a
predetermined position and computes a position (X) of the first
block that Qill determine the key.data by, forlexample, use of

- the equation 12 = B/K)} wherein (B} is data extracted from the



difference value is given by the fixed-length code 101001, the prefix 101
indicating the size of the DC conponent and the suffix -001 indicating the
actual value of -6. An advantage of selecting the key data fromthe DC
differential of the DC conponent is that this data is encoded 12 using a
fixed I ength code as shown in Fig.. 6 which is uniformin length for all DCT
bl ocks. The least significant bit of the DC differential in the first block
is preferably selected as the key data in order to |east disturb the DCT
conpression. Thus, the present invengiyon sets a correspondi ng | east '
significant bit of the DC differential "in the second block to this val ue.

As shown in Fig. 6, for exanple, a DC differential of three bits of the

second bl okt NéxSrelatnS ah@a$k) Si fﬂr@a@{:eﬁhfneﬁﬁtkeywﬁaré@eiﬂ fR%bory 31. A

detection circuit 33 detecta the first block at position (X) in
. the encoded bit stream and causes memory 34 to extract the key
data thereff9m. A key insertion ciréuit 35 inéerte the extracted
key data into the second block and a correction circuit 36 f@fﬁs
the third block of correction data to correct the amomaly of the
ingerted key data in thg second block. A decision circuit 38
determines whether the encoded bit stream is reproduced from a
legal waster disk or from a copied version of the master disk
such as the disk offered for sale and the illegal master disk and
causes.the control circuit to allow the encodedlbit stream to be
recorded by recording apparatus 37 only in the former situation.
Othexwisge, the encoded bit stream is judged as a stream from the
illegal master disk and the recordihg appafatus is prevented from
1llegally copying the encoded bit stream. 'The formatter displays
the decision of the decision ciréuit to an operator, via display
unit 40, |
The operation of the formatter in Fig. 9 will be

explained with reference to the flow charta of Figs. 10-12. The
forma:ter.starta a reéording_operation by causing computation
circuit 32 to continuously read the encoded bit gtream in step
81. According to the present invention, the key data is insexted
into an I-plcéure frame which ig the first frame in each Qroup of
pictures and,.therefore, the first frame in the moving picture.

Thug, the first, I-picture frame bits are read by the computation



significant bit of the DC differential having the value of "000" in Fig. 6
ig set*to "1", for exanple, the DC differential for the second block is
converted into "001" as shown by the arrows. It will be appreciated Lhat
the least significant bit of the second block results in a value change of
one and, therefore, has a mnimal inpact on the noving picture. This inpact
Is even further mnimalized when it is considered that the third bl ock wll
i mmedi ately thereafter cancel the anonaly created by the second bl ock
charge. According to this enbodi nent, gfe LSB of the DC differential of the
second block is set to the sane value as the LSB of the DC differential of
the first block. For exanple, when the DC differential of the first bl ock
is 010 and the DC differential of the second block is 101, the LSB of the
DC di f f er efiFaribfanddheedana bBbcie iextwrantedt bm s &20 frommefar t he DC

differenti al 1§gé As anot her exanple, when the DC differential of the first
bl ock i s 05TERECt 1i: SAVUEPFEPEN e Pif® in the stream corresponding to

header information. The computation circuit, then, computes the

pogition (X) of the first block in step S3 by use of, for
example, the equation (X = B/K), wherein the value (K) is a

.predetermined value stored in memory 31.

It will be appreciated that the equation (X = B/K)

- provides additional protection from illegal copying. The value

(K) stored in memory 31 may be derived, for example, from a
password input by the operator or other password generating

means. The value (B) may be derived from a secret area of the

bit stream. Together, the values (K) and (B) act as a double
key, which is difficult for an illegal copier to decrypt.

' In step S4, the computation circuit specifies the
positions of the first and second blocks from position (X). For
example, where (X) is a byte of'data, the computation circuit,maf
specify the four most significant bits (MSB) of byte (X) as the

position for the first block and the tollowing four least

eignificant_bits (LSB) of byte {(X)' as the position for the second
block. 1In the alternative, the six most significant bits (MSR)

of (X) represent the §osition for the macroblock and the
following two least significant bits (LSB) of byte (X) represent
the.position for the tirat block -and the second block immédiately'
follows the first block. Indeed, the number of bits éomprising

the position of the first block may be selected variably in order



13 the second block is 010, the LSB of the DC differential of the second
biock is rewitten to one in order to nake the DC differential 011. Thus,
according to this enbodinent, the DC differential of the second block is
rewitten as shown by the arrows in Fig. 6. Wen the value of the DC
differential is 001 and the LSBis rewitten to zero, for exanple, the DC
differential value is rewitten as 000 but not as 010. As anot her exanpl e,
when the value of the DC differential hg 010, and the LSB of this value is
changed to "1", the DC differential is rewitten as 011. As yet another
exanpl e, when the value of the DC differential is 011 and the LSB is
changed, the value is rewitten as. 010. In this manner, only the LSB is
rewitten. It wil|l be aefreciated t hat , L .

to furlher impede illeyal copiers from determining the position

ol the first block. The computation circuit 32 generates the
signal showing the position of the first and second blocks.

‘Now referring to the portion of the flow chart depicted

in Figqg. 11; éhe operation of the formatter proceeds to step 85
whereip detection circuit 33 reads the bit stream and detects
when the poéiti&n of the first block in the bit stream as
determined in the previous step is reached. The preseﬁt
invention selects the least significant bit of the DC
differential in the first block as the key data which is set in
the second block to prevent'the illegal éopy, To detect the DC
differential, the detection circuit detects the DC size for the
block in inquiry S§7. If the DC size is not zero, the operation
of formatter proceeds to step 8 and a register (register 1) in
memory 34 is set to the least significant Sit of the DC
differential as the key data by the detection eircuit 33.
Otherwise, the DC size is zero, and the formatter proceeds to
step S8 where a register (reéiater;;) is get to "0" by the
detection circuit 33.-

The operation of formatter, then, proceeds to atep $10,
wherein reading.is continued ﬁy the detection circuit 33 and
detéction ecircuit 33 detects the second block in the read bit
stream. Similar to step 86, the detegtion circuit in step S11

reads the DC size for the current block. If the detection

circuit in inquiry S12 detects that the DC size of the block is



when the LSB of the first and second bl ocks are the sane,
second bl ock does not need to be changed. It will be noted that, when the
LSB of the DC differential of the second block (the values in the |eft
colum in Fig. 6) is rewitten in this manner, the actual value of the DCT
coefficient (the values in the right colum in Fig. 6) is increnented or
decrenented by one. If left uncorrected this increment or decrenent by one
of the DCT coefficient would cause a sllght di sturbance in the reproduced

i mage. The third block corrects this slight disturbance by changing its DC

differential value in such a manner as to absorb the increnent or decrenent
of the actual value of the DCT coefficient.

14 More specifically, when
the LSB BErPnhdhsEedoreer bheilggic is advanced to step S26 (Fig. 12).

Otherwise, the DC size of the block is not zero, the operation of

the LSB of the

the formatter advances to step 813 wherein the least significant

bit of the DC differential of the current block is sent to a

register (register_ 2) in wemory 34 and is set in the register
(register_2).

In Inquiry S14, the detection circuit 33 determinesg
whether the values in register_1 and regisﬁer_z are equal and, if
80, the least sigﬁificant bit of the DC differential in the
second block is considered to have been substantially changed

already. In this situation, there is no need to write the LSB of

the DC differential of the first block into the LSB. of the DC
differential of the second block and the logic bypasses the

writing step of S165 to step S26. On the other hand, where the

values in the registers are not judged equal it is deemed that
the LSB of the DC differential of the second block wase hot yet

" set to the LSBE of the DC differential of the first block. In

this latter situation, the logic advancga‘to stepS15 where thg
detection circuit 33 generates the detection signal to the key
ingertion circuit 35 and key ingertion circuit 35 reads out the
LSB of the DC diffefential of the first block from the

registerpd and overwrites the LSB of the DC differential oﬁ the
second block with the 1.SB of the first block to indicate that the

encoded bit stream is a copy and should not be illegally copied.



of the second block is rewitten fromzero to one, the actual value of the
DCT coefficient is incremented by one. To absorb this increnent, the DC
differential of the third block is rewitten in such a nanner that it
decrenents the DCT coefficient by one. On the other hand, in the case where
the LSB of the DC differential of the second block is rewitten fromone to
zero, the value of the DCT coefficient is decrenented by one. In this

situation, the DC differential of the third bl ock abBorbs this decrenent by
being rewitten in such manner that t&® actual value of the DCT coefficient
I's incremented by one. Assune, for exanple, that 010 of the DC differenti al
of the second block is rewitten as 011 as shown in Fig. 6. Thus, the
actual value of the DCT coefficient is increnented by one, that is from-5
to -4. If the DC di PPefetReult &f the fﬂ??ﬁ?%ﬂgbGWngrliﬁ °H?ﬁaQé?§nple t he

By aor ng SAECL4AN gheteh Soe i HecHhhl B0 TabribEab Uttt Hhdin 0 100
coeffici engeviad® by only one from the decoding image in the case where

the DC component of each block is quantized in eight bits, by 0.5
in the case Qhefe the DC component of each.block'is quantized in
9 bits, by 0.25 in the case where the DC component of each block
is quantized in 10 bitsg, by 0.125 in the case where the DC
component of each block is quantized in 11 bits. Next, a

correction process is performed for suppresaing a mismatch
attributable to the setting of the LSB of the second block.

The procesping for the third block will be explained
with reference to steps S16 to S25. While the third block may be
positioned at any point in the bit eﬁream, it is preferred that
it immediately follows the second block. Thus, the detection
circuit continues to read the encoded bit stream after the second
block and detects the third block thereafter in step S16. Tﬁe
detection circuit in step S17 reads the DC eize of the current
block and determines in inquiry 818 whether that be gize is zero.
As in inquiries 87 and S1i2, when the DC sgize detected is not
zero, the operation of the formatter proceeds to step S19.
Otherwise, if the DC size is zero, the operation of the formatter
proceeds to step 816. Unlike the pfevious inguiries, in inquirf
519 the detection circuit 33 writes the entire DC differential,
not only the LSB thereof, of the third block into a third

register (register_3) ot memory 34 when the DC size is not zero.



decrenented by one, that is, from6 to 5. As another exanple, in the case
~where the DC differential of the second block is rewitten fromO011 to 010,
the actual value of the DCT coefficient is decrenented by one, that is,

from-4 to -5. In this case, the DC differential of the third bl ock which
may be set to 110, for exanple, is rewitten as 111 in order to increnent
the actual value of the DCT coefficient by one, that 15is, from6 to 7.
In this manner, the third bl ock absorbs the increnment or decrenment of the
actual value of the DCT coefficient. THe present invention further provides
setting the key data of a plurality of macro blocks. To that end, a string
of (n) key data bits derived fromthe |east significant bit of the

As an example, the DC differential may be represented by a fixed

length code of three bits as shown in Fig. 6.

At inquiry S20, the detection circuit determines
- whether the value atored in register 1 (register_1) is w“o*

indicating that the second block was rewritten from a “1i* to “Q¢

and advances to inquiry S21. Otherwise, the detection circuit

decides that the gecond block wag written from a "0" to %1% and

advances to inquiry S23. 1In 1nquiries'szl and S23, the detection

circuit 33 determines whether the third block is proper for a

correction block. 1f the third block is deemed inappropriate,

the next block in the bit stream is chosen to be the third block.
'This is shown in Fig. 13 wherein the third block (3) is changed
from, for example, the block immediately tollowing the second
block to the next block thereafter.

To explain, the third block is considered not proper in
the éase where the LSB of the DC differential of the second block
is converted from.*1* to “"Q", i.e., decremented, when it is
already at an extreme value because an extreme value cannot be
incremenfed ﬁo a greater value. For example, when the DC
differential represented by the three bits shown in Fig. 6 is
equal to the extreme value *1ll* it is not possible to increment
this extreme value by nwye ﬁo negate the decrement of the second

block’s LSB. In inquiry S21, the mathematical expressions 2'*

‘oieel -1 and 23N _) equate to the maximum positive and

negative valueg, i.e., the extreme values of the DC differential,



DC differential in a plurality of first blocks is inserted into the |east
stgnificant bits of respective second bl ocks.: Wth this arrangenent, iL
woul d be virtually inpossible for a professional copier to determ ne al

t he second bl ocks and renove the key data in order to illegally copy the
correspondi ng noving picture. Despite the multiplicity of the key data

bl ocks, these nunerous bl ocks are quickly and efficiently decoded because
t he key data bl ocks are arranged in the known order of DC conponent
processi ng. An encoder that encodes th ving picture fromthe original
source into a bit streamto be recordedto a naster disk or a naster tape -
according to the present invention is shown in Fig 8 A current pi cture

frame of th nDV|ng Elcture is stored in a frane %% a notion
predi ction ﬁfatgeé BPelCi fi28 JScGhet PBAPEE R \PLES |1§ § t'?%cd(léﬁef'ﬁ%?’eﬁ]rom
by a subtra ubg r eqg c k then
processed bgﬁ%ax}cglg §£ %&i&n% zgé b@s’éﬁg‘ﬁn‘% lﬂ?%til&éggg‘lrér‘%e té&% gﬁggg
conpressed bits is 2 -1 = 7 (*111*, value 7) and the maximum negative

of

value is 2”f’ -1 =3 (*011i", value -4). Thus, inquiry sS21
determines whether the value in register_3 is aL Lhe exLrewe

values of "1l1l" or "0l1ll* and, if 80, deems the current block

inappropriate.

Similarly, inquiry 823 equates the minimum positive and

negative values allowable when decfémenting the third block to

negate a change of the LSB of the second block from "“0O® to uwyie,

i.e., an inerement. In this case, the minimum positive allowable

value is 29 Y « 4 (100" binary) since decrementing this value

to "011* would result in -4 and not three. The other ﬁinimum-

value is zero since it is not possible to decrement “000%. Thus,

in inquiry S23 the third bloék is deemed inappropriate when it

containe the minimum values and is to be decremented.

In the situation where the third block is deemed
appropriate in inquiry $21, the detection circuit proceeds to

step 822 where the value of the third block in register_ 3 is

incremented to negate the anomaly cgdsed by decrementing the

gsecond block. Similarly, where the third block is deemed
appropriate in inquiry $23, the detection circuit proceeds to

step S24 where the value of the third block in register 3 is

decremented to negate the anomaly caused by incrementing Lhe

gecond block. Next, the detection circuil sends Lhe curzection



by vari abl e Iength'coding (vLc) circuit 5 into a bit streamto be recorded
t.o a raster disk. The notion prediction inage is 16 generated 'in the

noti on conpensation circuit by predicting the current frame froma previous
frame notion vector detected by notion vector detection circuit 11 and a
reconstructed version of the previous frame. The reconstructed version of
the previous frame i B generated by adder 8 that adds the previous notion

predi ction imge to the previous inage%gecoded by inverse quanti zation
circuit 6 and inverse discrete cosine transformation (IDCT) circuit 7. An
expl anati on of the encoder wll be given by exanple of its operation

begi nni ng, Al,ea;3hi P& QU ROt O F AN o SEOEEGL | b fhaR BEARLYdes AL
this time, e nDtl n predi ction
the DC differential of the tLhird block with the correction value

in step S25.

It will be appreciated that the present invention may
dispense with the third block and operaCe.without correction
data. In that inatance, howevér, the anomaly caused by the
ingertion of the key data bit into the LSB of the DC differentiel-
of the second block will cause a distortion in the moving picture
upon .decoding. This distortion is minimal because the anomaly
changes the DC component by only one and is hardly noticeable in
the brief display of that.aingle frawme. The anomaly may further
be wminimized, as expiained. by increasing the number of bits in

each DCT block to decrease the representative value of each bit

as explained,

At step S26, computépion circuit 32 determines whetherx
more - I-pictures shall be encoded with key data by returning'to
the gtart, or ending the key data encoding proceas. In Fig. 7,
for example, the key data may be a string of bicé}'each bit
selected from a different first block. 1n this situation, the’
computation circuit will continue to process the bit stream &
nuwber of times (n) until all of the key data bits in Fig. 7 are
encoaed into gecond blocks. With this arrangement, it is
possible to encode key data in multiple portions ol Lhe moving

picture, thereby impeding greatly the illegal copyiny of the

moving picture.



I mage is already stored in prediction nenory ‘10 generated fromthe previous
frame. This notion prediction inmage is a prediction ot the current franme
based on the notion vector of the previous frane detected by notion vector
detection circuit 11 and the reconstructed version of the previous frame.
The notion prediction inmage of the current franme represents the inage
decoded by a decoder. By subtracting this representative decoded i mage from
the current frane, subtractor 2 generates the difference in data between
the current notion vector and the encoded current franme. This difference
data of the current frane is encoded dud transmtted to the decoder to be
decoded and enpl oyed to reconstruct the current frame. The difference data

whi ch is nuch snalleg data, size than th unsubtr cted current .frame,
now ready to be he recorging apparatus §7 . 53 ge recorJ; the’

bit stream with the encoded key data to a disk. Since the key

data indicates that the corresponding moving picture is a copy
from a masté; disk, an illegal copier cannot copy the moving
picture from this illegél masﬁer without extreme difficultyz fhe
manufacturer may employ a stamper that physically stamps. other.
disks to mass produce stamped copies from the copy encoded with
key data. Since each stamped disk carries the encoded key data,
each stamped copy is also uncopyable. |
The decision process by which the formatter decides

whether the encoded bit stream is reproduced from a legal master
disk and is, therefore, copyable Lé described wiﬁh reference to
the flow charts of Figs. 14 and 15. In Step $40, the control
circuit 39 sets a countér variable (N) which represents the Nth
key data bit checked in the string of (n) key data bits in Fig.
7. Steps S41 to S44 are the game as gteps 81 to &4 (Fig. 10)'and.
a detailed description ot those steps is referred to the
_ corresponding sectioﬁe. Thus, the'positioﬁ (x) (step 843} of the

first block is derived trom the value (B)_extracted (step S42)

from the éontinuously read bit stream (step S41) and detection
circuit 33 (Fig. 9) specities which portion of the byte (X) is

allocated tor the first block position and second block position
'(scep S844).

- The detection circuit continuously reada the bit stream

until the first block is detected in step S46 (Fig. 15) and,



17 conpressed. The DCT circuit 3 transforns the data at the output of
subtractor 2 by an orthogonal transforminto the bl ocks of DCT coefficients:
(DCT [u],[Vv]). These DCT coefficients are quantized by quantization circuit
4 into correspondi ng quanti zation coefficients (QF[ul, [v]) and conpressed
by the variable I ength encoding circuit 5. The resulting conpressed bit
streamis recorded onto a master nedium 12 such as a nagnetic tape or a

hi gh-density disk. It will be appreciated that inverse quantization circuit
6 and IDCT circuit 7 are enployed to sidful ate the decoder at the decoding
side (Fig. 16). The decoded data includes the errors in the encoded data

I nadvertently generated by DCT-circuit 3 and quantization circuit 4. These

errors ar gypgdedefbARneY tehel USlQSCQPG‘%;ed?Jcacbg {;ﬁ@m{m(tdd) ;Qé?déﬁ_tén%“ i mage
to reconstruct the data as it was inmed at el y 8 ore enco I'ng. This
reconst r uctiabtddllack sienflepy &d 7. 0 gREerttie delteciDbn afiiuddi det@fnines

that the DC gize is "1" in inquiry S48, the detection circuit
proceeds to step S4Y and sets reéister_l to the LSB of the DC
differential. On the other hand, when the DC value is "0";'the
detection circuit proceeds to step S50 and sets register_ 1 to
age

The detection circuit, then, continues in step S52 to

continually read the bit stream until the second block is

detected. At this time, the detection circuit determines whether

or not the DC size of the second block is zero in inquiry S53.
If DC size is zero, the operatiéﬁ of formatter proceeds to step
S54; if the DC value is not zero,.the operation of formatter:
proceeds té step 857. The detection circuit, in step S54, sets
register_2 to the LSB of the ﬁé differential of the second block,
and the decision circuit 38 (Fig. 9), in step 855, deterﬁines
whether thg LSBe of the DC differential of the first and second
blocks are equal indicating that the'Nth key data bit is found
and the bit stream is reproduced from an illegal master disk or a
disk offered for sale, not a legal master diek. If no key data
bits are found, that iam, the LSBs of DC diffetential of the first
and second blocks are not equal, the bit stream is deemed
reproduced from a master disk in step S59 and copying is allowed.
If an illegal master disk or a disk offered for sale ie

indicated, that ig, the LSRs of the DC differential of the first .



i mage of the current frame which is subtracted fromthe current frame by
subtractor 2. In this nmanner, the errors generated by encoding are
subtracted fromthe current frame, thereby resulting in a nore accurate
encodi ng process. The notion conpensation circuit generates the notion
predi ction imge by conparing this reconstructed i mage of the previous
frame to the notion vector of the previous franme.. The notion vector

i ndi cates the notion of the previouggframe. . Fromthis notion vector, the
notion conpensation circuit makes a 18 prediction of the arrangenent of

I mages in the current frame. This prediction is sLored in the prediction
menory 10 and subtracted fromthe actual current frame by the subtractor as

described. 4ud second blocks are equal, the control circuit proceeds to atep
856 and inc;eanLu Llie counter N so that the formacter will
search for the next key data bit in the string of Fig.~7. Then,
the control circuit proceeds to step S57 and if there are any
more key data bite to find from the string of key data bite, the
controller returns to stép S41 of Lhe flow chart in Fig. 15 to
locate the next key data bit in the string. Otherwise, all of
the key data bits were located and the control unit prevents the
recording apparatus from recording the bilL stream since the bit

sBtream is reproduced from an illegal master disk or a disk

offered fdr-sale;

- It will be appreciated that. it is not known whether any

given disk includes key data. In the preferred ewbodiment, the

presence of key data is definitely known because its position is
indicated in the headers of I-pictures. Alternatively, the |
position data may be purposely left .ambiguous in order to prevent
illegal copiers from finding the key data from the header
information. In this latter situation, the key data is found by
testing the first and secona blocks for corresponding I-picturea.:
It will be appreciated that it is not exactly known whether any
given disk is encoded with key data since the LSBs in the first -
and second block positioﬁs may be the mame by coincidence. In
this gituation, the éontroller muat decide in step S58 whether it
is probable that the given disk is an illegal wmaster disk or a

disgk offered for sale based on the number of matches detected



The encoded bits are recorded to a nmaster nedium and the master nediumis
enpl oyed by legal copiers to create | egal copies. Wthout nore, the ill egal
copiers would be able to illegally copy such copies fromthe illegal naster
di sk.. To prevent this illegal copying, the present invention provides a
formatter as shown in Fig. 9 that inserts the key data into the encoded bit
stream It will be appreciated that, as an alternative, the formatter can
format the encoded bit stream out put dépectly fromthe encoder without

first being recorded to the | egal nmast medi um Thus, the formatter
produces a large quantity of disks (ROM disks) fromthe | egal master nedi um
12. As will be explained with reference to Fig. 9, the formatter detects

when the npeteéenTEdirg® hid2s&UnG btlﬁéksi.&m%-n idihegel cﬁ@%é}ﬁﬁ%&kopi% the

master nedium In this latter case, the fornmatter prevents |l egal copying

and a IargerquanndnqpuothdipkabanmlnmqtobetnéqﬂUGﬁddlek being an illegal
master disk or a disk offered for sale increases with the number
(N) of matching key data bits and is equal to (1-(1/2%). It
will be appreciated that the probability can be increased to

within one thousandth of 100 percent with as little as 10 key
data bits.

The present invention does not, in any way, impede
lawful digital disk player from playing copiea of the master
diski Fig. 16 is a block diagram representing a portion of a
player for playing the bit stream reproduced frow a disk offered
for sale. The reproduced bit stream is decoded by a variable
length decoding circuit (VLD) 61 into qﬁantized coefficients'and
de-quantized into DCT coetficients by inverse quantization
circuit 62. The DCT coefticients are transformed into pixels
representing a portion ot a frame of the moving picture, and
these pix%}s are added Lo the motion prediction image stored in a
prediction memory 66 to re-create the full frame. 'The full frame
is motion compensated by a motion compensation circuit 65 and
stored in the prediction memory 66 as the motion prediction image
to be employed for the next frame. In this manner, the bit

stream ism decpded and reconstructed into frames of the moving

picture Lo be output as video data to a monitor, and the like,
for display.



A conputation circuit 32 reads the bit streamup to a predeterm ned
position and conputes a position (X) of the first block that will determ ne
the key data by, for exanple, use of the equation (X B/K), .wherein (B) is
data extracted fromthe 19 bit streamand (K) is a predeterm ned key
stored in nenory 31. A detection circuit 33 detects the first block at
position (X) in the encoded bit stream and causes nenory 34 to extract the
key data therefrom A key.insertion cirgyit 35 inserts the extracted key
data into the second block and a correction circuit 36 fornms the third
bl ock of correction data to correct the anonaly of the inserted key data in
the second bl ock. A decision circuit 38 determ nes whether the encoded bit
streamis reproducegd froma |egal master disk or froma copjed version of
the master disk %ﬂude the prgsent invention has been &%scr?keg as

' inserting key data bits into the luminance (Y) DC coumponent

blocks, it is equally pracLicable to insert the key data into the

color difference (Cb, Cr) blocks. For that matter, the key data

can bé determined from one type of block, luminance (Y) black for
example, and ineerﬁed into another type of block, such as the
color ditterence (Cr, Cb) blocks.

The present invention may also be embodied as a
computer—reédable medium for directing a computer, such as the
described formatter, to prevent illegal copying. A reproduced
bit stream recorded on the computer-readable mediuﬁ is encoded
according to an MPEG atandard which provides that the recorded
data be encoded as pictures including intra and inter-pictures.
'The pictures are divided into DCT blocks of DCT coefficients,

with DCT blocks having a difference between DC components in

adjacent DCT blocks. A first DCT block in a respective intra-

 picture determines the key data and a second DCT block in the
respective intra-picture receives the key data indicating that
the computer-readable-medium ié,a copy. A third DCT block in the
respective intra-picture includes data correcting the anomaly
caused during recording caused by the receipt of the key data by
the second block. _

The DC differential from which the key data in the

present invention is determined have been described as being

fixed length coded blocks. Instead, motion_residual (FLC)



such as the disk offered for sale and the illegal master disk and causes
t-he centrol circuit to allow the encoded bit streamto be recorded by
-recordi ng apparatus 37 only in the forner situation. Qherw se, the encoded,
bit streamis judged as a streamfromthe illegal master disk and the
recording apparatus is prevented fromillegally copying the encoded bit
stream The formatter displays the decision of the decision circuit to an
operator, via display unit 40. The opﬁﬁation of the formatter in Fig. 9
‘Wi ll. be explained with reference to the flow charts of Figs. 10-12. The

formatter starts a recording operation by causing conputation circuit 32 to
continuously read the encoded bit streamin-step S1. According to the
present invention, the key data is inserted into an |-pic

ture frane which
is the-fir ﬁncpfisﬁefrw&e&% difsapential Matugsohinthe (RSN, VECL PR ANAY R&

frame in the

by the conptit® r&)\"l'llp-g BhSi G eellYS: bl didsSto Lnd! fbet GdieAlE QLts are read

explained with reference to FIG. 8, the motion vectors of the P-

picture and the B-picture are detected by the motion vector

detection circuit 11, and these motion vectors are encoded and

contained in a bit stream for tranamission. These motion vectors

are represented by motion_code as VLC as shown in FIG. 18, and by

motion_residual as a fixed length code (FLC). Motion_code
represents an approximate value of the motion vector, motion
residual represents a correction value for indicating an accurate

value, and f_code represents the accuracy (magnification) of

motion_code.

In the case where f_code is 1, for example, motion_code

represents a value with an accuracy of 0.5. A sufficiently
accurate value can thus be represented, and therefore motion

residual is not used in this case. In the case where f_code is

2, on the other hand, motion_code represents a value with an

integer accuracy, and motion_residual a value with an accuracy of

0.S. In other words, motion_residual is represented by a 1-bic

FLC indicating 0 or 0.5. Further, in the case where f_code is 3,
motion_code represents a value with an accuracy of a multiple of

two, and motion_xesidual provides a 2-bit FLC representing O,

0.5, 1.0 or 1.5. It will be appreciated that, as in the case of

DC differential, motion_residual is not existent for motion_code

of 0. In thie manner, key data for illegal copy prevention can



20 circuit and the data (B) is extracted in step S2 from for exanple,
sequence of Lhe bits in the stream correspondi ng to header information.

conputation circuit, then, conputes the position (X) of the first block in

a

The

step S3 by use of, for exanple, the equation (X = B/K), wherein the val ue
(K) is a predeterm ned value stored in nenory 31. It will be appreciated
that the equation (X = B/K) provides additional protection fromillegal
copying. The value (K) stored in nmenory 31 nmay be derived, for exanple,

froma password i nput by the operator

The value (B) may be derived froma secret area of the bit stream
the values (K) and (B) act as a double key, which is difficult

for ?‘][‘_ i | Iﬁa}ec@ﬁrabar 1 h OnStaThY Rl sidla Bt &t 5%onbler GOIRY tALH1QBACH &fdbir
specifies the

Toget her,

code (FLC) as in the case of DC differential mentioned above.

It will be appreciated that the motion_residual data ia
included in both the P-picture and the B-picture. The exclusive
use of motion_residual ot the B-picture, however, can prevent thé
effect of key data ingertion on other pictures since the B
picture is not useq'for prediction of other picturesi

The present invention is particularly guited for
manufacturers who wish Lu prolecl Lheir digital video programs
from illegal copying. Aé shown in Fig. 17/, for example, a
manufacturer copies en masse a moQing picture from an original
source, such as a genuiné magter disk or master tape. Since the
original source does not include key data, the formatter does not
detect any key data and allows the moving picture to be recorded
to an object offered for sale, such as a disk copy as shown by
the circles labelled on the block. designated as the formatter.
To preveht illegal copying, the formatter detects key data from
firat blocks already exisLing in the moving picture and inserts
this key data into corresponding second blocks. As explained,
the object offéred for sale may be lawfully played by the player
of Fig. 16, but may not be copied by the formatter. Thué, an
illegal copier cannot make copies from the object offered for
sale or an illegal master disk because the formatter will detect
the key data indicating a copy as shown by the "X* labelled on

the formatter. 1In addition, an illegal copier cannot make an

ot her password generating neans.



positions of the first and second bl ocks fromposition (X). For exanple,,
wheres(x) is a byte of data, the conputation circuit may specify the four
nost significant bits (MSB) of byte (X) as the position for the first block
and the follow ng four |least significant bits (LSB) of byte (X)' as the
position for the second block. 1In the alternative, the six nost

significant bits (MSB) of (X) represent the position for the macrobl ock and
the followng two | east significant biyg (LSB) of byte (X) represent the
position for the first block and the second bl ock inmedi ately follows the
first block. Indeed, the nunber of bits conprising the position of the
first block may be selected variably in order 21 to further inpede

11 egal coni gl ol SMSELenLpl 00 00 ROBLEL Y] (hCoblist SHrtka 0
sale or the illegal wmaster disk because the reaulting magters
will also include the key data which prevents copying.
Accordingly._che present invention assuredly prevents illegal
copying of a digital video program, Lhereby greatly curbing the
danger of illegally mass produced copies.

Although the presgsent invention has been described in
particular detail to the preferred embodiﬁenta, it is to be noted
that the invention is not limited thereby, and that various
changes ﬁnd modifications may be affected therein by one skilled
in the art without departing from the scope of the invention

which is intended to be defined by the appended claims.



S|gnal sShowing the position of the first and second bl ocks. Now referring
to the portion of the flow chart depicted in Fig. 11, the operation of the
formatter proceeds to step $5 wherein detection circuit

stream and detects when the posiLion of the first block ﬂmﬂaﬂﬂl"ﬂallmuu
as determned in the previous step is reached. The presenﬁ | fventin s =+
selects the least significant bit of the DC differential in the first block
as the key data which is set in the second block to prevent the illegal
copy. To detect the DC differential, the detection circuit detects the DC
size for the block ininquiry S7. If tRB® DC size is not zero, the operation
of formatter proceeds to step 8 and a register (register 1) in nmenory 34 is
set to the least significant bit of the DC differential as the key data by
t he detectiwmnCphE®uyit 33. Otherwise, the DC size is zero, and the formatter

proceeds to step S8 mhere a reglster (register 1) is set to "O' by the

unauthorized copying of encoded data subsequently reproduced as a
bit stream trom a record medium, sald apparatus comprising:

designating weans for designating a first data block
and a second data block fpém said bit stream; and |

inserting means for inserting at least a .portion of
data included in said first data block as key data into said
second data block indicating that the'recordéd data on said
record medium is a copy and should not be copied.

2. The apparatus avcording to claim L, furthex
comprising recording means for recording the encoded data
including said key data to said record medium.

3. The apparatus according to claim 2, wherein said
recordinyg weans includes orthogonal transtorm means tor
transiorming said bit-Stream into orthogonal transform
cocflicienls before encoding.

| 4. The appafatua according to claim 3."ﬁhe:ein said
recorded data is video data encoded as intracoded and intercoded
pictures formed of blocks ol DCT coefficients, each block having
a DC differential component representing a difference between DC
DCT coefficients in adjacent blocks;

wherein said first data block designated by said
designating means is a first block of DCY coefficients in an

intracoded picture; and



The operation of formatter, then, proceeds to step leT_mbeLﬁLﬂ_LEQQLEQ_%S
continued by the detection circuit 33 and detection circuit 33 detects the
second block in the read bit stream Similar to step Sﬂ'mum'ﬂimmm
circuit in step Sl1 reads the DC size for the current bW : ,Wﬂ"
detection circuit in inquiry S12 detects that the DC.size &f the blsock is
22 zero, therefore, the logic is advanced to step S26 (Fig. 12). .Qtherw se,
the DC size of the block is not zero, the operation of the formatter
advances to step S13 wherein the |east ﬁignificant bit of the DC
differential of the current block is seft to a register (register 2) in

menory 34 and is Bet in the register (register_2). In Inquiry Sl4, the
detection circuit 33 determ nes

wherein said second data block designated by said
designating means is a second block of DCT coefficients in the
same intracoded picture.

5. The apparacué according to claim 4, wherein said
ingerting means inserts said key data into said second data block
by writing a leaat significant bit of a first DC Qifferentiai
component in said first block as a least significant Bic of a
second DC differential component in said second block.

6. The apparatus according to claim 3, wheréin_saxd
designating means further designates a third data block in said
bit stream; and said apparatus further comprises correcting means
for correcting én anomaly during recording caused by the
insertion of said key data into said second data block.

7. The apparatus according to claim 6, wherein said
recorded data is ‘video data encoded as intracoded and intercoded

) pictures formed of blocks of DCT coefficients, each.block having
a DC differential component representing a difference between DC
DCT coefficients in adjacent blocks;

wherein said first data block designated by said
designating means is a [irst block of DCT coefficients in an
intracoded picture;

wherein sald second data block designated by said

designating means is a second block of DCT coefficients in the

same intracoded picturxe; and



whet her the values in register_1 and register 2 are equal and, .if so, the
| éast Significant bit of the DC-differential in the second brock—Ts

considered to have been substantially changed al ready.
there is no need to w te the LSB of the DC different|$lnﬂ" E ﬁ""ﬁﬂ"ﬁlock

into the LSB of the DC differential of the second bl ock*and t

bypasses the witing step of S15 to step S26. On the ot her hand, mhere t he
values in the registers are not judged equal it.is deened that the LSB of
the DC differential of the second blockd3%as not yet set to the LSB of the
DC differential of the first block. |In this latter situation, the logic
advances to step S15 where the detection circuit 33 generates the detection
signal to the key insertion circuit 35 and key insertion circuit 35 reads
out the LSB of the Deadidfthlimhtdagh blotckeddsigmatipdobk $aigmdelsdgnaylng er ed

and overwites the LSB of the DC differential of the second block with the
LSB of the P¢R8 45 GckbirdPpIars Pﬁétc??ﬁf¥ﬁﬁﬁ5&§dlﬂl?a%ﬁrﬁiﬁﬁ is a copy

and shoul d pgi, N&.deld BeBELYe COPI €d-

8. <The apparatus accordlng to claim 7, wherein said
1nsert:ng meang inserts said key data into said second data block
by writing a least significant bit of a first DC differential
component. in said first data block as the least significant bit
of a second DC differential component in said second data block;

and

said correcting means corrects said anomaly by
inserting the least significant bit of said second DC
differential component into the least significant bit of a third
DC differential component-included'in said third data block,
thereby negating said anomaly caused by insertion of said key
data into said second data block.

9. The apparatus according to claim 4, wherein said
blocks of DCT coefficients are grouped into macfo blocks encoded
in a predetermined order and said second data bléck is a last
block in said predetermined order.

10. The apparatus according claim 1,'wherein said
recorded data is video data and said bit stream is an MPEG
encoded bit stream including a fixed length code representing a
motion vectdr.

11. The apparatus according to claim 10, wherein said-

MPEG encoded bit stream is formed of predictively encoded picture



23 As a result of the foregoing overwite operatlon Settlﬁ__TﬁE‘tfi}fﬁ—%¢%#——
sécond bl ock, the original bit stream devi ates by only one

decoding inage in the case where the DC conponent of each b uﬂ’e'w”u (yJ"’
quantized in eight bits, by 0.5 in the case where the DC co

bl ock is quantized in 9 bits, by 0.25 in the case where the DC conponent of
each block is quantized in 10 bits, by 0.125 in the case where the DC
conponent of each block is quantized in 11 bits. Next, a correction process
is performed for suppressing a mi smat ch8attributable to the setting of the
LSB of the second bl ock. The processing for the third block wll be
explained with reference to steps S16 to S25. Wiile the third block nmay be °
posi't i oneframesahinc padivig iBrpibeubeé t £r3ine@a Mantt sa 5d Mdef 1natdngh@éane

designates first and second data blocks in the motion vector of a
B-picture frame.

12. A data recording method for preventidg
unauthorized copying of data subsequently reproduced as a bit
stream from a record medium, said apparatus comprising tlie steps

of;

designating a first data block and a second data block
from said bit streém; and

ingerting at least a portion of data included in said
first data block as key data into said second data block
indicating that the recorded data on said record medium is a copy
and should not be copied.

13. The method according to claim 12, further _
comprising the step of recording the gncoded data including said
key data to said record medium.

14. The method according to claim 13, further
comprising the step of Lrénsfofmiﬁg_saidlbit stream into
orthogonal transform cogfficients befoxre entoding.

15. ‘he method according to claim 14, wherein said
recorded data is video data encoded Qs intracoded and intercoded
pictures formed of blocks of DCT coefticients, each block having

a DC differential component repregenting a difference between DC

DCT coefficiehts in adjacent blocks;



It i rmedl ately follows the second bl ock. Thus,-the detection circuit
continues to read the encoded bit streanlafter t he second etects
the third block thereafter in step S16. The detection circu n step S17

reads the DC size of the current block and determines in in Em ﬂﬂ”ml

whet her that DC size is zero. As in inquiries S7 and S12, I#ﬂl#"ﬂ
detected is not zero, the operation of the formatter proceeds to st ep! S9
otherwise, if the DC size is zero, the operation of the formatter proceeds

to step S16. Unlike the previous inquizg es, in inquiry S19 the detection
circuit 33 wites the entire DC differential not only the LSB thereof, of

the third block into a third register (register 3) ot nenory 34 when the DC
size is not zero. 24 As an exanple, the DC differential nay be

represented by a fiXetherein said step of designating designates a first
data block of DCT coefficients in an intracoded picture; and
wherein said step of designating designates a second
data block of DCT coefficients in the same intracocded picture;
16. ‘The ﬁethed according to claim 15, whereln sald
‘step of inserting inserts said key data into saild second data
block by writihg a least significant bit of a first DC
differential componene in said'fiist block as a least significant
bit of a second DC differential component in said second block.
17. The method according to claim 14, wherein sald
step of designating further designates a third data block in said
bit stream, said method further comprising the step of correcting
an anomaly during recording eaused by the insertion of said key
data into said second data block.
18. The method according to clalm 17, wherein said
recorded data is video data encoded as intracoded and intercoded
pictures formed of blocks of DCT coefficients, each block having

a DC differential component representiﬁg a difference between DC

DCT coefficients in adjacent DCT blocks;

wherein said step of designating designates a first
data block of DCT coefficients as an intracoded picture;
wherein said step of designating designates a second

data block of DCT coefficients in the same intracoded picture;
and



| ength code of three bits as showmn in Fig. 6. At inquiry S20, the detection
ckrcuit determ nes whether the value stored in register 1 (register I) isS
"0" indicating that the second block was rewitten trom

advances to inquiry S21. O herw se, the detection ci rch mm"lneﬂl @ljﬂaﬂﬂ
second bl ock was witten froma "0" to "1" te

and advances I aque r
I nquiries S21 and S23, the detection circuit 33 determ nes mhether t he

third block is proper for a correction block. if the third block is deened
I nappropriate, the next block in the bit streamis chosen to be the third.
bl ock. This is shown in Fig. 13 whereigq0the third block (3) is changed
from for exanple, the block imediately follow ng the second block to the
next bl ock thereafter. To explain, the third block is considered not proper
in the case where thghd:SRlsalibicstép b iddsdanaaingfdédiggmeesnd bhook is
converted from"1" to "O', i.e., decrenented, when it is_already at an
extrene valdfe:abééaqbeoam&e&tqosﬁivéew denvdie pame intracoded plclire.

19. The method according to claim 18, wherein said
step of inserting inserts said key data into said second data
block by writing a least significant bit of a first DC
differential component in said firet data block as a least
gignificant 8it of a sec¢ond DC differential component in said
'gecond data block; and

said slep of courrecting corrects said aﬁomaly by
inserting tge least significant bit of said ‘second DC
differential componenﬁ into the least significant bit of a third
DC differential component included in said third.data block,
thereby negating said anomaly caused by insextién of sald key
data into maid second data block.

20. The method accofding-to claim 15, ﬁherein sald
blocks of DCT coefficients uare grouped into macro blocks encoded
in a predetermined order and said designated second data block is
the last block in said.predetermined order.

21. The meéhod'accérding claim 12, wherein said
recorded data is video data and wsaid bil sticam ia an MPEG
encoded bit stream including a fxxed length code representing a
motion vector.

22. The method according to claim 21, further
comprising fhe step of encoding the recorded data into an MPEG

encoded bit stream representing predictively encoded picture



incremented to a greater value. For exanple, when the DC differential
represented by the three bits shown in Fig- 6 is equal to the extrene value

"111" it is not possible to increment this extrene val ue, b
t he decrenent of the second block's LSB. In inquiry S21,: mmllm’mﬂgﬂmﬁ",
expressions 2' [err] -1 and 2[err]. -1 equate to the naxithum pdsi i ve and
negative values, i.e., the extrene values of the DC differential, 25
wherein the DC size is the number of bits in the DC differential. In the
exanple of Fig. 6, the maxi num positivélvalue for three bits is 2[err] -1 =
7 (111", value 7) and the maxi num negative value is 2[err] -1 = 3 ("011"

val ue -4). Thus, inquiry S2|1 determ nes whether the value in register. 3 is,

aL Lhe extrfne valuei 8 "111" or "011" and, if so, deens the current bl ock
rames lincluding B-picture trames, 'and said step ot designating

further designates said Lirst and second dala blocks in Lhe
motion vector of a B-picture frame.

23: An apparatus for preventing unauthorized copying
of recorded data comprising:

*detecting means for detecting a first data block and é
second data block in a bit stream of data reproduced from said
recorded data;

comparing means for comparing predetermined data as key
data in said first data block w;th said data in second data |
bio;k; and

controlling means, reeponsive to said comparing'means,
for inhibiting copying.of the data reproduced from sald recorded
data if gaid key data compares to said data in said second data
block.

24. The apparatue accoxrding to claim 23, further
compriging display means for digplaying a result of said
comparin§ weans . _ | o

25. The apparatus aqcordihg to claim 24, wherein said
recorded data is video data encoded as intracoded.and_intercoded
pictures formed of blocks of DCT coetticiéncs, each block haVing

a DC differential component representing a difference between DC

DCT coefficients in adjacent blocks:;



i nappropriate. Simlarly, inquiry S23 equates the m ni num positive and
negative val ues al | owabl e when decrenenting the th|rd bIo 0 negate a
change of the LSB of the second block from"0" to "

In this case, the mninmmwpositive allowable val ue | sq 2[ e |“l“T“|ﬁmlﬁmam

bi nary) since decrenenting this value to "011" woul d resul *lnc-

three. The other mninumvalue is zero since it is not possible to
decrenment "000". Thus, in inquiry S23 the third block is deened

i nappropriate when it contains the m ninmumvalues and is to be decrenented.
In the situation where the third bl ock is deemed appropriate in inquiry
S21, the detection circuit 'proceeds to step S22 where the value of the

third block in register 3 is increnented to negate the anomaly caused by
decrenmenting the secwhereim@aid Sinpt aidya HﬂugiethE°¥¢ﬁrQYlﬁddék i s deened

D101 | €L IR a4 15 ISk R1LAD 64 A oBEOFEESRS AR 521
intracoded picture; and
whgrein said second data block detected by said
detecting means is a second block of DCT coefficientes in the same
intracoded picture.

26. A method for preventing unauthorized copying of
recorded data comprising the steps of:

detecting a first data block and a second data block in
a bit stream of data reproduced from said recorded data;

comparing predetermined data as key data in said first
data block with data of said second data block; and

selectively inhibit;ng copying of the data reproduced
from said recorded data it said key data compares to said data in
said second data block.

27. The method according to claim 26, further
comprising the step o# displaying a result ot said comparing.

28. The method according Lo claim 27, wierein said -
recorded data is video data encoded as intracoded and intercoded
pictures formed of blocks of DCT coefficienps. each block having
a DpC differential component representing a difference between DC

| DCT coefficients in adjacent blocks;

said detected first data block is a first block of DCT

coefficients in an intracoded picture; and



decrenented to negate the anomaly caused by increnenting the second block

Next, the detection circuit sends the correction 26 value in register
to the correction circuit 3G which overwites the DC diffe

Lhird block with the correction-value in step S25. It w i I ‘mlulmmﬂlhwﬁu“'
that the present

i nvention may di spense with the third bl ock ahd 'operate *
W thout correction data. In that instance, however, the anomaly caused by

the insertion of the key data bit into the LSB of the DC differential of
.the second block will cause a distorti4gn in the noving picture upon

decoding. This distortion iB mninmal because the anomaly changes the DC
conmponent by only one and is hardly noticeable in the brief display of that
single frame. The ®&addaldeteayed wddund data block is a second block of

DCT coefficients in the same intracoded picture.

29. A processor-réadable medium for directing a
processor to prevent unauthorized copying of a reproduced bit
stream recorded on said wmedium and encoded as intracoded and
intercoded pictures formed of DCT blocks of DCT coefficients,
each DCT block having a DC differential component representing a
difference between Dc_domponents in adjacent DCT blocks, wherein:

predetermined data in a first DCT block in an
intracoded picture is key data; and predetermined second data in
a second DCT block in the same intraccded picture indic&tea that
said medium is a -copy it said predetermined data in sald second
DCT block is equal to said key data.

30. The wmedium of c¢laim 29, wherein a third DCT block
in said same intracoded picture includes data correcting an
anomaly caused if said predetermined data in said gecond DCT
block is equal to sald key data.

31, The medium of claim 30, wherein said predetermined
data in said second DCT block is a least significant bit of:a-
first DC differential component in said tirst 'DCT block and is
the least significant bit of a second DC differential component
in said second DCT block. .

32. - The medium according to claim 31, wherein said

data included in said third DCT block is set to the least



be m nim zed, as explained, by increasing the nunber of bi
bl'ock fo decrease the representative value of each bit as explained. At

step S26, conputation circuit 32 determines whether nore |- EMH:MHE[“I mugl“l
be encoded with key data by returning to the start, or end|

encodi ng process. In Fig. 7; for exanple, the key data may be a strlng Sf
bits, each bit selected fron1a different first block. In this situation,

the conputation.circuit will continue to process the bit streama nunber of
times (n) until all of the key data bI#S in Fig. 7 are encoded into second
bl ocks. Wth this arrangenent, it is possible to encode key data in

mul tiple portions oL Lhe noving picture, thereby inpeding greatly the
illegal codgni§ispnt Heitymnfi $gigi secerd DC differential component before

eaid key data is inserted into said second block.

33. The medium according to claim 32, wherein said DCT
blocks are gyouped intv wavro blocks, said DCT blocks of each
macro block encoded in a predetermined order and said second DCT

block is a last DCT block in said predetermined order.



27 The recording apparatus 37 (Fig. 9), then, records the bit streamwth
t‘he encoded key data to a disk. Since the key data indicates that the
correspondi ng noving picture is a copy froma master disk, an illegal
copi er cannot copy the noving picture fromthis illegal nmaster w thout
extrenme difficulty. The manufacturer may enpl oy a stanper that physically
stanps other. disks to nmass produce stanped copies fromthe copy encoded
with key data. Since each stanped di sk carries the encoded key data, each
stanped copy is al so uncopyabl e. Thet3eci si on process by which the
formatter decides whether the encoded bit streamis reproduced from.a | egal
master disk and is, therefore, copyable is descrihe 1 ence to the
fl ow charts of FPREA RECORRANGSAPR A§20“ET'1C936 %g)g(t %Fv%éﬂ'ﬁ{t 39 sets a
counter variable (N) which repreSdBGAL FOPKENC key data bit checked in the

string of (n) key data bits in Fig. 7. Steps $S41 to S44 are the sane as
steps S1 to $4 (Fig. 10) and

ABSTRACT OF THE DISCLOBURE

Unauthorized copying of a digital video program ig
prevented by designating a firat block and a second blbck of data
in a bit atréam_encoded by a fixed Lgngth code. A portion of the.
first block is selected as key data ana inserted into the second
block to indicate that the digitﬁl video program is a copy and to

prevent illegal copying.

Figure 9



a defailed description ot those steps is referred to the correspondi ng
sections. Thus, the position (x). (step $43) of the first block is derived
fromthe value (B) extracted (step S42) fromthe conti nabisshﬁ\ﬁaeagbnﬁmlaced

stream (step S41) and detection circuit 33 (Fig. 9) speci tion
of the byte (X) is allocated for the first block position ock
position (step S44). The detection circuit continuously reads the
streamuntil the first block is detetfdd in step S46 (Fig. 15) and,

t hen, determ nes the value of the DC conmponent (DC size) of the first block
in step S47. Wien the detection circuit determnes that the DC size is "1"

ininquiry S48, the detection circuit proceeds to step S49 and se%%
register 1 to the LSB of the DC =~ !
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differential. On the other hand, when the DC value is "0", tection
ciTcuit proceeds to step S50 and sets register 1 to The detection circuit,
then, continues in step S52 to continually read the bit stIr Shaet kas BednReplaced
second bl ock is detected. At this Line, the detection circuit

whet her or not the DC size of the second block is zero in in

DC size is zero, the operation of formatter proceeds to step S54; if the
value is not zero, the operation of foipfgher proceeds to step S57. The
detection circuit, in step S54, sets register 2 to the LSB of the DC
differential of the second bl ock, and the decision circuit 38 (Fig. 9), in
step S55, detern1f§ @ieth the LSBs of the DC differential of the first
and second bl ocks are qua indicating that the Nth key data bit is found
and the bit streamis reproduced froman illegal master disk or a disk
offered for sale, not a |lepal master disk. I'f no key flata bits are found,
that is, the LSBs of DC di fferenttat—of~ttre—frrst—amnmd}second bl ocks are not
equal, the bit streamis dgened 1 ’
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i1l egal master disk or a disk offered for sale is indi catedTh;fsg t!—iasB :
LSBs of the DC differential of the first. . .29 and second bI ee"Re 'aced
equal, the control .circuit proceeds to step S56 and incr errent

N so that the formatter will search for the next key data b|t

of Fig. 7. Then, the control circuit pgprgeeds to step S57 and if there are
any nore key data bits to find fromthe string of key data bits, the
controller retw‘_-nfﬁo 55%841 of the flowchart in Fig. 15 to |l ocate the
next key data WitfiRkd. ring. Oherwse, all of the key data bits were

| ocated and the control unit prevents the recordi ng apparatus from

recording the biL str2aha¢ nEMPONENTT Sis r@&’rﬂ-ﬂé"f"g MC&luced froman illegal
mast er di sk or a disk

DC CoMONENT S‘EEW&’

VLC LU/MINANC E.
100 0
00 1
0 2
101 3
110 4
1110 5
11110 6
111110 7
1111110 B

FIG. 5B

DCT DC CompoNENT SIZE FOR (2LoR DIFFERENCE.

DC (MPONENT SR2€E Rp
vLc CotOR DIFFERENCE.
00 0
01 | 1
10 2
110 3
1110 A
11110 5
111110 6
1111110 7
11111110 8




of fered.for sale, It will be appreciated that it is not known whether—amy—
given di sk includes key data. In the preferred enbodi ment, ThisShdefifs &gicqf
key data is definitely known because its position is indicat aced
headers of |-pictures. Alternatively,.the position data may Uﬂmﬂ m

| eft anbi guous in order to prevent illegal copiers fromfinai .
data fromthe header information. In this latter situation, the key data is
found by testing the first and second bl ocks for correspondi ng |I-pictures.
It wll be appreciated that it is not 4¢dctly known whet her any given disk
is encoded with key data since the LSBs in the first and second bl ock
posi-tions may be the sanme by coincidence. In this situation, the controller
must decide in.step S58 whether it is probable that the given disk is an

illegal master-disk or a disk offered for sale based on the nunber of
mat ches det ected ' '
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30 between first and second bl ocks. Wen al | of the key data—bit
mat ched, the probability of the given disk being an illegal Eﬂﬁ
hi

fa¥'d
al

gm b

a disk offered for sale increases with t he nunber (N) of mat b

g eplaced
bits and is equal to (1-(1/[err])). It wll be appreciated mﬂﬁﬁ Tf”m
probability can be increased to within one thousandth of 100 pe
as little as 10 key data bits. The pre i nvention does not, in any way,

i npede |awful digital disk player fro s-f?]‘a‘gu ng copi es of the mast er di sk.

Fig. 16 is a block diagramrepresenting a portion of a player for playing
the bit streamreproduced froma disk offered for sjale. The reproduced bit
streamis decoded by a variable | ength decodi ng bt (VLD) 61 into

quanti zed coefficients and de-quantized into DC'I Toegflicients by inverse
quanti zation circuit 62. The DCT coefficients arleRtr
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representing a portion ot a frame of the noving picture, -and-these pixels
are added La the notion prediction imge stored in a predic¢tion nennry 66
to re-create the full frame. The full franme i's notion co <mhwd
noti on conpensation circuit 65 and stored in the prediction "

the notion prediction image to be enployed for the next fra -
manner, the bit streamis decoded and recgnstructed into franes of the
noving picture Lo be output as video dat 8/d8 a nmonitor, and the like, f or
di spl ay. 31 Wiile the preaent invention has been described as inserting
key data bits into the |um nance (Y) DC conponent blocks, it is equally

practicable to insert the key data into the color difference (Ch, cr)
bl ocks. For that matter, the key data
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can, be determ ned fromone type of block, |um nance (Y) bl cck—for—exanmptes——
and inserted into another type of block, such as the color djtter

Cb) bl ocks. The present invention nay al so be embodi ed as & hlsﬁleg%&&%eplaced
conput er -readabl e medium for directing a conputer, such as thﬂ“ﬂﬁﬂmﬁmlmll
formatter, to prevent illegal copying. A reproduced bit strea '
the conputer-readable nmediumis encodegdggcordl ng to an MPEG standard which
provi des that the recorded data be enc as pictures including intra and
inter-picturea. The pictures ar fi i de nto DCT bl ocks of DCT

coefficients, with DCT bl ocks E G 3dference bet ween DC conponents in
adj acent DCT bl ocks. A first DCT block in a respective intra- picture’

determ nes the key data and a second DCT bl ock in the respective
intra-picture receives the key data indicating that the

conput er -readabl e-mediumis a copy. Athird DCT block in the respective

intra-picture Includes data correctipg the anonal y sed during recording
caused by the receipt of the key da a§¥ART' RECORDIAIQ— '

TIN5 T0 READ BIT STREAU P TO g
PREDETZRMINED PCsition
READ R ~ 52

OBT A[N X (= BK) Usimng-Fey & P S3

SPECIFY PostTIONS OF TWO BLOCKS FRom X
FIRST BLOC FosiTION = MSE (4p]7c) OF X
CECOND Blez PosiTioN = S8 (4 BITS) OF X




t he second bl ock. The DC differential fromwhich the key data in the
prresenf invention is determ ned have been described as bei ngThis

coded bl ocks. Instead, notion_residual (FLO 32 encoded fr
differential value ot the notion vector nmay be used with equa

According to the MPEG scheng, as explained with reference to FIG 8, the
notion vectors of the P- picture and the B-picture are detected by the
notion vector detection circuit 11, and/fLAese notion vectors are encoded
and contained in a bit streamfor transm ssion. These notion vectors are
represented by notioncode as VLC as shown in FIG 18, and by notion
residual as a fixed | ength code (FLC).- Mptioncode represents an approxi nate

val ue of the notion vf.Et/oG. m7t7 on
| y
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residual représents a correction value for indicating an accura ;
and fcode represents the accuracy (magnification) of notionaedSheedlsh e R

. . . aced
case where f_code is 1, for exanple, notioncode represents a
accuracy of 0.5. A sufficiently accurate value can thus be r MHH I,
therefore notion residual is not used in this case. In the r 1
f_code is 2, on the other hand, notiongppe represents a value with an
i nt eger accuracy, and notion residual a value with an accuracy of 0.5. In

ot her words, notion_residual is represented by a 1-bit PLC indicati ngp or
0.5. Further, in the case where fcode i notioncode represents a wal ue

with an accuracy of a nultiple of two, jand notionresi qual provides eCZybit
FLC representing O, 0.5, 1.0 or¢4d.5. ligswill be apprgciated that, [as in
the case of DC differential, nofonresijgual is not exijstent for nofion_code
of 0. In this nner; key data f\g)r Il La&gal copy preverntion can R)"
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33 be recorded in notionresidual data constituting a fixed I'ength code
(PLC) as in the case of DC differential nmentioned above. Ithis®hded HABeen Replaced
appreci ated that the notionresidual data is included in bot 1 e
and the B-picture.” The exclusive use of notionresidual ot tﬂwmmﬂﬂﬂlﬂgm
however, can prevent the effect of key data insertion on ot
since the B picture is not used for prediction of other pictures. The
present invention is particularly suit@l4or nanufacturers who wish to
protect their digital video progranms fromillegal copying. As shown in
Fig. 1/, for exanple, a manufacturer copies en masse a noving picture from
an original s r/ﬁ stﬂ as af genuine nmaster drsk or nastgr tape. Since the
el ddges

origi nal. sour include key data, the formatier does not detect
any key data and allows the npving picture to be reforded
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to an object offered for sale, such as a disk copy as shown by the circles

| abel | ed on the bl ock designated as the formatter. To prevent iTlegal —
copying, the formatter detects key data fromfirst blocks alThi8hyt e BsdaiR@laced
in the noving pictured and inserts this key data into corresp,

bl ocks. As expl ained, the object offered for sale may be Iawfﬁ,m:[ﬂ!mgﬂﬂm
the player of Fig. 16, but may not be copied by the fornatter

i1l egal copier cannot nake copies frohllﬂ% obj ect offered for sale or an
i1l egal master di sk because the formatter will detect the key data

i ndicating a ¢ shqg by the "X'" labelled on the formatter. In

addi tion, an I?EQQZ; ?gr cannot neke an 34 illegal master disk or
master tape fromthe. Obj ect offered for sa leo the illegal master disk
because the resulting masters "
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wil] also include the key data which prevents copying. Accordlngly, the
present invention assuredly prevents illegal copying of a

program Lhereby greatly curbing the danger of illegally haﬁ1 gﬁﬁﬂﬁﬁdﬂammxd
copi es. Although the present invention has been described in

detail to the preferred embodinents, it is to be noted that imuum&m“m\
is not limted thereby, and that various changes and nodific

affected therein by one skilled in trmxéyi#thhout departing fromthe scope
of the invention which is intended to efined by the appended cl ai ns.

35 1. A data recording apparatus for preventing unauthorlzed copyi ng of
encoded data subsequently reproduced as a bit stnean1fron1a record nmedi um
sai d apparatus conpri sing:
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desi gnati ng nmeans for designating a first data block and a second dat a _
block fromsaid bit stream and inserting nmeans for inserti E@mmwd-
portion of data included in said first data bl ock as key dat u :
Becond data bl ock indicating that the recorded data on said
I's a copy and shoul d not be copied. 2. The apparatus according to cIa|n11
further conprising recordi ng neans jgr 4 ecording the encoded data including
said key data to said record nedlun1 & The apparatus according to claim
2, wherein said recordi,ng neans includes orthogonal transform neans for
transforn1ng or t hog§nal transforn1cooffkgL§nts bef ore
r

encodi ng. 4. ; ng to ¢laim 3, in sai cor deyy dat a
i s video datajencoded bd and ifnt er codled pi dtures Qgr%
bl ocks of DCT[coeffid . ol ock hdving alEE diflferent| & con‘p@%Fnt
representing DC 15 = 3 .
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DCT coefficients in adjacent bIOcks; wherein said first data block

_desighat ed by said designating means is a first block of D& Sieadfat BehRefisted
__ip-anmintracoded picture; and

36 wherein said second dat '
- designated by said designating neans is a second bl ock of [K S
in the sane intracoded picture. 5. The apparatus according to clarm 4,

wherein said inserting neans inserti423hd key data into said second data.
bl ock by witing a least significant 'bit of a first DC differenti al

conponent in said first block as a |least significant bit of a second DC
di fferential conponent invabdableetengtihl codes for Tivotipmacodes according to

claims, m;'-[ 7‘[3'.56173 variable length codelmotion_code(r]{s][ ]
L 0000 0011 001 —-16 '

0000 0011 011 -15

0000 0011 101 ~14

0000 0011 111 —13

0000 0100 001 -12

0000 0100 011 -11

0000 0100 11 -10

0000 0101 01 -9

0000 0101 1 -8

o000 0111 | =7

0000 1001 —-6

0000 1011 —3

0000 111 —4

0001 . ~3

0011 —2

011 -1

1 0

010 1

0010 2

0001 0 3

0000 110 b
' 0000 1010 5 ]
| 0000 1000 6

0000 010 7 -

0000 0101 10- | 8

0000 0101 00 9 S

0000 010010 . | 10

0000 0100 010 ¥

0000 0100000 | 12

0000 0011 110 13

0000 0011 100 14

0000 0011 010 15 I

0000 0011-000 B . hL ik ﬁ %‘

e



<

de\_siﬁgnati ng neans further desi gnates.d-third data hlock in said hit stream

afid sai d apparatus further conprises correcting negans REPLACEMENT SHEETS  SG
anomal y during recordi ng caused by the insertion o IdDekchpqordap@edrrt—aosngH .....
second data block. 7. The apparatus according to clannﬂﬁuwmmerepnms do paged
recorded data is video data encoded as i ntr.acoded rmrmﬁm@ﬁqgu ) ed"L
formed of blocks.of DCT coefficients, eadd¥? ock h Vﬂnﬂbﬁraac dleg‘jé gmfoaibugﬁd
conmponent representing a difference bet ween DC DCT coefficients

dj t
bl ocks; wherein said first data block designated b i na ﬁéaﬂﬁg ]991
is a first block of DCT coefficients in an_in j .

' aco —h
second data bl ock designated by said desidhatihg nmeans is a second bl ock of
DCT coefficients in the sane intracoded Bilct ur 2 and
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37 sald third data bl ock designated by said designating means is. a thlrd
btock of DCT coefficients in said same intracoded picture. 8. The ag
according to claim7, wherein said inserting means inser s

DC-differential conponent in said first dg y bl ock as t hq ljeast §b§
bit of a second DC differential conponent In sald second da a
said correcting neans corrects said anomaly by inserting Yhe | eas
significant bit ? ZaG d DC differential conponent
significant bit lof d differential conponent incl &
dat a bl ock, thereby negatlng sald anonmal y caused by i nsertton of sald key
data into said second datapbrock

1

iZ

et

23
Example Method of Selecting Block

FIG. 3

23
Example Method of Selecting Block
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coefficients are grouped into macro bl ocks encoded in W
and said second data block is a last block in said pred
The apparatus according claim1, wherein said recorded

pi cture 38 fra clu B-picture franes, and sai d-ge gnatlng means
designates first E(chon Ata bl ocks in the notion vector of a B-picture
frane. '

DCT DC Component Size For Luminance

DC Component Size
vic For Luminance
100 0
00 1
01 2
101 3
110 4
1110 5
11110 6
111110 7
1111110 8

FIG. 58

DCT DC Component Size For Color Difference

DC Component Size
vLC For Color Difference
00 0
01 1
10 2
110 3
1110 4
11110 5
111110 6
1111110 7
11111110 8




12. A data recording nmethod for preventing unauthorized copying of data
subsequently reproduced as a bit streamfroma record nedium said ,
apparatus conprising the steps of: designating a first data bl ock and a

second data block fromsaid bit stream and inserting gt |ca :
data included in said first data bl ock as4lggg data int B&‘?M g@gﬂﬁ$ a
bl ock indicating that the recorded data on said record rumis a cop
shoul d not be copied. 13. The nethod according to clai 2,14 YA 9997
conprising the step of recording the encoded data incl |di ng sai d key jt
to said record nedium 14. The nethod according to cl aijm“3r—furttrer
conprising the step of Lransformng said bit streami ntjo orthogonal

transform coefficients before encoding. 15. The net hod accordi ng fo claim
14, wherein said
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recorded data is video data encoded as intracoded and intercoded pictures

fornmed of bl ocks of OCT coefficients,

each bl ock having a DC differenfli

conmponent representing a difference between DC DCT coef {T gt EM'n&q#Egpent
bl ocks; 39 wherein said step of designating designat¢s ' - -
bl ock of DCT coefficients in an intracode%'/ﬁi5cture; and erein sai d7[St J4)
of designating designates a second data bl ock of DCT cogf i c14MAR W% e
sanme intracoded picture. 16. The method according to claim 15, wherein $akd
step of inserting inserts said key data into said second data bl ock by
witing a |least significant o\t of a first DC differenti '

said first block as a | east

Uni
. . S
conponent in said second blp
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17. The method according to claim 14, wherein said step of designating
farther designates a third data block in said bit stream said nethod
further conprising the step of correcting an anomaly duri ng--ecording
caused by the insertion of said key data into said second |dRERPLADEMENT SHEET
The nmet hod according to claim-17, wherei n6d3i%d recorded ddt g '
encoded as intracoded and intercoded pictures formed of bljog
coefficients, each block having a DC differential conponent
di fference between DC DCT coefficients in adjacent DCT bl gcHs;
step of designating designates a first data bl ock of DCT qoefficients as an

I ntracoded picture; wherein said step of_designating desi gnates—a—second—

dat a block of DCT coefficients i e sale intracoded pi cture; and
FIG. 9 Master
Medium

 Bit Stream
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111111211 121171271 1211721 21211 11 1111 * CL MS * 40 wherein said step of

designating designates a third data bl ock of DCT coefficients in the sane
intracoded pluLure. 19. The nethod according to claim 18 X
of inserting inserts said key data into said second d EREPLRCEMW Sﬂ'lﬂi

| east significant bit of a first DC differgis al conpohe; I.rist
data block as a least significant bit of a second DC d}f} Q&Aimg nent
in said second data bl ock; and said step of correctinglcerr

anomaly by inserting the | east si gnificant bit of said{sécond.DC
differential conponent into the |east significant bit qf a third DC
differential conponent included in said third data blo By—Tegat | ng

sai d anomal y caused by i?ertépn of said key

@art recordmg ,

Contmue to read blt stream up to S1
predetermined position

IR
l Read 1B l-/—sz

Obtain X (=B/K) using key K |/53

|

Specify positions of two blocks from X.
first block position= MSB (4bits) of X
second “block position=L5SB (4bits) of X

)

S4




data into said second data bl ock. 20. The nethod according to claim15,

wherein said bl ocks of DCT coefficients are grouped into nmacro blocks

encoded in a predeterm ned order and said designated sec n@gﬂ@,ﬁ@gwmcgﬂgg

the last block in said predeterm ned order. 21. The net hd

12, wherein said recorded data is video d#&/asand said bit

encoded bi t streanllncludlng a fixed |l ength code represert

vector. 22. Th (5? ording to claim?2l, f
’p

of encoding th ata into an MPEG eng

t her conpr
bit stjream representing

bl

S
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H
AaAv U Ul UI IIEJ \.'I al ’

ng(%am%lﬁﬁi% Ve

AYE4

isina the.ste

H-@ frﬂm\n aand
L

predictively encod I cture 41 franmes incl¥
said step ot designating

g B- pi CtH

ATTLC Oy arru

55—\_| Continue to read bit stream up to 1

first block

y

S6— Read DC size

S'\g
Set. 0" to | Set LSB of DC differential}__ S8
register_1 to register_1
| —l ’
Contmue to read bit stream up S10
| to_second block [
i
Read DC size ~— Si1
S12
YES
Set LSB of DC difterential | 13
to register_2
S14
. YES

Register_1= Register_2
?

AOverwrite LSB of DC

ditferetial with register_1

—— S15
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further designates said first and second data bl ocks in the notion vector
ofs a B-picture frane. 23. An apparatus for preventing unauthorized co
of recorded data conprising: detecting nmeans for detecti
bl ock and a second data block in a bit stream of data repr ; d
recorded data; conparing neans for conpari p redet erm ng¢djdata as key dht
in said first data block with said data in second data bRogk;14/MAR
controlling neans, responsive to said conparing neans, férlinhibiting
copying of the data reproduced fromsaid recorded data iff sard key data
conpares to said data in said second data bl ock. 24. The |apparails

according to claim 23, further conprising display neans for displaying a

result of saidfconparing neans. <
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25. The apparatus according to claim24, wherein said recorded data is
visdeo data encoded as intracoded and intercoded pictures fornmed of bl ocks
of DCT coetticients, each block having a DC differential {

representing a di ffer ence between DC DCT coefficients in ?ﬁgmw SbEF‘-T
42 wherein said first data block detected Ry 98i d detectijpgl neans is
first block of DCT coefficients in an |ntracoded picture; and1ﬂhMA&'ﬂ9Zald
second data bl ock detected by said detecting neans is a spcpnd bl ock of O
coefficients in the sanme intracoded picture. 26. A nethod}for preventing

unaut hori zed copyi ng of recorded data conprising the stepg_of.

FIG. 13

27

\
. |=
0C Size O DC Size!l=0

Example Methdd of Selecting Block



detect| ng a first data block and a second data block in a bit stream of
data reproduced from said recorded data; conparing predgeefm n‘ed“ W
key data in said first data block with data of said second daha*""
sel ectively inhibiting copying of the data reproduced frpn{said recor de
data it said key data conpares to said da4g 4@ said secohd da@@tﬂbm 2
The met hod according to claim 26, further C({rrprlsmg thejsfep of  displa
a result ot said conparing. .28. The nmethod according tojcl erei
said recorded data ilF!lk&o d encoded as intracoded and i ntercoded ——
pictures formed of coefficients, each bl ock-faving a DC
differential conponent representing a di fference bet ween DC DCT
coefficients in adjacent blocks; said detected first data block is a first
bl ock of DCT coefficients in an intracoded picture; and

‘ Start decisibn }

sétNtoo I
o i o

Continue to read bit stream up L~ s41
to predetermined position

|

Read B I_/\S42
‘ ,

Obtain X (=B/K) using key K|—/‘S43
’ S44

l )

Specify positions of two blocks from X.

first block position= MSB (4bits) of X
second block position=LSB(4bits) of X




43 séid det ected second data block is a second bl ock of DCT coeffipients in

the sane intracoded picture.

a processor to prevent unauthorized copying of a reproduced
recorded on said nedium and encoded as intracoded and inter
formed of DCT bl ocks of DCT coefficients, gagis DCT bl ock ha
differenti al conponent representing a difference between DC
adj acent DCT bl whe n;, predetermned data in a first

i ntracoded pic i keig;ata; and predete

DCT block in the same’ i ntracoded picture ind

29. A processor-readabl e nedi ufhfor

Red second dat
Ftes that saio

FuEN]

: N I |
bi ¢ «LFMEN] ‘SHEET

fogled pi ctures
i b9 P4 [MAR 1997
cgnponents in

S—-ttock—T™h an
ain a second

nmedlumis a

copy it said predeterm ned data I n sald second DCT block is equal to said
key data. 30. The nedi up=a u 7 . ' ».o '6uuk
| S48 Mirst. block
1
S47 Read DC size
| S48
S50 VES F DC Size=0 ? )/
C | [ .
L Y - l [ —
Set O in register_1 S:‘t t;‘:’;sf;,_ac differentia 549
L ' ?51
1
Continue to read bit stream up to
second block
Read DC size ~— 552
YES / 2 S53
{\bC Slze 0 7 54
yNO (
Set LSB of DC differential in register_2
S?_G- & - S55
N=N+1 YES /Register_1 =Register_2\ NO
? S59
ls there any -\ VES Decide that the bit
gecided on 2 [ stream is an original
NO

1
Decide that the bit

{

stream is a copy -~ 558

with probability

C

End )

of (1-(1/2"N))

( End )

®




in said same intracoded picture includes data correcting an anonaly causeo
if said predeternined data in said second DCT bl ock is equal_lLo-s8
data. 31. The nedium of claim 30, wherein said predetern1n§@;mﬁﬁﬁm-_

second DC differential conmponent in said second DCT bl ock}
according to claim31, wherein said data included in said}t
is set to the |east 44 significant bit of said second O
conponent before said key data is in8rted into said secony
nedlun1accord|ng to claim 32, mherelégsald DCT
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bl ock in said predeterm ned order.
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FIG. 18
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Variable length codes for mGtiGA—code

Variable length code{motion_code(r][s] ]
0000 0011 001 —16
0000 0011 011 —15
0000 0011 101 —14
0000 0011 111 -13
0000 0100 001 —12 .

10000 0100 011 =11
0000 0100 11 =10
0000 0101 01 -9
0000 o101 1 -8
0000 0111 -7
0000 1001 —6
‘0000 1011 -5
0000 111 —4
0001 -3

0011 -2
011 - =1
1 0
010 1
0010 2
0001 O 3
0000 110 4
0000 1010 5
0000 1000 6
0000 0110 7
0000 0101 10 8
0000 0101 00 9
0000 0100 10 10
0000 0100 010 ™ F o0
0000 0100 000~ | 12 S
0000 0011 110 13
0000 0011 100 14
0000 0011 010 15
0000 0011 000




