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TI TLE OF THE | NVENTI ON PORTABLE ELECTRONI C APPARATUS

+ PROCESSI NG APPARATUS FOR PORTABLE ELECTRONI C

APPARATUS, AND DATA PROCESSI NG METHCD | N_PORTABLE

ELECTRONI C APPARATUS 5 BACKGROUNDbPF TFE INVENTIONW“
Apparatus such as a smart card (1C §a$d>e°f F°WWWIMIIWMMIll!lllll
integrated circuit (10 chip cdhp or
rewitable nonvolatile nenory, a CPU and TrTe -

whi f
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smart card as a portable electrdnic apparatus

br oagiiTyicepread Jeit aed @%%Cwao@I@s APERREX APl €, the
smart card has been used not only as a credit card, a

cash card, a prepaztasdlNBR ofF emad dreandy Ty comut er
pass or the like in paynent of 20 commercia

transact iTon shuitnvadrsd cas rafl ddd Cajd SudrtadpleAklectronic
enpl oyee card, a nenbership card or an insurance card

i n e@pagws Us eludd asl B tshe rsneetrdcarld, card)Cichwpich an
havi ng ‘a .CPU, various nenories, a conmuni cation

i nt drftegs aded (e duike (I€) ermbégdedmpim ssmeh aa wsrisable or
25 card, various data used for various use

applheeatitahd e aPé“@tlélrbééel ReMorys &f QP& iedds thypdd kien is

a dat o ample, in the smart card, |lo
dat & QQi|Qﬂ? ~~~~g§%cutes various types of pé%ce551ng

based on commands supplied from the outside, a

*

processing unit of the portable electronic apparatus,
and a data processing method in the portable electronic
apparatus.

In recent years, a smart card as a portable
electronic apparatus has broadly spread in various
fields. For example, the smart card has been used not
only aa a credit'card, a cash card, a prepaid card, a
reward card, a commuter pass or the like in payment of
commercial tranaaction but also as an ID card such as
an employee card, a membership card or an insurance
card in various fields. 1In the smart card, an IC chip
having a CPU, various memories, a communication
interface and the like is embédded. In such a smart.
card, various data used for various use applications
are stored in files of various types in a data memofy.

For example, in the smart card, log data indicating a
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2 history of transaction processi ng by use of the

- smart card is stored for each data row by using the

filein which the data for the unit of the data row
(record) is stored. 5 In general, the smart card
executes processing corresponding to a conmand from

an external apparatus mhile_rqge{ying supply of a

power froma reader/witer whith is the externa
apparatus. In such a smart card, if the supply of the
pomgﬁj&kgn1kpe ext ernal. apparatus .10 is bl ocked durin

t he "exXeddti Gt OF FREPrSled NG S HHE B des SHiind s smart
forci .dj i . E le, in a_.system which
supgalqlé% l;yhzsccg)gtv?ec?Lf%%o%atq{?e@r%;%)errd/wwqyt 5 H The t11° 10

Smaldy ;G Cth_%etdaacta FIH qil%t %rrm*n%df Q%%gtdf%%’ rvgqﬁn(ret&%d) is

-smart card is extracted fromthe abov

pr edetpnrayd ned position, the supply of the power is
bl ocked to forcibly discontinue the processing. If the

processi Mo igerirscontiHal eshaott | g dadsee cutpdal®-ocessing
processi ng such as data witing or rewiting, the
dat @drxengionuidat ed 20 cemeamdedr st alre,ex@RGn2Q apparatus

frequently has a breakdown state. In particular, the

smamth id#r ¢ egfe iy icantsapples o ft yedwe rcdnfdrgur eddder /writer

recei ve the supply of the power fromthe reader/witer

by Madid demile catticsmalCombeqisentd .y, Tm SUsd snemtart card,

card of the contactless type, the supply of the power

25 i &S 1 PRdcI0dd TG FRY Stthe I ddssiargerand anmagatus

is a_high possjbility that the above data breakdown

T g COERET (i adt WAGE KO Rt A RGOS Sing, the

Updﬂg%%ég%ing is forcibly discontinued. For example, in a
system which supplies the power from the reader/writer
to the smart card set at a predetermined position, when
the smart card is extracted from the above
predetermined position, the supply of the power is
blocked to forcibly discontinue the processing.

If the processing is discontinued during data
update processing such as data writing or rewriting,
the data is not updated to a correct state, and
frequently has a breakdown state. 1In particular, the
smart card of a contactless type is configured to
receive the supply of the power from the reader/writer
by radio communication. Consequently, in the smart
card of the contactless type, the supply of the power
is easily blocked during the processing, and there is a

high possibility that the above data breakdown might

occur. In a case where the data cannot be updated to
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3 the correct state, in the conventional smart card,

it 1s judged that the breakdown of the data occurs,

whereby a storage region of the data becones unusabl e,
or the smart card itself is discarded (replaced). 5
However, in a configuration in which when the
breakdown of the data occurs ing to a comuni cation
defect other than a security attack, the storage
region of the data or the smart card itself is

di scarded, the smart card.cannot_ eff.i cientl e .

el Byt 6 o BaTEr , ha Eopr NAN G B (R A c 1t

card g ;jsulé?eldy tﬁ%%c%%‘és b"i"eta%aovg; s pracessing in
ce wt command or der.

accordan a predetermne

Thergfor®,y if AR QIO dps Aetactied WA RIReR!s th B able,

predeterm'ned command during the series of processing,

15 tdie 98y isesref precassing have it heRer fagmdagai n
fromthe beginning. That is, when the error with

r espeotevter,t He pr edetfargdmad commidiich defectett breakdown
during the series of processing, a processing

ef f icdl eney daga peours2@wEorg eocanplemnraitiedmaogiefect

di scl osed in Jpn. Pat. Appln. KOKAl Publication No.

200 BS54 Er0s ag seceidhinigl Gyt adli chihst ortesradee nggpem of the
limt value of the nunber of processing tinmes to

| i Md2%he hifsersteir t ke r pridesslsi g Wifemrdabn tig pmart
the technol ogy disclosed 25 in Jpn. Pat. Appln. KOKAI

Publ Gt i TNG. SS00F 287542 P idMRILYEFficult to

' cessin ef ficiency.
| mprove t §}é§¥2¥3‘¥ﬁg égéilcatl 1 og the smart card

usually proceeds with a series of processing in
accordance with a predetermined command order.
Therefore, i1f an error is detected with respect to a
predetermined command during the series of processing,
the series of processing have to be performed again
from the beginning. That is, when the error with
respect to the predetermined command is detected during
the series of processing, a processing efficiency is
poor.

For example, a technology disclosed in Jpn. Pat.
Appln. KOKAI Publication No. 2007-257542 is a
technology which stores the upper limit value of the
number of processing times to limit the number of the
processing times. Even with the technology disclosed
in Jpn. Pat. Appln. KOKAI Publication No. 2007-257542,
it is difficult to improve the above poor processing

efficiency.
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4 BRI EF SUMVARY OF THE | NVENTI ON An obj ect of one

- configuration of this invention is to provide a smart

card which is excellent in processing efficiency
during the occurrence of an 5 error, a smart card
processi ng apparatus, and a smart card processing
system According to an aspect of the present
invention, there is provided a portable electronic
apparatus conprising a storage unit configured to

store various 10BE?E?’SBM& nga%p EOENgﬁ'& gnfigured
W an externa

to performdata ~conmmunrcation l

appar at Ugy, eetcet:ct .§%neu Irgr%)tntfchigjrﬁf .ag:liro%d c}fo&:qxe}se%klv%%ttaon

havi ng data abnormality ata stored i'n the

Stoﬁég%ou@ﬂbdi@eaac%§%IWh%%%d i iabnorsnely datan: in
confirmation command i s received from 15 the externa

aApPY IS Mingy e 1CAIEY CRLiOR Whd oG refice of an
notification unit configured to notify the externa
apparatats of stresponse dalradenclindi rgdanfzaiimmt i:o a smart

indicating the data in which the data abnormality has

beerradst gotoed sy riches yoetegct i on unit. 20 According to

an aspect of the present invention, there is provided

a port ablfewaitdiic apparmdls ofcdms insiarpre: invention,

communi cation unit configured to _conmmunicate with an

ext éfyfdle dppararisicdh ad@edieie dmiat reenia gured attels

detect a .command error due to a 25 first command ,

r ec SSTEY HH KA tohe TG AN Ldp FArdti @ iFch tG [R¢ore various

conmuni cation unit, q_first.trag§ 1.SSi on roce%%in data

uni t2ESHF P TE Y S th & Lo E et S Otrﬁb
communication with an external apparatus, a detection
unit configured to detect data having data abnormality
in the data stored in the storage unit in a case where
an abnormal data confirmation command is received from
the external apparatus via the communication unit, and
a notification unit configured to notify the external
apparatus of response data including information
indicating the data in which the data abnormality has
been detected by the detection unit.

According to an aspect of the present invention,
there is provided a portable electronic apparatus
comprising a communication unit configured to
communicate with an external apparatus, a detection
unit configured to detect a command error due to a
first command received from the external apparatus via

the communication unit, a first transmission processing

unit configured to transmit the command error to the
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- 5 external apparatus based on the detection of the

* conmand error by the detection unit, a second

transm ssion processing unit configured to transmt
command error information to the external apparatus 5
based on a second command received fromthe externa
apparatus via the communicationgunit to inquire about
the error, and a conmand processing unit configured to
execut e processing based on a third conmand

corr [N hLrst co d recei ved fraomthe
10 é%?g%ggﬁlgﬁééﬁ%éﬁig\H%f%#&éﬁgﬁﬁﬁnn?ﬁﬁ?%ﬁ?qnﬁ#nRQ?
transfta A0 eef&ecﬁmﬂr%})eree%géeétQL&hg%r?‘ft%,erapas!ecor%d

apparatus. According to an aspect e presen

| NVerttd: 001 s i §dctdyaviflath & REACESHING aRParalis,; «

for a portable electronic apparatus conprising a
conmagtingatd e tiy tinkf eenfigured die comamcatg M tdtus
the portable electronic apparatus, a first

t r ansadssion proeess] ngpnattd oo 1w etk dro dHanrsdrmnl
first conmand to the portable electronic apparatus

vi a airer oo icattiion amintynicatfiostuniecepnt ilomuire about
processing unit configured to receive 20 response data

| ndi ¥ i 9F & c it MmN R a@e Iheng funrist worftendred to
fromthe portable electronic apparatus via the

conTfiffi CHtS g AR TS1nY KSR QM ehstiissd sirsstessi ng
unit confi unfd to transmit a second command to

i nqui te SEOUC He r%e t'or tHe TOMEH & Kctabriompg-he
appal é?héﬂ a . the onnunicq}ion unit,. a second

reception proac%)_sasriangusurﬁlta Ot i PR P kit to
comang, <& oy 1YL oN 4,00 the hartahl e ., apparatus.

el ectronic

According to an aspect of the present invention,
there is provided a processing apparatus for a portable
electronic apparatus comprising a communication unit
configured to communicate with the portable electronic
apparatus, a first transmission processing unit
configured to transmit a first command to the portable
electronic apparatus via the communication unit, a
first reception processing unit configured to receive
response data indicating a command error due to the
first command from the portable electronic apparatus
via the communication unit, a second transmission
processing unit configured to transmit a second command
to inquire about the error to the portable electronic
apparatus via the communication unit, a second
reception processing unit configured to receive command

error information from the portable electronic
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6 apparatus via t he communication unit, and a command
» processing unit configured to transmt a third conmand

corresponding to the first conmand to the portable

el ectroni c apparatus via the conmunication unit. 5
Addi ti onal object's and advantages of the invention

W ll be set forth in the des_criéJti_on whi ch foll ows,
and in part will be obvious fromthe description, or
may be |earned by practice of the invention. The

bj ect d ad f t.he 1. ti.,on ma
be. AP 65aqd “10 G0t AT REE oy rBEna et RS 2 command

| it mhi_nat ticul arl,
01 KELR e et Ak B T L DRSRIBHION OF T command
SEVERAL M EWE 0 THE RAWNG THe ACeQMaMI0 norrap1 e

draw ngs, which  are incorporat I'n and constitute a

par te 10fc 18 1$P G GAlIORs 1 a1 % Hd | st Alie e S

of the invention, and together wth the genera

descri pt irem igiiveih 1akmye ay die adwigliaidead gesald ptid®htion
of the enbodi nents given below, serve to explain the

pri ncilgl ée cltt Hedthveant it d&sGribti®m whidgl @Wllows, and
schematically showi ng a 20 constitution exanple of a

smaritn eard priddedsi g vsiystse ir drm ¢lhed ideg car igriEran ,carmd may be
(a portable electronic apparatus); FIG 2 is a block

di agre@mnsch@yairegtiyresivdwitiy dnveartdwar-e ddrestdktiftdten and
exanpl e of the smart card; 25 FIG 3 is a diagram
shoWHG I 386&Fs it (ticon "eseardicd My &< inea iizsikdnich a

dat a nenor FIG 4is fat iea%ram show ng a

Conmttal}tni%;nbélxmneg o) nstrumentalities and

combinations particularly pointed out hereinafter.
BRIEF DESCRIPTION OF THE SEVERAL VIEWS OF THE DRAWING

The accompanying drawings, which are incorporated
in and constitute a part of the specification,
illﬁstrate embodiments of the invention, and together
with the general description given above and the
detailed description of thé embodiments given below,
serve to explain the principles of the invention.

FIG. 1 is a diagram schematically showing a
constitution example of a smart card processing system
including a smart card (a portable electronic |
apparatus) ;

FIG. 2 is a block diagram schematically showing a
hardware constitution example of the smart card;

FIG. 3 is a diagram showing a constitution example
of a file stored in a data memory;

FIG. 4 1is a diagram showing a constitution example



- 7 - of data managenent information; FIG 5 is a

- diagram showing a data format controlled (set) by
control information; FIG 6 is a diagramfor
schematically explaining a 5 conmunication procedure
of the smart card and a reader/witer in a case where
the smart card perfornms normal, processing; FIG 7 is
a diagram for schematically explaining a

comuni cation procedure of the smart card and the 10
read&r/vvriter in a case \¥1ere an update error of data
occ s 99T 3 A8 SFer e tard SBPEt18Ms a di agr am showi ng
a constitution exanpl of _an.abnor mal ta

confir natEiulf)dﬁ gO%%;fﬁ%a% SPOWING Sy SHSART a
const | i l\e f S t.a wth respect
to ﬁ]éenttgigr%g%ﬁdglx(% at)abyéo%r??lltrrrr?gt ﬁgln%%g(r%%ﬁ‘nél;’ FIG 10 is

a di agramhovd NG & eNsfddtdon sc@?&%ﬁ@ﬁ:a‘ﬂlf%x laining a
abnormal data update conmmand; FIG 11 1s a di agrfm

showidignum 1CRRSIHNt WriRRdwiR rammple sefa the esrense
data with respect to the abnornal data update

commandie F7h@ith? iih & fdaow ehant froke expla Riaig dofdfewns

of abnormal data confirmation processing; FIG 13 is

a fIrownreartrooerssexygizai ning a flow of 25 abnor nal

data update processing; FIG 14 is a diagram show ng

an exanplielf &t e & chirpmrayf far evahmmatmiqud rly commemidiing a
communication procedure of the smart card and the
reader/writer in a case where an update error of data
occurs in the smart card;

FIG. 8 1s a diagram showing a constitution example
of an abnormal data confirmation command;

FIG. 9 is a diagram showing a constitution example
of response data with respect to the abnormal data
confirmation command;

FIG. 10 is a diagram showing a constitution
example of an abnormal data update command;

FIG. li is a diagram showing a constitution
example of the response data with respect to the
abnormal data update command;

FIG. 12 is a flow chart for explaining a flow of
abnormal data confirmation processing;

FIG. 13 is a flow chart for explaining a flow of
abnormal data update processing;

FIG. 14 is a diagram showing an exampleof the

format of an error inquiry command;
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8 FIG 15 is a diagramshow ng an exanple of the

- format of error detail response data;, FIG 16 is a

di agram showi ng an exanpl e of error rmanagenent
information stored in a working nenory; 5 FIG 17 is a
fl ow chart showng a flow of processing in a smart
card processing apparatus until_ one command is
conpleted in a series of pro—ces%i ng; and FIG 18 is a
flow chart showing a flow of processing in the smart
card until_the command js 10 conpleted in the series
of processthy. ! DETAIE BB TERR P19 O THR AMYENT o he
Herei nafter, first and second enbodi ments of this

| nvertiB i 1° e et Hed HH T ditce (o the

dr awi ngs. Fiest, the first enmbodi ment will be
descri gedF.féFl Jls s%hcglrraa Talg yo"é ons™a %}6?'{%31[% ucfg on ©°*
exa - . pr i ng. s i ncl udj a
e ressprt, S Qe P LA W AR

accordi ngrt®, the i§id st1enhadi rendnofithes presents
invention. 20 As shown in FIG 1, the present snmart

car hrJUELSsd Nth SY i coansdidad o6 of SpdmiduLant i
1, a smart card processing apparatus 2,  a
conmne catnindihd niet s Bsteah dmforgmtiad ceimicdAinty; and
the like. The information center 6 is connected to
t he smartFT@r dl 251 praociebsi nthappaskadwsn@ i dldhet
communi cation network 5. The infornmation center 6 is
a SErREYe HpPHF atust vehi it rigedrard| Wyt Wardyescaatand is
utilized in the present smart o

completed in the series of processing.

DETAILED DESCRIPTION OF THE INVENTION

Hereinafter, first and second embodiments of this
invention will be described with reference to the
drawings.

First, the first embodiment will be described.

FIG. 1 schematically shows a constitution example
of a smart card processing system including a smart
card (a portable electronic apparatus) according to the
first embodiment of the present invention.

As shown in FIG. 1, the present smart card
processing system is constituted of a smart card 1, a
smart card processing apparatus 2, a communication
network 5, an information center 6 and the like. The
information center 6 is connected to the smart card
processing apparatus 2 via the communication network 5.

The information center 6 is a server apparatus which

generally manages data utilized in the present smart
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9 card system In the present smart card system the

- information center 6 functions as a superi-or apparatus

with respect to the snmart card processi ng apparatuses

2. Moreover, the comrunication network 5is a 5

conmuni cati on network such as a public tel ephone

network or a public radio co ni cati on network. The
smart card processing apparatus’ 2 is an apparatus

mai nly constituted of an el ectronic conputer main body
such as, a rsonal__copputer (PC). In the 10 smart card
proE@§§iﬁ§%§ﬁﬂaragﬁst e Qrﬁégfé COREL §8$daSYREPA, the
cont.ral _unit hand hard di sk .drive (HDD) 12 as a

st ord Sr@ﬁﬁﬁpnlﬁeP%SrsﬁaFP“€£ﬁ8“6r6ée§sFH§eéﬁB£r§PB§ratus

: [ keyb d 13 di spl
2, VIRIESoL03 SOTOTE' g0 B B M el e

rea W I r a prin

15 3 Tupetioneef E%%g?%@#th%a%é%%gﬁg%%oE% %h?ﬁsgart

card 1 via the'rea iter unction 0

per LomiuRg catabinous thitRes sel-hPrLaces$iund ibased pR e
data received fromthe smart card and the |ike. The

Mai Re@diikolbrudi bubl icorprisesoanGRWchtiocd nd@wdRmDrY
18 and the like. The CPU 17 is a unit which perforns

dat a prodéssisng rauciaras pralcadsdinorpgareeessiong.s Eme

CPU 17 perforns the data processing in accordance

wi t Bp@aprogsama iThy wemsity t18 econyr iases lactwonkicngomputer

menory in which data for an operation is 25

t enper&r PogYs S8E8d 2 Sa apPegs@mare pompuite wHiPEN .a In the

program_ to be executed by the CPU 17, control data

and S{"R& ° (RE RrOCEFELEd arR®ARES Ke. aaECordi Rgmpsises a

Suc%a%n control unit 1l-and a hard disk drive (HDD) 12 as
a storage unit. In the smart card processing apparatus
2, the PC 10 is connected to a keyboard 13, a display
14, a reader/writer 15 and a printer 16. The PC 10 has
a function of transmitting a command to the smart card
1 via the reader/writer 15, a function of performing
various types of processing based on the data received
from the smart card 1 and the like.

The main contreol unit 11 comprises a CPU 17, a
memory 18 and the like. The CPU 17 is a unit which
performs data processing such as calculation
processing. The CPU 17 performs the data processing in
accordance with a program. The memory 18 comprises a
working memory in which data for an operation is
temporarily stored, a program memory in which a program

to be executed by the CPU 17, control data and the like

are stored and the like. According to such a
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10 . constitution, in the main control unit 11, the

CPU 17 executes the programstored in the nenory 18

to realize various types of processing. The HDD 12 is

a. rewitable |arge-capacity 5 nonvolatile nmenory.

The HDD 12 functions as an auxiliary storage unit.

For exanple, in the HDD 12, _ el%ct[onic data files 1,

2, 3, ... are stored as confi&ential i nformati on. The
data of these electronic data files stored in the HDD
12 can be transmtted.to 10 the smart card via t

ea et VRS it A Lt G ofTeie T rine L2017
control unit 11. The keyhqard 13 functjons a .
oper T Br i T et o opar b by Ton T ORER A Tt realize

th ' ; t 2. The keyboard
eﬁﬂ&f?ﬁﬁ%?ﬁ%@l atus e keyboar

13 is use to 1nput various 15

operati ngrhAStifycts ONS, 2 dad @ PFat e 1d ke -Jhea & spl ay

14 is a display unit which displays various pieces of

I nf of sed b D Unslefieridie, comtdlHmd 1hef PEHibnsThes an
reader/witer 15 is an interface apparatus for

commank el dng stdtaddeusimrt ©ar dexdamdihe, in the HDD 12,
reader/writer. 20 15 is an external apparatus having

an ietecnabnhenatg &l coymuni £atdon cormrolstumigd awl

the like (not shown). Moreover, the reader/witer 15

i s covriidemnietr bfimpriait et acel kordashoridi e i® @lectronic
communi cation systemof the smart card 1. Wien the
smardakarfiies sSteuRd 2o i) B ot 8 TRARSRHEYGd to
card, the reader/wjter 51is constituted of a

cont 2t %Fﬁ?f“t%a]b%”ph%‘?c  yFeATRE 1Lt FT chy (ypder the

Connggéggoioo? gﬁgtﬁggntggétéglt£ﬁﬁt 11. The keyboard 13

functions as an operation unit which is operated by an
operator of the smart card processing apparatus 2. The
keyboard 13 is used by the operator to input various
operating instructions, data or the like. The display
14 is a display unit which displays various pieces of
information under the control of the PC 10.

The reader/writer 15 is an interface apparatus for
communicating with the smart card 1. The reader/writer.
15 is an external apparatus having an internal memory,
a communication control unit and the like (not shown).
Moreover, the reader/writer 15 is constituted of an
interface corresponding to a communication system of
the.smart card 1. When the smart card 1 is, for
example, a contact type smart card, the reader/writer
15 is constituted of a contact unit to be physically

and electrically connected to a contact unit of the
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- 11 - smart card 1 and the |ike. Mreover, when the
smart card 1 is a contactless type snmart card, the
reader/writer 15 is constituted of an antenna for
performng radi o conmuni cation with the 5 smart card
1, a conmunication controller and the |ike. The
reader/witer 15 perfornms, with respect to the snmart
card 1, power supply, clock supply; reset control,
and transm ssion/reception of the data. By such
functions, the reader/witer 15 perforns the 10

act iSRG toraEst ar Bndofthehd idwart card 1, the

transm ssjon of various comrands, the reception of the
acknow e%ﬁ@ﬁi"?rof "5 (s Shdte FadSimards GarPntRstless

1like based on the conggol of the P

>C 10.. Next, a . )
har dware SC8%St iCEGE o "Ex &RISE FEH T RE Ts er €5 f@“é&ﬂ&:feo of
il [ . t. rd_1 recei.ves t.
ot g e i s et s v 408

app%ﬁ%&%sp%rdiQC|%dE%9mE%§§g9i%g %%%t&%gllkk%néL?h%E?&ke.

reader/witer 15, the card Is activate br ou

an oper akl-@1e20 wstiatd) 1 5FQe rXRMRI, €1 i WMRe R lhe SMRIL the
card 1 has a contact type conmuni cating function,

t hatsnaxit whew tihe posids tsugand, 1 d1sck %@@%@% treRe ¢
smart card, the smart card 1 receives the supply of

an opertatilon apowerr aasthi sefendtriearpelioek offr amet Rata. By

reader/witer 15 via the 25 contact unit as a

conrawshc ftuingrt Liomser fréiee relbieedweritewhén tolee fomarst ttar d

1 has a contactl ess
activation (start) of the smart card 1, the
transmission of various commands, the reception of the
acknowledgments of the transmitted commands and the
like based on the control of the PC 10.

Next, a hardware constitution example of the smarc
card 1 will be described.
- When the smart card 1 receives the supply of a

power from the smart card processing apparatus 2
including the PC 10 and the like via the reader/writer
15, the card is activated (brought intoc an operable
state). For example, when the smart card 1 has a
contact type communicating function, that is, when the
smart card 1 is a contact type smart card, the smart
card 1 receives the supply of an operation poWer and
-operation clock from the reader/writer 15 via the
contact unit as a communication interface.

Moreover, when the smart card 1 has a contactless

type communicating function, that is, when the smart
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type comuni cating function, that is, when the smart

12 card 1 is a contactless type smart card, the smart
card 1 receives electric waves fromthe reader/witer

15 via an antenna as the communi cation interface, a

nmodul ati on/ denbdul ation circuit or the like, and 5
generates an operation power and operation clock from

the electric waves by a power Gur Ce unit (not shown),
whereby the smart card is activated. When the IC
processjng systemshown in FIG 1 is applied to, for
exafiE la IFapnEn tardtiemsoft YR @ittt  CBYF oartdieosmag card
li ke, that. is, en the smart card 1 functjons as the ,
credi - CHTEX e ST YAVE Sprid@8s iy Fessisaratyder 15 via
corres to POS,term nal .or. ATM .A_us of the
snar%(%gl&%%(néa &5t & SoSSENSHA AT & HhF TS n A

i np rsonal i i.fi_cat.i nunher, . (PI-N), or th

15 e o o R Gover e ilr

car Gyeh SRS aN dgarerinadln BN SO REFRIMEMNGn c1ock from
verification processing of matching/ msmtching wth

resperd dieddia exaeiialby RpWowlN.s MUROVESit tHe S dwn)
card 1 can function not only as the credit card but 20

al sovreseHyorthex amalre, aartolils paymntceeard of ETC (ETC
card). That is, the smart card 1 can be applied to a

pl ural it yheh agpl ildatdmresSfHEing Kdtem doak di agraml is
schematically showing a hardware constitution exanple

of tARPIsiegt ttearf@rl e2Bmadeor di P Ymentthe yortegertt a credit

enmbodi nent. In the smart card 1, a nodule Mis
enbé@ﬁghqqqgge like, that is, when the smart card 1

functions as the credit card, the smart card processing
apparatus 2 corresponds to POS terminal or ATM. A user
of the smart card (a card possessor) inputs an external
input of personal identification number (PIN) or the
like by use of the keyboard 13. Moreover, the smart
card 1 stores an internal PIN for performing
verification processing of matching/mismatching with
respect to the external input PIN. Moreover, the smart
card 1 can function not only as the credit cardvbut
also as, for example, a toll payment card of ETC (ETC
card). That is, the smart card 1 can be applied to a
plurality of applications.

FIG. 2 is a block diagram schematically showing a
hardware constitution example of the smart éard 1
according to the present embodiment.

In the smart card 1, a module M is embedded in a

housing constituting a main body B. The module M is
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housi ng constituting a main body B. The nodule Mis 13
integrally formed by connecting at |least one IC chip C
to an external interface for conmmunication (a

conmuni cation unit), and enbedded in the main body B
of the smart card Moreover, as shown in FIG 2, the 5
nodul e M of the smart card 1 conprises a CPU (a

control device) 21, a data‘ne%éry‘zz, a wor ki ng
menory 23, a program nenory 24, a communi cation unit
25 and the _ like. Furthernore, in a constitution

exanpl € Etowy TP IMSOGO Y2 CAMETHINT ody- B Sts Providedip C
netic %2 Stri e 20._ The CPU 21 controls the
whol ' A nfﬁéoaém?f&ﬁ&%%%iﬁu@nhthe
trol ram or t control stor in .t
g?ggggm4%§§%y(§hLl htshe rﬁ% 9%§§ﬁ® i?dy B of
vari sf tians, ThefM%P%o%%@l a%es%%%s %G 2, the

exanpl e, € program or an operatl ng sy St

peran;rdm@-ﬂ G fORIAdr RN C QAP %ﬁﬂ}%&@fg cﬁﬁréja Jcontrol
Moreover, the CPU 21 executes an application progr

cor respeRdi 19 t ¢ tdhe tdniczat 1201 RURRASE rRf ntehreorﬁrﬁt a
card 1 to perforn1var|ous types of operation 20

contgralgdam acaerdarce W tdornhigh ioperiald amirds ofnd ke
smart card 1. The data nenory 22 is, for exanple, a
nonviallat.i | €unmdrompe rsychiras avredteatutical lekatdsaldiewn in
programmable read only nenory (EEPROM or a flash
ROMETGy whi cthe e 125 thatya Eoars perowrdidetcervignid a magnetic
rewitten. The control program and various data

cor r¥spdifdi4ty to the use application

The CPU 21 controls the whole smart card 1. The
CPU 21 operates based on the control program or the
control data stored in thg program memory 24 or the
data memory 22 to realize various functions. The CPU
21 executes, for example, the program of an operating
system to perform basic operation control of the smart
card 1. Moreover, the CPU 21 executes an application
program corresponding to the utiiization purpose of the
smart card 1 to perform various types of operation
control in accordance with the operation mode of the
smart card 1.

The data memory 22 is, for example, a nonvolatile
memory such as an electrically érasable programmable
read only memory (EEPROM) or a flash ROM, in which the
data can be written and rewritten. The control program
and various data corresponding to the use application

of the operation of the smart card 1 are written in the
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of the operation of the smart card 1 are witten in
the 14 data nenory 22. In the data nenory 22, various
files corresponding to the standard of the smart card
1 are defined, and various data are witten in the
files. The exanple of the files stored in the data
menory 22 5 will be descrlbedllater The wor ki ng
menory 23 is a volatile nenory duch as an RAM The
wor ki ng nenory 23 al so functions as a buffer for

tenmporari | storln t.he dat ich is being processe
by (e Y 14t th&%&%ﬁ 236 ﬁefﬁ?ﬂ‘?ris% oMafgous ﬁes
exanpl e nfo .mati.on  indi cati a file or_applicatjgn
hav:EEg a @urreﬁ]tg At Akt d%%I | K& tﬁ? gtm(?rtgd Ca’fgﬁje(1 are

Pr OQI AT ﬁ%ldz%a'ﬁo%sn%vc%l d & TRIRLY %uch‘ae a5 125,

ch the programfor the con Nt

contii daka1and 4 hed Iﬂ&qe%r %t%%fe%r ghang e td%ﬂc%dmemery 22

15 program nenory 24, in which the control program

t he wigantyolqedaira rnrd 1thed.i ke are stored in a
manuf acturing stage of the smart card, is

i ncor por atred wor Kihey sweddry G disl.a Tha 00ntd elerfQQ0rABh as
or the control data stored in the programnenory 24
contarolFAM .he Thas iwe roperatiea r20 20 atlle Shmrdt icarsd,asard

i s beforehand incorporated in accordance with the
spedivdfifeat ifons teimpdia siner tstearidigl theThie teominimihc dtsi dreing
unit 25 is an_interface for communicating with the )
SmamT B Pt Soesding Bppdr-at U the morkdingg megerpC2pp for
via the reader/witer, 15. When 25 the smart card 1 is

real 7P Hy tHE CIRQ” tiye St car'd,!® g application

mﬂ.mi.catlon unit 25 .is cons uted . of a
co aving a current state an gﬁe %lke are stored.

The program memory 24 is a nonvolatile memory such
as a mask ROM in which the program for the control,
control data and the like are beforehand stored. The
program memory 24, in which the control program, the
control data and the like are stored in a manufacturing
stage of the smart card, is incorporated in the smart
card 1. The control program or the control data stored
in the program memory 24 controls the basic operation
of the smart card, and is beforehand incorporated in
accordance with the specifications of the smart card 1.

The communication unit 25 is an interface for
communicating with the smart card processing apparatus
2 including the PC 10 via the reader/writer 15. When
the smart card 1 is realized as the contact type smart
card, the communication unit 25 is constituted of a

communication control unit and a contact unit so that
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comuni cation control unit and a contact unit so that
15 the units physically and electrically cone in
contact wth the reader/witer 15 to transmt and
receive signals. Mreover, when the smart card 1 is
realized as the contactless type smart card, the
communi cation 5 unit 25 is con§%|tgted of a

communi cation control unit such as the

nmodul ati on/ denmpdul ation circuit for performng the

di th_th ead / t t h
ant & z%e&'%&oiw;s%%%ﬁwg 0 = P avIg Y REBI 8t FrBtact

wav d.t%n({tht h%: /w]rqt‘c;e@’ (=1|5an { %r ’an e_Ltf Iarn%t reé:elve

enbo app |e Smart card processi

SyStse_L d’éelVé ng M&%&%‘P’e wh(é‘?p%tfl' { Létn{a(%nc \@ajrld qe is realized

described. First, I es stored In the data nenory

22 wid |theb%c91ec$§2f‘dikée§5 t%e’:ls%a& IS, I P SheWREG i on

a constitution exanple "of the files stored in the

dat andlery i&2.cdrds i shtshows theenstidadion @xamlle unit
of a plurality of files in which information

concardh ng aheplmodl lidty cof/Eppldudattiians dixcstior ed.r The
file 20 constitution shown in FIG 3 is based on itens
def i peedf o ¥imni IS HEECQEBILB> 4zommyrtilpe tfiidre veidristtiteut i on

shown in FIG 3, various files defined in

| SO MECEG4 e 1 arddifed e rf@er sttl?mm}rtetln&zs and
shown in FIG 3, in the data nmenory there 25 are

def i FREE T HO DIUIRISHSF O G |‘”{aé’§%a5\ﬂdngtha? ik&-ar chi cal

structure constituted of a master
erefha%ter, the first emboélment applied to the

smart card processing system having the above
constitution Will be described. |

First, the files stored in the data memory 22 will
be described.

FIG. 3 is a diagram showing a constitution example
of the files stored in the data memory 22.

FIG. 3 shows the constitution exampie of a
plurality of files in which.information concerning a
plurality of applications is stored. The file
constitution shown in FIG. 3 is based on items defined
in ISO/IEC7816-4. 1In the file constitution shown in
FIG. 3, various files‘defined in ISO/IEC7816-4 are
managed by a tree structure.

As shown in FIG. 3, in the data memory 22, there
are defined the plurality of files having a
hierarchical structure constituted of a master file

(MF), a dedicated file (DF), an elementary file (EF)
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- (MF), a dedicated file (DF)., an elenentary file (EF)
- - 16 and the like. According to the exanple shown in

FIG 3, in hierarchies next to the uppernost hierarchy

of a master file (MF) 31, a first EF (key EF) 32, a

first DF (DF1) 33, a second DF (DF2) 34 and a third DF

5 (DF3) 35 are present. Under e first DF (DF1) 33

and in hierarchies next to the°DF1, a first EF

(EFI-1) 36 of the DF1 and a second EF (EFlI-2) 37 of

the DEl are_ .present. Under the second DF (DF2) 34 and

|n ﬁPgrégéh#é SnexfCEBTERBIDES, RS PXETPEE Fﬁﬁﬁnl}HSS
F% e DF2_and_a econd EF % F2-2) 39 of the

are %re ent" ?ﬁgrﬁﬁc 1P s"58si tPohBE HPPFEQOEBpEﬂn6§FChY

Ve reud e |es‘fh%t12'r'eZM%2 Bhe HatSorbnbty (539 ThE 22 @

r eSQ%%%'tV%FDﬁ%F(l?Fba F?g%né”%FDFé%z‘?r %ép%%‘l' g.e‘éhw_ rd DF

corresponding to the app ations ach uncti ons

as gpfralyders a%@fb%%eﬁﬂﬁlngUh@e%a%hea@@|b%ab?OQDFhﬁ 33 and
consequence, at |east the DFs as nany as the

applincatiieens caresdebikiedo khet he1dakaraeeeryr22grkach 3¢
EF is a data file in which 20 actual data is stored.
Thatfi shel DFéaehdER ypdendt B¢ (BF1-dat 87us€dths bhe are
application corresponding to the DF i s stored.

Mor eoesentas  Showm itheFE6co8d DRe (BF2mag4 bedpiovi ded

in a hierarchy right under the MF 31. The key EF 32
showA St rEh&es3negtataathef PFE.i B wWaicsh &Fké§r251(kéy of
|nfornat|on) for establlshln% an access right and the

| i k&hsr OF<t gpgga second EF F2 39 of the DF2 are

present.

The MF 31 is positioned at the uppermost position
of the file constitution with respect to various files
stored in the data memory 22. The respective DFs (DF1,
DF2 and DF3) are provided corresponding to the
applications. Each DF functions as a folder
corresponding to each application. In consequence, at
least the DFs as many as the applications are defined
in the data memory 22. Each EF is a data file in which
actual data is stored. That is, in each EF under the
DF, data used in the application corresponding to the
DF is stored. Moreover, as shown in FIG. 3, the EF may
be providéd in a hierarchy right under the MF 31. The
key EF 32 shown in FIG. 3 is a data file in which a key
(key information) for establishing an access right and
the like are stored.

Moreover, examples of the application



10

15

20

25

-DF3,%"% &5pectd

Mor eover, exanples of the application 17
corresponding to the DF include a credit, an ID card,

~and a reward system In the exanple shown in FIG 3,

as the applications corresponding to the DFs, an _
application for X conpany (e.g., the DF of the credit
5 card for X conpany), an application for A conpany
(e.g,, the DF of the revva_rd'sy%t7em"for A conpany) and
an application for B conpany (e.g., the DF of the
reward systemfor B conpany) are assuned. In the file

conSETHAIRAEAGMT G i+h8 BF 3 nalieleagplcrestiitonarf gid xard,

A 10 and B Co%ln%)’%%leﬁ{'?hi r ovi defje W th D&@&%nagﬁgt% 3
. i.n th li.cati f X conpany is.,stored in

the it s SR B s BT e P 2 d
dat d. ] t lj.cati for A y is . .stored ..
ot B R o B SRS (e AR A ioritaie

exan & ofodat aJmppageTenth JgpiardRLin f‘#xj In lE%mpany

described. FIG 4 is a diagram show ng the

‘constd tdut,i athe eramH enef dhe dats, SRragerent company) and

information. 20 Each data in the data menory 22'is
nmanagetdpl itdeer 1 cdatfe rmenageiety | @f.qf.natdhen shewn tdng
FIG 4. Data managenent information 40 is stored in a

managerrert segicon fofr Bheotqtaa yernrey asEERRAV) 220 thhe file
dat a managenent information 40 is constituted of a
dat & 25 fidgitstaratsihowrnumbérl &41,3, ¢ driter @lppilifoertrimtisorfo42 X, A
and a _vacant region 43. . . '
and B companies are provided with DF1, DF2 and DF3,
réspectively. In this case, under the DFl, data used
in the application for X company is stored in the EF1-1
and the EF1-2. Moreover, under the DF2, data used in
the application for A company is stored in the EF2-1
and the EF2-2.

Next, a constitution example of data manégement
information will be described.

FIG. 4 is a diagram showing the constitution
example of the data management information.

Each data in the data memory 22 is managed by the
data management information shown in FIG. 4.

Data management information 40 is stored in a
management region of the data memory (EEPROM) 22. The
data management information 40 is constituted of a data
registration number 41, control information 42 and a

vacant region 43.

The data registration number 41 is data indicating
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The data registration nunber 41 is data indicating 18
the total nunber of pieces of control information

regi stered in the nmanagenent region. The data of the
data registration nunber 41 varies by addition and
deletion of data (i.e., the control information) as a
5 managenent target. The control information 42 is the
regi stered control infornatTonl?grﬁup). The vacant
region 43 is a vacant region in which the contro
information can additionally be registered. As shown
in EPG T2Ladh8URSRET 6If PARSEFaPiofCB2IPd ipformation
consti tu ed of dat% identifier informtion 45, settln%he

addrédsSi ﬁF&Pw&P.& e4@an§8€P§BWer§9ien|nfEPﬁaéﬁéﬁ &t

t di t 48 d the ik
ot e GaREEr Por AeAPG, AATPER 43 e*iAPoPRAHoNCLon and
lndb%%%%q%ﬁgggagglefler fo%h'd?%&%&%l”%n%%&%a&%o% t%s a

ta identifier information

Wﬂe%ahﬁ%eﬁéh%r@%&g@%par%%%Sc@%%&gnaﬁﬁ%oEQ%tqgha42wq%nthe

smart card 1 receives, for exanple, a cormmand

desirgRalse ctrbg L@%ﬁ&bﬁ'Qbf@&mﬁﬁ@oﬂat@r%%p@n a@%%s%acant
target fromthe reader/witer 15, the snmart card 20

searehesnf an tike adataanderkighiioar ihniven eat ke QQHW&th

mat ches the designated identifier, as the data of the

access drapgebn kancensiegiencdlyt be spghitteaed .l

obtains, as the access target, the data of the data

i denti fi és ismoommean 6iF A5 4uhittle wanthres tind cdesitgrat e is

25 identifier. The setting address information 46 is

|nf§pﬁ§¢péﬁted of data identifier information 45, setting
address information 46, settable size information 47,
security condition information 48 and the like.

The data identifier information 45 is information
indicating an identifier for identifying data (a data
row). The data identifier information 45 is used when
the external apparatus designates the data. When the
smart card 1 receives, for example, a command to
designate the identifier of the data as an access
target from the reader/writer 15, the smart card i
searches for the data identifier information 45 which
matches the designated identifier, as the data of the
access target. In consequence, the smart card 1
obtains, as the access target, the data of the data
identifier information 45 which matches the designated
identifier.

The setting address information 46 is information

indicating an address (a head address) on the data
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i ndicating an address (a head address) on the data 19
menory 22 in which data having the identifier

indicated by the data identifier information 45 is
stored. That is, the data of the identifier indicated

by the data identifier information 45 is disposed in

the address on 5 the data neno ¥ 22 indicated by the
setting address information 467 The settabl e size
information 47 is information indicating the settable
size of the data. That is, the data corresponding to

t he "éIREN0I2Zi Ao ietloRatan "BE 110, 86t 1APPH 4 L¢ar gé}ﬁlll@abed
length in a range defined by the settghle size

D SEnalTon S BT sl Sh R ERE doangestored. That
desi.gnated by .the t abl e _si.ze inf.ormation 47 i Q
Sati'Sr GBS E252 QhneH oa WFFTe [AGHEnd of (e Jdaths ote
exc ing A. ' t.ed _range J S.r, i.ved)., e
coattrg (it HETeaRE e 20 BRIl °sgress on
secyrjd WaGndidd2y iBf ABRU0R A8y $hel RERLARY GRdress

i ndi cating security conditions with respect to the

dat a.nfHadadi®n tae security condition information 48

i ndicates the security conditions to be 20 satisfied

when t he ™ad aseaft ddlee code dn fidtrarotatd o1y i iadeessed on
(read or witten). For exanple, when the conditions

i ndiicetiechthyng Hdes ectrtaioyfl ec eridiet iodn thienfdartrmt | Gma48is, the
are not satisfied, the access to the data is cancel ed

(pr ot tasd)r.e sEeTIvbmED Eer |t hien adne: fyrle sevfto ravayddinmean, be

as the security condition information 48, information

is set with a variable length in a range defined by the

settable size information 47. For example, when the
range designated by the settable size information 47 is
not satisfied (e.g., when a write command of the data
exceeding the'designated range is received), the access
to the data is canceled (prohibited).

The security condition information 48 is
information indicating security conditions with respect
to the data. That is, the security condition
information 48 indicates the security conditions to be
satisfied when the data of the control information is
accessed (read or written). For example, when the
conditions indicated by the security condition
information 48 are not satisfied, the access to the
data 1is canceled (prohibited).

Moreover, in the present embodiment, as the
security condition information 48, information is

stored which indicates whether or not to execute an



stored which indicates whether or not to execute an 20
abnormal data confirmation command described later (or
an abnormal data update command). As to the data which
i's not subjected to data update fromthe external

.apparatus even in the case of data abnormality, the 5
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security condition infornatLon268 is set so that the
execution of the abnormal data conformation conmand is
not all owed. For exanple, as to data which prohibits

any data upda on_any. condi tion, the securi.
oIRGB A5 S ot BT C G Resk dA T (o
10 t r d Qnf i jon ¢ d, QRN
a||g§é&£ﬁ¥§§§§egghﬁh|l éﬁﬁbfkgﬁaﬁggé ug%£?£1t¥ﬁéqgha which
abnoydral, - dahsy dpdat & £oEmnd, descl ihed e di% thal
command to be ~ executed only when the security

condidd pnse esordbed, kod ale afe &atd fbmalhaty | She
the abnormal data update processing described |ater

I S patessti ngdrdibe @xecit@athatody ahiile ssecwd thhat the

properties are acquired. In consequence, even the

dat aetecwat 1 @w dhetrex exdartd om ofda tdh e atfivommed 1 cdatemmand is

confirmati on command by the security 20 condition

i nf orotata bWl i s Bsseredtle hae t glrtasedurdit yprohibits

properties of the data. For exanple, as to data which

i s tNhelHed dHRB G OWE@QY}%PQQ&%%Qﬁ'(ﬁﬁ%ﬂ%ﬂﬁﬁﬁ%ﬁﬁity

(an error state), the security conditiaon information

48 | LCREYTEY t HatOTHE ) Mol | T of© tHE bt mtecution

ot o T SR T s AR 21 05 A0 25,8
allowed.

However, unlike normal data update, the abnormal
data update command described later is a command to be
executed only when the security conditions described
later are satisfied. .That is, the abnormal data update
processing described later is processing to be executed
only while security properties are acqﬁired. In
consequence, even the data to allow the execution of
the abnormal data confirmatioh command by the security
condition information 48 is assumed to have high
security properties of the data.

For example, as to data which is to be held as it
is in a case of data abnormality (an error state), the
security condition information 48 1is set so that the
execution of the abnormal data confirmation command 1is

not allowed, and as to data which is to be rewritten

into correct data in the case of the data abnormality
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into correct data in the case of the data abnormality
21 (the error state), the security condition
information 48 is set so that the execution of the
abnormal data confirmation command is allowed. Next,

~a constitution of the data will be 5 described. FIG
"5 is.a diagram showi ng a data format . controlled (set)

by the above control informati 6h. As shown in FIG 5,
data 50 is constituted of data |ength nmanagenent
information 51 and a data portion 52. 10 The data 50
showh % F11QT 55fhE Ibe Tife SATHITE tdatcendijtg orpringormation
record in the data file. The data | ength managenent
| nf oletd GiF S 59 o Headdie iSSR0 R Tof- ¥ @b L gieda
is informatian indicatipg the size of the data

; 4 o

por t5Ph B2"Gr Theé THkeE! ASSortion 52 is a 15

dat a nai y of t . 1n constitutio
exanmpl e s %\?\?{ i Cfﬂ%emga}?lnon t%%hcglaet a({]agcoar ont gbf a
plur@hddy; fy data rows 53 (53A, 53B) can be stored.

In the exanple shown in FIG 5, the data rows 53A and

53B are stpted ik they dad sl SR Ph bt Fachdat a
row 53 (53A or 53B) conprises an identifier 55 (55A,

55B) ot tengd &eH)56A: HeB)abowactdialt rdat & rixXb refAon .

57B) and data validity managenent infornmation 58

(58A, 58B)s dHwewr dentifGers bddtsa i3 drgmaddragr frarted of data

identifying 25 the data row 53 in the data 50. The

i dent¢fgdr leRiggement information 51 and a data portion 52.
The data 50 shown in FIG. 5 may be the whole data file
or a record in the data file. The data length
management information 51 is header information of the
data, and is information indicating the size of the
data portion 52 or the like. The data portion 52 is a
data main body of the data.

In the constitution example shown in FIG. 5, in
the data portion 52, a plurality of data rows 53 (533,
53B) can be stored; In the.example shown in FIG. 5,
the data rows 53A and 53B are stored in the data
portion 52. Each data row 53 (53A or 53B) comprises an
identifier 55 (55A, 55B), a length 56 (56A, 56B),
actual data 57 (57A, 57B) and data validity management
information 58 (58A, 58B).
The identifier 55 is information for identifying

the data row 53 in the data 50. The identifier 55 is

the information which is unique to each of the data

rows 53. The length 56 is information indicating the
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the information which is unique to each of the data
rows 53. The length 56 is information indicating the
22 size of the actual data 57. That is, the data
continued fromthe Iength 56 and having a data length
i ndi cated by the length 56 is the actual data 57 in
the data row 53 identified by_the identifier 55. 5
The actual data 57 is the entit (the main body) of
the data in the data row 53. That is, when the
identifier 55, the length 56 _and the data validity
nmanageifert! itorrdtiddn B 2ard -t hé "andgendhire data

|nfornat|on of t he r espondl g data raow, the enti
10 6rithe el g 5y Bte ShariGe JETE ook FRatD
o~ caqct ucgé) a 7 The S%at a \{:%l I dl t aqarg:?afgc%n%n]t in the

i nf orrra 1 on nagemsnt I'n orrra

Conf GJ{Q %\J I'Be3 1%1éndﬂ t%o?{mabtyt Igﬁlelgtc%émqvflelhgﬁdat a

val i dity managenent used,” for

exanpl e, mrbé{@alvadatda ty7 ofs tdie daldi £ f OWHS main body)
confirmed by the exclusive OR of the identifier,

l engith and @otdaln dafa cd e ige, Next i ,prmce&dttm%
of the access to the above data w Il be described. 20

Fi r stderthef ipocesdurehofldrhig mceessicas ordwda validity
processing of the data will be described. FIG 6 is a

di aguam Jeorersc hienfatrineal Ign &éplaadeniting: anarcayamearitcat i on
procedure of the smart card 1 and the reader/witer

15 i uesEl wtharfe thfe swsreRdding 25 terfot metchent ity

nor mal processing.
of the data managed by the management information is

the actual data 57.

The data validity management information 58 is the
management information for confirming the validity of
the data row. The data validity management information
58 is used, for example, when the validity of the data
row is confirmed by the exclusive OR of the identifier,
length and actual data or the like,

Next, a procedure of the access to the above data
wili be described. |

First, the procedure of the access as normal
processing of the data will be described.

FIG. 6 is a diagram for schematically explaining a
communication procedure of the smart card 1 and the
reader/writer 15 in a case where the smart card 1
performs the normal processing.

As shown in FIG. 6, on receiving a reset signal

from the reader/writer 15, the smart card 1 returns an
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As shown in FIG 6, on receiving a reset signal from
the reader/witer 15, the snart card 1 returns an 23
ATR signal to the reader/witer 15. The reader/witer
15 which has received the ATR signal fromthe smart
card 1 successively transmts various transaction
conmands (various commands including a demand for the
5 access to the data). In respédse-to these
transaction commands, the smart card 1 executes
various types of processing including the control of
dat & Tt cdsB12 Wieh theha gadsee/ssi g mararal IThendsidetharriter
smart card 1 transmts a response indicating the

nor nel "EREFradR ® He CEO VAISS éitce POTR diiiataliaon tidiet rmart

reader/writer 15. Next, a procedure of the access in
t he CHSE Tof° 198 STIE STE@BI: i "BrriGrq e nsact ion

abnornmal it in the processjng of. the data, will be

Geocr B (a2 e BARRTFl b it syt Tor the
expl gl g ni-cat.i rocedure of the :
smart card tflgtrg(?t agC% r'ead@r /Il\/\e/roajlbtoglrselgd? nt(%aesceas“era TeEon

t he URERRIL! e Una dald QCAUIS N, dhe Sl scacré%ejs of

As shown in FIG 7, the snmart card 1 receives th

r eseircyiegiaing riomihie eadey /awrddey by and ILENRS  when
the 20 ATR signal to the reader/witer 15. The

r eaderd Wridcerss ity whireta1has grensi wetk tdhe ATR siqgnal
fromthe smart card 1 successively transmts various

t r aftsactsmart s comepds slev dmidous: thorgrenne imcdnadi rRerd B&1d the
demand for the access to the data). 25 It is assuned

t hattbseraer of edwrnalittvheo the reader/writer 15.

Next, a procedure of the access in the case of the
occurrence of an error (the abnormality) in the
processing of the data will be described.

FIG. 7 is a diagram for schematically explaining
the communication procedure of the smart card 1 and the
reader/writer 15 in a case where the update error of
data occurs in the smart card 1.

As shown in FIG. 7, the smart card 1 receives the
reset signal from'the reader/writer 15, and returns the
ATR signal to the reader/writer 15. The reader/writer
15 which has received the ATR signal from the smart
card 1 successively transmits various transaction
commands (various command including the demand for the
access to the data).

It is assumed that an error occurs in the
processing of the data update command among the

transaction commands. For example, in a case where the
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processi ng of the data update command anong t he

* transacti on commands. For exanple, in a case where the

24 supply of the power fromthe reader/witer 15 is
forcibly stopped during data update processing (a.case
where the smart card 1 is extracted froma -
predet ermi ned processing position or the like), an 5
error occurs in the data updat@‘lof “the smart card 1.

For exanpl e, when the update processing of the data
row 53A shown in FIG 5 has an error (when the
rewSHAMY S Hife Peeerall 1t £ 1%7 Asagiegdvmadyer 15 is

di sconti.nued), the actual data 57A indicates an :
abndrtRa Ry ?fet.oa%dt [V L0ED e URATE CaBROIGREIS Sidatl@ case
of the J:dat a fow 53A isrtOLLeid :Std the canfirmati on of

the VA5 diTy BASET & £XVATES v Hhagerent

QLS Mo (e sl SIanl s decaved A0 ne

fro reader Iter € occurrence

erriridy ckadhe jdatq Lpdate. e S trgard 1o eLyrns |
the ATR signal to the reader/witer 15. The

r eadeyy Whdnfy1el5 whehi ehhdhagpdLeceiped dhe ATR SikgRalgata row

fromthe smart card 1 succCessively transmits various

t r arsIEctdmwrcdnmaTds 5 ward eus casrandsdmalneditgditeng of
demand for the access 20 to the data). On receiving
suclhtfter avsactli orteormvendss, hatlhfevesmarits coartd nhienit, i fhes

the reader/witer 15 of a response indicating that .

t he gorteid loy ttr arvgacinichrra tprso cers sibmy rted's vidtuenor el Ibhis
end (a response indicating that the abnormality is
preserityy. U5 @bPncedeilvistqt e radmttiive Sorkar travarbdAl 1st heidged
respons .

Y% é%e confirmation of the validity based on the data
validity management information.

When the reset signal is received again from the
reader/writer 15 after the occurrence of the error in
the data update, the smart card 1 returns the ATR .
signal to the reader/writer 15. The reader/writer 15
which has received the ATR signal from the smart card 1
successively transmits various transaction commands
(various commands including the demand.for the access
to the data). On receiving such transaction commands,
the smart card 1 notifies the reader/writer 15 of a
response indicating that the previous transaction
processing does not normally end (a response indicating
that the abnormality is present).

On receiving, from the smart card 1, the response

indicating that the previous transaction processing

does not normally end, the reader/writer 15 transmits
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i ndicating that the previous transaction processing
does not normally end, the reader/witer 15 transmts
25 the abnormal data confirmation conmand to denmand
the - confirmati on of the presence/ absence of the
abnormal data. On receiving the abnornal data
confirmati on conmand, the smart card 1 perforns
processing to judge 5 whether 6P not the data
abnornality is present in each data row stored in the

data e In a case where the data row having

t he d&t zf Maﬁ? |Cs°”rfd1m@tltoﬁleco§ﬁ§1“td c,té’r ¢epand” the
transm 0 the derIWW|ter/%% res % b 1
i ncl Gt “{ P ASHRCEY AYg THE & £ 1R

haw&gc t he d:gat Cae n\,chr ?\tqqhtey abg% #%?LEI ving t *}&lmatlo

i nf or ma |on |n ica i er of e abnor ma

dat g, he, J eader /g é%ﬁta %@%&ﬁﬁ;%&fgé épWo judge

havi ng the "abnor ma exanpl e

wherg dihesd nfordmt i tode aﬁn@&%l@éy‘ rlst tﬂﬁ‘:e@;@rﬁ in each

menory 22 of the smart card 1 is nanaged

supefdt rappaRiAs] (16 Ghe thed eaigmt i2en cqrmt & Bis@ where
the smart card processing apparatus 2) of the

r eadgrd widtteerrdkb,havhiatg ithe idata case rnledrie t Hes doumeit the
data to be witten in the data row judged to be 20

- abreovare] dascdrelndgecth dpyt ttshe tsupérs oresgpaivativsr tlite a
reader/witer 15 receives, fromthe superior

apparr%fm@se i losHmen tt i tigland: ife aar iincdie st nch & heatda ta
row jud to be abnormal. On rece|V|ng the correct

dat ar‘%"bqﬁé’l%ﬁtfi%ﬁthrﬁ t3RN rAted ot j udged to be

abnormal , the
On receiving the information indicating the

identifier of the abnormal data, the reader/writer 15
processes the data row having the abnormal data. For
example, in a case where the information to be stored
in the data memory 22 of the smart card 1 is managed by
a superior apparatus (e.g., the information center 6 or
the smart card processing apparatus 2) of the
reader/writer 15, that is, in a case where the correct
data to be written in the data row judged to be
~abnormal is managed by the superior apparatus, the
reader/writer 15 receives, from the superior apparatus.
the correct data to be written in the data row judged
to be abnormal. On receiving the correct data to be
written in the data row judged to be abnormal, the
reader/writer 15 transmits, to the smart card 1, a
command indicating that the data row judged to be

abnormal is updated with-the correct data (the abnormal
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25 reader/witer 15 transmts, to the smart card 1, a
command indicating that the data row judged to be
abnormal is updated with the correct data (the
abnormal 26 data update conmand which is different
froma usual data update conmand). On receiving the
abnormal data update command, %ae _smart card 1
performnms processing to update e 5 designated data -
(the abnormal data) into the correct data. Wen the

date of the dat ding ta th | dat
UpAGPS “CBRARE FE RGNy Chompl G064 " ERG TERRTE HArA.
1t di cat th dat

Comp et SRSt ROTPRRAN wr i tor 15, Accbri ng (o the

10 ahove i Qeessiyighy kot NBnSOREL Cad Load ot Re smaKl tne

card system It ossi ble to securel y confirmt

dat arabrororly ty p@%rf%&%fsegrexofsa%ort%equate the
di sconti nuance of the processing in the data update

pr ocessighg.tedFudiatther(fbee abhBrinhe siameatl catrd thandothect
smart card 15 system it is possible to update, into

t he daarr.ecWhedatthe tibeladat afi nhehidehat herdakponding to the
abnormal ity has been confirnmed. Next, the above
abnemairmgdt alacenfupdadei opmoenmand neirkk 1bg desprikebed., the
20 FIG 8 is a diagram showi ng a constitution exanple

of &magincemal ldatranssatisr Aatreesrcosemandicerimgethe update
abnornmal data confirmati on conmand 60 shown in, FIG 8

i s SABHEGRPhIE iHhst FGEFrEN Wirdd§agd Si-n 46838 1in@hépe the

the reader/witer, 15 instructs the sn%rt card %
above processing, in the smart car and the smart

card system, it is possible to securely confirm the
data abnormality generated by the forced discontinuance
of the processing in the data update processing.
Furthermore, in the smart card 1 and the smart card
system, it is possible to update, into the correct
data, the data in which the data abnormality has been
confirmed.

Next, the above abnormal data confirmation commanad
will be described. |

FIG. 8 is a diagram showing a constitution example
of an abnormal data confirmation command 60.

The abnormal data confirmation command 60 shown in
FIG. 8 is a telegraphic instruction message in a case
where the reader/writer 15 instructs the smart card 1
to confirm the abnormal data as described above.

The abnormal data coniirmation command 60 is

constituted of a command header portion 61 and an Lc



25 to confirmthe abnormal data as described above.
The abnormal data confirmation command 60 is
constituted of a command header portion 61 and an Lc
27 portion 62. Furthernore, the conmmand header
portion 61 is constituted of a command cl ass (CLA)
63, an instruction (INS) 64, a_first paranmeter (Pl)

- .65 and a second paraneter ('P2)27-66." 5 1n the CLA 63
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and the INS 64, information indicating that the
conmand is the abnormal data confirmation comand is, _
st orRRE LGP the CLA B AP Ghre thNSBHandwader portion 61

i nf ti ; iated with th b | d
Conf 13 T O COTRRE 1% CBHE SHE R o 1 A 10
t dl h [ f j.udgi t.hat
P A S AL BRI S B
b ' ' d. h f [ [
a noggg(lamg%& %%é{cprrﬁ;jz)o%&ommn Such a function is

realized, en 1 executes the program stored

in the program nenprys 24ng londhend 168! DF GIRLES 065

and the second paraneter 66 are information

i ndi cading:ihe tameiersomiatdels abordmodaia data
confirmati on command. For exanple, in the first

par ag®h £f ridt B ddrenses ol Paseset errdbhd LA 63 and the
paraneter is stored which indicates a range as an 20
abnor¥al 64at @odenin fomta 0ot argetciat ed caseh witer ealbrerma 1
range as the abnormal data confirmation target is

li mdade ¢onfhendtiporedrome?,is hetered. stPredPU 21 of the

information indicating the length of the data in a
caseSTaer @2 ¥fel daga 3 s aeabdrede f o) YdEl B nvhad, the code

However, in . , ,
information in the CLA 63 and the INS 64 is the

abnormal data confirmation command. Such a function is
realized, when the CPU 21 ekecutes the program stored
in the program memory 24.

The first parameter 65 and the second parameter 66
are information indicating the parameters of the
abnormal data confirmation command. For example, in
the first parameter 65 and the second parameter 66, the
parameter is stored which indicates a range as an
abnormal data confirmation target in a case where the
range as the abnormal data confirmation target is
limited. 1In the Lc portioh 62, there is stored
information indicating the length of the data in a case
where the data is attached to the command. However, in
the present embodiment, any data is not attached to the
abnormal data confirmation command 60.

FIG. 9 is a diagram showing a constitution example
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25 the present enbodi ment, any data is not attached to

the abnormal data confirmati on command 60. FIG 9 is

a di agram showi ng a constitution exanple 28 of

response data 70 with respect to the abnornal data

confirmati on command 60. The response data 70 shown in

FIG 9 is a telegraphic response nessage output from

the smart card 5 1 to the readér/witer 15 after .

executing the processing with respect to the abnormal

data _confirmation command from.the reader/witer 15.

The Oﬁ espRedatat a7 § ¢ iddnstdanacd tof thedatnpmal slata
irst status code 72 and a second status code

73 q‘h“ 10 e Fatr® Bord diP 71, information indicating

the identifier of the abn data is stored. In the

status co es W%W%éjati%qigasf% oW} orled I collel S 2

i ndic t|n that the response data 70 is infornmation

whi cthal RS (e BTAS fnovwsjalﬁjegeod‘ttpéltbéﬁ% ottt card

15 datg, aal@rk@a%wmllt%aﬁ a LU G/ e F1 G

10 is a diagram show ng a constitution

abngsrgde dlatay updat %&%@M&%J@%M

update command 80 shown in FIG 10 1s a't ]1egraph| c

| nStdaref 4,90k IRSS aGfmldil GHdMEnLGdPalr th8 ter 15. The
reader/witer 15 requests the smart card 1 to execute

t he mdmmormed diata Updat equociessia) dora dgdatddw tdie 71, a
data judged to have the data abnormality into the .
cor riectsdattatas destr itediraboy esecthel abinorumlcast &#3.  In
update conmand 80 is constituted
the data portion 71, information indicating the
identifier of the abnormal ‘data is stored. 1In the
status codes 72 and 73, there is stored a code
indicating that the response data 70is information
which notifies the data row judged to be the abnormal
data as an abnormal data confirmation result.
FIG. 10 is a diagram showing a constitution
example of an abnormal data update command 80.
The abnormal data update command 80 shown in
FIG. 10 is a telegraphic instruction message indicating
that the reader/writer 15 requests the smart card 1 to
execute the abnormal data updaté processing for
updating the data judged to have the data abnormality
into the correct data as described above.
The abnormal data ﬁpdate command 80 1is constituted
of a command header portion 81, an Lc portion 82 and a

data portion 83. Furthermore, the command header

portion 81 comprises a command class (CLA) 84, an
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25 of a command header portion 81, an Lc portion 82
and a data portion 83. Furthernore, the conmand
header portion 81 conprises a conmand cl ass (CLA) 84,
an -~ 29 instruction (INS) 85, a first paraneter (Pl)
86 and a second paraneter (P2) 87. In the CLA 84 and
the INS 85, information indicating that the conmand
is the abnormal data update~ 52€mmand is stored. In
the CLA 84 and the INS 85, code infornmation associ ated
with the abnormal data update command is stored. The
CPU istgfudthieors ngfNS)cdtd B Halsrsta dammstdtar ofPjludkfi mpd a
that the code information in the CLA 84 and the INS
85 | LM dstaliedat®e ugdat e 10 conmand. Such a
function js realjzed, when the CPU 21 executes the
program sirbr '#Zf het péirb‘grtaﬁﬁ nerorP 24033 Eiqny pe

[
not e t ornal data update .co nd _is
com%@%%%ige%fa rtgﬁew a usua delaﬁ gdl?pggaaa irf“baolm?gar@ update
Ther ; d mat{ o i i ifferent Jrom
t he %gsr@g%ddgltobgesu”pé(};e?{é coirrr%nra]cnh i%ﬂhde% n]%1 tv{/llet hr esg%’éctCOd”

to therabnorn dataupdat g commapd. . e fdr Haca update

paraneter 86 and the second paraneter 87 are

| nf ofgrtdran indicatddlg the: paranet s «fe the r ROl has
data update command. For exanple, in the 20 first

par aavefarct8ithn tderadei isd artedtt Bhd Rdduiicatd mgatBon as the
a data file in which a data row as the abnormal data
updatle” t& gatd itthestOfed S Nor edvergbriarnidie degcontbdate
paraneter 87, an identifier indicating the data row as

a revRTany t aWdt 4 SSwidrie is realized, when the CPU 21

executes the program stored in the program memory 24.
It is to be noted that the abnormal data update command
is a command different from a usual data update
command. Therefore, code information which is
different from the usual data update command is defined
with respect to the abnormal data update command.

The first parameter 86 and the second parameter 87
are information indicating the parameters of the
abnormal data update command. For example, in the
first parameter 86, there is stored EF-ID indicating EF
as a data file in which a data row as the abnormal data
update target is stored. Moreover, in the second
parameter 87, an identifier indicating the data row as
a rewriting target is stored.

In the Lc portion 82, information (Lec) indicating
the length of the data attached t§ the command is

stored. 1In the example shown in FIG. 10, the data of
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25 In the Lc portion 82, information (Lc) indicating
the length of the data attached to the command is
stored. In the exanple shown in FIG 10, the data of

30 the whole data row to be updated is attached to

the data portion 83 of the abnormal data update
command 80. That is, the data_stored in the data
portion 83 is the data (identifier +1ength + nornal
actual data) of the 5 whole data row to be updated. In

the Lc portion 82, information indjcating the ]ength

of tHE VIEIE s Tbridt Ao TR alsp@rttgﬁa&#%% §g the
stored. FIG. 11 is, a di.agram shown constitution
exar%‘%ea ST Ponse -odtgttg%g@%%warle%p%ﬁ Yt copgrand 80.
abn dat t.e c 80..,T SRO at

shoalrm@n ]%%Gadﬁegql?ast 4 So{gé%e%grl}p htl hc641 ?jea;treJao sore}st%eog1 S a%e A the

out put, fromd e Srty cardepl £ g dhes T epderdwdden bx the
th t

after executli ng e processing w respect to the

abnojid e dafn UpRslate I aaipmiuh 80 fd afd he: portion 82,
reader/witer 15. The response data 90 is constituted

of aidfsstastat usndoge: Qg antk a ersaongk sirat whdladelata
92. The first status code 91 and the second status
codest92rext ein nfros nmidtiorpdmdiaatd hois tdmongatlat e resul t
of the abnormal data with respect to 20 the abnor nmal
dat a updalf &G cohiahel 80d1Fpramexampheng whedonstietution
processing to update the data row into the nornal

dat eeX &bt bt BeEP bt sdd FRli LatT He tIRSRHDI T i 61 of
the update of the abnormal data are stored in the

st atRNePHes Pt AP P HfICIMRIEsHonse data 90.

The response data 90 shown in FIG. 11 is a
telegraphic response message output from the smart card
1 to the reader/writer 15 after executing the
processing with respect to the abnormal data update
command 80 from the reader/writer 15. The response
data 90 is constituted of a first status code 91 énd a
second status code 92. The first status code 91 and
the second status code 92 are information indicating
the update result of the abnormal data with respect to
the abnormal data update command 80. For example, when
the processing to update the data row into the normal
data is completed, codes indicating the completion of
the update of the abnormal data are stored in the
status codes 91 and 92 of the response data 90.

Next, abnormal data confirmation processing
executed in response to the abnormal data confirmation

command 60 as described above will be described in
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executed in response to the abnormal data confirmation
command 60 as descri bed above will be described in 31
- detail. FIG 12 is a flow chart for explaining a
flow of abnormal data confirmation processing. It is

to be noted that each processing shown in FIG 12 is,

for 5 exanple, a function real P2ed-by executing the
program stored in the program nmenory 24 by the CPU

21. In a case where the CPU 21 of the smart card 1
.rec88asl t he command fromthe reader/witer 15, the

CPU confirms the CLA and the INS in the comand .

header 10 Portionit & jfUdye e tediftferfizPlgfiniiy a flow of

received c. nd. Here, the CLA and INS in the :
commlﬁ‘@g[g@tﬁorctquﬁ?r&atlt% HESESFed Conmend Sare  Pe
code_information i.ndicatin t he abnar dat .
confr?ortnea(fit(?riatcoerﬁ%lnéjr@(?.eglsﬂé’tg isgl,ownt HE St l?arl&’l for
has ived Aan t i i 0 0

60 (egte -lﬁ'l)% en %@Ségqf%%%ﬁ%\%guﬁégag#%r% ram

dat ast SN i TR O CUPRNG L0, f Ba GRU igadsA i I st
pi ece of control information 42 (#1) fromthe data

nmanagenentn d ndddmaidaae sty etby ot her ranage®t card 1
region of the data 20 nenory 22 (step S12). On reading

t he fddesitvegy ete afomneont rfolon nfter madadet 4.1 tdre 1GRUt2E cpu
reads, out to the working nenory 23, the identifier

55, advef 1mrgttha 6 LA tdnel adteudiNdata thiz anthrtane dataale r
validity managenent information 58 as the whol e data
romﬂggﬁﬁgqégbdhukﬁgthe contents of the received command.

Here, the CLA and INS in the command header portidn of
the received command are code information indicating
vthe abnormal data confirmation command 60. That 1is,
the smart card 1 has received the abnormal data
confirmation command 60 (step S11).

When the CPU 21 receives the abnormal data
confirmation command 60, the CPU reads a first piece of
control information 42 (#1) from the data management
informétion stored in the management region of the data
memory 22 (step S12). On reading the first piece of
control information 42, the CPU 21 reads, out to the
working memory 23, the identifier 55, the length 56,
the actual data 57 and the data validity management
information 58 as the whole data row 53 corresponding
to the control information 42 based on the setting
address information 46 in the read control information

42 (step S13).
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25 to the control information 42 based on the setting
address information 46 in the read control information
42 (step S13). 32 On reading the whole data row 53
onto the working nenory 23, the CPU 21 perforns
predeterm ned calculation for confirmng the validity
of the data w th respect to the identifier, |length
and actual data 5 in the dafa Péw (step S14). This:
calculation is calculation (error check cal cul ation)
for calculating a value to be conpared with the data
val i di ty Had&geherst thenfooka idsta Tiee Sontodivcs téfe fieirking
calculation _are not _limted to a specific system For
exafSir % e abd\e FY &l eerapran R A5& SARBned
cal cul.at i,on .of | the data, xcl usive  OR ( XOR
cal Gil&iisi i6r & &Fnggn%hemWQAlgﬁeyagévé ¢ data
cal cul.ati i s.conpleted,, the CPU 2 C ares _t he
val 8 Chr PR L@; tFies LS50 e f&&lrcuﬁgflﬁ%n%p ARt Reguat data
value el Qils 39,0 Nedal 314g | diky STRAIGETRAL o3 1 o

to judge not

information in the data row, | et her or
bot hd1he 1valives Bel reagh Q%lrlc(.ﬁta%ﬁ 315kor! B28 €A% ing a

O
where it is judged as the result of the above

conpaflisond hat Jdagidha rdie wialhuesemalael eagh datthemantyRaent
step 515, YES), the CPU 21 judges that any data 20

abnarmal rintayt dicg .notTher eserttenits tolfe tédtsa cedwulation are not

corresponding to the control information. In this

case inifedCRY 21 spedges ovsatstiem.or Floot etdaepiext the above

control information is present (step Sl6). It is

j udged BesEd cromayr dre évdhsiad cutllag igat @ Ir egilstthat iderra,

nunber _and the , _
exclusive OR (XOR) calculation or CRC calculation.
When the above calculation is completed, the CPU 21
compares the value calculated by the above calculation
with a value read out as the data validity management
information in the data row, to judge whether or not
both the values meet each other (step S15).

In a case where it is judged as the result of the
above comparison that both the values match each other
(the step S15, YES), the CPU 21 judges that any data
abnormality is not present in the data row
corresponding to the control information. 1In this
case, the CPU 21 judges whether or not the next control
information is present (step S16). It is judged based
on, for example, the data registration number and the
number of the pieces of the read control information

whether or not the next control information is present.

In a case where it is judged that the next control
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25 nunber of the pieces of the read contro

i nformati on whether or not the next control
information is present. In a case where it is judged
that the next control - 33 information is present
(the step S16, YES), the CPU 21 reads the next
control information fromthe data managenent
information (step S17).. On"redding the next contro
information, the CPU 21 returns to the step S13 5 to
repeat the execution of the above processing.

Mor Mt 0f des @ TAIENd | (tthies Siteaged & haES he thexCPU 21
control information is nat present (the step S16, NO,
t he XY F0G AFerh oo Lt A fogaddr ny iftrgmm the data

b OIS e O EdeT A ER 15 e ha ot eetin Che next
[ 1] ' | ete j . Moreover, in.a case
Chert R A oA b i TR R A R T S3RD 513

compay i,s9 Aihaty £ g ovalue, cal %%ata%%d%v gtféa&eg%gét%d

cal cul ation does not match the val ue

val iph tasnagement. [iJf Qe qn (itsh% uREP R tND next
the CPU 21 judges that the data abnormality iIs

presenitddl tife dadad W iGONRS RARGNRG @ hd R £ORLIOI NO)

information. In this case, the CPU 21 conflyns based

on ttree UL ytreovaiitdsgn tionfrdrematdaere r48: 2@ drn 1tthe response

control infornmation 42 whether or not the abnormal

dat a&lagenf (threatticdre oemidand 1866 poars eb eemeecist)ed n wihtikeh the

respect to the data row 53 corresponding to the

contFA tUshfcadfatiinghi G 1nst éfhas2 @xe dedri cax gpidd,t liomsa are

case where the abnormal data confirmati on command 60
incomplete is set.

Moreover, in a case where it is judged as the
result of the above comparison that the value
calculated by the above calculation does not match the
value of the data validity management information (the
step S15, NO), the CPU 21 judges that the data
abnormality is present in the data row corresponding to
the control information. 1In'this case, the CPU 21
confirms based on the security condition information 48
in the control information 42 whether or not the
abnormal data confirmation command 60 can be executed
with respect to the data row 53 corresponding to the
control information 42 (step S20). For example, in a
case where the abnormal data confirmation command 60
with respect to the data row cannot be executed (the

step 520, the execution is not allowed), the CPU 21

transmits, to the reader/writer 15, the response data
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25 wth respect to the data row cannot be executed
(the step S20, the execution is not allowed), the CPU
21 transnmits, to the reader/witer 15, the response
data 34 (the tel egraphic response nessage) in which

the status code indicati ng securi ty abnormality is,
. set (step S21). Moreover, gécas'e where the

executi on of the abnor mal data onfirmation conmand

60. with respect to 5 the data row is allowed (the

step S20, the execution is allowed t.he CPU 2

recor'ds G ARG ki rﬁ&%’ﬁ@rweﬁa & nfidr RSN the status

indicatin hat_.t he roce ng with respect tothe

AbnGHIHS S AT (RS O e ORI g 5 g (Step 821
abnormal data confirmation pracessi | I

corrpl ete ?s?ov r322])rl aThﬁasselon‘“&orrfreatﬁqg% r’iec% n%! o ]the

3 f t
abnor&%%@a a3 A8 Ay ardtd 98, pdigeatjing, trl?a%toet&e to

confirmation processi ng has nor mal

ended)e igdielbintd la1atoleRpstt Hhesabnayam! wdat %)dé?ﬁiﬁtl%n is

command i s executed as described later. This is 15

becausede nanmlcrend ofrdde-abnamelhedaldrking memory 23,
confirmation processing is the execution condition of

t he iabfwomed i dtatiandipdsat i prooces iy rdeserdsiedy lwattér .respect
When the information indicating the conpletion of the
abnarorat hedatlencorfli rdwdta arorpricoessiay damaesbr ded: - ,20he

in the working nmenory 23, the CPU 21 records, in the

wor kébrep fesdoraa s, C@t@&@“@@m@ﬁr%e%w@at@ et 122

in which the identifier of the data rowis stored as

t he FBERI HeRA b5t 130 datT rov PPN (T9 X fdRfhdd the

h h
t atwgr}glrggtn?enltgryab Orme (Stfcprmat3 on Fur 1hveartnlonrg 'that the

abnormal data confirmation processing has normally
ended) is held until at least the abnormal data update
command is executed as described later. This is
because the normal end of the abnormal data
confirmation processing is the execution condition of
the abnormal data update processing described later.
When the information indicating the completion of
the abnormal data confirmation processiﬁg is recorded
in the working memory 23, the CPU 21 records, in the
working memory 23, a head address of the data memory 22
in which the identifier of the data row is stored as
the head address of the data row in which it is judged
that the data is abnormal (step S23). Furthermore,
based on the head address recorded in ﬁhe working
memory 23, the CPU 21 reads out the identifier of the

data row which has been judged to have the data
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indicating the identifier of t

25 based on the head address recorded in the working
menory 23, the CPU 21 reads out the identifier of the
data row whi ch has been judged to have the data - 35
abnormality. On reading the identifier of the data row
whi ch has been judged to have the data abnormality,
the CPU 21 sets, in the data ﬁ_rtion 71, information

_ data row having the 5
data abnormality, and transmits, to the reader/witer

15, the response data (the tel egraphic response |
mes SHYTROM i T whih G Sttty e&g@@qﬁeégﬂ'}nﬁ%ﬁata row

éﬂgé@%”% Jot= (i S35 16 REREE e a0 RRIC A 0 the
ggng#%ﬁﬁ{dggigigg%fégg%%%%ﬁﬁln .§§RP egcﬁgggg%égﬁﬂy

will, be. ' ¥ at!. F | ") ;
o St 1 et g HE3 s howhan o

processd NGond tmd 5i 4P, Rgdotethsidix 4 hato eaEh QrREessifiter
shown in FIG 13 is a function realized, for exanple,

whem 3 her iIGPU &dp @x&s Wosa t Nehe pr O aaEiiar et dgoritde

program menory 24. \Wen the CPU 21 of the smart card 1
recenyesadde 7Comrastdi ¢t orhé het ateaderdde iitreti dB; indethat
CPU confirnms the 20 CLA and the INS in the command

headee partoomal oddualgeon f henzohte s afs i rreceinegnally
conmand. Here, it is assuned that the CLA 84 and the

I NS 85d¢@ iheseonhaitrP $bder portion 81 of the

recei ved conmand are code _information indicating the

abnor nal Hggg,uba%t%b%%ﬁﬂﬁkddata update processing executed

in response to the abnormal data update command 80 as
described above will be described in detail.

FIG. 13 is a flow chart for explaining a flow of
abnqrmal data update processing.' It is to be noted
that each piocessing shown in FIG. 13 is a function
realized, for example, when the CPU 21 executes the
program stored in the program memory 24 

When the CPU 21 of the smart card 1 receives the
command from the reader/writer 15, the CPU confirms the
CLA and the INS in the command header portion to Jjudge
the contents of the received ccmmand. Here, it is
assumed that the CLA 84 and the INS 85 in the command
header portion 81 of the received command are code
information indicating the abnormal data update command
80. That is, the smart card 1 has received the
abnormal data update command 80 (step S31).

When the CPU 21 receives the abnormal data update
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25 80. That is, the smart card 1 has received the
abnormal data update command 80 (step S31). Wen the
CPU 21 receives the abnornmal data update 36 conmand
80, the CPU 21 first judges whether or not the
abnormal data confirmati on command has normal |y ended
(step S32). This judgnment is executed by confirmng a -
response situation mﬁth>res§ec@6to"the abnornmal data 5
confirmati on cormand. \Wen the above abnornal data
confirnation(ﬁrocess has_been perforned t he

i nf or¢fEtaTsh Sthditdd thatt 1% doisatalvieiner or not the
conflrnatlon rocessi has nornmally ended is recorded
in tH ﬁ% Sty ergrend fe a0 By Shded

S%”E rtc”%%i b r{?;s:'jgh;?dqirg%‘)ffgles! . the vorking menony o
o ocRe T f’»"it%"ecsf’%fﬂ% 197 Spist. VP SPLSLLR cocc

abno&g@f %%&Pd@énﬁnﬂ@ce%ﬁ{é}g tHd aplyd MR 8RENtdata

enbodlnent the normal end of the abnornmal data

CONf &6 7B 400 LOMRNSEA S5 Ase LRS! RSt Ne LXEGMd Ot he
condition of the abnormal data update processing.

However o riidei @ eicit i & Condiid onsheofadrhermdinatamd  dat a
update processing are not limted to the above exanple

20 asohbihgmaisi sequrédteys piroperds esommahl y espidsd i recorded
abnornmal data update (e.g., the update of the data

whi chn cemaotor bienqpuennedy Wi h & hestef oxiat athpdate 21
command) can be acquired. For exanple, the abnor mal

dat acopdares PreocEsEe Fep g bet @5t Ut d- o Her king memory

execution condjtion .
23 to confirm whether or not the abnormal data

confirmation processing has ended.

The step S32 is processing to judge the execution
conditions of the abnormal datarupdate processing. In
the present embodiment, the normal end of the abnormal
data confirmation command is assumed as the execution
condition of the abnormal data update processing.
However, the execution conditions of the abnormal data
update processing are not limited to the above example
as long as security properties with respect to abnormal
data update (e.g., the update of the data which cannot
be updated with a usual data update command) can be
acquired. For example, the abnormal data update
processing may be executed on an execution condition
that the abnormal data confirmation command has just
normally ended. In this case, only in a case where the

abnormal data update command is received from the
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25 that the abnormal data confirmati on command has
just normally ended. In this case, only in a case
where the abnormal data update command is received
fromthe 37 external apparatus imrediately after the
external apparatus is notified of the normal end of
the abnormal data confirmati on command, the abnor nal
data update processing is-staffed” 5 In a case where
it is judged as the result of this confirmation that
the abnormal data confirmation processing has not
bee®ée&ddt e @PPEE tsisepmSeliaNgly affercebe2¢xternal
transmts, to the reader/witer 15, a_telegraphic
resﬁﬁﬁ@éaw€§sé§enpﬁ1WHﬁ@h05 $P5t B EGde °00 Pﬁdﬁ@&t@ﬁ@ormaW
that, conditians far executing the abnornal
updé&t apF8@6§§Wﬁ§l§PecﬁHW@§§V §$le6 Ppﬁ@aéxgéﬁé|gﬁdate
condi tions .are .i_ncq Iete) is set (step S33).
Nbr566§F55lﬁgal§a§eaﬁﬁ§ré it is Judged by the above
confirmati.on t r fin 1

7O e txahlleeraebrlcf: g:%(tj = e%%ng@tYrIE%)ult %L this

prOCGSSI ng has been execute

CPU 2} (Goalchin®, Whelher 0 %b%trmfa'ie Jdatad 9&%%%%%% ed
by the received abnormal data update command (i.e

t he prdaded S0 &S hett dget e@fechiﬁ%dahr&%mlte@ats@z NO) ,
update processing) is valid (step S34). That is, in

t he 22> processivigremitthe steph834eadhe /GRUL2E qenppar es
the identifier of the data row stored in the data

por tiedregrefphtilte mespeinsed redssarali ndathd dip datse acosnmeodie
wth the identifier of the data row judged to have

t he idwiisatdmeortialti topnsyi ttilee salfear madecgiatialg the abnormal

confirmation
data update processing are not satlsfled (the execution

conditions are incomplete) is set (step S33).
Moreover, in a case where it is judged by the
above confirmation that the abnormal data confirmation
proceésing has been executed (the step 832, YES), the
CPU 21 confirms whether or not the data row designated
by the received abnormal data update command (i.e., the
data row as the target of the abnormal data update
processing) is valid (step S34). That is, in the
processing of the step S34, the CPU 21 compares the
identifier of the data row stored in the data portion
of the received abnormal data.update command with the
identifier of tﬁe daﬁa row judged to have the data
abnormality by the abnormal data confirmation
processing. In the above abnormal data confirmation
processing, information indicating the head address of

the identifier of the data row judged to have the data
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25 processing. In the above abnormal data confirmation
processing, information indicating the head address of
the identifier of the data row judged to have the data
38 abnormality is recorded in the working nenory 23.

Therefore, the CPU 21 reads out the identifier of the
"data row judged to have the data abnormality, based on

t he head address recorded im t#€ working nenory 23. 5
That is, the CPU 21 judges whether or not the read
identifier matches the identifier stored in the data

por t3 e afa ltHe/ a?tmdrermilrc'tm arcorfe mratdiory cemmand.23.n

a case where it is ed by the above judgnent that

t he TG F5%r We t eU %d{ T jUdged e o drie Rl ofp the

dat a_ abnor nal | tﬁlq does not match the identifier stored

i n tci?etada‘ic?;’(" (ﬂdf “h & have difordmdta EREP N tmitdasied on
d 4, NO . U2l t t
Che TR e e ferco;%doaéelrﬁe(whar&swm I 23
t d
5 PR e Wﬁgt%ﬁp Z@S%Sieioiﬁ T RS

al | . set t
myq%%bﬁﬁﬁéﬁe | igln@t |]T| er g% trﬁa&gjateépﬁglw j udg]:;de a
to hawe: tdie odatre alImd il tdh (does Aot - it icdh themand.

identifier of the data row designated by the abnor nal

data confin ratdiose 2bheommand. s Hoveyed b theres | fudgyment
possibility of a problemin security, the response

dat a1t ddes inmEntM fiienclafdeHanfaxrtmtican Jutljentidthare the

reason why the update processing is not allowed.

Mor ebater alinprpnalbsey wverse riqt iefjalddge byddrhieifier stored
in the data portion of the abnormal data confirmation
command (the step S34, NO), the CPU 21 transmits, to
the reader/writer 15, response data (the telegraphic
response message) in which the status code indicating
that the abnormal data update processing is not allowed
is set (step S535). " In this case, the CPU 21 may notify
that the identifier of the data row judged to have the
data abnormality does not match the identifier of the
data row designated by the abnormal data confirmation
command. However, when there is a possibility of a
problem in security, the response data 90 does not-
include information indicating a reason why the update
processing is not allowed.

Moreover, in a case where it is judged by the
above judgment that the identifier of the data row

judged to have the data abnormality matches the

identifier stored in the data portion 83 of the
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25 above judgnent that the identifier of the data row
judged to have the data abnormality nmatches the
identifier stored in the data portion 83 of the 39
abnormal data update comrand 80 (the step S34, YES),

the CPU 21 further confirnms whether or not the length

of the data row designated by the identifier is valid
(step S36). In the processing 6f the step S36, the CPU

5 21 judges whether or not the length of the data for
the wupdate stored in the data portion 83 of the

r ec ed eI Mg ribt rin | Uit e lmdmaéNg(ﬁﬁm(ﬁdle(iSfeep $3He YES),

| ength of the abnornal data update command stored in

t he tL}ée p%#{ ion TEHIHar s e WhaT@RaT ¢t it ddta fgwth
ud have 10 the data ab mality (the |ength of

| he St o 01 T “uhi G e & ?bavget it ret e alid

i den |f|er C|f|ed b the dress re d
in the %r%«%g ey 2%'5 aseaﬁheretefpf §§é Fhe cru

thgg%gtgy or t updéatjcglg%é;és not f%ti%ﬁe&{%nﬁﬁg ffor the

the gaiad og/we&gel% to, haye 4 he, dada sﬁéorl?ﬂ’ r@{é tﬂfec(atlhﬁed
step 'S36, NO, the CPU 21 transmts,

readgsdmd Brdadn ddiesd €spaishdatia e (t hfné el@zgjapfw the
response nessage) 90 in which the 20 status code

i ndiatatdimga Y hadtd heodbnordmimaad aupdal ein Procassigigrtion
is not allowed is set (step S37). In this case, the

CPU 22) meyt atots fiyhd higngtie dfengtdh adftd heowdapedgedwo have
judged to have the data abnormality or the length of

t he e addtor alreompriat ey degignianatiby § Hehalbramfow in

which the storage position of the identifier is
specified by the head address recorded in the working
memory 23).

Inra case where it is judged by the above judgment
that the length of the data for the update does not
match the length of the data row judged to have the
data abnormality (the step S$36, NO), the CPU 21
transmits, to the reader/writer 15, the response data
(the telegraphic response message) 90 in which the
status code indicating that the abnormal data update
processing is not allowed is set (step S37). In this
case, the CPU 21 may notify that the length of the data
row judged to have the data abnormality or the length
of the data for the.update designated by the abnormal
data confirmation command is abnormal. However, when
there is the possibility of the problem in the

security, the response data 90 does not include
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25 data confirmati on command i s abnornal. However,
when there is the possibility of the problemin the
security, the response data 90 does not include 40
informati on indicating a reason why the update
processing is not allowed. Mreover, in a case where
it is judged by the above judgnent that the | ength of
the data for the 5 update matéRes-the | ength. of the
data row judged to have the data abnormality (the
step S36, YES), the CPU 21 cal cul ates the data

val |mﬁ®rwﬂagemérﬁlqaﬁmm TR S Ay Wine ddtee riAdREE

calculation (calculation for error check) with
r esgREICTT YHE Rt T il kMeedipdat e (the 10 identifier,

t he | th dth tual dat t d
po?t i gggé\éo]g‘?noY%Fagﬁo%‘Jzaﬁ‘sga‘a f?pg];tieel%:g]ﬁé d%\b the
t S38 t t |
Lhe TR 1 uiGec e nave Bddeed Q%ﬁgr%%ﬁaﬁ Pithe
' de\r}.'iag}cﬁéteé mddlhd £ngid, léribetrk?c(;fjaéhed%apc ta| ngzl%oa to

I dity managenment mati on are

the data mad i gty J@rﬂ?ﬁ%ﬁ”& '(ﬂfkﬁdf @éé;pns3é YES), the CPU
calculated to obtain the correct val ue of the whol e

dat ap 1 ayw 1 dubes R 2e rewd tes) tdie: W] res flakeh d OMiformation
judged to have the data abnormality into the

I denty fpefdetdremided engldyl dtioractasl cdiad | andedhesrror

data validity managenent information obtained as the

cor ret¢cvalwiesh woEspdet dat et rowldtst eP1S3F)e Uita s(the

the CPU 21 overwites the data (the identifier, the

| engidenridf t9ve, e ubdnaiah Qi en axtudke dhRita) poratissh 1n

of the abnormal
the data portion 83 of the abnormal data update command
80 (step S38). In consequence, as the correct value of
the data row judged to have the data abnormality, the
identifier, the length, the actual data and the data
validity management information are obtained.

When the data validity management information is
calculated to obtain the correct value of the whole
data row, the CPU 21 rewrites the whole data row judged
to have the data abnormality into the identifier, the
length, the actual data and the data validity
management information obtained as the correct values
of the data row {(step S$39). That is, the CPU 21
overwrites the data (the identifier, the length and the
actual data) given as the data portion of the abnormal
data update command and the data validity management

information calculated by the predetermined calculation

from the head address of the data row.recorded in the
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‘row judged to have the data abnc
as descri bed above the CPU 21 transmts, to the

25 data update command and the data validity

managenent information cal cul ated by the

predeterm ned cal culation fromthe head address of

the data row recorded in the - 41 working nenory 23

and judged to have the data abnormality. Wen the

rewiting of the data with resg ct to the whole data
rmality is 5 conpl eted

reader/writer t he response data (the tel e%raphl c

T esﬁ“&%@%é‘%ﬁj&y 0 ERWRINER She S Ratvss hco

ind'aﬁ)at t.hat the abnornmal data update processing
has Oﬂ% efided is set (step S40). 10 As descri bed
above, the flrst errha

rewr %%Iég’tq%%ﬂn:th%ﬁ%Pre%E%ﬁt to the

e
recei ved rom e readety abno

dat
a %ﬁltaldgggl egﬁﬂ%ﬁﬁgve t%Gﬂnyﬂe %.%bﬁyﬁﬁﬁﬁiy is

t he row ju e data abnormality from

the data JQus 4 Qfeesculm)etdwekﬂﬁxe@ 19 JTRITY Y 122, radhits, to
transmts, to the reader/witer 15, a response

i nclunl ngddwe ivitenddd 18y, iuhd aaddpgrhddeidat & theow in

whi ch the data abnormality has been detected, and

I nditcdtdqxhdrhiec nossmdnsencheafsddee adhammalhigat ahe status
confirmati on processing. Furthernore, when the smart

20 carak 1indicsiviesy tie tabier redinaatal ujedat eipcerhrand
from the reader/witer 15 and the execution
condiidermsiofg hare rbierial e Upgtlatss proeessidly -are
satisfied, the spmart card executes proces& ng to

updat e t S dARSCTTRRIGAPTE halie the a3t BHsTHdIG Tty When

|nto the corre
he commang received from the reader/writer 15 is the

abnormal data confirmation command, the smart card 1
detects the data row judged to have the data
abnormality from the data rows stored in the data
memory 22, and transmits, to the reader/writer 15, a
response including the identifier indicating the data
row in which the data abnormality has been detected,
and indicating the normal end of the abnormal data
confirmation processing. Furthermore, when the smart
card 1 receives the abnormal data update command from
the reader/writer 15 and the execution conditions of
the abnormal data update processing are satisfied, the
smart card executes processing to update the data
judged to have the data abnormality into the correct
data in accordance with the abnormal data update
command. Examples of the-execution conditions of the

abnormal data update processing include a condition
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25 data in accordance with the abnormal data update
command. Exanples of the execution conditions of the
abnornmal data update processing include a condition 42

that the abnormal data confirmation processing has

normal | y ended, and a condition that the abnornmal data
confirmati on processing has just normally ended.

According to the above first efBodirnent, when the 5

data abnormality occurs in the smart card 1 owing to

the defect of the communication, the data judged to
have-itHe it @asdEraldats car Yengidatnedricoessrimgl has
data. In consequence, even if the data abnormality
occUt¥EM e Grvieshe aréyitoF B Heddtha tndisr popprimg 1l data
the 10 smart card 1 or the smart card 1 itself is not
mast%ﬁﬂfiﬁﬂﬁf%QRaRQQQQﬁ%%ﬂﬂ 2%ﬁ1é&ﬁ%ﬂf“6?wﬁﬁé smged -

card 1 a the data region of the smart card 1 can be
realized.%I %ﬁ%l%ggﬁﬁél SO ment™ wiT° e eser i the
An s{mrd actﬁ{dj:rrgag‘ipgg to%@uq:seli%c;ttrh%n's?na%pa.ra‘%tdui) o&v]i%g to

and a smart ca cessi ng systemaccording to

SeCQﬂQaQﬁQQQ&”Qﬁit%%né&ﬁﬂﬁ%ﬁéa%q%npyt%ggg%ggﬁﬁa%%ﬁ$ to

constitution described in the first e

r ef ersence-Hed dat@S.aphoait 13t yThereter @pdak blihe oSeeond 1
enbodi nent, the smart card 8}he portable electronic 20

appatataus) landdrsesrmide ,Cai@npracessi g tsy shedhave t v

t he hardware constitution shown in FIGS. 1 and 2, and
hencedutsi Itdd desgriget irey itdne goft hies damiat methorkn 20hén the
sane nmanner as in the above first enbodinent, a smart

car T ROcesTihd appahat $5aZ2t card 1 itself is not wasted,

and the efficient employment of the smart card 1 and
the data region of the smart card 1 can be realized.

Next, a second embodiment will be described.

An smart card (a portable electronic apparatus)
and a smart card processing system according to a
second embodiment can be realized by a hardware
constitution deécribed in the first embodiment with
reference to FIGS. 1 and 2. Therefore, in the second
embodiment, the smart card (the portable electronic
apparatus) and the smart card processing system have
the hardware constitution shown in FIGS. 1 and 2, and
hence detailed description thereof is omitted.

In the same manner as in the above first
embodiment, a smart card processing apparatus 2
transmits various commands to a smart card 1 via a
reader/writer 15, and receives a response from the

smart card. Moreover, the smart card receives the
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25 transmts various commands to a smart card 1 via a
reader/witer 15, and receives a response fromthe
smart card. Moreover, the snmart card receives the 43
conmand fromthe smart card processing apparatus 2,
executes processing with respect to the received
command, and returns the execution result of the
processi ng as response data.~ | ¥3consequence, the smart
5 card processing apparatus 2 records data in the
smart card 1, or reads out the data stored in the
smar¢oweRl fronForh et e, casterp tdve ssiarg apawakatus 2,
processing system shown in FIG 1 is applied to a
pay neHIC'$YRT PR TS U ciidd] trwmaftort @ Hehd it e et
is, when the smart card 1 |s enpl oyed as the credit
car dCOHPAEXt &t IESHULS P %ecélthqweresé%(]tter%ﬁhe

i nput_PIN |n ut_via a ke board 13) a smart ,
caropﬂ%ceers E %aard EORLY: eorcja“las trIa{hs‘if?riSt 1S tHe smart

15.to0, th t
e i D
receiygs i h%ﬁ)geeé'&kalod{]pclﬂe %al\éaztgtsolr%e@ tied,from tJ]Ce card

smart card processing apparatus “Conminica
unit1 25, and tenporarily stores the .PINin the
wor ki ng nmenory 23. A control unit 21 of the 20 smart

card 1 cordatesadges exitesmadnd e r Pl rd efPEeddd Yy systen
held in the working nmenory 23 and an internal PIN

hel dshowra datElGenbris 2dbplo aerid v tdment system of a
mat chi ng/ m smat chi ng of both the PINs. The control
uni tcadof adred srmrthearikel, totaisnis,s when the smart card 1
is employed as the credit card, an external input PIN
(i.e., the external input PIN input via a keyboard 13)
input by a smart card user (a card possessor) is
transmitted from the smart card processing apparatus 2
to the smart card 1 via the reader/writer 15. The
smart card 1 receives the external input PIN
transmitted from the smart card processing apparatus 2
via a communication unit 25, and temporarily stores the
- PIN in the working memory 23. A control unit 21 of the
smart card 1 collates the external input PIN
temporarily held in the working memory 23 and an
internal PIN held in a data memory 22 to verify the
matching/mismatching of both the PINs.
The control unit 21 of the smart card 1 tiansmits
a verification processing result to the reader/writer

15 via the communication unit 25. A PC 10 displays, in

a display 14, the verification processing result
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25 a verification processing result to the

reader/witer 15 via the comunication unit 25. A PC

10 displays, in a display 14, the verification

processing result 44 received fromthe smart card 1

via the reader/witer 15. The smart: card user (the

card possessor) refers to the. contents of the

display in the display 14 t©o 88nfirm the verification
processing result. 5 In the above application of the

smart card 1, a plurality of predeterm ned conmands

ar e T&cedutest finem ddcorsdmice Sritcth la iex édgt irerdsrder iter
proceed with a series of processing sonmetinmes. In _
such 2 sdfi%sTHt gk $8iSHg,  HiFe SSrhgh POSHSFSpr) refers to
confirms the effectiveness 10 of, each received

comfad. CAWER En 9V dislcs nd™{ é:%ecéirﬁ?é’rlr@yerlr‘lmt)o i's

det ect ur,i t he serj.es of rocessin t.he smart
card Te lur(r%lnnsth;l(ng rveesrplonlscéa 4R atclensgS 1tnﬁ;atr%isﬁlelllc' onmmand

has the erfand Qe SIS Lardh RIOGERSI NG APRAAL US 4

2. When one i nvalid co nd 15 is recelved 1 n the

ser i95,/0f1 PES P d i AECRIHNEEanMd B ERRdY in
group to performthe series of processing again from

t he Legi MM W 4 QELSSidtdi: iefd iiRNCYd PMIsedl®ith a
solve the problem in the smart card processing

systenicfs tdfe mesens ierd adinteEnine svhen 2 Gudie sergearidss of
detected in the received conmand during the series of

pr oqessiars intde Processiingagah lbeorgerfior née agdiart iveness
fromthe received command. During the series of

procEssHanR) nEddte cawmnshi cdthaon amiinvzg ist adgyeand (a

smart card 1 receives a , ,
command error) 1s detected during the series of

processing, the smart card returns a response
indicating that the command has the error to the smart
card processing apparatus 2. When one invalid command
is received in the series of processing in accordance
with a command group to perform the series of
processing again from the beginning, a processing
efficiency lowers. To solve the problem, in the smart
card processing system of the second embodiment, when
the error is detecfed in the received command during
the series of proceSSing, the processing can be
performed again from the received command.

During the series of processing, when the
communication unit 25 of the smart card 1 receives a
predetermined command from the smart card processing
apparatus 2, the control unit 21 of the smart card 1

judges whether or not the command format of the
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25 predeterm ned command fromthe smart card
processi ng apparatus 2, the control unit 21 of the
smart card 1 judges whether or not the comand format
of the 45 received command is correct. This judgnent
is realized by executing the programfor detecting
the command format error stored in a program nmenory
24 by the control unit 21. 71 n%he program menory 24
of the smart 5 card 1, for exanple, the correct fornat
of each command is stored. In consequence, the
contFeferid Ijantyelss Whetder- orlat Tusomegyingts gfealized
the received conmand is that_ of the correct command
st or'dd §HEHel I ogtaRT C?%‘?ﬁi?yf% A9 IHE tHe sﬁ%ﬁ“‘tand

card_1 detects the err in the received co ,
smartCTHd A 1A IS a“?:dam%%graé‘? rl?ﬁmcf%ysr?o t%‘e

the smart pard rocessi ng ,appar at us art card
proc%%%l“%% appar azflllCJs ?Lr% nsn‘??oa*%n&) m‘?"ﬁ s rtOIcatrrbe smart

1, Ieér Muééé/mﬁgase f@cﬁrhﬂécﬂ AL f%@beoégh th&mmand

det a| e error on t command err or

r eSPPsE‘S§t<£§&@' vepn Véc?né%ér?@éier{k‘(\l i &t r B -unkhe 21 judges
conmmuni cation unit 25 of the smart card 1 transmts

errofhgetat o niof natd ofo 4 her simd tr & tre PraGRESING s
apparatus 2 based on the reception of the 20 error

I Nqut iyt cofmens. cdhee Streddmeatidl P @Ee$ Si g h appes @t A1

2 transmts, to the smart card 1, a nodifying conmand
to moeméyythe. error portion of the predeterm ned
command based on the error detail information

recei ved Whant hleeremeel /apfdet dstedhe the error in the

received command, the smart card 1 transmits a command
error response to the smart card processing apparatus
2. The smart card processing apparatus 2 transmits, to
the smart card 1, an error inquiry command for
inquiring about the details of the error based on the
command error response received via the reader/writer
15. The communication unit 25 of the smart card 1
transmits error detail information to the smart card
processing apparatus 2 based on the reception of the
error inguiry command. The smart card processing
apparatus 2 transmits, to the smart card 1, a modifying
command to modify the error portion of the
predetermined command based on the error detail
information received via the reader/writer 15. The
control unit 21 of the smart card 1 receives the
modifying command to perform the series of processing

again in the middle thereof based on the modifying
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25 control unit 21 of the smart card 1 receives the
nodi fyi ng conmand to performthe series of processing
again in the mddle thereof based on the nodifying 46
- command. Furthernore, the control unit 21 of the
smart card 1 stores the nunber of retry processing
times based on the detection of the conmand error
(e.g., the nunber of 5 transni &8ion tines of the error
detail information) and the upper Iimt of the nunber
of retry tines (e.g., the wupper limt of the nunber
of tHEMX¥hsni ssion times of the error detail
i nformation). The nunber of the retry processing
times (tHe ISt (HE é%?é&ftqloﬁmﬁtn@é St tﬂ? tpgrt card
co n IS or ed unter provided in th

or R e SRRy DS s G P OGP SEE niriBee GRsed on
the retry tines (the upper |im dte%Eth nunber f the o o«
execJ¥|on |nes Pof”*t e cormman i's settlng

i nf 05%%9%510%”% 'm%sSto%r ecdle' %’rrfoqr J4&X4a | ?L’nftot}?natlon and

program menory 24. 15 \Wen the nunber of the, retry

pr oocqfeSI drl MB$i19Xeaede P It ofiddhe (o the
nunber the retry times, the control unit 21 of th

srrardpp?eekr d ilhidoes Rofe &Jdnﬂ?)@ﬂ e texeeubin@mitfsilde times of
retry processing. For exanple, in a case where the

nuntgre afrtdre de2@.i Ir atrfio rptaadessi.ng Thiemesimexceeds tihke retry
upper limt of the nunber of the retry tines, even if

t he momassingnittingk (dfhe ey tofcdhe txeesudiives ties of
error inquiry conmand fromthe smart card processing
appdria wmmandie isomttragied dml ta deetieat proarsied itthéhe

error detail information to o
working memory 23. The upper limit of the number of

the retry times (the upper limit of the number of the
execution times of the command) is setting information,
and 1s stored in, for example, the program memory 24.
When the number of the retry processing times exceeds
the upper limit of the number of the retry times, the
control unit 21 of the smart card 1 does not allow the
execution of the retry processing.

For example, in a case where the number of the
retry processing times exceeds the upper limit of the
number of the retry times, even if the control unit 21
of the smart card 1 receives the error inquiry command
from the smart card processing apparatus 2, the control
unit .does not transmit the error detail information to
the smart card processing apparatus 2. In conseguence,
the smart card processing apparatus 2 cannot receive

the error detail information within a limit time,
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25 the smart card processing apparatus 2. In
consequence, the smart card processing apparatus 2
cannot receive the error detail information within a
limt time, 47 judges that the series of processing
cannot be performed again in the mddle thereof, and
perforns the series of procesaHng agai n fron1the
begi nning. That is, the smart "‘card processing
apparatus 2 starts the 5 transm ssion of the command

to be rst, tra mtted durjing the s f
g R A EEA %m b Setl}feess%tpgm&aerso%er%%ﬂ%&mmhe

smart d t
"t GPRRLTOR R .”nga%"fﬁ PR al e B e
10 '\@llfeoé/seroft e nu (%?&[o :L]n Cﬁ%xﬁ'ﬁﬂi k{ tp)nl That

upper Trmt ‘of the retry tines to

Wi t hy gesa@ctsrﬁ@r@ SPES| ﬁ&c&ﬁmﬁq%@ﬁt&@e}l&%@fs the
processing. Wth such setting, en the processing

W t he F@s§1eCd s 1on thie Specddntarcdramnt faidst tiasmiteed
15 smart card processing apparatus 2 perforns the
seri@srind fHocessiayg of dhecapplricat imswagat n fhommart
the beginning. FIG 14 is a diagram show ng an

exanphed of ndwe nédorpttiod srmertaboed emrcmesssmg rapparatus 2

command. As shown in 20 FIG 14, the error inquiry
comehdthect wees @tﬁaﬂ(hﬂr}fonwJ(quzar}dma%mss)tn@ the
(114) and Le (115). The CLAis an abbreviation of

cl asEStFNS§ sah #hse¥eRtion code, Pl is an
|nstruct|on araneter, P2 is an in

truct n, ‘
par anet erO5RAVEE’ | SPAnBBbF V7 Bt | i%%b?h(set) the

eXpeCthr limit of the number of the retry times to one

with respect to a specific command in the series of
processing. With such setting, when the processing
with respect to the specific command fails twice, the
smart card processing apparatué 2 performs the series
of processing of the application again from the
beginning.

FIG. 14 is a diagram showing an example of the

format of the above error inquiry command. As shown in

FIG. 14, the error inguiry command includes CLA (111),

INS (112), P1 (113), P2 (114) and Le (115). The CLA is

an abbreviation of class, INS is an instruction code,

Pl is an instruction parameter, P2 is an instruction

parameter, -and Le is an abbreviation of length expected

in the response data. The smart card processing

apparatus 2 transmits this error inquiry command to the

smart card 1 to inquire about the details of the error
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25 in the response data. The smart card processing
apparatus 2 transmts this error inquiry conmand to
the smart card 1 to inquire about the details of the
error 48 - with respect to the smart card 1. FIG -15
Is a diagram showi ng an exanple of the format of

error detail response data. The error detail response
data includes error informatioA8(121), SW 5 (122) and
SW2 (123). The error information includes information
i ndicating the error portion (the nunber of bytes

f r orviitthe rigs@e c6f toormmendmARDUCatride U.engt h of t he

error portion) and information indicating an error
reason (& feasionh idode)diapyams\ahoaid SR iardingdice athéhe
10 processing result of the error inquiry conmand. ,
FI GLor&athGs S&hodr IRdrdde RESE ONysoGrati-on THeorgd o fletail

t he wor ki ng nenory 23. shown in FIG 16, the_ error
nanfgeegr?é)ﬁlﬁ%i r‘?@&lan'alﬂcir‘l"%éf?c FGdeS emtor Ao mdtiiddn - SW1
131, 0 n 0 er, 132, a mmand execut.i on .15
allé&?ﬁg ??gbq?%é%gkg)'pr§g§s§%%§réﬁ§#€ﬁm ¢ Pﬁaﬁpg%udes

134infgyﬁa%ﬁ%%ri5%ﬁ%%%§ iggp%?érkﬁﬁéQEmﬁﬂﬂglq%hgrgumber ot

error information 1 n the error

det egied AUl ARG he execuid-an el WpPr e¢essi-nghased the

on the predeternm ned command, the error information
131 2@ drnghiogatiiony thel detfairks tafort Nedeteated 48r ke oS

stored in the working nmenory 23. The command counter
132 rempuages triva soumeideof. eXeeutswan andvessi2ofinieate the
error inquiry command and the upper Iimt of the
numnmyero aefs s itnlge repeedurt iodn thienmes . rokhatngus,ryt hemoenmaand
counter 132
FIG. 16 shows error management information stored
in the working memory 23. As shown in FIG. 16, the
error management information includes error information
131, a command counter 132, a command execution
allowing flag 133 and_pfocessing_state information 134.
The error information 131 is the same as the error
_information 121. That 1is, when the error is detected
during the execution of the processing based on the
predetermined command, the error information 131
indicating the details of the detected error is stored
in the working memory 23. The command counter 132
manages the number of execution times of the error
inquiry command and the upper limit of the number of
the execution times. That i1s, the command counter 132
'manages the number of transmission times of the error

detalil response data (the number of the execution

times) based on the error inquiry command, and also



25 manages the nunber of transm ssion tines of the
error detail response data (the nunber of the
execution times) based on the error inquiry conmand,
and also - 49 nmanages the upper limt of the nunber.
For exanple, the command execution allow ng flag 133
is set to 'l until the nunber of the execution tines
of the error inquiry commuand é%ceéds the upper limt
of the nunber 5 of the execution tinmes. Wen the
nunber -of the execution times of the error inquiry
corrﬁ‘é?rﬂji‘?(-,%(scé?e”kfs URRFE UpFert IQﬁnttheofm‘t“ﬁé%nunﬁ@rr @fxat“}f?éer
exec tion tlnefdn<the co d executlon |1 owi ng flag

133§ SChte Pt Y st'é@® it orimatitort O L
134 dnad tg?for{ te:[)r?gdes']cg]qﬁget%e” A& Ae DY e rror

t t 1 t
or ed]l%%l{;l:“g 1 stor es%qi‘lc at eog] Jerf%oerrgqtlhel%execu }%gr?uo
the g QORS Sk hassd ﬁ%é&e W deler Mg R

(the processing state information 15 134) in the

Wor kd ;a0 PRI W 4 Pased Hn etrlfkeoldeltrecml Dmmde SIdIds
of the predeterm ned command. That the contro

uni tcrdl Wpdhel isid to fadrtk JnLSIﬂ:&fLGSOﬂ %éteﬁi&ﬁtuiﬁﬁj‘mrﬁmes,
the execution of the processing (the state in the

m ddifes oforinten s erteesutaforpraoclessimg)f iay t1aS wior kdatg 20 '0'.
menory 23. In consequence, when the nodifyi ng command

to nodi f yThdepr predes Bron sietc € ohmbedna sioreceideds the
control unit 21 of the smart card 1 can restart the
prodéﬁﬁ?ﬂf?kﬁﬁxﬂ%ﬁﬂQQRﬂﬁﬁmﬁf%ﬁ%ﬁﬁ(ﬁﬁﬁﬁﬁﬁj?WQHﬁ%Qﬁ?tlon of

state before the execution of the processjing based on
the processing based on the predetermined command. The

control unit 21 of the smart card 1 stores the state
before the execution of the processing based on the
predetermined command (the processing state information
134) in the working memory 23 based on the detection of
the error of the predetermined command. That is, the
control unit 21 of the smart card 1 stores the state
before the execution of the proceseing (the state in
the middle of the series of processing) in the working
memory 23. In consequence, when the modifying command
to modify the predetermined command 1s received, the
control unit 21 of the smart card 1 can restart the
processing based on the modifying command from the
state before the execution of the processing based on
the predetermined command (the state in the middle of
the series of processing) in accordance with the

processing state information 134.
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25 the predeterm ned command (the state in the mddle
of the series of processing) in accordance with the
processing state information 134. 50 Next, a flow of
the command processing in the smart card processing
system according to the second enbodinment will be
described. First, the flow of the processing in the
smart 5 card processing appar&fus 2 will be
described. FIG 17 is a flow chart show ng the flow of
the processing in the smart card processing apparatus
2 until Neetcormbhel i et compl eertpic pReceesing ©Of the
processing. 10 A main control unit 11 of the snart

car osmi‘)lf oceREd R SPpaT it dsS 8 S8t 2 $FR gt fg’?%uiﬁcond

for ng the smart card 1 o execute the series
?ﬁ%ﬁé&ﬂwﬁb g? W?%ﬁmﬂ% “group for the series

of processin n control.unit

T5 shart CAFUCpr CRESEIHY Sppay atAC S TH R s e A te
conmnls |, o1 867, 0. Lhe SR 1, Gy 1, DYdise af.  he

reader/witer T one conman ransn1 ted to

the smartpeardid viag tbfowe@sigféwév@{n&%ﬂ@léﬂaw épethe

mai n control unit 11 of the smart card processing 20

appasabasSs Zi @i 118 {1 dihert ecepd i O @i s ey rasnonstus 2

data fromthe smart card 1 with respect to the conmand
(S142)ti Donecedmhangd t he ca@spohsed dat ac 4 oga £ hes semr t

card 1 via the reader/witer 15 (S142, YES), the main
processing.

A main control unit 11 of the smart card
proceésing apparatus 2 sets the command group for
allowing the smart card 1 to execute the series of
processing. When the command group fér the series of
processing is set, the main control unit 11 of the
smart card processing apparatus 2 transmits the
commands in order to the smart card 1 by use of the
reader/writer 15. When one command is transmitted to

- the smart card 1 via the reader/writer 15 (8141), thé
main control unit 11 of the smart card processing
apparatus 2 waits for the reception of the response
data from the smart card 1 with respect to the command
(S142).

On receiving the response data from the smart card
1 via the reader/writer 15 (5142, YES), the main
control unit 11 of the smart card processing apparatus

2 judges based on the response data from the smart card

1 whether the command has ended normally or in error
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25 control unit 11 of the smart card processing

apparatus 2 judges based on the response data from

the smart card 1 whether the conmand has ended

normally or in error - 51 (S143). Wen the response

data received fromthe smart card 1 indicates the

normal end of the conmand (S143, NO, the main

control unit 11 of the smart cakd “processi ng

apparatus 2 judges that the processing with 5 respect

to the command has normally ended. In this case, if

t her 814%83)a ndhaxedift ek vomfEndatn trrﬂéiﬁ:ldm%rfcrongrtélﬁp smart

for executlng the series of processing, the main

contGHTA uhniindicagies Hees mamadardihrdic 68 P ssst a3/
execut e roceSS|n with resp cgﬁ%o t he next

2

commind, 4 Nt Eove! %h]eﬁ”llﬁe S G T &Y ed
fron1npe sqgrt card [ 4 S qqui nd err%[s ng with
(S143°HES) %@W@% fwgﬁ bk e St

Ty 555 0. SRS 2 AL %ﬁ Ofin chis

readerdwifere Jord Sld4) . no?hfeée%@{é&rcdnﬁx%ﬂcf ¥i AN nmand
is a conmand to demand the error detail information

i ndi gad bR grdhescantem$ ofe theri commnerQrd i g omidenain
smart card 1. \Wen the error inquiry command is

transohtter Wit hel seBrthe agmhrdr iard thweo deagard woderatus

15 (S144), the main control unit 11 20 of the smart

car 2 proecessengpappasatug 2 waitesspart tthe. the ecept icmmand.

of the response data (the error detail information)

fromthe Mpaeovenr dvilen the respeense cdathe regebyed from the

i nqui ry conmand (S145). Here, when the error detai

i nf o?P A&t PR ES }h@ndlcates a command error (S143, YES), the
main control unit 11 of the smart card processing
apparatus 2 transmits the error inquiry command to the
smart card 1 via the reader/writer 15 (35144). The
error inquiry command is a command to demand the error
detail information indicating the contents of the -
command error from the smart card 1. When the error
ingquiry command is transmitted to the smart card 1 via
the reader/writer 15 (S144), the main control unit 11
of the smart card processing apparatus 2 waits for the.
reception of the response data (the error detail
information) from the smart card 1 with respect to the
error inquiry command (8145).

Here, when the error detail information as the

response data from the smart card 1 with respect to the

error inquiry command cannot be received (S145, NO),

the main control unit 11 of the smart card processing
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25 response data fromthe smart card 1 with respect to
the error inquiry command cannot be received (S145,
NO, the main control unit 11 of the smart card
processing 52 apparatus 2 judges that the commands
ends in error (S146). In this case, the main contro

~unit 11 of the smart card processing apparatus 2

judges that the whole series & processing have the .
error. For exanple, when 5 any response data cannot

be received fromthe smart card 1 within a

pr ecred e 2 i mslgashéhedl Fheomtamylandmiendel iof etdyer
smart card processing apparatus 2 judges that the

commehid! @nds ith Errorcasen dceindify ade &l ot idetldi [of the
information fromthe 10 smart card 1 via the

r eadBRINr it BF QSIS NYESPARATES i M ASEH rid1aturfie whole

11 of the smart card .processi anaratu%ﬂz ana%yags )
the THCRV G PTG Tt I i QIS ot t o §Jdgé.enb e, when
whet i n b

whet e £Ustod N SO OO SV PIL 95 SPTNE o

wh s SR ' . . .

RS T e M SO, S S

in erdfor canotehe detrd ed ASKL cdNQing thed®iths 2 judges
control unit 11 of the smart card processing

appagiad tisc e j aistgesnd hatdd hiey conpmnd ends in error 20
(S146). In this case, the main control unit 11 of the
smart caroh precessimg Epparmatars Pefjandgesn fdm@atattien from the
whol e series of processing end in error. In a case
whersmd it i gajaidgedidbychereerdeor/vaettad 13 nfordfaet i@s) , the
received fromthe smart card 1 that the
main control unit 11 of the smart card processing
apparatus 2 analyzes the received error detail
information to judge whether or not the command ended
in error can be retried by the smart card 1 ($147).
Here, in a case where it is judged by the error detail
information received from the smart card 1 that the
command ended in error cannot be retried (S147, NO),
the main control unit 11 of the smart card processing
apparatus 2 judges that the command ends in error
(S146) . In this case, the main control unit 11 of the
smart card processing apparatus 2 judges that the whole
series of processing end 1in error.
In a case where it is judged by the error detail
information received from the smart card 1 that the
command ended in error can be retried (S147, YES), the

main control unit 11 of the smart card processing

apparatus 2 prepares a correct command as the modifying
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25 conmmand ended in error can be retried (S147, YES),

the main control unit 11 of the smart card processing
apparatus 2 prepares a correct commuand as the

nodi fying 53 command again (S148). Wen the nodifying
command is prepared, the main control unit. 11 of the

smart card processing apparatus 2 transnmits the

prepared nodi fying commandto>Bhe-smart card 1 via

the reader/witer 15 5 (S149). \Wen the nodifying

command is transmtted, the nmain control unit 11 of

t he AN &9 iy odddSiing  Vamrartatau snciirfetinmon s dnmarite is
above S143 to wait for the response fromthe snart

car PTERARS r dd)Fedta itno Qe rofpdiTfiyi g cdnrided smegrt card
Next, a flow of processing in the smart card 1- wll
be dERGITEI ARBATEE USs 2 HHBW R4 ttheh Gwiomg aase MabvEying
of rocessing.in the smart card 1 until one conmand

's CORBIE & 1014 FEGer (6T DL prgedei fGacrs A iter 15
descyd ab recejvdng the commpnd from the :
snar@hgggd p?%%%%gﬁhgﬁgﬁgéﬁﬁgﬁéci’ LSYESPI g ted, the

CONRn Wide Bh Shnitha ST (eifAihal d UA99P IRRINEL

not there is an error in e recel ved co

commaich faty erdiQidh $0Dnhe WA RE 20MPRNA 1230 61+ the

received fromthe smart card processing apparatus 2
has respofde@rdmorml Skh2,caNQ .1 the rcaigelctunid 2k

of the smart card 1 executes the processing
cor megjpigndingg dammariie command (S153) . Moreover, when
the error is detected in the

Next, a flow of processing in the smart card 1
will be described.

FIG. 18 is a flow chart showing the flow of
processing in the smart card 1 until one command is
completed in the series of processing.

As described above, on receiving the command from
the smart card processing apparatus 2 (S151, YES), the
control unit 21 of the smart card 1 judges whether or
not there is an error in the received command (the

~command format error) (S152). When the command
received from the smart card processing apparatus 2 has
a correct format (S152, NO), the control unit 21 of the
smart card 1 executes the processing corresponding to
the command (S153).

Morecver, when the error is aetected in the
command received from the smart card processing

apparatus 2 (S152, YES), the control unit 21 of the

smart card 1 transmits the response data indicating the
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23 command received fromthe smart card processing
apparatus 2 (S152, YES), the control unit 21 of the

smart card 1 transmits the response data indicating

the 54 conmand error to the smart card processing
apparatus 2 via the conmunication unit 25 (S154). On

the other hand, the smart card processing apparatus 2
transmts, to the smart card 24 the error inquiry
command to 5 inquire about the details of the error

based on the response indicating the command error

r eceF VBRI Grhindte tsrdre wwd Farda Atves assddey /aprametus 2
15. On receiving the error inquiry command fromthe
smarflEdif FrEERssi Gy Epatdttug 2, (S JcontGroltheniat e

10 q&a%gg smart card 1 checks the command fornmat of _

t he i Ve SMAdT- iGTU IRF QSN ESEEERt Ushen fs@smits,

command format_of the received error inquiry command
oD B % oy kil e B g L S
can ! | \ve S NQ , & control .unit, 21 of
15 {thjiequ)lre}rae{ %%?élrbdq:f(esgegcatﬂg cooImhnglr?d eerxreocrutblaosned on the

al | o g dd 30 433 (10,0 Und O AEANIPIL: e xeauidon of

t he é%%ﬁﬁnd ?élg%fﬁ'ﬁ%?éﬁigi, ége?ﬁ%ﬂionnaﬁgk%gﬁﬁgglthe
of thiesfecained Bld Ahd NG dar Genmmand jiss appropriate
(S155, YES), the 20 smart card 1 checks the command
execut i oromal 4 ovd ingi fd athd 33r £ 56 qu ME N dridea &0 MBRd the
execution allowing flag 133 is set to, for exanple,

"0 {56, caieS)prddees s inontapdanitids 21, afhd hersdmrt uniz 21
card 1 prohibits the execution of the command (S161).

Mor eoverhe iirartt mmrd 1 checiks the command format of the

received error inquiry command (S155). When the
command format of the received error inquiry command is
not appropriate or when the error inquiry command
cannot be received (5155, NO), the control unit 21 of
the smart card 1 sets the command execution allowing
flag 133 to '0' to prohibit the execution of the
command (S1e1l).

Moreover, when fthe command format of the received
error inquiry command is appropriate (S155, YES),Ithe
smart card 1 checks the command execution_allowing flag
133 (8156). When the command execution allowing flag
133 is set to, for éxample, '0' (S156, YES), the
control unit 21 of the smart card 1 prohibits the
execution of the command (S161). Moreover, when the
command execution allowing flag 133 is set to '1'
(S156, YES), the control unit 21 of the smart card 1

judges that the execution of the command is allowed.
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25 command execution allowing flag 133 is set to '1'
(5156, YES), the control unit 21 of the smart card 1
judges that the execution of the command is allowed. -
55 In a case where it is judged that the execution of
the command is allowed, the smart card 1 checks the

“nunber of the execution tinmes of the error inquiry

command via the command codnt &P 132 (5157). 5 Wen

t he nunber of the execution tinmes of the comuand does

not reach the upper limt of the nunber of the i
exectit i drfassed e tie o I8 TN edqrgition of the
control unit 21 of the smart card 1 acquires the error

i nf STARIEGTOh UBRY A5, 1OF AT IGRF S ?ﬂe oS figie number
inforga%%pn 131_t1he_pontroLFqﬂ£t 2l of the smart card, .
1 i Nt et S IHE Hihber" ot the Exétutdon 19 Hes’ oo gd via

error, i nguijr ommand_ vi h ggﬂpand counter 132
(515133? en rfcﬁec%%nn%faa‘n c%uﬁstler 132 is increnented,

the cont rphehint o 2hdbe f hor SR tosbardd 2o rafsad toe the

15 response data as the error detai nformation to

the -ShRdlq Casdk processifg aRpads 2 (D160 .the number of
Mor eover, when the number of the execution tines of

t he goamanstuenshesinde dppate lddfidard  (des number, afhe

the execution tinmes of the command (S157, YES), the 20
contcohtumi tu2lt of 1 tde smardmacar dcdrdet saddnel wosmere exrror
execution allowing flag 133 to "0" to prohibit the.
executformafiemel Tbmhdhel  S16X) .adqnihing cdse, etther
control unit 21 of the smart card 1 does not transmt

r espbhsera o uthl asthhec@rronl der sl 121 P orineg | Yrpito card

1 increments the number of the execution times of the
error inquiry command via the command counter 132
{(S159). When the command counter 132 is incremented,
the control unit 21 of the smart card . transmits the
response data as the error detail information to the
smart card processing apparatus 2 (5160).

Moreover, when the number of the execution times
of the command reaches the upper limit of the number of
the execution times of the command (S157, YES), the
control unit 21 of the smart card 1 sets the command
execution allowing flag 133 to '0' to prohibit the.
execution of the command (S161l). In this case, the
control unit 21 of the smart card 1 does not transmit
response data such as the error detail information to
the smart card processing apparatus 2. It is to be
noted that the smart card 1 may transmit, to the smart

card processing apparatus 2, the response data
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25 the smart card processing apparatus 2. It is to be
noted that the smart card 1 may transmt, to the smart
card processing apparatus 2, the response data 56

i ndi cating that the command cannot be retried, instead
of the error detail information. Furthernore, as

~descri bed above, the control unit 21 of the smart

card 1 may store the state bef 0e the 5 execution of

t he proceSS|ng based on the predeterm ned conmand (the
processing state information 134) based on the" .

det ddidigh to nthe: leomfdifd s dueniet e retried, instead

predetern1ned conmand. For_exanpl e, when the nodifying
conﬁhn&hﬁn@%%ﬁbﬁﬁqﬁr%(}&ﬁﬂ¥%ﬂﬁﬁﬁﬁm judged to have

the 10 conmand error is receiyv e control unit :
of the r‘h@cléffl‘ﬁirei rEst er?*srjtekﬁ dp‘? %’S|ﬂbef$od$ﬁli% unit

st at 4 b f& e the ex§¥é%gogé$%rtQsagquanqﬁgezﬁﬁﬁ?re the

con executi on

pr OC§>§ ere ﬁ‘%f tﬂ@iﬁf&?&éﬂhg}%@sé@ ﬁotfsk‘?éj rle'?:lé"cerfnlned

case 15 co unit- 21 of t mart card

recel yesaddie c copEnc Wi ch £oese nots Sardeshond 4)0 Hah?ed on

conmmand Judged to have the command error (the command

di f fefeteddOm od her Nk fydrgs o emnsh) , dddeccanid ol
unit returns to the state before starting the series

of pFoE®siSss NP ved t henRdhgondid T ofxdri@ate t heheat atres modlrylng
before the execution (the processing state -

i nf ororataros d3dyessosd Dred.o Thae ¢opmand tuwgsiye have the
card 1, the restart of the series of -processing in

t he mr@mlairedt%r@nfmsrw@hwmwhe apentrel ymtf ybfof the

the series of proceSS|ng from the beginning or
smart card restarts the processing irom the state

before the execution of the command on a condition that
the state before the execution (the processing state
information 134) is stored. In a case where the
~control unit 21 of the smart card 1 receives the
command which does not correspond to the command judged
to have the command error (the command different from
the modifying command), the control unit returns to the
state before>starting the series of processing on the
condition that the state before the execution (the
processing state information 134) is stored. That is,
in the smart card 1, the restart of the series of
processing in the middle thereof is prohibited, and the
retry of the series of processing from the beginning or
the execution of another processing is selected.
As described above, in the smart card processing

system of the second embodiment, even if the error due
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25 the execution of another processing is selected. As
descri bed above, in the smart card processing system

of the second enbodi nent, even if the error due 57 to

t he predeterm ned command occurs during the series of
processi ng, the series of processing can be perforned
again fromthe processing based on the predeterm ned
command (the nodifying conmand)>.’ | ® 5 consequence,
even if theerror is generated during the series of
processing, the series of processing can efficiently
be pe? f orerenredre mxand e;ommarad caseinshehe il utralidyies
of nmutual authentication processing tinmes are
necel’SapyocekRing hethd (servoy @ueonaradwel g ekt dreri ned
conmand i s generated during the N-th nutual

aut HeRt f EPF D Pt e St P radrs sandugtased on the
aut henti cati on grocessin IS $erfopyed again fromthe
firstreRmes i %e?ﬁr?ﬁlﬁ‘ffg) (the MG Ency DN dver yin

poorCOIygé uérlgcze? ap@\'fir?ajth. ot:r]r‘1€9fe1_I hoereﬁgsgzﬁg{iara%%e%u%% the

processi ng system of the presen

L DUEELLLY P Lt O SR IR T

are necessary ror d he pre erm ne

conmapgl; & Se.generad gok duringy the N-th nmutual
aut henti cati on processing, the processing can 20

ef ficientkyrbexagrfor med. s o 8OVIRLerd N HLRSE WNEIEF mutual
there is processing which requires a conparatively

| ongatitent ncdheod issdcedwidg ofiride HeF iRscfsary, when the

processing (read processing or wite processing of

dat aehmer ndua tartges spzejetartnidel command is generated
during the N-th mutual authentication processiﬁg and
the mutual authentication processing is performed again
from the first time (the beginning), efficiency becomes
very poor. With the application of the smart card
processing system of the present embodiment, when such
a plurality of mutual authentication processing times
are necessary and the error due to the predetermined
command 1s generated during the N-th mutual
authentication processing, the processing can
efficiently be performed.

Moreover, in a case where there is processing
which requires a comparatively long time in the first
half of the series of processing (read processing or
write processing of data having a large size) and the
error due to the predetermined command is generated in

the latter half of the series of processing, when the

series of processing is retried from the beginning, the
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25 error due to the predeterm ned command i s generated
in the latter half of the series of processing, when
the series of processing is retried fromthe

begi nning, the 58 efficiency beconmes very poor. Wth
the application of the smart card processing system
of the present enbodinent, even if the error due to
the predeternined command is §énerated during the
series of -processing, 5 the processing can efficiently
be perforned. Additional advantages and nodifications
wi | leffeaidingy deoaamad tdiseoski | | étitin the agrlication of
Therefore, the invention in its broader aspects is
not TR R & CREhP LRI FIRG datHigs And-he present
representative enbodi nents 10 shown and descri bed

her eFPRPONIFH i iYISA VariuSTidiFiTdtS o R dFermined
made w t hout, de artiqg(%r m t he k%%irit.or scope of .

t he G¥METH Ji%v%?ﬁ‘?% TOMLERH AL MYt T et By e cessingy
appe i 8. d.t heif-.equi val s. 59 - T 1S
CERfﬁ@%f%%%égéE%&%gé%lgb %§%§%§%%?Bﬁ?%féﬁ%%}%ﬁ%%?ﬁ

conpri singqy; & 401 %Még&Q@ﬂ&%&ﬁji#ch‘{P%ﬁs will
various data; ~a communication unit configured to

per f oLy daf ascou compumcat i o midh @b @xd efpal  Therefore,
apparatus; a detection unit configured to detect data-
havi fige Oatenabnorimlity prodder ddPesiHred ner thenited to
storage unit in a case where an abnornmal data ’
conf themipeni Cormmadithils et erareck aom t hes extlesdiatent s
apparatus via the

shown and described herein. Accordingly, various

modifications may be made without departing from the
spirit or scope of the general inventive concept as

defined by the appended claims and their equivalents.
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10 communi cation unit; and a notification unit

configured to notify the external apparatus of

response data including information indicating the

data in which the data abnormality has been detected

by the detection unit. 15 2. The portable electronic
apparatus according to claim1, further conprising:

an abnormal data update unit co®¥igured to update a
data in which the data abnormality has been detected

in accordance with the abnormal data update command,

in 20 a case where thed&xbdtisiCaAIMRADUDSt notifies the
external apparatus of the information indicating the
data in whi chAtheritaitle abreriedniy dpeabeers detraetisling:
and then the communi cation unit receives, fromthe ‘
ext er nal AppaPErUR, Uah- HHOT FAELT At BC upEiE® Commii data’
25 demand update of the data in whjch the data

abnor mal iy hetnt Yot Wt e -0 L FRECY oY dhfeform data
el ectroni c. appar at us ,according to - 60 claiml1,
wher & e et €Lt or’ lﬁﬂteﬁtlj%dbagl VHERHSF B not a

val ue Obtém @g*degyigr}z q%?zt.ter{g ld \?iaéc%u{gtég{]ev% tc!]ata having
respect t© data includihg va i o y frahagenen

i nf oiamd | gh Bt ohes, tihe val ididy Q@Qﬁ&@@%ﬂt5§ storage unit

informati on, to det'ect the presence/ absence o

abnofrred idysd Nuitdree dat i bt hec vt i diddion command
managenent information.. 4. The portable electronic
appat it ttscacedd di g tthe cd:aidnrla 1 fabphesconprd sdmg:
communication unit; and
a notification unit configured to notify the
external apparatus of response data inciuding
information indiéating the data in which the data
abnormality has been detected by the detection unit.
2. The portable electronic apparatus according.to
claim 1, further comprising:
an abnormal data update unit configured to update
a data in which the data abnormality has been detected
in accordance with the abnormal data update command, in
a case where the notification unit notifies the
external apparatus of the information indicating the
data in which the data abnormality has been detected
and then the communication unit receives, from the
external apparatus, an abnormal data update command to
demand update of the data in which the data abnormality

has been detected.

3. The portable electronic apparatus according to
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10 a judgnent unit configured to judge whether or not-
the confirmati on of the data abnormality is all owed

under security conditions corresponding to the data in
whi ch the data abnormality has been detected by the
detection unit, 15 wherein the notification unit

notifies the external apparatus of security -
abnormality in a case mheré‘tﬁg)judgnent unit judges
that the security conditions corresponding to the

data in which the data abnormality has been detected
are Se21Bolt Hate TN 200 oM T PPt PONUDF T t HedgRg avhether or
abnormality is not allowed, and the potification unit
not i‘F‘i’%sat%%l‘é%t%kP‘h%Jr“edapkb‘ér%if%%eB?“{‘Hée? eSHOTISER tha With
includingcthe nf or mat ndi the data in

whi chETREC Hat & d%%o%iLﬂ%n%a%g@}e%ﬂ%e@ae%%%fn?rht
case ek ea L e, 25,) AOTENL. upl {4 hudges. Ligly L

secur] y conditions correspondi

whi CDn%BPmQ@E@n abporgmi Lty tﬁ‘@G%P§§@nQ§F§G£&QC@r§I set

so that the confirmation of

abnogpRbihy11i6yalh oved. 4Bt a Tﬁﬁcp@{iiﬁ?' €nel e£11Qnt ¢
apparatus according to claim1l her conpri sing:

an exgtdfénentongfsima: jadgment unit configured to 5
judge whet her or not abnormal data update is all owed

Wi th respéect Tbetperdabaedeseghabeadcbypparabasrsatording to
data update conmand, in a case where the abnornma
dat aclapdat e Eonhipad ¢enpeceined fromthe externa

apparatus via the communication unit; and
a Jjudgment unit configured to judge whether or not

the confirmation of the data abnormality is allowed
under security conditiéns corresponding to the data in
which the data abnormality has been detected by the
detection unit, | |
wherein the notification unit notifies the
external apparatus of security abnormality in a case
where the judgment unit judges that the security
conditibns corresponding to the daté in which the data
abnormality has been detected are set so that the
confirmation of the data abnormality is not.allowed,
and the notification unit notifieé the external
appraratus of the response data including the
information indicating the data in which the data
abnormality has been detected in a case where the
judgment unit judges that the security conditions
corresponding to the data in which the data abnormality

has been detected are set so that the confirmation of
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10 an abnormal data update unit which executes the
abnormal data update demanded by the abnormal data
updat e conmand, in a case where the execution
condition judgnment unit judges that the update of the
data designated as the data of the abnormal data
update is 15 allowed. 6. The portable el ectronic
apparatus according to clai-m %1 wherein the execution
condi tion judgnment unit judges whether or not the
external apparatus has been notified of the data

- desi gmat &k hyartverrabinior yral s dat kovgdd .updat e command as

the data in which the data abnormality has been

det ected, i n Bheazerinhelre ¢hectadnor mppalabuspdeterding to
conmand is received fromthe external apparatus via

t he Sbdrunt cati oM ami SOMRfES ¥ He abnor mal dat a updat e

unit executes the 25 abnornmml data update demanded by
t he abnorial S¥ETE 1 Updat e tohrant A9TERE st wheh et Iesd to

| ata  dpdat i c Wit
it o ST S P A e i e & 51 Lowed

-~ t.i.fi . - i
ot Aoy Tas teair fahotan S M al edfiier caca
el ecip @i & ARRALA US; ACCOrding, 1o &1 aidn Byn yhier ei gy the

execution condition judgnment unit 5 judges whether or

not &hesextesmdnAPPar b s Pas M5t crhearknotidi etbfracus

the data designated by the abnornmal data update

conmangl fatse tdwgnralat Bcd i ovhi @i ¢ heagkat a abnormal ity has

been detected, in a case where the abnornal data

updat e coameamdnosmna bcedvedupdoretireit which executes the
abnormal data update demanded by the abnormal data
update command, in a case where the execution condition
judgment unit judges that the update of the data
designated as the data of the abnormal data updéte is
allowed.

6. The portable electronic apparatus according to
claim 5, wherein the execution condition judgment unit
judges whether or not the external apparatus has been
notified of the data designated by the abnormal data
update command as the data in which the data
abnormality has been detected, in a case where the
abnormal data update command is received from the
external apparatus via the communication unit,; and

the abnormal data updaterunit executes the
abnormal data update demanded by the abnormal data

update command, in a case where the execution condition

judgment unit judges that the data designated by the
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‘conprising: 25 detecting data

10 external apparatus via the communication unit, and

t he abnormal data update unit executes the abnornal

dat a updat e denanded by the abnornmal data update
conmand, in a case where the execution condition

judgnment unit judges that the data designated by the

15 abnormal data update command has just been notified
as the data in which the data®bnormality has been
detected. 8. A data processing nethod in a portable
el'ectroni c apparatus conprising a storage unit 20
confalyue el t cdstorepdars ooueritcd, has doraunietatfiod wd tthe
configured to performdata conmunication with an i
ext efqad Hppah st A e poresst g unas ot glgerted.
to execute processing corresponding to a comand ,
recei ved 'vi al fRePeBhRARAT cat Foht Mt ¢ | 2RPRE Bt hoyccording to

judged to h d .
oo AT o5 Frore b et o Rt BT Pt o ApihaRy unit

in a'&%ﬁgs Mg{ﬁeéhégcgmereQ@éflﬁa lgiaé?%ﬂéi‘@us has just

ext e{ln appar at us I'S an apnor nma

Confﬂaéé'??tﬂ}%x?ifzﬁ’gém&?;t}%‘ddaw{‘é’tcﬁ yidd the extardalynormal

appar at us response data i1ncluding i1nformation

i ndi gath n@;{)é@‘@e dab@mbAd Ws Chnd Near daia @bnek mahd tyahas
been detected by the detecting. 5 9. The data '

pr ocgsss ffa Bt 0oHa aCkesdli MgréOced) aim B, cd sk tiigdre the
conprising: judging whether or not to execute abnornmal
dat aabnpdai e dath vpspect coomdihe datae cdesvewaf ecn byhan
abnormal data update command in a case where the
external apparatus via the communication unit, and

the abnormal data update unit executes thé
abnormal data update demanded by the abnormal data
update command, in a case where the execution condition
judgment unit judges that the data designated by the
abnormal data update command_has just been notified as
the data in which the data abnormality has been

- detected.

8. A data processing method in a portable
electronic apﬁaratus comprising a storage unit
configured to store various data, a communication unit
configured to perform data communication with an
éxternal apparatus, and a processing unit configured to
execute processing corresponding to a command received
via the communication unit, the method comprising:

detecting data judged to have data abnormality

from the data stored in the storage unit in a case

where the command received from the external apparatus
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10 abnormal data update command is received fromthe
external apparatus; and executing the abnornal data
updat e denanded by the abnormal data update command

in a case where it is judged by the judging that the
execution of the update 15 of the data designated by

the abnormal data update conmand is allowed. 10. A
portabl e el ectroni c apparatus &nprising: a

comuni cation unit configured to communicate wth an
external apparatus; 20 a detection unit configured to

det eict an cdwmameh ]l efater cud itmonat far storgemandind

received fromthe external apparatus via the

conmmuni cat®ohf Ying ;the fettsarngamppasi o priocesiqigse data
unit configured to transmt the conmand error to the

ext efiHatu %rm%r%%é@%%wwﬂ&t%@ dfnt"ﬁbwh the
co nd error the detection unit; a sec

CF ML & AP PR CHe Y iR aﬁm%%aomthq Getecting.

transmt nn?ﬁd rror information t.o % e ex&$rnal

appar at usgbase e s%léo%edg cjo%rﬁ%wo &1 SEd 446 e
ext el fgqn1qppa;§%#g%fué%ﬁ -ﬁgﬁgygnlcatlon unit to

i nqui re about e error command processi ng

unit confi gur gd t.o, execut s &g@cgﬁsg£gk$%gﬁggﬁgkﬁgl data

third conmand corresponding to e first conmand

receiyedd remi heegdar nal appadatdge Hghdh® by an

communi cation unit to transmt an execution result to
t he sxiermal @&pparaidisse command in a case where the

abnormal data update command is received from the
external apparatus; and

executing the abnormal data update demanded by the
abnormal data update command in a case. where it is
judged by the judging that the execution of the update

. of the data designated by the abnormal data update
commandyis allowed.

10. A portable electronic apparatus comprising:

a communication unit configured to communicate
with an external apparatus;

a detection unit configured to detect a command
error due to é first command received from the external
apparatus via the communication unit;

a first transmission processing unit éonfigured to
transmit the command error to the external apparatus
based on the detection of the command error by the
detection unit;

a second transmission processing unit configured
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10 11. The portable el ectronic apparatus according to
cl aim 10, wherein the detection unit detects the

error of the data format of the first command, and the
first transm ssion processing unit transmts, as the
conmand error information, information 15 indicating
the details of the error of the data format in the
first command. 12. The portabl €%l ectroni ¢ apparatus
according- to claim1ll, wherein the first command is a

-command received as one of a plurality of commands to

exece et anA0L serdresarol  roeessh Noymanidnt heo tthhe dexternal
command is a conmmand obtained by nodifying an error

por t3RPPRFHCEhePF 59 tOTe Amagrend commrnpore el eed from the
el ectroni ¢ apparatus according to claim 10, further
conpP¥sE TR 22PRAF3 et Starkkfe TRTEURHHET R ednte TO
store a punber of retr rocessing tinmes with respect

to theddohe® Tand Hd oh ¥He detection of the

command error: 65, a second storage unit configured to
store an GUppal 9Tt 1%t hed niith rc%?£+%?T§dt€ﬂegxeCUt“

L i Tes’
qu t f@é@ggi?é 0,4 ey G0E; CONTRE coﬁqugg%gﬁeg%&%mg to

nt unit” configured to Judge

execuhd op; o r &l i 0CLSSI Py i BrORt18d | OWeb-nd D Boparatus
case where the nunber of the retry processing tinges

exceeds the dppriniddiowfutihe neinbeinofiit hen &LEEYtion
times. 14. The portable el ectronic apparatus accordi ng
result to the external apparatus.

11. The portable electronic apparatus according
to claim 10, wherein the detection unit detects the
error of the data format of the first command, and

the first transmission processing unit transmits,
as the command error information, information
indicating the details of'the'error of the data format
in the first command.

12. The portable electronic apparatus according
to claim 11, wherein the first command is a command
received as one of a plurality of commands to execute a
series of processing, and

the third command is a command obtained by
modifying an error portion in the first command.

13. The portable electronic appafatus according
to claim 10, further comprising:

a first-storage unit configured to store a number

of retry processing times with respect to the one

command based on the detection of the command error;
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10 to claim 12, further conprising: a state storage

unit configured to store a state information before

the execution of the processing based on the first
command, wherein the command processing unit restarts
the 15 processing fromthe state information before

the execution stored in the state storage unit in a
case where the third conmand % received, and returns
to a state before the start of the series of :
processing which are being executed in accordance

wth a coamaddo2d groupaenehidi agnfheuféedstoconmaadan nupper
a case where a conmand other than the third command

is reeivedt ths nunpencessteigrapparet usiflorrespect to the
portabl e el ectroni c apparatus, conprising: a

conmem® ce@TeA&hi @@onfi gured to comunicate 25 with
the portable electroni¢ apparatus; a first ,
transn1ss?%neﬁ?BEEégPnéuﬁgﬁ?“EOH??bu?%%ff%ur??aE%n??d%e
firs-_comand to the portable electronic - 66 -
appa?%?%s“%%eF%%%u%b%ﬁu%Tc%??%% RS S Pg rey ot allowed
reception C i ng [ i gur t cej .
Fesponse Hata Mo ar g et eh s el Sk e sin
first; commapdedsom fhe,port aple: €1 SEt£1001 6o APPAE AL s
via the conmmunication unit; a second transm ssion
processipg- wbt  configured to transmt a second

conmand to inquire about the error to the portable

el ectroni t4appanat ysrvhnlthele€coavhint CabpQhatiibt according

to claim 12, furthér comprising:

a state storage unit configured to store a state
information before the execution of the processiﬁg
based on the first command,

wherein the command processing unit restarts the
processing from the.state'information before the
éxecution stored in the state storage unit in a case
where the third command is received, and returns to a
state before the start of the series of processing
which are being executed in accordance with a command
group including the first command in a case where a
‘command other than the third command is received.

15. A processing apparatus for a portable
electronic apparatus, comprising:

a communication unit configured to communicate
with the portable electronic apparatus;

a iirst transmission—processing unit configured to

transmit a first command to the portable electronic
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10 a second reception processing unit configured to
recei ve command error information fromthe portable
el ectroni c apparatus via the conmunication unit; and a
command processing unit configured to transmt a
third conmand corresponding to the first conmand to
the 15 portable electronic apparatus via the
conmuni cation unit. - 66 -

apparatus via the communication unit;

a first reception processing unit configured to
receive response data indicating a command error due to
the first command from the portable electronic
apparatus via the communication unit;

a second transmission processing unit configured
To transmit a second command to ingquire about the error
to the portable electronic apparatus via the
communication unit;

a second reception processing unit configured to
receive command error information from the portable
electronic apparatus via the communication unit; and

a command processing unit configured to transmit a
third command corresponding to the first command to the

portable electronic apparatus via the communication

unit.



