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NETWORK TRAFFIC REDIRECTION (NTR) IN LONG TERM
EVOLUTION (LTE)

Related Applications

This application claims priority to US Provisional Patent application No.
51/504,977 tiled “Roaming VAS in LTE”, filed on July & 2011, This patent

application is incorporated herein by this reference in is entirety.

Field of the Invention

The present inveniion generally relates to telecommunication. More
specifically, the invention relates to method and system for redirecting roaming traffic

1o preferred operators across multiple telecommunication networks.

Backeround of the Tnvention

As telecommunication technology has progressed, numerous mobile
communication standards have been developed. These standards are broadly
categorized into second generation {2(3), third geveration (3G) and the future, fourth
generation {4G) technologies. Examples of 2G/3G technologies include Global
System for Mobile communications (GSM}), General Packet Radio Service (GPRS),
Fanhanced Data rates for GSM  Bvolution (EDGE), Usiversal Mobile
Telecommunications System (UMTS), and the like. The UMTS standard fusther

evolved to LTE technology under the Third Generation Partnership Project (3GPP).
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LTE technology offers a wireless broadband systemy with higher data rates, lower

latency, and higher spectrum efficiency.

To keep up with the competition, more and more operators are adapting the
newer LTE technology standard. These network operators provide voice and dats
services to their own subscribers and to subscribers from other networks, When the
network operator provides service to a subscriber from a foreign country, it is referred
to as "international roaming”. When the network operator provides service to a
subscriber from another network in the same country, it is referred o as "domestic

roaming",

An operator always has a preference for one ot more operators over another
set of operators, Various network operators have partnership agreements with each
other that include more favorable roaming charges than non-partners receive. Partner
networks are "preferred” networks for the network operator's subscriber to register
with when roaming. Non-pariner networks are "non-preferred” networks to the
subscriber. Network operalors can maximize their margins and the roamers can get
more aftractive roaming rates and services if roamers roam on their home mobile

operator's preferred partner networks.

{(rver the last few years, the revenues to network operators from home
subscribers have consistently declined due to increased competition and resulting
pricing pressures. On the other hand, revenues from roamers have consistently grown

in the same period due to increased mobile penetration in local markets and an
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increase in travel. Hence, protecting the existing roaming revenues and growing them

further has become an important priority for the network operators worldwide.

Some operators also own networks in various countrics. These operators
would like to make sure their out-roamers stay within the group properties, or stay on
preferred networks, in order to gain the best service experience even when roaming.
They will also be able to offer geography based price plans (for example, a single rate
all across Western Burope or South Fast Asia) (o users who have subscribed to such
plans. In addition, as new technologies like LTE keep rolling out, operators can
control the rollout schedule across their own properties and also make sure
interoperability issues are taken care of. Keeping roaming subseribers on preferred
networks gives the best service experience to the subscriber. However, current
methods of controlling which network a subscriber registers on when roaming have

disadvantages.

One previous patent from the inventors of this application was divected
towards a method and system for facilitating redirection of network traffic towards a
preferred network. However, that patent was focusing on GSM network. Considering
the current scenario where LTE is widely getting adapted, there is a need in the art for
a system and method facilitating redirection of network traffic across multiple

networks including LTE and GSM,
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Summary

The present invention is directed towards a method and system for redirecting
roaming network traffic in an LTE network. The method includes observing a
registration process of a subscriber in a visited network. The method further includes
upon successful registration, sending one or more messages fo the vistted netwotk to

induce a re-registration attempt by the subscriber to another visited networle.

The present invention in ancther embodiment also provides a method for
redirecting roaming network traffic in an LTE network. The method includes
intercepting a Diameter registration request of a subseriber in a visited network. The
method further includes sending a Diameter Update Location Answer {Reject)
message to the visited network, where the Diameter Update Location Answer {Reject)

message results in an error code.

The present invention in another embodiment also provides a method for
redirecting roaming network traffic in one or more telecommunication networks. The
method includes observing a registration process of a subscriber in a visited setwork.
The method further includes identifying the subscriber’s registration on at least one of
an LTE network or a GSM network. Tn case the subscriber is registered at the GSM
network, then the it is identified whether the registration is due to loss of LTE
coverage or CSFB. If registration is due to loss of LTE coverage, then the method
includes sending one or more messages to the visited network to induce a re-

registration attempt by the subscriber to another visited network.
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The present invention in ancther embodiment also provides a system for
redirecting roaming network traffic in a telecommunication network., The system
includes an NTR module that observes s registration process of a subscriber in a
visited network, The NTR module further sends one or more messages to the visited
network to induce a re-registration attempt by the subscriber to another visited

network.

In accordance with various embodiments of the present invention, the NTR
module is capable of steering roamers across LTE and non-LTE {GSM) networks.
This sotution of implementing NTR is hereinafter, interchangeably, referred to as

NTR LTE or NTR solution.

Brief Description of Drawings

In the drawings, the same or similar reference numbers identify similar
clements or aets.

FIG. 1 illustrates a system for implementing the NTR in LTE solution, in
accordance with an embodiment of the present invention;

FIG. 2 represents a flowchart for redirecting roaming network traffic in a
telecommunication network, fn accordance with an embodiment of the present
invention;

FIG. 3 represents a flow diagram for implementing NTR solution in
monitoring mode using an ISD message, in accordance with an embodiment of the

present invention;
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FIG. 4 represenis a flow diagram for implementing NTR solution in
monitoring mode using a Cancel Location message, i accordance with an
embodiment of the present invention; and

FIG. 5 represents a flow diagram for implementing NTR solution in an in-path

maode, in accordance with an embodiment of the present invention;

Detailed Description

In the following description, for purposes of explanation, specific numbers,
materials and configurations are set forth in order o provide a thorough understanding
of the present invention. It will be apparent, however, to one having ordinary skill in
the art that the present invention may be practiced without these specific details. In
some instances, well-known features may be omitted or simplified, so as not to
obscure the present invention. Furthermore, reference in the specification to “one
embodiment” or “an embodiment” means that a particular feature, structure or
characteristic, described in connection with the embodiment, is included in at least
one embodiment of the present invention. The appearance of the phrase “in ap
embodiment”, in various places in the specification, does not necessarily refer to the

same embodiment.

The present fnvention provides a sysiem and a method for redirecting roaming
traffic across multiple telecommunication networks. The general idea of this invention
is to allow an operator to apply NTR solution across LTE and non-LTE {GSMj
networks. The HPMN operator deploys an NTR module to implement the solution as

described in the present invention. This module enables the operator to steer away its

&
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subscribers from a non-preferred VPMN to a preferred VPMN. The preferred VEMN

may be another LTE network or 3 GSM network.

fn accordance with another embodiment of the present invention, a group of
operators may deploy the NTR solution to steer their subseribers to a set of preferred
operators, In such an embodiment, the NTR module is deploved at a centralized
focation that is connected {0 a host network, In its various implementation of the
present nvention, the NTR solution is implemented in monitoring mode or in-

signaling mode

FIG. 1 ilustrates a system 100 that implements the NTR in LTE solution, in
accordance with an embodiment of the present invention. NTR module 102 is
deployed in HPMN 104 o apply traffic steering on its subseriber 106, who is roaming
in a VPMN 108, This enables the operator in HPMN to be able to steer its subscribers
to preferred operators in VPMN 108, For sake of representation, system 100
represents network elements from both LTE and GSM networks. HPMN 104 includes
an HSS 110 that connects via a DEA / DRA 112 in HPMN {4 and a DEA / DRA
114 in VPMN 108 to an MME 116 in VPMN {08, The MME 116 is further connected

to an MSC-R/VLR-R 118 in VPMN 108 via BSSAP+ protocol.

HPMN 105 further includes an MSC-H / VLR-H 120, an SGSN-H 122, a
GGSN-H 124, an SMSC-H 126 and an STP-H 128. These network elements
communicate with each other over a Signaling System 7 (887) link. Systemn 100
further includes in VPMN 108 an SGSN-R 130, a GMSC-R 132, and an STP-R 134

that connects to STP-H 128 over §87 link.
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it will also be apparent to a person skilled in the art that HPMN 104 and
VPMN 108 may also include various other network components (not shown in FIG.

1}, depending on the architecture under consideration.

NTR module 102 connects with various components within HFMN 104 and
VPMN 108 to implement the NTR solution for ifs roaming subscriber, like roamer
106. The primary objective of NTR module 102 is io be able to do SoR across

multiple telecommunication networks hike LTE and GSM,

FIG. 2 represents a flowchart for redirecting roaming network traffic in g
telecommunication network, in accordance with an embodiment of the present
invention. It will be apparent to a person skilled in the art that various steps of the
flowchart would be executed by the NTR module 102, At step 202, a regisiration of'a
subscriber in a visited network is observed. In an embodiment of the invention, NTR
module 102 observes the registration of roamer 106 in VPMN 108, Thereafter, once
the registration is successful, al step 204, the NTR module 102 sends one or more
messages to VPMN 108 to induce a re-registration attempt by roamer 106, In one
embodiment of the present invention, roamer 106 registers to an LTE network and the
messages are Diameter messages. In one embodiment of the present invention, NTR
module 102 sends these messages, while being deploved n monitoring mode. In
another embodiment of the present invention, NTR module 102 sends these messages,
while being deployed in in-signaling mode. In another embodiment of the present
invention, at step 206, NTR module 102 sends a list of preferred visited networks {o

the roamer 106 while being in VPMN 108 {0 induce a re-registration attempt by the
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roamer 106 to another visited network, These messages are sent directly to roamer

166°s SIM card.

FIG. 3 represents a flow diagram for implementing NTR solution in
monitoring mode using an ISD message, in accordance with an embodiment of the
present invention. In order to initiate registration to VPMN 108, roamer 1036 sends an
EMM Attach request to MME 116 in VPMN 168, MME 116 further sends a Diameter
— Update Location Request towards HSS 110 of HPMN 184, In response, HSS 110
sends a Diameter - Update Location Accept to MME 116, Thereafter, MME 116
confirms the registration roamer 106 by sending EMM Attach accept message to
roamer 106, Now, when roamer 106 is successfully registered in VPMN 108, NTR
module 102 attempts SoR to redirect the roamer 106 to another preferred LTE

operator,

Therefore, NTR module 102 sends a Diameter ISD request to MME 116, with
ODB as the parameter. The MME 116 acknowledges the message and returns
Diameter 1SD accept to NTR wmodule 102, Thereafter, MME 116 sends a EMM
Detach request with an error code #19 for ESM failure. The roamer 106
acknowledges and sends EMM Detach accept message to MME 116, Hence, the

roamer 106 is successfully steered away from VPMN 108,

FIG. 4 represents a flow diagram for implementing NTR solution in
monitoring mode using a Cancel Location message, in accordance with an
embodiment of the present invention. The call flow for this embodiment, is identical

to Fig. 3 embodiment, except that NTR module 102 sends a Diameter Cancel
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Location Request to MME 116 with cancellation type as subscription withdrawn to
force the roamer 106 o steer away from VPMN 106, Also, in this case when MME
116 sends an EMM Detach request #t sends with an error code # 7 for EPS not

allowed,

As mentioned above, the NTR solution can be deployed both in moniforing
and in-path mode. FIG. § represents a flow diagram for implementing NTR solution
in an in-path mode, in accordance with an embodiment of the present invention. In
this case, when roamer 106 sends the EMM Attach request to MME 116 and
subsequently the MME 116 sends a Diameter UL request, this message is received by
NTR module 102 as it is deploved in signaling path. Now, in order to apply SoR,

NTR module 102 sends a Diameter UL Answer (Reject) that resuls in an error code.

The Diameter LTE steering enables to control the radio access technology. In
other words, it enables the deploying operator of favoring preferred partner or
controlling the traffic distribution between networks but also between Radio Access
Technologies (RAT).

The rejection of the Diameter Registration procedures results in various error
codes in the radio interface of the mobile of roamer 106. In accordance with various
embodiments of the present invention, the NTR module 102 is able to induce the

following new error codes on the radio interfaces:

i. Cause #15 (no suitable cells in Tracking Area), #12 "tracking

area not allowed™, #13 "roaming not allowed in this tracking area and it forces

10
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the UE to reselect another RAT in the same PMN. The location area is added
to the list of "forbidden LAs for roaming” which is stored in the mobile.

2, Cause #14 "EPS services not allowed in this PLMN" is
received by the UE, the chosen PLMN identity shall be stored in the
"forbidden PLMNs for GPRS service".

3. Cause #19, "ESM fatlure”, the UE may set the attach attempt

counter to § and directly attempt to register on another network.

The NTR module 162 also follows the usual rejection principles available in

887 steering. For example,

e Cause #1] (PMN Not Allowed)

It forces the mobile UE (User Eguipment) to performn a PMN

reselection. The mobile UE shall store the PMN identity in the "forbidden PMN list”

in the card and the UE shall no more reselect this PMN.

e Cause #17 (Network Failure) — leading to additional regisiration re-

attempts {up to § attempts) from the mobile before changing network.

Since the NTR solution intercepts the DIAMETER Update Location Request,

it can respond with the correct Diameter Update Location Answer (Reject) leading to

the expected radio error code and handset behavior.

11
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The mapping table to be applied is as follows:

Diameter Reject Cause

Radio Error cause

DIAMETER FRROR UNKNOWN
BPS SUBSCRIPTION

#15 "No suitable cells in tracking area”

DIAMETER AUTHORIZATION

REJECTED (5003 )
DIAMETER ERROR RAT NOT | #15 "No soitable cells in tracking area”, or
ALLOWED (5421) #13 "Roaming not allowed in this {racking area”, or

#12 "Tracking area not allowed”

Note — the cause selection is an operator’s choice

DIAMETER, ERROR ROAMING
NOT _ALLOWED (5004)

#11 "PLMN got allowed”

DIAMETER UNABLE TO COMP
LY (5012),
DIAMETER_INVALID AVP VAL

 UE (5004)

#17 "Network failure”

DIAMETER - Roaming restricted in
MME
due 1o unsupported feature, in of the

Subscription-Data, part of the Update
Location Answer

#14 "EPS services not allowed in this PLMN"

OPERATOR DETERMINED BAR

RING is
received in the Subscriber-Status

- AV, part of the Update Location
- Answer

#19 “ESM failure”

In vet another embodiment of the present invention, the NTR module 102

performs OTA based steering in LTE environment. There are some mobile deviees

which do not maintain an SMS stack in LTE networks. Hence, they need an applet to

open an IP channel for specific events. For example, the SIM card in the handset may

detect the entry in a new PMN or handset may restart, In such a scenario, the SIM

card may open an TP channel with OTA server. The OTA server may then request for

a dynamic preference list. This request is intercepted by the NTR module 102, At this

stage, the NTR module 102 sends the list of preferred networks where it wants to steer

12




its subscriber. Upon recetving the list, the OTA server sends relevant EF files o the

handset.

In accordance with various other embodiment of the present invention, the

(941

NTR module 102 is also able o redirect network traffic across multiple networks
from different RAT. E.g. NTR solution can steer a roamer from LTE to GSM or vice

versa,

In the context of coexistence of LTE with pre-LTE technology, the mobility
10 management of cutbound roamers may happen in different fashions, from a core

network perspective:

s EPS only registration Le. the registration is entirely happening between
the MME and HSS.
15 & EPS and non-EPS registration for CSFB and/or Single Radio Voice
Call Continuity (SRVCC) te. the regisiration happens between the
MME-~HSS and MSC/VLR-HLR.
s non-EPS registration le. the registration happens between the

MSC/VLR — HLR and the SGSN-HLR.

It should be noted that while CSFB rmakes the call happen on the CS-domain,
an advantage of the SRVCC is to provide the possibility of a Voice over LTE to fall
back to 2G/3G without disruption to the CS-domain, or loss of conversation, in case
of an LTE loss of radio coverage. One challenge of the previous steering solution is

25 to identify the current registration status of the subseriber. To other words, the NTR
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solution determines whether the subscriber is attached to an E-UTRAN or
UTRAN/GERAN network access.

This information is required to correcily apply the rejection principles linked
to the observed GSM UL. In some cases, GSM UL may happen for combined
EPS/Non-EPS registration but also as a standalone scepario, in case of MO/MT call
occurring under a new coverage area. It s therefore required to identify in the

scenario of the subscriber as 8 GSM UL does not provided any information.

In specific scenario of *Circuit-Switched Fallback® (CSFB), the legacy (GSM)
and evolved core netwark protocol (LTE), MAP and Diameter, respectively coexist.
When a registration process including CSFB happens, the order of messages observed
at HSS/HLR is fully determined. The GSM UL registration only happens afler a
successful DHameter UL procedure {ULR/ULA).

In other words, observed messages will follow the sequence:

{. Eameter ULR

2. Diameter ULA {assumed successtful)
3. GSM UL

4, ISDYISD ACK

5. GSM UL ACK

Now if standard SoR is applied on MAP # would mark the Diameter
registration as successful but with fathwre on non-EPS domain. This would lead to
ineffoctive SoR or new steering attempts but with counter rules associated with the
EPS domain and not the GSM domain. This misieads the NTR module that would

assume a possible manual registration of the subscriber. The observed behavior will

14
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vary on handset type (data- or voice-centric), but would be likely to end up in an

meffective steering of roaming action.

It should be obvious for a person skilled in the art that an independent MAP
based NTR platform is likely io interfere with the MAP message as it would be
unaware of a previous Diamster regisiration. This would affect negatively the user
experience at a time of a call activity. Hence, the NTR solution of the present
invention is enhanced with Diameter-handling capabilities like the NTR solution must

have information about the two sets of registration procedures (Diameter and MAP).

In accordance with an embodiment of the present invention, the NTR module
102 in such case performs SoR by fiest chserving a registration process of the
subscriber in VPMN 108, Thereafter, the NTR module 102 identifies the subscriber’s
registration on either an LTE network or a GSM network. In case of registration at
GSM network, NTR module 102 further 1dentifies whether the roamer’s regisiration is
due to loss of LTE coverage or due to CUSFB. If registration is due to Joss of LTE
coverage, then NTR module 102 sends messages to the MME 116 to induce a re-

registration attempt by the subscriber to another visited network.

However, in order to check for above-mentioned conditions, the NTR module

gains some knowledge about the registration.

Firstly, the NTR module 102 determines whether roamer 106 is attached to an
LTE or pre-LTE network. For this, if NTR module 102 observes Diameter ULR (and

the corresponding interface $6a), then it can be deduced that roamer 106 is on LTE

15



network. Similarly, if NTR module 102 observes GPRS UL or a Diameter message on

the S6d SGEN-HSS interface, then the roamer 106 is on pre-LTE (or GSM] network.

Secondly, the NTR module 102 identifies whether observed MAFP messages
S are related to CSFB activity (i.e., initial registration or at MO/MT call activity) or a
regular registration in a legacy {L.e. 2G/3G) network due to a lack of LTE radio

coverage or LTE roaming agreement,

Different approaches may be used for identify these cases — their application
14 will depend on the information found in the MAP/Diameter signaling, which depends

on the Release implemented.

A first set of parameter that is maintained by the system:
~ A timer (T-ULR) will be started after each allowed Dhameter ULR on
15 Séa. The timer is maintained per subscriber.
- A timer {T-GPRS-UL) will be started after each allowed GPRS UL {or
Diameter ULR on 86d). The timer is maintained per subscriber.
- A timer {T-GSM-UL) will be started after each allowed GSM UL. The
timer is maintained per subscriber.
20
A second set of information is based on the ohservation of specific fields in
the MAP message ¢.g. CSMO flag GSM UL, CSMT flag in GSM UL, EPS fufo in

GPRS UL, ete.

16
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A third set of information is based on active subscriber state polling. The NTR
solution of the present invention sends MAP PSI message to the last known VLR or
Dhameter  InseriSobscriberData Request (IDR) to the last known MME for

determining the current subscriber state.

The NTR solution of the present invention is also able to check content of
Cancellation message {Diameter Cancellocation Reguest (CLR) or MAP

Cancelbl.ocation {CL), and more precisely the Cancellation Type.

In case the NTR module {inds that roamer is within the LTE network, it then
validates via a timing condition or message content whether the registration is

expected {0 be related to a CSFB or an actual loss of coverage.

s If the timer value is below a configurable threshold, it can be expected
the GSM UL relates to 3 CSFB registration.
¢ Ifthe timer value is above a configuration, it can be expected the GSM
UL related to loss of coverage. However, the timing condition may be
pverroled by specific messaging fields {e.g. CSMQ flag) or by
implementing a polling mechanism which joforms that the subscriber
is currently busy in a call or still attached to the EPS domain.
With above intelligence, an operator can deploy the NTR solhtion in multiple

combinations, as shown in the table below.

Diameter Module
.................... ?HSSEVQ E!’E"Path
MAP Passive Yes - Yes
Module in-Path Yes Yes
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it will be apparent to a person skilled in the art, that the present invention can
also be applied to Code Division Multiple Access (CDMAY American National
Standards Institute # 41D (ANSI-41D), and various other technologies such as, but
not limited to, VolIP, WiFi, 3GSM and inter-standard roaming. Tn one exemplary case,
a CDMA outbound roamer travels with an HPMN CDMA handset. In another
exemplary case, the CDMA outbound roamer travels with an HPMN GSM SidM and a
GSM handset. In yet another exemplary case, GSM outbound roamer travels with an
HPMN CDMA RUIM and a CDMA handset. To support these variations, system 100
will have a separate S87 and network interfaces, corresponding to both the HPMN
and VPMN networks, It will also be apparent to a person skilled in the art that these
two interfaces fn different directions may not have to be the same technologies.

Maoreover, there could be multiple types of interface in both directions.

An exemplary list of the mapping between GSM MAP and ANSI4ID is

described in the table below as a reference.

GSM MAP ANSE-41D

Location Update/ISD 1 REGNOT

Cancel Location : REGCAN

RegisterSS FEATUREREQUEST
InferrogateSS ~ FEATUREREQUEST
SRI-3M SMSREQ B

SRI LOCATION REQUEST
ForwardSMS SMSDPP )
ReadyForSMS SMSNOTIFICATION
AlertServiceCenter  SMSNOTIFICATION
ReportSMSDelivery | SMpPp
ProvideRoamningNumber ROUTING REQUEST
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The present invention can take the form of an entirely hardware embodiment,
an entirely software embodiment, or an embodiment containing both hardware and
software elements. In accordance with an embodiment of the present mmvention,
software, including but not limited to, firmware, resident software, and microcode,

implements the invention,

Furthermore, the invention can take the form of a computer program product,
accessible from a computer-usable or computer-readable yedium providing program
code for use by, or in connection with, 8 computer or any instruction execution
system. For the purposes of this description, a computer-usable or computer readable
medium can be any apparatus that can contain, store, communicate, propagate, or
transport the program for use by or in connection with the instruction execution

system, apparatus, or device.

The medium can be an electronic, magnetic, optical, electromagnetic, infrared,
or semiconductor system {or apparatus or device} or a propagation medium. Examples
of a computer-readable medium include a semiconductor or solid state memory,
magnetic tape, a removable computer diskette, a random access memory {(RAM), a
read-only memory (ROM), a rigid magnetic disk and an optical disk. Current
examples of optical disks inclide compact disk — read only memory (CDROM),

compact disk — read/write (CD-R/W) and Diigital Versatile Disk (DVD).

The componenis of present system described above include any combination
of computing components and devices operating together. The components of the

present system can also be components or subsysterns within a larger computer
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system or network. The present system components can also be coupled with any
number of other components (not shown), such as other buses, controliers, memory
devices, and data input/output devices, in any number of combinations. In addition,
any number or combination of other processor-based components may be carrying out

the functions of the present system.

It should be noted that the various components disclosed herein may be
described using computer aided design tools and/or expressed (or represented), as data
and/or instructions embodied in various computer-readable media, in terms of their
behavioral, register transfer, logic component, transistor, layout geometries, and/or
other characteristics. Computer-readable media in which such formatted dats and/or
instructions may be embodied include, but are not limited to, non-volatile storage
media in various forms {e.g., optical, magnetic or somiconductor storage media) and
carrier waves that may be used fo transfer such formatted data and/or instructions

through wireless, optical, or wired signaling media or any combination thereof.

Unless the context clearly requires otherwise, throughout the description and
the claims, the words "comprise,” "comprising,” and the like are to be construed in an
inclusive sense as opposed 1o an exclusive or exhaustive sense; that is to say, in a
sense of "including, but may not be limited to.” Words using the singular or plural
number also include the plural or singular number respectively, Additionally, the
words "herein,” "hereunder,” "above," "below,” and words of similar import refer to
this application as a whole and not to any particular portions of this application. When

the word "or" is used in reference to a list of two or more items, it covers all of the

20
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following interpretations: any of the items in the list, all of the items in the list and

any combination of the items in the list.

The above description of illustrated embodiments of the present system is not
tntended to be exhaustive or to limit the present system to the precise form disclosed.
While specific embodiments of, and examples for, the present system are described
herein for illustrative purposes, varicus equivalent modifications are possible within
the scope of the present system, as those skilled in the art will recognize. The
teachings of the present system provided herein can be applied to other processing
systems and methods. They may not be limited to the systems and methods described

above.

The elements and acts of the various embodiments described above can be
combined to provide further embodiments. These and other changes can be made in

light of the above detailed deseription.

Other Varviations

Provided above for the edification of those of ordinary skill in the art, and not
as a limitation on the scope of the invention, are detailed illustrations of a scheme for
proactive roaming tests, discoveries of roaming pariner services and discoveries of
frauds in roaming using simulated roaming taffic, Numerous variations and
modifications within the spirit of the present invention will of course occur to those of
prdinary skill in the art in view of the embodiments that have been disclosed. For

example, the present invention is implemented primarily from the point of view of

21
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GSM mobile networks as described in the embodiments. However, the present
invention may also be effectively implemented on GPRS, 3G, CDMA, WCDMA,
WiMax etc., or any other network of common carrier telecommumications in which
end users are normally configored o operate within a "home” network to which they
normally subscribe, but have the capability of also operating on other neighboring

networks, which may even be across international borders.

The examples under the system of present invention detailed in the illusirative
examples contained herein are described using terms and constructs drawn largely
from GSM mobile telephony infrastructure. However, use of these examples should
not be interpreted as Himiting the jnvention to those media. The system and method
can be of use and provided through any type of telecommunpications medium,
including without limitation: (i} any mobile telephony network including without
fimitation GSM, 3G8M, 3G, CDMA, WCDMA or GPRS, satellite phones or other
mobile telephone networks or systems; (1) any so-called WiFi apparatus normaily
used in a home or subscribed network, but also configured for use on a visited or non-
home or non-accustomed network, including appavatus not  dedicated to
telecommunications such as personal computers, Palm-type or Windows Mobile
devices; (iif) an enterfainment console platform such as Sony Playstation, PSP or
other apparatus that are capable of seading and receiving telecommumications over
home or non-home networks, or even (iv) fixed-line devices made for receiving
communications, but capable of deployment in numercus locations while preserving a
persistent  subscriber id such as the eyeleve devices from Dimk; or
telecommunications equipment meant for voice over [P communications such as those

provided by Vonage or Packet8.
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In describing certain embodiments of the systers under the present imvention,
this specification follows the path of a telecommunications call, from a calling party
to a called party. For the avoidance of doubt, such a call can be a normal voice call, in
which the subscriber telecommunications equipment is also capable of visual,
audiovisual or motion-picture display. Alternatively, those devices or calls can be for

text, video, pictures or other communicated data.

In the foregoing specification, specific embodiments of the present invention
have been described. However, one of ordinary skill in the art will appreciate that
various modifications and changes can be made without departing from the scope of
the present invention as set forth in the claims below. Accordingly, the specification
and the figures are to be regarded in an iHustrative rather than a restrictive sense, and
all such modifications are intended to be included within the scope of present
invention. The benefits, advantages, solutions to problems, and any elemeni(s) that
may cause any benefit, advaniage, or solution o occur, or to become more
pronounced, are not to be construed as a critical, required, or essential feature or

element of any or all of the claims.
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APPENDIEX

Acronym Description
G Third generation of mobile
ACM ISUP Address Completion Message

777777777777 ANM ISUP Answer Message
ANSI-41 American National Standards Institute #41
ATY Any Time Interrogation
BCSM Basic Call State Model
BSC Base Station Controller
BOMC Barring Outgoing International Calls _
BOIC-EX-Home Barring Ouigoing International Calls except to home
e country
CAMEL Customized Application for Mobile Enhanced Logic
CAP Camel ApplicationPart
CB Calf Barring
CC Country Code
CDOMA Code Division Multiplexed Access
CdPA Called Party Address
CDR Calf Detail Record
CFE Calt Forwarding
CgPA Calling Party Address
CIC Circuit Identification Code
CLI Calling Line Identification
CSD Cireuit Switched Data
S Came!l Subscription Information
DppcCcooo Destination Point Code
DSpD Delete Subscriber Data
DEA Diameter Edge Agent
DRA Diameter Ronting Agent
DTMF Dual Tone Multi-Frequeney =~
ERB CAP Event Report Basic calistatemodel
EU FwopeanUnpion
FPMN Friendly Public Mobile Network
FTN Forward-To-Number
GLR Gateway Location Register
GGSN ~ Gateway GPRS Support Node

~ GMSC Gateway MSC

GMSCE T GMSE i FPMN

- GMSC-H GMSC in HPMN
GPRS General Packet Radio System
GSM Clobal System for Mobile
GSMA GSM Association
GSM SSF GSM Service Switching Function
GsmSCF GSM Service Control Function
GT Global Tithe
GTP GPRS Tonnel Protocol




HLR

Home Location Register

HEMN Home Public Mobile Network

IN Intelligent Network

107 Inter-Operator Tarift

GT7T Global Title Translation

1AM Initial Address Message

Dy Toitial DP IN/CAP message

1BD International Direct Dial

IMSE fnternational Mobile Subseriber Identity

IMSI-H HPMN IMSI

N Intelligent Network

INAP Tntelligent Network Application Part

INE Interrogating Network Entity

P Internet Protocol

IREG international Roaming Expert Group

IRS International Revenue Share

ISC International Service Carrier

ISP MAP Insert Subscriber Data

ISG International Signal Gateway

IST Immediate Service Termination

ISTP International TP

ISTP-F _ISTPconpected to FPMNSTE
_ISTP-H ISTP connected to HPMN §TP

ISUP ISDIN User Part

ITPT Inbound Test Profile Initiation

ITR Inbound Traffic Redirection

IVR Interactive Voice Response

LU Location Update

LuUp MAP Location Update

MAP Maobile Application Part

MCC Mobile Country Code

MCC Maobile Country Code

MD MissingData

ME Mobile Equipment

MGY Mobile Global Title

MMS Multimedia Message Sexvice )

MMSC Multimedia Message Service Center
~ MMSC-F FPMN MMSC

MMSC-H HPMNMMSC

MNC Mobile Network Code

MNP Mobile Number Portability

MG Mobile Originated

MOS Mean Opinlon Score

MBS MobileStattion.

MsC oo Mobile Switching Center ) 7

MSISDN Mobile Station International  Subscriber  Directory

Nuntber
MSISDN-F FPMN MSISDN




MSISDN-H HPMN MSISDN
MSEN Mobile Station Roam ing Number
MSEN-F FPMNMSRN
MSRN-H HPMN MSRN
MT Mobile Terminated
MTP Message Transfer Part
NDC National DHaling Code
NP Numbering Plan
NPY Numbering Plan Indicator
NRTRIE Near Real Time Roaming Data Exchange
O-C51 Originating CAMEL Subseription Information
OCN Original Called Number
ODB Operator Determined Barring
OPC Orrigination Point Code
OR Optirnal Routing
. ORLCF Optimal Routing for Late Call Forwarding
OTA Cver The Air
OTPI Outbound Test Profile Initiation
PDP Protocol Data Packet
PDN Packet Data Network
PDU Packet Data Unit
PRN MAP Provide Roaming Number
PSi MAF Provide Subscriber Information
QoS Qusltyof Serviee
RAEX Roaming Agreement EXchange
RI Routing Indicator
RIS | Roaming Intelligence System
RDN Redirecting Number
RMNA Roaming NotAllowed
RR Roaming Restricted due to unsupported feature
RRRB  CAP Request Report Basic call state model
RSpr RestoreData
RTP Real-Time Transport Protocol
SAL Send Authentication Info
s ShortCode
SCA Smart Call Assistant
_seee Signal Connection Control part
SCP __Signaling Control Point
SE System Failure
SG Signaling Gateway
SGSN Serving GPRS Support Node
SGSN-F CFPMNSGSN
SIM Subscriber Identity Module
 SIGTRAN Signaling Transport Protogol
SME Short Message Entity )
SM-RP-UL Short Message Relay Protocol User Information
SMS Short Message Service
SMSC Short Message Service Center
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SMSC-F FPMN SMSC o
___________ SMSC-H T HBMN SMSE T

SoR Steering of Roaming

SPC ___Signal Point Code

SR . MAP Send Routing Information

SRI-SM MAP Send Routing Information For Short Message

S8 Supplementary Services

S87 Signaling Systern #7

SSN Sub System Number

sSSP Service Switch Point

STK | SIM Tool Kit Application

STP Signal Transfer Point

STP-F FPMN STP 7
~ STP-H HPMN STP

WTADIQ Transferred Account Data Interchange Group

TAP Transterred Account Procedure

TCAP Transaction Capabilities Application Part

vI-C8I Visited Terminating CAMEL Service Information

TP SMS Transport Protecol

™o b Traffic Redirection

T8 ~ Traffic Steering

oo Translation Type

v User Data

UDH User Data Header

UDHI User Data Header Indicator

USSD 7 Unstructured Supplementary Service Data

YAS Value Added Service

YiP ~ Yery Important Person

VIR , Vistted Location Registor

VILR-F  FPMN VLR '

VIR-H | HPFMN VLR

VLR~V VPMN VLR

VMSC Visited Mobile Switching Center

Vol Voiceoveri®

VPMN ) Visited Public Mobile Network

ATI ' Access Transport Information

UDy Unexpected Data Value

Ust User Service Information

WAP Wireless Access Protocol




Technical references

Between AS and HS8
Between AS and SLF
Between AS and OFCS
Between AS and OCS

Between OCF and Rating fimction
Between CSCF and HSS

Between CSCF and SLF
Between PCRF and SPR
Between AF and the PCRF
Rx reference point for EPC
Between PCEF and the PURF
Between OCS and PCEF
Between PCEF and OFCS

Between AF and PDF

Between Packet Domain and av external packet

data network

between the EPC based PLMN and the packet data

network
Between BAF and HAS

Between BSF and SLF

Between BSF and NAF

Between BSF and Zn Proxy

3GGP TS 20328 & TS
29,329

IGGP TS 29328 & 18
29,328

RFC 4006, 3GGP TS
32225 &£ TS 32.29%9

RFC 4006, 3GGP TS
32225 &£ TS5 32299

IGPP TS 32.296

IGPP TS 29.228 &
T829.228

IGPP TS 20228 &
TE2%.229

3GPP TS 23.203, TS
29.328 & 1529329

3OGPP TS 23203 & TS
28214

JGPP TS 32820, 3GPP
T8 23203 & TS 29214

JGPPTR 29212 & TS
23.243

3GPP TS 3229, 15
32251 & RFC 4006

IGPP TR 32.240, 7S
32.295

IGPP TS 29.209
IGPP TS 29.061

IGPP TS 29.061

JGPP TS 29109 & 18
33.22¢
JGPPTS 2008 & T8
33.22¢
JGPP IR 2018 & 1S
33.220
IGPPTS 20109 & TS
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Retween the 3GPP AAA Server and an SLF

Between the WLAN AN and the 3GPP AAA
Proxy

Between the 3GPPF AAA Proxy and 3GPP AAA
Server

Between the 3GPP AAA Server and the HSS
Between the 3GPP AAA Server and the PDG

Between the 3GPP AAA Server/Proxy and the
WAG

Between the 3GPP AAA Server and the PNA
Between the 3GPP AA A Server and the PDG
Between GGSN and BM-SC

Mz is the roaming variant of the Gmb reference
point with the same functionality

CCF o BS
Multimedia Messaging Service (MMS)
Between AGW and PCRF

Between AF and PCRF

Between MME and HSS

Between the 3GPP AAA Server/Proxy and the
PDN GW

Between MME and HSS

Transfer of ((Qo8) policy information from PCRF
to the S-GW.

Between PCRF inthe HPLMN (HPCRFyand a
PCRF in the VPLMN (V PCRF}

Between MME and EIR
PCRF and the BBERF
Between ePDG and vPCRF
PCRF and the BBERF

Between an un-trusted non-3GPP 1P access and
the 3GPP AAA Server/Progy

Between the 3GPP AAA Proxy and 3GPP AAA
Server

Between Untrusted Non-3GPP 1P Access and
ePDG

AGPP TS 20.234
30IPP TS 29.234

3GPP TS 29234

3GPP TS 29.234
3GPP TS 29234
3GPP TS 29.234

IGPP TS 29234
IGPP TS 28.234
JGPP TS 29.061
3GPP TS 29.061

3GPP TS TS 32.225
OMA MMID interface

3GPP2 TSG-X X.S0013-

014

3GPPL TSG-X X.80013-

i3
IGPP TS 29272
3GPP TS 23462

3GPP TS 29272

3GPP TS 32826, TS
23402

3GPP TS 23203 & TS
29.215

3GPPTS 28272
3GPP TS 23,203
3GPP TS 23.283
3GPP T8 23,203
3GPP TS 23402

3GPP TS 23402

3GPP TS 23402




Between the 1GPF AAA Server/Proxy and the
PG

Between the IGPP AAA Server and the HSS

Between a trusted non-3GPP IP access and the
3GPP AAA Server/Proxy

Between the 3GPP AAA Server and the HA

IGPP TS 23402
3GEFP TS 23402

IGPP TS 23462
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CLAIMS

1. A method for redirecting roaming network traffic in an LTE network, the method being
executed by a network traffic redirection, NTR, module and comprising:
observing (202) a registration process of a subscriber in a visited network (108);
upon successful registration, sending (204) one or more messages to the visited network
(108) to induce a re-registration attempt by the subscriber to another visited network, wherein
the one or more messages are one of Diameter Insert Subscriber Data Request, IDR, message
and Diameter Cancel Location Request, CLR, message,
and wherein said sending one or more messages to the visited network (108) comprises:
identifying the subscriber's registration on at least one of an LTE network or a
GSM network;
for registration at the GSM network, identifying whether the registration is due
to loss of LTE coverage or Circuit-Switched Fallback, CSFB; and
if registration is due to loss of LTE coverage, then sending said one or more
messages to the visited network to induce a re-registration attempt by the subscriber to

another visited network.

2. The method of claim 1, wherein said sending one or more messages comprises sending
(206) a list of preferred visited networks to the subscriber while being in the visited network
(108), to induce a re-registration attempt by the subscriber to another visited network,
optionally, wherein the list of preferred visited networks (108) is sent in response to an applet
on subscriber's handset i) being able to detect one of roaming, network registration change,
handset start, and activation timer, and ii) opening a communication channel to get the list of

networks.

3. The method of claim 1, wherein the registration process is executed between an MME

(116) in the visited network (108), and HSS (110) of a home network (104) of the subscriber.

4, The method of claim 1, wherein the one or more messages are sent to an MME (116)

corresponding to the subscriber's visited network (108).

5. The method of claim 1, further comprising one of:
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rejecting the subscriber's registration invoking a radio technology change from LTE to

GSM; and

discriminating between subscriber's dual registration or consecutive registration, by

analyzing the signalling pattern.

6. The method of claim 1, wherein the subscriber's registration is dual registration for

CSFB, over LTE network for data access and GSM network for voice access.

7. A system for redirecting roaming network traffic in a LTE network, the system

comprising:

a network traffic redirection, NTR module (102) configured to observe a registration
process of a subscriber in a visited network (108); the NTR module (102) further configured to
send one or more messages to the visited network (108) to induce a re-registration attempt by
the subscriber to another visited network, wherein the one or more messages are one of
Diameter Insert Subscriber Data Request, IDR, message and Diameter Cancel Location

Request, CLR, message,

and wherein the NTR module (102) is configured to:

identify the subscriber's registration on at least one of an LTE network or a GSM

network;

for registration at the GSM network, identify whether the registration is due to

loss of LTE coverage or Circuit-Switched Fallback, CSFB; and

if registration is due to loss of LTE coverage, then send said one or more
messages to the visited network to induce a re-registration attempt by the subscriber to

another visited network (108).

8. The system of claim 7, wherein the NTR module (102) is configured to send one of:

one or more messages post successful registration of the subscriber in the visited

network (108); and
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a list of preferred visited networks to the subscriber while being in the visited network

(108), to induce a re-registration attempt by the subscriber to another visited network.

9. The system of claim 7, wherein the NTR module is configured to observe the
registration process executed between an MME (116) in the visited network, and HSS (110) of

a home network (104) of the subscriber.

10. The system of claim 7, wherein the NTR module (102) is configured to send the one or

more messages to an MME (116) corresponding to the subscriber's visited network (108).
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