
O
pe

ra
te

 

Fi
rs

t u
se

r 

En
d-

us
er

 
de

vi
ce

 

O
ffl

in
e 

en
vi

ro
nm

en
t 

R
es

ou
rc

e 
tra

ns
fe

r 

O
ffl

in
e 

se
rv

ic
e 

in
fo

rm
at

io
n 

F
IG

. 1
a

1 / 7

Se
co

nd
 u

se
r 

Se
rv

er
 



Determine 
whether the service 

operation is a risky operation 
based on recorded historical operation 

data and at least one of a predetermined 
risk evaluation rule or risk 
evaluation model after the 

service operation 
is monitored 

An application program on an end-user device 
monitors a service operation initiated by a user 

for invoking offline service information 

Refuse to invoke the offline service information 

Invoke the offline service information 

No
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FIG. 1b
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FIG. 2a
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FIG. 2b

Please enter the previous offline 
payment amount: 

Cancel OK 
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Determine 
whether the offline 

payment operation is a risky 
operation based on recorded 

historical operation data and at least one 
of a predetermined risk evaluation rule or 

risk evaluation model after 
the offline payment 

operation is 
monitored 

Reject the offline payment operation 

Perform the offline payment operation 

No

Yes
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FIG. 3

Client software monitors an offline payment 
operation initiated by a user 
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FIG. 4
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Client software 
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FIG. 5
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