-1 RISK CONTROL SYSTEM FIELD OF THE INVENTION 27 September 2005 The present invention
relates to a method and system for 5 controlling risk, or particular but by no means exclusive application
is quantitative risk assessment and mitigation. BACKGROUND OF THE INVENTION 10 There are

essentially two approaches to risk analysis: qualitative and quantitative. Quaylfal '\ée {'ia'%l% grnaé 8' isa
technique that can be used to determine the level of protection required for appl%cgnvns—sys%em S,
facilities, or other enterprise assets. During thmmf assets, threats, and
vulnerabilities, the team will be able to establi ¥ eats occurring, the cost of losses if
they do occur, and the value of the safeguards or countermeasures designed to reduce the threats and
vulnerabilities to an &ddd@able [ENEl. MNERD HRMlitative methodology attempts only to prioritize the
various risk elements iz sWgslvi: tejive RAURTHI GV Piteis ARy HsS ABRRBYS Ehassigi taderridently
objective numerie valugs {9, 11FiMRqEEN's 3> oEiPeyishanalfsle Ay (pdhleel obpeILA)dosses.
When all elements (asset value, threat frequency, sateguard eftectiveéness, safeguard costs, uncertainty
and probability) are JRRMAEEIR prod&ss isHEHEIERERSE be qikHitativeSSETHRERIspeciid

advantages and disauil/ahgadd9of these two approaches may be summarized as follows: Qualitative Risk
Analysis Approach ADVANTAGESDISADVANTAGES calculations are simplesubjective in nature

BACKGROUND OF THE INVENTION

10 There are essentially two approaches to risk analysis:
qualitative and quantitative. Qualitative risk analysis
is a technique that can be used to determine the level of
protection required for applications, systems, facilities,
or other enterprise assets. During the systematic review

15 of assets, threats, and vulnerabilities, the team will be
able to establish the probabilities of threats occurring,
the cost of losses it they do occur, and the value of the
safeguards or countermeasures designed to reduce the
threats and vulnerabilities to an acceptable level. The

20 qualitative methodology attempts only to prioritize the
various risk elements in subjective terms.

Quantitative risk analysis attempts to assign
independently objective numeric values to the components
25 of the risk analysis and to the level of potential losses.
When all elements (asset value, threat frequency,
safeguard effectiveness, safeguard costs, uncertainty and
probability) are quantified, the process is considered to
be quantitative.
30
The respective advantages and disadvantages of these two
approaches may be summarized as follows:

Qualitative Risk Analysis Approach
ADVANTAGES DISADVANTAGES
calculations are simple subjective in nature

monetary value of assets not |depends solely on quality of




monetary value of assets notdepends solely on quality of - 2 27 September 2005 requiredrisk
management team unnecessary to quantifylimited effort devoted to threat frequencyassigning monetary
value to targeted assets non-security and non-provides no basis for the technical staff readilycost-benefit
analysis of involvedrisk mitigation flexibility in processing and reporting Quan tative R Risk Ar?dg is
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Quantitative Risk Analysis Approach

ADVANTAGES DISADVANTAGES

results are substantially calculations can be complex
based on independently
objective processes and
metrics

great effort put into asset works well with a recognized
value determination and risk | automated tool and

mitigation associated knowledge base
obliges the conducting of a requires large amounts of
cost/benefit assessment preliminary work

results can be expressed iIn generally not presented on a
management-specific language |personal level

participants cannot be
easily coached through the
process

Most existing risk assessment models are qualitative;
risks are measured based on perceived threat and not
quantified through mathematical means. However, as
perception of threat differs from assessor to assessor,
risk assessment derived by qualitative means tends to be
inconsistent, hence making the results unreliable and
unusable.



10 unusable. 27 September 2005 - 3 The characteristics of various existing techniques are as follows. 1.
10-Step Qualitative Risk Analysis (QRA) 5 The ten steps of this approach are: I. A Scope Statement is
developed; ii. A cross functional Competent Team is assembled to assess the risks; iii. All threats
(characterized in terms of agent, 10 motive and results) are identified; iv. Thrzeﬁ are r’iaori%gg (by a
strong team); v. Impact Priority is assessed; vi. Total Thrgat Impact is calculateg—%n—@a{eguard, ; s are
identified; 15 viii. A Cost-Benefit Analysis is madge of the controls. against cost and effectiveness; ix
Safeguards are rank Sn (gP&‘{ragftﬁﬁ’él’?t ,'Sﬁd : X‘ﬂigﬁ)%\%aﬁéf& gﬂ)%rt‘ig% Qﬁgl"éed? i&ﬁ&diﬁa: 20 Thus,
for example, a notiof& HidkSnalysis Report might include the following:
THREATTHREATLOSSRISKPOSSIBLESAFEGUARD PRIORITYIMPACTFACTORSAFEGUARDSCOST

(TP)(L)(TP + LI) FireB58fgtes¢dpPassiGdiss V8Orsysie mMnEANa 6 2pGRApiness$ 75,000 continuity plan
Water237Busin%ss$}ﬁé)Q£egar%1@ §°8¥méil+¥ gl B’pgg&%ﬁSalegs technique forms the basis of all existing
i yg iS forme i

risk 25 assessment:_a risk analysiS team is , threats an
i. A”“Scope Statement i1s developed;
ii. A cross functional Competent Team is assembled to
assess the risks;
iii. All threats (characterized 1in terms of agent,
10 motive and results) are identified;
iv. Threats are prioritized (by a strong team);
V. Impact Priority is assessed;
VI. Total Threat Impact is calculated;
Vil. Safeguards are identified;
15 wviii. A Cost-Benefit Analysis is made of the controls
against cost and effectiveness;
IX. Safeguards are ranked in order of priority; and
X. A Risk Analysis Report is prepared, including:

20 Thus, for example, a notional Risk Analysis Report might
include the following:

THREAT | THREAT LOSS RISK POSSIBLE SAFEGUARD
PRIORITY | IMPACT | FACTOR SAFEGUARDS COST
(apP) (L) (P + LD

Fire 3 5 8 Fire suppression [$15,000
system

Tornado 2 5 8 Business $75,000
continuity plan

Water 2 3 7 Business $75,000

damage continuity plan

Theft 3 5 5

This technique Tforms the basis of all existing risk

25 assessment: a risk analysis team is formed, threats and
their effects are discussed during the risk assessment and
countermeasures are used to mitigate risks.



their effects are discussed during the risk assessment and countermeasures are used to mitigate risks. -
4 2. 3-Step Qualitative Risk Analysis (QRA) The three steps of this approach are: I. Asset Valuation; ii.
Risk Evaluation; and 5 iii. Risk Management 27 September 2005 A notional result of the approach might
include: FINANCIAL LOSSVALUATION SCORE < $2,0001 $2,000 to $15, OO% glstgrcn)!o to %4{ _%0003
$40,000 to $100,0004 $100,000 to $300,0005 $300,000 gp $1,000,0006 $1 007
$3,000,000 to $10, 0(%0 00%8 > $10 OO Og (?;LO 'I;Pé S|I ht modi {e '&on of the first above mentioned
approach, in which a“scor gsgﬁﬁe%"% &t Whe '\1%‘? % ST b¢§ essment interval of 1.5 to 2
years is recommendedtf TE5emiSERRFoP Bty RIS 2RIV ASBSRA) The three steps of this approach
are: |I. A Risk Analysis.Matrix is cresget (sedom@itrigng Integrity, Sensitivity and Availability); ii. Risk Based

Control is selected; gnd 20 iii. Prepalatiameldesementgiépn. - 5 A notional Risk Analysis Matrix might

be: DATAIntegrgy i Risk Management

A notional result of the approach might include:

FINANCIAL LOSS VALUATION SCORE
< $2,000 1
$2,000 to $15,000

$15,000 to $40,000
$40,000 to $100,000
$100,000 to $300,000
$300,000 to $1,000,000
$1,000,000 to $3,000,000
$3,000,000 to $10,000,000
> $10,000,000

©O© 0N |0 |~ WN

10 This is a slight modification of the first above mentioned
approach, 1i1n which a scoring system 1iIs used whenever
possible. A re-assessment interval of 1.5 to 2 years is
recommended .

15 3. Information Security Risk Analysis (ISRA)
The three steps of this approach are:
A Risk Analysis Matrix is created (according to
ntegrity, Sensitivity and Availability);
i Risk Based Control is selected; and
i

20 i. Preparation of documentation.



Accidental Acts Deliberate Acts Modification Disclosure Unavailability or of of information destruction
information or services of information 27 September 2005 Undesirable event (error & omission)
Unauthorized event (fraud & misuse) This approach is difficult to use, and requires users to 5 have a

certain expertise. In addition, the analysis is not asset or system based. 4. Vbuingral%lll m)éAn%/o%s The

approach has five steps 10 i. Internal experts or a risk a@alyss team are as

statement is developed; iii..Definitjons ar reed u The t s understanding of the process is
15 verified; and v. T gﬁ 198 cglau‘%t% é%%i}fﬁ/f@ K’k?&fféb’ﬁn@ ﬁﬁiﬂlﬁ possmle assessment of risk
associated with each human factor might be: - 6 27 September 2005

OccupationUnauthorizedUnauthorizedUnauthorizedggtruction
Integrity Sensitivity Availability

Accidental Undesirable
Acts event (error &
omission)
Deliberate Unauthorized
Acts event (fraud &
misuse)

Modification Disclosure Unavailability
or of of information
destruction information or services

of

information

This approach is difficult to use, and requires users to
5 have a certain expertise. In addition, the analysis is
not asset or system based.

4. Vulnerability Analysis
The approach has fTive steps:

10 1. Internal experts or a risk analysis team are
assembled;
ii. A scope statement is developed;
i Definitions are agreed upon;
iv. The team”’s understanding of the process is
15 verified; and
V. The risk is calculated.

Thus, a possible assessment of risk associated with each
human factor might be:



AccessModificationDisclosure VP of HR Senior managers Senior specialist This methodology analyzes
the vulnerabilities of a department with respect to the people (treated as assets) 5 who work in the
assessment zone. However, the definitions must be agreed upon before the assessment can begin. 5.
Hazard Impact Analysis This approach is similar to approach 4, but based on,gs ett:égb%at%%ges rather

ba%—éﬁﬁmamémperty

than assets. It might produce, for example, the followinggutput: Threat Probab-
Business Internal External TypeilitylmpactimpactimpactResourcesResources Tornadol44422

123A3B3C4A
and business.
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This

methodology

analyzes

the

vulnerabilities

of

a

department with respect to the people (treated as assets)

5 who work

in

the assessment zone.

However,

must be agreed upon before the assessment can begin.

5. Hazard Impact Analysis
This approach is similar to approach 4, but based on asset

the definitions

for

10 categories rather than assets. It might produce,
example, the following output:
Threat |Probab- [Human |Property |Business]Internal |External
Type ility Impact | Impact Impact Resources |Resources
Tornado |1 4 4 4 2 2
1 2 3A 3B 3C 4A 4B
This approach 1identifies the threats and measures the
15 impact on human, property and business. The existing
internal and external controls are identified to mitigate
the respective threats.
6. Threat Analysis
20 According to this approach, one:
i. Internal experts or a risk analysis team are
assembled;

A scope statement is developed;
Definitions are agreed upon;



iii. Definitions are agreed upon; 27 September 2005 - 7 iv. The team's understanding of the process is

verified; and v. The risk analysis is conducted based on the impact on operations if a threat occurs. 5 For
example, the following conclusions might be obtained: Effects on Operations
PotentialTemporaryTemporaryHardwareLoss ofRepairable

Causeslnterrupt-Inaccess-DamageSoftwareDamage ignibility LAN serverPM
assesses the operational risk
a series of questions'gr’e_ cpmﬁ’
procedure, standard V¥ éfkede

a

specified 10

8dt6Qﬁ%Esﬁre

environment., 7

v e o

existin
g@Rfion. 8. Single Time Loss Algorithm Single Time Loss (STL) is

ot |
B BheE®

27 Septemher 2005

ch
to this approach,

Jg§ polfc§/,

determined acordinguvo this appmachskwhenal3@ B Lis (totadlastetivdiasedContittpenampact

implementation costg [Bpta-EaGRiSE UpHion aasfakt Pselalpdity of Occurrence + (Cost of one week
delay). 25 Singl% Time Loss is used as an impact value measurement. 9. Facilitated Risk Analysis

Process (FRAP) This approach includes: i. Defining the sco

e of the review; 30 ii. Assembling

representatives for the FREABMEEesINfi. Frktig We%?@ﬁgﬁﬁfé?'&%tg‘ g rifp obtained:

10

15

20

25

30

Effects on Operations

Potential |Temporary |Temporary |Hardware |Loss of |Repairable
Causes Interrupt- |lInaccess- |Damage Software |Damage
ion ibility
LAN server |P M
outage

This approach assesses the operational risk In a specified
environment.

7.

Questionnaire
According to this approach,

a series of questions are

compiled to measure compliance with an existing enterprise
policy, procedure, standard, or other regulation.

8.

approach,
STL

where:

(Total

Single Time Loss Algorithm
Single Time Loss (STL)

asset

value

+

implementation costs + Data reconstruction costs)
x Probability of Occurrence
+ (Cost of one week delay).

is determined acording to this

Contingency

Single Time Loss i1s used as an impact value measurement.

9.

This approach includes:

Facilitated Risk Analysis Process (FRAP)

Defining the scope of the review;
Assembling representatives for the FRAP process;

Defining

threats

against

data

integrity,



27 September 2005 - 8 - confidentiality and availability; iv. Creating a Priority Matrix based on degree of
vulnerability and business impact; 5 The three deliverables include identification of risk, prioritization of
risks, suggested controls for major risks. A list of 26 control grouping can be selected (e.g. backup,
recovery plan, access control) and the approach allows project tracking and gzogg gth%gkirn% Q%E 10
verification purposes. A possible Priority Matrix might be:gRiskRiskTypePriori . rmation
accessed byINTB3, 5, 6L§l , unauti:)orized rsonngllﬁ P‘LB 2Unclear or non-existentINTB9, 13, 26
versioning of the inforMAatio P35A%] 'a@é & uSt\é ! S’?‘ 21 dXreINTD failure, or incorrect or bad software
15 This approach indives analy#%§dkbs)sem? BppliddionVMakrdeynieaeed b @inedeBRGatdh at one
time. The possible efiebte phbydtety faihdebusimes®s mepasoted against threats and vulnerabilities.
Controls are then identified to mitigate the threats. 20 10. Risk Assessment and Management In this
approach, threatim IS sured Ry ized ec (ALE) IS
measured baseg on i%lgl?f_er_c%séj Eggaétgﬁc%{%!%%) altirﬁ? 1@%&%@%%;@%82% %hicu?lrengs %ERO). SLE
is defined as expect®d MUHEAR 898 fordact bakamenSd WeStrdar ST Ao i Yerin®ad QK statistical
rate of threat occurrdieken a afhudlisdsiof 26 control grouping can be selected

(e.g- backup, recovery plan, access control) and the
approach allows project tracking and cross checking for
10 verification purposes.

A possible Priority Matrix might be:

Risk |Risk Type |Priority |Controls

No.

1 Information accessed by INT B 3, 5, 6, 11,
unauthorized personnel 12, 16

2 Unclear or non-existent INT B 9, 13, 26

versioning of the information

3 Database corrupted by hardware |INT D
failure, or incorrect or bad
software

15 This approach involves analyzing one system, application,

or segment of business operation at one time. The
possible effects of system failures, etc., are measured
against threats and vulnerabilities. Controls are then

identified to mitigate the threats.
20
10. Risk Assessment and Management
In this approach, threat impact is measured by Annualized
Loss Expectancy of Exposure (ALE). ALE is measured based
on Single Loss Expectancy (SLE) and Annualized Rate of
25 Occurrence (ARO). SLE 1is defined as expected monetary
loss for each occurrence of a threat event; ARO is defined
as statistical rate of threat occurrence on a annual basis
BIA is measured based on Single Loss Expectancy (SLE).



BIA is measured based on Single Loss Expectancy (SLE). - 9 27 September 2005 Statistical information
of Annualized Rate of Occurrence (ARO) is obtained at least on a yearly basis. 5 11. Integrated Risk
Management This approach includes: I. Separating Custodians and Users of Information; ii. Defining the
basic_:__pre-requ_isite (_e.g_. roles and responsi_bility defi_nition, data c_IassificaFionZa/.nge 196imnbveern%g5control);
and iii. Managing Risk in an integrated fashion. In this apgroach, information ses the
use of physical and logical data access controls to ensure the 15 proper use of data and to prohibit
unauthorized or accidental modification, destruction, disclosure, loss, or access to automated assets.
Risk Analysis identifiebadie Bkeabsdfsrdatdoniated witAisihbzad iffalifatth 25stErgiftaefines
cost-effective approa@f3)toimaobyain0 sicH eaks. Ohiscapmaati iblsdaces the concept of custodian
and user of information. It demonstrates that through risk assessment, business continuity and

information seCLgity IZ& conirlgt%ipgl{ggm%nwﬁg%eﬁgﬁipess continuity is taken out as a module,
S he potentia

separate from typical risk assessment. Impact of systems is measured against the total
project cost, financial iM5afPRISESHHet NMBESregulatory/compliance impact. Alternatively, this 30
impact can be measired against $¢foanatibnaxissitostiamsanibrigrex solefaletsutrgé iBosiness Impact
Loss is measured agpinst time sansitividh gL angesvdelpcalpeoutage peiind dwing peaHlestandible 35
loss (health and safehgusieFlSy FAfiFTactigpr isIPRRIRSSMenikand taeilleilpre4#aancial and
10 inventory control); and
i, Managing Risk iIn an integrated fashion.

In this approach, information security encompasses the use

of physical and logical data access controls to ensure the
15 proper use of data and to prohibit unauthorized or

accidental modification, destruction, disclosure, loss, or

access to automated assets. Risk Analysis identifies and

assesses risks associated with corporate information

assets and defines cost-effective approaches to managing
20 such risks.

This approach introduces the concept of custodian and user

of information. It demonstrates that through risk
assessment, business continuity and information security
25 controls shall be implemented. Business continuity 1is

taken out as a module, separate from typical risk
assessment. The potential impact of systems is measured
against the total project cost, financial impact, customer
impact, regulatory/compliance impact. Alternatively, this

30 iImpact can be measured against information classification
and longest tolerable outage.

Business Impact Loss iIs measured against time sensitivity

(Longest tolerable outage period during peak), intangible
35 loss (health and safety, customer satisfaction,

embarrassment) and tangible loss (financial).



27 September 2005 - 10 All existing risk assessment models, however, assume (whether explicitly or
implicitly) that a competent cross- departmental team will be assembled to assess the risk. However,
assessments are often actually performed by 5 either by the IT technical support team or the business

owner, hence resulting in incomplete understanding of the threats and availaé!es%ogter V\éﬁsg the

responsibility for conducting the risk assessment beconlebunclear the resul 10
Further, when the m S%égisrlltude of the risk assessment increa es |t iommig n for assessors to

compromise the as mént 'psf &Qgs:. fhﬁg IS pgﬁfé%%m? S W it lhe asse¥erdm is %ﬁ%\wz}ﬁlvely
based. This comprorki4eetg b dGa ¥ huPrarf T‘K&d%‘&ﬂ&)mﬁ‘%nﬁréiﬁf@@(mmm%@ﬁ THE
INVENTION The pregepairtresitalprdedes, iidiefdre, insskd ledadaspeageasnethed for sissessing

risk within an 20 org%u@;g]n,, copgyyisingiatitiining e FFRere Zapesadash opsaifigiRar rpyre zones
comprising an egvirq ﬂﬁ%ﬁ» d[‘?gt'wkg PE ELORAT ééie%lﬁ’nr?ébdt odanizagionachAfSaid assets

being located in a 2 respective one of said zones; conducting a respective impact assessment for each

of said assets, each %‘@’;Q@gsmgﬁf‘E@mﬁﬁﬁﬁbtdé%sémg 'ﬂ@l?ﬁd&&eof'fﬁg%s%tapgdl'agregﬁfe&% asset;
conducting for each shsgiditzonarch revpéded es0cania adk assedbarenthiwnieRitnatbdddity the risk
level associated witlfgracitgnaliedesiiverheser \ikin ek Jespattivbansies pamdinganone;wanducting
for each asset a respeEllYp@SIRILHe unreliable.
10
Further, when the magnitude of the risk assessment
increases, It is common for assessors to compromise the
assessment process. This is particularly so when i1t the
assessment is qualitatively based. This compromise may be
15 due to human factors and time constraints.

SUMMARY OF THE INVENTION
The present iInvention provides, therefore, iIn a Tirst
broad aspect, a method for assessing risk within an
20 organization, comprising:
defining one or more zones, each of said one or
more zones comprising an environment;
identifying one or more assets of said
organization, each of said assets being located In a
25 respective one of said zones;
conducting a respective impact assessment for
each of said assets, each assessment comprising assessing
the impact of the loss of said respective asset;
conducting for each of said zones a respective
30 zone risk assessment, comprising assessing the risk level
associated with placing a respective asset within said
respective corresponding zone;
conducting for each asset a respective asset risk
assessment, comprising assessing the risk level associated
35 with said respective asset independent of the respective
zone of said respective asset; and
assessing risk on the basis of at least said



assessment, comprising assessing the risk level associated 35 with said respective asset independent of
the respective zone of said respective asset; and assessing risk on the basis of at least said 27
September 2005 - 11 impact assessment, said zone risk assessments and said asset risk assessments.

Thus, an asset can be anything of value. The method can 5 therefore be usezc;tgé)r&m% ? ﬁg output a

risk assessment. When the final steps are performed by gomputer, the com
assessment. Preferabﬁbthe method includes identifying one or. m%e 10 asset C%A;)dla S, eac

comprising a custodiBHPSE reéﬁé&ﬁ?énsgs%t, aidf e W%g 5R8"0r More 2RLel 'Sivndh e§8ﬂ omprising
an owner of a respe@REESNE b?knﬁ‘ﬁe%ff%a‘ﬁﬂ‘£§sets. 15 A custodian is typically some employee with
care-taking responsibilities. In an IT environment, a custodian might be a Technical Management Team

or a Project Managema , Teamaasdidividyabaeaineeof sycBfeamsua CUstprianBlole éaremployee
who acts as a caret % é]agr%utoggteql 8%50 ngan 3}.18‘38& gat%%aseaﬁ\n %{F%Bﬂg’nea{ IS ;yp IIy
ays es

(though not necessari e one w or the as It may in many cas e owner o

op
business. Generallyaﬁﬁﬁz%?/g?niﬁs the Bn i ov r'a[‘IaFespﬁﬁ%ri’oc‘illtyBTB? deﬂﬁfﬁme?ecumfy poI|C|es
and the 25 security @aihgydiem rdf\draraeptstettreoassettand vihd saasapprirnte security control
implementation plan on the asset. It may be an end-user. Preferably the method includes maintaining a

register of 30 said agpgife PéSfl%Fab%éa'%é%‘éEfr 'i‘ﬁ&ﬂﬁfe@e YEERETHA RYNIY eaeh qliald assets.

Preferably the %ethod mc{udegurg c}'ilg]rl]régareg&]er comprising a custodian of a

respective asset, and 1identifying one or more asset
owners, each comprising an owner of a respective one or
more of said assets.

15 A custodian is typically some employee with care-taking
responsibilities. In an IT environment, a custodian might
be a Technical Management Team or a Project Management
Team, an individual member of such teams; a custodian may
be an employee who acts as a caretaker of an automated or

20 manual Tile or database. An asset owner 1is typically
(though not necessarily) the one who pays for the asset;
it may in many cases be the owner of the business.
Generally, however, it 1is the person with overall
responsibility for defining the security policies and the

25 security and system requirements of the asset, and who can
approve the security control implementation plan on the
asset. It may be an end-user.

Preferably the method includes maintaining a register of
30 saild assets. Preferably said register includes the
respective owner of each of said assets.

Preferably the method includes maintaining a register of
said zones. Preferably said register includes the

35 respective custodian of each of said zones.

In one embodiment, each of said assets 1is information



said zones. Preferably said register includes the 35 respective custodian of each of said zones. In one
embodiment, each of said assets is information 27 September 2005 - 12 related, such as materials and
equipment that are used for data manipulation or storage. In this embodiment, each of said asset

custodians is an 5 information custodian, each comprising a custodian of a r%spgctlve anorg&%ggon

storage device within sald organlzatlon Preferably the mpgthod includes defi types of
custodians: 1) phy5|cal ironment custodians, 2) network custodian software engineering
s o1 it it

todi
custodians, and 4) I\/r§ dihg! Sre'r%ﬁ/ &4 Slqgéi”}%%e z6hE a'égggs Bhtsis 15
conducted by the re%v’@%&di@ﬁ'ﬂ‘s&ﬂ ré$PE&E@R- zone. Preferably each of said respective asset
assessments is conducted by the respective owner of said respective 20 asset. 25 Preferably the

_method includes regarlinghie lesh 6l aneatSet @sceaubrlait ia thaslase of asistamaf V\_#gcthﬁ:\id asset
is a part. Prefer%bly WQ% 6%clug?§.t(é%t%wnm€gagﬁneggﬁ{éﬁ %’Eh %gfr; Ien?él Sq:%scﬁtgﬁal%pegsured risk

for a respective asset comprising the uct of 1) an impact in. said impact
assessment and 2) tﬁ@?ﬂﬁﬁﬁwﬁl of dﬁﬁggg%‘ﬁér?@o de‘i@ﬂﬁﬁﬂﬁl in S84 Uet Mk R ssnRt%ind an

asset risk determine@rgesdidaoeirisk assessment. 35 In another broad aspect, the present invention
provides a risk management method, comprising:

Preferably the method includes defining at least four

10 types of custodians: 1) physical and environment
custodians, 2) network custodians, 3) software engineering
custodians, and 4) MIS support custodians.

Preferably each of sald respective zone assessments 1is
15 conducted by the respective custodian of said respective
zone.

Preferably each of said respective asset assessments 1is
conducted by the respective owner of saild respective
20 asset.

Preferably the method includes regarding the loss of an
asset as equivalent to the loss of a system of which said
asset i1s a part.
25
Preferably the method includes determining a measured risk
for each asset, said measured risk for a respective asset
comprising the product of 1) an impact level determined in
said Impact assessment and 2) the maximum of an asset risk
30 determined in said asset risk assessment and an asset risk
determined in said zone risk assessment.

In another broad aspect, the present invention provides a
risk management method, comprising:
35 assessing risk according to the method described
above; and
managing said risk.



assessing risk according to the method described above; and managing said risk. - 13 5 27 September
2005 Preferably said managing of said risk comprises: determining the distribution of the number of
assets as a function of associated measured risk; determining a maximum acceptable risk level; and

applying one or more controls if any of said assets exceeds said maximum age ta%g%brésrkig gl.
varl%g—n‘reasmeén'sk or

Preferably the acceptable risk level comprises the lower 30 of the highest a

100%. In another broad aspect, the invention provides an apparatus for assessing risk within an
organization, comprising: 15 data input means for inputting asset information into a register of assets,
each of said assets Fdiffedrlsctal dafproagigatdn, Sokch 6l S4dSYUEd $R%ig located in a

respective zone; data storage fordsdiemg saichgegiser ofl astetshudd orcluding threeashnddesaidassets said
respective zone; megfisefps rageiyingLACEIPSINOA rasRetivereenedsk assgseingat for each of said

zones, said respéactive zone risk %%fggﬁﬁzgtﬁ) QOQW&W&W 2398 %qteofrlpgl{i%\llg\iel_ aaSﬁ&)ciated with

placing a respective asset within ctive corresponding zone; means for recéiving_or storing a

respective asset risk assessmen?'f’(ﬁ’rlé/d&?as%'é‘f’, sdfd rg?d’é?cti\%’ﬁggé’tlﬁskigss@%mém cSfHfising an
assessment of the rigicfsks gxansgedoart Jnaxiaspeaivecpdsh lededshddsvstlthe 30 respective zone
of said respective asset; means for receiving or storing a respective

Preferably the acceptable risk level comprises the lower
10 of the highest available measured risk or 100%.

In another broad aspect, the invention provides an
apparatus for assessing risk within an organization,
comprising:

15 data i1nput means for inputting asset information
into a register of assets, each of said assets being an
asset of said organization, each of said assets being
located In a respective zone;

data storage for storing said register of assets,

20 including for each of said assets said respective zone;
means for receiving or storing a respective zone
risk assessment for each of said zones, said respective
zone risk assessment comprising an assessment of the risk
level associated with placing a respective asset within

25 said respective corresponding zone;

means for receiving or storing a respective asset
risk assessment for each asset, saild respective asset risk
assessment comprising an assessment of the risk level
associated with said respective asset independent of the

30 respective zone of said respective asset;

means TfTor receiving or storing a respective
impact assessment for each of said assets, each assessment
comprising assessing the impact of the Iloss of said
respective asset, and for assessing risk on the basis of

35 at least said impact assessment, said zone risk
assessments and sald asset risk assessments to thereby
form a risk assessment; and



impact assessment for each of said assets, each assessment comprising assessing the impact of the
loss of said respective asset, and for assessing risk on the basis of 35 at least said impact assessment,
said zone risk assessments and said asset risk assessments to thereby form a risk assessment; and -

14 27 September 2005 output means for outputting said risk assessment. Otzgogersgér%lggrmfggg for

receiving or storing a respective zone risk assessment, {ie means for recei spective
asset risk assessment and the means f%r receiving or storing, a respectiv imps%;:t assessment may be

provided as a single integer (sucl?%gpé' a%eﬁurﬂ)%t 0 rda?gt gd@?n@é?h's 1) p"’}éaﬁfﬁ%es%t\lalues will

be prepared separately and input into the apparatus. However, optionally, the apparatus may include
data processing medrk foodoseingtiiee neaasnticasset cskassgsemesits andghe, agaipeopiivaally, the

impact assessment, i@n@tﬁi@miﬁ%%é@héﬁf‘,ssﬁﬁié‘gniédh@ desermysalien nighese Eﬂ@‘é‘?"ﬁad' he factors
would then be s@rqugﬁgc gctive regeiving or stgripg means. Prgﬁﬁrablé/h@e qp&g@tus 8roperable
of sa [ ustodi

to associate with 20 ea id assets an asset custodian, each comprising a ¢ an of a respective

asset, and to assocideGFtl 189ctPbr SHAIL 18 al REREOhLVAs ST A8 SIGRriSRY &Fowner of
a respective one or bRy bflediceasaesi 2GIRrefoka e the( Ratfibierdf asdakaintnpiet @ regiktive owner
of each of said assetstbratprahbyaihe)apparatus includes data storage for storing 30 a register of said
zones.
10 Typically these values will be prepared separately and
input 1nto the apparatus. However, optionally, the
apparatus may include data processing means for forming
the zone and asset risk assessments and the, again
optionally, the impact assessment, for determining or for
15 assisting in the determination of these TfTactors. The
factors would then be stored in the respective receiving
or storing means.

Preferably the apparatus 1is operable to associate with
20 each of said assets an asset custodian, each comprising a
custodian of a respective asset, and to associate with
each of said assets at least one asset owner, each
comprising an owner of a respective one or more of said
assets.
25
Preferably the register of assets includes a respective
owner of each of said assets.

Preferably the apparatus includes data storage for storing
30 a register of said zones.

Preferably the zone register includes data for associating
a respective custodian with each of said zones.

35 Preferably each of said assets is information related.

Preferably each of saild respective zone assessments 1is



Preferably the zone register includes data for associating a respective custodian with each of said zones.
35 Preferably each of said assets is information related. Preferably each of said respective zone
assessments is 27 September 2005 - 15 conducted by the respective custodian of said respective zone,

and preferably each of the respective asset assessments may be conductedZ?yggetreem%%erc%SS(_)wner of

the respective asset. 5 Preferably the apparatus is operglye to treat the loss ivalent to
the loss of a system of which e?ai%)ass tis a part. 10_Preferably the appagatus is operable ta determine a
, sal

measured risk for eaCi' 5 %%Y %eggﬁre'd ek for '8’ ?es%ésé Qg'gée{) orﬁﬁ‘ﬂ nJ e E?o Gt of 1) an

impact level determ#@Ein safinpaRtabeeabhent £3¢2) tHef maldiumresieatdveriskads@Emined in
said asset risk 15 assessmentahsg anagsseeriskatetechaetbdhy sdidezonessictssessomar TloFinvention
also provides compuileraasigiie figdiajuida software portions executable on a computer for performing
20 the above mentioned methods. BRIEF DESCRIPTION OF THE DRAWINGS In order that the present
invention may be more clearly ascertained, a preferred embodiment will now be described, 25 by way of

example, with refereREETE RE Y abitg s 2P AAEHSFiILSrLPFE 8BSy ERakTiRRYaERG 1eSK Main stages
of the risk assessmedil MeSsed aecorgmgiived gntfeteddrabddiarenobf e siyedent infentloheBO Figure 2
is a schematic depictian @f dsseeldtonrshpbeiween different types of zones according to

10 Preferably the apparatus 1is operable to determine a
measured risk for each asset, said measured risk for a
respective asset comprising the product of 1) an impact
level determined i1In said iImpact assessment and 2) the
maximum of an asset risk determined in said asset risk

15 assessment and an asset risk determined in said zone risk
assessment.

The 1nvention also provides computer readable media with
software portions executable on a computer for performing
20 the above mentioned methods.

BRIEF DESCRIPTION OF THE DRAWINGS
In order that the present invention may be more clearly
ascertained, a preferred embodiment will now be described,
25 by way of example, with reference to the drawings, in
which:
Figure 1 i1s a fTlow chart illustrating the six
main stages of the risk assessment method according to a
preferred embodiment of the present invention;
30 Figure 2 1is a schematic depiction of the
relationship between different types of zones according to
the method of figure 1;
Figure 3 i1s a schematic depiction of a plot of
Number of Assets (Np) with a particular Measured Risk Level
35 (MRL) against Measured Risk Level according to the method
of figure 1;
Figure 4A is a view similar to that of figure 3,



the method of figure 1; Figure 3 is a schematic depiction of a plot of Number of Assets (NA) with a
particular Measured Risk Level 35 (MRL) against Measured Risk Level according to the method of figure
1; Figure 4A is a view similar to that of figure 3, 27 September 2005 - 16 - additionally showing today's

"Safety Line"; Figure 4B is a view similar to that of figure 4A, indicating the p?.?SéNe deteno&ﬂgn of the

distribution of figure 4A after a pre-defined period; 5 Figyge 4C is an alternat ure 4B,
indicating the possible ution of the, distributjon after a, efin d_ enod provided that risk mitigation
measures have beerf aag(%h ?Q/S?Q%\Uggf %Kaist ogﬁf Yé’p €10 the addition of a new system
according to the method of flguré; 191188 &Sa AoV Mart bf Hakidiss frakeClipd g oFAn existing
system according to iinel neethioogof thgurpdsd b gudetas wofftat hbrartaif thehstepsSor tiuteomoval of a

system or an asset qg:foﬂlggrtg the peqd af 5|gémgéf iigerepd i Baps a flow chart of the steps for the
upgrading of an §X|st|ng Zone ac gm%_lto Zpae r’pgth gpé&gﬁé% Jvélz'gU'iee@ |staoflo¥\f18&art g the steps
Ois aflowc

for the removal of a Zone accor to the method o f| ure hart o he steps for

ure
the addition of new tﬁr’éﬁfg%nd%ntrdg‘ébﬁﬁﬁﬁﬂg toﬁf?@ 2@9%%%&% fighPd YEERUreh isRow chart

of the steps taken distribution after a pre-defined period provided that risk
mitigation measures have been taken;
Figure 5 is thus a flow chart of the steps for
10 the addition of a new system according to the method of
figure 1;
Figure 6 is a flow chart of the steps for the
upgrading of an existing system according to the method of

figure 1;

15 Figure 7 i1s a flow chart of the steps for the
removal of a system or an asset according to the method of
figure 1;

Figure 8 i1s thus a flow chart of the steps for

the upgrading of an existing Zone according to the method
20 of figure 1;

Figure 9 is a flow chart of the steps for the
removal of a Zone according to the method of figure 1;

Figure 10 is a flow chart of the steps for the
addition of new threats and controls according to the

25 method of figure 1;

Figure 11 is a fTlow chart of the steps taken
after a major version freeze according to the method of
figure 1; and

Figure 12 1is a schematic view of a database

30 design for use in implementing the method of figure 1.

DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENTS

A risk assessment method for assessing an organization’s

risks, according to a preferred embodiment of the present
35 invention, will now be described in detail.

The method includes establishing four criteria:



after a major version freeze according to the method of figure 1; and Figure 12 is a schematic view of a
database 30 design for use in implementing the method of figure 1. DETAILED DESCRIPTION OF THE
PREFERRED EMBODIMENTS A risk assessment method for assessing an organization's risks,

according to a preferred embodiment of the present 35 invention, will now b% gesscrtbeg in %8[%“ The

method includes establishing fourcrlterla 27 September 2005 - 17 1) Asse fication,

2) Asset Inventory, Roles E}iﬂ? b|||t|e nd4 Custadian a er I enilflcan%n 5 The
following assumptio are%%% r%a'@ e r%pec ficahd e HLoeia t¢h §Sse rl[y(ﬁe OD(kellhood (of

a threat) can be baséd oRRoREPhiBESRERE R 1 ARdED) RISl MANaGPERE kAR nAnLdEsRlon
process. According tbdarstarhibcaitrnent, an "asset"” is defined as anything that has value to the
organization and is information related, including materials and equipment 15 that are used for data

manipulation orgtor %[ %%% dg%@pgncg aftsgt%g)ecéude 1) People, 2) Software, 3) Services,

4) Media, 5) Physica formatlo erating Systems. Each asset 20 classification is further
categorized into resrfe e eadsy t%@s tﬁ@%éﬁf&j w?d? He8FEgisASTHAT Mt et/ il AGREbF the

asset types, which inclu€?€$ People: contractors, internal staff or employees; 25 2) Software:
customized application sqitehigodeveloped saftiwara audkirsofiwanaseif-tbe-sbeliographical

statistics; and
10 e« Risk management is a multi-decision process.

According to this embodiment, an “asset” is defined as

anything that has value to the organization and 1is

information related, including materials and equipment
15 that are used for data manipulation or storage.

The broad classifications of assets include 1) People, 2)
Software, 3) Services, 4) Media, 5) Physical, 6)
Information and 7) Operating Systems. Each asset

20 classification 1is further categorized 1iInto respective
asset types; the method includes registering all assets
under one of the asset types, which include:

1) People: contractors, internal staff or
employees;

25 2) Software: customized application software,

developed software, audit software, Off-the-shelf

applications;
3) Services: third party facilities;
4) Media: paper documents, computer media;

30 5) Physical: cryptographic facility, mobile
devices, network devices, office equipment, servers,
workstations, hardware management equipment, physical
audit tools;

6) Information: business iInformation, configuration

35 information, financial information, personal information;
and

7 Operating Systems: 0/S Non-Windows, 0/S Windows.



applications; 3) Services: third party facilities; 4) Media: paper documents, computer media; 30 5)
Physical: cryptographic facility, mobile devices, network devices, office equipment, servers,
workstations, hardware management equipment, physical audit tools; 6) Information: business

information, configuration 35 information, financial information, personal mfo;zagleor{;emgrédr 720 perating

Systems: O/S Non-Windows, O/S Windows. - 18 27 September 2005 Thus, ormation
classification refers to the different grading of information sensitivity in accordance to the company
practices and culture. The 5 method includes classifying all information under one of the information
classification categorif§Sall dsdetLxamkfste BRIt bRIPE AORer RS T hEl ed8kdphwA&T8 Ifefined as
one who pays for thetasseheT hd ilbfassettre g statl 19 g pdskediwifionaedi thereseresswtddditipn, in

modific_ation and del_gmM%@S%T%@e@ggﬂg,wefgagaﬁ@@@ucmbycgjqrgﬁsgynction@é team
consisting of ex%cu“i\jéfﬂ%%agﬁ%‘iﬂtdé'go@i%%%ﬂ %gﬁgwEiti/nte%'r‘ﬂ‘ﬁé‘zﬁ%ﬁ%m%%%"rm%'ﬁtete%f?’ project

management team, business owners and auditqrs, ’The responsibi executive management are: 1)
to set management Fit8nf ARABIRIIALL GBRHILE GAtH AL St o9biRformation security, 2) to set

impact loss monetary scale, 3) to confirm the degree of assurance required for risk mitigation, 4) to

review and approve AsH assesstienapad manhgesreat repiarts, prispavievwara shppave riskheeduction

measures, 6) to reviewaid PRV EIXERHPRP PR ath’ bl SViR Centrobialpmeniation

progress. 10 Asset register is updated whenever there is any addition,
modification and deletion to an asset.

The method is preferably conducted by a cross functional
team consisting of executive management, information

15 security  team, technical management  team, project
management team, business owners and auditors.

The responsibilities of executive management are: 1) to
set management intent and business objectives with respect
20 to information security, 2) to set impact loss monetary
scale, 3) to confirm the degree of assurance required for
risk mitigation, 4) to review and approve risk assessment
and management reports, 5) to review and approve risk
reduction measures, 6) to review and approve exception
25 reports, and 7) to review control implementation progress.

The responsibilities of the Information Security Team are:
1) to review and agree on threat frequency, 2) to develop
a baseline for information classification as corporate

30 governance, 3) to maintain threats and controls database,
4) to review risk assessment and management reports, 5) to
review risk reduction measures, and 6) to review control
implementation progress.

35 The responsibilities of the Technical Management Team are:
1) to register the team assets iInto the Asset Register, 2)
to perform risk assessment on respective areas of



The responsibilities of the Information Security Team are: 1) to review and agree on threat frequency, 2)
to develop a baseline for information classification as corporate 30 governance, 3) to maintain threats
and controls database, 4) to review risk assessment and management reports, 5) to review risk

reduction measures, and 6) to review control implementation progress. 35 ng rgesg%ngiebriligggs’of the

Technical Management Team are: 1) to register the teagyassets into the As erform
risk assessment on resgective arﬁee';stof 27 Septemper 2005.- 19 responsibilities, 3) tg review and

propose effective coun Qﬂﬂgégd %\%?5’4)t oll&ﬁ-uprgP{ tobtrof plé?ﬁgﬁpa% n ;‘far F&Sd \E The
responsibilities of thEPYHERY WeaaYRent TeBFh arét) 1) tdfegisk? th8WeHm as$ts inePHErBeset
Register, 2) to perfoimpdsmastednanpongespsctive areas of responsibilities, 3) to review and propose
effective countermeasures, and 4) to follow-up on control 10 implementation progress. The

ibiliti th [ - 1)t j ts,ntot t ISt t
perfor is acsesetiiot o R ekes SEARE R OIeEE R e ctres.

and 4) to follow-up on? cRr8ERsiERHent o EpATyrassSetRe 184S HiGiinSSoE uReAlEREFs are 1) to
review risk assessnnt ané rifamagendskreporsespienvievwR0 ekespesit kygort Egris3) toFeview for
irregular risk distributiesppakdinel Feindsqf theye pesties-paiiiipatand the risk@ssessmeat taceording to
the organization's In{g5yjoEiOARESHIYL2S Meg}ggemggt Sygiem (@Y'i%w—'-:tﬁfh PERY thikg hesdis roles

and respon5|b|%es plrr(r?g?g%ednetfglte{j()n progress.

The responsibilities of the Business Owners are: 1) to
register the assets Into the Asset Register, 2) to perform
risk assessment on individual asset, 3) to review and

15 propose effective countermeasures, and 4) to follow-up on
control implementation progress.

The responsibilities of the Auditors are: 1) to review
risk assessment and management reports, 2) to review

20 exception reports, and 3) to review fTor irregular risk
distribution patterns.

Each of these parties participate in the risk assessment
according to the organization’s Information Security

25 Management System (ISMS). Each party thus has its roles
and responsibilities properly defined.

According to the method, information custodians and
owners, respectively, are 1i1dentified. Based on the
30 defined roles and responsibilities, custodians typically
include the Technical Management Team and the Project
Management Team; the owners include the business owners.

A custodian i1s thus typically an employee that acts as a
35 caretaker of an automated or manual file or database. The
method defines four types of custodians, namely: 1)
physical and environment custodian, 2) network custodian,



According to the method, information custodians and owners, respectively, are identified. Based on the
30 defined roles and responsibilities. custodians typically include the Technical Management Team and
the Project Management Team; the owners include the business owners. A custodian is thus typically an

employee that acts as a 35 caretaker of an automated or manual file or data9§s§é Tgﬁbrgetgb)gsdeﬁnes
, 27

four types of custodians, namely: 1) physical and envirogynent custodian, 2)

September 2005 - 2Q . 3) soffware engineerir%custodian, nd 4) MIS suppor cu@e ian. Physical and
environment custodi Rs are ﬁggg%vhc? RS EA W of ﬁ%JeS%ﬂ%l arwef" einﬁsof envireRAEhtal zone.

These generally refef4S EP@Bdministrators and physical security administrators. Network custodians
are those taking care of the 10 organization network zones. These generally refer to LAN and WAN

administrators and naﬁygrﬂbgﬂcugﬁyd acgﬁmjm&}tSogu@fg(ﬁ;g{geegiﬁg cysigdiang pee thagre who
develoh and sosnaitich sgi@re BRIIIA [ fielqAn aloREn e DPBSIN AL pRovare

project managers and project team le ort custodians are those who maintain the 20

operations for the prgﬁgﬁﬁmnﬂﬂ@f’ ﬁ’w!a_'é’ysté'rﬁg.ef hestenBfdiFreferd8™ R IShradAltstr A0S,
database administraibisaned bageeenidymadabelstratorimer of the information is an individual that
has 25 specified limited authority granted by the owner of the information to view, change, add,

disseminate or deletgeyHiToreiPs: TASSE inglude bpisingss oppgidgNotRare  of  the
10 organization network zones. These generally refer to LAN
and WAN administrators and network security

administrators.

Software Engineering custodians are those who develop and

15 maintain software applications for the organization.
These generally refer to software project managers and
project team leads.

MIS Support custodians are those who maintain the

20 operations for the proper running of the systems. These
generally refer to system administrators, database
administrators and data center managers.

The owner of the iInformation is an individual that has
25 specified limited authority granted by the owner of the
information to view, change, add, disseminate or delete
such information. These include business owners. Note
that custodians may also own assets. In such a case, they
may also be business owners.
30
The method proceeds as a six stage process where
custodians and owners are segregated from the beginning.
Broadly speaking, the custodians perform zone assessments
and the owners perform asset assessments. Independent
35 assessments are collated and results are generated based
on the assessments.



that custodians may also own assets. In such a case, they may also be business owners. 30 The method
proceeds as a six stage process where custodians and owners are segregated from the beginning.
Broadly speaking, the custodians perform zone assessments and the owners perform asset
assessments. 35 Independent assessments are collated and results are geruza}'aéed t%%ggg %b&he
assessments. 27 September 2005 - 21 Referring to figyrg 1, the six stages d as
follows. StageSummary 1stZone Regjstration (ﬁ?{: all zones within the organization - whethey real or virtual
- are categorized a?\]gl%gﬁctﬁferbq ohaA Lgy ﬁ%g ratlSh (ﬁ’x aﬁgﬁg&% A4 8g§ﬁ%r}? LhGShvétoried.
3rdSystem Impact A§8dd&iEnt (6): systems are measured based on total loss of confidentiality, integrity
and availability. 4thZone Risk Assessment (8a): zones are measured against a set of security best
practices. Asset Riskdyggpssment (8b): individual asset Hglqheya) is measured against a set of security

' 3/s_,etai§ Ithe cprodu\(,:vri%wpr? i{rp%act feveland the asset

best practices. The r ggsur Q 0risk 'eef;}%' Ln(%\‘idHa@ e prad
risk level. 5thRisk Managem enp&(%: d8se5qhAPare 6 érexposeonand require some form of rjsk

mitigation are identified. As3858SRISAXACELMrHBGEPREK FSRdafitn Whittbesél&ted contrpls are

tracked categorized and identified.

2nd |Asset Registration (4): all assets are categorized
and inventoried.

3rd |System Impact Assessment (6): systems are measured
based on total loss of confidentiality, integrity
and availability.

4th |Zone Risk Assessment (8a): zones are measured
against a set of security best practices.

Asset Risk Assessment (8b): individual asset risk
level is measured against a set of security best
practices. The measured risk of each individual
asset is the product of the impact level and the
asset risk level.

5th Risk Management (10): assets that are overexposed
and require some form of risk mitigation are
identified. Assessors select controls for risk
mitigation and these selected controls are tracked
accordingly.

6th Project Tracking (12): all security
implementations are tracked.

5 FIRST STAGE: ZONE REGISTRATION (2)
Theoretically, assessors should be able to assess the risk
based on the existing controls, but evidence has shown
that - owing to factors such as job specialization and
responsibilities, and cross departmental relationships -

10 assessors are usually fTaced with the daunting task of
assessing risk associated with matters of which they have
no prior knowledge or familiarity. This 1is primarily
because risk assessment is a multi-user decision process.



accordingly. 6thProject Tracking (12): all security implementations are tracked. 5 FIRST STAGE: ZONE

REGISTRATION (2) Theoretically, assessors should be able to assess the risk based on the existing

controls, but evidence has shown that - owing to factors such as job specialization and responsibilities,

and cross departmental relationships 10 assessors are usually faced with thg{igun;__gr%;otaslﬁgé assessing
8

risk associated with matters of which they have no priorjnowledge or famili

because risk assess is a multi-user ISIO ocess. 27 mber 2 22 Studles have also
demonstrated that di 'éﬁ”éir{ arn%% ghOLaJ'I CE\?Q& an'%‘ESHﬁng %, m?io'r e(fbefpgssgt Kt I& common

practice that one par§'a@e&tniiged theo bYﬁ/ﬂone‘ﬁ@QHﬁl!é‘%@ﬁé’setWé}a&h%s ARSES infdrknation
asset into the enviroamend. Tl presentprathbcempidysta Zome cqraneby to detieasd ties probem. A

Zone is defined as a@rqyw}r&mﬁ@em builtfa jgantairpesetsadysprdinguirdhe mgihpball refegit 10
Zones within th%orgi\ 3}“85 r{eg%g%edin'qbe eéhgq rfF%%Iéﬁ_E four Zones, namely: 1) Physical and

environment Zone, 2) Network Zone oftware Engineering Zone, and 4) MIS Support Zone. These, it
will be noted, 15 correspond to the custodians described above. A Physical and environment Zone is an

environment that is lised Ry pestett pieykiodllyemelayseta pléeed thersatin ta hadsiissgiabb bf this Zone
are typically office 2pragbrpinstratoss @oplaysical sreEripddainisiratassvarnieieerk Zouglis aro

environment that is ysgeiosiesthict Aesess tgg&%pgﬁ\p@rk{g pretect H@tﬂ%essgﬂliy qfdpat, asset. The

custodians of thg OGS WP{%a“X WhAe organization are registered.

The method recognizes four Zones, namely: 1) Physical and

environment Zone, 2) Network Zone, 3) Software Engineering

Zone, and 4) MIS Support Zone. These, it will be noted,
15 correspond to the custodians described above.

A Physical and environment Zone is an environment that is

used to protect physically the assets placed therewithin.

The custodians of this Zone are typically office
20 administrators or physical security administrators.

A Network Zone is an environment that is used to restrict

access to the network to protect the accessibility of that

asset. The custodians of this Zone are typically WAN
25 administrators and network security administrators.

A Software engineering Zone iIs an environment that is used

to develop and maintain software for the organization.

The custodians of this Zone are typically software project
30 managers and project team leaders.

An MIS Support Zone 1is an environment that is used to
maintain the system to ensure the operability of the
systems. The custodians of this Zone are typically system

35 administrators, database administrators and data center
managers.



25 administrators and network security administrators. A Software engineering Zone is an environment
that is used to develop and maintain software for the organization. The custodians of this Zone are
typically software project 30 managers and project team leaders. An MIS Support Zone is an

environment that is used to maintain the system to ensure the operability of g]7ess§ tems. T;E)%é:ustodlans

of this Zone are typically system 35 administrators, database administrators
27 September 2005 - 23 As most zone r ofectian is de5|g ed 1o be Ia ere

inheritance. Referrlnfﬁo ﬁ]&?r% 2z Ovs MERNS ﬁ%to@onfrgls %I‘é‘%ﬂ% te

modellng where services an system concepts are introauce

nagers.

metho mploys zone

ﬁgﬁ-{r o’ne 4) are
inherited by a more |ﬁﬂ§h9@ln@mﬁd §%%rl§®§l§b‘iﬁﬁ§ﬁt€d b@%f?ﬁ\laﬁ‘&o@trlfstgﬂ Zné (18).
According to the mettiois zoeaunshetitertcedsrpraoctise diinp frem@hysit alian che mpenoimedmetrZarenand in the

Network Zone. SECQNG) smeEnA&a&ww%T%mmﬂozlaﬁ@e@@ftmmtmmge 4,
assets are collaged a?i’ g gk a ﬁﬁg@r‘p@g& an%gmn&gemie (?gctethq:q_@%(as t

al- 5system
in this phase,_ and thé‘r%ebwé(;1 ance the

effectiveness and efGEREY Wgsgé’t ntafadihBAangOns m%ﬁhﬁ@@cﬁ] s ﬁﬁ@‘étééegrd% to the
method a "service" idhiefifadtitced aacsmemaiornoksyistéanethands leylihal e tuiilla Bos@ess
delivery, while a "system" is defined 20 to be a combination of components (defined as "assets") to

realize a function. Bysmesiis gﬁﬁ@mqg&%@g @@@@p@\ﬁm{p@ non-IT based assets) are registered.

Complex relatif&shii)ﬁ bghvgeeﬁsggrtvlc sg%t n]:?(r)]rq cgpapgonee canas'fgg

be ex
s ar

gresosivleell)é ec(glptured.

for risk assessment and management. The method mimics the

real-world system modeling where services

and system

concepts are introduced in this phase, and thereby enhance
the effectiveness and efficiency in asset management and

15 maintenance.

In this stage, according to the method a

“service” 1S

defined to be a combination of systems that iIs required to
fulfill a business delivery, while a “system”
20 to be a combination of components (defined as ‘“assets™) to
realize a function. By means of this modeling, all assets

(including non-1T based assets) are registered.

is defined

Complex

relationships between services, system and components can

thus be expressively captured.
25

The way these definitions iInteract can be seen from the
following simple examples. A Business-to-business (B2B)
service (i.e. the “service”) may consist of a web server
(a “system”), an application server (a further
30 and a database server (a further “system”).
“asset” of

server consists of CPU hardware (an

classification “physical”, type ‘“hardware’),

an

“system’)
The web

operating

system (an ‘“asset” of classification “software”), web

hosting software (an “asset” of classifTication
35 “software™), information web pages (an “asset” of
classification “ainformation’) and B2B functional
specification document (an ‘“asset” of classification



25 The way these definitions interact can be seen from the following simple examples. A
Business-to-business (B2B) service (i.e. the "service") may consist of a web server (a "system"), an
application server (a further "system") 30 and a database server (a further "system") . The web server

consists of CPU hardware (an "asset" of classification "physical”, type "hardg;?rg"p an g&erﬁ'&gg system

(an "asset" of classification "software"), web hosting sofgyare (an "asset" of ftware"),
information web paggs (?( n "gsset" of classification "information”) and B2B functional specification
document (an "asset" O af% fication - 24 "media"). 27 September 2005 Alternatively, a networking
service (a "service") may consist of a firewall system (a "system") and a networking 5 system (a further

"system") The Netwavkireyspdievelay cansistbi@akdivgprksavivdcéan (@ssetservlassifiratioay
"physical”), network 8t as¥ely” fiseenh Flessificatipn(®hysicat dnmroptantmvaedmiaseet” of

classification "s%ftwagggtaergrg a&[i‘ouiingﬁg) 'gw%?gem 31/0 "asget” @Lg@gp@ﬁ?%
©

iog#’ rﬂwarggg").Asa
further example, a departmental service (a "service consist of several departmental teams (each a

"system"). Each tearfifASy £bnfpis8 VARbY Ehpaihehtd38 (ea858h “aQlet brsRbEM b people™).
In another example, ®fasilged Sarvice (aetwprike") megud@tsist of Grreretscal syabad (a "s9¥tem”) and
an air conditioning sybt&sB (fifodbeonsygiesl sl electical rystem mag reonfarise: assatintesmiptable

power supply (an "agspisQf £ Cassificatignf fpdwase 3 andeleeliephgOWSh Fagu Aserbrof Gassification

"service"). - n a i
S € 10 ‘asset” of classification “information™).

As a further example, a departmental service (a ‘“service”)
may consist of several departmental teams (each a
“system’). Each team may comprise various appointments

15 (each an *“asset” of classification “people™). In another
example, a facilities service (a “service”) may consist of
an electrical system (a “system”) and an air conditioning
system (a further “system”). An electrical system may
comprise an uninterruptable power supply (an ‘“asset” of

20 classification “hardware”) and electrical power (an
“asset” of classification “service”).

When systems are registered, relevant zones are also
speciftied. This facilitates subsequent zone assessment.

25 For example, a web server will ultimately be described as
in a Physical Zone and a Network Zone, maintained by an
operational and development team.

However, assets that provide physical and network
30 countermeasures will not be registered as having physical
and network zones respectively.

According to the method, when assets are registered, they
are specified according to theilr asset type.

35
IT the asset type is an information classification, It
needs to be further defined according to the information



When systems are registered, relevant zones are also specified. This facilitates subsequent zone
assessment. 25 For example, a web server will ultimately be described as in a Physical Zone and a
Network Zone, maintained by an operational and development team. However, assets that provide

physical and network 30 countermeasures will not be registered as having prs&ca nbdep %gk zones

respectively. According to the method, when assets are Qgglstered they are to their
asset type. 35 If the asset.t information classification, % needs to be furt erd fined ccordlng to

fi
the information - 25 27'S&jte %é(rZ SEASitVi 5%@S|f|cat|o A%\}giteefﬁ|nh%? me sen;gl vity of the
highest sensitivity mf%ﬁﬁ\%ﬁBhVétBVeoOthﬁh?th@ , 8RADIEAN AN s o TRETATIONHhETRE&Ss that are
non-information based.tiniermehef t@%mmviowdxamm@mwaeb dervethié theesstsitdity tharking of

the information is cogkideriial, ﬂhg@ thateshai s Rysieinaugiagdhe CPH—]hafgW@ée afd wed hosting
software will mhgrlt IBF C‘Qpéﬁigntl g}@'kglg O’Lp Tgll FéT@Cé‘,FvgYSTIiEM Ib(lﬁéAC;[ E NT (6)
gle as

Impact assessment EI’OCGSS O asuring the total impact in the event of a tofal sin et loss,

independent of otheMBE&289a9 BefthEd éHﬁ%’Fm%EEBFHM&thH{FI'r%ﬂSd?t is ab36mheH at SRF
component 15 failur@fotiltEleadssentofnddisrenes ttbeyievh. haedvaréeandthuelzongst®nge impact
assessment at the systfamdewew Hpvavete aifeilereeincdherikiami abynaatk ierder the entire service to

fail. 20 The method - during this stage - takes into consideration five criteria: 1) Loss of Opportunity, 2)
Loss of 10 THIRD STAGE: SYSTEM IMPACT ASSESSMENT (6)
Impact assessment 1s a process of measuring the total
impact iIn the event of a total single asset Iloss,
independent of other losses. As defined earlier,
according to the method it iIs assumed that any component
15 failure would lead to a total fTailure of the system.
Hence, the method conducts the impact assessment at the
system level. However, a fTailure iIn the system may not
render the entire service to fail.

20 The method - during this stage - takes iInto consideration
five criteria: 1) Loss of Opportunity, 2) Loss of
Productivity, 3) Loss due to Regulatory Breaches, 4) Cost
of System Investment, and 5) Information Classification
Rating.

25
Further, in the course of impact assessment, the method
always assumes the worst case scenario.

The Loss of Opportunity refers to the loss of monetary
30 gain during the period of system unavailability as well as
the potential future loss.

The Loss of Productivity is the loss of efficiency of the
users and the cost of recovery within the organization

35 during the period of system unavailability.

The Loss due to Regulatory Breaches 1is the cost of



Productivity, 3) Loss due to Regulatory Breaches, 4) Cost of System Investment, and 5) Information
Classification Rating. 25 Further, in the course of impact assessment, the method always assumes the
worst case scenario. The Loss of Opportunity refers to the loss of monetary 30 gain during the period of
system unavailability as well as the potential future loss. The Loss of Producéiyitg IS tGhm%Igs%HSeﬁiciency
of the users and the cost of recovery within the organizafjon 35 during the peri

unavailability. The Loss due to Regulatgry Breaches jis the cost of 27 Septemper 2005 - 26 contractual
o Tand logisimtion pad B0 T BIarha ROt APy BEVAE ofiy, Fhe LURBCSEZ, <l
Investment is the coSs™MERRIIIAREdn 29 TRaRRFF s95tek@Winformation Classification Rating refers to the
highest aggregate information classification stored in the system. 10 Loss of Opportunity, Loss of

Productivity, Loss dumi® Geaul@ipreBseasnanaed ROl izysied lsyssioentaisy PhisifRiearas

monetary indiceg. Ar(i XA é%gfg%%%® monetary index is as follows: Monetary valuexMonetary index X
< $10, 0001 $10, 00 ?errﬁl 0, $20, 000 [err] x <$40, 0003 $40, 000 [err] x <$80,0004 $80,000

[err] x <$160,0005 $160, 000 [err] x <$320, 0006 $320fO00 x <$640, 0007 $640, 000 [err] x <$1, 280,
0008 Information Classification Rating refers to the highest

aggregate information classification stored in the system.

10 Loss of Opportunity, Loss of Productivity, Loss due to
Regulatory Breaches and Cost of System Investment are
calculated as monetary indices. An example of such a
monetary index is as fTollows:

Monetary value x Monetary index
X < $10,000

$10,000 < x < $20,000
$20,000 < x < $40,000
$40,000 < x < $80,000
$80,000 < x < $160,000
$160,000
$320,000

X < $320,000

X < $640,000
$640,000 X < $1,280,000
$1,280,000 < x < $2,560,000
X > $2,560,000

IANJIA [IA
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=
o

15
The monetary scale will differ from one organization to
another. The highest monetary index value i1s assigned to
the total valuation loss of the ISMS scope. Each scale
increment is the multiple of two of the previous, starting
20 from a figure defined by the organization.

Each criterion is weighted according to the organization
objectives and goals, while the summation of the weights
should add up to 100%. This reflects the relative
25 importance of the five criteria. The weights are defined



$I, 280, 000 x << $2, 560, 0009 x [err] 2,560,00010 15 The monetary scale will differ from one
organization to another. The highest monetary index value is assigned to the total valuation loss of the
ISMS scope. Each scale increment is the multiple of two of the previous, starting 20 from a figure
defined by the organization. Each criterion is weighted according to the organéj;aéiontecr)ng'!erct'bvgg and
goals, while the summation of the weights should add ug-to_100-0.. This refl

importance of the five criteria. The weights are def ed 27 September 2005 - 27 gby the mana ment
based on business f d H%%'ﬁ%%%”g‘?éh‘i | 8@h Eyﬁi%efésas 3584 BaSed" 85‘?98@8 iteria, and
the 5 total impact va!@%rs computed using the formula: Total Impact= 100% x [err](criterion valuei X
criterion weighti) [err](max criterion valuei x max criterion weighti) Assets under the system inherit the

impact valuation of ﬂ_f@ows@gté@ Thg fg@@@wb@a@q&{hqwg@riw?{@ﬁ aCONGIRErepdn rating
t t that t
system impact that agspaip(qa ity YIYENE FOMRTNIR Al LG 0&939@%@5@@@@%%@

consistency among those who input the system |mpact weightin STEMSNON-IT

SYSTEMSPEOPLE Loss ofAmount du §( of
productivityinability t(?i'tpt(a’duttiuu'aaymss-(-:\L 7 E? (EJ'LP&? %Glﬁ "

systemrecovery.Amount incurred

Assets under the system 1inherit the impact valuation of
the system.
10
The following table defines the criteria that are
considered 1In rating system impact that associated with
different components of the organization. This 1is to
ensure consistency among those who input the system impact
15 weighting.

CRITERION IT SYSTEMS NON-IT SYSTEMS PEOPLE
Loss of Amount due to Loss due to 7 Loss due to

Productivity |users” 7 day day productivity |inability to

productivity loss; perform work for
loss; Cost of systenm 7 days;
Cost of system |recovery. Amount incurred
recovery. due to idle
people.
Loss of Income loss for |Income loss for 7 days;
Opportunity |7 days; Potential future business loss;
Potential Cost of damage control.

future business
loss for Y
years;

Cost of damage

control.
Cost of Development Hardware cost; Hiring
System cost; Software cost. cost;
Investment Hardware cost; Training




recovery.due to idle people. Loss ofIncome loss forincome loss for 7 days; Opportunity7 days;Potential
future business loss; PotentialCost of damage control. future business loss for Y years; Cost of damage
control. Cost ofDevelopmentHardware cost;Hiring Systemcost;Software cost.cost; InvestmentHardware

cost;Training - 28 27 September 2005 Software cost;cost. Information cost. Egsged%gmtgéﬂggg{
legal

compensated due to failure to meet Regulatoryregulatorygequirements; Bre

implication. Y is d
FOURTH STAGE:
parts of the Fourth
controls implemen

termined by ma 'glfé‘ement, it depends on the service or prodyct of the Ulgdltllization 5
ZONE ASSESSMENAEh) MPte Zone Assessment Stage (857 the first of the two

Stage, an operafif§csi@EdAment is evaluated based on the humber of security
ted. The object afdse.assessment |s to assess 10 the risk level when an asset is

placed within the epyironingntAs| MRAIRNeSARAGLE RIY £6"EG31RI0NSS rRka Physical ard
\ngk, ngtware Eer;ﬁwg%gp and MIS Su%ggrt. The related threats are linked

this greatly reduces the assessor's joverhead
Breaches Amount due to legal implication.

environmental, Nef

automatically based

n

oA e Riure i 2one 15 CAIAGER Y

10

15

20

Y is determined by management; it depends on the service

or product of the organization

FOURTH STAGE: ZONE ASSESSMENT (8a)
In the Zone Assessment Stage (8a),

the first of the two

parts of the Fourth Stage, an operating environment 1is

evaluated based on the number

of security controls

implemented. The object of the assessment 1Is to assess

the risk 1level when an asset

is placed within the

environment. As mentioned above, the four Zone categories

are Physical and environmental,
The related threats are

Engineering and MIS Support.

Network, Software

linked automatically based on the nature of the zone
category; this greatly reduces the assessor’s overhead in
having to individually review the suitability of each

threat in relation to the zone.

Each threat 1is associated with a

likelihood of threat

occurrence, based on the criteria of demographic
statistics, nature of business activities and organization
culture. Likelihood is assigned a percentage probability:

Likelihood of Occurrence Percentage
Not Applicable 0%

Rarely 20%
Unlikely 40%
Possible 60%
Highly Possible 80%
Definitely 100%




having to individually review the suitability of each threat in relation to the zone. Each threat is associated
with a likelihood of threat 20 occurrence, based on the criteria of demographic statistics, nature of
business activities and organization culture. Likelihood is assigned a percentage probability: Likelihood of
OccurrencePercentage Not Applicable0% Rarely20% Unlikely40% Possible6§)7%slé|iqgl ePP%B 80%
Definitely100% - 29 27 September 2005 Each threat is ggsociated with a Iistrrfsegurﬁyst}-measmes that
can be adopted to manage risk. These measures are further weighted in order to differentiate between
the 5 strengths of different security controls. Generally, the effectiveness of a control is computed
according to this metR6H a8TbRaks1EonTePFIpEedntrblEfacthisie RTGERANREEY WSRIHERECtion20%
Policy and Standards463% Rraxedhdre aohopfecnsE&ddmarabricalilshplemditasenG@Hsule’d%deThe

_degree of risk asgociﬁgeqmgh epeRgrARRliS figtedrined ambthe pﬁﬁ&@ht@ﬁa%mqg@je%purﬁb{eso_lutions
implemented agglnstslcﬂee%%ﬁg I\Q)Q‘re él’iqchpgntpresaé é’ﬂ@){@RLﬁ%?}(ﬁ%{erﬂ[&%lﬁ é(r%(\i(\e/%[errlﬁewm x LO)

X 100% be associated to a zone, so the method includes_assu hat the we Security link is

the threat having the® FiGit YRRESHoSHre? TRASWGI 1s computed according to this
method as follows:

Control Type Control Effectiveness
Guidelines, Work Instruction [20%

Policy and Standards 40%

Procedure and Forms 50%

Technical Implementation 60% - 100%

10 The degree of risk associated with each Zone i1s determined
on the basis of the number of security solutions
implemented against the threat. More than one threat may

(S xSW;)

> (Sw;)

ZRL = MAX(1- x LO)x 100%

be associated to a zone, so the method includes assuming
15 that the weakest security link is the threat having the
highest risk exposure. Thus:

where: ZRL = Zone Risk Level,
S1 = Solution Implementation,
20 SW = Solution Weight, and
LO = Likelihood of Occurrence

According to the asset sensitivity marking, baseline
controls are reflected as mandatory, so assessors are able

25 to differentiate between mandatory and optional controls,
resulting in clearer objective in reducing risks.

For the sake of efficiency, the method includes allowing
assessors to apply a particular zone assessment to the



where: ZRL = Zone Risk Level, Sl = Solution Implementation, SW = Solution Weight, and LO =
Likelihood of Occurrence According to the asset sensitivity marking, baseline controls are reflected as
mandatory, so assessors are able 25 to differentiate between mandatory and optional controls, resulting

in clearer objective in reducing risks. For the sake of efficiency, the method igﬁ!ugeestallgvgngoa:;szessors

to apply a particular zone assessment to the 27 Septemigr 2005 - 30 releva

identical trols, th t lining the effort ired by th . FOURTH STAGE: ASSET
RISK ASSESSMENT TUBY8 Mecattl 1] Ot HoR T td AS0EA i ACCEERR SHAGS T4 an ascer

is evaluated based ortFRAAUMBERS Wi fhf RERtroRIH PR EMteBN T haSsI5eefle of the assessment is
to assess the risk level of an asset, independent of the zones. As each asset has an associated 10 asset
type and asset type hagitsHettadihroxiscga) sxesesde aotematieallylink to its associated threats; this
reduces the assgssof's Qv d ip_haying to_individually review th itability of e o relation
to the asset. 15 %s aé(cg)?/%,reéggﬁ thL?éJ;lt ?gnagssqglc‘%%e%g\ivithyg Iilggﬁ\ﬁoogsc%é ﬁrgg%%cugggége%%i%d on the

criteria of demograpfit29&utiéRY) nafliréePBlisihSsEYAMATEAnH PG 2RiokNEuIRHEREHY &bressed as
a probability. 20 As iBExBHd Risk pepssrhent fsud abevd&pdach threet inolAkset Risk AgEesthent has a
list of security measuresdgbamaran be adapieddegvanagerisk. Aisgse wasliresfreddrthasset,

independent of the zones. As each asset has an associated
10 asset type and asset type has its related threats, each
asset is automatically link to its associated threats;
this reduces the assessor’s overhead 1in having to
individually review the suitability of each threat 1in
relation to the asset.
15
As above, each threat is associated with a likelihood of
threat occurrence, based on the criteria of demographic
statistics, nature of business activities and organization
culture and expressed as a probability.
20
As iIn Zone Risk Assessment (see above), each threat in
Asset Risk Assessment has a list of security measures that
can be adopted to manage risk. These measures are further
weighted so as to differentiate the strengths of different
25 security controls. The effectiveness of a control is
computed as discussed above.

Based on the number of security solutions implemented
against the threat, the degree of risk associated with

30 each asset is measured iIn a manner comparable to that
described above under *“Zone Risk Assessment”. Hence,
Asset Risk Level is determined as follows:

> (St xSW;)

ARL = MAX (1 -
( > (SW;)

x LO)x 100%

where: ARL = Asset Risk Level,



weighted so as to differentiate the strengths of different 25 security controls. The effectiveness of a
control is computed as discussed above. Based on the number of security solutions implemented
against the threat, the degree of risk associated with 30 each asset is measured in a manner comparable

to that described above under "Zone Risk Assessment”. Hence, Asset Riské_}a\é%l [ dgterrr%b d as
follows: ARL=MAX(1- [err][(Sli x SWi)/[err](SWi)] x LO) %3300% where: ARL —ASSM ,-31 Sl =

Solution Implementation, SW = ollut_io:% e?ht ar:]d LO = Likelihood of Occurrence 27 September 2005
5 According to the asset sensitiv%/ markin u Aggli & pcoerW%fg %Fé?gﬁected as mandatory, SO assessors
are able to differentiate between amd2@H BhabYRAEI Eon@dfs, resulting in clearer objectives in
reducing risks. 10 In order to imptdve-oh ilke kiffmedcy fhecuethazhalso allows assessors to apply a
particular asset assessment to relevant asset that possess identical controls. Each asset is assessed

based on the total i e ri vel_ysing th : S j lé:T £ t X
VAX(ARL, ZRL) FIFAF Sl R Sfﬁﬁmaé%%%%%ﬁﬁﬁ&%:@%@ﬁ el o ehes (o
risk management ZGQHHﬁrﬂAﬁy%F&qrﬁ?gﬂ&%%gp@ﬁdm Ymandglnriit 8" protide agte
indication of how riskehslid trrerbbyte. bedweesr, Naudafmyntandy aptkaoalhovertiaprve their
organization's InformasounlséagritynVanegesicriijysieives | vV Feand imépatisreire guidance in making
a decision as 25 to how to manage risk. Furthermore, no prior art risk management model possesses a
continual |mprolvc?mem order to improve on the efficiency, the method also

allows assessors to apply a particular asset assessment to

relevant asset that possess identical controls.

Each asset i1s assessed based on the total impact and the
15 risk level using the formula:

Measured Risk = Total Impact x MAX(ARL, ZRL)

FIFTH STAGE: RISK MANAGEMENT (10)

To date, there are no fixed approaches to risk management
20 and many organizations depend heavily on Management to

provide some indication of how risk should be managed.

However, Management may not know how to improve their

organization’s Information Security Management System or

ISMS, and i1n fact require guidance iIn making a decision as

25 to how to manage risk. Furthermore, no prior art risk
management  model possesses a continual improvement
feature.

The method 1includes the six sigma concept for risk

30 management processes. However, i1t should be noted that
the method only employs certain parts of the six sigma
concept and is somewhat modified. By using this approach,
the method can be used to assist the organization in
identifying the potential high risk assets that require

35 i1mmediate attention, hence maintaining the security
effectiveness of the organization over time.



feature. The method includes the six sigma concept for risk 30 management processes. However, it
should be noted that the method only employs certain parts of the six sigma concept and is somewhat
modified. By using this approach, the method can be used to assist the organization in identifying the

potential high risk assets that require 35 immediate attention, hence malntalrgggsthetg%g rlt¥005

effectiveness of the organization over time. - 32 27 Septgmber 2005 Thus, hod, all
assets are tabulated against their Measured Risk Level. The Number of Assets (NA) with any particular
Measured Risk Level (MRL) is 5 plotted against Measured Risk Level; this is shown schematically in

figure 3. It will be appfitFate REFRTE 8y 8O ndbssastPGroud Hngasseitmi <o Fak i akgthbly sized
bins. The measured &jsh dstribttmirwillebswarbdll shisbed ewwk. as iffisawbitdibmENswhahGsetH0 Impact

Level, Asset/Zone R'@kA§ev®lﬁtﬁiglg,qasAAFjg,afl;&hq%ﬁchm@@gigrrggreﬁqgﬁatiq_rb%MA YRraus MRL. Vertical
line (20) is the teday sy S\af& 5 Whjch W@éﬁ; %hlglggg}(avq_ fed Risk or ] %00 15
nt

oo i ity
whichever is lower. e method includes assuming that assets availablé to ay are suff|C|e rotected.

Owing to technologi&firitpdihea L ahEeﬁl%escﬁne akletél HayPBeaoRESS TG tb ontrol
insufficiency and 20 ireffedivernegesedenind @ figueean, I’MWlfPfenMathmreaife |NA\/IRLnuntiI the
original distribution (22% &y righitzée. wivards highervedisra-etiMRI9KO st disilibiidon (241 Hence,
assets that are near Qg at,toglay's ng%ggég‘necggp,),@aggo lqnggsbesfe At 261N E- deﬁngd period
and then be on E}‘)we hlgnh side {_26\)eolf t gle%:§?(f)%t¥ lR; lgz%vel)

pact

Figure 4A is another schematic representation of Np versus
MRL. Vertical line (20) is the today’s “Safety Line”,
which marks the highest available Measured Risk or 100%,

15 whichever 1is Ilower. The method includes assuming that
assets available today are sufficiently protected.

Owing to technological and other advancements, some assets
may become exposed owing to control insufficiency and

20 1neffectiveness. Referring to figure 4B, assets will tend
to increase in MRL until the original distribution (22)
shifts right (i.e. towards higher values of MRL) to new
distribution (24). Hence, assets that are near or at
today’s Safety Line (20) may no longer be safe after a

25 pre-defined period and then be on the high side (26) of
today’s Safety Line (20).

Thus, assets that are near or at today’s Safety Line (20),
because they may not be safe after a defined period,
30 should be reviewed. More controls should be applied
accordingly so that the risk exposure 1is addressed
currently and for the defined period, so that instead of
the distribution becoming new distribution (24) of figure
4B, 1t becomes, say, a modified distribution (28) as shown
35 in figure 4C. The modified distribution (28) may differ
from the original distribution (22), but 1t has the
desired property that all assets are adequately protected.



Thus, assets that are near or at today's Safety Line (20), because they may not be safe after a defined
period, 30 should be reviewed. More controls should be applied accordingly so that the risk exposure is
addressed currently and for the defined period, so that instead of the distribution becoming new

distribution (24) of figure 4B, it becomes, say, a modified distribution (28) asgy N 35 dn fi e 4C. The
modified distribution (28) may differ from the original disgrbution (22), but it has%v—\:g—o%srre%pmperty that

all assets are adequately protected. - 33 27 September 2005 Hence, based on standard Six Sigma

concept calculations of a 1.5(7 shift to the right, the threshold marks the recommended degree of

assurance. Assets thinF8 a K degANABr dsStkaned e HighIeRidd ferlGsd akRRsioATA range
of controls, zone or/and asSet batad;tfortmitigeimn puigivees dreematibrastiabie forairkplenéetation

scheduling. 10 ACCO%&@rﬁﬁhéﬂ@ié@et HH@ regooniasl Hirtdhe fqd\@é\é‘t& PaRRetaisemay shange over
time: 1) Effectlvgnestsn fc%%t@{ eat(,fsr QHENEY: 3) New Ci'% ﬁgg‘ﬁlh Thr?ﬂﬁ{ 15
reat

Effectiveness of Contro S mal ange owing '[O uman intelll ence al van requency may

change owing to chdﬂb’ék%‘b'd?ﬁ’ical or EGE%‘F s%ﬂﬁ?nﬁﬁ‘ﬁbscr AORE paRfAIS AR 2BAER Controls
may change owing td®ew atNddgaheanof tEcHMSIBeS or naeodstddRsk maatibabhew Thedats may
change owing to the inisaemeian el sansadeshnatpgy that affects the current information security of the
organization. Hence, continual risk assessment is conducted - according
10 According to the method, it 1is recognized that the
following parameters may change over time: 1)
Effectiveness of Controls, 2) Threat Frequency, 3) New
Controls, and 4) New Threats.

15 Effectiveness of Controls may change owing to human
intelligence advances.

Threat Frequency may change owing to changes in political
or social stability in one or more particular areas.

20
New Controls may change owing to new advancement of
technology or methods of risk mitigation.

New Threats may change owing to the introduction of new
25 technology that affects the current iInformation security
of the organization.

Hence, continual risk assessment is conducted - according
to the present method - at least on a yearly basis to
30 maintain the effectiveness of the ISMS.

SIXTH STAGE: PROJECT TRACKING (12)

Risk assessment does not stop at selecting controls for

risk mitigation, but rather only after controls have been
35 implemented. Hence, each  control scheduled  for

implementation during the risk management phase 1is

tracked.



to the present method - at least on a yearly basis to 30 maintain the effectiveness of the ISMS. SIXTH
STAGE: PROJECT TRACKING (12) Risk assessment does not stop at selecting controls for risk
mitigation, but rather only after controls have been 35 implemented. Hence, each control scheduled for

implementation during the risk management phase is tracked. - 34 27 SepteF{zb%r %gog.el; sﬂ)ggld be

noted that the present method treats planned controls agnimplemented co . ted and
verified controls are regarded as implemented controls. 5 During this stage, information (such as the
person responsible for control implementation, the implementation method, the cost and effort of

implementation, estithbthAttfa&BanaffemenddiocthstaRrAREBRd BatEd chpe@ts. pbanvel T FLOw
The method of this eatiddiodesnt Bsevani dplemeartedn cffaotobsthe kitntedgobpdetrdheaasset

registry will 15 resultjg & ¢haogednhieiscarduied acaetding tqfba emethed Toparethed will have an
impact (that is, poerforms a role) under the following conditions: 20 1) Addition of a new System; 2)

Upgrade of an existing System 3) Removal of a System or an Asset; 4) Addition of a new Zone; 5)
Upgrade of an existify ZUie: 25185 ReRTRAF of a Y @R ol BY ik d8Sbatlor NRSY FRfeats and

Controls; and responsible for control implementation, the implementation
method, the cost and effort of implementation, estimated
and actual implementation start and end date) is captured.

10

EVENT FLOW

The method of this embodiment 1iIs event driven, and an

effect on the knowledge base or the asset registry will
15 vresult iIn a change in result computed according to the

method.

The method will have an impact (that is, performs a role)
under the following conditions:
20 1) Addition of a new System;
2) Upgrade of an existing System ;
3) Removal of a System or an Asset;
4) Addition of a new Zone;
5) Upgrade of an existing Zone;
25 6) Removal of a Zone;
7) Addition to the database of New Threats and Controls;
and
8) Versioning.

30 1. Addition of a New System
New Systems are proposed as part of a new project to be
added to the environment.

Such new Systems are incorporated into the present method
35 for risk assessment in two phases: pre-tender system
planning and post-tender system planning.



8) Versioning. 30 1. Addition of a New System New Systems are proposed as part of a new project to be
added to the environment. Such new Systems are incorporated into the present method 35 for risk
assessment in two phases: pre-tender system planning and post-tender system planning. 27 September
2005 - 35 During the pre-tender system planning, the owner-to-be is unlikelyé_}oémgw hatzt&%detailed
. . . eptember
assets will be. Hence, risk assessment is done at the_sygtem level by mean . Based
on the questionnaire, the related 5 threats and mandatory controls corre andi”ﬂ to the _E}ystem's
u s

information class is t%ﬁfcﬂgplgygd R SR&CBRREr Y BES n% ha'9te %rjﬁ faltioh° ixed>the
pre-tender 10 systebdIBkahg Eforibrviedorkeetcdeiked hodt asrrEsyei I8 ningHemation.
The system is markadiag naaspssthartibniso thanehetortpetaicten dekept Ssparatendravf aatual
;yztems within theﬁﬂ\d@@'ﬁlﬂﬁﬁa@ﬁérﬁ VBE@e@e?S%@e@ﬁJ@gﬂi éﬁﬁ_ii‘i'ﬂa?nsﬂﬁeda%ﬁ@&’ 15 This
is done to ensurg t stems,ca ) e | system security
readiness is ad§qu§%gnvﬁ§hggwglauﬁﬁsﬁed%€%§l§%@5 iséﬁﬁgg}sﬁw cégs#t of t %(ﬁ%@ - ascégordﬁlﬁbéio the

present method - forIH& Yelliiton bR EHEREIRRMCAaEDgrdFe oF AR EXLARE W3%esh IRER &HSting

systems are being redyBed-skop&e of a new 25 service launch, new assets are usually added to an
existing system. All existing systems being considered by the present method will be affected. The

relevant existing Sysi{RdS the system configuration is fixed, the pre-tender

10 system planning information is converted into post tender
system planning information. The system iIs marked as non-
production so that the computation will be kept separate
from actual systems within the environment. Users verify
the assessment input again to ensure data validity.

15
This is done to ensure that new systems can be planned
properly and ensuring that the system security readiness
is adequate when launched.

20 Figure 5 is thus a flow chart of the steps - according to
the present method - for the addition of a new system.

2. Upgrade of an Existing system

When existing systems are being re-used as part of a new
25 service launch, new assets are usually added to an

existing system.

All existing systems being considered by the present

method will be affected. The relevant existing system 1is
30 vreplicated accordingly and treated as a planned system so

that it does not corrupt the existing system

configuration. The replicated system is linked to the

additional assets for risk assessment. Once the

evaluation has been completed, the replicated system
35 replaces the existing system in the database.

There 1i1s no planned assets feature because of the



30 replicated accordingly and treated as a planned system so that it does not corrupt the existing system
configuration. The replicated system is linked to the additional assets for risk assessment. Once the
evaluation has been completed, the replicated system 35 replaces the existing system in the database.
There is no planned assets feature because of the 27 September 2005 - 36 pot ntigl comp iéy and

. . . . . . . e . . . eptemoe

integrity of the input; thus, the risk of data corruption is mgnimized. Figure 6 i steps,

according to the 5 present method, for.the.upgradipng. of an exjsting system. 3. Remqyal of a, System or
an Asset An existingpsg/té?%'& ascséenf%g))/( here 5{:(%({1 5\?/9{9' tt&/ obso Sll%e ORGE ’to%é"gr’antc% %ear. 10 No

system or asset othdf kfkin e dakveRr Sy REAPHr ASsatl T Bfk&8@d. However, the overall risk
management statistics may change owing to the removal. Thus, as each asset contributes to the overall

risk management restts, A6 asreyiensof aeiiskimgragsmenidesiibprd futhasriingedustigRanay be
required. Figureg/ is §‘5f AN arB‘e%tﬁFc?,St?BF “HEA g‘nngatc‘j’iw BF%?P%QEQ’PH@;%% gdfmoval of a

system or an asset. 4. Addition of a’Zone A new e may be proposed as p e new
environment. There is no effect on any asset until an asset is assigned to the new Zone, as a Zone is an
environment and as bnRepagthecdndrdinagandoss dot A8REkin any asset, there are no risks involved.
5. Upgrade of an Existingeians Hoyvewrs tiean existingsédene imapgraded femongpossibiig to
obsolescence or to wear and tear.
10
No system or asset other than the removed system or asset
is affected. However, the overall risk management
statistics may change owing to the removal. Thus, as each
asset contributes to the overall risk management results,
15 a review of the risk management result and further risk
reduction may be required.

Figure 7 1s a flow chart of the steps - according to the

present method - for the removal of a system or an asset.
20

4. Addition of a Zone

A new Zone may be proposed as part of the new environment.

There is no effect on any asset until an asset is assigned

to the new Zone, as a Zone is an environment and as long
25 as the environment does not contain any asset, there are

no risks involved.

5. Upgrade of an Existing Zone
However, if an existing Zone 1is upgraded (owing possibly
30 to renovation or insufficiency of existing controls),
systems that are within the upgraded Zone will be
affected. This 1Is because systems that are within the
upgraded Zone automatically inherit the controls
implemented within the Zone.
35
Figure 8 i1s thus a flow chart of the steps - according to
the present method - for the upgrading of an existing



30 to renovation or insufficiency of existing controls), systems that are within the upgraded Zone will be
affected. This is because systems that are within the upgraded Zone automatically inherit the controls
implemented within the Zone. 35 Figure 8 is thus a flow chart of the steps - according to the present

method - for the upgrading of an existing - 37 Zone. 27 September 2005 6. ?9”%%\/%'(9%%29@2 An

existing Zone may be removed owing to, for example, a 55 location shift. Sys
ch systems will no longer have an environment to operate in. Hence, the method

will be affected, as
includes relocating

éheSystems to another Zone for subsequent operations. 10 Thus, figure 9

the Zone

is a flow

chart of the steps - according to the present method - for the removal of a Zone. 7. Addition of New
Threats and Control$ 15RAthevalewtheeatsraad controls are added to an organization's database

(maintained for the pARPGRSE gftimg)lemﬁ@ti%gl;net;'@eth@,ch)‘éais&ﬁhgdim,nt)f@ﬁlye@@pdpqggetg

registered subs%quepggéﬁiq ﬁ?

according to the present metho

, after a major version

eﬁ‘i‘i‘- zosjé&éﬁ‘@”%%%%!;aﬁﬁﬁgg%ﬁﬁg Z(%l}h%”'% Pp1 Syaluated,

inistrator, as it is

impractical to have &85EE58&e-e3FuatSYAl asS¥ETer YW bhredts ad@R8lrolsAH RS there is
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recommended to be g lersit®nge ayehr. shetens aseets aie eltecteddircadiartheyibsequent
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operations.

Thus, figure 9 i1s a Tlow chart of the steps - according to
the present method - for the removal of a Zone.

7. Addition of New Threats and Controls

When new threats and controls are added to an
organization’s database (maintained for the purpose of
implementing the method of this embodiment), only new
assets registered subsequently will be affected.

Any implications on existing assets will only be
evaluated, according to the present method, after a major
version freeze initiated by the administrator, as it 1is
impractical to have assessors re-evaluate the assets under
new threats and controls each time there i1s an update. It
is more practical for the re-assessment to take place
every version cut, which is recommended to be at least
once a year. The new assets are affected because they
have been newly added and, according to security best
practice, 1t is iImportant to assess the system using the
most recent available threats and solutions.

Figure 10 is a flow chart of the steps - according to the
present method - for the addition of new threats and
controls.

8. Effects After a Major Version Freeze
An Administrator may initiate a major version freeze to



have been newly added and, according to security best practice, it is important to assess the system
using the 30 most recent available threats and solutions. Figure 10 is a flow chart of the steps - according
to the present method - for the addition of new threats and controls. 35 8. Effects After a Major Version
Freeze An Administrator may initiate a major version freeze to 27 SeptemberZ%OQS - 38b the 68}3

. . eptem
assessment database (such as on a yearly basis) All exjgfing assets are ree of the
most current threats ndconng.TheneM/ﬂsklnana%%ngnttreshowisthenrec?muéggiéiThe

a 0

present method is a oﬁtir{u'ﬁ_ s%gggﬁ%rﬂ?%et%&g%% redts éc‘ir_lé) %oﬁtréflg%ﬁ%g time. Itis
thus critical to ensurtltha€Xdsdsbiis eS6kH risk asdeeyrdnebrth yuEhdaditBHthetexiEhifg assets.
10 Figure 11 is a flowmadtart cfulmeetdps theeatsg tarttie asenobwethod - fBken afier a magk version

freeze. 15 IMPLEMENRAGEANFREEESHORI PiesaHdRetrachipcasigrad to be consistent with
BS7799/|80177g9 ISMS. Using BS7799 control reference numbers, the method splits the controls into

two categories, infrastructure and specific. 20 Infrastructure controls are fundamental controls required

for setting up an ISMS'erHRBREWINGEIASs % Borf Gt ad rassRssman Bgreiypdology

as threats and controls changes over time. It is thus
critical to ensure that assessors perform risk assessment
on a regular basis on the existing assets.

10
Figure 11 is a flow chart of the steps - according to the
present method - taken after a major version freeze.

15 IMPLEMENTATION DETAILS
The present method is designed to be consistent with
BS7799/1S017799 ISMS. Using BS7799 control reference
numbers, the method splits the controls 1iInto two
categories, infrastructure and specific.

20
Infrastructure controls are fundamental controls required
for setting up an ISMS. The following controls are
considered as fundamental.

BS7799 Control Description
Control

Reference No.
4.1.1.1 Information security policy document
4.1.1.2 Policy Review and evaluation
4.2.1.1 Management information security forum
4.2.1.2 Information security co-ordination
4.2.1.3 Allocation of information security

responsibilities

4.2.1.4 Authorization process for information
processing facilities

4.2.1.5 Specialist information security advice
4.2.1.6 Co-operation between organizations




Control Control Description Reference No. 4.1.1.1Information security policy document 4.1.1.2Policy
Review and evaluation 4.2.1.1Management information security forum 4.2.1.2Information security
co-ordination 4.2.1.3Allocation of information security responsibilities 4.2.1.4Authorization process for

information processing facilities 4.2.1.5Specialist information security advice
organizations - 39 27 September 2005 BS7799 Controlsgontrol Descrlptlon

4.2.1.7Independent
4.2.2.2Security requ

guidelines 4.3.2.2Informa UHHE® lling

ié% GCo Ee%%%n between

4.4.3.1Reporting secBAREFEMnN-
4.4.3.5Disciplinary proced4s 2-.8.173Inc

procedures

remen s IN third party contracts 4 PEi)e 8?3?51’8&&”4 3.2.1Classificgtion

and handling 4.4.1.1Including security in job responsibiljties
-3.2Reporting-security weaknesses 4.4.3.4L earning-from incidents
démmendqem eﬂﬂ\pt@!yedﬁremfwemmmenmandh ng

4.2.2.1 Identification or risk from third party

4.2.2.2 Security requirements in third party
contracts

4.3.1.1 Inventory of asset

4.3.2.1 ClassifTication guidelines

4.3.2.2 Information labelling and handling

4.4.1.1 Including security iIn job responsibilities

4.4.3.1 Reporting security incidents

4.4.3.2 Reporting security weaknesses

4.4.3.4 Learning from incidents

4.4.3.5 Disciplinary process

4.6.1.3 Incident management procedures

4.6.6.3 Information handling procedures

4.9.1.1 Business continuity management process

4.10.1.1 Identification of applicable legislation

4.10.1.2 Intellectual property rights (IPR)
Procedures

4.10.1.3 Safeguarding of organizational records
Framework

4.10.1.4 Data protection and privacy of personal
information Controls

4.10.1.5 Prevention of misuse of information
processing facilities

4.10.1.6 Regulation of cryptographic controls

4.10.1.7 Collection of evidence

4.10.2.1 Compliance with security policy

4.10.3.1 System audit controls

Specific controls are controls that are selectable as part

of the risk
controls are
controls.

assessment management process. Specific
then divided into zone controls and asset



4.9.1.1Business continuity management process 4.10.1.1ldentification of applicable legislation
4.10.1.2Intellectual property rights (IPR) Procedures 4.10.1.3Safeguarding of organizational records
Framework 4.10.1.4Data protection and privacy of personal information Controls 4.10.1.5Prevention of
misuse of information processing facilities 4.10.1.6Regulation of cryptographig.c Qtr(g%bdé.loz(}ogCollection
of evidence 4.10.2.1Compliance with security policy 4.10,§.1System audit coﬁro%s%peaﬁtcormols are
controls that are selectable as part of the risk assessment management process. Specific controls are
then divided into zone controls and asset 5 controls. - 40 27 September 2005 A Zone control is defined
as a <Security ContrdI>28p8lieePRd 5odz ke >0fdmirectam dassee iy Sendy adsn@erddgdol
Description Referends Nw. 4z213e2S¢oupyaisruilianceassatsdyped service provider 4.2.3.3Evaluation
of outpowered service provider 4.4.1.5ldentification of sensitive position 4.4.1.6Verification of computing

facilities use 4.4.2.2Trainiggfog§pb competency 4.4.z.égg{%%rin%esgc!?typt{:a}lgrl]ng

Control
Reference No.

4.2.3.2 Security compliance of oursourced service
provider

Evaluation of outpowered service provider

Identification of sensitive position
Verification of computing facilities use
Training for job competency

Personnel safety training

Reporting software malfunctions
Responding to bomb and fire threats
Physical security perimeter

Physical entry controls

Securing offices, rooms and facilities
Working In secure areas

Isolated delivery and loading areas
Equipment siting and protection

Power supplies

Cabling security

Secure disposal or re-use of equipment
Clear desk and clear screen policy
Removal of property

Documented operating procedures

Operational change control
Segregation of duties

Capacity planning

Controls against malicious software
Operator logs

Fault logging

Network controls
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Management of removable computer media




4.4.3.3Reporting software malfunctions 4.4.4.1Responding to bomb and fire threats 4.5.1.1Physical
security perimeter 4.5.1.2Physical entry controls 4.5.1.3Securing offices, rooms and facilities
4.5.1.4Working in secure areas 4.5.1.5Isolated delivery and loading areas 4.5.2.1Equipment siting and

protection 4.5.2.2Power supplies 4.5.2.3Cabling security 4.5.2.6Secure disp IS%r g-use ogo%guipment
4.5.3.1Clear desk and clear screen policy 4.5.3.2Removg] of property 4.6.1.%enkdmting

+

procedures 4.6.1.2
4.6.3.1Controls agai
controls 4.6.6.1Man:

peraty

ageme
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soft
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B CONtrot 4.6.1.4%6%8'9 fion of duties 4.6.2.1Capacity pfz
ware 4.6.4.20pe it Igjs a.eéﬁrs'@&iﬂ?rbgging 4.6.5.1Ne
able computer media - 41 27 September 2005 BS7799

Control Description
of media in transit 4.

6.7.3Elecfrodic C

O IOC

disieese Beeliringd 17.4Security of electronic mail

6.2Disposal of media 4.6.6.5Verification of Media 4.6.7,

ANNing
twork
Control
2Security

4.

6.

6.

5

Verification of Media

Security of media iIn transit

Electronic Commerce Security

Security of electronic mail

Security of electronic office systems

Other forms of information exchange

Access control policy

e NN RELEE
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Access control based on segregation of
duties

Password use

Policy on use of network services

Enforced path

N I

U ENEENEEN

iAW

WIN [P [

User authentication for external
connections

Node authentication

Remote diagnhostic port protection

Segregation in networks

Network connection control

Network routing control

Security of network services

Automatic terminal identification

Terminal log-on procedures

Use of system utilities

Information access restriction

Event logging

Monitoring system use

Clock synchronization
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PiNININ|o|alolo|sd[B[D[DIN
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Security requirements analysis and
specification

A
fo's
w

Policy on the use of cryptographic controls

0o

PR

Control of operational software

Change control procedures




4.6.7.5Security of electronic office systems 4.6.7.70ther forms of information exchange 4.7.1.1Access
control policy 4.7.1.2Access control based on segregation of duties 4.7.3.1Password use 4.7.4.1Policy on
use of network services 4.7.4.2Enforced path 4.7.4.3User authentication for external connections
4.7.4.4Node authentication 4.7.4.5Remote diagnostic port protection 4.7.4.6%(;95% %'gr(r?neirn D&

4.7.4.7Network connection control 4.7.4.8Network rou_tinzgzco_ntrol 4.7.4.9Sec

dglionp pguorks
Vices

4.7.5.1Automatic ter
4.7.6.1Information a
synchronization 4.8.

cryptographic contr
September 2005 BS
system

oS Rdon 477 1Event logQhE WPY SRR Gatem use 47,7 BClock
1.15ec0k r‘equirements analysis and specification 4.8.3.1Policy on the use of
BEFEEIER AR of operational software 4.8.5.1Change control proceduress - 42 27
7799G8nto®escrigiim@onkor Refereret RpesBtE T eYBit&d review ofpperating
changes
4.8.5.3 Restrictions on changes to software
packages
4.8.5.4 Covert channels and Trojan code
4.10.2.2 Technical compliance checking

Each asset control

iIs defined as a <Security Control

applied to the <asset type>.

>

BS7799 Control Description
Control
Reference No.

4.2.3.1 Security requirements iIn outsourcing
contracts

4.2.3.2 Security compliance of outsourced service
provider

4.2.3.3 Evaluation of outsourced service provider

4.4.1.2 Personnel screening and policy

4.4.1.3 Confidentiality agreements

4.4.1.4 Terms and conditions of employment

4.4.1.5 Identification of sensitive position

4.4.1.6 Verification of computing facilities use

4.4.2.1 Information security education and
training

4.4.2.2 Training for job competency

4.4.2.3 Personnel safety training

4.5.2.4 Equipment maintenance

4.5.2.5 Security of equipment off-premises

4.6.1.5 Separation of development and operational
facilities

4.6.1.6 External facilities management

4.6.1.7 Review of operational system

4.6.2.2 System acceptance




changes 4.8.5.3Restrictions on changes to software packages 4.8.5.4Covert channels andTrojan code
4.10.2.2Technical compliancechecking Each asset control is defined as a <Security Control> applied to
the <asset type>. BS7799 Control Control Description Reference No. 4.2.3.1Security requirements in
outsourcing contracts 4.2.3.2Security compliance of outsourced service provgj;r 4.2.3. EVGZIHS‘QOH of

outsourced service prowder 4.4.1.2Personnel screemngﬁwd pollcy 4.4. 1 3C

4.4.1.4Terms and co
computing facilities yse 4 rma
competency 4.4.2.3F’ersoq1%1f'§3 ety tr
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equunnentoﬁ1wenu<ggipﬁqn@§aN9
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facilities management 4.611 ¥Review d

ﬂﬁif@m@hwsvb@ﬂsz 2System acceptance - 43

orﬁn%aé%amévingneernents

rification of

B]tzfgfrb 2Tra|n|ng for job
aining 4.5.2.4Equipment maintenance 4.5.2.5Security 0
tion-of dﬂ\!ﬂ'nI’\Man and Qneratlnngﬂ facilities 4.6.1 6Ext

crnal

4.6.6.1 Management of removable computer media
4.6.6.2 Disposal of media

4.6.6.4 Security of system documentation
4.6.7.1 Information and software exchange

agreements

Security of media iIn transit

Electronic commerce security

Publicly available systems

User registration

Privilege management

User password management

Review of user access rights

Password use

Unattended user equipment

Automatic terminal identification

User identification and authentication

Password management system

Duress alarm to safeguard users

Terminal time-out

Limitation of connection time

Control of input/output device

Sensitive system isolation

Mobile computing

Teleworking

Periodic review of security requirements

Input data validation

Control of internal processing

Message authentication

Output data validation

Encryption

Digital signatures
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Non-repudiation services




27 September 2005 BS7799 Control Control Description Reference No. 4.6.4.1Information back-up
4.6.6.1Management of removable computer media 4.6.6.2Disposal of media 4.6.6.4Security of system
documentation 4.6.7.1Information and software exchange agreements 4.6.7.2Security of media in transit
4.6.7.3Electronic commerce security 4.6.7.6Publicly available systems 4.7.2. I registrati
4.7.2.2Privilege management 4.7.2.3User password mapggement 4.7.2.4Re %l/ssee e s right
4.7.3.1Password use 4.7.%%‘}1‘;5?(3[1(1' =d-user equipment 4. 7.5, TAutomatic terminat identification

nd au

aihih

S

4.7.5.3User identification entication 4.7.5.4PasSWbFE hgﬁa%é‘rheﬁf gystem 4.7.5.6Duress alarm

to safeguard users 4,7.5. | time-out 4.7.5.8Limitation of connection time 4.7.5.9Contrql of
input/output device 4. 75 9ERASRINCsystem isolation 4.7.8.1Mobile computing 4.7.8.2Teleworking

et —O-1H 1 L T O~ 1 TV

4.8.1.2Periodic review of 4e8ugtybrequikeentnagemamput data validation 4.8.2.2Control of internal

processing 4.8.4.2 Protection of system test data
4.8.4.3 Access control to program source library
4.8.5.5 Outsourced software development
4.8.5.6 Software maintenance
4.8.5.7 Assurance iIn software development

4.10.2.2 Technical compliance testing
4.10.3.2 Protection of system audit tools

To employ the present method, a computer system with
associated database (which may be distributed) 1is
employed; the database has two parts: security knowledge

5 base and operation information. The security knowledge
base contains the dataset for the supply of threats and
controls to the registered 1iInformation assets. The

operation information refers to the registered assets and
the related information that concerns the security of the
10 assets.

The security knowledge base contains information about the
asset classification types, the zone threats, asset
threats and security controls. The security knowledge

15 base also contains the linkage between asset
classification types and threats and the linkage between
threats and security controls.

The operation information contains information about the

20 asset registry, its iImpact assessment, the zone threats
and its related implemented controls, the asset threats
and i1ts related implemented controls, the risk management
controls and the implementation schedule.

25 The database design is shown schematically iIn figure 12:
the security knowledge base is stored in the databases on



4.8.2.3Message authentication 4.8.2.40utput data validation 4.8.3.2Encryption 4.8.3.3Digital signatures
4.8.3.4Non-repudiation services - 44 27 September 2005 BS7799 Control Control Description Reference
No. 4.8.3.5Key management 4.8.4.2Protection of system test data 4.8.4.3Access control to program

source library 4.8.5.50utsourced software development 4.8.5.6Software maiaiﬁré%ni .
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update. “On a regular basis, both 'new and modified threats
and the related controls are updated to the security
the operat

knowledge base, which in turn updates
information.
10

The data i1n this database i1s highly sensitive, so it

important that the organization have Tfull

ownership

well as access control and transmission security. Acc
control helps to ensure user accountability, and a
15 restricts information access, according to a user’s access

rights. Transmission security helps
eavesdropping of sensitive information.

ACCESS CONTROL

to prev

ion

is
as
ess
Iso

ent

20 Access control i1s used to prevent accidental modification
from view

of information and unauthorized user
sensitive information.

ing

Workgroups are created with a set of privileges dictating
25 the use of system resources. Each user is assigned with a
workgroup. Within the workgroup, users trust each other
and have full control over each other’s information.

information can be shard between workgroups.

30 TRANSMISSION SECURITY

No

Secure Socket Layer (SSL) is used to secure transmissions
in information exchange between one or more browsers and a

central server used to implement the method.



threats and security controls. The operation information contains information about the 20 asset registry,
its impact assessment, the zone threats and its related implemented controls, the asset threats and its
related implemented controls, the risk management controls and the implementation schedule. 25 The
database design is shown schematically in figure 12: the security knowledg 9a§e |],§3sbored2 %he
databases on 27 September 2005 - 45 the left in this flgg%e,_operatlon mformanUn}%mTTe—dat!gboases on
the right. As the pr o@l%g%%wd employs continual assessment, its 5 effectiveness relies on the security
knowledge base up a regular basis, both new and modified threats and the related controls are
updated to the security knowledge base, which in turn updates the operation information. 10 The data in
this database is highly sensitigg, so it is important that the omgsturatiorokave full ownership as| well as
access control and ANEAASTANIRAE I oAEFBIS @P! RSIRS I RESHR HAFEFPYRbIltY, and also 15
restricts information access, |accordlng t*?\ a faers access r i}}s Transrphs& ﬁgcurlty helps to prevent
eavesdropping of se RSitve ....u....at.u.. AL CERY BN RO DD RELSE S ESntror iR used-to prevent
accidental modificai6AN8f information ahd mﬁoﬁﬂéﬂ%b‘?‘@rd}‘ﬁ%é\ﬁﬁlgtg%nS|t|ve mformatlc n.
Workgroups are created with a set of privdiegessittalingy 26dhsatseaupf systemamestarcesheach user is

assigned with a workgroup. Within the Workgremmetaersdiuss eaeidethercared hayeduspntrol jover each
other's information. No the asset.

Service e A service 1s viewed as a business
delivery to either an internal or
external customer.

e Provided by one or more systems.

System e A system iIs viewed as a data processing
machine (information processing) or as a
functional responsibility (people).

e Put together by one or more assets
including hardware, software and
information.

e Usually performs more than one task/
responsibility.

Asset e Anything that i1s essential for the

formation and working condition of a

system.

e It has value to an organization.

e It performs a specific task/
responsibility.

e An asset iIs grouped into seven broad
asset classifications — Information,
People, Software, Service, Media,
Physical and Operating Systems.




information can be shard between workgroups. 30 TRANSMISSION SECURITY Secure Socket Layer
(SSL) is used to secure transmissions in information exchange between one or more browsers and a
central server used to implement the method. - 46 GLOSSARY 27 September 2005
TERMDESCRIPTION InfrastructureControls that forms the foundation for Cog;rcgsbjtul i 9%85
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It H%-:‘erfozrgnnsea_\ specific task/ responsibility. An asset is
Has overall responsibility for defining
the security policies, recommending,
implementing security controls to ensure
that the zone is suitably protected from
security threats.

May approve the security control
implementation plan.

Zone Manager

The person is the superior of the zone
owner.

Is at least of managerial level.
Approves the security policies and
security control plans (including
budget).

Asset Owner

Has overall responsibility for defining
the security policies and the security
and system requirements of the asset.
Can approve the security control
implementation plan on the asset.

May be the end-user.

semp?anggmamtamth

livery to
viewed as

Put

S more
dition of a
grouped

Asset Manager

The superior of the asset owner.
Of at least managerial level.
Approves the security policies and
security control plans (including
budget).

MIS Support
Zone

The team taking care of the day-to-day
operations, maintenance and enhancement
of the information processing
facilities.

Includes the MIS support for system,
database, and operation.

Network Zone

The network environment to restrict

accessibility from or to a system.




asset classifications - Information, People, Software, Service, Media, Physical and Operating Systems. -
47 27 September 2005 TERMDESCRIPTION Zone Owner Oversees the day-to-day operations and
maintenance of the zone and is accountable for the service provided by the zone. Has overall

responsibility for defining the security policies, recommending, implementing f?fé%;mi/ c%ntroiﬁ 28 ensure

that the zone is swtably protected from securlty threats. Jgay approve the se entation

plan Zone Manage T ne Person Ib l.”e bUpEHUI UI llle Z011e OWTrIer. Ib at IEdbl UI ”Id”d.gend.l Ie el.
Approves the securit 1'\/ nnlmlﬂ'ﬂQMnd cnr\unf\/ control nlnnc /|nr~P|':r§ %IRIMf\ Asset Owner Has pverall

TG ICo

responsibility for def ﬁhﬂ@!@ée&mty pdl e PhME kRa be@uﬁt;eam @%@[@rﬂ‘?@huﬁ@ﬁ%ty@ﬂthe asset.

Can approve the se@iny conitrehtaplenentaliain izibd©nfine asseiiNdagiheatheeand-user. Asset Manager
The superior of the agsgtowner. Of at|least managerial level. Approves the security policies and security
control plans (inclu @g#¥%§¥§) e The software development team that
Engineering primes the development.

Zone e They manage the project and use their
software development methodologies.

Function e The functional team that the zone owner
belongs to.

e May be a subset of a department.

e Has the same functional area of
responsibilities in a service.

Workgroup e Provides a service for the assets.

e May comprise one Function but usually
comprises several.

Impact e Impact assessment iIs a measure of impact

Assessment a system has on a service in the event
of system fTailure.

e It is measured in two dimensions: 1)
viewed from a management standpoint
(Management Intent), and 2) viewed from
a system standpoint (Impact Value)

e Impact is calculated based on per
incident/loss/compromise.

Management e Comprises a set of impact criteria: Loss

Intent of Productivity, Loss of Opportunity,
Loss Due to Regulatory Breach, Cost of
System Investment, and Information
Classification.

e A percentage is assigned by management
to each criterion based on its relative
importance to the organization.




MIS Support The team taking care of the day-to-day Zoneoperations, maintenance and enhancement of
the information processing facilities. Includes the MIS support for system, database, and operation.
Network Zone The network environment to restrict accessibility from or to a system. - 48 27 September
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Threat

Has the potential to cause an unwanted
incident by exploiting vulnerability.
May result in harm to an asset.
Usually has the following: a catalyst
(or tool) to fTacilitate the
exploitation, a motivation for the
exploitation and an outcome due to the
exploitation.

Likeli1hood

The probability of the threat happening,
determined from national/international
values/statistics (so may vary from
location to location).

Determined without any controls
consideration.

Since likelihood direct affects risk
level, the likelihood for each threat is
established by management before risk

assessment i1s performed.

CONCLUSION

The method of performing risk assessment described above

is thus a quantitative risk assessment approach.

Th

compliance or advantages of this method are as follows:

e

QUANTITATIVE ADVANTAGE

PRESENT METHOD COMPLIANCE

Results are substantially
based on independently
objective processes and

metrics.

All components are based on
mathematical computation.




incident/loss/compromise. Management Comprises a set of impact criteria: Loss Intentof Productivity,
Loss of Opportunity, Loss Due to Regulatory Breach, Cost of System Investment, and Information
Classification. A percentage is assigned by management to each criterion based on its relative
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assessment. for users to select to

mitigate risk.

Results can be expressed
in management-specific
language.

Can produce reports based on
statistical computation of
degree of control
implementation.

QUANTITATIVE DISADVANTAGE

PRESENT METHOD ADVANTAGE

Calculations can be
complex.

Mathematical computations can
be performed behind the
scene, SO users can
concentrate on risk
assessment.

To works well must be used
with a recognized
automated tool and
associated knowledge base.

Comprises an automated tool
with associated knowledge
base.

Requires large amounts of
preparatory work.

Provides a range of solution
for the users to select to
mitigate the risk.

Generally not presented on
a personal level.

Divides the assessment into
custodians and owners; each
IS presented on a personal
level.

Participants cannot be
easily coached through the
process.

Should allow ready training
of participants in risk
assessment.

Modifications within the scope of the
readily effected by those skilled in the art.
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level, the likelihood for each threat is established by management before risk assessment is performed.
CONCLUSION The method of performing risk assessment described above is thus a quantitative risk
assessment approach. The 5 compliance or advantages of this method are as follows: QUANTITATIVE
ADVANTAGEPRESENT METHOD COMPLIANCE Results are substantially@gcgemggm ents based on
based on independentlymathematical computation. objegtjve processes and n‘retntps—régﬁ%%@e = ptember
2005 Great effort put intol;@plog/s r'Lckgljinowled e asset valu detergir&at'ondatabas(f for risk mitigation
and risk mitigation.ar%’ in'é_l de¥ 5”5 c’;}ﬁsne‘urrfgf) &Wﬁrﬁ'& %sggts’lﬁ{p' Stindiide®¥a LstiéiEftSrovides a
range of measures J38E8IRRPRYE-users to select to mitigate risk. Results can be expressedCan produce
reports based on in management-specificstatistical computation of language.degree of control
implementation. QUANTITATIVE DISADVANTAGEPRESENT METHOD ADVANTAGE Calculations can
beMathematical computations can complex.be performed behind the scene, so users can concentrate on
risk assessment. To works well must be usedComprises an automated tool with a recognizedwith
associated knowledge automated tool andbase.



associated knowledge base. Requires large amounts ofProvides a range of solution preparatory work.for
the users to select to mitigate the risk. Generally not presented onDivides the assessment into a personal
level.custodians and owners; each is presented on a personal level. Participants cannot beShould allow

ready training easily coached through theof participants in risk process.asse ent g{ln dirfi tb%ns within
the scope of the invention may be readily effected by thgse skilled in the art.m%%e% tood,

therefore, that this in enmg_is not limited 27 September 2005 - 51 to the particular embodiments
described by way of plé hereinabove. - 52 CLAIMS: 27 September 2005 1. A method for assessing
risk within an organization, comprising: 5 defining one or more zones, each of said one or more zones
comprising an envircdhment idesitifyidg foe oassmesAsEptIaksaic idriganizaton egamhidedadrassets
being located in a respfsHY8 H: of said zones; 10 conducting a respective impact assessment for each

of said assets, esslch assessment 881?}9{'3% 8ﬁ%es(§}n9n épg |r98§8tsof tggéﬂs%gf g%%egp]%ct e(f asset;

conducting for each of said zones a resp e ive zone risk assessment, comprising assessing the risk level

15 associated with pftifg %l%‘asf)eﬁﬂ{?é’ﬁgé{‘%nﬂﬂw €4y ronment;

identifying one or more assets of said
organization, each of said assets being located iIn a
respective one of said zones;

10 conducting a respective impact assessment for
each of said assets, each assessment comprising assessing
the impact of the loss of said respective asset;

conducting for each of said zones a respective
zone risk assessment, comprising assessing the risk level

15 associated with placing a respective asset within said
respective corresponding zone;

conducting for each asset a respective asset risk
assessment, comprising assessing the risk level associated
with said respective asset independent of the respective

20 zone of said respective asset; and

assessing risk on the basis of at least said
impact assessment, said zone risk assessments and said
asset risk assessments.

25 2. A method as claimed in claim 1, including identifying
one or more asset custodians, each comprising a custodian
of a respective asset, and i1dentifying one or more asset
owners, each comprising an owner of a respective one or
more of said assets.

30
3. A method as claimed in claim 2, wherein each of said
custodians is an employee with care-taking
responsibilities.

35 4. A method as claimed in claim 1, including maintaining
a register of said assets.



respective corresponding zone; conducting for each asset a respective asset risk assessment,
comprising assessing the risk level associated with said respective asset independent of the respective
20 zone of said respective asset; and assessing risk on the basis of at least said impact assessment,

said zone risk assessments and said asset risk assessments. 25 2. A metho% as cIEimDed iré(%%im 1,
. e emper

including identifying one or more asset custodians, eackgomprising a custo asset,
and identifying one o%mor asseét1 owners Eaalch C risin.n an oyvner,of a respective one_or, more of said
Heth dsic v o y

assets. 30 3. A method as cldifiety Z Wheteiledehd'sald é@hsﬁaﬁfa*hsﬁ'g‘ 14 Jr%%l'o@%%rwith
care-taking responshiftieiles 2 Karpgeki¥S cRiRRYd Rfcl8Rsn, dfcigatd aeffbiing a register of said
assets. 27 September 2005 - 53 5. A method as claimed in claim 4, wherein said register includes a

respective owner of gach af sigiasgetss 6cfaifiRPdias epimedin crtnLdnel ding MalRiAngy S a
register of said neg. %@fggg}o%}f %ﬁ'ﬁ‘ glegqim 6, wherein said register includes a respective

custodian of each of said zones. 1 method as claimed in claim 1, wherein each of said assets is
information related. 9. A method as claimed in claim 2, wherein each of said assets is information related,
and each of said assét 154useidigns Rsare kddriadtidm ced@biarg eaehessmiprisindt cesksiam of a
respective informatioimstbriage deviesspdthtnsaidosgadiaionf each of said zones.

10 8. A method as claimed in claim 1, wherein each of said
assets is information related.

9. A method as claimed in claim 2, wherein each of said
assets 1is information related, and each of said asset

15 custodians i1s an information custodian, each comprising a
custodian of a respective iInformation storage device
within said organization.

10. A method as claimed in claim 9, including defining at
20 least four types of custodians: 1) physical and

environment custodians, 2) network custodians, 3) software

engineering custodians, and 4) MIS support custodians.

11. A method as claimed in claim 2, wherein each of said
25 respective zone assessments is conducted by the respective
custodian of said respective zone.

12. A method as claimed in claim 2, wherein each of said
respective asset assessments IS conducted by the
30 respective owner of said respective asset.

13. A method as claimed in claim 1, including regarding
the loss of an asset as equivalent to the loss of a system
of which said asset iIs a part.

35
14. A method as claimed in claim 1, including determining
a measured risk for each asset, said measured risk for a



10. A method as claimed in claim 9, including defining at 20 least four types of custodians: 1) physical
and environment custodians, 2) network custodians, 3) software engineering custodians, and 4) MIS
support custodians. 11. A method as claimed in claim 2, wherein each of said 25 respective zone

assessments is conducted by the respective custodian of said respective zogg. %ez tA rgg}hggogs claimed

in claim 2, wherein each of said respective asset assesgpents is conducted e owner
of said respective asset. 13. A method ncludi regar ing the loss of an asset as

as claimed.in claim 1, i
equivalent to the losg %?%es(i/gé/% ﬁﬁ?ch %_%?&P&é?_éﬂ% _atéjaert. BEAH A m@thotas ¥aik B85 Slaim 1,
including determinind €X¢leaS6F AdRESH edbh £aH, sABPFEhsREGRRTBNE 22 %k pInbEPS005 - 54
respective asset conmaoamgriheogrodnct a4 tin impéct detelradtezohined irsadid impaettasséskment and

2) the maximum of gy 3ssehEsi datRIMipedhisszaid PSRt URMtaSSRSEMCIY 284 AN 2% riskgletermined
in said zone risk55 aggggg@{ﬁgﬁ 5. A method as claimed in claim 2, wherein none of said custodians is

an owner. 10 16. An apparatus for assessing risk within an organization, comprising: data input means
for inputting asset information into a register of assets, each of said assets being an asset of said
organization, each oflBaid assagtbemgass tdediwedn BivespadiivezomsredginstoenR fof seakd said
register of assets, ingligtiog ¥faneagek alisabvassets said respective zone; means for receiving or storing
a respective zone
10 16. An apparatus for assessing risk within an
organization, comprising:
data input means for iInputting asset information
into a register of assets, each of said assets being an
asset of said organization, each of said assets being
15 located In a respective zone;
data storage for storing said register of assets,
including for each of said assets said respective zone;
means for receiving or storing a respective zone
risk assessment for each of said zones, said respective
20 zone risk assessment comprising an assessment of the risk
level associated with placing a respective asset within
said respective corresponding zone;
means for receiving or storing a respective asset
risk assessment for each asset, saild respective asset risk
25 assessment comprising an assessment of the risk level
associated with said respective asset independent of the
respective zone of said respective asset;
means Tfor receiving or storing a respective
impact assessment for each of said assets, each assessment
30 comprising assessing the impact of the loss of said
respective asset, and for assessing risk on the basis of
at least said Impact assessment, sald zone risk
assessments and said asset risk assessments to thereby
form a risk assessment; and
35 output means for outputting saild risk assessment.

17. An apparatus as claimed in claim 16, wherein said



risk assessment for each of said zones, said respective 20 zone risk assessment comprising an
assessment of the risk level associated with placing a respective asset within said respective
corresponding zone; means for receiving or storing a respective asset risk assessment for each asset,
said respective asset risk 25 assessment comprising an assessment of the rs/kéev%l agsoc%t&d with said
respective asset independent of the respective zone of ggid respective asseémeaﬁ‘rs%rremm ng or
storing a respective impact assessment for each of said assets, each ass ssme ing
assessing the |mpac?8 %é% of" ?aldor%%@%i\?e alé(%et aa‘?r?é) ?c;ra agsesvg I‘IS%% thé’ 6 at least
said impact assessn@ﬁ%&ld%nésr%q(t ASEEIQARAR aRRERIdGRRE !%k%s@sé?ﬁéﬁ%dttﬁfhe@by form a
risk assessment; anc 35 esfadthieansafoso@tiipudiing sod kssasiedsment th7. dachppafatss bd claimed

in claim 16, wherein gaib£€ Septaulst 2608 - 85sepralmes is @ﬁ%’?ﬁb&ﬁfbﬁ%‘iﬁ teqwitheaeh of said
assets an assetgustgglaep & e%CE“EIQEIS &gea 8P3ﬁ%11%” c?f‘ alesp % é engsset and to associate with each

of said assets at least one asset owner, each comprising an owner a respective one or more of said
assets. 18. An apparatus as claimed in claim 16, wherein said register of assets includes a respective
owner of each of sakBassetdn1@pRaratySHafstusAg blsithediin hinin 6 1vhehekaith apgdrtus
includes data storagedgi stesingarregisietsf Badd 2asss al r28pAotenparatuseas ofineedimn eteim 19,
wherein said zone rggisterjagluges data for associating a respective

10
19. An apparatus as claimed in claim 16, wherein said
apparatus includes data storage for storing a register of
said zones.

15 20. An apparatus as claimed in claim 19, wherein said

zone register includes data for associating a respective
custodian with each of said zones.

21. An apparatus as claimed in claim 16, wherein each of
20 said assets i1s information related.

22. An apparatus as claimed iIn claim 16, wherein said

apparatus is operable to treat the loss of an asset as

equivalent to the loss of a system of which said asset is
25 a part.

23. An apparatus as claimed in claim 16, wherein said
apparatus is operable to determine a measured risk for
each asset, said measured risk for a respective asset

30 comprising the product of 1) an impact level determined in
said impact assessment and 2) the maximum of an asset risk
determined in said asset risk assessment and an asset risk
determined in said zone risk assessment.

35 24. A risk management method, comprising:
assessing risk according to the method of any one
of claims 1 to 15; and



custodian with each of said zones. 21. An apparatus as claimed in claim 16, wherein each of 20 said
assets is information related. 22. An apparatus as claimed in claim 16, wherein said apparatus is
operable to treat the loss of an asset as equivalent to the loss of a system of which said assetis 25 a
part. 23. An apparatus as claimed in claim 16, wherein said apparatus is opejgbgg tge%gterrrggg) a
measured risk for each asset, said measured risk for a ggspective asset 30 con‘rpn%rrrgrr?ﬂevro%uct of 1)
an impact level determined in said impact assessment and 2) the maximum of an asset risk determined
in said asset risk assessment and' Ansese ik deldRiined in said zone risk assessment. 35 24. A risk
management method, comprising: assessing risk according to the method of any one of claims 1 to 15;
and - 56 27 Septempsr 2005Amamatogl saasrisk1a leds. ArmetHied as Adimedire ckaim 24awtierein said
managing of said risk &8s o fletaminiig e distifieiéen of the number of assets as a function of
associated meagured risk; determini ' c ' vel: an plyi e grgnore
controls if any of said assets exc:g:jr(]eég{'i8 EQMm%nn? aﬁ?gﬁuﬂbﬁvgi& ﬁgmcﬁt%%as claimed in

claim 24, wherein safPSEdcepisoR fHOELLPRoRhrRRSARLAEGA  BF AL Ritthdst SKvailable measured risk

or 100%. determining a maximum acceptable risk level; and
applying one or more controls if any of said
assets exceeds said maximum acceptable risk level.
10
26. A method as claimed in claim 24, wherein said
acceptable risk level comprises the lower of the highest
available measured risk or 100%.



