ACTI VE NEW PASSWORD ENTRY DI ALOG W TH COVPACT VI SUAL | NDI CATI ON OF
ADHERENCE TO PASSWORD POLI CY BACKGROUND 1. Technical Field This
application generally relates to an active new password entry dialog with
conpact visual indication of adherence to password policy. It may be used
with nobile wreless conmunication devices having a limted visual display
area. 2. Related Art Conputer-based el ectronic devi ces of many sorts now

evel of <3 V@g@@ﬁ B REN B DL R BRI ABC eed
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communi cati on devices which nmay be |ost, stolen, msplaced or the like. If
such new password entry routines require comunication with a base station

or the like, then comunication bﬁgwﬂgﬁd[ﬁqﬁl so required for new

password entry processes. Conserv bandw dth for nore useful
communi cation payload is, of course, desirable. Furthernore, small

handhel di.nobi lechwigaéFedd conmmuni cati on devices often have linited nunbers
of keys and |imted display area. If a user needs to set a new password,

of ten he/ she Hais applicadnf gemarkidy S0ares toRASBWOE e Phistoebedthadialdpexigser ' s
enpl oyer has determ ed, Aty F‘)I cal current problemis that the user enters

a passwordTPat Fyiswd Tegcation pf 5e Vﬂﬂ%ﬁ%@ﬁ)ﬁﬁ%@ﬁ@“@%s&v@w bersek eéthageliidst t he

requir e%ﬁ@llebscdo%%nuﬁlf:ati()tll cfé@ﬁ:%?ﬁavrﬁ b lz’n"?ne‘ﬁexj %ual bt #/alefaa' l's, then a dialog
may pop up expl ai ni ng what policy or part a p%l cy the password

2. Related Art

Computer-based electronic devices of many sorts now require passwords for
authorized operation. For ensuring an appropriate level of security, such passwords

should be changed frequently.

The need to enter new passwords is especially present for mobile wireless
communication devices which may be lost, stolen, misplaced or the like. If such new
password entry routines require communication with a base station or the like, then
communication bandwidth is also required for new password entry processes.
Conservation of such bandwidth for more useful communication payload s, of course,

desirable, Furthermore, small handheld mobile wireless communication devices often

have limited numbers of keys and limited display area.

If a user needs to set a new password, often he/she has to conform to some

password policies that the user’s employer has determined.

A typical curreat problem is that the user enters a password, clicks OK, and only
then is the password checked against the required policies. If it passes, all is well. If it
fails, then a dialog may pop up explaining what policy or part of a policy the password

failed to satisfy. Then the user must start all over again.



failed to satisfy. Then the user nust start all over again. 1 This is not
an ideal solution. It would be better if the user could be alerted while
setting the password, to |l et hinfher know how they are doing. This would
make the user experience nuch better. There are at |east two earlier
products that address sonme aspects of this problem 1) Entrust S/M Me
Client has a dialog box for setting a password. In this dialog box all of
the password policies are-listed and an indication is provided as to

whet her or nothisHeneiew ipesd solotidn blivmmiéht beted ifithe meetconlgl bestiatedpohilci es.  2)
POP Keys, (] , en.creating a POP key, requires_the user to set a
passwor d:° {}% pfq%gvoﬁ‘%g? ?ﬁi“q]&ﬁf KE% hBﬁé@WB,ﬂm&gpﬂ wawldimake tE%Pseir s

di spl ayegkmtictdenbat bep@r.of the screen which indicates the estimated
security strength of the new password. The Entrust approach puts a | ot of
information al| on one screen. A small handheld nobile wrel ess device
typi cal |y doe$hiiseraaieassivg ¢aslianrodicspibayaddrasasemanspmblse! thie prabhins:
approach. The POP approach does use a nore conpact higher |evel
progress-|ikeyy bar gz - refers to the estimat ecurity
strength of t )e pa}szgt\lfx%rltl§ﬂﬁ%g®?%ﬁ%lgsféegl.ﬂ%lgt%oﬁgglSr?tfl}ﬁ %Bdstsgobcgq\‘f\'ﬁﬁlﬁ password

policy. Another exdaplgdorfalitdiehd PR otdReicanrdiestdPatidapindAbasidisn Knowl edge
Systens Limted: "eTokgn Ref erence Gui de", August 2003. Here, just as in

the POP exanpl e cPPREeqbirewhethes qumt therigivcpssworddrinmensieiod & meatinety i s

di splayed on a conpuhepigeseen. An algorithmis described for conmputing a
nuneri cal password "quality" factor based

2) PGP Keys Client, when creating a PGP key, requires the user to set a
password. While the user is typing a password, a progress-like bar is
displayed at the bottom of the screen which indicates the estimated

security strength of the new password.

The Entrust approach puts a lot of information all on one screen. A small
handheld mobile wireless device typically does not have sufficient display area available
for this approach. The PGP approach does use a more compact higher level progress-like
bar — but only one that refers to the estimated security strength of the password being

entered. It has nothing to do with password policy.

Another example of the "PGP" type can be found at Aladdin Knowledge Systems
Limited: "eToken Reference Guide", August 2003. Here, just as in the PGP example
cited above, a visual indication of password quality is displayed on a computer screen.
An algorithm is described for computing a numerical password "quality" factor based
upon various and numerous considerations. However, the reference does not address

whether or not the password being entered conforms with any password policy.
SUMMARY

In one exemplary embodiment we now add a progress bar to the screen where a

new password is being entered. To overcome the problem of limited display area, we
2



upon various and nunerous considerations. However, the reference does not
address whether or not the password being entered confornms with any
password policy. SUMVARY 1|In one exenplary enbodi nent we now add a progress
bar to the screen where a new password is being entered. To overcone the
problemof Iimted display area, we 2 provide a progress bar with rolling
hints that summarize useful feedback information into a conpact visual

di splay. This enbodi ment uses applicabl e password policies to display

progr ess panddead proge:ss be wisleroltine findhasvtmmmiree uedfor fratber iabaditidohate
policies_and th.neﬁ/. }gass rd's conpliance with such policies. Suppose a
passwor d *FEEPACtYEHREdsIgRY 5 This Saihoranans 15es i2aRligable Pasre praqolisiss o disPRY user
enters apRAsauendull oW tRheSABindXBIRIR! Wr@iRth 1B he &%?&t'?xﬂtt Yp&ecki ng
(e.g., dynamcally after each character has been ent ePed) Whether  t he user
has yet pP#isFiord egorapyjancpmiithoypch eglidiesenents. I f the user does newy satisfy
a policy, the progress bar filling is increased. |If the user has net 3 of

the 5 requiregents, .then 60% of the par will be filled. Only when the bar
reaches 100% 5@%‘1%%%%%%”%&5%&1%0@ Pﬁ%woﬂ@&f%esclk‘?)‘s@uit 8%‘?2@6@ box and
set the passiefsh paBhoBUBROSEsct bERH N9SnBRERREE i RRESWOLH AN e bar is
stuck at 60% Hovx? does thgﬁﬁser fi gpurg é)ut what 1poI i cdi \ggch%ve n(t(%[ke’yet been

met ? Fi r ¥nagieallyaited caghl chpragtemihag beenred e attethen cheprsoy hes gt bafilldésiey | bi ng

one of tha:RALL.GI hat . not yet been. net.. Preferably one. of the
R R SRR G A e e PR e S SR

pr edet erimireagkdoritigie)uséichadd @hdtSrofitRe S FRuirBRAEn RASENBOBSofARe Fhd @Inamndevi ces -
are as d'errent as possible. So, for exanple, if the user has not yet put
a nuner i J481Y Wherthe parrepghics 1PR% is the user allowed to click “OK” to close the dialog

box and set the password.

But suppose a user has entered a password and the bar is stuck at 60%. How does
the user ‘figure out what policies have not yet been met? First one can display a hint
underneath the progress bar describing one of the policies that has not yet been met.
Preferably one of the remaining policies is chosen at random (rather than just in some
predetermined order) to better insure that passwords on different devices are as different
as possible. So, for example, if the user has not yet put a numerical character into the
password, the display under the progress bar might read “MUST INCLUDE A
NUMBER.” In addition, in our present exemplary embodiment, the user can select the
progress bar which will cause another dialog box to pop up listing all password policies

along with an indication as to whether each has vet been fulfilled.

As a further optional possibility, instead of having a fixed progress bar (i.e.,
always present) in the dialog box, the progress bar could pop up (like tips or suggestion
pop ups) below the password edit box while the user is typing. This makes the display 4
little more dynamic. The user gets more feedback on the quality of his/her password and

on the current password policies.



password, the display under the progress bar mght read "MJST | NCLUDE A
NUMBER. " In addition, in our present exenplary enbodi nent, the user can
sel ect the progress bar which will cause another dial og box to pop up
listing all password policies along with an indication as to whether each
has yet been fulfilled. As a further optional possibility, instead of
having a fixed progress bar (i.e., always present) in the dialog box, the
progress bar ccg_g_l d pop up (like tips or s_ungesti on pop ups) below the
password edit ‘BEXCRHITaESERenyBSY bg eniaditdig. hatdivare nekiesre drea cinshpnalyora
little : ol MSEL.. . r [ yack an. the.quality of his/her
passvvor(rtlna gﬁgﬂm‘gﬂrﬁes%%%ﬁ%n{% alﬁgﬁc\%r 338%@@? A PIOVige 4GB BFY BAGENERt may
be embodiady dinldzawdnacrmpas of subingicatiorfofceiNBicnad idfsshrdhatignarge and
software. It also provides a rrgcf hod for providing active new password
entry di 81‘%513'\%%%”50&3‘68%18 voadiged: af astampridrbyoxeadnlle spmpuico prrgsamoode
policy. Wheh ; ' I.S.reali t least in part, by
execut abl e con%}ﬁ?g%ﬁgér{%gwmfpl\?%ﬁagﬁ%ﬁ%@%ggegﬁbodi ed in physical program
menory nedi a. BRI EF DESCRI PTI ON OF THE DRAW NGS These and ot her objects and
advantages wi |l be bet RALEGLAt i.n.conjunction wth
the foll ow ng detail mgﬁiﬁﬂﬁb&ﬁp %*%‘Li\&éﬁrégt s taken together
wi th the acconpanying drawings, in which: FIG 1 is an overall system w de
schemati ¢ vi elhok aad ogxemp|eatsyandiad elneges QRbE be€QTIRMBIERHIAAA apHSLAB]
i ncorporatin a,rmbh%e wifrel ess conmuni cation device with duress password
GEUbFEERE

can QUOMHR %ﬁgaig;giec}%q:rgﬁgpnmgmﬁ@m emppdimentsi tgkean

protecti%]n |

abbr evi alopeihsCRRRBE o A BfaiRINRLfichnc! uded wi thin an

FIG. 1 is an overall system wide schematic view of an exemplary wireless email
communication system incorporating a mobile wireless communication device with

duress password protection in accordance with one exemplary embodiment;

FIG. 2 is an abbreviated schematic diagram of hardware included within an

exemplary mobile wireless communication device;

FIGS. 3 is an exemplary abbreviated schematic flow chart of computer software
(i.e., program logic) that may be utilized in the device of FIG. 2 providing active new

password entry dialog with compact visual indication of adherence to password policy;

FIG. 4 is an exemplary format for an active new password entry dialog screen;
and

FIG. 8 is an exemplary format for a more detailed pop-up dialog with more

detailed password policy information.



exenpl ary nobile wirel ess communication device; FIGS. 3 is an exenplary
abbrevi ated schematic flow chart of conputer software (i.e., program

l ogic) that may be utilized in the device of FIG 2 providing active new
password entry dialog with conpact visual indication of adherence to
password policy; FIG 4 is an exenplary format for an active new password
entry dialog screen; and FIG 5 is an exenplary format for a nore detail ed
pop-up dialog with nmore detailed password policy information. 4 DETAILED -
DESCRI PTI ON GREEXENHERAYESUEIR TEMNNOF EX EMPS. AR YOEMBODIMENTSexenpl ary
comuni cation systemin which a wireless comunication device 100 nmay be
used in accordance with this exenplary enbodinent. One skilled in the art
wi || appreci atgqt ndreds o erent syst.em oI 0gi es.
There may al so eil?rgaarl@%@gggﬁ ag%ﬁg@p@rya%odnmg%lcﬁq%s[ygemﬁﬁ %’F%I"\’é‘e 658
exenpl ar yosysmerishderice DOy bl uked Qicchhihmttviat ihVEe RIS @EntRRIYent and
shows perhap the currently nost prevalent Internet email “environnent.

FIG 1 shi i‘ﬂlﬁ ddpthe ars wHbgpracate Hipe ther werbe hmlzdxeés ofedHargnt systover  syst em
14, a Wdh J vvlre ess net wor k
20 and a r??b%q& gl?%fré,\rruﬁﬁ %gg |b§1|r]11§a§1 \‘jr;ﬁ %Sédé% 93%% ’énlaec zjl?i%d@? y, for

ex arrpl e ermnplorysteetshoonan RISP] (d fot HIU%&BU@QS\}('F'@@S oiﬁ@oﬂﬂcﬂﬁfo)ws%lly@g ch a
user @%ec sly em has thécount | gcated within a conmpany, possibly
connecte SR D EHET RIPEY IR REI CORARY VirgHEeGonnect ed to the I nternet 12,
or connected to the Internet 12 through a |arge ASP (application service

provider) sucBI@sl shows an email sender 10, the Internet 12, a message scrver system 14, a

wircless gateway 16, wireless infrastructure 18, a wireless network 20 and a mobile

communication device 100.

An email sender 10 may, for example, be connected to an ISP (Internet Service
Provider) on which a user of the system has an account, located within a company,
possibly connected to a local area network (LAN), and connected to the Internet 12, or
connected to the Internet 12 through a large ASP (application service provider) such as
America Online™ (AOL). Those skilled in the art will appreciate that the systems shown
in FIG. 1 may instead by connected to a wide area network (WAN) other than the
Internet, although email transfers are commonly accomplished through Internet-

connected arrangements as shown in FIG. 1.

The message server 14 may be implemented, for example, on a network computer
within the firewall of a corporation, a computer within an ISP or ASP system or the like,
and acts as the main interface for email exchange over the Internet 12. Although other
messaging systems might not require a message server system 14, a mobile device 100
configured for receiving and possibly sending email will normally be associated with an
account on a message server. Perhaps the two most common message servers are
Microsoft Exchange™ and Lotus Domino™. These products are often used in
conjunction with Internet mail routers that route and deliver mail. These intermediate

components are not shown in FIG. 1, as they do not directly play a role in the system

5



Anerica OnlineTM (ACL). Those skilled in the art wll appreciate that the
systens shown in FIG 1 may instead by connected to a wi de area network
(WAN) ot her than the Internet, although enmail transfers are comonly
acconpl i shed through Internet- connected arrangenents as shown in FIG 1.
The nessage server 14 may be inplenmented, for exanple, on a network
computer within the firewall of a corporation, a computer within an ISP or
ASP system or tgl% i ke and acts as the nmain interface for enmail exchange
over the GeRPEREAdCIoR I‘W%E@)@@Meiétsh@ras seevss hdyiymdcadly sixeemel hwglrdjumoctmmbqw re a

message ggﬁgy b gvice 10 nfigured for receiving and
possi bl y sen] r‘%gazetcngllv n]gwu e? a%r %r%%lﬁfl H@Hﬂ%é%téli)aéFéG) wegss Bt bsiint on a
message gerdefined Banbapsorhes ﬁov\ldaﬂiﬂlﬁc% cERAIRE HRISIABE 1BRNMAI SmAl §nd M crosoft
ExchangeTM and Lotus Donmino'M These products are often used in

conj unct (“GRUMFR At ernet mai|l routers that route and deliver mail. These
internmedi ate conponents are not shown in FIG 1, as they do not directly

play a role iF[‘hteh)ﬁxéé@%gg%éﬁq%saﬁgﬁﬁ?%ugab% Sn]g/%§saaglelmﬁ<et§e\feresn 1%{3&12@1%% :grver

14 typically extend be ust receivi
i ncl ude d?lﬂadmiledtas abasek 20.0Tagevieitgs eesthatreN8R erprigsahd Are: datpbase
forrratsfor li.allke calendars%o do lists, task lists, emai| and

docunent 3t} Worlu FHACHRINE & D Gt Bienijacks thertersre tastioar: hatecarequnbies ¢ a | i nk
bet ween héedrkd, €5 Reksagd 25 Aed d@l]&&é@ﬁh?ﬁ{gﬂﬁé KehiQe 1006 W a}aﬁss

infrastructure 18 detéerm nes the nost net wor K °f or ocating a given
user andiUeRgRRSORHEpiodbra aasdrtorfquumarr(\RtFQtfmera teetisthtiorem e wirtddswor ks, A

nmessage | Ver, e device 100 via wirel ess
t r ansni slélét(g}r%’ pl?? ?/g(? o5 elgtdteé?c? Qﬁp m%g? BylieneynetreIk 29 pesbs waedlysmat i on in
the w relvix@®ss network over which messages may be exchanged with a mobile communication

device.

As shown in FIG. 1, a composed email message 22 is sent by the email sender 10,
located somewhere on the Internet 12. This message 22 typically uses traditional Simple
Mail Transfer Protocol (SMTP), RFC 822 headers and Multipurpose Internet Mail
Extension (MIME) body parts to define the format of the mail message. These
techniques are all well known to those skilled in the art. The message 22 arrives at the
message sever 14 and is normally stored in a message store. Most known messaging
systems support a so-called “pull” message access scheme, wherein the mobile device
160 must request that stored messages be forwarded by the message server to the mobile
device 100. Some systems provide for automatic routing of such messages which are
addressed using a specific email address associated with the mobile device 100. In a
preferred embodiment, messages addressed to a message server account associated with a
host system such as a home computer or office computer which belongs to the user of a
mobile device 100 are redirected from the message server 14 to the mobile device 100 as

they are recejved.,

Regardless of the specific mechanism controlling forwardin g of messages to
mobile device 100, the message 22, or possibly a translated or reformatted version

6



network 20 to the nobile device 100. The particular network 20 may be
virtually any wreless network over which nessages nmay be exchanged with a
nobi | e conmmuni cation device. As shown in FIG 1, a conposed email nessage
22 is sent by the email sender 10, |ocated sonmewhere on the Internet 12.
This nmessage 22 typically uses traditional Sinple Ml Transfer Protocol
(SMIP), RFC 822 headers and Multipurpose Internet Mail Extension (M M)
body parts to define the format of the mail nessage. These techniques are
al | wel | teterinissenttipodslesk ightewdy 1. fThe warctess Timsmeesades i22ludey i seeigs af t he

14 and | | din_ tore. Mst k
ressag nso et @IS FEDTE oY Theeqonntiipe’ rane Mg i sBeEds Sans,
wher ei n Dhgitardeth &LkdeSDNE FAAR Kais oﬁ'?ﬂ&%gl_%?tg&%t s tg%g‘iggﬁ%gﬂ&%éoﬁ%%d

forwarded by the nmessage server to the nobi evicce 100. Sone systens
provi de HBPIEGHLHEIPEMELUAS Hepddfergncthe frems vgedesamicohoral & ineddecesed usi ng a

i i ¢ emmi. S Lated with the mopile device 100. |
o of or o ek AP RANTAe SRS E B lhal bt DR 1 i € Bl et

associ at € wiceheatrichasdles ystvemks (B Iu @ -NONEHGATBYLRE: QF _s@;ﬁﬁdr%tl?onpm er
the user of a nobile device 100 are redirected fromthe

whi ch bel Qngz,}dtg _ _
message S&F Ha PYNEHBICARPIS Qver Bigiseme PhPsieal baschuytianse Goattgiadediial-
Regar dl eg; nacht i, ' 0 | L ing.forwardi.ng of nessages to
robi 1 e et AR RRLAC L HEGR A CEOLLChgd B PR IRl Afeciier o nat t e
ver si on ((BX¥remevforks,§2 s@atGroop $héedeashiairanawiditl sTHembf BloBas

es a series of connections to wireless network 20.

These. coTEEET5AGEIGIH b e Cisp e Hacter BAb e er oGRS Nt Rk, RSO

Frame Refu@dte AfirdlherRRMOR$8EPRS WS NGkel B1Gandd DR RLQL 25 10K88 K o1ution
(EDGE) and Universal Mobile Telecommunications Systems (UMTS). Some older
examples of data-centric network include the Mobitex™ Radio Network and the
DataTAC™ Radio Network. Examples of older voice-centric data networks include

Personal Communication Systems (PCS) networks like GSM, and TDMA systems.

As depicted in FIG. 2, mobile communication device 100 includes a suitable RF
antenna 102 for wireless communication to/from wireless network 20. Conventional RF,
demodulation/modulation and decoding/codin g circuits 104 are provided. As those in the
art will appreciate, such circuits can involve possibly many digital si gnal processors
(DSPs), microprocessors, filters, analog and digital circuits and the like. However, since

such circuitry is well known in the art, it is not further described.

The mobile communication device 100 will also typically include a main control
CPU 106 which operates under control of a stored progran in program memory 108 (and
which has access to data memory 110), CPU 106 also communicates with a conventional
keyboard 112, display 114 (e.g., an L.CD) and audio transducer or speaker 116. A portion
of data memory 110a is available for storing password policies and entry hints, dialog
screen formats and the like. Suitable computer program executable code is stored in

portions of program memory 108a to constitute the active new password entry dialog
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t hroughout the Internet. As used herein, the term"w reless network" is
intended to include three different types of networks, those being (1)
data-centric wireless networks, (2) voice-centric wreless networks and
(3) dual -npbde networks that can support both voice and data communi cati ons
over the sane physical base stations. Conbi ned dual - node networks include,
but are not limted to, (1) Code Divisional Miltiple Access (CDWVA
networks, (2) the Group Special Mbile or the G obal Systemfor Mbile
Communi ¢ 3t Hoifnnaesonfua itligasion 08 adrcatncpat ks wRalp@icgdogit crd (@RRBYd net wor ks,
and (3) pigture third-generation (3G networks |ike Enhanced Data-rates for
A obal Evolution (EDGE) and Uni versal Mobil e Tel econmuni cati ons Systens
(UMFS). Sone ol der exanples of data-centric network include the Mbitexl M

Radi o Net wor k TaméxdrhglaryDatia TAGTMs Rastd do e tvwiided BXI0PLEIGOB (©bd8pon
voi ce- cent r‘lé dat a networks include Personal Conmunication Systens (PCS)
net wor ks {5 RECHENN OfAferrenmenally pervided sptige i enterch new Fassvord andbbid e
communi Cafsk N AR Vi88,d0Qr 1 ' I enna 102 for wireless
conmuni ci%si on r%/ rom 8:3{ gﬁg‘élsb q%zfo\%%ra%%‘}zgﬁ t%b(ﬁageem&? ?%neﬂ%%ﬁﬁ?em’ anew
rose |t bb oLl aooroeh e, St el PeUl o can Aoty Boest By many
digital iy B?w‘s‘ﬁféiﬁggg@fgégfi_a BPEF i bt g bidsensies bkl il op and
Fgrtal &na&Mlvého d fficy Hava St i LEH I's we nown
inthe art, it is 'noltj Furt h%?méescrp%g%g ’ Hcﬁggrrrlggflﬂl ec'g{c})lrg}?r}dlﬁ%rggti on device
100 wi | | caaveriertypilispliaygd dme loded disphiyrreonich ab thaCRLATLOR: with ¢ bypoger at es
under caontr of. a stored program.in prqogram nenory 108 (and _which has
access 9{(}\ g g%lg V‘_’rﬁsera!r%é"rS VA ) e i‘d@e'a‘& g%é‘c’) Pﬂﬁﬁ‘ﬁia&a"t”élsa%'qcfﬂt% tkow¥ent i onal
ii%boir Cgri[?l?-#ﬁlﬂin%? |i1§ﬂl€delﬁp&'§erﬁagflfgﬁné-gacaﬁﬁﬁ a%:d@ilgc.g.r, %tﬂ%q Us&/or g{agsblgegker
: portion  of data nenory a is avalilable for storing passwor
pol i ci edeRldeedwith y?lnqaﬁhﬁit @Qmmﬁca}/i@gal progress indicator or text. Another alternative
would involve a color change (i.e., red—yellow— green) or icon change or other

detectable feature when it is finished.

At 304, 306, 308 and 310 in FIG. 3, a timed loop 1s executed looking for a new
keyboard entry at 304, time out at 306, cancel button actuation at 308 and an enabled
“OK” button actuation at 310. If the “soft” cancel buttons 404, is actuated, then the
routine is exited at 312. Otherwise, upon detecting a new keyboard entry at 304, a test is
made at 314 to see whether the user has selected progress bar 400. If so, then an extra
dialog pop-up display (e.g., as shown in FIG. 5) is displayed at 316 identifying all of the
applicable password policies and an indication as to whether each policy has been yet met

or unmet (e.g., X and check marks as depicted in FIG. 8).

If the progress bar 400 has not been selected, then a test is made at 318 to ensure
that the new keyboard entry is consistent with all password policies. If not, then a

suitable error message is displayed at 320 and control is returned to box 304,

If the new keyboard entry has been found consistent with all password policies,

then, as depicted at 322, if any additional password policy has now been satisfied, then

8



screen formats and the |ike. Suitable conmputer program executable code is
stored in portions of programnenory 108a to constitute the active new
password entry dialog 7 with conpact visual indication of adherence to
password policy logic and described below The exenplary enter new
password logic is entered at 300 in FIG 3 (e.g., upon wuser selection of a
conventionally provided option to enter a new password and/or a
systemrequired enthé of a new password data). In the exenplary enbodi nent,

a new pHESRIBEEsEhr A0 avil bs guisa vepdasutislong witingnydepiuek aumercRG. 4 i s

et uabsrg par et G RanRE prch iy GEEMB B BRAEBRRy it 402

(e.g., teew rardondsele@bd plsstvbal pdliey hixg 40eanvenoartdpadi splieyeidplan a |imted
di splay area _ugg as that available with a tifical ~handhel d w rel ess
comuni cEFFBNC8 8 IEKeyagardigagIss | A teHas made ®i 324 15 €d a0 dlwpbigable gr aph
400 may }he . per b L ndi_cati.on. 1l GRAT7s..60%. and/ or
my Do Vopl SRl e e noreen ook Mot M Ca Al A5 Mg sBadrrsot i, 1
Anot her @it battdnvie enstded et 326\belore cantedlivsgaihangaed io ieox, 304.
red-yel | ow-->green) or icon change or other detectable feature when it is
finished. At 304, 306, 308 and 310 in FIG 3, a tjped |oop is executed

| ooking for a Npse i ths gt Weprariase vapatons;and Mi@tl%émaY@gﬁE@e But t on
act uat i ofie@boR08e2NH. A8 SRARY @ehbodFenOWhiOPe @t 4Rt RN b gtGovkl the
"soft" cancel buttons 404, iS actuated, theh the routine Is exited at 312.
Q her wi sfeatuigsomdddy egegasepf shasewnbeyibuatsd Acvordinglly, dddichavatiesensiad made at

314 t whet her_th | ect.ed , 40Q. . 1f. so, th
o L IR L R S R R SR
identifying all of the



appl i cabl e password policies and an indication as to whether each policy
has been yet nmet or unnmet (e.g., X and check marks as depicted in FIG 5).
If the progress bar 400 has not been selected, then a test is made at 318
to ensure that the new keyboard entry is consistent with all password
policies. If not, then a suitable error nessage is displayed at 320 and
control is returned to box 304. If the new keyboard entry has been found
consistent with all password policies, then, as depicted at 322, if any
addi ti onal password policy has now been satisfied, then 8 the progress bar
400 wi Il Bepsus tRbLY¥g Hpdated (along with any textual or numerica
percentage conpletion data) and, in the presently preferred exenpl ary

enbodi nent, a o] smord

updat ed on theﬁgﬁg&Pgaﬂ g%%nﬁg 5@ ?Sf%résﬁ gfﬁl ﬁEycgéﬂRﬁhF“n%a&“@nade
at 324 to see if 1 OW of abl e SSWOr, ol icies have been
met 1t ey temre gy e bor PR R 8geras B Sprxrlfj PR PPREORPaERE on | s
enabl ed at, 326 b {ore co troI is again returned to box 304. As those in the
art will &g UEBGRY PRI D ORI PCset-isaidansibsd brangehmaastarized by

above-descri bed exenpl ary enbodi nents while yet retaining many of the novel
feat ures dHalayizameagRIsswHIrdensy scresrbwlichinsludes:Accor dingly, all such
variations and nodifications are intended to be included within the scope
of the appendefk)elvaiuabind@aiirafd00sofgiregrmmsdowsrd reetiAg adphoal shidrapphebst i ng a
nobil e wirel ess communi cati on device (100) having active new password
entry | ogpasswhalpaieswhdt fs @daet aohep buysalordgreictdreste dpipkicarblde password
policies that nust all be net before a new password can be set, said
nmet hod bei ng clipraakdpidyl draektByoviding a hint (402) associated with at least one applicable

password policy that has not yet been satisfied, wherein the hint associated with at least one

applicable password policy not yet satisfied is randomly changed during entry of a new

password whenever any previously unsatisfied password policy has been satisfied; and

(c) a display, upon user command, of a more detailed password policy screen which

identifies applicable password policies and which includes an indication of whether each

policy has yet been met or unmet by previously entered new password characters.

2. A method as in claim 1 wherein said new password entry screen is updated after each

new password character is entered.

3. A method as in claim | wherein said visual indication of progress is presented in a

bar chart form,

4. A method as in claim 1 wherein said visual indication of progress is presented as at

least one change in color.

10



di spl ayi ng a new password entry screen which includes: (a) a visual

i ndi cation (400) of progress toward neeting all plural said applicable
password policies that is updated as new password characters are being
entered, (b) a display of text providing a hint (402) associated with at

| east one applicable password policy that has not yet been satisfied,
wherein the hint associated with at | east one applicable password policy
not yet satisfied is randonmly changed during entry of a new password
whenever any previously unsatisfied password policy has been satisfied; and
(c) a display, upon user conmand, of a nore detailed password policy screen
which identifies applicable password policies and whi ch i ncl udes an

(ndi cation gf WhEbBE \ GAEN coRBI-%iBRTLNE (1BEFRTR! achlc HAPBLBYPLRY] ouS! Y

ent ered new passwor aracters erein said new

et orod. SEGEREL R ac TG leaﬁ@qpﬁa?fp”gaé‘sﬁ%%)d&?ieeﬁﬂa?%?e%ﬁa e

progress resented in a _bar rt form 4. A nmethod as in claiml
wher ei n SEP% %%Paﬁswai‘dc%baﬁ%%alfgﬁwﬁ&@a chagpelepidhy as at | east one

change in color. .. A nobile wirel ess communi cation device (100) having
active new pas W%ﬁ@?ﬂt foy displaging amew pgssavass epfasasesn voficlpingludes s pisedlf i ed
appl i cabl e password policies that nust all be net before a new password
can be setndiestipe (48Y pEpropesisnigvwehhmegingrallsaid wyral appdinabl¢ 8@y orfdqolidies tatyi ng
a new password entry screen which includes a visual indication (400) of
progress tsawentld peatw pgssadord datadtegpd are dkingppictadabl e password polici es that
i s updated as new password characters are being entered,
means (322) for also displaying on said screen text providing a hint (402) associated
with at least one applicable password policy that has not yet been satisfied, wherein the hint
associated with at least one applicable password policy not yet satisfied is randomly changed
during entry of a new password whenever any previously unsatisfied password policy has
been satisfied; and
means (314, 316) for further displaying upon user command, a more detailed
password policy screen which identifies applicable password policies and which includes an

indication of whether each policy has yet been met or unmet by previously entered new

password characters.

6. A device as in claim 5 wherein said new password entry screen is updated after each

new password character is entered.

7. A device as in claim 5 wherein said visual indication of progress is presented in a bar

chart form.

11



means (322) for also displaying on said screen text providing a hint (402)

associ at ed
been sati sf

with at | east one applicable password policy that has not yet

i ed, wherein the hint associated with at |east one applicable

password policy not yet satisfied is randomy changed during entry of a

new passwor
sati sfi ed;

nore detailed password policy screen which identifies applicable password

d whenever any previously unsatisfied password policy has been

and neans (314, 316) for further displaying upon user conmand,

policies and which includes an indication of whether each policy has yet

been net or
devi ce as i
after eacr]e
wher ei n sal
form 11 8.

SUNIRE Y a‘%rir?‘éfaﬁﬁ'gl%egé?ﬁ 648 9is08haiLAR R L, Qég@qsﬂﬁ'és%ﬂt?:d 39 at A

n claimb5 wherein said new password entry screen 1s updated

egpﬁﬁhﬂﬁﬁéﬁﬁégkﬁharaCter is entered. 7. A device as in claim5

Vi sua ndicati on of progress is presented in a bar chart
A device as in claim5 wherein said visual indication of

progress is presented as at |east one change in color. 9. A digital

st orage nediun1c%nt ining a
gi‘t%rs

provi des a
havi ng acti

speci fi ed PERiGs @dptteod s eppiringrphpbilewirelass commywtication dpdceravitgdctive newnew

password can be set, said nmethod being characterized by displaying a new

‘ $onputer.progran1mhich, when execut ed,
et Kb IEHET AP IHY CAMABHIE BCARPE SPEQEIBBIYRIF, SAER SRl ce

ve new password entry logic, for use with a set of plural

passwor d @asswprdentiedngiwhioc hsd with a e of pluadl speorfialegiplicabde paswond peUCiey that

progress toward neeting all said plural applicable password policies that

i S updat echuasalhevmpassweadecohasantrétam b €t baidngethtd Beiggcharacterized by

displaying a new password entry screen which includes:

(a) a visual indication (400) of progress toward meeting all said plural applicable

password policies that is updated as new password characters are being entered,

(b) a display of text providing a hint (402) associated with at least one applicable

password policy that has not yet been satisfied, wherein the hint associated with at least one

applicable password policy not yet satisfied is randomly changed during entry of a new

password whenever any previously unsatisfied password policy has been satisfied; and

(c) a display, upon user command, of a more detailed password policy screen which

identifies applicable password policies and which includes an indication of whether each

policy has yet been met or unmet by previously entered new password characters.

10. A digital storage medium as in claim 9 wherein said new password entry screen is

updated after each new password character is entered.

11, A digital storage medium as in claim 9 wherein said visual indication of progress is

presented in a bar chart form.

12
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(b) a display of text providing a hint (402) associated with at |east one
applicable password policy that has not yet been satisfied, wherein the
hint associated with at | east one applicable password policy not yet
satisfied is randomy changed during entry of a new password whenever any
previ ously unsatisfied password policy has been satisfied; and (c) a

di spl ay, upon user command, of a nore detail ed password policy screen which
identifies applicable password policies and which includes an indication of
whet her each policy has yet been nmet or unmet by previously entered new
password characters. 10. A digital storage nmediumas in claim9 wherein
sai d new password entry screen is updated after each new password

h [ winkd. A digital di | | aim 9 wh
o o ol e BEE e DB B BT AL b RS e
12. A digital a}orage ned%§n1as in claim9 wherein said visual indication

of progr e8ESPECd 5aL Ieagh Qg CRNSGIN fUQEt one change in color. 13
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