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tributed network nodes. A network node may receive a request to gen-
FiG. 1 erate a new digital identity record for an entity. The network node may
retrieve a template based on an entity type; and receive information, ref-
erence documents, and biometric information for the new digital identity
record. The network node may associate and store the received informa-
tion to the data fields in the new digital identity record, generate respec-
tive one directional cryptographic hashes of the reference documents and
the biometric information, and store the hashes in the new digital identity
record while storing the reference documents and biometric information
in a non-blockchain repository. The network node may generate a digi-
tal identity record block for the new digital identity record, encrypt the
digital identity record block, and append the encrypted block to the latest
valid blockchain.
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