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SECURE MONITORING USING BLOCK CHAIN

Technical Figld
{0001} Thi present disclosure relares gencrally to semiconductor
memory and methods, and more particularly, to using memory for securely

monitoring traffic using a block chain.

Background
{002} Memory devices are typically provided as wteral,

semisonductor, integrated cireaits andior external retuovable devices in
computers o other electronic devices. There are many different types of memory
including volatiie and pon-volatile memory. Volatile memory can require power
o maintain 13 date and can nclode random-aceoss memory (RAM), dynannic
rangdom access memary {DRAM), and synchronouns dynamic randon acoess
memary (SDRAM), smong others. Nog-volatile memony can provide persistent
data by retaining stoved data when not poveered and can include NAND flash
memory, NOR flash memory, read onby memory (ROM), and resistance variable
memory such as phase change random access meomory (PCRAM), resistive
randony access memory (RRAM), and magnetio random aceess memory
{MRAM), among others,

{8003} Mooy devices can be combined fogether to form a solid state
drive (SD), an embedded MultMediaCard (¢ MMO), andfor a aniversat flash
storage (UIFS) device. An 88D, ¢ MM, and/or UES device can include non-
volatile momory (., NAND flash roemane andfhr NOR Hash memotyl, atdfor
van mohide volatilo memory {e.g., DRAM and/or SDRAM), among various
other types of non-volatile and volatile memory. Non-volatile memory may be
ased i g wide range of electronic apphivations such as personal coniputers,
portable momory sticks, digital cameras, celludar telephongs, portable music
plavers such ay MP3 players, movie players, among others.

{0004} Flash wemory devices can include momory colls stormg data tna
charge storage stractore such as a floating gate, for instance. Flash memory
devices typically usea one-transistor memory cell that allows for high menory
densities, high rehiability, and low power consumption. Resistance variable

memory devices can inclode resistive memory cells that can store data based on
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the resistanice state of a stovage clament {o.g., a resistive mentory elemient having
a variable resistance}.

HEETRY Memeory cells can be amvanged into arrays, and memory cedls i an
srray architecture can be prograramed to a target{e.g, desired) state. For
instance, electric charge con be placed on or emoved from the charge storage
structare {8z, foating gate) of a flagh memory cell to program the cell to 8
particular data state. The stored charge on the charge storage structure of the cell
can indicate a throshold voltage (V) of the celll A state of a flash pemory cell
can be detepined by sensing the sfoved charge on the charge storage structure
(o, the Vi of thecell

{8605} Many threats can affect the data stored in the memorycells of a
memory device. Such dreats cany nchude, for example, fiuls occurring o the
meniry dovice, andior threats from hackers or other mahcious wsers. Such
threats can cause significant financial loss, and/or can proscnt significant safty

andior security issues.

Brief Description of the Drawinus

{0007} Figure 1.is a block diagram of an example velicular eatity, in
aceordance with an embodiment of the present disclosure,

{8008} Figure 2 is a block diagram of an exanple velwoudar entity in
accordance with an crnbodiment of the present disclosure.

{3809] Figure 3A 18 an example envivomment, incloding an entity node
and a plurality of entry nodes in accordance with an embodiment of the present
disclosure.

{0910} Figwre 3B is an example environment, including a pharality of
yehicudar communication components and a plurality of entvance comnumication
components i accordance with an embodient of the present disclosare.

{8011} Figure 413 an exomple transantial of aughentication data betwesn
a vehicnlar communication coraponent and an cnitance commuication
component 4 1 accordancs with an evabodiment of the present disclosure.
{1} Figure 5 is a block diagramn of anexample systom including a
vehicular conwnuricstion component and an eittance connmunication

component in-accordance with an-embodiment of the present disclosure.
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{0013} Figure 6 is a block diagranvof an exaniple process 1o deterinine a
mmber of parameters iy accordance with an embodiment of the present
disclosure.

{6814} Figare 714 a block diageany of au example process to deterniine g
somber of pavameters o accordanee with an embodiment of the present
disclogure.

{0815] Figure ¥ 15 a block diagram of an example process o verify a
certificate in accordance with an embodiment of the presem disclosure,

{16} Figure 9 15 a block diagram of an example process to venifyva
signature i accordance with an embodiment of the present disclosure.

{8817} Figure HYillustrates a disgrars of a portion of g momory amay
having o musber of physical blocks in accordmee with an embodiment of the
present disclosare,

{8018} Figure 11A 1y a block diagram of a computing systein including a
host and an apparatus i the form of a memory device insccordance with an
cinbodiment of the present disclosure.

UG Figure 118 {s ahlock dicgram of a network of computing systems
which can include niany computing nodes ina public andfor private netwark
comected ina wired sudfor wireless manner using wireless protocols such ag
peer o peer to peer and Intemet Protocol () in accordance with an embediment
of the present diselosure.

{826} Figure 12 Hlostrates anexample of an exchange bebween a global
fedger block chain and local tedger block chams ag can be operated upon by
circuitry and stored in a memory for secure updaics stored m msmony i
accordance with an embodiment of the prosent discloswe.

{6821} Frgare 13 iflustrates an example of a tocal ledger block chain for
secure apdates stored in memory by accordanee with an ermbodiment of the
prosent disclosere:

{0822} Figuve 14A tHustrates on oxample of § pair of registers vsed fo
define a seoure moemory aray @1 accordance with an embodiment of the present
diselusmre.

{0023} Figuwre 148 iHustrates a diagram of a portion of o memory avay
that inchudes-a seoure memory seray defined in accordance with an embodiment

of the prosent disclosure,
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{024] Figure 15 iy a block diagran of an exanmple msmory device in

seeordance with an embodiment of the present disclosure,

Detailed Description

{pa25] The present disclosure includes apparatuses, methods, and
systems for seawre traffic monitoring. An example apparatus for sgeure traffic
monitoring can inchede & memory and eirewitry, The circnitry can be configured
to receive identity data, & signature, and a request to onter & locativn i an
entity. The circuitry can be configured to analyze the request by verifving an
dentity of the entity based on the identity dats and the signature. The virowitry
can be configured to analtyse the vequest finther by consulting at least one of a
plirality of blocks in'a Block chain 1o determine whether data associated with the
entity suthenticstes entry into the location. Each of the plumlity of blocks in'the
block chain can inchede @ eryptographic hash of a previous block in the block
chain sada cryplographic hash of cach of the respoctive plarality of blocks. The
circuitry can be configured to, in response to verifiving the identity of the tatity
and authenticating entry fnto the location, generate a block o the plurality-of
blocks in the block chain

{8826 Each bock of the block chain may be associated with an
individual hostor multiple hosts. As deseribed horein, memory and oircuiny
may be configured to receive multiple bloeks from a global ledger Block chain o
gonerate a focal kedger block chain, where'the local ledper block ehain tuchades
onty blocks related to 8 host andfor memory associated with the cirenitry, wherg
cach refated host andior mepory is associated with a particular entrance pohit, a
particalar gate, ¢fc.

{8027} Many threats can affect the data stored I8 o meimory (€., na
memary device). For example, fults may cccur n the array andfor circuitry of
the memory, which can resull in crvors occnrring 10 the ditn mid wnauthorized
access to g particdar location. As an additional example, @ hacker or other
mabicious user may stienypt to porforn activities to niake unauthotized changes
tos the data for malicious purposes. Such activities performed by a hacker may

inghade providing a fravdalent identity, fraudulent requests 1o actess a restricted
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ares, ott. Such hacking activitics {e g, sttacks} can allow access to a'testricted
areaor kocation that a vehicelar entity does not bave authorization 1o sccesy and
can present significant safety andfor scounity issues.

{6828 As such, motder 1o cnsure {secune memory systenvand seewe
access fo particolar focations andfor areas, it is important tovalidate (e,
authentivate and/or astess) that identity data andfor a request fo acoess a focation
s gennine {e.g., s the correct, from an suwthentic/authorized entity), sad has not
boen altered anddor fravdulently provided by hacking aetivity or other
unauthorized and/or unintended changes. Imbodiments of the prasent disclosure
can-use memory-as.a black in a block chain data structure {e.g. use the memony
as a storage component for e block chain} in order to effectively validate the
identity data andfor access request, and thereby ensure 8 seoure menmory svslen.
For instance, embodiments of the present disclosure ey modify, siilize, andfor
differently opsrate the sxisting circuitry of the memory (2., the existing
firmware of the memory devige) to use the memory s a block in g block chain,
such a8 using memory associated with a block in a global Bock chain andfor
wore paricularly organized data of 1 block in a local ledger bloek chain that
ndicates i association with 3 particular velucular entity, s particidar entrance or
gate, ote. without having to add additions] (e.g., new} components or cireuitry to
the memory.

{8029} Ax used hereint, “a”, “an”, or “amoenber of " can refer o onw oy
more of somothing, and “a plurality of” can vefer to two or more such things. For
example, a memory device can refer to one or more memory devices, and a
plurality of memory devices can referto two or moreanemory dovices.
Additionally, the designators “R”, “B". "S", and “N", 3 used hevein, particularly
with regpect to reference numerals in the drawdigs, mdicates (hat @ number of
the particutar featire so desipmated can beincluded with a number of
cmbodiments of the prescnt disclosure: The nunther may be the samge or difforent
between desipagtions.

B3] The figures hercin follow a numbering convention w which the
fiest digitor digits correspond to the drawing Hgure number and the ramaming
digits identify ancloment or component in the drawing: Similar eloments or

components between different figures may be identified by the use of similar

L.
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digits. For example, 102 may reforence element 027 in Figure 1, and a similar
clement may be referenced as 202 in Figure 2,

{8831} Tn somng provious approachss, & vehioular entity {vug., 2 oitizen
sehicke, anambulance, police car, et can connunicate with other devices
fsuch as o devics of anontrance, 3 gate, efe. ) using move simplified
comnurication methods than will be-described bolow. In the example where a
vehicular entity conmaunicates with an entry node, the comnnmication nay not
be secwre, For example, the communication between the vehicular entity and the
entry node and/or an additional entry node may be intercepted andfor
manipulated by a hacker or other entities in vrder to change the connmunication,
repeat the communication to gain unauthorized access to the location ovarea,
ete. In such fnstances, the vehicular entity pay not provide an ability to verify its
identity {o tswre to the recipiemt of the conumenication that the vehdcudar entity
is authorized to provide such communication (&5, 10 access a focation, fo ooy
a roadway, oo Absent an ability to verify the sdentity of the veluoular entity
and whether the vehicalar entity 1o muthorized o access the location, the
connnenication may be unauthorized and may result i anthorieed accessto a
focation.

{8832} & vehicular conmmunication component associated with a
vehioular entity can provide authorization data, including a signature,
identification data, ofe. | that can verify the vehicular entity’ identity and fnsure
that rogoests made to other vehicleg, ontry gates, efe., s authorized, resulting n
seoure conununication and suthorized access to restricied locations. However, in
provious approaches, the commuenication bobween the vebivalar entity and the
enfry node can be both public and unscawred, ntroducing possible nefarious
getivity that can negatively affect the abality of 2 velueular cutity that acthally
hits guthorized access to the location from eatering the location.

{8033} Axwiall b desoribed herem, by introducing a sccore foim of
communication for providing tequests, verifving an identity, and determining
whetheér access to a location 18 authorized for o vehicular entity, infonnation
rolated to nefarious activity v relation to the reguest data can be rejectad,
avoided, discarded, ofe:, andfor access 1o a location dended. Public koys con be
exchanged and wsed to encrypt datawhile private kevs, which remain private

and-exclusive o g single entity, can be used 1o dicrvpt data. In this way, those
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without the private key are provented fromy intoreepting access data and using 1t
for purposes other than inttially intended. Further, certificates and signatures can
be generated using private Reys to vertfy ideatitics of a sender of data and nswre
that data originates frow anintended or claimed soutce,

{8034} Figore 1is g block diagram of an example velwoudar entity 12, in
accordance with an embodiment of the presemt dinclosure: The vebivalar entity
112 can be an autonomous vehicle, a traditional non-autononious vehicle, a
service velhdele, or the Bke. The vehicular entity 102 caninclude @ vehicle
computing device 112, such as an on-board compator. As shovwen, the vehicle
computing device 112 can inclode a processor 4 coupled toa veliaudar
communication component 116, such as a readey, writer, transeciver, andfor
cther computing device or circuitey espable of performing the functions
deseribed helow 1o exchange information, that is coupled to (.., ovinclades) an
antenna 119, The vehicular communication component 116 can inclade logie
andfor circuttry that 1s used to perform the actions recited below {e.g.,
cucrvpifdecrvpt, exccute Instructions, ete.). Vehicular cotmmunication
component H6 can inchude 2 processing resouree 117 coupled toa memory 118,
such as 8 ton-volatile flash memory, althongh cmbodiments.are not so linited.
The velucle computing device 112 carebe coupled to-or within a vehioulay entity

102 such as g autonomons vehiele, an-ambulance, 8 police vehicle, a five truck,

ete,
{0835] Vehicular commnunication component 116 can receive rafiie,

voud, andior vohicle daty from additionad computing devices: such as a entrance
entity described in association with Figuie 2, or anadditional elecironic sigy,
electronue dight, andior digitized roadway, ¢te. As an cxample, a roadway andéor
sigrrean be coupled to, or Bave embedded within the roadway andfor sign, a
comnrmication component {shmilar 0 vehicular conmmanication componet
116} it can connmwmicatc daty pesotated with road/sign conditions, readfsign
siatus, ¢ic,

{oa36} Figure 2 15 a block dingrasy of an eatrance satity 233, The
crirance entity can bo anontrance point foa location, a gate, an entrance & a
roadway, ete. The cnfrance entity 233 ean tnclude an crdrance computing deviee
242 coupled to, sttached to, andfor within close proxinity of the entrance entity

233 The entrante compuding devive 342 can use varioas communication
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methods; sach as wireless comnignication, 1o compwicate with the vehicle
computing device 112, In the example of Figwe 2, the entrance computing
device 242 can inclade-a processor 244 o executs instractions and consrol
functions of the entrance computing device 242, The processor 244 mav be
coupled to anentrance compumication component 246, such as a reader, writer,
franseeiver, andior other computing devics or circultry capable of porforming the
funetions described below 1o exchange fnformation, that is coupled to (e, or
includes) sy antenna 248 Entrance comnumication component 246 can include a
progessing resource 247 coupled 1o a memory 248, such asa non-volable fash
memory, although embodiments are not so Hnited. The antenna 249 of the
entrance computing device 242 can be in comnumication with, e.g.,
compnicatively coupled 10, the antenma 119 of the velucle computing device
112 shown in Figure b

{8837} i some examples, sutennas 249 and 119 can be leop antennas
configured as inductor cails, e, Antemsa 119 can Joop around vehicle
computing dovice 112, for example. Antemma 19 can generate an
clectromagoetic fickd o response to current flowing through antenna 119 For
examply, the strenpth of the electrmagnenie ficld can depend on the nunbey of
cotly and the amount of current. The electronmgnetic fleld generated by antenna
119 can induce cwrvent flow inan-antenna 24% that powers the respective
entrance compating device 242, Az an example, antenna 119 in Figare 1 can
sndoce covront flow i antenng 349 when the entrance computing device 242 15
brought within a communication distance {e.g., a communication range) of the
antetna 119, For example, the conununication distance can depend on the
strength of the clectromagnetio ficld generated by antenna 119, The
electromagnetic field generated by anteona 119 can be set, by the numberof
cotly of anterma 1Y anddor the ourront passing through antenna 119, such that
the conunumeation distanee canspan fron the toeation of the vehiele compating
device 112 to the entrance computing device 242, In some examples, the
conunumcation distancs can be about 30 contimeters to about 100 centimeters
o cither side of the velyele vompating device 2. In the aliomative, the
communication distance can depend on the strength of the eleciromagnetic ficld

generated by antenna 249. In this instance, the electromagnetic field generated
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by antennit 249 can be set by the fumber of coils of 249 and/or the current
passing through antenna 249,

{8838} In some examples, the entrance computing device 242 can
fnchude 2 number of wireless communication devices, such as ansmitters,
fransponders, transcetvers, or the like. As an example, the entrance
commynication component 246 can be such 8 wirclesy commumication device.
Wircless communication that can be used caninclude newr ficld communicstion
(NFOY tags, RFID tags, or the Hke, Tn at least one embodiment, wireless
copunanication can be performed asing noun-volattle storage components that
can be respectively intoprated into chips, sueh as microchips, Eachofithe
respective chips van be coupled to a respective antenig, such as antemaa 249,
The respective storage components can store respective wentity data,
notification data, vehicle datg, road duta, andfor sign data.

{8839 Vehicular and cattance data can be transmitted from the vehicular
conmunumcation component § 16 of the vehicle computing device 112 o the

cafrancs conumunication component 246 of the entrance computing dovice 242

o

i rosponse fr the veldele computing device 12 passing within the

i

communication distance of the respective omtrance commputing device 242, The
vehicle sudfor notification data can be trangmitted in:the form of signals, such as
radio frequency signals. For example, the vehicular commuunication compouent
116 of the vehicle compuding device 2 and the entrance commanication
compohent 246 of the entrance computing device 243 can conmurdcate using
vadio frequency signals.

{540} For examples in which witeless communication devices arg NEC
tags, vehieular sonnhunication component 116 of the vehicle computing device
112 can be an NFC reader and can conpmunoate with wireless commmmication
devices waing an NFC protocod that v be stored fmemory IR for provessing
by processing resourse 117, 1o one oxample, the vehicular cotununicgtivn
component 116 and wircless Comnumication devices, such as entrance
conumumcation componceut 246, can compninicate at about 13.56 mega-Hevitz
according to the IROAEC 18000-3 swernational standard for passtve RFID for
i mertios conununications. Fov example, the mormation can be transmited in

the form of a signal having s frequency of about 13.36 mega-Hertz.
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o] Insome examples, q entrance computing device 242 can be ased
o collect identity data, vehicle data, authorization data, andfor request daty, such
as a status of an approaching vehicle, an identity of an approaching vehicle, 8
request being made to access o particular location ¢te. For example, the current
vehiole statos (o g, whether the vehicle has entered the location befove, 3
frequency of eotering the location, which sab-ares within the location the request
15 requesting aceess 1o}, an identity of the vehicle, sndfor o date sud time can be
transritted from the vehicular compuaication comyponent 116 10 (e entrance
copubanication cotiponent 246,

{421 In some examples, e vehicle computing device 112 and/or the
enfrance computing device 242 can use a passive wireless conununication
device, such as a shorbrange communication device {o.g., an NFC ag) that can
be as described previousty. The NFC tag can inchade a chip having 2 non-
volatile storage component that stoves infoomation, such as vehicle information,
wdentity information, velioular device or apparatus information, andfor
information about a location amd ity restricted agcesy. Further, the NFC tag can
include an mvtenad,

{80431 The vehicular coommundication component. | 16 can recgive
imformation from the KFC tag andfor oo transeat information to the NFC g In
some examples; 8 comnmnications device can inclhude a reader {e.g., an NFC
reader); such as a vehicle device reader,

{844} The memory 118 of the velvoular communication componont 116
cant inchude tnstractions that operate according to an NFC protocot that allows
vehicular communication component {18 to compnnicate with the NFC tag. For
exanple, the vehicwlar coompmmivation coomponent 116 and the NFC wy can
comumnicate using the NFC protocol, such as at aboot 13,56 mega-Hertz and
according to the ISQARC 130003 nternational standand.

{8045] The vehicalyr commurication componert 11o6may also
conumunidate with an operations conter, such as a hospital, a fire $tavion, a police
station, ctc. For example, vehicular communication compongnt Hécan be
wirglessty coupled or hardwired to the oporations conter, T some axamples,
vehivular conunigtication component 116 can comumunicate with the oporations
centervig WIFLor over the Internet. The vehicudar communication component

116 cany cnergize the NFC tag when the anterma 119 associated with the NFC wag

10
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is brought within & communication distance of anterna 249, as deseribed
previcusty. The communication distamce can be shorter and ring the devices
relatively near cach other and can provide better seowrity and use less pover than
previous approaches thatuse RFID wags.

{8046} Figare 3A iHlostrates an example environnent, including 8
vehicular entity 302 and a phurality of nodes 333-1, 333-3, 333-3, 333-d ancl 3
centrat node 333-C (heraingfrer referred to collectively as éntry nodes and
central node 233) by accordance with an embodiment of the prosent disclosure,
The central node 333-C can be g similar node to the cotry nodes 333-1, 333-2,
333-3, 333-4 except that the central node 333-C ¥ fnconmmand of the other
nodes. In some examples, the contral node 333-C can be a pode that s not
gssociated with a particalsy entry point (in contrast to entry nodes 333-1, 3332,
3333, 33343,

{8047} As thustrated in Figure 3, an entity node 302 can by a vehicular
entity {such as vehicular eotity 302}, The entity node 302 can be in
conunumication with a phaslity of entry nodes 333-1, 33322, 333-3, 3334 andior
a central node 333-C. Likewise, cach of the plusality of nodes 333 can bein
communication with another of the plurality of nodes 333 As an example, kntry
node 3331 canr commanicate with eatey node 333-2, and so forth. Bach of the
entry nodes 333 can be in compumication with the central pode 333-0. As the
entity node 302 approaches a fiest entey node 333-1, identity dats, suthentivation
daty, o1, can be exchanped between the entity node 302 and the fst entry node
3331, The identity data can nclude 3 vebicle identification mumber {VINY,
suthentication keys {such as a public key, described below), o vehiouday
sertificate, a plate humber 1D, driver daty, & destination to be reached by sntéring
the location, ete.

{8048} Figuare 3B is an example eovironment, inclading a plorality of
vehcutar commanivation compoents 3161, 316-2, 316-3, 3164 {hemvbnafter
refrved to collentively as velucular communication componenig 316y and a
plurality of entrance comnnuancation components 3461, 346-2, 346-3, 34064
(horeinafter reforred to collectively as entrance comppmiication compongusts 340}
in gorordance with-an embodiment of the present disclosure, A first vehicutar
communication component 316-1 can be coupled to andfor be associated with a

first vebicular entity 302<1. A second vehicular conupanication conmponent 316-

i1
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2 gan be coupled to anddor be assoviated with a second vehicular entity 302-3 2
shird vehicalay compmunication component 318-3 can be coupled o andior
associated with a third vehicular entity 362-3, and a foarth vebucalar
communication component 316-4 can be coupled to andfor be associated with a

foarth vehicolar entity M2-4. Likewise, an ontrance commmusication component

346 can be coupled to and/or be associated with a corresponding sntrance entity
333 {such as a gate, suontrance roadhway, s checkpoint, ete.), as is Hlustrated in
Figure 3B

{H045] Asthe first vehicular conmmumication component 316-1 of the
vehicular entity 302-1 gpproaches within a patticular proximity of the gntrance
compunication component 346 and therefore within proximity to a focation 337
o bo entered or accessed, date transfor ean begin including identification data
and aythentication datay of the velnaudar entity 302-1 by the vehicalar
commintication component 316-1. The particular proximity, i this cxample, can
vefer to a distance of between SO om, 800 meters, ete, Ewbodinients, however,
are not Himited to 3 paticular proximity. In an example, the particular proxiaity
can depend on & type-of sutenna (Sach 3% antenna 1% ia Figwe 1 and anienna
249 in Figure 2).

{8850} The commuonication between the first velueulyr communication
component 316-1 and the first entrance comnupication compongnt 346-1 can
nchuds an exchange of identity data, suthentcation data, atcess reguest data,
ete, The authentication data can include a public rdentification, acertifivate
identification, & public key, and a vehicular signatare, as will be described
further 1y assoetation with Figures 5-8 below, Onee the authentication data &
verificd by the frst ctiirance amtity 302+1, other datacan be exchanged between
and/or armong the first, second, third, and fourth entrance communication
components 346-1, 346-2, 346-3; 3464, As an example, a block chain can be
sharcd qmong the enfranice conmunication contponenis 346 and cach of the
éntrance Somnmgneation componenis 346 can be conumunicated with to verity
an dentity of the vehicular entity 302-1 and a Tocation andfor request history of
the vehicular entity 302+ 1. As an examiple, if one of the sotvance comungtication
componens 346 included data g block of the block chain that indicated that
the vehicular entity attempting to gaiyy access 1o the location 337 had alveady

gained access and had not exited the location 337, access to the current vehicular
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entity aftempting sccess wounld be denfed. Put another way, two vehicular
entities with the same ydentity data are not allowed into the location 337 at the
same time and theeefre if the block chain data indicates that s particelar
vehicular entity has alveady entered, a subsequent vehicular eotity with the same
identity data would be denied scoess,

{8051} As will be described fuether below, vach of the entrance
conunuieation componeuts 346 can store a tocal ledper block chain, as s
deseribed in association with Figares 10-14B, along with a Tocal ledger block
chain being used to store coiresponding data relating o sach vobicalar entity, As
an example, the first entrance conmmumication component 346-1 can store local
fedger block chain data that indicates all of the entering and exiting vehickes that
have oceurred. Accessing that pavticnlar Tocal ledger block chain would provide
data for that pavticular entrance ponit into the location 337, The second entranee
compumication component 346-2 can store a seeond local loduer Mok chain
data that indicates all entering and exating for that particular catrance pont, and
so forth with the third and furth entrance communication components 346-3,
346-4. Likewise, a local ledger block chain can be associated with 5 particular
vehicalar entity such that the focal Jedper block chain indicates oviry time thas
particalar velionlar entity bas entered and exited the location 337 regardless of
which entrance used and cach particular entrance vsed can be indicated i the
focal ledper block chain associated with that vehicular sntity.

{oas2] Figure 4 r¢ an dhatration of an-exchange of authentication data
441, 443 between a vehicular comnnmication component 416 and an entrance
conmnemication cotponent 446, The portion of authentication data 441
mranstitted by the vehicular commimiication component 416 and received by the
enfranee comnunication component 446 can inchude vehicke data 463, 2
vehicular identification certificate {"Vehicle 1D cart™y 481, avehienlar public
key (“Vehicle Keg _Pubhic key™y 483, an encrypted payload 493, and a vehicalor
signature {Vehicle Signatore”) 486 The vehiculgr daty 465 can include an
entrance (e.g., gate) TD 16 be used to enter & location or foadway, location
coordingtes {o.g., GPS coordinates), a plate identtfication of the vehicls,
insurance information associated with the vehicle, driver information, ote. The
vebicle identification contificate 481 can be used to verify that the identity ofthe
velioular entity is authenticated. The vehicudar public key 483 can beused to

13
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encrvpt data to be sent 1o the eotrance connmuication componant 436 in order
fur the entrance conmunication compounent 446 to decrypt the received data
using Hy own private key, aywill bodescribed Rurther inassociation with Figures
3-8, The encrypted payload 493 can joclude eacrypted dats such as o plate
mwher or 1D, insurance numbers, deiver inforniation, an sventaad destination of
the vehicle, eto. (shmilar to 465 i encrypted for added seowrity).

{0833] A velpeular signature 496 tsused to verify that the dats is sent
from an authorized entity such that data with this verifiable signature is from the
sender that the velntular entity is clainnag to be The vebicular signature 496 10
generated by encrypling the sigrature using the vehicular private key {which 8
private only 1o that vehicular eanty) and is deerypted using the publicly provided
vehicular public key: A further description of the signature verification'is
deseribed helow iy association with Figare 90

{8054} The portton of authentication dita 443 transtmtted by the eateange
commmication component 436 and received by the vehicular comnuunication
component 416 can include otrance data 466, an entrance identification
certificate (“EntranceID cert™ 482, an entrane public key
{“Entance Kz Public key™ 484, an entrance response 497, and an entrance
stgmature (“Entrance Signature”™) 4935, The entrance data 466 can incladea gate
identification {e.., Jocation, name, efe: ), tocation data (e, OPS coordinates),
among other data, The emrance identification certificate 482 can be gsed to
verify that the identity of the entrance device is authenticated. The entrance
public key 484 can be used to encrypt data to be sent to the entrance
conmnenication cotiponent 446 i order for the entrance communication
component 446 to decrypt the reccived data using its own private key, as will be
described further in assoviation with Figures 549, The entravice response 497 can
indicate whether the vehicular entiey has been authenticated and is allow o

aceess a location ambor can provide a regson for the acoeptance or rgjection of

the eatrance.
{0055 An enteance signature 495 15 used 1o verify that the dats 1s semt

from an authorized catity such that data with this verifiable signature is from the
sender that the enfrance cntity is clabiming 1o be. The entranes signature 493 i
generated by encrypting the signature using the entrance private key (which s

private to-ondy thatentranee entity } and is decrypted using the pablicly provided
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entrance pablic kev, A finther deseription of the signature verificaton is
deseribed befow in association with Figure 9.

jBase] These public kevs (vehivolar and entrance) can beused o enerypt
data sent to each vespective communication component and verify an wdentity of
gach in order to exchange vebdowlar andior entrance data. As o example, gy will
deseribed further belomw 1t association with Figs. 5-9, the vehicolar
compuascation component 416 cangnerypt data using the received entrance
public key 484 aud send the encrypted data to the entrance communication
component 446, Likewise, the enfrsnee communication component 446 can
encrypt data using the received vehicudar public key 483 and send the encrypted
dati 1o the veluoular communication component 416, Data, such as vebicle data
sert by the entrance commumication component 446 can inchade eptrance
location data, entrance Wdeatity data, ofe. Confirmanion of receipt of the vehicle
data can be seat with a digital signature o vertly an identity of the vehicular
conmnmcation component-416.

{pasT] In an example, data exchanged betwesn the vehiculay
connnametion conponent 416 and the eatrance conmvunication conponent 446
van have a freshngss tsed by the other, As an example, data sent by the vehicular
comprmication component 416 o the entrance commmunication component 446
m receipt of the vehicle andfor entrance data can be altered at each of'a
particular time frame or for a particelar amwunt of data bewng sent. This can
proventa hacker from intorcepting provioushy sent daty and sending the same
dats again to reselt in the same outeome. I the data has been slightly altered but
still indicates a same instruction, the hacker may send the identical information
sta later point i time and the same istrugction wauld not be carried out dug fo
the recipient expecting the aftered data to carry oot the dame Instiiction,

{8058} The data exchanged betweenthe vehicular commumication
component 416 and the entrance communicanon component 446 can be
performed using a number of eneryption andfor decryption methods as desertbed
below. The securing of the data can nsure that nofhrious activity 1s prevented
from bderforing with the vehiche data provided to the vehicular ennity andior the
crdranee eotity,

{8859} Figure 5 is 2 block diggram of an example system including a

vehicular commuonication component 316 and an tntrance communication
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componait 546 in accordance with an eimbodiment of the present disclosure. As
¥ vohicalar entiy (eg, HI2 1 Figure 13 comes in close proximity fo an entrance
enfity {o.g., enfrance entity 2334 Figure 2), the associated eatrance
communication component 345 (e.g., 46 in Figure 4) of the entrance entity can
exchange date with the vehicular contwonication component 316 of the
velicular entity using 8 sensor {e.g., a radie frequency identitication sensor
{RETDN)

{ao6sy A computing devics can boot in stages using Tavers, withsach
tfayer authenticating and loading a subsequent layer and providing increasingly
sophisticated rentimie services at sach faver, A lavercan be served by & priot
layer and serve a subsequent layer, thereby creating an interconnected web of the
layers that builds upon tower lavers and sevves higher order layers. Asis
illastrated o Figore 8, Laver 8 ("La78 351 and Layer F(L0™) 553 are within the
vehicular communication component 316, Layver 0551 can provide a Flrnwase
Derivative Secret {FDS) key 552 to Layer 1533, The FDS key 852 can describe
the wdentity of codoof Layer 15353 and other scourity relevant data. Inan
example, a partioadar protocol (Such as robust intechet of things (RIOT) core
protocol) can uss the FDIS 532 to validate cods of Layer 1 353 thar it loads. Inan
exanmple, the partionlar protocot can fnelhude o device wdentification composition
enging {DICEyandfor the RIOT core protocol. As an example, an FDS can
tnchuds Laver 1 fhronware image itself, 3 manifest that ervptographically
identifies authorized Laver 1 firmware, a firmiware version namber of signed
firmware in the context of a secure boot implementation, audfor security-ceitical
configutation settings for the device. A device secret 558 can be uved o create
the FIS 832 and be stored in metiory of the velitcular communication
component 316,

{8861} The vehicalar commudication component 516 can transmit data,
ax sHustrated by grvow 354, o the cotrance commuiication component 346, The
fransmitted data can include a velweular idehntication that ispublic {e.g., 465 in
Figure 43, a cortificate {¢.g; a vehicular identification cortificate 481), sndior a
vehicular public key (., 483} Laver 2Ly 855 of the catrance
conmunicaiion component 546 can receive the transmitted data and exeoute the
data i operations of the operating systenm {087) 557 and on a first application

3581 and a second application 5892,
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{hoel] In af example operation, the vehicular comnunication
component 316 can read the device secret $88; hash an identity of Layer 1 353,
and perform a calculation including:

Koy = KDF {Fsis), Hash {inunoiable information™)]
where Ko is a vehieular pablic key, KDF {g.g., KDF defined in the National
Institote of Standards and Technology (NIST) Special Publication 3G-1083 isa
key derivation finetion (Lo, HMAC-SHAZS6), and Fs(s) is the device seeret
58K, FDS 557 can be determined by performing:

EDS = HMAC-SHA2S6T Fefsh, SHA236{(" bomutable tnformanion™)]
Likewise, the entrance conumenication component 546 van fransait data, ag
iltustrated by arrow 536, including an entrance identification that s publie (t.g.,
entrance public identification 466); an entrance cortificate {e.g., a vehicwlar
identification certificate 4833, and/or an entrance pubhic kev {(e.g. public key
4843,

{B863] Figure 6 is a block dingram of s cxample process to deterinine a number
of parameters in accordance with an embodiment of the present disclosure.
Figure 6 is an example of a determination of the parameters inclading the
vehivular public Wentification, the velicular semificate, and the vehicular public
key that are then sent, indicated by arrow 654, to Layer 2 {e.g, Layer 2555} of
anentrance commantication conponent {o.g., 346 1 Figare 33 Laver 8 ("Lo™}
631 in Figurs & corresponds fo Layver ¥ 351 in Figure 8 and lkewise FDIS 6352
corresponds o FDS 852, Lager 1653 covesponds to Layer 1 353, and sivows
6534 and 656 correspond to arrows 354 and S36, respeetively.

{564} The FDS 652 from Layer 8 631 1s-sent o Layer 1 633 and used
by an asymmetric 1D gentrator 561 to generate a public tidentiticstion 1Dy
pobtie” ) H66-and a private identification 667, In the abbreviated “Brepune,” the
I hdicates Layer & (in this example Layer 1}, and the “poblic” indicates that
the identification i1s opeaty shared. The public identification ("IDpuni") 666 18
illustrated as shared by the grdw extending to the right and sutside of Layer
653 of the velucular communication component. The generated private
identification 667 is used as a key fnput into an encryptor 673, The encryptor
673 can be any proccssor, conputing dovice, ele. used to encrypt data.

{8865} Layer 1633 of a vehicular communication component can

inghade an asyrnpeteic Key generator 663, In at feast one example, a random
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mumber generator {RND) 85 can optionally input a randony number into the
asymmetric key generator 663 The asyrumetric key generator 663 can generate
a public key (CRaxpusie 884 {refirred to as a vehivalar public kev) and a private
Rey ("Kak pevin ™Y 671 (referred to as a vehucular private key) associated with a
vehioular commuanication component such ag vehivalar communication
component 316 in Figure 5. The vehiodar poblic key 683 can be an nput {as
“data”) into the encryplor 573, The encryptor 673 can generate a result K'67S
using the inputs of the vehicular private identification 667 and the vehicular
public key 683, The vehicular private key 671 and the result K'675 can be topud
into an additional encryptor 677, resuliing in output K77 679 The output K7 679
18 the vehicular cortificate (U1Dw cortificate”™) 681 fransmitted to the Layer 2
{355 of Figure 5). The vehicular cortificate 681 can provide av ability to verify
andfor authenticate an origin of data sent From 3 vehicolar entity,. As-an example,
data sent from the vehiculs conwnunication component can be associated with
an identity of the vehicular conumunication component by venfying the
certificate, as will be descnbed forther n association with Figare 3. Further, the
vehivalar public key (MK postic key ™) 683 can be wansmitted to Layer 2.
Therefore, the public identification 665, the cortificate B8 1, aud the voldeular
public keyv 683 of a Layer 1 633 of a vehicular conmuanication component can
be transnutted to Layer 2of an eufrance conmistieation component.

{8066} Figare 7 iz a block diagram of an oxarople process o determine 8
wmber of parameters i accordance with an embodiment of the present
disclosure. Figure 7 tlustrates o Layer 3 755 of an entrance conununication
cotponent (2.8, entrance condirutcation componatt $46 fn Figure 5)
senerating an entrance identification (“1Dpx public™) 766, an entrance certificate
{10z Certificate™ 782, and 8 entrance pablic key (UKo patiorsy” ) THE

{8067} The entrance public key (Ko pttickey” ) T8 transmitted from
Layer Lof the entrance conunumication component to Layver 2 738 of 3 vehicular
conunumication component, as described in Figure 6, is used by an asymmetric
13 generator 762 of the cotrance conumutication component to generate s public
identification (IDswanic”) 766 and a private identification 768 of the entrance
communication component. In the sbbreviated "0 g the “IK” indicates
Layerk {inthis example Laver 2}, and the “public” indicates that the

identification is openly shared. The public identification 766 s ilustrated as
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shared by the arrow extending to the fight and outside Laver 2 755, The
generated private identification 768 i used as a key put int an encryptor 774,
{8868] Ag shown in Figure 7, the cotrance certificats TR2 and entranice
identiftention 766, aloug with the entrance public key 784, are used by a
certificate verifier 723 The certificate verifier 733 can venfy the vehicalar
cortificate 781 received from 3 host {o.g., host 516}, and determine, in response
to the vehicular certificate 782 being verified or wot being verified, whether to
aceept or discard data reccived from the bost. Purther details of verifying the
vehionlar cortificate 781 are described in comection with Figare 8.

{H60] Layer 2 755 of the entrance conpmurication component cun
inchude an asymmetric key goverator 764, Tnat least one example, a random
sumber generator (RND) 650 can optionally nput a random nember into the
asymmetric hey generator 764, The asymmuetric key gengrator 764 can generate
a public key Kk poti™} 784 {reforred to as an entrance publickey) and &
private key UKk pave ) 772 {reforred 1o as an entrance private key) associated
with an endrance commenication component sach as enirancs conpmamication
component 346 in Figare & The erarance public key 770 can be an iput (as
“data™) into the encreptor 774, The encryptor 774 can generate a result K 776
gsing the inputs of the entrange private dentification 768 and the velonlar
public key 770, The entrance private key 772 and the resalt ] 776 can be input
nto an additional encrvptor 778, resalting dn oufpot K77 780 The output K7 780
is the entrance certificate 1D cortificate™ 782 transoutied back to the Layer |
{553 of Figure 3). The entrance certificate 782 can provide an ability o veriy
and/or authenticate an origin of data sent frofit an apparatis. A an oxatipde, data
sent from the entrance comnnryigation componsnt ¢an be assogiated with an
identity of the entrance comumuication component by verifyving the certificate,
ay will be described further 1o association with Figwe 8. Further, the entrance
public koy ("Kiz potic 5™} 784 can be transautted s Layer b Therefore, the
public identification 766, the cenificals 782, and the entrance public key 784 of
the entranes copununication component oam be transnitted to Layer Lofan
vehicelar commasication component (amd vice versa in the uther divection with
the clements of the vehicular compunuication component being sent o the

entrance communication component}.
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{070} In s example; in response to 8 veldoular communication
coptponent receiving a public key from an entrance communication component;
the vehicular communication component can onorypt data to be sentto'the
entrance communication component using the eutranes public key. Vice versa,
the entrance communication component can encrvpt data o be seut to the
vehicular commanication component using the velicular public key. In response
to the vehicular conynurication component receiving data encrypted using the
vehicnlar public key, the vebicular communication ¢omponent can decrypt the
data using iy own velicalar private key: Likewise, 10 response to the engrance
cofmenication cotiponent receiving data enerypied aging the enttatiwe poblic
key, the entrance compruieation component can deerypt the data using #s own
enfrance private kev. As the vehicolar private key is not shared with another
devies outside the-vehicular conupanication conmponent and the eotranoe private
key is not shared with another deviee ouside the cntrance Commrunisation
component, the data sent to the velueulsr copmunication conponent and the
Cnirance consmunication component remAlng secure.

TS Figure B is a block diagram of an examiple process o verify a
cortificate in acomdanse with an einbodiment of the present disclosure. In the
itstrated example of Figure 8, a public key 883, a certificate 381, aud a public
identfication is provided fromw a vehicolar commumication component {e.g.,
from Layer 1 353 of vehicplar convnontoation component 5316 i Figore 53, The
data of the certificaie 881 and the vebicokar pablic kev 833 can be used as fuputs
into s decryptor 885, The decryptor 885 can be any processor, computing device,
st used wy deerypt data, The resalt of the decryption of e certificate 881 aid
the velicutar public key 883 canhe ysed ag an Input into a sevondary deeryptor
887 along with the pablic idenmtiBeation, resalt in an output. The vehicular public
key 883 and the output from the decryptor 887 can indicate, ay iustrated at 889,
whether the cortificate ts venified, resulting v a yes or no 89 as an outindd, In
response o the cortificate botug verified, data received from the doevice being
verified can be accepted, decrvpted, and processed. In response to the certificaie
not being vertfied, datae recetved from the device being verified can be discarded,
removed, and/or ignored, In this way, nofarious devices sending nefarious data
can he detected and avoided. As an example. o hacker sending data to be

processed can be identified and the Backing data not provessed.
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{0072} Figure @ is a block diagran of an exaniple process o venfy a
signature i socordance with an eanbodiment of the present disclosore: In the
instance where @ deviee is sending data that may be venfied i ordertoavoid
subsequent repudiation, a signature cau be generated sud sent with data. As an
example, 8 first device may maks o request of a seeond devige and once the
second device performs the roquest, the first device may indicate that the fiest
device never made such a request. An anti~repudiation approach, such as using a
signature, can avoid ropudiation by the first device and insure that the second
device can perform the roguested task without subsequent diffieniiy.

{8073} A vehicolarcomputing device 912 (such as vehicle computing
devige 112 in Figure 1) can sond data 990 o o vebicular computing deviee {such
s enteanee computing device 112 in Figwre 1) The vehicolar computing devige
912 can penerate, ab 994, a signature 996 using a vehicular private kev 972, The
signatre 996 can be transsmitied fo the cndrance computing device 942, The
entrance computing device #42 con verify, at 995, using data 892 and the
vohicular public key 9834 praviously recaived. T this veay, signatwre verification
operaies by using a private key o encrypt the signature and a public key o
deeryptthe stienature. In tlus way, the private keyused (o generste a unigue
signature can remain private to the device sending the signature while allowing
the reectving device to be able to deorypt the signature using the publie key of
the sengding device for verification. This i3 in confrast o sncrypiion/docryption
of the data, which is encrypted by the sending devicd using the public key of the
receiving device and decrypted by the recerving device ushig the private key of
the rexeiver. In ot keast ong example, the velucle can verify the digital signatore
by using an internal cryprography procsss (e.g., Elliptical Curve Digital
sigrature (ECDSAY or a similar process.

{8674} Figare 10 iHustrates a diagram of a portion of & memory amay
1001 having a pumber of physical blocks in necordance with an etnbodiment of
the present disclosure. Memaory greay 1001 can be, for example, 5 fash memaory
array such as a NAND, andfor NOR . fash memory areay. In one exanple
cmbodiment, the memory 1001 s 3 NOR Hash memory areay 1081, As an
sdditional example, memory avray 1001 can be a resistance vartable memory:
areay such gs s PCRAM, RRAM, MMRAM, or spin torque transfer (STT) arvay,

among others. However, embodimants of the present disclosure are not fimited
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to @ particuiar tvpe of memory array, Further, mentory array 101 cavbea
secure memory amay, as will be forther described herein. Further, although not
shown in Figare 10, momory array 101 can by located on a particdar
serntconductor die along with varions peripberal gircuitry associated with the
operation thereof.

{8675} Ax shown iy Figare 10, memory array 1001 has a pumber of
physical blocks 073 {BLOCK 0}, H07-1 (BLOCK 1), .. ., I007-B (BLOCK
B) of memory cells. The niensovy cells can be single level colls andfor suliilevel
cills such as, for instance, two level cells, wiple level cells (TLCs) oy quadiaple
fovel cells {QLCs). Ay an example. the mumber of phvsicsl blocks in memory
array 101 may be 128 blocks, 312 blocks, or 1,824 blocks, but embodiments are
ot Timited toa particutar power of two or to any particular nuntber of physical
blocks in memory array 1001,

{8076} A number of physical blocks of momory cells (g, hlocks 1007
€, 1007-1, .., H07-BY can be inchuded 11 & plane of memory cells, and a
mumber of planes of nrenwry cells can be incladed ona die. For instance, in the
example showndn Figuee 10, cach phvsical block 1007-0, 1007-1, . ., 1007%-8
can be part of a single die. That iy, the portion of memory avay 1001 itlustrated
i Figure 10 can be a die of memory cells.

{0877 Aa shown i Figure 10, cach physical block 1007-0, 100741, ..,
1007-B includes 3 nunther of physical rovws {eug., 1003-8, 1003-1, | ., 1003-R)
of memory cells coupled to aceess Hnes {e.g., word Hoes). The surnber of rows
{oug., word lines) incach physical block can be 32, but embodiments are sot
{nmited to 2 particalar mumber of rows 1003-0, 1003-1, . . ., 1003-R per physical
block. Further, although not shown in Figure 19, the memory cells can be
coupled to cohannys of seose Hues (o &, daty Haes andior digit Hines),

{8078} Az one of ordingry skill in the ant will gppreciate, cach row HEI3-
£, 1003-1, |, 1003-R can inchude a namber of pages of moniory selly {o.g,,
physical pages). A physical page refors 0 2 wnitof progranaing andfor sensing
fo.g., a number of roemory colls that e programmed andfor sensed topether as a
functional group). In the embodiment showsn i Figare 1, sach row HH03-0,
1003-1, . .., 1003-R conwprises one physical page of memory cells. However,
ernbodiments of the present disclosure are not so limited, For instance, in ay

embodiment, each row can comprise minktiple physical pages of memory cells
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{o.g., ofie'or more everrpages of memory cells coupled to even~-numbered data
fines, and one or more odd pages of memory cells coupled to odd numbered daty
tines). Additionally, for embodiments including multifevel colls, @ physical page
of mentory cells can store multiple pages (cog., Togical pagesy of data {e.g, o
apper page of data sad 3 tower page of dety; with oach cell in o physicad page
storing one or mors bits owards an upper page of data and one or more bits
towards 8 lower page of data).

{aa79] As showrn fir Figure 10, & page of memory cells can comprisen
numberof phyvaical sectors 1003-0, H03-1, . [ B03-8 {o.g., subsets of memory
cells), Each physical sbetor 1003-0, 1003-1, . . HI05-Sof cells canstore a
nuraber of logical sectors of data. Additionally, each logien! sector of data can
correspond 1o a portion of a particelar page of data. As av example, a first
logical sector of data stored ina pasticulsy physieal sector can correspond to a
fouical sector corrosponding 1o a first page of data, snd a setond logival sestor of
data stored i the particular physical sector can correspond to o second page of
data. Each physical seotor 105-0, 105-1, . | . H05=8, can store system amdior
user data, anddor can include overhead data, such as weror correction code (BCO)
data, lopical block address (LBA) date, and mctadata.

{8080} Logical block addressing s a scheme that can be used by g host
for identifving a logical sector of data. For exawple, each logical sector can
corfespond to a unigoe higical block addresy (LBAY, Additionally, an LBA nay
also correspond {e.g., dynamically yoap) to a physical address, such as aphysical
block address (PBA}, that may indicate the physical location of that logieal
sector of data B the temory. A logioal sector of data can be a number of bytes
of data (oo, 256 bytes, S12 bytes, 1,024 bytes, or 4,096 bytes) However,
ernbodiments are not lited 1o these examples.

{8081} Teis noted that other configurations for the physical blocks Hi7-
8, 10071, . ., 1O07-B rows 10030, 1003-1, . . TOO3-R, scetors 0G50, 1005-
1. .., 1005-8, and pages are possible. Foresample, rows 1030, 1003-1,
HI03-R of physical blocks 100740, 1007-1, . . ., 1007-B can cach store data
corresponding to a single logical sector which can inclade, for example, more or
loss than $12 bytes of data.

{8682} Figure 114 is 2 block diagram of a computing system 110
inghading a host 1102 and an apparatus in the form of 2 memory device 1106 in
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accordanoe with an erebodiment of the present disclosure. As used herein, an
“apparates’ can refer to, but 1s not limiteddo, any of a variety of structhwres of
combinations of structures, such as g circed of circatiry, a die or dice, a module
or modules, 8 device o devices, or o system or systenss, for example. Further, in
an embodiment, computing systers 210 can trchde @ nomber of memory devices
analogous to memory device 1108, In one example embodiment, as shown more
in Figure 118, computing system 100 may represent a node witlun a larger
network of nodes such as a distributed. peer to peer network.

{083} In the evbodiment ustrated 1 Figure 1LA, memory devices
LHS can tnchede a tuciory 1140 having a memory aray 1101 As shovwn in
Funwe 11A, memory 1140 can stove “block chatndata” 1120, weed 1 block
chain technology systems, in the memory array 1 10 A “bloek™ of block chain
data i a-block chain welmology aystem ean inclade data (e, payioads,
Headers, encrvption, history, timestamps, ¢t As will be described further Sordin
in connection with Figures 12 and 13, the block chain data 1120 may be “local
block chain™ data andfor “global bloek chain”™ data and mav include a stored
global block chain ledger (e, “global ledger bliuck chain” data) andfor a stored
tocal block chain Tedger (ep., “local ledger block chain™ dasa).

{8084} Memory array 1HH can be anslogous to memory array 1001
previowsdy deseribed b connection with Flgwre 10, However, ag used hereina
block of block chain Jdata in a block cham architechus: does not have 1o eguate fo
the stzeof a block of memory as desertbed previously i connection with Figure
1 Henee, the term “global block™ andior "ocal bloek™ when stored in memory
i memory as block chain data, donothave to squate to o block size unit ot
memory. A global block andior local block may be smaller, squivalent, andfor
farger than g block size wnit, e.g., denomination, associated with a pavticelar
memory architeoture or desien. Forther, momory grray 1101 canbe a seoure
array. as will be further described heremn v connection with Figures 14A and
148, Although one memory areay 1101 18 iHustrated in Figure HTA, memory
1140 canmclude any mumber of menmory arrays annlogous fo mamory array
1

{0a8s] Ag illusteated 1o Figare 1EA, host 1102 can be coupled to the
memory device 1HIS vin interface 1104, Host 1102 and wemory device 1106

can conmmunicate {e.g., send conmands andior dava sucht as block chain daia
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FE20Y on interface V104, Host 1102 andfor maemory device 1106 canbe, orbe
partof, a laptop compater, personal vomputer, digital camerg, digital recording
and plavback device, mobile telephone, PDA, momory card reades, iterface
hub, or Internct of Things (ToTY enabled deviee, such ag, for instance, an
sutomotive {e.g . vehicular andfor transportation infragtructure) loT enabled
device vramedical {e.g., implantabls andfor health monitoring) o7 enabled
device, among other host systems, and can include & roemory access device (e.g.,
a processon). One of ordinary skill in the avt wall apprediate that s processor”™
can intend one of more processors, sach as a parslle] processing svstem, a
mumber of coprocessors, eic,

{8686} Interfisee 1104 can-be in the forny of o standardized physical
interface. Forexample, when memory device 1106 is used for information
storage in computing system 1100, interface 1 H can beasenal advineed
technedogy attachment (SATA) phvsical interfacs, a peripheral componest
mtereonnect express {(PCIe) physical interface, a universal serial bus (LISB)Y
physical interface, or a small computer system interface (SCSEL among other
physical connectors andior interfaces: Interface 1104 can provide s interface for
passing control, address, information {zg., daty), and other signals between
memory dovice 1106 and a host (e.g., host 1102} having compatible receptors
for interface 1104

{8887} Memary device HO6 inoludes controlier 1108 to conumanicate
with host 1102 wnd with memory T8 (oog, memory avray 1101 For instance,
controller 1108 can send commands to perfonm operations on memory. array
113, inchuding oporations 1o sense {e.g., read), program {e.g, wiile), move,
andfor erase data (e.p., “local” sadior “global™ block chain data), smong other
operations, Again, the ftended meaning of the terms “global Mock”™ andior
“loval bloek™ for block chaiy data in block chatn technology and svsterns are
defined in connection with Figures 12 and 13,

{0088 Controlier 1108 can be included on the same physical device
{e.g., the same dic) as memory 1140, Alicrnatively, controller 1108 can be
included on 2 separate physital device that is comnmmicatively coupled to the
physical dovice that includes memory 1140, In an embodiment, components of

controller 1108 can be spread across multiple physical devices {e.g., some
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componaits on the Samie dic'as the memory, and sorie components on a differemt
die.module, or board} as a distuibuted controller.

jBagey Host 1102 can include a host controller {not shown Figare 114)
1o contmunicate with memoty device 1106 The host controlier can send
comnrands to memory device 1106 via interface 11, The host controdter can
compumicate with memory dovice 1106 anddor the controller 1108 on the
memory device 106 to read, write, andior crase data {e.g, “local™ andfor
“global” block chain data), among other operations. Further, in anombodinent,
frost 1182 can be ap ToT enabled device, a5 previcusly deseribed heroin, baving
IoT commmuication capabilitics.

{6094 Controller {108 on memory device 1106 sadfor the host
controlior on host 202 can inchude control circuitry andfor logic (c.g., hardware
and firnvwarey configured to perform the block chmn operations desertbed
Hersdn, o, i1 conncction with Figures 12 and 13, according 1o, for example
DICE-RIoT architecture andfor protocol. br an embodiment, coutrolier 1108 on
memory dovice 206 andéor the host controlor oo host 1132 can be an application
speoific mtegrated clrowit LASIC) voupled i a printed cirveit board mcheding 2
phvsical interface. Also, memory devies 1106 andfor iost 1102 cany tnclude a
buffer of volatile andfor nonevolatile memory and a number of registers.

{8091} For example, as shown i Figere THLA, memory device can
tnchuede ctrettry 11100 by the embodiment Hlustrated in Figorg 114, chrogilty
1110 15 included in controller 1108, However, embodiments of the prosent
disclosure arg not so hmited. For ingtance, in an embodiment, ciraatey 1110
may be included tedeg., on the satie die asy vemory 1140 {e.g msiead of in
sentroller 1108}, Circuttry 11 10.0an comprise, hardware, finmwsre, and/or
communicate NSEeRons 0 8 processing resowee toperform the block chain
operations deseribed hevein, e.g., in connection with Figares 12 and 13 using
encryption weehmques explaned w Figores §-9, according to, for example DICE-
RioT architecture andior profocol

{09z} For example, circuitey: 1110 can be configured to receive a'global
block of block chat data (defined in Figares 13 and 13) 1o be added as ' local
hlock of block chsin data, e.g., 1120, on a local fedger block chatny (also defined
in Figures 12 and 13) within an array 1101 in memory 1140, For example, a

tocal block of block chain data, e.g., 1120, may be avalidated received global
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block of block chai data and may be generated andfor added to the Tocal ledger
block chain (shown i Figures 12 and 13} for validuting (e g, authenticating
andfor attestingy an update fo data stored inmemory 1140 (g, in memory aray
YO The global block to be added as 2 focal block in the local ledger block
chain can include maoltiple headers,

{0693} v an embodiment, a subset of array 1101, or the whole amray
P10 canbe a scoure array (6.9, an area of memory 1140 to be kept under
controly. Figure V1A iltustrates a pair of registers 11391 and 1138-2 slthough
embodiments are not so fimited, and one or more registers could beased. For
example, the data stored 1n memory array 1101 can inclade sensitive {e.g., non-
user) data, such as host finnware andéor code to be exceuted for sensitive
applcations. Tn such anvembodiment, a pairof non~volatile registers can be used
fo defing the seamre array. For example; inthe embodiment ihstrated in Figure
A, circuttry 1110 includes registors 11391 and 1139-2 that can be used to
define the sccure arvay. For lnstance, register 1139~ 1 can define the address {e.g.,
the starting LBA of the data) of the securs atrav, aud register 11392 cap define
the stee (o.g., the ending LBA of the dara) of the sevtire anay. An example of
such registers, aug theiv use in defining & secure arvay, will be further desoribed
heroin in connection with Figures 14A-148)

{0894 Ohice the secwre array hag been defined, cireuitey 1110 e be
ased to generate (g, calvalate) a eryptographic hash assvetated with the seewe
array, which may be veforred 10 herdin as a golden hash, wsing authenticated and
antireplay protected conumands (e, so that only memory device THIB knows
the goldent hash, and only memory device 1106 s capable of generating and
updating #). The golden hash may be stored in inaccessible portion of memory
grray 1101 {e.g., the same inaccessible portion in which block chain data 1128
and the Jocal tedger block chain is storedy and can be used during the process of
vahidating the data of the scours array.

{0895] fn one example combodiment, memory dévice 1106 {e.g., using
circuitry 110} Gan send, via interface 1104, the block chain data 1120 (which
may bea recoived plobal block from the global Jedger block chan), along with
the digital signatore associated with block cham data 1120, to the host 1102 for

validation of the update {e.g

Ty

the pavioad ofthe block chain data) before

gpdating data stored in memory argay 1101, For exanple, sircanitry 110 can
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sense {e.g., read) the block chabn data V13 received and stored in memory sivay
11, and send the sensed block chain data 1126 tohost 1102 for validation of
the apdate to the datd stored in armay 1O, responsive to g povering (e.g., 8
powering on and/or powering up) of memory device 1106, As such, a validation
of the update 1o the data stored by memory deray 1101 caorbe initiated (g,
automatically) upon the powering of memary device 1106,

{0a%a6] A anadditions] cxarople, circultry 1110 can send the block chain
data 1120, along with the digital signature associated with block chain data
1120, to host FHE upon an extermal entity, such as host 1102, instiating o
vahidation of an update o the data stored in menminry array THIL Forinstance,
host 1102 can send 8 command o memory device 1106 {e.g., circuitry 11101 o
sense the block chain data 1120, and cireuitry 11 can operate on the command
fo sense the block chain data 1130-and send the sermed block chain data 112010
host 1102 for validation of the data stored in array 1161, rosponsive to recaipt of
the command.

a7} Upon receiving the block chain data 1120, host 1102 can validate
(o, deteimine whethet to validatey the daty stored 1 memory array 1101 using
the recetved block (e, the payload of the received global bluck). For example,
as will be explatned further in connection with Figures 12 and 13, host 1102 can
ase the cryplographic hash of the previous block m the block chain and the
cryptographic hash of the data siored i menory avay 11 to validate the data
Further, host 1102 can validate the digital ignatore assoctated with the block
chain data 1120 o determine the local block 15 included {eg., is eligble tobe
sircludetd) iy the loval fedger block chinine AS vsed berein, validating the updateto
the data stored in memory arvay 1101 can inchude, andfor refer to, suthenticating
andlor-attesting that the update is goshuine {e.g., Is the same as oviginally
progranuned), and has not been altered by hacking activiey, frequently provided
by & hacker, or other including wisathorized changes:

{8098} fn embodiments in which wemory grtay 1101 is aseoure array, @
golden hash, as desenibed firther n comtection with Figures 12 and 13, may also
be used to validate the wpdate to the data stored in memory array HHOL For
example, a run-time oryptographic hash can be gonerated {e.g., caleulated), and
compared with the golden hash, If the comparison indicates the run~time and

golden bashes mateh, it oan be detgrmined that the secure artay bas not been
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altered, sid thevefore the data stored therein is valid, 1, however, the

indicate that the data stored o the scowre-arvay has been changed{e.g., dacto a
hacker ov a faudt in the memory), and this can bereported to host 11062,

{8099} Tnone example embodiment; in addition to the validation of the
data stored in memory array LG, clrcnitry 1110 can validate the block chain
data 1120 {e.g., the received global block from the global ledger block chain) to
deternine if the block chain data 1120 /1s from an authorized entity {og., a
known eotityd and that the bash wndicated on the received block chain data 1260
matches the most recent Jocal block of block chain data on the focal ledger block
chain. Tn response to the validation of the block chaindata 1130, the circuitry
1110 can be configured to provide the update included i the block chain data
1120w avgment, modify, andfor replace code {or a portion of code) stored 1n the
SUCHHE ArTay.

{a8106] Aswill beexplained further in connection with Figures 12 and
13, after the validation of the block chain data 1120 servingasa focal block ng
local ledger block chatn stored i memory atray I, clronitey 110 can
senerate anadditional (o5, the next) local blogk (e g.. receive the negt global
block form the wlobal ledger block chain) to be added to the local Jedger block
chain for updating the data stored o memory array THOL T aomanner anatogous
to which the previous bloek chain data 1 E20 was gencratedireceived. Fot
exmmple, this additionad local block of block ¢hain data 1120 can inchude a
cryprographic hash of the previous block in the local ledger block chain, and
now chyproaraphie hash of a now update to the data stored in memory array
1181, Parther, thds additional tocs! block can include a header having a
timestarop indicating when'this block was gencrated (eg, received a3 an
additional global blockl, and can have a digital siguature assovigted therewith
that indicates thus additional bocal block 1s fromm an authorizod entity and iy be
inctuded in the 1ocat Tedger black chain, An example flustrating suchan

addstional local block will be fwrther desertbed horein {e.g., n connection with

Figure 33 Further, in conbodiments i which memory array 1101 is 2 seoure
array, an additional (e.g. new) golden hash cant be generated.
{86161} The additional lecal block of block chain data, as well as the

digital signature assoctated with the additional local block, and the additional
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golden hash, can be'stored in imeimory aveay 1161 as pwt of the local fedger
block chain. For example, the additional focal block can replace the block chain
dats 120 (o.g., the provious bleck chain data H128) in momory array 1161 The
additional block chain data, digitel signanure, and addiional golden hash can
then beused by host 1102 o validate the apdate (2.g., the pavioad) to the data
stored in memory array 1101, in 2 maneer analogous tothat previcusky deseribed
herein for block chain data 1120, Addivional focal blocks m the lTocal ledger
block chain cmt continue 1o be generated by civeuitey 1110 when they sre
received as global Blocks, validated by the host 1102 and used by host 110210
vabidate the update to the data stored o mernory array 1101, in such manner
throughout the lifetime of memory device 1106,

{a6102] The embodiment Hustrated in Figure T1A can include additional
erouitry, fogre, andfor componets net Hustrated 50 as not 1o obsaie
cmbodiments of the present discloswre, For exaimple, memeory device 1106 can
nclude address circuitry o latch address signals provided over O cobnectors
through IO circuitry. Address signals can be reeeived and decoded by arow
decoder and 2 column decoder, 1o acoess memory array 1101, Further, memory
device 1106 can include 8 main memory, such as, for instanse, a DRAM or
SDRAM, that s sepavate frow andfor inadditon to memory array LHHL An
example further itlustrating additonal civenitry, logic, andfor compouents of
menwey device HOG will be further described hergin {e g, B comnection with
Figoare 15}

{01834 Figure 11B isa block diagrany of a network of computing systems
which can incleds wasy compiting vodes i g public andlor private distributed
network, such as a peer to peer network, connvcted in v wirgd andfor wireless
manner waing wireless protocols and Internet Protocol (1P} in accordance with an
erbodiment of the present disclosire. In the example of Figure 118, multiple
nodes, 1100-1, 1160-2, VIB0-3, . . | TIO0-N, mre showiy connectad 1o a notwork
such as 4 peer 16 peer network. The network can support a distribuied fedger
technology (DL T such as “block chan™ echnclogy. A distuibuted ledgeris a
database that is spread over several podes or computing dovices.

{0a164] A “block chain™ is o contituously growing, encrepted st of
records. Blook chain is one form of a DLT in which waltiple nodes, 1100-1,

1100-2, 1100-3, .. ., T100-N, can share and store the distributed st of records in
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& peer to peer network mannet, As deservibed herein a “block™ wblock chain is
cotlection of infornmtion, e, dats, headers, transactions, sncevption, 8¢, A
block may be added to the growing list of records tn the ledger i1 i validated.
Blocks are added to the block chain ledger in chronologicat order.

{06105 Henee, i the example of Figure 11B, & given node, L1061 (H1),
PRO0-2 (H23, 1100-3 ¢H3y, . ., THHEN, may matntain s copy of 8 corvent Bstor
recordsiin ledger. The mounltiple nodes, 1100-1, 1100-3,1100-3, ., ., LIOG-N,
may cach represent a different host, c.g., computing device with processing
vesources. Forease of illustration, the hosts or multiple nodes, 1100-1, 1106-2,
EHH0-3, L. FHI0-N, may be considercd m relation to a block chain for
sutonomous andfor son-mutonomous transportation vehicles, cars, buses,

emergency vehicles, ete. Embodiments, however, are not Timited to this

example.
{p0106} fa this exasaple, & public or private cotity s (¢.g., & mifiary citity,

an airport nxanager, a hotel owner, & hospital entily, ofe.) servers iay represent
onenode, o, 101, onthe network of nodes, TIOO-1, 11002, LRRE3, .
TIO0N, shown in Figure 1B, Acertified ropair facility such as a dealorship
repair shisp may represent anothier node, .., 02, Node 1100-3 may be
another host, e g, another computing device, connected fo the peer to peer
network via the Internet andfor other wireless conngetions.

{88107} The public or private entity associated with nods 1100-1 may
mantain a “first block chain ledger™ having chronologreally inked blocks of
data related to a particular subject mattor assoviated with wode 1100-1, c.g),
maintain a firss block chain ledger for all the vehicles associated with that public
or privae entity. For case of iHusiration, and net By way of Hmitation, the
seferenved “firat block chain ledger™, having chronologically Hinked blocks of
data related o & partenlar subject mwatter associate with a partiadar node, ¢.g.,
for all the vehicles associated with g grven public or grivate entity, may also be
referved to heteiny as & “global block chain ledger™ (or, “global ledger block
chain™), The public or private entity can disteibute the first bloek chain ledger
elobal ledger block chain™) to other nodes, 1100-2, 1100-3, efe., in the peerto
peor network and to its vehicles, connccted as nodes to the network, in a wired
sadfor wircless manner. Various wircless communication technologies can be

attlized in conupandcating with different nodes, 1100-1, 1100-2, 11036-3_ . _
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FEOO-N. For example, difforent geberations of broadband wmobile
telecommunication fechnologies (e g, first through fifth generation {1-8GH,
dovice-to-device {e.g., vehicle to vehicle (¢2v)), 1o comnmunication mohiding
Bluetooth, Zigbee, sndior LTE devicero-devies conmnunication technologies,
and’or other wireless comprumeation wtilizing s intermediary devives {e.g,
Wikt wiilizing an sccess point (AP)) may bewilized in communicating with
diffevent nodes.

{o0108] Inthe example of Figure T1B, node 1100~ may repregent 8
particular vehicle belonging 1o o subset or class of vebicles associatéd with a
public or private endity by the particelat peblic or private'sntity represented by
node FHO0-1. In this example, node 1100-3 may represent another partiaday
vehicle, in the sgme or different subset or class of vebicles associated with the
public-orprivate entity or, altermatively, not be related to the public or private
entity associated with node 1100-1. Shmiladly, node 1100-N miay represent
another particular vehicle, in the same or difforent subsct or class of vehicles
associated with the public or private entity or, alternatively, not be related to the
public or private sutityt associated with node 11001,

{86109 Each node may have iy 0wn processing resource, e.g., ost
comnected o one of more memory devices sachoas Mustrated i Figure 11A,
Thus, vehicle nodes 1100-4, 1100-5, and P HKANmay cach include a single
and/or mudtiple host, e.g., processing tesgurees, 1102-4, 1HIZ-8 1102-N,
vogpectively. Bach hogton a given vehicle node, 1100-4, T100-5 and 1100-N,
may connectio nudiiple memory devices on each vehicle. For example,
memory devices 1Hi6-4-1, 1106-4-2, 1106-3-X may be associated with host
11602-4.on node 11004, memory devices 1H06-5-1, 1106-5-2_and 1106-5-B
aay be gssocited with host THIZ-3 on node 1100-5, and memory devices 11H6-
N-1, THI6-N-2, and 1106-N-Z miay be associated with host 1102 N on node
LIG0-N,

{08116} fn this example, finde 1O0-T may régulirty send, e.g, distribute,
tonodes 11004, 11008, ., and TTOO-N s updated copy of the comtimsously
growing fiest, e.g “global”, block chain ledger (alzo referred to horein as “global
ledger block chain™y maintained by node 1100-1 containing chronslogical
hlocks, e.g, data, related to the subject matier of all the vehicles gssociated with

the public of private entity. According to block chain technology, node 1100-1
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mity shave a copy of the first, e.g., “global”, ledger bock cham with other nodes,
P01, TT00-2, TIOR3, |, V106N 1 the distributed network, However, not
all of the “blocks™ in the growing first, vy, “global” ledger block chatn
maintained by node 1100-1 and received 1o other patticular nodes, 1100-4, 1100-
3, .., FHEEN, may be authentic andfor relevant to other partiadar nodes. For
example, particular vebicles, .o, nodes 1100-4, 1100-5, . ., 1100-N, may
belong to a subset or sub-class of vehicles sssocisted with the public or private
entity sssociated with node 110041, but only particular blocks in the first, g,
“dlobal”, ledeer block chain may relate 1o a pacticular node 11004, 11003, .
LN, e.g., particular vehicle, in that subset or sub-clsss of vehicles. Assuch,
according 1o embodiments disclosed herein, s particelar pode, 11004, 1100-5,
.. HHOO-N, may validate only those blocks muthenticated and refevant to that
node, 1100-4, 1100-5, .., 1100-N,

{0111y According o example cmbodinents, @ particular node, 0.8,
1100-4, may validate and add blocks, authenticated and relevant 1o the node, o a
sccond blotk chatn ledper which may beasubset of fovweer that all of the blocks
contained i the global fedger block chatn received from node 110041 1o node
1100-4. Node H100-4 suay store the subset of the “global fedger block chain™ as
a Mlocal block chain ledger” (also referred to heredn as“locad ledger block
chai”y on the respective node, 1H00-4, 11600-5; | | 1100-N. Node 1100-4 may
als share the local ledger block chain with other nodes. However, sane s not
voguired and the Tocal kedger block chamn 18 termed “ocal”™ w that it may reveain
“local” only to that particular node 1100-4, e.g., the host andfor memory devices
of a particular vehicle. Thus, forease of illustration, the second block chain
teduer (local lodget block chain™) may be referred to herein as a local ledger
block chain. The node, e.g., 1100-4, may receive many globat Blocks associated
with other global ledger Block chaing, pertaining to various subject matter, via
the notwork of nodes to whach it s cotnested. However, the node; o, 1180-4,
may be selective as to which bloeks it accepts add allows 1o be added to s local
fedger block chain As explained in greater detail i connection with Figures 12
and 13, embodineats of the present disclosure miay use the encryption
techniques deseribed i Figures 5-9 to validate and add blocks relevant toa
perticular node, HOG-4 1100-5, | | HIOO-N, and store-and maintain those

blocks on the particalar node, 1100-4, 1100-5, (| 1H1O0-N, as a "local ledger
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block chain”™ data, o.g., as seeare firmvware apdated 1o o particular vehicle. In
oue example, 3 single host (such ag shown in Figure 1A or multiple host ona
particidar vehicle, ©.g., nodes 1100-4, 1100-3, | . ., F1O0:N, can mamiain 3 focal
ledger block chain. As an example, a single or roultiple host can mainain g
distributed ledger ou the pode according to techniques desertbed in co-pending,
co-filed US applicationno. L entitled “USING MEMORY AS A
BLOCK IN A BLOCK CHAINT, attorsiey docket no. 10160030001, In this
exmmple, a firmware update relevant to 3 particulay vehicle, ¢.g, node 11004,
PRIO-5, . o, 1100, may be vahidated and added tothe “focal Jedger bloack

chain™ of the avde, 1104, 1100-53, | THHEN, or altermatively discarded.

{88112} Figure 12 ilustrates an example of an exchange between a global
fedger block chain 1222 and focal ledger block chains 1324, 1226, and 1238 as
can be opevated upon by eiveuitry and stored na memory andfor secore array,
¢.., by circainy 1110 and memory V140 1 Figure 1AL In this example secure
updates to data may be validated and stored in mermory such a8 memary avay
1101 described in conpection with Figure 1LAL As used harein, block”™ actording
o block chain technology n 2 block chais Jedger or systent can nclude data
(.55, pavivad), headers, cocryption, fustory, tinestamps, of¢. Again, 8 “block™ in
o hlock chain does not have to correlate o or equate to the size of a block of
memory, as explained as & storage vt of mewory in Figure 10

{88113] Further, ax used herein, the termn “global bluek ™ ts a bloek i the
first block tedger which i the oxarople i maintained and shared across & fadger
systom or network of entities. & “local block” fs a block only in a local ledger
block chain, mainiained as a subset of data relevant to-3 particular nods, e,
11004, s a sabset of particular subijeet matter relevant fo g subset of vehieles or

more specific class of entities swithin g svetom ornctwork of eatities, o

g
memery dovice 1181 in Fioure 11A. Neidther a global Block ov a local Block
chain have to oquate 1o a blogk'size of a particular memory architecture; A
global block andior tocal block may be smaller, equivaleni, andfor larger than g

block stze denonunation assoctated with a particulay roemory architecture or

desig
{80114} As shown i Figure 12, a first, e.g., global ledger block chain

1222 can be related to subject matter associated with node 1I00-1 in Figure 1B

The global ledger block chain can include global blocks 122041, 1220-2, 12203,
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1220-4; 1220-5, 1220+6, and 1220-M. Whe operated gpon by aircuttry and {ogie
deseribed hereiy, the global blocks 1226 can be validated and sccepted nto
second, e, docal, fedgir Block chainy 1224, 1226, and 1228, shown as focal
blocks 1221-1, 12212 1221.3, 12214, 1321-3, 13216 and 1221-N, Second,
e, local, ledger block chaing 1224, 1226, and 1228 niay be madntained by
nodes 1100-4, 1100-5, |, 11O6-N shown in Figere 11B, respectively therein.
Alternntively, if not validated to a focal ledger block chain maintaingd on a
particalar node, e.g., nodes THI0-4, 110G-5, | LI00-N shown in Figwre I8,
the respective global blocks of the global ledger block chain can be rejected
therefrom.

{88115} For example, when global Block chasn data is veccived by a
particular memory to be vabidsted and stored as a Yocal block within local fedger
block chain, global block chain data has 1 be validated by cireaitry and fogic,
¢.g., cireuitry 1 110 in Flpure T1A, before it becomes a local block within local
iedger block chain. by the exampleof Figawe 12, global block 12201 has been
validated, ©.g.. by cireuitry 1110, 1o become focal blogk 1221-1 in local ledgsr
block chain 1224, global block 1220-2 has been validated o become foval block
1221-2in Toval ledger block chain 1226, zlobal block 1220-% has beon validated
to become Jocal block 12213 1o local ledger block chain 1228, global block
1220-4 has beow validated fo become focal block 12214 m Tocal kedger block
chain {224, global block 1220-5 has been validated to becoms {ocal blaek 1221-
§ 1 local Tedpor block chain 1234, global Block 12206 hag betw validated 1o
become local block 1221-6 in focal ledger block chain 1226, and global block
1220-N hag been validated to bevome focal block 1221-Nrlocal ledger black
ghain 1228,

{80116} Inone example embodiment, the global blocks 1220 can be
received to a memory device, e, 1181 fu Fioure 114, validated, and added
fo.g., generated) fo b local ledger block chain 1224, 1226, or 1228, by asiny the
circuitey 1110 deseribed in Figore TEA Tn the example of Figure 12, global
block 12204 has been received and validated to become tocal block 12214,
Local block 12214 can be added to the local ledger block chain 1224 aftertocal
block 1221-1 has been validated by the cirewitry and logic described herein. As
deseribed further in connection with Figare 13, local block 1221-1 is used to

vatidate global block 1220-4 az an update of data stored in the memory. In this
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example, focal black 12214 can be accepted and stored as the next block inthe
focal fedger block chain 1224 after tocal block 1221-1). The global ledger block
chain 1222 can inchude blocks ina block chain configuration, architechure,
sadfor protocal from nnadtiple hosts (e.g., the bost 1102 deseribed i connection
with Figure 11AL

{80117} A host andéor memury may yaintain, e.g., store, lecal ledger
block chains 1324, 1226, 1228 and include only the validated global blocks that
are refevant 10 a patticular host sudfor memory. As an exaople, 8 local ledger
block chain agsociated with & particolar entry node may only stove data that
relates o traffic in and out of that entry point as blocks in that particudar locad
fedger block chain. Global blocks 1220 may include identifiers fora pantiaday
host sndfor memory associated with the data included in the global block. For
exampde, focal ledger block chain 1224 is shown associated with a pariiadar
hostimemory identifier (XD 1) Thus, circuitry associated with this host/msmary
relavonship will validate only related global blocks such that togal ledger block
chain 1224 will include only local blocks 1221-1 { global block 1220-1 from
global fedger block chafn 1220, local block 12214 (global block 1220-4 from
ziobal fedger block chain 1220), and local Block 1221-3 {global block 1220-5
from global tedger Mock chabn 12303 As an example, Jocal ledger block chain
1224 may boassociated with a fustontry node {e.g., entry node 333-1), Local
tedger block chain 122616 show associated with another host andfor memory
wentifier (1D 2% As av exanaple, local lodeer block chain 1226 may be
associated with a second entry wode {e.g., entry node 333-2). Thus, circuitry
associated with this host'memory relationship will validate only related global
hlocks such that Incal ledper blogk chain 1226 will include locsl block 1221-2
{global bloek 1220:2 from global ledget block cham 1220}, and local block
12216 {global block 1220-6 From global tedger block chain 1224, Local ledger
block chatn 122845 shows gssotiated with another host god/or memory
identifier {ID k) {e.g. g third entry node such as entry node 333-3 in Figure 3).
Thus, cwcnitry assoctated with fhus host/menmory relationship will vahidate only
related global Bocks {related to all sistey points into a location} such that logal
ledger block chain 1228 will inclade the local block 1221-3 (global block 1220-3
fram global ledger Mock ehate 12260, and local block 1221-N (global block
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1220-N from global fedger block chain) as these blocks pertain to that particalar
entey node OF BCCess pomt.

{8118 Using a local ledgor block chatns {o.g., 1224, 1226, 12238) to store
sppropriate Mook chain data as updates to the mersory of avespeetive host
andlor memory relationship (e.g, 1D 1, 1D 2, and ID_ k) can provide seowre
apdates o data stored in a given memory device (6.8, the memory device 1106
of Figure 11A) in associntion with a given host. As such, the circuitry and logic
deseribed herein allow for the exchange and organization shown in Figute 12
Forexample, cireuitry s configared to receive a global block eg, 12204 fom a
slobal ledger block chain 1222 and deternmine whether the global block 12284 35
related 1o a particular the host andfor wmemory relationship. M the global block
1220-4 is related to the particolar host andior moemory, ¢.g., a comparison of

to block chain techaigues match, the circuitry may add the global block 1220-4

to s focal ledger block chmn 1224, Global block 12264 of block chain data cam
include a pavioad of an update to data inchided ina secure anay associated with
the host andéor minery. The circuitey described herein, o.g., circuttry 1110, snay

validate the plobal block 1220-4 by checking, g, comnparing, a cryptographic

hash of @ current local block e.g, 12211 in the Tocal ledger block chain 1224
and a cryplographic hash of the data stored 1n the memory to be updated,
contained-in global Mock 1220-4. The ciorent local blook 12211 of the local
fedeor block chain 1224 also hag a digita! sionatee assoviated thetewith which ¥
similarly compared to indicate whethier the global block 122044 15 from an
authorized entity (g, includes an identifier 1D Lovidencmy that global bleck
1230-4 is from an entity associated with the particular hostand/or nienory
selationship inclading the loval ledger block chain 1224) As explained in
counection with Figare 13, if validated the cirrent focal block 12211 will
beconwe the “previous™ kecal block and global bluck 1220-4 will become the then
“euttent” local block 1221450 the Tocal ledger block chain 1224, The contents
of the local blocks 1221 of the Tocal ledger block cham 1224 (e.g, andior 1226,
1228) are desertbed in detatl i conpection with Figare 13,

{ea119 An authorized cntity may provide the global ledper blogk chain
12232 a8 o public ledger which may be distributed 1o all andéora povtion of the

hosty andfor memory that conowr the global ledger block chain 122210 receive
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access to a panticular Jocation. For example, the global ledger block chain 1222
may be generated and maintained by an entity which may monitor traffic ito
and out of a particular focation, roadway, ofc. For cxample, the global ledger
block chain 1222 may be generated and nionitored by a public or privae entity
{e., a military entity, an airport manager, a hotel owner, a hospital entity, ete)
that then monttors patticular vebicles as they move in and out of g location. Each
of the global blocks 1220 within the global ledger block chain 1232 may inchede
entrance and exit dats fora velicle with a particudar idemifier, For instance, as
Hustrated by Figwe 12, the global Blocks 1220-1, 12204, 1220-3 comespond o
host andfor memory D1, global blocks 1220-2, 12206, correspond to-host
andfor memory 102, and global blocks 132023, 1220-N correspond 1o host
saddor memory 1D k. Where the different T's correspond 1o a different host
andfor memory relationship (e.g, different velueles).

{80128 In thiy instancs, the public or private cofity gonerates and
maonitors the global ledger block chain 1222 such that cach instance of anupdate
of entrance of exit generated for particular vehicles {e.g., ora particular subsctof
vehivles sharing the identifier) ts revcorded 85 an immatable record in the global
todger blogk shain 1222, For example, global block 1220-1 includes an wpdate
for a velucle{e.g  or data in the memory assoctated with the vehicle) associate
with 113 1, global block 1220-2 mcludes an update for vehicles associated with
1D 2 and so on. The slobal blovks 1220 are assernbled in sequential order as
they are produced by the public or private entity and cach 'global block 1220 can
nclude & digital sigmanee indicating the particalar gate andfor particalar focation
where the vehicle g chloring or exsting, fu thag way, the public of private aatity
may keep an imumutable record of all of the updates {o.g., enters and exits,
mrovements, et generated for the different velicles monttored,

{80121} As used inblock chain woohnology, and described more in
connection with Figure 13, the global blocks 1220 1w the global ledger blogk
chain 1222 can include multiple headers and encrvption. For exgmple, the global
block of @ global ledger block chan ¢an include & global block header ncluding
a cryptoeraphic hash data €epa Hok 1) to the previous glohal block and a hash
including a coyptographic hash data fo 3 provious local block, Thus, when the
global block is received by the host 1102 andfor memory device 1106 in Figure

T1A, the global block to be added to the local ledger block chain can include a
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eryptographic hash (c.g, a link 1) a ¢urrent local block (elg, inblock chain data
1120} in the local ledger block chain and 2 eryptogeaphic hash of the wpdate o
daty stered in the memory device 1106 {e.g., 4 pavioad). The block chain data
1120 tna local fedper block chain can also tnchude a digital signatore associated
therewith that indicates that the global bloek is from mn smuthorized entity.
{80122} Stated differently, a global block from a global ledger block chain
may be received by the host sudfor the mamory, ¢.g., bost 1102 andfor memory
FE40 shown in Figure 114, and the circuitry andor Jogic on the host sadfor the
memory oiay detorming if the global block s telated 1o the host andior the
memory. 130, the global block and ity contenss may be validated to become a
new tocs block of block chain data stoved in s loend fedger block chain (e a8
partof block chain data 1120 stored on the armay 1107 of the memory 40 in
Figee VLAY The local bloek can also inchude  header having a tmestamp
ndicsting when the local Mook was poneratedfrecaived,

{po123] The aryptographic bash of the data stoved in o pemory artay, e.8.,
memory-array 1101 of Figure FAY o boupdated, altered, configured, anfor
atherwise changed by the date nctuded fn the received/zéncrated local blocks,
and/or the cryptographic hash of the previous local hlock 1 the Jocal tedger
block chain, can comprise, for instance, @ SHAZS6 cryptographic hash. Further,
the cryprographic hash of the data stored i memory weray, and the cryptographic
hash of the previous local Block in the loeal Tedger block chain, can each
respectively conmprise 256 bytes of data

{24 The eryptographic hash of the datn stored i memrory array can be
generated ey, caloudated), by clveuitry, e.g., circuitry 1110 in Figure 11A. In
sucly an cxample, the cryptographic hash of the data stoved can be internally
generated by memory device, e.g, memory device 1106 in Floe 11A, withont
having exterial data sroving on ¢ host'memory device interface, e.g., fnterface
Hiodan Figre 11A. Asan sdditional example, the eryptographic hashofthe
data canhe conununicated from an extornal entity, For instance,  host ¢an
generate the eryprographic hash of the data stored m a mamory array and send
the generated crvprographic hash to w memory device .., circaitry of the
memory dovice can receive the eryplographic hash of the data stored inmemory

array from host.
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{0125 Farther, a digital signarure sssociated with alocal block can be
generated fe.g ), calawdated), by cirenitry based on(gig., responsive to) an
external conmmand, sech as a command recetved fromm a host. The digital
signature can be gonerated using synunetnic or asymmetrie eryptography. The
digital signature may ficdude g freshuess Seld in the form of the previows local
block on the global ledger block chain {which should mistch the current local
block on the tocal ledger block chain when the block s added). As an additional
example, a host can penerate the digited signature, and send {e.g. provide) the
generated digital sipnature 102 wemory device,

{Bi126] The freahness field, described hercin, may change with each
global Block that is added to the foeal ledger block chain. Accordingly, the
froshmoess field way be used to validate the inconing global block is the correct
block to be added an the next block i the local ledger block chiin. The inconting
slohal block is verified to be the next lecal block to he added to the ocal ledger
when the digital signature indicates that the incoming global block is related o
the host, and the provious focal block ficld (the froshnesst of the mcoming global
block is the same a¢ the awrrent Jocal Block o the local ledger bloek chain
Because thy freshness can slso be used w calealate the digital signature, the
digital stgnature can be different with cach meonung global block.

{80127} Asmentioned, the digital signature can be, for instance, 8 digital
signature generated using asyimmedric eryptography {e.g., based oy public
andfor private keyvy, and can comprise, for instance, an eltiptical curve digital
signature. As an additional example, the sigmature can be generated uging
syiueinic cryplopraphy {e.g.; based o g wmque seoret key shaved betwsen a
hostand a memory devive). The seoret key can be exchanged by using any
gayrmetrie protovol (og., the Difffe-Bellman protocol}. In other exanmples, the
kev may be shared with & host in a secure environment {e.g., factory pradaction,
secure manofaotaing, as 3 vebicleis associated with-a pablic or private oatity,
¢te.). The generation and validatton of the secret key is discussed further in
connection with Figores 5-9,

{1 28] As desoribed in connection with Figure 1EA, such bluek chain
data 1126 can be stred in a memaory avay, o.g., memery greay 1101ty Flgure
11A. The block chain dats 1120 can be stored ina portion of memory greay 1101

that iy inaccessible 10 8 user of memory device and/or host {e.g., 1 @ “hidden™
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region of memory array). Soving & local bock and/ovioval ledger block chamvof
block chain data v & particular memory array can simphify the storage of the
tocal block by removing the need for software storage management for the local
block,

{80129} o the example of Figure 12, global block 133046 can nclude a
giobal header having & field for a hash of a previcus global block 1226-3, where
the previous plobal block ficld indicates the preceding block in the global ledger
block chain 1222, A different hash in the global header can include a provious
focal bloek ficld, where the previoas local Bloek field indicatesithe preceding
slobal block with-an identifier of same host andfor memoty 1D,

{86130 For example, global block F220-6 may inchude a local block field
with a hash for global Block 1220-2 (ihe previous related global block) beeause
they are both vehicle 1D 2. In thus way, @ pavticolar host andfor memory device
relationship (.., for a vehicles, o subset of vehicles) may reotive muktiple
global blocks 1220 from the global ledger block chain 1232, snd detcrnuine
which global blocks 1220 & accoptas a local blocks and which global blocks
122010 discard.

{e131) For exaraple, the local ledger block chain 1224 may be incladed
i g memory device andéor memory assoviated with & particular host dironghran
identifior i the form of s host (e.g., a velele) watdh 1D 1. The cireuitey as
described herein o be configured 1o store global blocks 1220 in the mevnory
agsociated with the host vehicle as past of the focal ledger block chain 1224, In
other words, the circuitry is configued © receive nuudtiple global blocks 1220
from theglobal ledger block chatn 1222, and when the circustry detenmibies that
the global block(sy 1220 belony i the host vehicle associated with vehigle [D 1,

they are avcepted as local blocks 1221 and added 1o the local ledger block chain

{80132 Specificatly, in an okample, § host vehicle andfor memory
assoctated with the hostvehiclé with gn 1D 1 includes, e.p., may store, the local
fedger block chain 1224 and the crrawitry sndfor memory may receive mudtiple
global blocks 12201, 1220-2, 1226-3, 1220-4, 1220:5, 122046, amd 1220-N
from the global ledeer block chain 1222, The circuitry'is configured to
determine whether the wultiple global blocks 1220 received from the glohal

ledeer block chain 1222, by the eircuifry are refated to the host velicle andfor

41



WO 2020/198184 PCT/US2020/024379

memory gasociated with the host vehicle 1D 1. Thus, the cirenitry miay
determine that the global blocks 1220+, 12204, and 1220-3 are related to the
host vehicle (21, and the cireuitry is configured to validate and, if validated, to
sequentinlly add global blocks 12301, 123044, 1220-5 of the multiple global
blocks received froms the global fedger block chain: 1222 1o the loval fedger block
chain 1224 as local blocks 1221-1, 1221-4, and 1221-5 becanse it has been
verified that they ave velated to the host vehicle 11 Tnv another exaniple, a
deternination of whether the tultiple global blocks 1320 are refated toa
particular gate of a location. In this way, different blocks can be sorted and
associated with different entities where one focal block ¢hatn ledger may be
assoctated with a vehicle (ncluding all enters and exits a vehicle makes) and
anther local block chain fedper may be associpted with a gate (acluding all
vehicles that enter and exit that gate), ete.

{00134 Inone exanple, the global blocks 1220-1, 1220+, and 1220-5
canr be added (sequentially) to the local ledger block chaw 1224 when a previous
focal block ficld in cach of the respoctive global blocks 1220 matches a currant
local block field inthe current Jocal block of the tocsl ledger block chain 1224,
Specificaly, the cironitry cant validate the incnning globsl black 1220-4 by
confiming that the global block 1220-4 i fromy an authorized entity (e.p, the
vehicle wentity in the global ledger block chain 1222) and checking that the
previous focal block ficld of ghobal block 12244 4s # hach & local block 12211
Ewehich i the same asthe global block 1220-1), and checking that the corvent
focal block 1221-1 has a matching hash in fm own current Tocal block field. This
provedure can be applivd to add the global block 1220-3 to the focal fedger block
shain 1224, Thus, the global blagks 12301, 12204, and 1220-5 ¢am becoms
focal blocks 12211, 12214, and 12253 m the Tocad ledger block chain 1224,
Using this method and configration, the logal ledger block chain 1224 nchades
andiple local blocks related 1o a host andfor memory assocuited with (1D 1
assembled m sequential order.

{00134} Additionally, the airowstry is configured to refratn from adding
global blocks 1220 to the local fedger Mock chatn 1224, when they are unrelated
to-the host andior memery 1D 1. Thus, the cireuiiry may detenmine that global
Mocks 12202, 1220-6, 12203, and 1220-N are not related to the host andior

memory 12 1 and may discard the unrelated global blocks from local ledger
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block charn 1224, The mechanisms described tn-cotmection with Figure 12 oy
b applied to meltiple hosts andior mudtiple memories e, tocal fedger block
chain 1226, and local ledger block chain 122&

{89135} For example, the cirenitry siay genente  loeal fedger Block
chain {e.g, 1234} for validating av ppdate to deta stored in the memory (o,
122044, 1220-3, 122046, 1320-N) from a global ledger block chain 1222, The
¢ireuitty may add a frst pottion {o.g, 1220-1, 12304 1220-5) of the global
blocks i the local ledger block chin 1224 when o digital signatee assoviated
with each of the global blocks of the first portion 13 verified by the ciraatny fo be
related 1o the host andfor memerv {e.g, ID_D. The circuitry may discard a
second postion {e.g., 1220-2, 1220-6, 1220-3, 1220-N) of the received global
blocks when the second portion of the slobal blocks are determined to be
anrelated fir the host andfor memory sssociated with 1D 1 (.., the second
portion isassoeiated with 1D 2, andior 1D k).

{H36] Asgis deseribod furthor in connection with Figare 13, @ freshnoss
field may be used by the cireniiry & verify a global block belongs in the local
todper block chain (0., 1224, 1226, £228). In the exampls above, cach of the
global blocks of the first portion (eg. 1220-1 12204, 1220-8y include @
freshmess field used to generste the digital signatwre. The freghness field for each
of the plobal blocks of the fiest portion {ep., 1220+, 1220-4, 1220-5)
corresponds o a current local block of the local lodger block chain 1224 Ag
such; the global blocks of the first portion {e.g, 12201, 1220-4, 1220-3) arg
added tothe local ledger block chan 1224 i sequential order {as loval blocks
12331, 12214, and 1221-5) and stored in the memory associnted withi the host,
{68137} Specifically, the circuitry can geperate & digital signatwre based
on a freshness field of the global block. For instance, the cirawtry iy generate
the froshness fickd of global block 1220-4 by identifving a provious tocsl block
field i the header of the global block 1230-4 (in this instance, this would he g
hash of global block 1220-1 beeause 1t is the previous global block with the

12 1. Where the corrent local Block 122141 of the local ledyer block chain 1224
and the previous local block ticld (again, i this fostance this woultd be global
block 1220-1) of the global block 1220-4 of the global ledger block chain 1222

are the same.
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{138 Figure 13 Hlustrates an example of a local ledger block chain
foug., local ledger block chain 324) for secare updates stored i memory {e.g in
memory array 1101 previously deseribed in connection with Figawre 1A w
accordance with an embodiment of the present disclosure. The local ledger Block
chain 1324 can be similar to the tocal ledger block chain 1324 deseribed in
comnection with Figare 12, For ase of ithustration, Figure 13 illustrates only
focal ledger block chain 1324, However, examples deseribed dn comnection with
Figure 13, and local kedeer block chain 1324, may also be applied for other local
fedger block chamng (2.u., Tocal ledger block chane 1226 and 1228 deseribed'in
conneetion with Figure 3}, Local Iedeer block chain 1324 15 a bloek chain used
for secure monitoring of waffic entering and exiting a location andfor rondway
using data stored i a memory of a respective host andfor memory exchange. As
one example, the bost andfor memory exchange i associated with a partioudar

identificr, o.g., wWentifier DL

{86139] In this exsmople, the local blocks 1321-1, 13214, 1321-5 of the
focal ledger bloek chain 1324 are blocks that were reveived as, g, proviously,

wlobal blocks 12201, 12204, {220-5 in'the example of Fizure 3. Tnone
examply, circuitry 11100 Figare 114 operates on the recetved glibal blocks
gsing block chain encryption: and decrvption technigues described 1y connection
with Figures 5-8 to compare and validate respective @ hash of the block chain
data, £ g., osing an SHA2386 bash, When the global blocks are verified as being
velated fo the host andfor memory feg, 1D 1), they may become Tocal blocks
F321-1, 13214, and 1321-5 and be stored as an imnustable record in the local
fodger Block chan 1324 for the bost andfor memory associated with I 1. dn
this example, circuiry operates to compare & block chain hash for local block
13314 {e.g., previously global block 132044} to local bloek 13211 {e.g.,
previously global Block 1220-13, for storage in the mermory assoviated with the
host 1D L Once validated by the ctrowtry associated with the host andfor
memory, the cireuitry may lisk to'the local bloek 1321-1. Likewise, locgl block
1321-5 (... proviously global black 1220-55 once vahidated by the eivenitry
associated with the host and'or memory may ik tothe local block 13214,
{06140 Tn the exanple of Figure 13, cach local block{e g, 13211, 1321~
4, andfor 1321-5 et} may respectively inchude the fllowing information: a

global block header, eug., 1330-1, 13304, 1330-5 and a Toca! block header, g,
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F332-1, 1332-4, 1332-3 i this oxanple, edelylocal block header 13321, 13323~
4, 1332-5 tnchudes a previoos focal block hash 134583, 1348413485, a carront
focal block hash 1334-1, 1334-4, 1332-5, and a block signaturs 1335-1, 133354,
1335-8. Asshown i the example of Figure 13, cach tocal block, eg., 13218,
13284, and 13215, inchudes a paviosd, e.g, 1336-1, 1336-4, 1336-3 a8 partof
the block’s information, c.p., data. As mentioned in conngction with Figure 3,
each of the blocks {e.g., global and local) may include multiple beaders {eg.,
1330-1, 13321} to Hok o current block to a previous block in their respective
block chamn ledgers (global orlocal).

{141 For example, referring to the method of adding local block 1321-
4 to the local Jedger block chain 1324, the global block header 13304 may
inchude a freshness ficld nthe form of @ hash for a previous global block having
the same associaied 1D T within the global ledger block chain, s well as a hash
for the current global block (io link the global fedgor block chain together). Put
another way, when the global block {e.g., 1220-2 of Figure 13} is in & global
fedger block chain (e.g, 1222 of Figare 12}, the freshaess ficld in the global
block header is a hash for s previous global block (s, 12201 of Figure 12)
having the same assoctated identifior {o.g, 1D 1) by the global fedier block
chain {e.g., 1232 of Figere 12). Inthus example, whenlocal block 1321-4 is
being verified to be added to the local ledger block chain 1324, the carrent loeal
block hash 1334-1 of the {ocal block 13211 4n the local ledger block chan 1324
will e the same as the freshness field i the global Block header 1330-4-when
the circuitry validates the ncoming global block {e.g, 1220-4) to add it to the
focal ledger block chain 1324 ¢ focal block 13214, Put oven another way, the
frestuiess field of the of the plobal block header 1330-4 should match the awrent
tocal block hagh 1334-1 of the local block 1321-1 of the local fedyer block chain
1324 because the current focal block 13211 was previously global blogk 1220~
i

{08142} The local block headers &g, 1333-1, 13324, gnd 1332-5 each
respectively include a previous local block hash e.g., 13451, 13454, and 1345+
5 {10 link together the local Tedger block chain 1324), and a current Jocal block
hash e, 1334-1, 13344, and 1334-5 {which is the same as an ingoming glohal
hlock freshness feld), and block signatures eog., 1335841, 13354, 13385 to

Ty

indicate that the block is from an authorized entity (e.g., 2 Hsied vebicle tdentity
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andfor an entity associated with @ host andfor inemory) and velated o the host
andéor menvory {e.g 1D 1Y The pavioad e.g, 13361, 1336~4, and 1336-5 can
be data which mchides a bardveare, configuration, andior software update (g,
configuration, change in confipuration, sheration o & device of the host andior
meniory associated with the host, ete) and sudéor a crvptographic hash of the
data stored in the memory-to be updated.

{00143 For exanyple, a bost, inthe form of & vehicle andéor memory
associated with the vehicle having an wentifier of 1D 1, wmay include s memory
and eireaitry 1o generate a local ledpey block chain 1324 for validating an opdate
to data stored in the memory . In this example, the local ledger block chain 1324
is comprised of local block 13214 {e.g., global block 12204 of Figure 12} taken
from a global Tedger block chatn{e.g, 1222 of Figure 12). The local block 1321-
4inctudes a corvent Tocal block eryptographic hash 1334-4 of the carrent Tocad
block 13214, The current local block crvptographic hash 1334-4 sy be
compared o a previous local block crvptographsc bash 13454 which was
current local block hash 1334-1, as a freshness field to validate anorder g 2
seguence) and Hak the Tocal Jedger block chain 1324 andia covplographic hash of
data stoved i the memory to be updated (e.g., the payload 1336-1, 13364, and
1336-8). The local block 13214 of the local kedger block chain 1324 has
digital stgnatuve 13334 associated therewith that indicates the global block {eg.,
1220-4 of Figure 12} was Bom an authorized entify and was correctly added as
the Jocal block 13214, b some examples; the suthorized eutity may boa public
or private entity associated with the vehicles which is monitoring el vehieles
assooiated with the public oy private entity, Iin this way, the host andfor imemory
associated with 1D may chesk the block signatmre {e.g., 1335-4) and may
discard global blocks received from the globatl fedger block chain {e g, the
wlobal lodger block chain 1322) that are notvelated to the host andfor memory
assoctated with 1D /1

{poi44] The hostandfor memery 11 can be configured to receive the
focal ledger block chatn 1324 frony the moemary, vahdate the update (e, e
payload 1336-1, 1336-4, and 1336-3) to the duta stored fn-the memory wing the
recaived focal ledger block chain 1324, In this way, the host and/or memory
associated with 113 1 ean maintain-and/or monitor each of the updates provided

fo the host andfor memory from the authorized entity. Becanse the assembly of

46



WO 2020/198184 PCT/US2020/024379

the local fedger black chain 1324 generates s ivmustable reeord, the circuitry
may maitain control over what apdutes have taken place. This may prevent
frandulent updates; andntentional changes, wistentional arvor, and nefanous
hacking attempts. Additionally, the maintenanee of a foeal ledger block chain
1324 on the memory associated with the host can provide g record of updates
which may be prodaced upon demand., After g global block from the global
fedger block chain (e.g., the global fedger block chain 1223 of Figure 12) has
boewn validated and added to the Tocal Tedger block chain 1324, the cirenitry may
implement the update included n the payload e.g., 1336-1, 1336-4, and 1336-5,
jn145] For example, the local ledger block chain 1324 may validute a
slobal Block {g.g., the global block 1220-1 of Figure 12} and add it to the local
fedeer Block chain 1324 as the local block 13211, After the validation, the
elrounivy can execute the update 1338-1 inchuded i the pavioad 1336-1 ofithe
focal block 1321-1. The authorized cistity may push apother update to the host
andior memary associated with 1L as such, the circuitry may receive 8 second
ghobal block (v.g., the global block 12204 of Figure 12 which may be validated
by the clrcuitey and added sequentially as loval block 1321-4, linked 1o Jocal
block 1321-1, The circwitry may cheek and compare & cryptographic hash of a
freshiess fleld e, provious locad block hash 13435-40 If valid, thas validation
and hnking in the local ledger block chain 1324 the circuitey wmay execute the
apdate 1338-2 included in the payioad 1336-4 of local block 1321-4. Using this
wmethod, the meniory may continog 1o add global blocks as local blocks o the
focal ledger block chain 1324 ag deseribed for local bloek 132145, efe. Insome
xampleg; the host and/or memory associated with 1D 1 may rewmove an older
partion of the loval ledper Mock chain 1324 to crsate vataney in the nrentory as
the focal ledger block chain 1324 indregacs whenrmore ppdates are generated by
the authorized entity.

{p0146} For example, the host anddor memory tay be a coamputing device
of a vehicle having an 1D _L, and the local ledger block chain 1324 can indicate
updates to a softwiwe anddor hardware companent en-board the vehicle. The
computing deyice may inchude athreshold amount of snpstable reeords that can
bhe stored in the memory, In soime examples, updates {o.g, 13381, 1338-2yave
pushed from the avthorized entity via global blocks to apdate a software andéor

hardhvare component of the computing device, the circeiiry may remove a loeal
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block {e.¢, an olderdoval block) from the local ledier block chain 1324 when
the local tedger Modk chain 1324 has reached the threshold. The oyrowdtry miay
remove an older local block (eg., 1321-1) to create vacancy it the memoty of
the computing device for a nower loca! block {g.g, 132 1-3) by executing
frmwars to alter the root {e.g., the root of the consensus, root of & Merkle tree,
ete) of the local ledeer block chain 1324, 1n this way, the cireuitry can maintain
control of the updates as the local ledger block chain 1324 adds new loead
blocks.

U E ¥ In-one emmbodinent, the above deseribed global Block cham and
focal ledger bloek chaing can be used to securely monitor gaffic of vebivles. As
an example, 85 a veluele enter a locstion, data can be exchanged between the
vehicle sud an entry node to securely verify identities of the vehicle and the
entry node. The entry node canruse the gdobal block chatir to vertfy the identity
of the vehicle and any access data related o that particular vehicle. In addition,
the entry node can verify that a vehucle nssocisted with this particular identity
that has been received has not already entered the focation (and thus would
ivdicate that wis current vehicke requesting gecess 3 oot authodized, is
fraudulent, is a hagker, ot} However, i the vehicle s granted avcess through
this provess, a block can be added o the global block chain that indicates the
vehicle has beon granted secess. Upon exit of the vehicle from the location, 8
black can e added to the block chabn indicating the vebick hag exited, The local
fedeor block chains can be used (0 pinpoint pargcolar ontry poliits and what
vohicles haveentered and exited those entry points without having to monitor
the entire global block chain.

{08148} Figure 14A illustrates an cxample of a pair of registers 1439-1
and 14382 wsed to define & secure mentory array i accordance with an
embodiment of the present disclosire, and Figure 14B iHustrates a dlagram of a
portion of a memory array 401 that includes 3 scowe memory mray defingd
using registers 1439-1 and 1439-2 it socordance with an embodiment of the
present disclosure. Registers 1439-1 and 1439-2 can be, for instance, rogisters
1139-1 and 1139-2, respectivaly, proviously described in contrection with Figare
114, and secure menory array 1401 can be, for instanos, memory areay 1161
previpusly described iy connection with Figure 11A. For instance, ag shown in

Figwrs 148, secure mepory array 1401 can inchude a number of physical blocks
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BOT-0, 1407-1, . 1407-Blof momary cells, cach including @ number of
phiveical rowg 1403-0, 14031, | 1403-R having a numiber of sectors of
menrory cells, in s manner analogous to memory array 1001 previousty
described in comection with Figure 100

{80149} As shown i Figore 144, register 1439-1 can define addresses of
the seeurs aray (8.g., the addresses of differont poiticons of the securs array), and
rogister 1439-2 can define sizes of the secure svray (0.8, the sizes of the
different portions of the sceure array). The addvesses of the seaure array defined
by register 1439-1 can corvespond to, for instance, starting points (e.g., starting
LBAs}) of the secure amray (.., the starting peints of the different portions of the
seeure areay), and the sizes of the seeure arvay defined by register 1439-2 can
correspond 1o, forinstance; ending points (g, ending LBAs) of the secure oy
fe.g, the ending points of the different portions of the secure areav),

{po1sa] For example, as shows i Figure 144 rogisters 1439-1 and 1439
2 can define N pairs of values, with cach respective pair comprising an sddress
value (g addry defined by rogister 1439-1 and o size value (e g, tizey defined
by registor 143922, For instantce, in the example Hlustrated in Figire 144, Pais
comprises addiess value addre and size value sizes {o.g., Pairg = [addry, sizee]),
Pairpcomprises address value addrr and siwe valae siver (e, Pairy = {addy,
sizeel), and so on, with Paire comprising address value addoy and size value
steew {e.Q., Painy = [addny, sizen]). The sddress value of a pair can correspond to
astarting point (e.g., stavting LBA)Y of 4 portion of the seowre amray, and the sum
of the address value and the size value of that pair can correspond to the ending
pomt (&g, ending LBA) of that portion of the secure array. As such, the entire
secure aray {¢.8.. the portions that comprise the entire secure array) can be

given by {addre, addrs + sizee] U {addvi, addes +mize] U L. U {addey, addes +

stzen)
{68151} The first pair whoste size valae defined by rogaster 1439-2 48 2ero

ot stop the definttion of the seoure array. For instance, in the example
ttostrated in Figure 144, ifthe size value of Pain is zevo, then the seotie array
would be given by: faddr, addro +simes] U {addry, addvo+sizerl

{80152 Anexample of a seowre array defined by registors 143941 and
1439-2 fe.g, with all siee values defined by regisier 1439-2 as non~-zero} is

lustrated i Fygwe 14B. For instance, as shown m Figure 14B, the address {o.g.,
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LBAY associated with sector 1405-0 of mewory arvay 1401 is addre, the address
associated with sector 14051 of menmory artav 1401 is addro + sizes, the address
associated with sector 14058-2 of memory acray 1481 15 adde, the address
assoctated with scetor 14053 of memory svray 1401 s addr + size, the address
assoctated with sector 14054 of memory array 1401 1y addrg, and the address
associated with seotor 1495-% of memory atray 1401 by addn -+ sizew. Agsoch,
the secure areay coraprises sectors (e.g., the data stored in sectors) 14050
through 1405~1, sectors 140542 through 1405-3, sud 14054 through 1405-3,
Hovwever, the sectors of memory array 1401 that ave before sector 039, and
sectors 1405-1 through THI5-2 of memory arvay 1401, are not part of the secare
array (.2 the secure aray comprises a subset of amray 1401}

{08153 Figare 15 1s a block diagram of an examplememory device 1506
in accordance with an ensbadinent of the present disclosare: Memory devier
1506 can be, for exanple, memory doviee 1106 proviously described in
comnection with Figure 11A

o154} Agshown in Figure 15, memory deviee 15036 caninchide a
mumber of memory atrays 15011 shrough 1301-7. Memory amtays 1501-1
thwongh 1301-7 tan be analogouns to mermory srray 1001 proviousty described
comnection with Figure 18 Further, i the example ithatrated in Figwre 15,
memory array 150 -3 1sa secore array, subset 1511 of memory array 1561-6
comprises a sevarc array, and subsets 1513 and 1515 of memory array 1501-7
comprise a seeure aveay. Subsets 1511, 1513, and 1515 caneach include, for
instance, 4 kilobytes of data. However, ersbodiments of the present disclosore
are not hvuted to 8 particudar seimber or arrangement of memory atrays or
SCCUre WTAVS.

{80155} Asshown in Figure 15, memory device 1506 can nclude a
remediation (e.g, recoveryl block 1560, Remediation block 1560 van be used ag
a source of daty tn case of errors (&g, nustatches) that may occut during
operation of memory devige 1506, Remediation block 1560 may be cutside of
the area of memory device 1506 that 1s addressable by a bost,

{BnIss} As shown in Figre 15, momory deviee 1306 can inchude o serial
peripheral interfice (SPI} 1504 and a controller 1508, Mamory device 1306 can

use SPI 1504 and controller 1508 to conununicate with-a host and memory
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arrays 15011 throngh 15801-7, as provioushy déseribed herein (cig., 10
connection with Figure 11A)

{89157} Ag shown in Figwre 13, memory device 1306 can inchale o seome
register 1586 for mmtaging the security of memory deviee 1506, For exanmple,
seeure register 1886 can configure, and cormmicate externally, toan
application comtroller. Further, seoare registor 1586 may be modifiable by an
authentication command,

{e0158] As showrn in Figure 18, mensory deviee 1506 con inchude kevs
15821, For istance, memory deviee- 1306 can tnclude cipht different slots to store

keys such ag root keys, DICE-RIOT kews, andéor othier external session kevs.

sanans,

{86159] As shown in Figure 15, momory device 1306 can inglude an
electronically erasable progrmamable resd-only memory (EEPROM) 1523
BEPROM 1523 can provide a secure non-volatile area available for a host, in
which individual bytes of data can be crased and progranuned.

{a8166] As showwin Figure L3, memory device 1506 caninclude
counters (©.g., monotonic cowtersy 13258 Counters 1325 can be used as an anti-
replay mechanism (g, froshness generator) forconmmands {og.. to sign g
command set of sequchse) received from and/or sent to 1 host. For instanes,
memory dovice 1506 can inchude six different monctonic counters, two of which
may be used by memory device 1306 for the authenticated commands; and four
of which may be used by the host,

o6l Ag shown i Figure 15, miomory device 1506 can include an
SHA2S6 ervptographic hash foncton 1527, andfor an HMAC-SHAZSS
cryptographic hash Buction 1329 SHA-256 andior HMAC-SHAZS6
sryptographic hagh functions 1527 and 1529 can be used by mgmory devise
1506 1o generate cryptographic hashes, sach as, for ingtanee, the eryprographic
hashes of bloek 220 previoushy deseribed herein, andfor g golden hash used 1o
validate the data stored m mcmory arrays 1501-1 through 13017 3¢ proviousty
deseribed herein, Forther, memory device 1506 can support L8 and L1 of DICE-
RIQT 1531

{pie} Although specific embodiments havi been iustrated and
deseribed berein, those of ordinary skiftin the arpwill approciate that an
areangement calevlated to-achieve the same results can be substituted for the

specific embodiments shoven. This disclosare s intended to cover adaptations o
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variations of a munber of embodinients of the presont disclosure. It isto be
widerstood that the above description has beent muade n an llustrative faghion,
and nota restrictive ene. Combination of the above enbodiments, andiother
enbodiments nof specifically described herein will be sppareotto those of
ordinary skill in the art apoy revigwing the above deseription. The scopeofa
namber of embodiments of the present disclosurs includes other applications in
which the above structures and methods are used. Thereforg, the scope of a
wnber of embodiments of the preseat disclosure should be determined with
referonce 1o the appended chuma, along with the full fange of dquivalenisio
witich such claims are entitied,

{88163} In the foregoing Detatled Description, some foatures sre grouped
together in a single crobodiment for the purpose of streamliniog the disclosure.
Tins method of disclosure i3 not to be interpreted as reflecting an intontion that
the disclosed cmbodinents of the present disclosure have to use more featirss
than are expressty rectied in each claim. Bather, asthe following clains reflect,
inventive subject matier Hex in fess than all features of g single disclosed
cmbodiment. Thuig, the following clalms are hereby ncorporated inte the
Detailed Deseription, with cach claim standing on its own as a separate

embodiment.
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What is Clamed is:

1. An apparatus, comprising:
a memory, and
circuitry configured
recsive identity data, a signature, and a request to enter a location
from an entity;and
anabyze the request by
verifying an identity of the entity based on the identity
data and the signature;
consulting at Ieast one of o phuality of blocks in a block
clwin to determine whether data assoctated with the eotity authenticates entry
into the location, wherein each of the plarality of Mocks ehudes:
a crvptographic hash of a previous block i the
block chain; and
acryplographic hash of cach of the respective
plasality of blocks; and
i response to verifying the idiatity of the satity and
authenticating entry nto the location, generate a block in the pharality of blocks

in the block chain,

2. The apparatas of clainy 1, wherein the generated block indicates that the
entity haw been sltowed 1o enter the location.
3. The apparates of claim 1, wherein:

the plurality of blocks i the block chain are organized 1n-a global block
chain that ave added to local ledger Mock chaing: and

cach-of the local ledge block Shans are associated with & particular eotry

of a plurality of eniries 1o the location,

4 The apparates of claim 3, whereln the cireuitry $s further configured o
add the generated block in the plusality of blocks in the block
chain to a local fedger block chain assaciated with the particular entry

mto the location that the entity usesd; and
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%



WO 2020/198184 PCT/US2020/024379

refrain from adding global blocks to the focal ledger block ¢hain,

when they are unrelated to the apparates.

3 The apparatusof claim 4, wherein the clrouitry is configived to
sequentially add global blocks of the multiple global blocks received from the

global ledger block chain to the loeal ledger block chain when they are related to

the apparatus,

. The spparates of olaim b wherein the local ledger block chain is stored

in a seeure array defined by o pair of registers.

7. The apparatus of elaim 1, whereln the cireuitry i configared toreceive

omsdtiple global blocks from o global ledger block chain.

8. The apparatus of claim 1, wherein the chreuity 15 further configured to,
i1 ragponse to not verifving the identity of the entity, providing an indication that

the entity is dented sevess 1o the location.

9. The apparatus of any oue of claims -8, wherein the cirenitey is further
configared to, i regponse o deternuning that the at Joast one block that was
consulted indicates that the entity has already enteved the location, providing an

indication that the entity is denied access to the location.

10.  The apparatus of any one of claims 1-8, wherein:
the memory comprises an array of memory-cells; and

the circuitry inclodes & pair of registers configured to define the array.

11, The spparatus of claim 10, wherein the pair of registers mcludes:
aropister configured to define araddress of the greay; and

aregister configured to define a size'of the avay.

12, Anapparatus, comprising:
a memory; and

circnitry configured to!

o3
-



WO 2020/198184 PCT/US2020/024379

recetve a public koy, identity data, & signdtire, and a request to
enter a focation from & vehicular entity
anabvze the request by
verifving an sdentity of the vehscular entity based on the
identity data and the sigabare;
determining whether at least one block of a block chain is
associated with the vehicular entity: and
detenmining whether the at least one block indicates to
allow entry to the location;
wherein, each of the blocks of the black chain includes:
acryptographic hash of a previous block in
refation 1o cach of the blocks in the block chain; and
a cryptographic hash of each of the respective
blocks.

3. The apparates of claim 12, wherein the circuitey is firther configured to,
in rosponse fr verifying the identity of the entity and allowdng eniry o the
focationy:

gengrating g block in the block chain that indicates that
the vebicolar entity has beew allowed to enter the location; and

adding a cryptographic hash of a block-added prior to

goneration of the genetated block to the generated block,

I, The apparates of clatm 12, wherein the circuitry is further configured to

verity the signatere pia frostuiess field of the at least one block.

15, The apparatus of any one of claim 14, wherein the circuitry detormines

the froshmess ficld by identifving & fiokd of a provicus block of the block clain

16, The appaatus of auy one of claims 12-15, wherein the circuitry 18
configured to deny subseguent requests to enter the location made by a
subscouent entity thot provides subsequent identity data that is identical to the

identity data of the vehicular entity.
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17.  The apparatus of clabm 15, wherein the eivetitry is configured to deny by
aecessing the gencrated block and determining that the vehiowdar entity hag

already entered the location.

18 Theapparatss of awy one of claings 12-15, wherein the ciregitry s
condigured to, in response o the vehiowlar entity exiting the location, gengrate an

additional block that indicates the vehicular entity has exited the location,

¥ A systen, comprising;
amemoty; and
cireuitry configured o
receive identity data, a signature, and a request to enter a location
from an entity; and
analyvee the rwguest by
verifying an identity of the entity based on the identity
data and the signature;
considting at loast onie of a plusalisy of blocks bt a block
chaitn to determine whether data associated with the entity authenticates entry
o the ocation;
w response 1o verifving the identity of the entity and
authenticating entry into the location:
sending an indication that entry to the location is allowed;
and
generating a block in the phaabity of blocks m the block
chain; and
a host, wherein' the host 1 assoctated with a vebicokar entity and is
configeed to:
send the identity data, the sigtatare, and the request; and

receive the indication that entry to the locstion is sllowed.

20, The svstem of clm 19, wherein the host is confipured o, in'response to
the velienlar cntity exiting the lovation, indicate to the cirouitry that the
vehicular entity has exited, and wherein the cirewitry, in response to recetving

the indication that the vehicular entity hag sxited, generates an additional block
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to be'added to the plurality of blocks mv'the block chain indivating the vebicular

entity has exited,
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