;e3e7|7 D. 6(T| X & ~ APR 2003 "Met hod and System for Recovering
Electronic Mail for a User at a Renote Location" DESCRI PTI ON OF THE

| NVENTION THIS I NVENTION rel ates to a method and system for recovering

el ectronic mail for a user at a location remote froma s@ yepAPR Q00di ch the
user bel ongs, but which the user is unable to specify, in order to retrieve
the user's electronic mail. It is often desired for an Internet user
travelling on business or at leisure to be able to establish a connection

at aremte | ocalyigoli i $8HVRE oW ElROHRSMACHENGULR @gler 10

retrieve electronic mail. Software systens, known as renbte access nai
C|ient31,f9ﬁaﬁﬁ&ﬁkﬁ&hﬁﬁ mail for a user located renotely fromthe user's
el ectronic maiT server already known. However, these known renote access
mail clients require the user to specify the electronic mail server
concerned by supplying the server nane and the numerical Internet Provider
(I'P) address. If the user is unable to specify the server in this way, the

user will bRESGREPHON OFTHE NYENWON ectronic mail at the renote | ocati on.

The user is thus obliged to carry the relevant information with himand,
since the information is not of the kind which can be readily nenori sed,
the user may have to carry the information in witten form

THIS INVENTION relates to a method and system for recovering electronic mail

for a user at a location remote from a server to which the user belongs, but which

the user is unable to specify, in order to retrieve the user’s electronic mail.

It is often desired for an Internet user travelling on business or at leisure to
be able to establish a connection at a remote location with a server to which the

user belongs in order to retrieve electronic mail.

Software systems, known as remote access mail clients, for retrieving mail
for a user located remotely from the user’s electronic mail server already known.
However, these known remote access mail clients require the user to specify the
electronic mail server concerned by supplying the server name and the numerical

Internet Provider (IP) address.

If the user is unable to specify the server in this way, the user will be unable
to retrieve the electronic mail at the remote location. The user is thus obliged to
carry the relevant information with him and, since the information is not of the
kind which can be readily memorised, the user may have to carry the information

in written form.
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0O ~ APR 2003 2 If the information is carried in the user's nenory, it my
be forgotten or inperfectly recalled and, if it is carried in the formof a
wi-tten list, it nmay be lost or msplaced and risk falling into the wong
hands. Mreover, nany users of the Internet are not teciyni cgpg ﬂgg}]

sophi sticated and do not have a conpl ete know edge or understandi ng of the
technical terns and informati on associ Qted with the Internet. It is
therefore an object of the present invéntion to provide a nethod and system

enabling the recq\ge iGimaliod S8 cadicd!if the BRrS MBthbry2it May BE 3bigBiter 6FOL € from
a server to which a user belongs whilst only requrring the user to provide

basi c, easiimperfectinecaldadl andf ifritvistdamied iAdbo fatinnefl a/written tiste itanmebe lost he

i nvention provides t of .retrieving electronic mail for a user at a
| ocati on remgﬁﬁpqﬁq@g@&%&pgg%o&ﬁﬁ\gwng%@n ser bel ongs but which the user
is unable to specify, including the steps of: providing an access dat abase

containing records of servers supporting a specified electronic mail
protocol or protMetdoyer, mamyiuserspfitheo nternet are apt teplenieallycsopbistieatedipnd addr ess

and log-in password of the user:. parsing.the il .address to identify and
tomove t he GoBst P, L o BRhRE R Rk indIRL oo R lerERel ebit A,
presuned doBirmatianBssoéiateavitisBie Iikermer, ver; i nterrogating the access

dat abase to deternm ne whether it contains a record of a server

corresponding to the presuned donmain nane; retrieving the record of any

correspondence SEry gl hiS,] S50 di R pRRed RV EBPR ot h GherhliE atiper

e SRTY e G B atiFe
bel ongs; retrieving tir'ue userg@ el ectr8n|c mal?l%roma server 1dentified as

the user's seteweernablingltidirecveiyngf auser’s electreniethaitat b ldcatibieenuste froata t he
renote | ocati on. e event, that .the access. .dat abase contajn

I n .t no
cor r espondi ??{]"eééf’v‘?éh"cg &cicl ,beh%s Ng’t‘lﬁbﬂﬁﬁa‘ﬁq‘iuﬁegl} UB¢{ Lo MY H’beaélceps_ of :
assum ng th@atsiﬁrhﬁnéfﬂﬁ@écri_n%tibﬁ. the user's server; checking the domain

nane for the user's nal Identifying the donain nane as the user's
server if the domain nane responds 0 ~ APR 2003 3
Accordingly, in one aspect, the invention provides a method of retrieving
electronic mail for a user at a location remote from a server to which the user
belongs but which the user is unable to specify, including the steps of: providing
an access database containing records of servers supporting a specified electronic
mail protocol or protocols; requiring from the user the electronic mail address and
log-in password of the user; parsing the mail address to identify and remove the
user identifier from the mail address and thereby obtain a presumed domain name
of the user’s server; interrogating the access database to determine whether it
contains a record of a server corresponding to the presumed domain name;
retrieving the record of any correspondence server thus identified as the server to
which the user belongs; retrieving the user’s electronic mail from a server

identified as the user’s server; and directing the retrieved mail to the user at the

remote location.

In the event that the access database contains no corresponding server
record, the method may include the further steps of: assuming that the domain
name is the user’s server; checking the domain name for the user’s mail; and

identifying the domain name as the user’s server if the domain name responds



positively. In the event that the access database contains no correspondi ng
server record and the domai n nane responds negatively, the nethod may

i nel ude the further steps of sending out a Mail Exchange (MX) record
enquiry to the Internet Domain Name System (DNS) databas@ § : t he
presuned domain nane; listing the responses received fromthe dat abase;
checking the responses in turn to deteénine whet her a predeterm ned port or
ports associated with the predeterm ned protocol or protocols is or are
open or cl fivefnd identifying a response having an open port or ports as
the user's server. The nmethod may further include the further steps of
obtaining the I P address of the MX record; checking the open or cl osed

status of the predeterm ned port or p s for a predeterm ned bl ock of host
P addr esses: it IHiGAR 14ige oEss dalabase SonaR 1§ HEBPRLE dPhed port
or ports opRBordNird t}ﬁed@a%ﬁ%ﬁnféafeaﬁm@;negamw, QE@IhdlBoE afay inbludddress on
the tenporary database with the user's address and password; and

i dent i fyi ngfusthetsenssaft sanding e @rldail Exehange (MSrreeord enquiry to thedpferngtent t hat

the user's server.i t ] fh i from n he responses fraomthe DNS
dat abase, ~tHEHE: NaferaysraPNe' Eerabd RARRE Hhs, bRGpE] BERET e £ ul)
l'i st of hoslistirgreé réspondeb eeqeived Fgal O DN ditabase;0ohebRing 286 Sespb1as e ;

checki ng the open or closed status of the predeterm ned ports of the |isted
host nanes U trdeterming whether fay predetaringd nost oh Posls ctssprdated svith (e as t he
user's serv . previ ) t ave
failed to i e%?t%%h%}ﬁg&ﬁg%?'og@étp {:/%l?l?to Eékeﬁéﬁ%ﬁgﬁg@?ﬁ@ n%:npﬁiggﬁtflﬂgl f%rt her

st eps of r etespamse havihgen bpnaebat @gworts lap tdie uski’céerhaas been al | ocated to the
presumed domai n nane by the Networked Information Centre (NI C); checking
the open or closed status of the predeterm ned port or ports of the IP
addresses in the block; storing all of the |IP addresses having 0 4 APR

2003 4 open portTha metkod mayhiurtherc incbudgathgbfasther stape ofogbirinimg theelBtored |1P

addresses in,turn.wt h ser’' s. [ n rdg.and.identifying a
successf ul ?"S‘%?&&F @i"sﬁ%ésre?%f ’ gléeggmgqgee @%‘r‘% ci"cf’{@/g%%ﬁggeogﬁ}%q I)’/r,ed?tg%nﬁr}%‘i hod

i ncl udes t hgors bepértd forupprRuléteEnihEE bRCK ©F hostalPediisésay, Writingr AL those I a

previ ously unrecorded server identified as the user's server or _identified
as suppor t i #lsiresses havirgther predeternypest petd|or ports ope defpthe jagcesh detsbpseaspect |
the inventi ' a Ofhal L eV Bl C i | a user
at a locati @n&r{brgrgr%#%g?crh olnl?l'S g&&gggrpv%lr {hte &%‘H"?ﬁ ta ﬂgﬁdﬁgé’glﬂggeoﬁgggkbagpg\?\%i ch the
user i s unaddeasovadeaid identifpimgadinogessfahl Paasldesss asithie alseresecant ai ni ng records
of servers supporting a predeterm ned electronic nmail protocol or
protocols; and a renote access mail client associated with the database and
having access t o fR bitnerinMt (HBOHRE'S AR ik QEHDNG) fromt @hesgtand to a
search engine associated with the protocol or protocols; in which system
the renote wepanses fram the| PNHtdatabase; thapethodomake dnplyde the dirtherestepsest: t he

user's el ectroni. i r n [ } ess to
"dent fy anangnns I RuaGERFRc BRR-C BRI bRyt RARAE st PINS ML POD
obtai n a pressiedchbtoRing thaepan 0@ icldsbé stdfis lof shesredeeérmihedl portsasiithgHsted t he
access database to determ ne whefher it contains a record of a server

cor r espondi IRt amen & Gras b catiyinga hesehaving pRany perf stafuscas egIEr o any
correspondi g server thus identified as the server to which the user
belongs, to retrieve the user's mail fromany server identified as the
user's server and to direct it to the user at the renote | ocation.

Preferably, the renote access nmai.l client.is arrgnged.to. assune.that the
presuned donai n ]:T'atﬁg eyesntg}wgﬁlfs;gfwgussgmpeqf t‘a%mp{l?gggggq{aﬂpﬂgq ldg’ﬂtéfyafg%_ess

dat abase cogeps 38rvBO tiehERSP A iRdudLthy BirtHed SRpslof: frariehﬁ%khetmddwm n nanme
for the user's mail and to identify the domain nanme as the user's server if

t he donmi n blask whisholasdeeep alipedtedtoythe presumed dlompim seme bivtthe Astwierked

correspondi server~rec an he .bresunmed APR .20 n name
responds negg?ri'n\félf’9 ,Cefl Erg(&&fej?of @eclggl etis%es0 B rcé?slegﬁéullss&éﬁer g%&%& lgg asend out
a Mail Exchpsrger povd) ofrthe IF addzexges inythé blotkestédiy ainbfdha SR ad@esses hadng he
presuned domain nane, to list the responses fromthe DNS database, to check
the responses in turn to determ ne whether a predeterm ned port or ports
associated with the protocol or protocols is or are open or closed, and to
identify a response having an open port or ports as the user's server.




The renote access mail client may further be arranged to obtain the IP
address of the MX record, to check the open or closed status of the
predeterm ned port or ports for a predeterm ned bl ock ofohp%pﬁl I?%@ddresses,
to store all of the |IP addresses having open port status in e cess

dat abase interrogating the stored IP addresses in turn with the user's
address and password, and to identify 3 successful | P address as the user's
server. |If the user's server is not identified from anongst the responses
from the DN%eﬂ?bﬁQﬁﬁﬁ‘s ifge a&e&t&tms‘@%ﬁeﬁ@gdﬁng heStbreli 3P 20draEQEth futh ' equest
the full list of host nanmes for the presuned domain nane by DNS zone
transfer, twithtlxuseriseaddress and paispoed] ant ddensifpihg tansucpesefid 1B radidressias | st ed
host nanes t nturn and to identify a host having open port status as the
user's server ¥ ¥R¢ previ ous actions of the renpte access mail client
have failed to identify the user's server the renote access mail client is
arranged to retrieve the | P address bl ock which has been allocated to the
presumed domai n fdyantaggoeshs thet methrd dneludes: thet sleps of pdatingutley aceess check

t he open or .St i . - DOF t ore all
of the 1P o BEE Rt £HatnPor b MeRbRHEL R RIARY <R BB dme Rt 1 0

i nt err ogat eseirvee os identifled & sugporeing ése praddierimineti prbtocbleorysetocels.addr ess and
password, and to identify a successful |IP address as the user's server.
Advant ageously, the renote access nail client is arranged to wite in the
access dat abase : | ; sgsid fied as
the user's servel?i.J&Q%E%S%I%%%%gg&g@nﬁ{r’%gw% a?ﬁt ere?tﬁévvgn ?l(b)n maéy be nore
readi | y undmes tfona usarmat enlooationeremotch froeod sewverd tonwhichdhel asarrichangs boy way of

| e, i th. to.,th i d i y 4l whi ch; . Fi 1
e Chermt | cWBichGPERREF o b8P dnr DRaBay Ly es oR AR dhihelt cPBimiing g 1 'S
el ectroni c pBbddsf Of servdfLisupRiEAAEth R inddr @MBctbBRicUSRl Hrétbesit beni ¢ nai |

server; Figure 2 shows the formof a database included in the Figure 1
system andpeiagalseandnremeie 3ecesonel iglentfassaeiaied wily thendatabase padhavang ng t he

t hod of i I i i.ngl b t I 1.
Tt noc o) FEE 071G e B Sy SR TR o Se RH1ET Sk O
retrieving @lgaed assotiatedowith fthé pRotossir oraprofodolys dh i wiiick aystem fhieorenidie user's

el ectronic mail server conprises a web-based el ectronig m?i | software
appl i cat i on2eessraalhchentds agrangad 1o reAviEh rom theiser e user s elestronisi el wi | | be

descri bed i&g{f% %gﬁ%eé&or&%gwéé ﬁxgrmaiﬁ‘ﬁé&%fa&%eﬁﬂf#%nﬁ hEmbedBlcCugF ceSS

mail client nam ¢ access dat abase contalhing records of servers
whi ch suppoidentity Spome kHel malil aldredsraadi therslay bbtpinod presimed dpmainomolesof ther t he
present case the Post Office Protocol ,(POP3) and the Internet Message
Access Prot %¥bE S?"I"Rﬁ&ﬂ}qteﬂf‘i’ﬁfter @ﬁﬁpgs§gét§ggse ﬁ%gFteEP’ing r’f‘fheiheé PSS & ccess to
t he | nt er nefecgRAINSY &lskdeP B6hrespBndiag ttd b prestified ABmBRMRAe, N RirRY/8 ttRen ( DNS)
dat abase 3 which correl ates domai n nanes and nunerical |I'P addresses, to the

WHO S ser verecardraf] ayragriespongdingasgenes dyisudentified s |the sareer tooviiehdheaser

Organt satl offofc " RIRRR'HE ulid hill bofh Ay v Miche it S I AR erver O

and to direct it to the user at the remote location.

Preferably, the remote access mail client is arranged to assume that the
presumed domain name is the user’s server in the event that the access database
contains no corresponding server record, to check the domain name for the user’s
mail and to identify the domain name as the user’s server if the domain name

responds positively.

If the database contains no corresponding server record and the presumed



It is assuned that the user who wi shes to retrieve his electronic mail has
avail able at the renpte |ocation a conputer 6 with Internet access and a
brewser 7 through which the user can gain access to the renote access nai l
client 1. The conputer 6 nmay, for exanple, be any suitabli‘b&?ﬂuim served
by any Internet Service Provider (ISP) local to a hotel or office to which
the user has travelled. The user's elegtronic mai | server 8 which supports
POP3/ | MAP4 and which is to be identifiéd and contacted by the renote access
mai | clientyohdis rﬁhﬁ%sp&d@hﬁg&wa , 1€ Ferhbte FcOs Endil cﬁbﬂwrs%%ngéd gstrates

t he database 2 of the system énbodying the invention. As will De seen the
dat abase 2 depdduti ¥l Exchangd (MX) eaedrdsesnguiny tar thigl RNS Tatabasedregardingtibe f i r st

Table T 1 t aj i f,. ing_ th tyies,
nanel y 't he BPUREIAR AR, B i B el S BRDIR P S Bk 05 e
the identitpsidnBesihdfues 0 dedrrhing Witdiwdr laMpyedeteifined pb@ oMpori dsbsridtedr

bel ongs and an error flag nunber which nmay have the val ues 0-6 and the
pur pose of With&he priofacohpppretocplsamor aee onsn| as\glesgd.danslctoi identii a responsecond

Table T2 c [N inr , i.hg two entries, that is, the nane
of a domai g@aﬁf %Hg’élﬂgﬁgﬁtqr?)?gégﬁhg%g%ds{%}s%egs) of the electronic nail
servers associated with that domain. In Figure 2, each Table T1, T2

contains a single entry exenplifying the yser and domain records. The

met hod i npl ement BiF BRMQtRCesss waa] sHentimpRy irhe i TEAREFY 0 ﬁgtaelhéh%&%r- s
server 8 an e Qv u ' e i L EIRI scri bed
h out i no. MRS R B MK {6, REdhePk Beipen 3 chosBE anio e el Bne e s "0
4 APR 1003 port or portd fone, predetermendioblocle gfihost 3P talidressegrtofstars alltad thofP i nt o t he

Internet Seryvice Proyvider (ISP) at.the conputer 6. and then_acces he

oot o ac oo B HEEAHEn POtk detiin (B pAESdabats ningeRas HRGVERELE oot e
access M | adfdrdsg8tlin burntvith e Qser’ Saddiess bRE pAEwbRE ah@ IRRBAIEY A subbRsfay St em t o
type in nerely the user's electronic mail address and | og-in password and
then to preBsaddreBERS ththigerdugeover. t he renote access mail client initiates a
sequence of actions in stages in order to attenpt to identify a subscribing
user's server fromthe mnimal information provided by the user. Upon

identifying the ISR uSerSeder is hbEideatifddefraRc@ishgsBihe redpoasds florartbyi des the
server with _the user's new address and password to retrieve the user's nail

and del i ver DNS databapg thestemotq aqepss mathslient is grranged tadeqnsst thefyHiliskef t hr ee
basi ¢ phas L J o) i; { e ary. In
a first st :lgoes%? &gs ?‘lgr(ratg? q{gﬁéggfeé,d ed“lrilélrﬁrr;nfta el{%glgéﬁessis)o&r?ahﬁiﬁﬁ’l glgﬁk%ﬁgg‘?ses t he
el ectroni c openl oratiged status rod thedgreddigrntite listext hash darmeés inparnoand to hdentifye r
identity frog1 t ?le .address, worKi ng}ﬁon { he assunption that the user identity
in the addr%8estnavipgapenpgrt sfatu aSIGUSCr SSEYL- | n' password, thereby obtai ning
a presunmed dormai n nanme of the user's server. The renpte access nail client
1 then interrogates the access database 2 to determ ne whether the user is
an exi sting userlfuht rprevigese actians cofdthiengimose aeegss mnilyskent shayerfaded dod, i f

not, whet her, tk at abase cont ai ns, a donai .ecord .eS to the
e esumng doends hERRRAEEC H Bihe JefeGTall iRl Sl 1S REAERARARS 1 © |0
record is raidréssVisiecK whidht hes BedesltocdRti Hoathe mesiniddedsifsin’ mantebgithe are
sent to the thus identified server to retrieve the user's mail and direct

it to hi m aNetwpskedofommatiog Camjre @NIChf toesheplp the opansomplosedhstatipofjher enters
th | ect i j : P k1 i . a. Aft
checki ng. whilERePRiihe@ Bl 8° orts, o Aot G IPaddtEts MG Sk s hads . A | P

renot e accemstheracdescdatabake,to steirgetothe stdred IPsaddrésdesninithnn witls drel wder’sind
checks the access database 2. to see if it contains a dgomain,record that
cor r espondsaddgess gad gessword. aadde 1d§§qf¥@r§peg;ﬁ§fg61tl’_adﬁfes§ REITE WSET $3¢EYPTa record,
it identifies the user's server and his mail can be retrieved and sent to
the conputer 6. In a second stage of the first phase, the renote access
mai | client assuAdgantigeouslpecthdaempie avaess mail chent is errargeddpweriteandhe hecks

t he domain name faor, the user; s.mail. i.dentifyin he domai n.n t he
user s ser verers Oftestaeteedid 8 ARy proif Bl buskedtiled dfre KERREEE B8 of "t e
domai n nameydefsQ@erivBEe access database 2. If there is a negative response
fromthe domain nanme, then the renote access mail client 1 sends out a DNS
enquiry to check for the MX record. The responses received fromthe DNS
database 3 are listed in sequential order by the renote access mail client
1, the basic assunption being that one of these m ght be the user's
POP3/ 1 MAP4 server since nost of the electronic nmail servers now support
POP3/ | MAP4 protocols and a mail exchange server would al so be the
POP3/ | MAP4 server. Each response is checked to see if port 110 and/or port
143, the ports associated with the POP3/I MAP4 protocols, is/are open or

o N B N e - o oy v o o -




0 4 APR 2003 and/or 143 are subsequently checked for the user's mail with
a record of any successful host being then witten into the access dat abase
2. -1f the enuneration of IP addresses fails to identify krﬁ 8§§;@@ server,
the renote access nmail client initiates a second stage o h %d phase
of the method, in which the entire list of nanes CANVE and/or HOST is
requested for the presunmed domai n nane_ by zone transfer fromthe DNS

dat abase. The host nanes on the |list are checked for open ports 110 and 143
and the host nanes having open port status are witten into the access

dat abase 2 and checked for the user's mail, a record of any successful host
bei ng written ininerdérdhatdbeiyentionanaisbe more eadibyeunglerstond, pmamborbmenhe met hod

fails to identi he us rver, the renpte acce e

it at os PP opelinBow? R, desRREel by Wi, bF el SFRF, FRrinckl € e o ¢ e
VHO S ser veqccbipad ﬁ@&dm;@ flvasikh: | NETNUM  NETNUMBER OR NETBLOCK, which
has been all ocated to the domai n organi sation or conpany by the Networked
Information Centre (NIC) and scans the ports 110 and 143 of the addresses
in the block. Again, all |IP addresses having open port status are used to
check for the uskigu® his 4 schienfatia dri@wn@f@fsysﬂam sbatying the inventtiondong
witten into, the access .dat se2 nt eri record of the user's
server in t'i‘?gleé(&,geégcm%ﬂﬁeoﬁavmh %ﬁ"i‘EF lfeqoheggsfomgm ST SoRIEFHRNIC e ans
that the sygh#gergwl d not have to go through the sane procedure again for a
user with the sane presunmed domain name, since the user's server would be
identified in the first stage of the first phase and access woul d be al nost
i nst ant aneous. Referring now to Figure 2, which illustrates the detail ed
oper ati on of theFigytZshowshie fondnl of\aidatpbadecpsludedeindhe Figerk bsystem; add~ APR
2003 a S 1 As invited by the honepage, the user enters his electronic nai
address and password at the conputer 6. S2 Table 1 of the database 2 is

checked to see if there is an existing user record. If there is such a
record, the userF igyres et end BBdtogethernfosm %ﬂPWgC@ﬂb%]@W%@}g the tmetherdk of

el ectronic ery t.he net hod proceeds to
step 3. If ‘ftfo %Ielﬁﬁf?%ég\%é B‘S&gm!c?@c?géﬁe{y %gr 183 In this step, the
subscribing user's electronic mail is checked and, if retrieved, passed to

the user at the renote |ocation, the error flag being set to Oand the

procedure then brifgif0mRiRl % #lguﬁeh? YS§fstetn EMlodyigNfe fiflehliy oy €
because the record Isincorrect, then the nmethod proCeeds to step Sb. The

user' s recoretriaving dectionicomait dor a fissr abx doeptien repeate from theaiserdeplestroniof t he

user's server. has changed. S4,Thi s al r eady
a subscri be adg rtvﬁlec% sgf‘r]a v\ﬁq%ase%gfe?tg?rﬁ%%iﬁldstoitgﬁaé‘]?}ﬁg%gt\‘% egpogélstem | f
the user acgrpisSmalli dieat a¢ O Operatidi lof arddéle&ﬁlll I5e \dedckibed ih andrebdetaill 1 i n

witing step W1 to establish a record for that user and the net hod
proceeds t oheseigpfiess Agspcipied vu%lérheorse@t%ﬁce%rce@bf et s dnagHE 2RI ti ons,

the user i Sctla[]gda‘éé Q%Gng?nutéé’retcg Q?@EQ@QQN I;h Eﬂ%serégs&mfﬁh c%n@ ri]xall SS In

this step, e error e subscrl recor
| ncr eased bp'roﬂocol br protocelsy or the Iparg;ehhmse ﬁ&sPcmt @dﬁcﬂertocbbeBOE})aamddhe equal to

, t he nmeth eeds to s e error flag value is greater than
6, the net hﬁ’éergg estsﬁgesé‘%‘iﬁ’sssg‘%t IQM‘ASIS‘Qt ep strips the user identity from
the user's electronic nmail address fromeither step SS or W1 to obtain the

presuned donmai n nane which .is then

The remote access mail client 1 also has access to the Internet generally
and, in particular to the Domain Name System (DNS) database 3 which correlates
domain names and numerical IP addresses, to the WHOIS server 4 holding the IP
address blocks allocated to domains, organisations and companies and to the
POP3/IMAP4 search engine 5.



checked against the domain records in table T2 to see if there is a
correspondi ng 0 ~ APR 2003 12 domain record. If there is a correspondi ng
domai n record, the nethod proceeds to step S8. If not, the nethod goes to
step S 10. S7 In this step, the adnministrator is notifiled APRt2083fact that
there have been six failed attenpts to retrieve the user's electronic nai

and the nethod proceeds to step S10. S8 The user's electronic mail is
checked using the server details contained in Table 2 for the user's
presumed domain. If the mail is retrieved, the details of the correspondi ng

server are witten to Tables 1 and 2 and the procedure is conpleted. If
not, then the nelthodssyoed tha the @perSeho Sdshesid ectdiewef his ledecttabimbmaib has updat ed

ith th . fl bei [ dth PLEASE TRY
AGAN LATERTURF ahifisEroth IPSATRE Py oayth Leeaens 40 RRBRear t han o,
the et hod #Rsighivwck . a6bFich BhinedcRéss!th/ RS Kinsik 8RccSE miH AfkenlNi STRS €D

initiates an interrogation of the Internet to determ ne the as yet unknown
POP3/ | NAP4 esmprder @ anayh iferhexample sher aryeswitable eomeputerr servadnby pay detemebp S11. S

1L Thi s St e aR3IRRad e WS Y ERYEES AR LA LSeiE caEONAT and checks

it for the uUser s nai i'S successtul, a record of the
server is witten into both the user record and the domai n dat abase records
and the procedure termnates in witing step W2 in Tables 1 and 2. If the

attenpt is unsucpgsebits bleeudlS YKl '8RRF B whic SelR%s POPI/MVAR4dGRY | T es

the user's server, a record of the server is witten into both the Tables 1
and 2 in wwhichgs totbepideBiftaddindiventaeted by theremotaraqeassanail clientdiis Reown he

pr esuned do.maihn nane check nor the DNS MX record check identifies the
user's ser vEBPhapiom lnes I%E’rg\%erg' checked neverthel ess support 0 ~ APR 2003
13 POP3/1 MAP4, details of the servers are witten into the domain record in
Table 2 in witing step WI. The nethod then goes to step S 12. S 12 This

step obtains t h?i?ﬁe?éﬂﬁﬁﬁﬁeﬂhet diathibe © RF YhsysRAP é@goa@ﬁ%m'vémment ity

and password an ers a first scanning step S 3 1nthis step,
the MX | P alsimel beseemthiendptabasecis diziled unto firt andi sscordehablés € andhd2user’ s

server, a regcord he, seryer is witften into .bot he user and.domain
records in ﬁ%ﬁégqltiabiﬁgilch 105 tSPHE Q{- UrenigCarmty efﬂkthBYl% E{‘f i nat es.
I'f the scaninelithd)elébtrSME GRAP addr8s06fds usdr Whe stisichiBes ftheesiSRen, thbi ch
nevert hel ess support POP3/IMAP4, are witten in the Table 2'in witing step

W6 and the identitydBaddressiiof the RORIINGARA sergen tp which the ugsr belpnes erd INS zone
LR e roq sif Al St P Bty Yot U VAR B drls P Subifie 8P wilch SAfPoessTu!

t he net hod ses to unsuccessfu
appear from the following description.

The second Table T2 contains domain records each having two entries, that
is, the name of a domain and the identities (IP addresses) of the electronic mail

servers associated with that domain.

In Figure 2, each Table T1, T2 contains a single entry exemplifying the

user and domain records.

The method implemented by the system of figure 1 in identifying the user’s
server 8 and retrieving the user’s electronic mail will first be described in outline

and then in more detail with reference to Figures 3A and 3B.



met hod proceeds to step S 16. S 15 If the requested zone transfer is
execut ed, the host nanes thus obtained are scanned and checked for the
user's mail. If one of the scanned hosts proves to be tmq APRIgB3server, a
record to the server is witten in both the user and domain records in
Tables 1 and 2 in witing step W1. If not, a record of the unsuccessful
hosts, which neverthel ess support POP3IMAP4, is witten in the database
Table 2 in witing step WB. S 16 Failure to identify the user's server in
step S 14 leads to initiation of this step which gets the I P address bl ock
for the domain fromthe WHO S server, scans_the addresses and sel ects those
whi ch support t hia qatisy, thenpethpd equires theawer finsete logintd sheelnternesSesvied . 0 4
APR 2003 14,S. .17 i ep. checks. the,addresses sel ected in_ st 16 for
the user s TiGviaee SeY of Bofafet b ACHBRBLERE e RRoR hetl el Brh Dot
the user angadBeBidwieeTOr Oh ntafithgdtlealeaRt dakbLmaill diRdt 2, kit Wder tig Ng St ep
VWO. A record of unsuccessful hosts, which neverthel ess support, POP3/I| MAP4,
are writtennyvitebby the hosepage pltbe system tafipedn mesely thuses's enicingit i t i ng
step W 10. Ik ' I §..S for
user's searﬁ%@&gﬁ llgé ﬂ?k’%%@%%%?sﬁsttgﬁrpaggﬁgg! ?g*t‘eg‘?“ (?ubzhes%?{:og‘gs, and
sgnds Sn elahgbsganhid: cligitlintrt]iatdsmtiefqyertcb&)fardﬁbmﬁ 'Tntstlage@rinafrdérl‘teffﬂtpﬁtpem:] In the
above descrj bed nethod, .the renote gccess nmjl cljient. 1 perforns e
parsing of l@ﬁ%ﬂprwgsmbé?g usFH S SeRen a%@gﬂeeml ipfQEmaigaproKided bydag ch
engi ne perf ; i ; triggers
The POPBI | ST B e e e Ao PR Tk |
met hodol ogythesenviiewjsh dweuser’s newntldress and password tapgtieeathe user’sombidand han t he
renot e acce%ﬁria,of. ?I ctronitﬁ_\l}:rrail for. a user. However, the described system
and net hod Sl FnPeSE 4t RESAMPIE Ras parti cul ar advantages for the renote
retrieval of electronic nmail, nanely: a user need not carry all the
technical information with himwhen travelling; there is no danger of such
information fallypgmefg cbﬁﬁg iYsQhRe 'Bgﬁ@'ghas@ i & rﬁ@&‘oﬁﬁh!s ehck EmENDEr
their owm electronic nmall a Hress and password, so tfhat not hing needs to be
witten dowo;thaextentaecsssaye not troubled by the need to supply the conpl ex
information that the known POP3/1 MAP4 renote access mail clients nornally
require in order to provide material of a user's nmail at a renote | ocation.
The conveni ence and ease of using a system enbodying the invention wll
t hus enabl e travi 2 firgj stage ofitaj frsEphasekibe semetetasoess mail elientfl pasesy the e not
techni cal l yechtP nf'c B aﬁﬁ&és Rf’o%f&éd‘ﬂ(}p%%g&eﬁﬁl s‘?riﬁsr mﬂaﬂ{@ uLé}siherﬁfty ffﬁ)'hg()t ten
the cryptic Ti'st of server hanme an

the address, working on the assumption that the user identity in the address is the

same as the user’s log-in password, thereby obtaining a presumed domain name of
the user’s server. The remote access mail client 1 then interrogates the access
database 2 to determine whether the user is an existing user with a user record
indicating the user’s server and, if not, whether the database contains a domain

record that corresponds to the presumed domain name of the user’s server.

If there is such a record, the record is retrieved from the access database
and the user’s details are sent to the thus identified server to retrieve the user’s mail

and direct it to him at the computer 6.

By way of example, assume that the user enters the electronic mail address



address that is required in order to set up a nail access at a renote

| ocati on using one of the known renote access mail clients. It is further
clear that the establishnment of the POP3/I MAP4 server dgt@b émhthin a
system enbodyi ng the invention will enable efficient use of 't sour ces
of the systemand the Internet. Finally, it is noted that the system
enbodying the invention may fail to idgntify the user's server entirely if:
the user's e-mail server does not support POP3/1MAP4 mail but this would

al so precl udgefidi@axtech. Qm KEOWN AfRIOERecRAGE el | tHetd 68T &, uSdsCRecdsd EUDORA
and | NTERNETMAI L] the nail ™ address or password input by the user is

i ncorrect; @rrespandingeto thiseaddness, tha\remptegawessfm@ibcgsrg.l strips -oupnHR WE03 16
CLAIMS 1. A nethaod of retrieving el ectronic il for..a user at,a location
remote f7onOSTe, Vegid Al aheRks g AGEdss BBbEGE e te A eomeihe A Ao Linab e
to specify, recordl sk Sgrespéndsiteibe Qbmaipl wiedi‘dXchiRoMCspe S If diddré RasgchcoNt ai ni ng
records of servers supporting a specified electronic nmail protocol or
protocol s; Teeefdi rtilﬁgltlfﬁ%émec wer'gsepver ard Bis avail eaw ke refigved and seat tadhe | og- i n
password ofaéyht r; parsing the nmail address to identify and renove the
user identifier fromthe mail address and t hereby obtain a presuned donain
name of the user's server; interrogating the access database to determ ne
whether it contains a record of a server corresponding to the presuned
domai n nane; r et £¥dcoAd sfAge bE AR fitsOphaBEVhE Hh6LE RIS RehilS@TeHEhsshimes
identified as the server to which the user belongs; retrieving the user's
el ectroni c thaé thef dammain rnemevierthe geeris sareer and eheeksther damainmaate; foarthe

directing the ,nail. t he user,at .the renmpt e tion..2. A peth

accordi ng < Heer B iertiRArd BT it Mk NS w RS IR Fr ot T i v name
i's the serveftrigved bh@weViph rédvad of ihe dafaiSanttBinf e acendAatise DO
correspondi ng server record; checking the domain nane for the user's mail
and identifying the domain nane as the user's server if the donain nane
responds positively. 3. A nmethod according to Caim2, including the

fol | owi ng st eps Ifriheigeisea aegativhaesponse fovethe demaib atmes dhemihesremote

correspondi ng server..record and, t onai.n npa n egativ :

sendi ng outa‘%eW?l?ﬁk?fﬁaﬁ@%‘quF 3?@@ e&ﬂ‘&@f ch,c 68{(?&12816%5%9430%%% Nane
Syst em ( DNShesgtisedReiveE G DNH lafibeseUl R EkidtRinseqaémial bider bydhé he
responses recei ved fromthe DNS dat abase; checking the responses in turn to
det er ni ne wissdteeaccasspmaidi elient i, thechbagigrassumptissrheingathebeneaafdhesgi might he

predet erm n r q&%; I ot ls IS 0 I X

i dentifyi ngﬁ:lg lfsgf;%onseyml\}?%gseg‘%?o%necﬁ %gétt&{)&epglr QEO%é%%aﬁlzg%gee@ﬂgo“éer ver.

0 ~ APR 200shppo#.PGPIIRNIAPd moroolidnd 4 mdl eidimidge seredrudouid: aledbaithé ng t he
Internet Proyider (1P) addgess of the record; .checking the open or

ol osed st at HOPHIMARS SﬁF‘@&e_r%é?l}ﬁeﬁMSBb?‘f egkedgrses iffort glﬂpffq@(%twrﬁ ed bl ock
of host IP ﬁéqio%%gs%cia%édowitﬂgh@ﬁép@fmffm PISROA! 336 DplRYE BBsQPeTheOr t
status in the access database; Interrogating the stored |IP addresses with
the user's wustd’s ddentifndngdeguopasswarddisi stehta ayy nespenssuhayargsdung of theseldr ess as
the user's server. 5. ﬁ.nethod apcongi%g to Cl.ai.m 3, inc%gpinﬂ t he

fol | owi ng sPUFsORGY PHETEYE Mhe Piehe THE0E 8 oeord &F Y SPECRYP! FGEMFF ed 1 rom
anongst t hewHASH RS B acbREdhtaBasS ThiY GHAS TR firsEFHASS bf Syerathom, ful | 11 st of
host nanmes for the presuned donmai n nanme by DNS zone transfer; checking the
open or closed status of the predeterm ned ports of the |isted host nanes

in turn; and identifying a host having open port status as the user's
server. 6. A netHadbe fist phate ofjtheanethed fails to idestifydhegser isesefvet, theviempts t eps i n

the event that the DNS dat.abase doe ot allow zone transfer: t.ri evi ng
the P addr BLESSTULRI | dHURGS A 5E0R0 RIS RUFBORHS LR ITHER 1 by t he
Net wor ked | 1if QAd¥BsbPire FRBE Efintdihied. ThiYCROREs iHdereRRENadessS Al &iest Bt Us of
the predeterm ned port or ports of the IP addresses in the block; storing

all of the olpainingrthe IBaddrsss ofthe PEX record and gheekingrihe lopemor elosedistatpase;

paswor o attF et g PG 1 8 B8 sk BRBRERG WIS (Rl BaBlEFUC °17

A nmet hod acgey. o4 D taaR§3.020:164.254) ai Alb thost AP taddiedsds Uit @pérh poss €po of
updating the access database with a record of a previously unrecorded
server identified as the user's server or identified as supporting the
pr edet er m ned




protocol or protocols. 0 4 APR 2003 8. A nethod according to any
preceding claim in which the database is divided into first and second
tabl es and including the steps of entering records of u{eksAPR®]0(3addresses
and the addresses of servers identified as corresponding servers in the
first table; and entering records of domain nanmes and the addresses of any
servers identified as correspondi ng se[yers in the second table. 9. A

nmet hod according to any preceding claimin which the predeterm ned protocol
or protocol gdicr M3 &es uRREY chbdlded FoP R 621 MBIPRAikh ANRCErd b Gny Nt €1 net
Message Access Protocol (1 MAP4). 10. A systemfor retrieving electronic

mai | for a wseesstul hestbeingtthemwridenointo the aeness database 2t 0 whi ch t he user

bel ongs but which the user is unable to specify, including: an access

dat abase contai ning records of servers supporting a predeterm ned

el ectronic mail frotocol or. protocols; and a renmote access mail client
associ at ed wi t h ¥iBe gremeratien ghdP ipddiepigs faide tosideptifyhe usees sevepdhgi n Name
Syst em ( DN glat ﬁgﬁ% i cfidht ainﬁf‘a?efsce{‘ s?&)ﬂh “&aeéésép?ﬂﬁ%@c@n&‘ né{hﬁse!ﬁ 3¢ ¢pg ot ocol

or protocols; In Ich systemthe renote access nmail clie I's arranged to
require fromethbd, insehich e ersize list &l remtasd@ANMBEbhd/ad HOSTSisangquasedfoor d, to
parse the il address to identify and r ve the er._identi fromthe
o | addr o0 BRGPURE BN BEP P B AV RGeS, ERtEasE 1l Hihast o

server, to jdM& SRR Bstldr€ cﬁéﬂ&asfoﬁi%b@tpgéﬁs 1190 GRH 1A% AR WRERAAE hambs CONt ai ns
a record of a server corresponding to the presuned domain nanme, and to
retrieve thieavingepen noit siatys arer wetigointd the aseess elatabines? antbehackedtbrabe t he
server to whigh the user .belongs, to .retrieve the user.s mil from any
server | denti¥r P &iPina TPenud 9L aRy Sicasstl hog beid witte 5 e acfeys dRdhest "ot ¢ e
renote | ocagion. 0 4 APR 2003 19 11. A systemaccording to Claim10, in
whi ch the renote access mail client is arranged to assune that the presuned
domain nanme is the user's server in the event that the access database

contains no correspondi ng server record, to check the domain nane for the
user's nmil and Hahe desondfphasdef tenmethod fads tsidehtfyutherussr’s server, thé t he

domai n nanme_responds posit.ively.. .12, Syst ccor di.ng t. aim1ll, in

Whi oh the. rERTGsG s Bal el L s p i Fad SR TEsean itk HapFekenange
(MX) recor drefifiyié I YrohP itize WiDISatppase the 9 dhddtedsheploéies UNBEINIOVERI N nane,
to list the responses fromthe DNS database, to check the responses in turn

to det er mi nNNERNGIMBERa QR NETBERICKedwhisht hag been t alogsted ctoattea) demain t he

P ng.an oBBRUBRR Gy BB ALy Sl H aBERudr Cohfe LNEDpld ednl 076715

to C ai m 12theipBriyidi @ hnd 3 sftHD bhédrae£imstheBidck C lAigait all $P addragt@eBadifg Obt ai n
the I P address of the MX record, to_check the open_ or, closed status of the

predet er mi neRFpBRI sttus)@re ¥sqdofo ghepkofrrt e wsses Mrbkith Frsetd PP thgidr esses,
store all o %ﬁﬁ% i tatus, to interrogate the
stored addr%gg%§ﬁ¢§b$g€%§mnt n?ﬁ%tﬁ%g%ﬁ%ﬂg F%%% and password, and to
identify a successful | P address as the user's server. 14. A system
according to Claim13, in which the renbte access mail client is arranged
to request the frhd edtbrsig 6f a FR6Ed FHHE BsdrlrsefVRe iR H¢oRd ddabadeD whee by DNS
zone transfer, to check the open or closed status of the predeterm ned
ports of thandif thesgrvgpistloepier sneanwthabthe gusiem mpould pesdiave i gndirenghdben port
status as t : AP Bt cearding to

Cl aim 14, i%%m%ﬁezgéa\éﬁ?rea %%(r:g‘g@ t]rh;gi%?rgglp?%‘r’l%éfisoar ?lgfrlfgg%ias 0 rtg rieve

t he | P addresss’s Benek wandd be lidentified rin ahd Geshtsege tof thé dirgtrsimserand doceas n nane
by the Netvvorlﬁfag) lﬁg{lormati on Centre (NIC), to check the open or closed
status of tWeWEOSASPLY MSANANSEYS: or ports, to store all of the | P addresses
havi ng open port status in the access database, to interrogate the IP
addresses havi ng open port status in turn and to identify a successful IP
address as the 'S S i t oprdi . C ai s
10 t0 15 i n whi RRerRE R b Figke 20w B MRARECHS B0ikd RBleBRBr e 7

t he access siateahalscfodowaipmtepsate eamsiedoyi ousl y unrecorded server identified
as the user's server identified as supporting the predeterm ned protocol or
protocols. 17. A systemaccording to any one of Clains 10 to 16, in which

t he database is divided into first and second tables, records of users’

mai | addresses and their corresponding servers being entered in the first
tabl e and records of domain nanes and their correspondi ng servers being
entered in the second table. 18. A system according to any one of Clains 10
to 17, in which the



predet erm ned protocol or protocols is or are the Post Ofice Protocol
(POP3) and/or the Internet Message Access Protocol (IMAP4). . A& . Al
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10" 0} G the record is incorrect, then the method proceeds to step S5. The user S record may

be incorrect, for example, because the identity of the user’s server has changed.

S4 This step presents a user, who is not already a subscriber to the system,
with the terms and conditions of the system. If the user accepts, his electronic mail
address is written to Table T1 in writing step W1 to establish a record for that user
and the method proceeds to step S6. If the user does not accept the terms and

conditions, the user is returned R1 to the homepage of the system at step S1.

S5 In this step, the error flag in the subscribing user’s record in T1 is increased
by 1. If the error flag then has a value of less than or equal to 6, the method
proceeds to step S6. If the error flag value is greater than 6, the method goes to
step S7.

S6 This step strips the user identity from the user’s electronic mail address
from either step S5 or W1 to obtain the presumed domain name which is then

checked against the domain records in table T2 to see if there is a corresponding
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S7 In this step, the administrator is notified of the fact that there have been six
failed attempts to retrieve the user’s electronic mail and the method proceeds to

step S10.

S8 The user’s electronic mail is checked using the server details contained in
Table 2 for the user’s presumed domain. If the mail is retrieved, the details of the
corresponding server are written to Tables 1 and 2 and the procedure is completed.

If not, then the method goes to step S9.

S9 Table 1 of the database is updated with the user’s error flag being increased
by 1 and the message PLEASE TRY AGAIN LATER is displayed. If the error
flag has a value of greater than 6, the method notifies the administrator through
step S7.

S10  This step initiates an interrogation of the Internet to determine the as yet
unknown POP3/IMAP4 server to which the user belongs and first initiates step
S11.

S11  This step assumes that the presumed domain name is the server and checks
it for the user’s mail. If the attempt is successful, a record of the server is written
into both the user record and the domain database records and the procedure
terminates in writing step W2 in Tables 1 and 2. If the attempt is unsuccessful the
DNS MX record is checked. If this identifies the user’s server, a record of the
server is written into both the Tables 1 and 2 in writing step W3 and the procedure
terminates. If neither the presumed domain name check nor the DNS MX record

check identifies the user’s server, but the servers checked nevertheless support
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h& () - FI 1 1080b3/MFEAPY; §tails OPR sB&ets) arSwritien THPIRE BEBIR}H edrdl in Table 2
in writing step W4. The method then goes to step S12.

S12  This step obtains the IP address of the MX record, passes the user’s identity

and password and triggers a first scanning step S13.

S13  In this step, the MX IP address scanning is carried out. If this identifies the
user’s server, a record of the server is written into both the user and domain
records in Tables 1 and 2 in writing step W5 and the procedure terminates. If the
scan is without success, records of the failed addresses, which nevertheless support
POP3/IMAP4, are written in the Table 2 in writing step W6 and the method
proceeds to step S14.

S14  This step requests DNS zone transfer of all the host names of the domain.
If the request is successful, the method progresses to step S15. If unsuccessful, the

method proceeds to step S16.

S15  If the requested zone transfer is executed, the host names thus obtained are
scanned and checked for the user’s mail. If one of the scanned hosts proves to be
the user’s server, a record to the server is written in both the user and domain
records in Tables 1 and 2 in writing step W1. If not, a record of the unsuccessful
hosts, which nevertheless support POP3/IMAP4, is written in the database Table 2
in writing step W8.

S16  Failure to identify the user’s server in step S14 leads to initiation of this
step which gets the IP address block for the domain from the WHOIS server, scans
the addresses and selects those which support the POP3/IMAP4 protocols and then
initiates step S17.
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S17  This step checks the addresses selected in step S16 for the user’s mail and a
record of any successful host is written into both the user and domain records of
the database Tables 1 and 2 in writing step W9. A record of unsuccessful hosts,
which nevertheless support POP3/IMAP4, are written into the domain record in
Table 2 of the database in writing step W10.

S18  The final step of the method terminates this search for user’s search, even if
step S17 has still failed to produce success, and sends an electronic mail to notify

the administrator of the system.

In the above described method, the remote access mail client 1 performs the
parsing of the input user address and password, the POP3/IMAP4 search engine
performs the searching and the access database (SQL server) triggers the
POP3/IMAP4 search and update.

It is envisaged that the described methodology of the present invention will
find applications other than the remote access of electronic mail for a user.
However, the described system and method embodying the invention has particular
advantages for the remote retrieval of electronic mail, namely: a user need not
carry all the technical information with him when travelling; there is no danger of
such information falling into the wrong hands; most users can reliably remember
their own electronic mail address and password, so that nothing needs to be written
down; and users are not troubled by the need to supply the complex information
that the known POP3/IMAP4 remote access mail clients normally require in order

to provide material of a user’s mail at a remote location.

The convenience and ease of using a system embodying the invention will

thus enable travelling executives to keep in touch, even if they are not technically
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very knowledgeable or have lost or forgotten the cryptic list of server name and IP
address that is required in order to set up a mail access at a remote location using

one of the known remote access mail clients.

It is further clear that the establishment of the POP3/IMAP4 server
database within a system embodying the invention will enable efficient use of the

resources of the system and the Internet.

Finally, it is noted that the system embodying the invention may fail to
identify the user’s server entirely if: the user’s e-mail server does not support
POP3/IMAP4 mail but this would also preclude the use of known remote access
mail clients, such as EUDORA and INTERNETMAIL; the mail address or

password input by the user is incorrect; or the user does not have right of access.
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CLAIMS

1. A method of retrieving electronic mail for a user at a location remote from
a server to which the user belongs but which the user is unable to specify,
including the steps of: providing an access database containing records of servers
supporting a specified electronic mail protocol or protocols; requiring from the
user the electronic mail address and log-in password of the user; parsing the mail
address to identify and remove the user identifier from the mail address and
thereby obtain a presumed domain name of the user’s server; interrogating the
access database to determine whether it contains a record of a server corresponding
to the presumed domain name; retrieving the record of any corresponding server
thus identified as the server to which the user belongs; retrieving the user’s
electronic mail from a server identified as the user’s server; and directing the mail

to the user at the remote location.

2. A method according to Claim 1, including the steps of: assuming that the
domain name is the server in the event that the access database contains no
corresponding server record; checking the domain name for the user’s mail; and
identifying the domain name as the user’s server if the domain name responds

positively.

3. A method according to Claim 2, including the following steps in the event
that the access database contains no corresponding server record and the domain
name responds negatively: sending out a Mail Exchange MX record enquiry to the
Internet Domain Name System (DNS) database regarding the presumed domain
name; listing the responses received from the DNS database; checking the
responses in turn to determine whether a predetermined port or ports associated
with the predetermined protocol or protocols is or are open or closed; and

identifying a response having an open port or ports as the user’s server.
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4, A method according to Claim 3, including: obtaining the Internet Provider
(IP) address of the MX record; checking the open or closed status of the
predetermined port or ports for a predetermined block of host IP addresses; storing
all of the IP addresses having open port status in the access database; interrogating
the stored IP addresses with the user’s address and password; and identifying a

successful IP address as the user’s server.

5. A method according to Claim 3, including the following steps in the event
that the user’s server is not identified from amongst the responses from the DNS
database: requesting the full list of host names for the presumed domain name by
DNS zone transfer; checking the open or closed status of the predetermined ports
of the listed host names in turn; and identifying a host having open port status as

the user’s server.

6. A method according to Claim 5, including the following steps in the event
that the DNS database does not allow zone transfer: retrieving the IP address block
which has been allocated to the presumed domain by the Networked Information
Centre (NIC); checking the open or closed status of the predetermined port or ports
of the IP addresses in the block; storing all of the IP addresses having open port
status in the access database; interrogating each of the stored IP addresses with the
user’s address and password; and identifying a successful IP address as the user’s

Server.

7. A method according to any one of Claims 2 to 6, including the step of
updating the access database with a record of a previously unrecorded server
identified as the user’s server or identified as supporting the predetermined

protocol or protocols.
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8. A method according to any preceding claim, in which the database is
divided into first and second tables and including the steps of: entering records of
users’ mail addresses and the addresses of servers identified as corresponding
servers in the first table; and entering records of domain names and the addresses

of any servers identified as corresponding servers in the second table.

9. A method according to any preceding claim in which the predetermined
protocol or protocols is or are the Post Office Protocol (POP3) and/or the Internet
Message Access Protocol (IMAP4).

10. A system for retrieving electronic mail for a user at a location remote from
a server to which the user belongs but which the user is unable to specify,
including: an access database containing records of servers supporting a
predetermined electronic mail protocol or protocols; and a remote access mail
client associated with the database and having access to the Internet Domain Name
System (DNS) database and to a search engine associated with the protocol or
protocols; in which system the remote access mail client is arranged to require
from the user the user’s electronic mail address and password, to parse the mail
address to identify and remove the user identity from the mail address and thereby
obtain a presumed domain name of the user’s server, to interrogate the access
database to determine whether it contains a record of a server corresponding to the
presumed domain name, and to retrieve the record of any corresponding server
thus identified as the server to which the user belongs, to retrieve the user’s mail
from any server identified as the user’s server and to direct it to the user at the

remote location.
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11. A system according to Claim 10, in which the remote access mail client is
arranged to assume that the presumed domain name is the user’s server in the event
that the access database contains no corresponding server record, to check the
domain name for the user’s mail and to identify the domain name as the user’s

server if the domain name responds positively.

12. A system according to Claim 11, in which the remote access mail client is
arranged to send out Mail Exchange (MX) record enquiry to the DNS database
regarding the presumed domain name, to list the responses from the DNS database,
to check the responses in turn to determine whether a predetermined port or ports
associated with the protocol or protocols is or are open or closed, and to identify a

response having an open port or ports as the user’s server.

13. A system according to Claim 12, in which the remote access mail client is
arranged to obtain the IP address of the MX record, to check the open or closed
status of the predetermined port or ports for a predetermined block of host IP
addresses, store all of the IP addresses having open port status, to interrogate the
stored addresses in turn with the user’s address and password, and to identify a

successful IP address as the user’s server.

14. A system according to Claim 13, in which the remote access mail client is
arranged to request the full list of host names for the presumed domain name by
DNS zone transfer, to check the open or closed status of the predetermined ports of
the listed host names and to identify a host having an open port status as the user’s

Server.
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15. A system according to Claim 14, in which the remote access mail client is
arranged to retrieve the IP address block which has been allocated to the presumed
domain name by the Networked Information Centre (NIC), to check the open or
closed status of the predetermined port or ports, to store all of the IP addresses
having open port status in the access database, to interrogate the IP addresses
having open port status in turn and to identify a successful IP address as the user’s

server,

16. A system according to any one of Claims 10 to 15, in which the remote
access mail client is arranged to write in the access database a record of any
previously unrecorded server identified as the user’s server identified as supporting

the predetermined protocol or protocols.

17. A system according to any one of Claims 10 to 16, in which the database is
divided into first and second tables, records of users’ mail addresses and their
corresponding servers being entered in the first table and records of domain names

and their corresponding servers being entered in the second table.

18. A system according to any one of Claims 10 to 17, in which the
predetermined protocol or protocols is or are the Post Office Protocol (POP3)

and/or the Internet Message Access Protocol (IMAP4).



