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SERVICE SUPPORT DEVICE, SERVICE SUPPORT METHOD, AND
NON-TRANSITORY COMPUTER-READABLE RECORDING MEDIUM

BACKGROUND OF THE INVENTION

1. Field of the Invention
[0001] The invention relates to a service support devacservice support method,

and a non-transitory computer-readable recordindiume.

2. Description of Related Art

[0002] For example, a key information management systedisclosed (see, for
example, Japanese Unexamined Patent ApplicatiodicBtibn No. 2006-118122 (JP
2006-118122 A). In the key information managensstem, a mobile terminal receives
key information that is transmitted from a senard then the mobile terminal is usable as

an electronic key.

SUMMARY OF THE INVENTION

[0003] When key information that allows a vehicle to lndogked or started for a
limited time is delivered to a mobile terminal oftlérd party other than a user of the
vehicle, it is conceivable that various services ba provided to the user of the vehicle.
For example, there is a car sharing service thaistasin renting a vehicle between
individuals (consumer to consumer (C2C)) (herearafteferred to as C2C car sharing
service). The C2C car sharing service is providedhe following way. In a time
period during which a user does not use the vehkelg information that allows a vehicle
to be unlocked and started for a limited time ibvéeed to a mobile terminal of a person
who wants to temporarily rent the vehicle. Theralso, for example, a delivery service
that allows the trunk of a vehicle to be designadsda delivery address for a package
(hereinafter, referred to as trunk delivery serkiceThe trunk delivery service is provided

in the following way. Key information that allovike trunk of a vehicle to be unlocked



10

15

20

25

for a limited time is delivered to a mobile ternlirad a delivery person of a delivery
company.

[0004] However, if there is a plurality of business opera that provide the
above-described services using a vehicle, mobilaitals of the business operators are
possibly able to acquire available key informatrithe same time.  For this reason, there
is room for improvement from the viewpoint of thexarity of a vehicle.

[0005] The invention provides a service support devicggraice support method,
and a non-transitory computer-readable recordindiune, which are able to improve the
security of a vehicle when a plurality of businegerators each provides a service using
the vehicle based on key information that is deédeto a mobile terminal.

[0006] A first aspect of the invention provides a servaugport device. The
service support device includes an information essing device. The information
processing device is configured to deliver key iinfation to a mobile terminal. The
mobile terminal corresponds to each of a pluraditpusiness operators that provide a user
of a vehicle with a predetermined service using ¥baicle. The key information is
information for unlocking the vehicle, starting tkiehicle, or unlocking and starting the
vehicle when a predetermined transmission signahissmitted toward the vehicle. The
information processing device is configured to, wkige mobile terminal corresponding to
a first business operator among the plurality cfibess operators uses the key information,
make coordination such that the mobile terminalresponding to a second business
operator among the plurality of business operatoes not use the key information.

[0007] According to this aspect, when a plurality of Imesis operators each
provides a service using the vehicle, the servioppsrt device is able to make
coordination such that only the mobile terminalresponding to the first business operator
is able to use the key information at the same .tineherefore, when a plurality of
business operators each provides a service usingethicle, it is possible to improve the
security of the vehicle.

[0008] In the above aspect, the information processinicdemay be configured

to limit the key information that is delivered toet mobile terminal corresponding to the
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first business operator such that the key inforomais available only in a first period, and
limit the key information that is delivered to timeobile terminal corresponding to the
second business operator such that the key infamgt available only in a second period
that does not conflict with the first period.

[0009] According to this aspect, the service support @evws able to prevent a
conflict between a period during which the mob#gntinal corresponding to the first
business operator uses the key information andiadoduring which the mobile terminal
corresponding to the second business operatorthedsey information. Therefore, the
service support device is specifically able to ma&erdination such that only the mobile
terminal corresponding to the first business operat able to use the key information at
the same time.

[0010] In the above aspect, the predetermined servicg lmeaany one of a
delivery service that allows a luggage compartnmadnthe vehicle to be designated as a
delivery address for a package, a pickup serviaedtows the luggage compartment to be
designated as a pickup address for a package, adlleztion service that allows the
luggage compartment to be designated as a coleciddress for an article, the
information processing device may be configureddbiver the key information to each of
a plurality of mobile terminals of workers who clutt work for delivery of the package,
pickup of the package, or collection of the artictte work corresponding to the
predetermined service, and the information proogssievice is configured to, when a
worker corresponding to the first business operamong the workers, is doing the work
based on usage of the key information by the madbiiminal of the worker corresponding
to the first business operator, disable usage ek#y information acquired by the mobile
terminal of a worker corresponding to the seconsiri®ss operator, among the workers,
until the worker corresponding to the first busseperator finishes the work.

[0011] According to this aspect, the service support aevs able to disable
usage of the key information acquired by the motaleninal of the worker of the second
business operator until the worker of the firstibess operator that provides a trunk

delivery service, or the like, finishes work, suak delivery. Therefore, the service
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support device is specifically able to enable otilg mobile terminal of the worker
corresponding to the first business operator antbaglurality of business operators that
provide a trunk delivery service, or the like, geuhe key information at the same time.

[0012] In the above aspect, the predetermined service beayny one of a
delivery service that allows a luggage compartnwthe vehicle to be designated as a
delivery address for a package, a pickup serviaeahows the luggage compartment to be
designated as a pickup address for a package, amilegtion service that allows the
luggage compartment to be designated as a coltectiddress for an article, the
information processing device is configured to \mlithe key information to each of a
plurality of mobile terminals of workers who condweork for delivery of the package,
pickup of the package, or collection of the artictae work corresponding to the
predetermined service, the information processiegag may be configured to, when a
mobile terminal of a worker corresponding to thestfibusiness operator, among the
workers, has reached an area within a predetermiege from the vehicle, deliver the
key information to the mobile terminal of the workeorresponding to the first business
operator, the information processing device magdogigured to, when a mobile terminal
of a worker corresponding to the second businessatqr, among the workers, has
reached the area within the predetermined range fh@ vehicle in a situation in which
the worker corresponding to the first business afjoeris doing the work based on usage of
the key information by the mobile terminal of theorker corresponding to the first
business operator, deliver the key information e mobile terminal of the worker
corresponding to the second business operatotimteavhen the worker corresponding to
the first business operator has finished the work.

[0013] According to this aspect, the service support aevs able to disable
delivery of the key information to the mobile termal of the worker of the second business
operator, who has reached near the vehicle, ungimtorker of the first business operator
that provides a trunk delivery service, or the likeishes work, such as delivery of a
package to a trunk of the vehicle. Therefore, d8evice support device is specifically

able to enable only the mobile terminal of the vesrkorresponding to the first business
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operator among the plurality of business operdataas provide a trunk delivery service, or
the like, to use the key information at the sanmmeeti

[0014] In the above aspect, the predetermined service beayny one of a
delivery service that allows a luggage compartnmadnthe vehicle to be designated as a
delivery address for a package, a pickup serviaedtows the luggage compartment to be
designated as a pickup address for a package, amilegtion service that allows the
luggage compartment to be designated as a colteciddress for an article, the
information processing device may be configureddbver the key information to each of
a plurality of mobile terminals of workers who caretl work for delivery of the package,
pickup of the package, or collection of the artictte work corresponding to the
predetermined service, the information processiegag may be configured to limit the
number of times the key information is availableatpredetermined number of times, and
the information processing device may be configui@dwhen a mobile terminal of a
worker corresponding to the first business operaorong the workers, has used up the
key information the predetermined number of timgsljver the key information to the
mobile terminal of a worker corresponding to theosel business operator, among the
workers.

[0015] According to this aspect, the service support @evs able to set the
number of time (for example, twice for unlockingddocking, or the like) of usage of the
key information required of each of the workergtad plurality of business operators that
provide a trunk delivery service, or the like, mwork, such as delivery of a package to a
trunk of the vehicle, to the predetermined numidetimmes. For this reason, the service
support device is able to disable delivery of tkg knformation to the mobile terminal of
the worker of the second business operator, whoréeshed near the vehicle, until the
worker of the first business operator finishes wailch as delivery of a package to the
trunk of the vehicle. Therefore, the service supplevice is specifically able to enable
only the mobile terminal of the worker correspomgto the first business operator among
the plurality of business operators that provideuak delivery service, or the like, to use

the key information at the same time.
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[0016] In the above aspect, the information processinicdemay be configured
to bidirectionally relay information between the Ibie terminal of the worker
corresponding to the first business operator arel rtiobile terminal of the worker
corresponding to the second business operator.

[0017] According to this aspect, the service support @evws able to allow the
first and second business operators that provitkeirk delivery service, or the like, to
directly make contact with each other. For thiasmn, for example, when there are a
package of the first business operator and a packhthe second business operator and
the same delivery time period is designated fosd¢hpackages, it is possible to allow a
worker of the first business operator and a wodfg¢he second business operator to adjust
specific delivery time. Therefore, the service pup device is able to improve the
convenience, and the like, of a plurality of bussmeperators that provide a trunk delivery
service, or the like.

[0018] In the above aspect, the information processinicdemay be configured
to, when a use schedule of the vehicle, associatéld the predetermined service
corresponding to the first business operator, isupein a first period, keep a period that
conflicts with the first period such that a useestiiie of the vehicle, associated with the
predetermined service corresponding to the secasdhéss operator, is not set up in the
period.

[0019] According to this aspect, the service support @evws able to prevent a
conflict between a time period during which the ie&h is used for a service that is
provided by the first business operator and a fexod during which the vehicle is used
for a service that is provided by the second bssingperator. Therefore, the service
support device is specifically able to make coaation such that only the mobile terminal
corresponding to the first business operator ie &bluse the key information at the same
time.

[0020] In the above aspect, the predetermined service imayde a delivery
service that allows a luggage compartment of tHecle to be designated as a delivery

address for a product that is ordered on a webseitesponding to electric commerce, and
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the information processing device may be configucedvhen a first time period has been
already designated as a delivery time period fer phoduct with the delivery service
corresponding to the first business operator, distiie user of the vehicle from selecting a
time period that conflicts with the first time padi on the same date on the website as a
delivery time period for a product with the deliyeservice corresponding to the second
business operator.

[0021] According to this aspect, at the time when the of¢he vehicle places an
order for a product on an EC site, the service supfevice is able to disable selection of a
time period that conflicts with a delivery time wat that has been already designated for a
product by the first business operator as a dslfitiare period for a product by the second
business operator. Therefore, the service supgevrice is specifically able to enable
only the mobile terminal of a worker correspondingthe first business operator among
the plurality of business operators that provideuak delivery service for delivering a
product purchased on an EC site to use the keynmaftoon at the same time.

[0022] In the above aspect, the user of the vehicle neag begular user of the
vehicle.

[0023] According to this aspect, it is possible to imgothe security of the
vehicle for a service intended for a regular usehe vehicle.

[0024] In the above aspect, the service support device/ nmelude a
communication device configured to bidirectionalprry out communication with each of
the vehicle, the mobile terminal, and an externalice through a predetermined
communication network.

[0025] In the above aspect, the key information furtherrimclude information
for locking the vehicle.

[0026] In the above aspect, the predetermined transmissgnal may include
the key information.

[0027] A second aspect of the invention is implementedabgervice support
method that is executed by a service support devidde service support method

includes: delivering key information to a mobilernténal, the mobile terminal
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corresponding to each of a plurality of businessragrs that provide a user of a vehicle
with a predetermined service using the vehicle, ke information being information for
unlocking the vehicle, starting the vehicle, oragking and starting the vehicle when a
predetermined transmission signal is transmittedatd the vehicle, and, when the mobile
terminal corresponding to a first business operaworong the plurality of business
operators uses the key information, making cootainasuch that the mobile terminal
corresponding to a second business operator arhengjurality of business operators does
not use the key information.

[0028] A third aspect of the invention provides a nomsitory
computer-readable recording medium storing a sensapport program causing an
information processing device to execute instrunstitor: delivering key information to a
mobile terminal, the mobile terminal correspondiegeach of a plurality of business
operators that provide a user of a vehicle withredptermined service using the vehicle,
the key information being information for unlockitige vehicle, starting the vehicle, or
unlocking and starting the vehicle when a predetgthtransmission signal is transmitted
toward the vehicle; and when the mobile terminatregponding to a first business
operator among the plurality of business operatess the key information, making
coordination such that the mobile terminal corresidog to a second business operator
among the plurality of business operators doesisethe key information.

[0029] According to the above aspects, it is possiblprtwvide a service support
device, a service support method, and a non-t@ygsitcomputer-readable recording
medium, which are able to improve the security ekhicle when a plurality of business
operators each provides a service using the veliaked on key information that is

delivered to a mobile terminal.

BRIEF DESCRIPTION OF THE DRAWINGS
[0030] Features, advantages, and technical and indussighificance of
exemplary embodiments of the invention will be désd below with reference to the

accompanying drawings, in which like numerals deriée elements, and wherein:
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FIG. 1 is a diagram that shows an example of theradl configuration of an
authentication key management system;

FIG. 2 is a block diagram that mainly shows anngpi@ of components related to
locking and unlocking of a vehicle in the autheatiiocn key management system;

FIG. 3 is a block diagram that mainly shows anngpla of components related to a
key sharing service in the authentication key mamant system;

FIG. 4 is a block diagram that mainly shows anngple of components related to a
trunk delivery service in the authentication keynagement system;

FIG. 5 is a block diagram that mainly shows anngpie of components related to a
C2C car sharing service in the authentication kepagement system;

FIG. 6 is a block diagram that mainly shows anngxa of components related to a
B2C car sharing service in the authentication kepagement system;

FIG. 7 is a flowchart that schematically showseaample of a coordination process
that is executed by a center server,

FIG. 8 is a flowchart that schematically showsthao example of the coordination
process that is executed by the center server;

FIG. 9 is a flowchart that schematically showsthar another example of the
coordination process that is executed by the ceseterer; and

FIG. 10 is a flowchart that schematically shows wmother example of the

coordination process that is executed by the ceseteer.

DETAILED DESCRIPTION OF EMBODIMENTS
[0031] Hereinafter, an embodiment of the invention wik loescribed with
reference to the accompanying drawings.
Overall Configuration of Authentication Key Managemh System
[0032] FIG. 1 is a diagram that shows an example of thezadl configuration of
an authentication key management system accorditigetpresent embodiment.
[0033] The authentication key management system 1 insludhicles 10, mobile

terminals 20, a center server 30, and service nesmegt servers 40.



10

15

20

25

10

[0034] Each vehicle 10 is able to carry out wireless camication within a
relatively close range (a range to such an exteitdommunication is available between
the inside of a vehicle cabin and the outside efwhhicle cabin) to the mobile terminals
20 (hereinafter, referred to as near-field commatinn) in conformity with predetermined
communication standards. Each vehicle 10 is aeocbbpf which doors are locked or
unlocked and that is started (ignition is turned based on a transmission signal (an
authentication request, a lock request, or an knlequest, which will be described later)
from one of the mobile terminals 20. The doorg@&th vehicle 10 may include not only
passenger doors but also a luggage compartment(Biwoexample, a trunk lid, a back
door, or the like) for accessing a trunk (luggagenpartment). Turning on the ignition
(IG-ON) of each vehicle 10 may include not onlyr&tp of an engine in the vehicle 10 that
uses the engine as a main power source but alserpomw of an electric motor in the
vehicle 10 that uses an electric motor as a maivepsource. Hereinafter, in the present
embodiment, description will be made on the assignpiat each vehicle 10 uses an
engine 117 (described later) as a main power sparstart (IG-ON) of each vehicle 10
corresponds to a startup of the engine 117 andop @G-OFF) of each vehicle 10
corresponds to a stop of the engine 117.

[0035] The vehicles 10 are communicably connected to cieter server 30
through a predetermined communication network @sample, a mobile telephone
network having a large number of base stationseasimals, the Internet, or the like).
Each vehicle 10 transmits location informationtte tenter server 30, as will be described
later.

[0036] The vehicles 10 include a privately-owned vehild& and a vehicle 10B
owned by a B2C car sharing service provider.

[0037] The mobile terminals 20 are communicably connetidtie center server
30 through a predetermined communication netwodk éxample, a mobile telephone
network having a large number of base stationseasinmals, the Internet, or the like).
Each mobile terminal 20 is able to unlock or lobk intended vehicle 10 by acquiring

authentication key information (an example of keformation; hereinafter, referred to as
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authentication key) that is delivered from the eeserver 30 and transmitting the acquired
authentication key by relatively close-range wisslecommunication in response to a
predetermined operation of a user. Each mobilmited 20 may be, for example, a
general cellular phone, a smartphone, or a tabtetinal. Each mobile terminal 20 may
implement the above-described function by launchengpredetermined application
program (hereinafter, referred to as key applicgtithat is installed onto a built-in
processing device 23, as will be described latBiach mobile terminal 20 may be a
portable special-purpose terminal specialized tgume an authentication key from the
center server 30, and to unlock the doors of tkengted vehicle 10 and start the intended
vehicle 10 with the use of the acquired autheriboakey. The mobile terminals 20
include mobile terminals 20Aa, 20Ab, 20Ac, 20Adresponding to the vehicle 10A, and
a mobile terminal 20B corresponding to the vehid8.

[0038] The mobile terminal 20Aa is a mobile terminal o@ry an owner (owner
user) among regular users of the vehicle 10A. Tiwbile terminal 20Aa may be
bidirectionally communicable with the mobile termin20Ab by relatively close-range
wireless communication.

[0039] The mobile terminal 20Ab is a mobile terminal owdnley each of the
regular users other than the owner user of thecleHiOA (for example, including a
member of a family of the owner user, a close fliafi the owner user, and the like;
hereinafter, referred to as child users).

[0040] The child users may include a user who does ¢ dine vehicle 10A and
a user who is not permitted to drive the vehiclé for example, a child under 18 years of
age of the owner user, or the like). For exampleen only a trunk delivery service
(described later) is used, the regular users doead to drive the vehicle 10A.

[0041] The mobile terminal 20Ac is owned by a deliverysom of a business
operator that provides a trunk delivery services(dibed later) (hereinafter, simply
referred to as delivery service provider). The feoberminal 20Ac is communicably
connected to the center server 30 and a deliveryagement server 50 (described later)

through a predetermined communication network @sample, a mobile telephone
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network having a large number of base stationsrasinals, the Internet, or the like).

[0042] The mobile terminal 20Ad is a mobile terminal owrgy a renter of the
vehicle 10A in a C2C car sharing service (descrilaéer). The mobile terminal 20Ad is
communicably connected to the center server 3GaDEAC car sharing management server
70 (described later) through a predetermined ndétwfmr example, a mobile telephone
network having a large number of base stationsrasimals, the Internet, or the like).

[0043] The mobile terminal 20B is a mobile terminal owr®da renter of the
vehicle 10B in a B2C car sharing service (descrila¢er). The mobile terminal 20B is
communicably connected to the center server 3GaB2IC car sharing management server
80) through a predetermined communication netwéok ¢xample, a mobile telephone
network having a large number of base stationsrasinals, the Internet, or the like).

[0044] The center server 30 is communicably connectette¢ovehicles 10, the
mobile terminals 20, and the service managemenesedO.

[0045] The center server 30 (an example of a servicesugevice) manages
issuance of an authentication key of each vehible For example, the center server 30
issues an authentication key and delivers the atitaion key to the intended mobile
terminal 20 in response to a predetermined comditio

[0046] The center server 30 also acquires location indtion of each vehicle 10
from the vehicle 10. Thus, the center server 3bis to get the location of each vehicle
10.

[0047] The center server 30 also operates a car shagimice for sharing the
vehicle 10A among the plurality of regular usersluding the owner user of the vehicle
10A. Specifically, the center server 30 operatesaathentication key sharing service
(key sharing service) that each of the registeegilar users, including the owner user, is
allowed to acquire the authentication key of thaiele 10A into his or her own mobile
terminal 20 (the mobile terminal 20Aa or the moldeminal 20Ab).

[0048] The center server 30 also executes a registrgtiooess for the regular
users of the vehicle 10A to use a service usingéecle 10A (the key sharing service, the

trunk delivery service, the C2C car sharing servarethe like). Specifically, the center
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server 30 registers permission for the regularusérthe vehicle 10A to use a service
using the vehicle 10A. The permission is permissdeliver an authentication key to a
predetermined mobile terminal 20 (hereinafter, mef® to as authentication key
arrangement permission) as one of a key sharingageament unit 327 (described later)
and the service management servers 40 transmitautlrentication key arrangement
request (described later) to the center server 30.

[0049] The center server 30 also manages the use staifighe vehicle 10A
among a plurality of services (that is, a plurabfiybusiness operators), such as the trunk
delivery service (described later) and the C2Csbaring service (described later).

[0050] The service management servers 40 manage operafiaarious services
that are provided by using the vehicles 10. Theice management servers 40 include
the delivery management server 50 and an electroommmerce (EC) server 60 that
correspond to the trunk delivery service, the C2€ sharing management server 70 that
corresponds to the C2C car sharing service, an@2 car sharing management server
80 that corresponds to the B2C car sharing service.

[0051] The trunk delivery service may include a deliveeyvice for dealing with
products ordered on an EC site (described latedgkgery items and a delivery service for
dealing with articles other than the products cedesn the EC site as delivery items. The
latter trunk delivery service is, for example, avgme that allows the regular users of the
vehicle 10A to change the delivery address to thekt of the vehicle 10A when a
notification that a package addressed to home liedided to be delivered has been
provided from the delivery management server 5€héoregular user through an electric
mail, an account of a social networking service $5Nor a specific application program
that is launched on the mobile terminal 20Aa orri@bile terminal 20Ab. Hereinafter,
in the present embodiment, the former trunk dejiveervice will be mainly described.
The operations of components related to the truslkvety service (described later) are
also applicable to the operations of componentgeadito the latter trunk delivery service
where appropriate.

[0052] The delivery management server 50 is communicablynected to the
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mobile terminal 20Ac and the center server 30 thhoa predetermined communication
network. The delivery management server 50 managegations of a logistics system
associated with the trunk delivery service fromeipt of a package to delivery of the
package to the trunk of the vehicle 10A.

[0053] The delivery service provider that operates thévely management
server 50 may provide the regular users of theclkeliOA with not only the trunk delivery
service but also a pickup service that allows thek to be designated as a pickup address
for a package (hereinafter, referred to as trurdkyp service). That is, the delivery
management server 50 may manage operations ofuthle pickup service instead of or in
addition to the trunk delivery service. In thiseaa package that is a pickup item may be
a product that is returned to an operator of thesi€ (or a shop opened on the EC site)
corresponding to the EC server 60 (that is, a prbpgurchased on the EC site) or may be a
delivery package irrelevant to the EC site. Thkrpickup service may be realized as a
pickup service at the time when a business opetlastmprovides a service for temporarily
keeping an article from a customer (for exampleysiness operator, such as a commercial
laundry) picks up a package from the regular usethe vehicle 10A. In this case, a
collection management server that manages opesatibthe trunk pickup service, which
may be included in the service management servétsad well as the delivery
management server 50, may be provided by a comahdacindry provider. That is, the
collection management server may be provided idstdaor in addition to the delivery
management server 50. A business operator thatide a service for collecting a
predetermined article (an article, such as junk argecond-hand book that a customer
desires to sell) from a customer (for example,cyale service provider, an antique buyer,
or the like) provides the regular users of the #ehilOA with a collection service that
allows the trunk to be designated as a collectuuiress for an article that is a collection
item (hereinafter, referred to as trunk collectiservice). In this case, a collection
management server that manages operations ofuthle ¢ollection service, which may be
included in the service management servers 40 efisaw the delivery management server

50, may be provided by a recycle service providerthe like. That is, the collection
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management server may be provided instead of addition to the delivery management
server 50.

[0054] The EC server 60 is communicably connected tacémer server 30 and
the delivery management server 50 through a predeted communication network, and
operates a predetermined website (EC site) thi iseins or services. Specifically, the
EC server 60 displays the trunk of the vehicle H34a choice for delivery address on an
order page of the EC site for the pre-registeremiles users of the vehicle 10A and the
delivery service provider (the delivery service \pder corresponding to the delivery
management server 50). Thus, the regular usetteofehicle 10A are allowed to get
delivery of purchased products to the trunk ofwbkicle 10A even when the regular users
are not at home.

[0055] The C2C car sharing management server 70 is comahip connected
to the mobile terminal 20Ad and the center senger 3The C2C car sharing management
server 70 manages operations of the C2C car shsemvirce, such as receiving registration
of a rentable date and time of the vehicle 10A fittw owner user, receiving a reservation
for use from a person who wants to rent the vehidd@, and arrangements for the
authentication key of the vehicle 10A. The C2C slaaring management server 70 may
manage operations of a C2C trunk sharing servicadioting the cabin or trunk of the
privately-owned vehicle 10A as a temporary luggatmrage, a delivery address for a
package, or the like.

[0056] The B2C car sharing management server 80 is coneally connected
to the mobile terminal 20B and the center server 3the B2C car sharing management
server 80 manages operations of the B2C car shawémgice, such as receiving a
reservation for the use of the vehicle 10B and nmkirrangements for a parking location
of the vehicle 10B and the authentication key @ wehicle 10B. The B2C car sharing
management server 80 may manage operations of armBaIC sharing service for renting
the cabin or trunk of the vehicle 10B as a tempolaggage storage or a delivery address
for a package.

[0057] The service management servers 40 may include rapawy car
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management server that operates a car sharingsénompany car management service)
that the vehicle 10 that is a company car of a @mps intended for a reservation for use
and an employee of the company is a borrower, adst# or in addition to the B2C car
sharing management server 80. At this time, witemet is an idle time period of the
vehicle 10 that is a company car, the company Garagement server may operate a C2C
car sharing service that the vehicle 10 that i©mpany car is intended for rent. The
delivery management server 50 and the EC servena@0operate a trunk delivery service
that allows the trunk of the vehicle 10 that isoenpany car of a company to be designated
as a delivery address for a package that is delivey the company.

Detailed Components Related to Locking and UnlagkihVehicle and Starting of Veehicle

[0058] Next, components related to locking and unloclahgach vehicle 10 and
starting of each vehicle 10 in the authenticati®y knanagement system 1 will be
described with reference to FIG. 2.

[0059] FIG. 2 is a block diagram that mainly shows anngpi@ of components
related to locking and unlocking of each vehicleat@ starting of each vehicle 10 in the
authentication key management system 1. Each leeh includes a lock/unlock and
start device 11, a key unit 12, a GPS module 18 aadata communication module (DCM)
14.

[0060] The lock/unlock and start device 11 is installedtbe vehicle 10, and
locks or unlocks the doors of the vehicle 10 impaese to a lock signal or unlock signal
that is transmitted from the key unit 12 as radaves of a radio-frequency (RF) band (for
example, 300 MHz to 3 GHz) (hereinafter, referred as RF radio waves). The
lock/unlock and start device 11 starts the vehidlein response to an exchange of radio
waves of a low-frequency (LF) band (for exampleH30to 300 kHz) (hereinafter, referred
to as LF radio waves) and RF radio waves with teg knit 12 with a trigger set to a
depressing operation of a start switch (not shgwayided in the cabin of the vehicle 10.
The lock/unlock and start device 11 includes amrddio wave transmitter 111, an RF radio
wave receiver 112, a collation electronic contnoit ECU) 113, a body ECU 114, door

lock motors 115, an engine ECU 116, and the engjiifethat is a driving force source of
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the vehicle 10.

[0061] The lock/unlock and start device 11 is activatgcetectric power that is
supplied from an auxiliary battery (not shown) mimghon the vehicle 10.

[0062] The LF radio wave transmitter 111 is incorporatedfor example, a
center console or a door handle in the cabin, emsinits LF radio waves under control of
the collation ECU 113.

[0063] The RF radio wave receiver 112 is provided in,dgample, a trim in a
luggage compartment of the vehicle 10, and recdRiesadio waves under control of the
collation ECU 113.

[0064] The collation ECU 113 is an electronic controltuhiat controls locking
and unlocking of the doors of the vehicle 10 arattstg of the vehicle 10 based on an
exchange of signals with the key unit 12. Theatwh ECU 113 is implemented by
hardware, software, or a combination of hardward aoftware. For example, the
collation ECU 113 is mainly formed of a microcomgutncluding a central processing
unit (CPU), a random access memory (RAM), a redg oremory (ROM), an auxiliary
storage device, a real time clock (RTC), and a camaation interface. The collation
ECU 113 implements various control processes bygxey various programs stored in
the ROM or the auxiliary storage device on the CPHereinafter, the same applies to a
key ECU 124 (described later).

[0065] The collation ECU 113 receives an unlock signa arock signal that are
transmitted from the key unit 12 as RF radio wawéth the use of the RF radio wave
receiver 112.

[0066] When the collation ECU 113 has received the unlsigkal or the lock
signal, the collation ECU 113 authenticates thes®key unit 12) of the unlock signal or
lock signal based on key information (hereinafteferred to as internal key information)
included in the unlock signal or the lock signaFor example, when internal key
information that is registered in advance in arerméal memory, such as the auxiliary
storage device, matches the internal key informaitneluded in the unlock signal or the

lock signal, the collation ECU 113 determines thathentication is successful. On the
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other hand, when those pieces of internal key méiion do not match each other, the
collation ECU 113 determines that authenticatios fiadled.

[0067] For example, the collation ECU 113 may transmit tdeélio waves,
including "challenge" generated by a predetermimexdhod by utilizing the internal key
information of the internal memory, from the LF imevave transmitter 111 toward the key
unit 12, and may perform challenge-response auttaiun based on "response” that has
been returned from the key unit 12 and that isiveceby the RF radio wave receiver 112.

[0068] When authentication is successful, the collatic?dUE113 transmits an
unlock instruction (upon reception of the unlocignsil) or a lock instruction (upon
reception of the lock signal) to the body ECU 14vbtigh an in-vehicle network, such as a
controller area network (CAN).

[0069] As will be described later, in the unlock signahly part of the doors of
the vehicle 10 can be designated as a door tolbeked. In this case, the collation ECU
113 designates the door(s) to be unlocked withuthleck instruction. Thus, the body
ECU 114 is able to unlock part of the doors bywating only the door lock motor(s) 115
corresponding to the designated part of the doors.

[007Q] When the start switch has been depressed, thatiooll ECU 113
authenticates the key unit 12 by exchanging signélsthe key unit 12 with the use of the
LF radio wave transmitter 111 and the RF radio waeeiver 112.

[0071] For example, the collation ECU 113 transmits arbbRd request signal
for requesting a reply of the internal key inforroatfrom the LF radio wave transmitter
111 toward the key unit 12. When the responseasigmcluding the internal key
information has been received from the key unibg§2he RF radio wave receiver 112, the
collation ECU 113 determines whether authenticat®osuccessful or authentication has
failed based on matching between the internal kégriation registered in the internal
memory in advance and the internal key informatiatuded in the response signal, as in
the case of locking or unlocking of the doors.

[0072] For example, the collation ECU 113 may perform llehge-response

authentication, as in the case of locking or uniloglof the doors.
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[0073] When authentication is successful, the collatic?dUE113 transmits an
instruction to start the engine 117 to the engi@JEL16 through the in-vehicle network,
such as the CAN.

[0074] The body ECU 114 is an electronic control unitt thantrols actuation of
each of the door lock motors 115 that are comminhyceonnected to the body ECU 114
via one-to-one communication lines, or the like.heTbody ECU 114 outputs a control
instruction to cause the door lock motors 115 tdgoe unlocking action in response to
the unlock instruction from the collation ECU 113The body ECU 114 also outputs a
control instruction to cause the door lock motdtS fio perform locking action in response
to the lock instruction from the collation ECU 113.

[0075] Each of the door lock motors 115 is a known eieetctuator that unlocks
or locks a corresponding one of the doors of theicke 10 in response to a control
instruction from the body ECU 114.

[0076] The engine ECU 116 is an electronic control umat controls the drive of
the engine 117. Specifically, the engine ECU 1d6tls the drive of various actuators,
such as a starter and an injector, mounted onrntgme 117. When a start instruction has
been input from the collation ECU 113, the engi@®JEL16 causes the engine 117 to start
by outputting a control instruction to the variauguators, such as the starter and injector
of the engine 117.

[0077] The key unit 12 is disposed in the cabin of thikicle 10. The key unit
12 transmits any one of the unlock signal and duk Isignal as RF radio waves to the
lock/unlock and start device 11 in response toraesponding one of the unlock request
and the lock request, which is transmitted fromrttwbile terminal 20. In addition, at the
time when the start switch provided in the cabinhef vehicle 10 has been depressed, the
key unit 12 exchanges signals with the lock/unlackl start device 11 in response to an
LF-band signal that is transmitted from the lockdek and start device 11. The key unit
12 includes an LF radio wave receiver 121, an R#ioravave transmitter 122, a
communication device 123, and the key ECU 124.

[0078] The key unit 12 may be disposed at a locationtathvthe key unit 12 is
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difficult to be visually recognized from users shbn respective seats of the vehicle 10
(for example, inside a glove box or center conbabe, or the like). The key unit 12 may
be fixed to the vehicle 10 or may be not fixed. eTkey unit 12 may be actuated by a
built-in button battery, or the like, or may be wated by electric power that is supplied
from an auxiliary battery mounted on the vehicle 10

[0079] The LF radio wave receiver 121 receives LF radawves under control of
the key ECU 124,

[0080] The RF radio wave transmitter 122 transmits RHorasglaves under
control of the key ECU 124.

[0081] The communication device 123 is any device thatiesa out near-field
communication with the mobile terminals 20 undentoal of the key ECU 124. The
communication device 123 may be, for example, a BldBamunication module that
carries out communication with the mobile termind® in conformity with the BLE
communication standards. The BLE is an abbrewaté Bluetooth low energy.
Bluetooth is a registered trademark. Hereinaftiscription will be made on the
assumption that the communication standards emgloyéhe communication device 123
adhere to BLE communication.

[0082] The communication device 123 may be a communicatievice that
adheres to close-range communication standarda &gnificantly short communicable
range, such as near-field communication (NFC) stedsl In this case, the
communication device 123 may be incorporated abcation close to a body surface
outside the cabin of the vehicle 10 (that is, fearaple, a location inside a door handle).
Thus, even when a communicable range of the conuation device 123 is significantly
short, the key unit 12 (key ECU 124) is able tog@ut communication with the mobile
terminals 20 outside the cabin.

[0083] The key ECU 124 is an electronic control unit teaecutes a control
process of transmitting any one of the lock sigarad the unlock signal to the lock/unlock
and start device 11 in response to a corresporatiegof the lock request and the unlock

request, which is received from the mobile terml
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[0084] The key ECU 124 receives an authentication requesiuding an
authentication key associated with the key unifrtgh the mobile terminal 20 through the
communication device 123.

[0085] When an authentication request including the aiit@tion key
associated with the key unit 12 has been receivat the mobile terminal 20, the key
ECU 124 authenticates the mobile terminal 20 basethe authentication key. When the
authentication is successful, the key ECU 124 rstitotes the internal key information
stored in the internal memory, such as the auyil&iorage device, into a usable state.
The internal key information is stored in a stateeve the internal key information is not
usable as a use for authentication in the lock&knland start device 11, such as an
inaccessible state and an encrypted state. Fsrréfaison, when authentication of the
mobile terminal 20 is successful, the key ECU 18 example, changes access
permission to the internal memory for changing kieg information into an accessible
state or decodes the encrypted internal key infoamabased on the authentication key.
Thus, the key ECU 124 is able to transmit an unlsigkial or lock signal, including the
internal key information, to the lock/unlock andrstdevice 11 by accessing the normally
inaccessible internal key information, or transamtunlock signal or lock signal, including
the decoded internal key information, to the lodkdck and start device 11. For this
reason, the lock/unlock and start device 11 is &dblperform appropriate authentication
based on the internal key information included hie unlock signal or the lock signal.
Even if there occurs a situation in which a thiedtp in bad faith illegally gets hold of the
key unit 12, since the internal key information time key unit 12 is, for example,
inaccessible or encrypted, it is possible to rechamirrence of a theft of the vehicle 10.

[0086] The key ECU 124 also receives an unlock requasiadnck request from
the mobile terminals 20 through the communicatiewice 123. When authentication of
the mobile terminal 20 is successful (specificaliyter authentication of the mobile
terminal 20 is successful, BLE communication istsarously established) and the key
ECU 124 has received an unlock request or a logkest from the mobile terminal 20, the

key ECU 124 transmits an unlock signal or lock algrincluding lock/unlock key
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information, to the lock/unlock and start devicetlifough the RF radio wave transmitter
122.

[0087] Thus, after an authentication process in the lodktk and start device 11,
the doors of the vehicle 10 are unlocked or locked.

[0088] As described above, at the time when the stattbvprovided in the cabin
of the vehicle 10 has been depressed, the key ERAJekchanges signals with the
lock/unlock and start device 11 in response to Brband signal that is transmitted from
the lock/unlock and start device 11.

[0089] For example, when the request signal has beeniveecdrom the
lock/unlock and start device 11 by the LF radio waeceiver 121, the key ECU 124
transmits a response signal including the intekaesl information stored in the internal
memory, or the like, toward the lock/unlock andtsteevice 11 through the RF radio wave
transmitter 122.

[0090] For example, when LF radio waves including "chade’ have been
received from the lock/unlock and start device §lthe LF radio wave receiver 121, the
key ECU 124 generates "response" based on theahtezy information, and transmits the
"response” to the lock/unlock and start device Hirbugh the RF radio wave transmitter
122.

[009]] Thus, after the authentication process in the/lodkck and start device
11, the engine 117 is started.

[0092] Permission related to the function of locking ataecking the vehicle 10
or starting the vehicle 10 may be defined in théhantication key. The permission is
assigned by the center server 30.

[0093] For example, when the authentication key has #renission to unlock
only part of the doors of the vehicle 10, the keUE124 transmits an unlock signal,
including information that designates the doorgshé¢ unlocked, to the key unit 12 through
the RF radio wave transmitter 122. Thus, as desdrabove, only part of the doors of
the vehicle 10 may be unlocked.

[0094] For example, when the authentication key has mmigsion to start the
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engine 117, the key ECU 124 just needs to be cord@tynot to exchange signals with the
lock/unlock and start device 11 even when an LFdbsignal from the lock/unlock and
start device 11 based on a depressing operatitheadtart switch has been received by the
LF radio wave receiver 121. Thus, it is possillgtohibit startup of the engine 117 in
accordance with the permission of the authentinatey.

[0095] The GPS module 13 receives GPS signals that anertitted from three
or more, desirably four or more satellites abowe \tehicle 10, and measures the location
of the vehicle 10. The GPS module 13 is commurycatnnected to the DCM 14, or the
like, through the in-vehicle network, such as a-tmene communication line and the
CAN. The measured location information of the e&hilO is input to the DCM 14, or
the like.

[0096] The DCM 14 is a communication device that bidiewlly carries out
communication with the center server 30 througheal@termined communication network.
The DCM 14 transmits the current location inforraatof the vehicle 10, which is input
from the GPS module 13, to the center server 3frexcribed timing or in response to a
request, or the like, from the center server 30he DCM 14 transmits various pieces of
vehicle information to the center server 30. ExE®mf the various pieces of vehicle
information include information that the doors bétvehicle 10 have been unlocked based
on the authentication key or the vehicle 10 has Ist&rted based on the authentication key.
The various pieces of vehicle information are aagplithrough the in-vehicle network,
such as the CAN, at prescribed timing or in respawsa request, or the like, from the
center server 30.

[0097] Each of the mobile terminals 20 includes a commation device 21, a
communication device 22, a processing device 28,aatouch panel display (hereinafter,
simply referred to as display) 24.

[0098] The communication device 21 is any device thatiesrout near-field
communication with the vehicle 10 in accordancéhlite same communication standards
as the communication device 123. As described gbiire communication device 21 is,

for example, a BLE communication module in the aafsthe present embodiment.
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[0099] The communication device 22 is any device thatriesr out
communication with the center server 30, the serm@anagement servers 40, and the like,
through a predetermined communication network. d&mmunication device 22 is, for
example, a mobile communication module that confotm communication standards,
such as long term evolution (LTE), 4th generaté@) and 5th generation (5G).

[0100] The processing device 23 executes various coptomlesses in the mobile
terminal 20. The functions of the processing dev8 may be implemented by hardware,
software, or a combination of hardware and softwafEhe processing device 23 includes,
for example, a CPU, a RAM, a ROM, an auxiliary ag@ device, an RTC, various
interfaces for communication, and the like. Thecessing device 23 includes, for
example, a communication processing unit 231, anconication processing unit 232, an
authentication key acquisition unit 233, an autiaion requesting unit 234, and a
lock/unlock requesting unit 235, as functional siitat are implemented by executing one
or more programs stored in the ROM or the auxilistgrage device on the CPU. The
processing device 23 also includes, for exampitoege unit 230 that is implemented as
a storage area in the auxiliary storage device prokess of saving (storing) various data
in the storage unit 230 is implemented by a predeteed program stored in the ROM or
the auxiliary storage device.

[0101] The communication processing unit 231 bidirectilgnacarries out
near-field communication with the key unit 12 witie use of the communication device
21, and transmits or receives various signals.

[0102] The communication processing unit 232 establistmmection with a
predetermined communication network with the uséhefcommunication device 22, and
transmits or receives various signals, such as sigteals and control signals, with the
center server 30, the service management serveendQ@he like.

[0103] The authentication key acquisition unit 233, foample, acquires an
authentication key from the center server 30 avés#he acquired authentication key in
the storage unit 230 in response to a predetermimgeration of the user to a

predetermined graphical user interface (GUI) thatdisplayed on the display 24.
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Hereinafter, description will be made on the asdionpthat various operations to the
mobile terminal 20 are made by operations to Gldt th displayed on the display 24 in
synchronization with the operation of the key aggtiion.

[0104] For example, the authentication key acquisitioit @83 of the mobile
terminal 20Aa transmits an authentication key agitjan request to the center server 30
via the communication processing unit 232. Thirg tenter server 30 receives the
authentication key acquisition request, and, whencenter server 30 determines that the
authentication key acquisition request is a regal#hentication key acquisition request,
issues an authentication key. The authenticatiey &cquisition unit 233 acquires the
authentication key that is delivered from the cergerver 30 via the communication
processing unit 232.

[0105] For example, the authentication key acquisitioit @83 of the mobile
terminal 20Ab acquires an authentication key thatdlivered from the center server 30 to
the mobile terminal 20Ab via the communication @®sing unit 232 in response to a key
sharing request (described later) that is transthittom the mobile terminal 20Aa to the
center server 30.

[0106] The authentication key acquisition unit 233 of thebile terminal 20Ab
by itself may transmit an authentication key acifjois request to the center server 30 via
the communication processing unit 232. In thisecaghen the center server 30 has
received the authentication key acquisition reqdiesnh the mobile terminal 20Ab, the
center server 30 just needs to make an inquirjéonobile terminal 20Aa of the owner
user about whether to allow delivery of the auttoation key.

[0107] For example, the authentication key acquisitioit @83 of the mobile
terminal 20Ac transmits an authentication key asitjon request to acquire an
authentication key to the delivery management sé&59e For example, the authentication
key acquisition unit 233 of the mobile terminal 2DAransmits an authentication key
acquisition request to acquire an authentication tkethe C2C car sharing management
server 70. For example, the authentication keyuigdtpn unit 233 of the mobile

terminal 20B transmits an authentication key adfjais request to acquire an
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authentication key to the B2C car sharing managémerver 80. Thus, each of the
delivery management server 50, the C2C car shangugagement server 70, and the B2C
car sharing management server 80 transmits anraighion key arrangement request to
the center server 30 in response to reception afudinentication key acquisition request,
and the center server 30 issues an authenticaggnirk response to reception of the
authentication key arrangement request. The atitladion key acquisition unit 233
acquires the authentication key that is deliverenimf the center server 30 via the
communication processing unit 232.

[0108] The authentication key acquisition unit 233 of keaaf the mobile
terminals 20Ac, 20Ad, 20B may transmit an authextiti;n key acquisition request to the
center server 30 through the communication prongssnit 232. In this case, the center
server 30 may determine whether the authentic&@nacquisition request is a regular
authentication key acquisition request by makingrauiry to a corresponding one of the
delivery management server 50, the C2C car shanggagement server 70, and the B2C
car sharing management server 80.

[0109] The authentication requesting unit 234 transmitaathentication request
to authenticate the mobile terminal 20 to the keyt 12 of the vehicle 10 via the
communication processing unit 231. The mobile iraii20 serves as a remote operating
unit for locking or unlocking the doors of the velei 10. For example, when the
authentication requesting unit 234 has found auly corresponding to an authentication
key, specifically, when an advertising packet cgpmnding to the key unit 12 has been
received by the communication processing unit #3d authentication requesting unit 234
may transmit an authentication request to the keyt 12. For example, the
authentication requesting unit 234 may transmiaathentication request to the key unit
12 in response to a predetermined operation afiskee

[0110] The lock/unlock requesting unit 235 transmits alock request including
an authentication key or a lock request includingaathentication key to the key unit 12
via the communication processing unit 231 in respaio a predetermined operation of the

user. Thus, even when an unlock request or arkxplest has been transmitted to the key
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unit 12 before an authentication request is tratisthby the authentication requesting unit
234, the doors of the vehicle 10 may be lockedrdoaked based on the authentication
process in the key unit 12. For example, the QGtdit is an operation screen of the
display 24 may contain an unlock button for issuangequest to unlock the vehicle 10 and
a lock button for issuing a request to lock theislehlO, a lock request may be transmitted
with the touch of the lock button, and an unlocuest may be transmitted with the touch
of the unlock button. A lock request and an unloaduest may be transmitted as a result
of an operation to a predetermined hardware opeyainit provided in the mobile terminal
20.

[0111] For example, the functions of the authenticatieg kcquisition unit 233,
authentication requesting unit 234, and lock/unlmaiuesting unit 235 may be configured
to be available to the user by launching a predetexd application program that is
installed on the ROM, auxiliary storage device tlog like, of the processing device 23.
Hereinafter, description will be made on the assionpthat the functions of the
authentication key acquisition unit 233, autheniticarequesting unit 234, and lock/unlock
requesting unit 235 of the processing device 2®imecavailable to the user by launching
the key application installed on the processingiate®23 (the auxiliary storage device or
the ROM).

[0112] The center server 30 includes a communicationcée®i and a processing
device 32.

[0113] The functions of the center server 30 may be implged by a plurality
of servers in a distributed manner. Hereinafthis talso applies to the delivery
management server 50, the EC server 60, the C2€haaing management server 70, and
the B2C car sharing management server 80.

[0114] The communication device 31 is any device thardationally carries out
communication with each of the vehicles 10, the ioterminals 20, and the service
management servers 40 through a predetermined coication network.

[0115] The processing device 32 (an example of an infoomaprocessing

device) executes various control processes in ¢iméec server 30. The functions of the
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processing device 32 may be implemented by hardvsféware, or a combination of
hardware and software. The processing device 8%isly formed of one or plurality of
server computers each including, for example, a CR®URAM, a ROM, an auxiliary
storage device, an RTC, a predetermined commuaitainterface, and the like.
Hereinafter, this also applies to a processinga#e%2 (described later) of the delivery
management server 50, a processing device 62 {beddater) of the EC server 60, a
processing device 72 (described later) of the C&Gharing management server 70, and a
processing device 82 (described later) of the B&Gharing management server 80. The
processing device 32 includes, for example, a comcation processing unit 321, a
condition determination unit 322, and an authetitbcakey issuance unit 323 as functional
units that are implemented by executing one or nppograms saved in the ROM or the
auxiliary storage device on the CPU. The procegssiavice 32 also includes, for
example, a storage unit 320 that is implemented storage area defined in the auxiliary
storage device of the corresponding server compaterexternal storage device that is
connected to the corresponding server computesfl@r storage devices. A process of
saving (storing) various data in the storage ud@ 3 implemented by a program stored in
the ROM or the auxiliary storage device. Hereafthis also applies to storage units
520, 620, 720, 820 (described later).

[0116] The communication processing unit 321 controls teenmunication
device 31, and exchanges various signals, sucbrasot signals and information signals,
with each of the vehicles 10, the mobile termirZlsand the service management servers
40.

[0117] The condition determination unit 322 determines ethbr an
authentication key acquisition request is a regalghentication key acquisition request in
response to reception of the authentication keyuigtipn request, received by the
communication processing unit 321, from the molieminal 20. The condition
determination unit 322 also determines whetherwhemtication key arrangement request
is a regular authentication key arrangement requestesponse to reception of the

authentication key arrangement request from anyadfrtbe service management servers
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40.

[0118] When the condition determination unit 322 detesninthat the
authentication key acquisition request is a regaldhentication key acquisition request or
determines that the authentication key arrangemegntest is a regular authentication key
arrangement request, the authentication key issuamit 323 (an example of a key
information delivery unit) identifies the specifti@ns of an authentication key to be issued,
and issues an authentication key correspondingh¢o identified specifications. For
example, the authentication key issuance unit 82atifies the vehicle 10 intended to be
locked or unlocked with an authentication key centifies the key unit 12, or the like,
corresponding to the intended vehicle 10. For gtanthe authentication key issuance
unit 323 also identifies the permission of the aatitation key on an effective (available)
period of the authentication key and the numbeineés the authentication key is available.
For example, the authentication key issuance W@8taéso identifies the permission of the
authentication key for unlocking the vehicle 10starting the vehicle 10, such as which
door is allowed to be locked or unlocked and whethe vehicle 10 is allowed to be
started. For example, the authentication key msmiaunit 323 also identifies the
permission of the authentication key on temporaey kharing, such as whether the
authentication key is allowed to be shared withtla@oone of the mobile terminals 20
through temporary key sharing (described latepeaod during which the authentication
key is allowed to be shared with another one ofntlobile terminals 20, and the number of
times the authentication key is allowed to be sthamth another one of the mobile
terminals 20. Hereinafter, the permission of ththantication key on an available period,
the available number of times, and the like, themigsion of the authentication key for
unlocking the vehicle 10 or starting the vehicle 49d the permission of the authentication
key on temporary key sharing are collectively synpéferred to as various types of
permission of the authentication key. The autlatittn key issuance unit 323 delivers
the authentication key issued for the intended tadierminal 20 via the communication
processing unit 321.

Details of Components Related to Key Sharing Servic
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[0119] Next, components related to the key sharing serwvicthe authentication
key management system 1 will be described withreefee to FIG. 3.

[0120] FIG. 3 is a block diagram that mainly shows anngpda of components
related to the key sharing service in the authetiin key management system 1.
Hereinafter, for FIG. 3, components related tokég sharing service in the authentication
key management system 1 will be mainly described] the overlap description of
components that overlap with the above-describedpoments related to locking and
unlocking of the vehicle 10 and starting of theiggh10 is omitted as much as possible.
Hereinafter, the same applies to the descriptidrAlGf 4 to FIG. 6.

[0121] As described above, the processing device 23eofrtbbile terminal 20Aa
owned by the owner user of the vehicle 10A incluttesscommunication processing unit
231, the communication processing unit 232, théentication key acquisition unit 233,
the authentication requesting unit 234, and the/lodock requesting unit 235. The
processing device 23 of the mobile terminal 20Aghker includes a user registration
requesting unit 236, a service registration regogstunit 237, a service use status
requesting unit 238, and a key sharing requestimgy 289 as functional units that are
implemented by executing one or more programs dtarethe ROM or the auxiliary
storage device on the CPU.

[0122] In the present embodiment, description will be enad the assumption
that the functions of the user registration reguogstunit 236, service registration
requesting unit 237, service use status requestiitg238 and key sharing requesting unit
239 of the mobile terminal 20Aa become availablethte owner user when the key
application is launched and user authenticatioedbas bidirectional communication with
the center server 30 is successful. Descriptidhbei made on the assumption that the
user authentication is performed on the centerese80 based on an ID prescribed for the
owner user (hereinafter, referred to as owner IBeand a password corresponding to the
owner user ID.

[0123] The user registration requesting unit 236 requegtstration of a regular

user of the vehicle 10A, who uses various servits#sg the vehicle 10A (the key sharing
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service, the trunk delivery service, and the C2Csbaring service), to the center server 30
in response to a predetermined operation of theeowsser. For example, the user
registration requesting unit 236 transmits a usegrstration request including the owner
user ID, the password, and attribute informaticat tbentifies a child user to be registered
(for example, a name, an age, a relation with theer user, and the like) to the center
server 30 via the communication processing unit 232

[0124] When a notification that registration of the chiiser has completed (user
registration completion notification) has been reeé from the center server 30 by the
communication processing unit 232, the user regjistn requesting unit 236 saves an ID
of the child user (hereinafter, referred to ascchier ID) and a password, included in the
user registration completion notification, in tierage unit 230. At this time, the user
registration requesting unit 236 may transmit thédcuser ID and the password to the
mobile terminal 20Ab owned by the registered childer via the communication
processing unit 231 in response to a predeternopedation of the owner user.

[0125] The service registration requesting unit 237 rstgieegistration of the
regular user of the vehicle 10A with various sesgiaising the vehicle 10A to the center
server 30 in response to a predetermined operatfothe owner user. That is, as
described above, the service registration requestinit 237 requests registration of
authentication key arrangement permission of the dtearing management unit 327 and
service management servers 40 corresponding tougservices, for the regular user of
the vehicle 10A to use various services. For exantpe service registration requesting
unit 237 transmits the owner user ID, the passwiofdymation that identifies the vehicle
10A that is used in various services, informatibat tidentifies an intended service, and a
service registration request including the ID o tlegular user who uses the intended
service (the owner user ID or the child user ID)the center server 30 via the
communication processing unit 232. Hereinafter,dtvner user ID and the child user ID
may be collectively referred to as regular user.ID3hus, the service registration
requesting unit 237 is able to register a child wde uses the key sharing service with the

center server 30.
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[0126] The service registration requesting unit 237 rexgia notification that
registration with a service based on the servigesteation request has completed from at
least one of the center server 30 and the servageagement servers 40 with the use of the
communication processing unit 232. The servicésteggion requesting unit 237 causes
the display 24 to display the fact that registratad the regular user of the vehicle 10A
with a specific service based on a predeterminedratipn of the owner user has
completed. Thus, the owner user is informed offéwot that registration of the regular
user with the specific service has completed.

[0127] The service use status requesting unit 238 regjirgfstrmation related to
the use statuses of various services, includingkthe sharing service, with which the
regular user of the vehicle 10A has registered ssoeiation with the owner user ID
(service use status information), to the centeveseB0 in response to a predetermined
operation of the owner user. For example, theiceruse status requesting unit 238
transmits a service use status request includiegwmer user ID and the password to the
center server 30 via the communication processimig232. When the service use status
information has been received from the center $e880eby the communication processing
unit 232, the service use status requesting un@ ddplays the service use status
information on the display 24. Thus, the ownerruse able to monistically see
information related to the use statuses of vargmrsices that the regular users register in
the center server 30 in association with the owser ID.

[0128] The key sharing requesting unit 239 requests egliof an authentication
key for locking or unlocking the vehicle 10A or diag the vehicle 10A to the child user
registered with the key sharing service, to thetarerserver 30 in response to a
predetermined operation of the owner user. Fomgka, the key sharing requesting unit
239 transmits a key sharing request to the cergeres 30 via the communication
processing unit 232. The key sharing request dedithe owner user ID and its password,
information related to the vehicle 10A to be locked unlocked with the use of the
authentication key, and information about the idezhchild user whom the authentication

key is delivered to or shared with (for examples thild user ID). At this time, the key
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sharing request may include use period informate&lated to an available period of the
authentication key to be delivered (for exampleisa start date and time, a use end date
and time, or the like), which is set by a predetaad operation of the owner user. The
key sharing request may also include permissioorimétion related to various types of
permission of authentication keys, which may be igieded in response to a
predetermined operation of the owner user. Theowartypes of permission of the
authentication keys include the permission of ahentication key on an available period,
the available number of times, or the like, thenmssion of an authentication key for
unlocking the vehicle or starting the vehicle, flermission of an authentication key on
temporary key sharing (described later), and tke. li Thus, as will be described later,
when the owner user sets appropriate permissioarnidtion in the case where an
authentication key available at the same time &rezh between the plurality of mobile
terminals 20, usage of the vehicle 10A by a useerothan the owner user is limited. For
this reason, it is possible to improve the secwitihe vehicle 10A.

[0129] The key sharing requesting unit 239 may requeslivedg of
authentication keys of which available periods GonWith each other to the center server
30 in response to a predetermined operation obwrger user while the mobile terminals
20 (that is, each of which is at least one of thebile terminals 20Aa, 20Ab) of the
plurality of regular users of the vehicle 10A aet for the mobile terminals 20 to which
the authentication keys are delivered. That igha key sharing request, a plurality of
regular users to which authentication keys arevesdd may be designated, and the
plurality of regular users may include the owneerus In the key sharing request,
available periods of authentication keys for a ality of regular users to be designated
may conflict with each other. Thus, an authenitcakey of the vehicle 10A available at
the same time may be shared between the plurdlitggular users. For this reason, for
example, when two or more persons get on the \@hi@A and go on a trip or go camping,
each of the passengers is allowed to, for exanhpt&, or unlock the vehicle 10A without
lending or borrowing the mobile terminal 20 in whithe authentication key is saved, so it

is possible to improve convenience of the users.
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[0130] The key sharing requesting unit 239 may sharealheady delivered
authentication key with another one of the molgleninals 20 (that is, the mobile terminal
20 onto which the key application is installedy@&sponse to a predetermined operation of
the owner user (hereinafter, a manner of shariegaththentication key is referred to as
temporary key sharing). At this time, another oh¢he mobile terminals 20 may be the
mobile terminal 20Ab of the child user or may be thobile terminal 20 of a user other
than the child user, that is, a user who tempgrasks the vehicle 10A.

[0131] For example, the key sharing requesting unit 288nsmits the
authentication key (specifically, a copy of thehauttication key) to another one of the
mobile terminals 20 through the communication pssa®y unit 231. Thus, even when
two or more persons suddenly decide to get on ¢fécie 10A to go on a trip, or the like,
the owner user of the vehicle 10A is allowed torehthe authentication key with another
user. In addition, the mobile terminal 20Aa isedity able to share the authentication key
available to another one of the mobile terminalafthe same time. For this reason, for
example, even when the mobile terminal 20Aa is tedain a place of a poor
communication condition in a wireless mobile commation network or outside a
communication range, the owner user of the vehil& is allowed to share the
authentication key with another user.

[0132] At this time, the key sharing requesting unit 28y transmit an
authentication key to another one of the mobilenteals 20 through the communication
processing unit 231, and the authentication key limised permission on an available
period or the available number of times or limifgermission for unlocking the vehicle
10A or starting the vehicle 10A. Each type of pesion is set based on a predetermined
operation of the owner user or defined in advanc8pecifically, for example, an
authentication key with permission that limits amitable period to 30 minutes, or the like,
or that limits the available number of times to @nor the like, or an authentication key
with permission that limits doors to be locked atacked to doors for getting on or off the
vehicle 10A only or that prohibits the vehicle 1&Am starting may be transmitted to

another one of the mobile terminals 20. Hereimaftieis also applies to the case of
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temporary key sharing that is performed via thetereserver 30. Thus, it is possible to
improve the security of the vehicle 10A in tempygriaey sharing.

[0133] When temporary key sharing is performed, the keriag requesting unit
239 may cause the center server 30 to deliver #reatication key to another one of the
mobile terminals 20 as in the case of normal keyriely. At this time, the key sharing
requesting unit 239 may cause the center servéo 8eliver the authentication key of the
vehicle 10A to another one of the mobile termin2lsby transmitting a temporary key
sharing request, including information that ideasifthe delivered authentication key (for
example, an issued ID embedded in the authenticigy, or the like) and information that
designates another one of the mobile terminalso2@hich the key authentication key is
delivered, to the center server 30 through the comation processing unit 232.

[0134] For example, when another one of the mobile teatai20 is the mobile
terminal 20Ab of the child user, the key sharinguesting unit 239 may transmit a
temporary key sharing request including the chgdruD to the center server 30 through
the communication processing unit 232.

[0135] For example, the key sharing requesting unit 2380 aacquires
predetermined identification information (for exdmpa QR code (registered trademark)
corresponding to the user of another one of theilmadrminals 20, who is registered in
the center server 30 as an installed user of theagplication) from the another one of the
mobile terminals 20 through the communication pssa®y unit 231, or the like. The key
sharing requesting unit 239 may transmit a temyokay sharing request that designates
another one of the mobile terminals 20, which isniified based on the identification
information, as a delivery destination to the cestaver 30.

[0136] The mobile terminal 20Aa may acquire the ideruificn information with
another method. For example, the mobile termir@Aa may acquire identification
information corresponding to the user of anothee af the mobile terminals 20 by
recognizing identification information that is digped on the display 24 of the another
one of the mobile terminals 20 with the use of ahaard camera function. For example,

the mobile terminal 20Aa may also acquire iderdificn information transmitted from the
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user of another one of the mobile terminals 20 toal address or SNS account of the
owner user.

[0137] For example, the key sharing requesting unit 28® dransmits a
candidate terminal information request to the aes¢ever 30 through the communication
processing unit 232 in response to a predetermopedation of the owner user. The
candidate terminal information request is to regoasdidate terminal information related
to a candidate terminal that is a candidate ofterobne of the mobile terminals 20 and
that is located around a current location of théilederminal 20Aa. When the candidate
terminal information has been received from theteeserver 30 by the communication
processing unit 232, the key sharing requesting 289 also causes the display 24 to
display the candidate terminal information. At sthiime, the candidate terminal
information that is returned from the center ser@®r may include information that
identifies a candidate terminal on which a spedafieration or action is being performed
among the candidate terminals. Thus, the owner aiséthe vehicle 10A is allowed to
identify another one of the mobile terminals 2@emded for key sharing, from among the
candidate terminals that are displayed on the alyspt of the mobile terminal 20Aa as the
user of the another one of the mobile terminalp@@orms a specific operation or action
on the another one of the mobile terminals 20. Héwesharing requesting unit 239 may
transmit a temporary key sharing request that desés the another one of the mobile
terminals 20, identified from among the candida&eminals, as a delivery destination to
the center server 30 in response to a predeternojpeiction of the owner user.

[0138] The key sharing requesting unit 239 may also méinnk information
based on a uniform resource locator (URL) schemdafmching the key application and
causing another one of the mobile terminals 20ctuge an authentication key from the
center server 30 (hereinafter, simply referredsdirgk information) to a mail address or
SNS account of the user of the another one of tlilm terminals 20 through the
communication processing unit 232 in response pgeedetermined operation of the owner
user. At this time, the key sharing requesting 88D transmits a temporary key sharing

request that designates the acquired authenticképrio the center server 30 through the
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communication processing unit 232 in response pgeedetermined operation of the owner
user, and acquires link information that is retdriTem the center server 30 in response to
the temporary key sharing request. Thus, the keyirsg requesting unit 239 is able to
deliver an authentication key from the center se®@ to another one of the mobile
terminals 20.

[0139] Temporary key sharing may be configured to be atedite from the
mobile terminal 20Ab of the child user, to whicle tAuthentication key has been already
delivered. That is, the functions of the key sh@rirequesting unit 239, related to
temporary key sharing, may be included in the fianst of the key application that is
installed onto the processing device 23 of the taotarminal 20Ab of the child user.
Thus, even in the case where two or more persarepéxhe owner user get on the vehicle
10A, it is not necessary to lend or borrow the rfeoteérminal 20Ab of the child user who
has already acquired the authentication key ambegtwo or more persons, so it is
possible to further improve the convenience of tield user of the vehicle 10A.
Hereinafter, description will be made on the asdionpthat temporary key sharing is
available from the mobile terminal 20Ab of the dhilser.

[0140] As described above, the processing device 32 efcénter server 30
includes the communication processing unit 321 cthalition determination unit 322, the
authentication key issuance unit 323, and the géotmit 320. The processing device 32
of the center server 30 also includes a locatidorination management unit 324, a
schedule management unit 325, a registration mamagfeunit 326, and the key sharing
management unit 327.

[0141] When the communication processing unit 321 haseived an
authentication key acquisition request from any ohée mobile terminals 20Aa, 20Ab,
the condition determination unit 322 performs antloation based on the regular user ID
and password included in the authentication kewiadtpn request. For example, the
condition determination unit 322 compares the rguker ID and password registered in
the storage unit 320 with the regular user ID aagsprord included in the authentication

key acquisition request. When the registered srguber ID and password match the
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regular user ID and password included in the auitetion key acquisition request, the
condition determination unit 322 determines thahantication is successful, that is, the
authentication key acquisition request is a regaldahentication key acquisition request.

[0142] The condition determination unit 322 also deteaminwhether an
authentication key arrangement request that issteared from the key sharing
management unit 327 (described later) is a regu#rentication key arrangement request.
For example, when authentication is successful aseauthentication information (for
example, the ID and the password) included in titemntication key arrangement request
from the key sharing management unit 327, the tmmdidetermination unit 322 may
determine that the authentication key arrangemeguast is a regular authentication key
arrangement request.

[0143] When the condition determination unit 322 detesninthat the
authentication key acquisition request is a regaldhentication key acquisition request or
the authentication key arrangement request is alae@uthentication key arrangement
request, the authentication key issuance unit 823eis an authentication key, and delivers
the authentication key to the intended mobile taahi20 through the communication
processing unit 321.

[0144] The location information management unit 324 aegui location
information from the vehicle 10A via the communioat processing unit 321, and keeps
track of a travel status of the vehicle 10A by nmariing the location information of the
vehicle 10A in real time. Thus, for example, tbedtion information management unit
324 is able to inform the owner user of the logaiidformation of the vehicle 10A lent to
the child user via the communication processing G@il. For example, the location
information management unit 324 is able to infolra mobile terminal 20Ab of the child
user of information, such as whether the vehicl& 4€heduled to be lent to the child user
is heading toward a designated location (homehetike) and how long does it take to get
to the designated location, via the communicati@t@ssing unit 321.

[0145] The schedule management unit 325 manages the tateses of the

vehicle 10A in various services. For example, #uhedule management unit 325
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periodically acquires a use schedule of the vehif& in the key sharing service,
specifically, information related to an availabkgteland time of the authentication key that
is delivered by the key sharing service, from teg Eharing management unit 327. The
schedule management unit 325 also acquire a uselgehof the vehicle 10A in each of
the trunk delivery service and the C2C car shaseyice from the delivery management
server 50 and the C2C car sharing management s@@evia the communication
processing unit 321. The schedule managemenB@Bbigenerates information related to
a use schedule of the vehicle 10A over a pluradityservices (vehicle use schedule
information) based on the acquired use schedulleeo¥ehicle 10A in the various services,
and updates old vehicle use schedule informatioads@n the storage unit 320. That is,
the schedule management unit 325 (an example obalination unit) prevents a conflict
of a use schedule of the vehicle 10A among a ptyraf services, a plurality of business
operators that provide various services, and aliyrof regular users of the vehicle 10A,
as will be described later, by sequentially updatire vehicle use schedule information.

[0146] The registration management unit 326 registersréglar user (child
user) who uses various services in response te@mreagistration request that is received
from the mobile terminal 20Aa of the owner usertbg communication processing unit
321. For example, the registration management3atitcompares the owner user ID and
password included in the user registration reqgfrest the mobile terminal 20Aa with the
owner user ID and password saved in the storage3g@i When the owner user ID and
password included in the user registration requestch the saved owner user ID and
password, the registration management unit 326rmetes that the user registration
request is a regular user registration request, ithaauthentication is successful. The
registration management unit 326 registers thedasler ID included in the regular user
registration request in a user and service registranformation database (DB) in the
storage unit 320 as a regular user who is allowadsé various services.

[0147] The registration management unit 326 performsstegion of the regular
user of the vehicle 10A with various services igp@nse to a service registration request

that is received from the mobile terminal 20Aa loé owner user by the communication
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processing unit 321. That is, the registration ag@ment unit 326 registers
authentication key arrangement permission of the dtearing management unit 327 and
service management servers 40 corresponding tougaseervices in response to the service
registration request. The authentication key @y@ament permission is permission for the
user of the vehicle 10A to use the various servicdsor example, the registration
management unit 326 determines whether the serggistration request is a regular
service registration request by executing an atitetion process similar to the
above-described process based on the owner usandpassword included in the service
registration request from the mobile terminal 20A&Vhen the service registration request
is a regular service registration request, the stegfion management unit 326 also
determines whether the regular user ID includetiénservice registration request has been
already registered in the user and service regjimtranformation DB. When the regular
user ID included in the service registration requees been already registered in the user
and service registration information DB, the regisbn management unit 326 registers an
intended service, which is identified by the seevregistration request, in the user and
service registration information DB in the storaget 320 as a service available to the
regular user corresponding to the regular user ID.

[0148] Specifically, the registration management unit 886structs the user and
service registration information DB that associasesvice unique information, vehicle
unique information, the regular user ID, and sexliok information with the owner user
ID. The service unit information identifies anéntled service. The vehicle unique
information identifies the vehicle 10A. The regulsser ID identifies the regular user
who uses a service. The service link informatisssoaiates the vehicle unique
information and the regular user ID, correspondmghe vehicle 10A, with the intended
service.

[0149] The service unique information is, for examplesexvice ID that is
defined for each service. Specifically, for examppirhen there is a plurality of business
operators that provide the C2C car sharing senaceervice ID unique to each of the

business operators is defined. For example, whersame business operator provides a
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plurality of C2C car sharing services, an ID uniqaesach of the services that the same
business operator provides. When the trunk dsliveervice is provided by a
combination between a plurality of delivery servipgoviders and a plurality of EC
business operators, a unique service ID may beetfior each combination of a delivery
service provider and an EC business operator, artanded service may be identified by a
combination of a unique service ID that is defifed each of a plurality of delivery
service providers and a unique service ID thatefinéd for each of the plurality of EC
business operators.

[0150] The vehicle unique information may be any inforimatas long as the
vehicle unique information is able to identify thehicle 10A to be locked or unlocked or
to be started with an authentication key. The alehunique information may be, for
example, identification information, such as a e#hiD and a VIN, that is defined for
each vehicle 10A. The vehicle unique informatioaynibe, for example, identification
information, such as a key unit ID, that is defifed each in-vehicle device, such as the
key unit 12, that is related to locking or unloakiof doors or starting of the vehicle 10A
based on an authentication key and that is mouatethe vehicle 10A. Hereinafter,
description will be made on the assumption thatvibleicle unique information is a key
unit ID.

[015]] The service link information is information that iequired to cause the
authentication key issuance unit 323 to issue aheatication key and deliver the
authentication key to the intended mobile termi@@l as any one of the key sharing
management unit 327, the delivery management sévand EC server 60, and the C2C
car sharing management server 70 that respectimalyage various services transmits an
authentication key arrangement request. Thahésatuthentication key issuance unit 323
is able to identify the vehicle 10A to be locked wrlocked or to be started with an
authentication key and issue an appropriate altadion key by receiving an
authentication key arrangement request includimgee link information from any one of
the key sharing management unit 327, the delivempagement server 50 and EC server

60, and the C2C car sharing management server 70.
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[0152] The service link information may be any informatis long as the service
link information is able to associate an intended/ise with the vehicle 10A and a user
who uses the service in the center server 30. Blemof the service link information
may include a login ID of a regular user on eachusér-oriented websites for various
services corresponding to the key sharing manageamein327, the delivery management
server 50, the EC server 60, and the C2C car ghamanagement server 70 (hereinafter,
referred to as service login ID for the sake ofwamence). In this case, the service
registration requesting unit 237 of the mobile terah20Aa transmits a service registration
request including the service login IDs of a reguiser to be registered, corresponding to
various services, to the center server 30 via thneunication processing unit 232.
When a regular user to be registered has not amjservice login IDs corresponding to
various services yet, the processing device 23®fmobile terminal 20Aa may launch a
predetermined browser and cause the regular usarquaire service login IDs of websites
for the various services. Thus, when a user (alaegiser of the vehicle 10A) logs onto a
website at the time of requesting an intended seythe delivery management server 50
or the C2C car sharing management server 70 is t@blénd a service login ID
corresponding to service link information and easifrange for an authentication key
related to provision of the service. Hereinaftdgscription will be made on the
assumption that the service link information radate the trunk delivery service and the
C2C car sharing service is the above-describedcgelogin ID.

[0153] In the case of a regular user who regularly ukespturality of vehicles
10A, the center server 30 is able to identify thgutar user but is not able to identify the
vehicle 10A with only the service login ID. Foiighreason, the service link information
includes not only a service login ID but also imfation for indirectly identifying the
vehicle 10A (for example, information obtained byceypting vehicle unique information
in a predetermined manner, or the like).

[0154] When the registration management unit 326 has et registration
with various services, the registration managenoeitt 326 provides a notification of the

completion to the mobile terminal 20Aa or the metigrminal 20Ab, corresponding to a
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regular user to be registered, via the communinapicocessing unit 321. When the
registration management unit 326 has completedstragjon with various services, the
registration management unit 326 also provides wevicge registration completion
notification including service link information @ny one of the key sharing management
unit 327 and the service management servers 40chwimianages operations of the
registered service.

[0155] A notification of completion of registration witharious services to the
mobile terminal 20Aa or the mobile terminal 20Abyntee transmitted from any one of the
service management servers 40, which has receivednace registration completion
notification.

[0156] When the communication processing unit 321 hasived a service use
status request from the mobile terminal 20Aa, thgistration management unit 326
generates service use status information basedhenuser and service registration
information DB of the storage unit 520, the vehicige schedule information that is
managed by the schedule management unit 325, anliké) and delivers the service use
status information to the mobile terminal 20Aa tfia communication processing unit 321.

[0157] The key sharing management unit 327 manages oapesadvf the key
sharing service.

[0158] For example, the key sharing management unit 32anges for an
authentication key to the mobile terminal 20Aa ahite terminal 20Ab corresponding to
a regular user ID that is designated by a key sbaequest in response to the key sharing
request that is received from the mobile termin@A2 of the owner user by the
communication processing unit 321. Specificalhg key sharing management unit 327
compares the owner user ID and password includeatieérkey sharing request with the
owner user ID and password saved in the storage3g8@i When the owner user ID and
password included in the key sharing request mielsaved owner user ID and password,
the key sharing management unit 327 determinestlieakkey sharing request is a regular
key sharing request. The key sharing managemen82n also makes an inquiry to the

schedule management unit 325, and determines whéire is inconsistency between use
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period information included in the key sharing resjuand the latest vehicle use schedule
information, that is, whether there is a date antktconflict in relation to usage of the
vehicle 10A among a plurality of services, a plityabf business operators that provide
services, and a plurality of regular users. W!mmd is no date and time conflict, the key
sharing management unit 327 transfers an authéotickey arrangement request to the
authentication key issuance unit 323. The autbatiin key arrangement request
includes information related to a regular user @nhe vehicle 10A, and permission
information, which are identified from informatiancluded in the key sharing request.
The regular user corresponds to the mobile tern20&a or the mobile terminal 20Ab,
which is a delivery destination of an authenticati@y. The vehicle 10A is to be locked
or unlocked or to be started with the authenticati@y. The permission information
includes information about an available period leé tntended mobile terminal 20Aa or
mobile terminal 20Ab, the number of times the ideth mobile terminal 20Aa or mobile
terminal 20Ab is available, unlockable doors of theended mobile terminal 20Aa or
mobile terminal 20Ab, whether the intended mobé#entinal 20Aa or mobile terminal
20Ab is allowed to start the vehicle 10A, and tiee.| Thus, the authentication key
issuance unit 323 is able to identify the regulaerulD corresponding to the mobile
terminal 20Aa or mobile terminal 20Ab, which is delivery destination of an
authentication key, and the vehicle 10A to be locke unlocked or to be started with an
authentication key, and issue an appropriate atitation key.

[0159] The key sharing management unit 327 also cheoksexample, attribute
information (for example, an age, whether the Umser a driver's license, and the like) of
the user of the mobile terminal 20Aa or mobile teah 20Ab, which is a delivery
destination of an authentication key and whichesighated by the key sharing request.
The attribute information is stored in the storagé 320. When the user of the mobile
terminal 20Aa or mobile terminal 20Ab, which is @lidery destination of an
authentication key (the regular user of the vehi€ld), is a user that is determined not to
be able to drive the vehicle 10A, the key sharingnagement unit 327 issues an

authentication key, with permission not allowing thser to start the vehicle 10A, to the
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mobile terminal 20 of the user. Examples of therusho is not allowed to drive the
vehicle 10A include a user who has not reached r@nmim driving age for a driver's
license, and a user who has no driver's licenseecifically, the key sharing management
unit 327 transfers an authentication key arrangeémequest to the authentication key
issuance unit 323, and the authentication key gewment request includes permission
information that corresponds to the mobile termig@lAa or mobile terminal 20Ab,
corresponding to the user who is determined todieatiowed to drive the vehicle 10A,
and that includes an instruction to prohibit théigke 10A from starting. Thus, since the
authentication key issuance unit 323 is able taveelan authentication key with
permission to prohibit the vehicle 10A from stagtirto the mobile terminal 20Aa or
mobile terminal 20Ab of the user who is not allowedlirive the vehicle 10A, it is possible
to improve the security of the vehicle 10A in theylsharing service.

[0160] For example, the key sharing management unit 32kvels the
authentication key of the vehicle 10A to anothez ohthe mobile terminals 20, designated
by the temporary key sharing request, based onetnporary key sharing request that is
received from the mobile terminal 20Aa of the owneser by the communication
processing unit 321. Specifically, the key shammanagement unit 327 identifies an ID
of an installed user (hereinafter, referred toresailed user ID) corresponding to another
one of the mobile terminals 20, which is a delivdgstination, based on an installed user
information DB of the key application, stored irethtorage unit 320. The key sharing
management unit 327 transfers the authenticatignakeangement request including the
identified installed user ID and information copeading to the authentication key
designated by the temporary key sharing request dkample, an issued ID of the
authentication key included in the temporary kewrsig request, or the like) to the
authentication key issuance unit 323. Thus, thbeatication key issuance unit 323 is
able to identify another one of the mobile termsna0, which is a delivery destination,
based on the installed user ID, the issued ID efahthentication key, and the like, and
deliver the authentication key to the another ofhdhe mobile terminals 20 via the

communication processing unit 321.
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[0161] The functions of the key sharing management Wit @ay be transferred
to a server outside the center server 30 (key rslpananagement server), as well as the
other services using the vehicle 10A. The key isBgamanagement server may be
included in the service management servers 40.

[0162] As described above, the mobile terminal 20Ab owhgdhe child user
includes the communication processing unit 231,ct|munication processing unit 232,
the authentication key acquisition unit 233, thehaatication requesting unit 234, the
lock/unlock requesting unit 235, and the storage 280.

[0163] In the present embodiment, description will be enad the assumption
that the function of the authentication key acdigisiunit 233 of the mobile terminal 20Ab
becomes available to the child user as the keyiagtign is launched and user
authentication based on bidirectional communicatieith the center server 30 is
successful. Description will be made on the assiomphat the user authentication is
performed on the center server 30 based on thel asker ID and the password.
Description will be made on the assumption that finections of the authentication
requesting unit 234, lock/unlock requesting unib,2&8nd the like, of the mobile terminal
20Ab become available to the child user as thegjplication is launched.

[0164] As described above, the authentication key adtpnsunit 233 acquires
an authentication key that is delivered from thatee server 30 in response to a key
sharing request that is transmitted from the motateninal 20Aa to the center server 30
via the communication processing unit 232. Thhe, mobile terminal 20Ab is able to
lock or unlock the doors of the vehicle 10A andrtsthe vehicle 10A based on the
functions of the communication processing unit 28dthentication requesting unit 234
and lock/unlock requesting unit 235. That is, witie key sharing service, the child user
who owns the mobile terminal 20Ab is allowed toedilty use the vehicle 10A, for
example, lock or unlock the vehicle 10A or drive trehicle 10, with the use of the mobile
terminal 20Ab without handing over a key to or fraghe owner user. Similarly, the
owner user is allowed to lend the vehicle 10A @ ¢hild user without handing over a key

to or from the child user. For this reason, passible to improve convenience in lending
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or borrowing the vehicle 10A between the owner ws®t child user of the vehicle 10A
with the key sharing service in the authenticakey management system 1.

[0165] As described above, the authentication key adguisunit 233 acquires
an authentication key that is delivered from theteeserver 30 in response to a temporary
key sharing request that is transmitted from thditaderminal 20Aa to the center server
30 via the communication processing unit 232. T applies to the case where an
authentication key is delivered to the mobile temhi20 other than the mobile terminal
20Ab of the child user in response to a temporay gharing request. Thus, the other
mobile terminals 20 including the mobile termin&lAd are able to lock or unlock the
doors of the vehicle 10A and start the vehicle 19#sed on the functions of the
communication processing unit 231, authenticatequesting unit 234 and lock/unlock
requesting unit 235. That is, for example, wheon tw more persons including another
regular user get on the vehicle 10A and go out,eath when the child user who owns the
mobile terminal 20Ab has not acquired an authettingkey in advance, the child user is
not required to borrow the mobile terminal 20Aanaoobile terminal 20Ab to which the
authentication key has been delivered, and is aitbte directly use the vehicle 10A, for
example, lock or unlock the vehicle 10A or drive thehicle 10A, with the use of the
mobile terminal 20Ab. Similarly, even when the @wruser has not made the mobile
terminal 20Ab of the child user acquire an autheibn key in advance, the owner user
does not need to lend the own mobile terminal 2@Atne child user. For this reason, it
is possible to improve the convenience of userthéncase where two or more persons
including a regular user of the vehicle 10A getlom vehicle 10A and use the vehicle 10A
with temporary key sharing in the authenticatiog Reanagement system 1.

Details of Components Related to Trunk Deliverywger

[0166] Next, components related to the trunk delivery viser in the
authentication key management system 1 will berdsesat with reference to FIG. 4.

[0167] FIG. 4 is a block diagram that mainly shows anngpie@ of components
related to the trunk delivery service in the autloation key management system 1.

Hereinafter, for FIG. 4, components related to tienk delivery service in the
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authentication key management system 1 will be Ipattescribed, and the overlap
description of components that overlap with the ponents related to the above-described
key sharing service is omitted as much as possible.

[0168] As described above, the processing device 23eofrtbbile terminal 20Aa
owned by the owner user of the vehicle 10A incluttesscommunication processing unit
232, the user registration requesting unit 236,séwice registration requesting unit 237,
and the service use status requesting unit 238.

[0169] As described above, the user registration requeesinit 236 requests
registration of the regular user (child user) @ trehicle 10A, who uses various services
including the trunk delivery service, to the cergerver 30 in response to a predetermined
operation of the owner user.

[0170] As described above, the service registration rgtiuge unit 237 requests
registration of each registered regular user (tlieev user or the child user) with various
services including the trunk delivery service t@ tbenter server 30 in response to a
predetermined operation of the owner user.

[017]] For example, the service registration requesting @37 transmits a
service registration request for using the trunkvdey service to the center server 30.
The service registration request includes a sefoig 1D of a website for users who use
the service of the delivery management server Bfe{hafter, referred to as delivery site)
and a service login ID of an EC site as servick linformation. The service login IDs
correspond to the regular user of the vehicle Mg is to be registered.

[0172] As described above, the service use status reqgeshit 238 requests
information related to the use statuses of vareelwices, including the trunk delivery
service, by the regular users of the vehicle 10ApWwave been registered in association
with the owner user ID (service use status inforomgt to the center server 30 in response
to a predetermined operation of the owner user.

[0173] The delivery management server 50 includes a camuation device 51
and the processing device 52.

[0174] The communication device 51 is any device thardationally carries out
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communication with each of the mobile terminals #& center server 30, and the EC
server 60 through a predetermined communicatiowar&t

[0175] The processing device 52 includes, for examplecommunication
processing unit 521, a service cooperation registrainit 522, a delivery accepting unit
523, and a delivery management unit 524 as furationits that are implemented by
executing one or more programs stored in the ROMh@rauxiliary storage device on the
CPU. The processing device 52 also includes agtounit 520 that is implemented as a
storage area, such as the auxiliary storage devittee server computer.

[0176] The communication processing unit 521 controls teenmunication
device 51, and exchanges various signals, sucbrasot signals and information signals,
with each of the mobile terminals 20, the centevese30, and the EC server 60.

[0177] The service cooperation registration unit 522 stegs information for
cooperation between the center server 30 and thedemanagement server 50, related
to usage of the trunk delivery service by the ragukers of the vehicle 10A, in response
to a service registration completion notificatidrat is received from the center server 30
by the communication processing unit 521.

[0178] For example, the service cooperation registratioin 522 adds a flag to a
service login ID (service link information) includen a service registration completion
notification in a user management DB for managisgrsi on the delivery site constructed
in the storage unit 520. The flag indicates thatuser corresponding to the service login
ID is a user of the trunk delivery service. At thame time, the service cooperation
registration unit 522 registers the service lodn ihcluded in the service registration
completion notification in the user management DBhe storage unit 520 in association
with a service login ID of the website correspomyia the EC server 60 (that is, EC site).
The service login ID of the EC site is includedthre service registration completion
notification. Thus, when an order including a sevogin ID has been received from the
EC server 60 by the communication processing Uil he delivery management server
50 is able to identify the corresponding serviagrildD of the delivery site. The delivery

management server 50 is able to cause the cemier 80 to deliver an authentication key
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to the mobile terminal 20Ac of a delivery persosvall be described later, by transmitting
an authentication key arrangement request incluthiegdentified service login ID to the
center server 30.

[0179] The delivery accepting unit 523 receives inforimatrelated to a request
to deliver a package (delivery request informationgluding the service login ID of the
EC site, from the EC server 60 via the communicagioocessing unit 521.  The service
login ID corresponds to an orderer of a producttlom EC site. The delivery request
information that is received from the EC serverig€ludes not only basic information,
such as a name, address and telephone numbemodemer of a delivery address but also
information related to a designated delivery adslrédelivery address information),
information related to a designated delivery dabel dme (delivery date and time
information), and the like.

[0180] The delivery management unit 524 manages opegtibprocesses from
receipt to delivery related to a delivery requeseived by the delivery accepting unit 523.

[0181] For example, as the delivery management unit B2dives a notification
that a package has arrived at a sales office ¢hat charge of a parking location of the
vehicle 10A designated by the delivery addressrinégion of a delivery request, the
delivery management unit 524 determines a datetiareof departure for delivery of the
package, a delivery person in charge, and the likeaccordance with the designated
delivery time period.

[0182] Subsequently, the delivery management unit 524esak inquiry about
the location information of the vehicle 10A to tbenter server 30 via the communication
processing unit 521 before departure of the pacKémeexample, 10 minutes before
scheduled departure time). At this time, the inguncludes a service login ID (that is,
service link information) of the regular user oé thehicle 10A on the delivery site. The
regular user of the vehicle 10A is a user of thekrdelivery service. This also applies to
an inquiry about location information (describeteix The delivery management unit
524 acquires the current location information @& tehicle 10A from the center server 30

via the communication processing unit 521, andrdetees whether delivery is possible
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based on matching with the designated parking ilmcag relationship with an area in
charge, and the like.

[0183] Subsequently, when the delivery management uditde&2ermines that the
package is deliverable, the delivery managementif# transmits a notification that the
package is deliverable to the trunk of the vehil& (deliverable notification), to the
mobile terminal 20Ac of a delivery person via tlmenunication processing unit 521.

[0184] Subsequently, as the communication processing b®it receives an
authentication key acquisition request from the meaierminal 20Ac that has received the
deliverable notification, the delivery managementit u524 determines whether the
authentication key acquisition request is a regalahentication key acquisition request.
Specifically, the delivery management unit 524 nry out the determination by
comparing information related to a package to beveled (hereinafter, delivery item
information for the sake of convenience) with vag@ieces of information related to the
package, registered in the storage unit 520. Hiwaty item information includes, for
example, a delivery person, a delivery address gk@mple, a name or legal name of a
recipient, or the like), the type of the packagdghvery time period, and a delivery place,
which may be included in the authentication keyuigition request. As the delivery
management unit 524 determines that the autheiotickey acquisition request is a regular
authentication key acquisition request, the dejiveranagement unit 524 transmits an
authentication key arrangement request to the cesgerer 30 via the communication
processing unit 521. At this time, the autheniratkey arrangement request includes
information for identifying the mobile terminal 2@Aof the delivery person. The
information for identifying a delivery person mag,for example, an authentication 1D for
a delivery person to get user authentication in daeter server 30 in order to use the
functions of the key application, correspondinghe authentication key acquisition unit
233, and the like, of the mobile terminal 20Ac @ipafter, referred to as delivery person
ID for the sake of convenience). Thus, the motaiteninal 20Ac of the delivery person is
able to acquire an authentication key from theeesgrver 30.

[0185] Subsequently, as the delivery management unitrB2dives an inquiry
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about the current location information of the véhitOA from the mobile terminal 20Ac of

the delivery person who has left for delivery frarsales office via the communication
processing unit 521, the delivery management iitrhakes an inquiry about the current
location information of the vehicle 10A to the ocentserver 30. The delivery

management unit 524 acquires the current locatiftormation of the vehicle 10A from the

center server 30 via the communication processiig521, and transmits (forwards) the
current location information of the vehicle 10Atbee mobile terminal 20Ac of the delivery

person. Thus, the on-the-road delivery persoiiasvad to compare the current location
information of the vehicle 10A with the informatioalated to the parking location of the
vehicle 10A, designated by the delivery addressrinfition, and determine whether to
deliver the package or bring back the package.

[0186] Lastly, as the delivery management unit 524 rexeia delivery end
notification that is received from the mobile tenali 20Ac of the delivery person who has
finished delivery of the package via the commumicaprocessing unit 521, the delivery
management unit 524 basically ends management efabpns related to the trunk
delivery service for the package. At this timeg ttelivery management unit 524 may
provide a notification of end of delivery to thegutar user of the vehicle 10A, who is a
client (a purchaser of a product on the EC sitejuph an electric mail or a predetermined
application that runs in cooperation with the defiv site and that is installed onto the
mobile terminal 20Aa or the mobile terminal 20Ab.

[0187] As described above, when a door (trunk lid, orlike) for accessing the
trunk of the vehicle 10A is unlocked and then Iatkine DCM 14 of the vehicle 10A may
determine that the delivery person has finished/elgl, and may provide a notification of
end of delivery to the center server 30. Thus,wihe center server 30 has received the
notification, the center server 30 is allowed @mngmit a delivery end notification to the
delivery management server 50. That is, the dsfiead notification may be transmitted
from the center server 30 to the delivery managémsenver 50.

[0188] The EC server 60 includes a communication devicar@ the processing

device 62.
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[0189] The communication device 61 is any device tharéationally carries out
communication with each of the mobile terminals tb@, center server 30, and the delivery
management server 50 through a predetermined coroatiom network.

[0190] The processing device 52 includes, for examplecommunication
processing unit 621, a web resource transmissioim 22, a service cooperation
registration unit 623, and an order receipt praogsanit 624 as functional units that are
implemented by executing one or more programs dtanethe ROM or the auxiliary
storage device on the CPU. The processing devca$® includes the storage unit 620
that is implemented as a storage area, such aautkikary storage device of the server
computer.

[0191] The communication processing unit 621 controls deenmunication
device 61, and exchanges various signals, sucbrasot signals and information signals,
with each of the mobile terminals 20, the centevese30, and the delivery management
server 50.

[0192] The web resource transmission unit 622 transregsurces to a browser
of any one of terminals in a predetermined manaset on various pieces of information.
The resources correspond to webpages to be disptaya browser of the any one of the
terminals of users who browse the EC site. Theouar pieces of information are
resources of the EC site, and are saved in thagaarmit 620. The terminals of the users
include the mobile terminals 20Aa, 20Ab. The wagsathat may be displayed on the
EC site include a top page of the EC site, webpagagsponding to individual items that
are carried on the EC site, an order input pageé @haser inputs various pieces of
information at the time of ordering individual itesmand the like. For example, the web
resource transmission unit 622 transmits hypemeatkup language (HTML) documents
corresponding to the webpages and information umlderHTML documents, such as
images and moving images, to be displayed on thmpages, in parallel with each other.

[0193] The service cooperation registration unit 623 gtegs information for
cooperation between the center server 30 and thedf@r 60, related to usage of the

trunk delivery service by the regular users of Wedicle 10A, in response to a service
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registration completion notification that is reamiv from the center server 30 by the
communication processing unit 621. For example, gbrvice cooperation registration
unit 623 adds a flag to a service login ID includedhe service registration completion
notification in the user management DB for managiegrs on the EC site constructed in
the storage unit 620. The flag indicates thatuber corresponding to the service login
ID is a user of the trunk delivery service. At theme time, the service cooperation
registration unit 623 registers the service lodn ihcluded in the service registration
completion notification in the user management DE&ssociation with a service login 1D
of the website (that is, delivery site) correspogdio the delivery management server 50.
The service login ID of the delivery site is incadlin the service registration completion
notification. Thus, for example, when the commatimn processing unit 621 has
received an inquiry, or the like, about an ordetenh, including the service login ID of the
delivery site, from the delivery management seB@&rthe EC server 60 is able to identify
the corresponding service login ID of the EC site.

[0194] The order receipt processing unit 624 receivesrder of a product from
a user based on various input operations correspgnal the order of the product from the
user on the EC site. At this time, when the trahthe vehicle 10A has been selected as a
delivery address on an order input page on the iieC tee order receipt processing unit
624 makes an inquiry about vehicle use schedutarnrdtion to the center server 30 via
the communication processing unit 621. Thus, ttteoreceipt processing unit 624 is
able to acquire the latest vehicle use schedulernmtion via the communication
processing unit 621, so, for example, when a dasaghdelivery date and time already
conflicts with another schedule, the order recpiptessing unit 624 is able to take action,
such as requesting a change of a delivery date teme. That is, the schedule
management unit 325 of the center server 30 istabeevent a user from selecting dates
and times at which a first business operator iedaled to use a service (for example, the
trunk delivery service) at the time of allowing theer to select a delivery date and time of
the trunk delivery service by the second busingesaior on the EC site by sequentially

updating the latest vehicle use schedule informaticAt this time, the content of a link of
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a web application programmable interface (API) esponding to vehicle use schedule
information may be displayed on the EC site. Tlaugser is allowed to designate a time
period without a conflict with another service e vehicle use schedule information as
a delivery date and time, and, since vehicle ubedue information is displayed on the
EC site via the WebAPI, the vehicle use schedul@mmation is not transmitted to the EC
site, so it is desirable from the viewpoint of gatton of privacy of a regular user of the
vehicle 10A.

[0195] As described above, a trunk delivery service idéehfor items other than
products ordered on the EC site is also conceivalle this case, similarly, the delivery
management server 50 just needs to acquire thst lagdicle use schedule information
from the center server 30. Thus, when a delivatg @nd time of a package to the trunk
of the vehicle 10A designated by a regular usehefvehicle 10A conflicts with another
schedule, the delivery management server 50 istablake action, such as requesting a
change of the delivery date and time.

[0196] As described above, the processing device 32 efcénter server 30
includes the communication processing unit 321 ctivedition determination unit 322, the
authentication key issuance unit 323, the locatidarmation management unit 324, the
schedule management unit 325, the registration geanant unit 326, an authentication
key use coordination unit 328, and the storage 320t

[0197] When the condition determination unit 322 hasikezkan authentication
key arrangement request from the delivery managesemer 50 via the communication
processing unit 321, the condition determinationt B22 determines whether the
authentication key arrangement request is a reguidrentication key arrangement request.
For example, the condition determination unit 322ednines whether the authentication
key arrangement request is a regular authentickignarrangement request based on the
service login ID of the delivery site, includedtie authentication key arrangement request,
and predetermined authentication information (fceiraple, an ID and a password, or the
like) corresponding to the delivery managementesesd.

[0198] When the condition determination unit 322 deteeminthat the
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authentication key arrangement request is a reguiérentication key arrangement request,
the authentication key issuance unit 323 identiftes vehicle 10A corresponding to the
authentication key arrangement request based onuffeg and service registration
information DB of the storage unit 320. The autiwtion key issuance unit 323 issues
an authentication key with limited permission tHamits the number of times the
authentication key is available (for example, thenber of times the authentication key is
available is one) and that only allows the trurktth be locked or unlocked for a limited
time (for example, usable within only a time lengthseveral minutes to several tens of
minutes from delivery of the authentication key)hus, it is possible to prevent a
delivery person from using the vehicle 10A withqérmission and improve security.
The authentication key issuance unit 323 deliversaathentication key to the mobile
terminal 20Ac of a delivery person via the commatiagn processing unit 321. The
delivery person is identified by the authenticatik@y arrangement request.

[0199] For example, any method, such as a known mathemhatiethod and a
method using bidirectional communication betweendénter server 30 and the vehicle 10,
may be employed as a method of limiting the avélgeriod of an authentication key, the
number of times an authentication key is availabiehe like.

[0200] The location information management unit 324 tnaitss a location
information request to the vehicle 10A via the cammipation processing unit 321 in
response to an inquiry about the current locatibrthe vehicle 10A from the delivery
management server 50. The inquiry is receivedhigydommunication processing unit
321. Thus, the DCM 14 of the vehicle 10A retutms fbcation information of the vehicle
10A, which is input from the GPS module 13, to temter server 30 in response to the
location information request from the center serdY) The location information
management unit 324 is able to acquire the cutogation information of the vehicle 10A
via the communication processing unit 321. Thafion information management unit
324 returns the current location information acegifrom the vehicle 10A to the delivery
management server 50 via the communication prougssiit 321.

[0201] The schedule management unit 325 returns thet habscle use schedule
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information saved in the storage unit 320 to the $8@ver 60 via the communication
processing unit 321 in response to an inquiry frim@ EC server 60. The inquiry is
received by the communication processing unit 321.

[0202] As described above, the registration managemeitt 326 registers a
regular user (child user) who uses various seniingsding the trunk delivery service in
response to a user registration request that &vet from the mobile terminal 20Aa of
the owner user by the communication processing BBit. As described above, the
registration management unit 326 also registerseafelar user of the vehicle 10A with the
trunk delivery service in response to a servicéstegtion request that is received from the
mobile terminal 20Aa of the owner user by the comitation processing unit 321. As
described above, when the registration managemaht386 has completed registration
with various services including the trunk delivegrvice, the registration management unit
326 also provides a notification of completion efjistration to the mobile terminal 20Aa
or the mobile terminal 20Ab, corresponding to tegular user to be registered, via the
communication processing unit 321. When the regfisih management unit 326 has
completed registration with the trunk delivery seey the registration management unit
326 transmits a service registration completionification including service link
information to the delivery management server 5@ #re EC server 60 that manage
operations of the service intended for registrati@nthe communication processing unit
321. The authentication key use coordination 328 (an example of a coordination
unit) makes coordination for preventing simultareeage of an authentication key that can
be delivered to mobile terminals 20 (mobile ternen20Ac, 20Ad) over a plurality of
service providers. For example, when a pluralitydelivery service providers each
provides a trunk delivery service, it is presumahk the delivery service providers go to
deliver packages in a close time period. For exanipis also presumable that a renter
who has a reservation to rent the vehicle 10A tiinaine C2C car sharing service just after
a time period during which a delivery service pd®ri that provides a trunk delivery
service delivers a package. In such cases, wieemtbile terminal 20 corresponding to

the first business operator uses an authenticakieyy the authentication key use
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coordination unit 328 makes coordination such thatmobile terminal 20 corresponding
to the second business operator does not use thentication key. Details will be
described later (see FIG. 7 to FIG. 10).

[0203] As described above, the processing device 23eofrthbile terminal 20Ac
of a delivery person includes the communicatiorcessing unit 231, the communication
processing unit 232, the authentication key actjoisiunit 233, the authentication
requesting unit 234, and the lock/unlock requestinigy 235.

[0204] In the present embodiment, description will be enath the assumption
that the functions of the authentication key adtjois unit 233, authentication requesting
unit 234, and lock/unlock requesting unit 235 o€ tmobile terminal 20Ac become
available to the delivery person when the key a@afion is launched.

[0205] The authentication key acquisition unit 233 traitsnan authentication
key acquisition request to the delivery managensamver 50 via the communication
processing unit 232 in response to a predetermupedation of the delivery person. At
this time, the authentication key acquisition resjuacludes the above-described delivery
item information saved in the storage unit 230 idveammce. Thus, the delivery
management server 50 transmits an authenticatiprak@angement request to the center
server 30 in response to the authentication kewisitpn request, and the center server 30
delivers an authentication key to the mobile teahir2OAc in response to the
authentication key arrangement request, with tisaillrehat the mobile terminal 20Ac
acquires the authentication key. Thus, since tbbile terminal 20Ac is able to lock or
unlock the trunk lid of the vehicle 10A based om ttunctions of the communication
processing unit 231, authentication requesting 284t and lock/unlock requesting unit 235,
the delivery person is allowed to deliver a rege@gtackage to the trunk of the vehicle
10A, lock the trunk of the vehicle 10A as it wasddeave.

[0206] As will be described later, delivery persons olivay service providers
can deliver a package to the trunk of the vehi@@ in a close time period. For this
reason, to smoothly determine the order, and #e bf delivery, for example, the key

application of the mobile terminal 20Ac may havkuaction of allowing delivery persons
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of delivery service providers that have relativellyse time periods of delivery to the trunk
of the same vehicle 10A to make contact with eablero At this time, when the center
server 30 relays information of both in synchrotiaa with the key applications of the
delivery persons of the delivery service providegsecifically, the delivery persons of the
delivery service providers are allowed to exchaimjermation with each other, so it is
possible to improve the convenience of deliveryspes.

Details of Components Related to C2C Car Sharimgi&e

[0207] Next, components related to the C2C car sharingicge in the
authentication key management system 1 will berdsesat with reference to FIG. 5.

[0208] FIG. 5 is a block diagram that mainly shows anngpde of components
related to the C2C car sharing service in the aufitbetion key management system 1.
Hereinafter, for FIG. 5, components related to tB2C car sharing service in the
authentication key management system 1 will be Ipailescribed, and the overlap
description of components that overlap with the ponents related to the above-described
key sharing service, and the like, is omitted astmas possible.

[0209] As described above, the processing device 23eofrtbbile terminal 20Aa
owned by the owner user of the vehicle 10A incluttesscommunication processing unit
232, the user registration requesting unit 236,sé&ice registration requesting unit 237,
and the service use status requesting unit 238.

[0210] As described above, the user registration requgsinit 236 requests
registration of the regular user (child user) d&f trehicle 10A, who uses various services
including the C2C car sharing service, to the aergerver 30 in response to a
predetermined operation of the owner user.

[0211] As described above, the service registration rgtiug unit 237 requests
registration of each registered regular user (tlieew user or the child user) with various
services including the C2C car sharing serviceht® denter server 30 in response to a
predetermined operation of the owner user.

[0212] For example, the service registration requesting @37 transmits a

service registration request for using the C2Cstering service to the center server 30.
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The service registration request includes a sefaig 1D of a website for users who use
the C2C car sharing service corresponding to the €& sharing management server 70
(hereinafter, referred to as C2C car sharing sisedervice link information. The service
login ID corresponds to the regular user of theiclelLOA, who is to be registered.

[0213] As described above, the service use status reqgeshit 238 requests
information related to the use statuses of vargrrsices, including the C2C car sharing
service, by the regular user of the vehicle 10Ah® center server 30 in response to a
predetermined operation of the owner user. Thalaegiser of the vehicle 10A has been
registered in association with the owner user E)\(ge use status information).

[0214] The C2C car sharing management server 70 incladesmmunication
device 71 and the processing device 72.

[0215] The communication device 71 is any device tharéationally carries out
communication with each of the mobile terminalsa2@ the center server 30 through a
predetermined communication network.

[0216] The processing device 72 includes, for examplecoanmunication
processing unit 721, a service cooperation registrainit 722, a reservation management
unit 723, and a vehicle management unit 724 astibmad units that are implemented by
executing one or more programs stored in the ROMerauxiliary storage device on the
CPU. The processing device 72 also includes thage unit 720 that is implemented as
a storage area, such as the auxiliary storageaetithe server computer.

[0217] Description will be made on the assumption thaformation that
identifies the vehicle 10A for rent has been alyeeahistered (saved) in the storage unit
720 through the C2C car sharing site by the regisgar (owner user) of the vehicle 10Ain
association with a service login ID.

[0218] The communication processing unit 721 controls toenmunication
device 71, and exchanges various signals, sucbrasot signals and information signals,
with each of the mobile terminals 20 and the cesgever 30.

[0219] The service cooperation registration unit 722 seegs information for

cooperation between the center server 30 and ti2dag sharing management server 70,
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related to usage of the C2C car sharing servicthéyegular user of the vehicle 10A, in
response to a service registration completion icatibn that is received from the center
server 30 by the communication processing unit 721.

[0220] For example, the service cooperation registratiih 722 adds a flag to a
service login ID included in a service registratioompletion notification in the user
management DB for managing users on the C2C cainglgite constructed in the storage
unit 720. The flag indicates that the user comasing to the service login ID is a letter
of the vehicle 10A in the C2C car sharing servic&hus, the C2C car sharing
management server 70 is able to cause the cemier 80 to deliver an authentication key
to the mobile terminal 20Ad of a renter, as will described later, by transmitting an
authentication key arrangement request includiisgraice login ID corresponding to the
regular user of the vehicle 10A, who is a letteithie center server 30.

[0221] The reservation management unit 723 manages edgmTy for the use of
the vehicle 10A. The reservations are made throglC2C car sharing site, or the like.

[0222] For example, the reservation management unit 28ives registration of
a rentable date and time of the vehicle 10A from tbgular user of the vehicle 10A
through the C2C car sharing site, or the like, esgisters (saves) the received rentable
date and time in the storage unit 720. At thisefitihe reservation management unit 723
makes an inquiry about vehicle use schedule infoamao the center server 30 via the
communication processing unit 721. Thus, the xegiEm management unit 723 is able
to acquire the latest vehicle use schedule infaonatia the communication processing
unit 721. For this reason, for example, when theable date and time received from the
regular user of the vehicle 10A already conflictthwanother schedule, the C2C car
sharing management server 70 is able to take actish as requesting a change of the
rentable date and time and registering a rentadie @nd time except the conflicting time
excluded from the received rentable date and time.

[0223] For example, the reservation management unit 728 geceives a
reservation for the use of the vehicle 10A withie rentable date and time of the vehicle

10A. The rentable date and time of the vehicle i#aved in the storage unit 720. As
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the reservation management unit 723 receives avadgmn for the use of the vehicle 10A
from a user who is a renter through the C2C carisfhaite, the reservation management
unit 723 updates information pertaining to a remsahedule of the vehicle 10A (rental
schedule information). The rental schedule infdromais saved in the storage unit 720.

[0224] For example, when the communication processing 12l has received
an authentication key acquisition request fromrtiwbile terminal 20Ad of the renter of
the vehicle 10A, the reservation management uni8 d&termines whether the
authentication key acquisition request is a regal#hentication key acquisition request.
Specifically, the reservation management unit 728 marry out the determination based
on the service login ID and password of the C2C slaaring site, included in the
authentication key acquisition request, and aiorlawith a reservation date and time (for
example, whether the date and time of receipt ®fatlithentication key acquisition request
falls within the reservation date and time, whethgreriod of time from the date and time
of receipt of the authentication key acquisitioguest to a start date and time is shorter
than a predetermined time, or the like). Whenatthentication key acquisition request
is a regular authentication key acquisition requtst reservation management unit 723
transmits an authentication key arrangement reqteeshe center server 30 via the
communication processing unit 721. At this timiee @authentication key arrangement
request includes information for identifying the Iile terminal 20Ad of the renter of the
vehicle 10A. The information for identifying thenter of the vehicle 10A may be, for
example, an authentication ID to get user authatitio (hereinafter, referred to as renter
ID for the sake of convenience) in the center 3eB@ein order for the renter of the vehicle
10A to use the function of the authentication keyuasition unit 233 of the mobile
terminal 20Ad. Thus, the mobile terminal 20Ad lo¢ trenter of the vehicle 10A is able to
acquire an authentication key from the center $e80e

[0225] The vehicle management unit 724 manages the eeh@A for rent.

[0226] For example, the vehicle management unit 724 makesquiry about the
current location information of the vehicle 10A tbe center server 30 via the

communication processing unit 721 before a resenvatate and time of the vehicle 10A
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(for example, a period from several tens of mindie®re to just before). The vehicle
management unit 724 acquires the current locatitermation of the vehicle 10A via the
communication processing unit 721. The currenation information is returned from
the center server 30 in response to the inquinhusT before a scheduled rental date and
time (reservation date and time) of the vehicle 1®#s possible to determine, for example,
whether the vehicle 10A has returned to a desighptace. For this reason, when the
vehicle 10A has not returned to a designated pltdwe,C2C car sharing management
server 70 is able to take action, such as issuirgam to the regular user who is the letter
of the vehicle 10A to return to the designated @ldbrough an electric mail or a
predetermined application that cooperates with @®C car sharing site and that is
installed onto the mobile terminal 20Aa or the nelb@érminal 20Ab.

[0227] As described above, the processing device 32 efcénter server 30
includes the communication processing unit 321 ctivedition determination unit 322, the
authentication key issuance unit 323, the locatidarmation management unit 324, the
schedule management unit 325, the registration geanant unit 326, the authentication
key use coordination unit 328, and the storage 320t

[0228] When the communication processing unit 321 haseived an
authentication key arrangement request from the €2Gsharing management server 70,
the condition determination unit 322 determines twbe the authentication key
arrangement request is a regular authenticationakegngement request. For example,
the condition determination unit 322 determines twbe the authentication key
arrangement request is a regular authenticationakeyngement request based on service
link information (a service login ID of the C2C cgiraring site, or the like) included in the
authentication key arrangement request or predetedrauthentication information (for
example, an ID and a password, or the like) comedimg to the C2C car sharing
management server 70.

[0229] When the condition determination unit 322 detessinthat the
authentication key arrangement request is a reguiérentication key arrangement request,

the authentication key issuance unit 323 identiffes vehicle 10A corresponding to the
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authentication key arrangement request based onufiee and service registration
information DB of the storage unit 320. The autieation key issuance unit 323 issues
an authentication key for a limited time (for exdey@mn authentication key available only
within a reservation date and time of the vehidd\ lincluded in the authentication key
arrangement request, and buffer periods beforeadted the reservation date and time).
The authentication key issuance unit 323 delivees duthentication key to the mobile
terminal 20Ad of the renter of the vehicle 10A thi@ communication processing unit 321.
The renter is identified by the authentication keyangement request.

[0230] The C2C car sharing service may include, for exama service for
renting only the trunk of the vehicle 10A (C2C tkusharing service). In the case of a
vehicle trunk rental service, the authenticatioy issuance unit 323 just needs to issue an
authentication key with limited permission thatymallows the trunk lid to be locked or
unlocked. Thus, it is possible to limit an objémt rent in C2C car sharing to the trunk
only. Thus, for example, a trunk delivery servioe allowing a person to rent the trunk
of the vehicle 10A for rent during a trip and gedidery of purchased products for use
during the trip to the rented trunk may be realized

[0231] The location information management unit 324 tnaitss a location
information request to the vehicle 10A via the cammioation processing unit 321 in
response to an inquiry about the current locatibrihe vehicle 10A. The inquiry is
received from the C2C car sharing management ser@erby the communication
processing unit 321. Thus, the location informatimanagement unit 324 is able to
acquire the current location information from thehicle 10A via the communication
processing unit 321. The location information ngamaent unit 324 returns the current
location information acquired from the vehicle 1@Athe C2C car sharing management
server 70 via the communication processing unit 321

[0232] The schedule management unit 325 transmits thestlatehicle use
schedule information to the vehicle 10A via the ommication processing unit 321 in
response to the inquiry about the current locatbrihe vehicle 10A. The inquiry is

received from the C2C car sharing management ser@erby the communication
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processing unit 321.

[0233] As described above, the registration managemeitt 326 registers a
regular user (child user) who uses various seniitdading the C2C car sharing service in
response to a user registration request that &vet from the mobile terminal 20Aa of
the owner user by the communication processing 8Bit. As described above, the
registration management unit 326 also registersagelar user of the vehicle 10A with the
C2C car sharing service in response to a servigistration request that is received from
the mobile terminal 20Aa of the owner user by tbenmunication processing unit 321.
As described above, when the registration manageumdn326 has completed registration
with various services including the C2C car shasgegvice, the registration management
unit 326 also provides a notification of completiohregistration to the mobile terminal
20Aa or the mobile terminal 20Ab, correspondinghe regular user to be registered, via
the communication processing unit 321. When tlgéstation management unit 326 has
completed registration with the C2C car sharingiser the registration management unit
326 transmits a service registration completionification including service link
information to the C2C car sharing management séf@eghat manages operations of the
service intended for registration.

[0234] As described above, the processing device 23eofrtbbile terminal 20Ad
of the renter of the vehicle 10A includes the comioation processing unit 231, the
communication processing unit 232, the authentcatkey acquisition unit 233, the
authentication requesting unit 234, the lock/unloeguesting unit 235, and the storage
unit 230.

[0235] The authentication key acquisition unit 233 traitsnan authentication
key acquisition request to the C2C car sharing mement server 70 via the
communication processing unit 232 in response fieedetermined operation of the renter
of the vehicle 10A. At this time, the authentioatikey acquisition request includes a
service login ID of the C2C car sharing site. Heevice login ID corresponds to the
renter of the vehicle 10A. Thus, the C2C car sttarhanagement server 70 transmits an

authentication key arrangement request to the cesgever 30 in response to the



10

15

20

25

66

authentication key acquisition request, and thdereserver 30 delivers an authentication
key to the mobile terminal 20Ad in response todhthentication key arrangement request,
with the result that the mobile terminal 20Ad acgsithe authentication key. Thus, the
mobile terminal 20Ad is able to lock or unlock ttieors of the vehicle 10A based on the
functions of the communication processing unit 2&8dthentication requesting unit 234
and lock/unlock requesting unit 235. That is, witie C2C car sharing service, the renter
of the vehicle 10A, who owns the mobile terminalAg0 is allowed to directly use the
vehicle 10A, for example, lock or unlock the vehidlOA or drive the vehicle 10A, with
the use of the mobile terminal 20Ad without handowgr a key to or from the regular
users of the vehicle 10A. Similarly, each regulaer of the vehicle 10A is allowed to
rent the vehicle 10A to a person other than thelezgusers without handing over a key.
For this reason, it is possible to improve conveogein renting the vehicle 10A between
each regular user of the vehicle 10A and a persioer than the regular users with the C2C
car sharing service in the authentication key mamsmnt system 1.

Details of Components Related to B2C Car Sharingi&e

[0236] Next, components related to the B2C car sharingvicge in the
authentication key management system 1 will berd®stt with reference to FIG. 6.

[0237] FIG. 6 is a block diagram that mainly shows anngpi@ of components
related to the B2C car sharing service in the aniit@ion key management system 1.
Hereinafter, for FIG. 6, components related to B2C car sharing service in the
authentication key management system 1 will be Iyattescribed, and the overlap
description of components that overlap with the ponents related to the above-described
key sharing service, and the like, is omitted ashmas possible.

[0238] The B2C car sharing management server 80 incladesmmunication
device 81 and the processing device 82.

[0239] The communication device 81 is any device thardationally carries out
communication with each of the mobile terminal 288] the center server 30 through a
predetermined communication network.

[0240] The processing device 82 includes, for examplecommunication



10

15

20

25

67

processing unit 821, a reservation management82at and a vehicle management unit
823 as functional units that are implemented bycetieg one or more programs stored in

the ROM or the auxiliary storage device on the CPUhe processing device 82 also

includes the storage unit 820 that is implementead atorage area, such as the auxiliary
storage device of the server computer.

[0241] The communication processing unit 821 controls teenmunication
device 81, and exchanges various signals, sucbrasot signals and information signals,
with each of the mobile terminal 20B and the cestwver 30.

[0242] The reservation management unit 822 manages edgm1y for the use of
the vehicle 10B. The reservations are made thrtgB2C car sharing site, or the like.

[0243] For example, the reservation management unit 822ives a reservation
for the use of the vehicle 10B from a user who wdatrent the vehicle 10B (hereinafter,
referred to as rent user) through a website thaperated by a business operator of the
B2C car sharing management server 80, or the hieee(nafter, referred to as B2C car
sharing site for the sake of convenience). Theruagion management unit 822 saves
information about the received reservation for tlse of the vehicle 10A (use reservation
information) in the storage unit 820. At this tim#he use reservation information
includes, for example, information that identifig®e intended vehicle 10A, information
related to a use reservation date and time (addtetand time and an end date and time), a
service login ID of the rent user on the B2C carsty site, and the like.

[0244] For example, each time the reservation manageom@hi822 receives a
reservation for the use of the vehicle 10B, themestion management unit 822 updates
information related to a use schedule of the vehl€IB (vehicle use schedule information),
saved in the storage unit 820. Thus, the B2C learirsy management server 80 is able to
show available dates and times for reservatiorhéorent user by causing the B2C car
sharing site to display the use schedule of théclehOB.

[0245] For example, when the communication processing &1l has received
an authentication key acquisition request from rinebile terminal 20B, the reservation

management unit 822 determines whether the autagioin key acquisition request is a
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regular authentication key acquisition request. ecHally, the reservation management
unit 822 may carry out the determination basecdherservice login ID and password of the
B2C car sharing site and a relation with a res@madate and time (for example, whether
the date and time of receipt of the authenticakeyn acquisition request falls within the

reservation date and time, whether a period of fnm the date and time of receipt of the
authentication key acquisition request to a staatedand time is shorter than a
predetermined time, or the like). The service oD and password of the B2C car
sharing site corresponds to the rent user, anchélided in the authentication key

acquisition request. When the authentication kegussition request is a regular

authentication key acquisition request, the reg@Emananagement unit 822 transmits an
authentication key arrangement request to the cesgever 30 via the communication

processing unit 821. At this time, the autheniratkey arrangement request includes
information for identifying the mobile terminal 20d the rent user who rents the vehicle
10B. The information for identifying the rent usehno rents the vehicle 10B may be, for
example, an authentication ID to get user authetitioc (hereinafter, referred to as rent
user ID for the sake of convenience) in the ces¢ever 30 in order for the rent user who
rents the vehicle 10B to use the functions of tkg Epplication, corresponding to the
authentication key acquisition unit 233, and tlke liof the mobile terminal 20B. Thus,

the mobile terminal 20B of the rent user who rehts vehicle 10B is able to acquire an
authentication key from the center server 30.

[0246] The vehicle management unit 823 manages the eehdd for rent.

[0247] For example, the vehicle management unit 823 makesquiry about the
vehicle 10B parked around (for example, within sal@éundreds of meters, or the like,
from) a place designated in a reservation to theeceserver 30 via the communication
processing unit 821 before a reservation date mmel of the vehicle 10B for a rent user
(for example, several tens of minutes before). Vdtdcle management unit 823 acquires
the location information of the vehicle 10B parkaund the designated place via the
communication processing unit 821. The locatidorimation is returned from the center

server 30 in response to the inquiry. Thus, betbeedate and time at which the renter
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starts using the vehicle 10B, the vehicle managémei 823 is able to identify one or
plurality of vehicles 10B parked around the desigdglace, and determine, for example,
which vehicle 10B to rent.

[0248] For example, the vehicle management unit 823 makesquiry about the
location information of the vehicle 10B in a desitgd area to the center server 30 via the
communication processing unit 821 in responsereqgaest to search for a vehicle 10B in
the designated area from the rent user on the B&Csbharing site. The vehicle
management unit 823 acquires the location informmatof the vehicle 10B in the
designated area via the communication processiitg8@a. The location information is
returned from the center server 30 in responseht ibhquiry. Thus, the vehicle
management unit 823 is, for example, able to st@adcation information of the intended
vehicle 10B to the rent user who wants to immedjiatent the vehicle 10B in the
designated area on the B2C car sharing site.

[0249] As described above, the processing device 32 efcénter server 30
includes the communication processing unit 321 cthalition determination unit 322, the
authentication key issuance unit 323, and the géouait 320.

[0250] When the communication processing unit 321 haseived an
authentication key arrangement request from the B&Csharing management server 80,
the condition determination unit 322 determines twbe the authentication key
arrangement request is a regular authenticationakegngement request. For example,
the condition determination unit 322 determines twbe the authentication key
arrangement request is a regular authenticatiorakeyngement request based on whether
the rent user ID included in the authentication kagrangement request is the
authentication ID registered in the storage uniD 3# predetermined authentication
information (for example, an ID and a passwordherlike) corresponding to the B2C car
sharing management server 80.

[0251] When the condition determination unit 322 detesninthat the
authentication key arrangement request is a reguiérentication key arrangement request,

the authentication key issuance unit 323 issuesugtrentication key for a limited time (for
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example, an authentication key available only withi reservation date and time of the
vehicle 10B, included in the authentication keyaagement request, and buffer periods
before and after the reservation date and timehe duthentication key issuance unit 323
delivers the authentication key to the mobile tewhi20B of the rent user who rents the
vehicle 10B via the communication processing uBit.3 The rent user is identified by the
authentication key arrangement request.

[0252] As described above, the processing device 23eofrthbile terminal 20B
of the rent user who rents the vehicle 10B inclutdescommunication processing unit 231,
the communication processing unit 232, the authatiin key acquisition unit 233, the
authentication requesting unit 234, the lock/unloefguesting unit 235, and the storage
unit 230.

[0253] The authentication key acquisition unit 233 traitsnan authentication
key acquisition request to the B2C car sharing meament server 80 via the
communication processing unit 232 in response poealetermined operation of the rent
user who rents the vehicle 10B. At this time, #uthentication key acquisition request
includes a service login ID of the B2C car shasitg, or the like. The service login ID
corresponds to the rent user who rents the veliOR. Thus, the B2C car sharing
management server 80 transmits an authenticatiprak@angement request to the center
server 30 in response to the authentication kewisitpn request, and the center server 30
delivers an authentication key to the mobile teahR20B in response to the authentication
key arrangement request, with the result that thebile terminal 20B acquires the
authentication key. Thus, the mobile terminal 28Bble to lock or unlock the doors of
the vehicle 10B based on the functions of the comoation processing unit 231,
authentication requesting unit 234 and lock/unloeduesting unit 235. That is, with the
B2C car sharing service, the rent user who rergsvithicle 10B and owns the mobile
terminal 20B is allowed to directly use the vehit@B, for example, lock or unlock the
vehicle 10B or drive the vehicle 10B, with the wsfethe mobile terminal 20B without
handing over a key to or from the business operatathe like, of the vehicle 10B. For

this reason, it is possible to improve convenieot¢he rent user who rents the vehicle
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10B with the B2C car sharing service in the auticatibn key management system 1.
Characteristic Operations of Center Server

[0254] Next, the characteristic operations of the ceswwer 30, that is, the
process flow of the authentication key use cootdnaunit 328, will be described with
reference to FIG. 7 to FIG. 10.

[0255] FIG. 7 is a flowchart that schematically shows example of a
coordination process that is executed by the atittaion key use coordination unit 328.
A process according to this flowchart is repeatesigcuted at predetermined processing
intervals. Hereinafter, this also applies to tleg€harts of FIG. 8 to FIG. 10.

[0256] In step S702, the authentication key use coorndinatnit 328 determines
whether the communication processing unit 321 texeived an authentication key
arrangement request from the service managememersed0 (such as the delivery
management server 50 and the C2C car sharing maeageserver 70), that various
service providers operate.

[0257] In step S704, the authentication key use coondinatnit 328 determines
whether an authentication key associated with @ethat is provided by a first business
operator different from a business operator comedmg to the authentication key
arrangement request has been delivered to the en@ihinal 20 of a person (third party)
different from the regular users of the vehicle 10AVhen an authentication key has been
delivered to the mobile terminal 20 associated &itbervice that is provided by the first
business operator (for example, the mobile termR@Ac of a delivery person of a
delivery service provider), the authentication kese coordination unit 328 proceeds to
step S706; otherwise, the authentication key usedamation unit 328 proceeds to step
S708.

[0258] In step S706, the authentication key use coondinatinit 328 sets an
available period that does not conflict with an iklde period that is assigned to the
authentication key associated with a service tharovided by the first business operator
and delivered to the mobile terminal 20 of thediparty.

[0259] On the other hand, in step S708, the authentitdt&y use coordination
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unit 328 sets an available period that is desighbtethe authentication key arrangement
request, or the like.

[0260] In step S710, the authentication key issuance @28 issues an
authentication key with permission of the availgidgiod set in step S706 or step S708.

[0261] In step S712, the authentication key issuance 328tdelivers the issued
authentication key to the intended mobile term2@land ends the current process.

[0262] Thus, since the available period of the authetitingkey that is delivered
to the mobile terminal 20 corresponding to thet flvasiness operator and the available
period of the authentication key that is delivetedhe mobile terminal 20 corresponding
to the second business operator do not conflidh wach other, it is possible to prevent
simultaneous use of the authentication key.

[0263] Subsequently, FIG. 8 is a flowchart that schermalljicshows another
example of the coordination process that is execug the authentication key use
coordination unit 328. Hereinafter, in this exaeptlescription will be made on the
assumption that, when the trunk has been unlockddc&ed by using an authentication
key with the use of the mobile terminal Ac of aidedy person, the DCM 14 of the vehicle
10A transmits that fact (a trunk unlock notificati@r a trunk lock notification) to the
center server 30.

[0264] In step S802, the authentication key use coorndinatnit 328 determines
whether the communication processing unit 321 basived the trunk unlock notification
from the vehicle 10A. When the communication pesteg unit 321 has received the
trunk unlock notification from the vehicle 10A, tlathentication key use coordination
unit 328 proceeds to step S804; otherwise, theeatittation key use coordination unit 328
ends the current process.

[0265] In step S804, the authentication key use cooridimatnit 328 invalidates
the authentication key that has been deliveretigontobile terminal 20 associated with a
service of a second business operator. For exantpke authentication key use
coordination unit 328 transmits an invalidationification to the vehicle 10A through the

communication processing unit 321. The invalidatiootification designates the
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authentication key to be invalidated. Thus, evdrenvan authentication request, or the
like, including an authentication key to be invatied has been received, the key unit 12 of
the vehicle 10A is able to stop unlocking, or tike,| of the doors of the vehicle 10A.

[0266] In step S806, the authentication key use coorndinatnit 328 determines
whether the communication processing unit 321 leasived the trunk lock notification
from the vehicle 10A. When the communication pesieg unit 321 has received the
trunk lock notification from the vehicle 10A, thethentication key use coordination unit
328 determines that delivery work of a package h® trunk has been finished, and
proceeds to step S808; otherwise, the authentic&iy use coordination unit 328 repeats
the process of step S806.

[0267] In step S808, the authentication key use coordinainit 328 validates
the authentication key that has been deliveredeartobile terminal 20 associated with the
service of the second business operator. For erantpe authentication key use
coordination unit 328 transmits a validation nctiion to the vehicle 10A through the
communication processing unit 321. The validationtification designates the
authentication key to be validated. Thus, whenaathentication request, or the like,
including the validated authentication key has beeeived, the key unit 12 of the vehicle
10A is able to allow unlocking, or the like, of theors of the vehicle 10A.

[0268] Thus, when a delivery person of a delivery serpie®/ider that provides a
trunk delivery service is loading a package inte ttunk, the authentication key that has
been delivered to the mobile terminal 20 associati#idl a service of the second business
operator is invalidated, so it is possible to preav@multaneous use of the authentication
key.

[0269] In this example, description is made by illustigtia trunk delivery
service; however, an intended service may be &tpickup service or trunk collection
service for accessing the trunk of the vehicle 10Rereinafter, the same applies to FIG. 9
and FIG. 10.

[0270] Subsequently, FIG. 9 is a flowchart that schera#ijicshows further

another example of the coordination process thexésuted by the authentication key use
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coordination unit 328.

[0271] In step S902, the authentication key use coondinatnit 328 determines
whether the mobile terminal 20Ac of a delivery perof a trunk delivery service has
reached an area within a predetermined range framvehicle 10A. At this time, the
authentication key use coordination unit 328 a@guipcation information of the vehicle
10A by making an inquiry to the location informationanagement unit 324. The
authentication key use coordination unit 328 mag tise location information of the
mobile terminal 20Ac, which is received from thdivlery management server 50 by the
communication processing unit 321.  Alternativelihe authentication key use
coordination unit 328 may directly acquire locatioformation from the mobile terminal
20Ac via the communication processing unit 321. eWlhe mobile terminal 20Ac of a
delivery person of a trunk delivery service hahea the area within the predetermined
range from the vehicle 10A, the authentication keg coordination unit 328 proceeds to
step S904; otherwise, the authentication key usedamation unit 328 ends the current
process.

[0272] In step S904, the authentication key use coorndinatnit 328 determines
whether a delivery person of another delivery servprovider is working for a trunk
delivery service (loading a package into the trunk)For example, when the
communication processing unit 321 has receivedtrilmgk unlock notification from the
vehicle 10A and has not received the trunk lockfication yet, the authentication key use
coordination unit 328 may determine that the dejiveerson is still working for a trunk
delivery service. When a delivery person of anotladivery service provider is working
for a trunk delivery service, the authenticatioty kese coordination unit 328 proceeds to
step S906; otherwise, the authentication key usedawation unit 328 proceeds to step
S908.

[0273] In step S906, the authentication key use coorndinatnit 328 determines
whether the communication processing unit 321 leasived the trunk lock notification
from the vehicle 10A. When the communication pesoeg unit 321 has received the

trunk lock notification from the vehicle 10A, thethentication key use coordination unit
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328 proceeds to step S908; otherwise, the autlagiotickey use coordination unit 328
repeats the process of this step.

[0274] In step S908, the authentication key use coondinainit 328 issues an
authentication key of which an available periodhar available number of times is limited,
delivers the issued authentication key to the neotafminal 20Ac of the delivery person,
and ends the current process.

[0275] Thus, since an authentication key is not delivaretll a delivery person
reaches relatively near the vehicle 10A, it is pgamesto make it difficult to deliver an
authentication key to the mobile terminals 20Acdefivery persons of a plurality of
delivery service providers. Even when a deliveeyspn has reached relatively near the
vehicle 10A, but when a delivery person of anottedivery service provider is doing work,
an authentication key is not delivered until thel ehthe work, so it is possible to reliably
prevent the mobile terminals 20 associated withiuaiapity of business operators from
simultaneously using the authentication key ofvéleicle 10A.

[0276] Subsequently, FIG. 10 is a flowchart that scheradlyi shows yet another
example of the coordination process that is execumg the authentication key use
coordination unit 328. In this example, descriptwill be made on the assumption that
an authentication key that is available only theessary minimum number of times (for
example, twice, that is, locking and unlockingfi@ivered to the mobile terminal 20Ac of
a delivery person to deliver a package into thekru

[0277] In step S1002, the authentication key use coctidmanit 328 determines
whether the communication processing unit 321 rexeived an authentication key
arrangement request from a delivery service providelivery management server 50).
When the communication processing unit 321 hasivedean authentication key
arrangement request from a delivery service prayidee authentication key use
coordination unit 328 proceeds to step S1004; wiiser the authentication key use
coordination unit 328 ends the current process.

[0278] In step S1004, the authentication key use coctidmanit 328 determines

whether an authentication key has been deliverddetanobile terminal 20Ac associated
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with another delivery service provider.

[0279] In step S1006, the authentication key use coctidmanit 328 determines
whether the authentication key that has been delivdo the mobile terminal 20Ac
associated with another delivery service provider been used up the available number of
times. For example, when the authentication key lfeen used, the authentication key
use coordination unit 328 is able to determine heany times the authentication key has
been used by uploading information related to titbentication key from the vehicle 10A
to the center server 30 as in the case of the tmm&ck notification, the trunk lock
notification, or the like. When the authenticatikey has been used up the available
number of times, the authentication key use coatén unit 328 determines that delivery
of a package to the trunk by the delivery persothefanother delivery service provider
has been finished, and proceeds to step S1008mwatlee the authentication key use
coordination unit 328 repeats the process of teig. s

[0280] In step S1008, the authentication key issuance BG8B issues an
authentication key with permission of which theilalde number of times is limited to the
necessary minimum number of times.

[0281] In step S1010, the authentication key issuanceé BP8 delivers the
authentication key to the mobile terminal 20Aclué delivery person that is designated by
the authentication key arrangement request, ansl iedcurrent process.

[0282] Thus, as long as the authentication key that hess ldelivered to the
mobile terminal 20Ac of a delivery person of a dety service provider has not been used
up the available number of times, the authenticakey is not delivered to the mobile
terminal 20Ac of a delivery person of a deliveryviee provider that delivers a package to
the trunk subsequently. Therefore, it is possifoleprevent the mobile terminals 20
associated with a plurality of business operatommf simultaneously using the
authentication key of the vehicle 10A. Since thailable number of times is set to the
minimum number of times required for a trunk defyveervice, it is possible to deliver an
authentication key to the subsequent delivery serprovider each time work of a trunk

delivery service of a delivery service provider bagn finished.
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[0283] In this example, when an authentication key isiiregl again because of
some reasons (for example, misloading a packaggettong to load a package, or the like),
a delivery person transmits an authentication kegugition request from the mobile
terminal 20Ac to the delivery management server &@d the authentication key is
re-arranged.

Operation

[0284] In the present embodiment, the authentication lssyance unit 323
delivers key information (authentication key) te timobile terminal 20 (that is, the mobile
terminal 20 of a third party other than the regulaers of the vehicle 10A). The mobile
terminal 20 corresponds to each of a plurality wdibess operators that provide the regular
users of the vehicle 10A with a predetermined servising the vehicle 10A. The key
information is information for unlocking the vereclLOA or starting the vehicle 10A when
a predetermined transmission signal is transmittecard the vehicle 10A. When the
mobile terminal 20 corresponding to a first bussneperator among the plurality of
business operators that provide the predetermieadcs uses the authentication key, the
schedule management unit 325 or the authenticatgruse coordination unit 328 makes
coordination such that the mobile terminal 20 cgponding to a second business operator
among the plurality of business operators doesis@tthe authentication key.

[0285] Thus, when the plurality of business operatorshgavides a service
using the vehicle 10, the center server 30 is @blmake coordination such that only the
mobile terminal 20 corresponding to the first bess operator is able to use the
authentication key at the same time. Thereforeenathe plurality of business operators
each provides a service using the vehicle 104 fidssible to improve the security of the
vehicle 10A.

[0286] In the present embodiment, the authentication Wy coordination unit
328 limits the authentication key that is delivetedhe mobile terminal 20 corresponding
to the first business operator by the authentinakey issuance unit 323 such that the
authentication key is available only in a firstipdr and limits the authentication key that

is delivered to the mobile terminal 20 correspogdmthe second business operator by the
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authentication key issuance unit 323 such thagathbentication key is available only in a
second period that does not conflict with the frstiod.

[0287] Thus, the center server 30 is able to preventrdlicbbetween a period
during which the mobile terminal 20 correspondioagtie first business operator uses the
authentication key and a period during which thévibecterminal 20 corresponding to the
second business operator uses the authentication Rderefore, the center server 30 is
specifically able to make coordination such thdy ehe mobile terminal 20 corresponding
to the first business operator is able to use titleemtication key at the same time.

[0288] In the present embodiment, the authentication ilssyance unit 323
delivers the authentication key to the mobile tehi20 of a worker who does work for
delivery of a package in correspondence with aktdedivery service, work for pickup of a
package in correspondence with a trunk pickup senar work for collection of an article
in correspondence with a trunk collection servicé/hen the worker corresponding to the
first business operator is doing the work basedisage of the authentication key by the
mobile terminal 20 of the worker corresponding tee tfirst business operator, the
authentication key use coordination unit 328 diesablisage of the authentication key
acquired by the mobile terminal 20 of the workerresponding to the second business
operator unless the worker corresponding to tis¢ lfiusiness operator finishes the work.

[0289] Thus, the center server 30 is able to disableausithe authentication key
acquired by the mobile terminal 20 of the worketh# second business operator until the
worker of the first business operator who provities trunk delivery service, or the like,
finishes the work, such as delivery. Therefore, ¢bnter server 30 is specifically able to
enable only the mobile terminal 20 of the workerresponding to the first business
operator among the plurality of business operatuas provide the trunk delivery service,
or the like, to use the authentication key at tiaes time.

[0290] In the present embodiment, the authentication ilssyance unit 323
delivers the authentication key to the mobile teahi20 of a worker who does work for
delivery of a package in correspondence with aktdedivery service, work for pickup of a

package in correspondence with a trunk pickup senar work for collection of an article
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in correspondence with a trunk collection servic&/hen the mobile terminal 20 of the
worker corresponding to the first business operdtas reached an area within a
predetermined range from the vehicle 10A, the aitba&tion key use coordination unit
328 causes the authentication key issuance unit@Bdaliver the authentication key to the
mobile terminal 20 of the worker correspondinghte first business operator. After that,
when the mobile terminal 20 of the worker corregfing to the second business operator
has reached the area within the predetermined faogethe vehicle 10A in a situation in
which the worker corresponding to the first bustneperator is doing the work based on
usage of the authentication key by the mobile teain20 of the worker corresponding to
the first business operator, the authentication sy coordination unit 328 causes the
authentication key issuance unit 323 to deliver shehentication key to the mobile
terminal 20 of the worker corresponding to the selcbusiness operator at the time when
the worker corresponding to the first business ajoerhas finished the work.

[0291] Thus, the center server 30 is able to disableveigliof the authentication
key to the mobile terminal 20 of the worker of tbecond business operator, who has
reached near the vehicle 10A, until the workerhef first business operator that provides
the trunk delivery service, or the like, finishé® twork, such as delivery of a package to
the trunk of the vehicle 10A. Therefore, the ceserver 30 is specifically able to enable
only the mobile terminal 20 of the worker correspioig to the first business operator
among the plurality of business operators thatigethe trunk delivery service, or the like,
to use the authentication key at the same time.

[0292] In the present embodiment, the authentication ilssyance unit 323
delivers the authentication key to the mobile tehi20 of a worker who does work for
delivery of a package in correspondence with aktdedivery service, work for pickup of a
package in correspondence with a trunk pickup senar work for collection of an article
in correspondence with a trunk collection serviceThe authentication key use
coordination unit 328 limits the number of time® thuthentication key is available to a
predetermined number of times, the authenticat®nik delivered to the mobile terminal

20 of the worker corresponding to each of the filyraof business operators by the
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authentication key issuance unit 323, and, whenntigile terminal 20 of the worker
corresponding to the first business operator hasd usp the authentication key the
predetermined number of times, the authenticatiey kse coordination unit 328 causes
the authentication key issuance unit 323 to deliher authentication key to the mobile
terminal 20 of the worker corresponding to the seldousiness operator.

[0293] Thus, the center server 30 is able to set the rumittimes (for example,
twice, that is, unlocking and locking, or the like) usage of the authentication key
required of the workers of the plurality of busisesperators that provide the trunk
delivery service, or the like, to do the work, swashdelivery of a package to the trunk of
the vehicle 10A, to the predetermined number okim For this reason, the center server
30 is able to disable delivery of the authenticatiey to the mobile terminal 20 of the
worker of the second business operator, who haheeanear the vehicle 10A, until the
worker of the first business operator finisheswioek, such as delivery of a package to the
trunk of the vehicle 10A. Therefore, the centervee 30 is specifically able to enable
only the mobile terminal 20 of the worker correspiog to the first business operator that
provides the trunk delivery service, or the like,use the authentication key at the same
time.

[0294] In the present embodiment, the center server 8drebtionally relays
information between the mobile terminal 20 of therker corresponding to the first
business operator and the mobile terminal 20 ofwtheker corresponding to the second
business operator.

[0295] Thus, the center server 30 is able to allow th& fiusiness operator and
the second business operator, which provide thektdelivery service, or the like, to
directly make contact with each other. For thigsmn, for example, when there are a
package of the first business operator and a packaghe second business operator and
the same delivery time period is designated fose¢hgackages, it is possible to allow the
worker of the first business operator and the worethe second business operator to
adjust specific delivery time. Therefore, the eenserver 30 is able to improve the

convenience, and the like, of the plurality of Imesis operators that provide the trunk
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delivery service, or the like.

[0296] In the present embodiment, when a use schedultheofvehicle 10,
associated with the predetermined service corralpgrto the first business operator, is
set up in a first period, the schedule managemeitt325 keeps a period that conflicts
with the first period such that a use schedulehef vehicle 10A, associated with the
predetermined service corresponding to the secosthéss operator, is not set up in the
period.

[0297] Thus, the center server 30 is able to preventrdlicobetween a time
period during which the vehicle 10A is used for gevice that is provided by the first
business operator and a time period during whiehvithicle 10A is used for the service
that is provided by the second business operaibnerefore, the center server 30 is
specifically able to make coordination such thdy @he mobile terminal 20 corresponding
to the first business operator is able to use titieestication key at the same time.

[0298] In the present embodiment, when a first time mgkifas been already
designated as a delivery time period for a prodwith the trunk delivery service
corresponding to the first business operator, thedule management unit 325 disables the
regular user of the vehicle 10A from selectingraetiperiod that conflicts with the first
time period on the same date on an EC site as\aedetime period for a product with the
delivery service corresponding to the second bssiogerator.

[0299] Thus, at the time when the regular user of theclel 0A places an order
for a product on the EC site, the center servers3@ble to disable selection of a time
period that conflicts with an already designatelivdey time period for a product by the
first business operator as a delivery time period & product by the second business
operator. Therefore, the center server 30 is 8palty able to enable only the mobile
terminal 20 of the worker corresponding to thetfirasiness operator among the plurality
of business operators that provide the trunk dsfiveervice for delivering a product
purchased on the EC site to use the authentick#ipmt the same time.

[0300] The embodiment of the invention is described itadl@bove; however,

the invention is not limited to the specific embodnt. Various modifications or changes
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are applicable within the scope of the inventiaritesl in the appended claims.

[0301] For example, in the above-described embodimeatntbbile terminal 20
transmits an authentication request including ahemtication key to the key unit 12, the
key unit 12 exchanges signals with the lock/unlackl start device 11 in response to an
authentication result based on the authenticateyn &nd locking or unlocking of the doors
of the vehicle 10A or starting of the vehicle 1GArealized by the lock/unlock and start
device 11; however, the invention is not limitedhs mode.

[0302] Specifically, the function of the key unit 12 méag transferred to the
mobile terminal 20, and locking or unlocking of tthe@ors of the vehicle 10A or starting of
the vehicle 10A may be realized by the lock/unl@sid start device 11 as the mobile
terminal 20 exchanges signals based on the keynmaficon with a vehicle 10 (lock/unlock
and start device 11) by LF radio waves and RF radaves. In this case, the
authentication key in the above-described embodinjest needs to be read as key
information. That is, the center server 30 mayesgey information instead of an
authentication key and deliver the key informatiorthe mobile terminal 20 with a similar
method to the authentication key in the above-dlesdrembodiment. Thus, similar
operation and advantageous effects to those ofatim/e-described embodiment are
obtained.

[0303] The function of the key unit 12 may be integrated the lock/unlock and
start device 11, and components related to comratiait between the lock/unlock and
start device 11 and the key unit 12 and autheiicaelated to the communication (the LF
radio wave transmitter 111, the RF radio wave rexrell?2, the collation ECU 113, the LF
radio wave receiver 121, and the RF radio wavestratter 122) may be omitted. In this
case, when authentication of the mobile terminal i20 successful based on an
authentication key, the key ECU 124 may directlypatian unlock or lock instruction to
the body ECU 114 or a start instruction to the eeadeCU 116, instead of the collation
ECU 113, and cause the body ECU 114 to lock orakntbe doors of the vehicle 10 and
cause the engine ECU 116 to start the vehicle 1Dhus, similar operation and

advantageous effects to those of the above-descgimdodiment are obtained.
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CLAIMS:

1. A service support device (30) characterizeddmprising:
an information processing device (32) configluie

i) deliver key information to a mobile temai (20; 20Ac; 20Ad; 20B), the
mobile terminal corresponding to each of a pluyatit business operators that provide a
user of a vehicle (10; 10A; 10B) with a predeterdirservice using the vehicle, the key
information being information for unlocking the vele, starting the vehicle, or unlocking
and starting the vehicle when a predetermined itn&gssson signal is transmitted toward the
vehicle, and

if) when the mobile terminal correspondingatfirst business operator among
the plurality of business operators uses the k&ynmation, make coordination such that
the mobile terminal corresponding to a second lassiroperator among the plurality of

business operators does not use the key information

2. The service support device according to claimwherein the information
processing device is configured to limit the kefprmation that is delivered to the mobile
terminal corresponding to the first business operauch that the key information is
available only in a first period, and limit the kimyormation that is delivered to the mobile
terminal corresponding to the second business tipesach that the key information is

available only in a second period that does notlicomvith the first period.

3. The service support device according to claimHerein:
the predetermined service is any one of a esfigervice that allows a luggage
compartment of the vehicle to be designated adieedge address for a package, a pickup
service that allows the luggage compartment to dmgdated as a pickup address for a
package, and a collection service that allows tiggdge compartment to be designated as
a collection address for an article;

the information processing device is configuredieliver the key information to
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each of a plurality of mobile terminals (20Ac, af)fof workers who conduct work for
delivery of the package, pickup of the packagecdaltection of the article, the work
corresponding to the predetermined service; and

the information processing device is configur@dwhen a worker corresponding
to the first business operator, among the workerdping the work based on usage of the
key information by the mobile terminal (20Ac) ofetlworker corresponding to the first
business operator, disable usage of the key infiomacquired by the mobile terminal
(20Ad) of a worker corresponding to the second riess operator, among the workers,

until the worker corresponding to the first busseperator finishes the work.

4. The service support device according to clainvierein:

the predetermined service is any one of a esfigervice that allows a luggage
compartment of the vehicle to be designated adieedge address for a package, a pickup
service that allows the luggage compartment to démgdated as a pickup address for a
package, and a collection service that allows tlggdge compartment to be designated as
a collection address for an article;

the information processing device is configutedleliver the key information to
each of a plurality of mobile terminals (20Ac, 20Aaf workers who conduct work for
delivery of the package, pickup of the packagecaliection of the article, the work
corresponding to the predetermined service;

the information processing device is configuted when a mobile terminal
(20Ac) of a worker corresponding to the first besis operator, among the workers, has
reached an area within a predetermined range fnenvethicle, deliver the key information
to the mobile terminal of the worker correspondimghe first business operator; and

the information processing device is configuted when a mobile terminal
(20Ad) of a worker corresponding to the secondrm&s operator, among the workers, has
reached the area within the predetermined range fh@ vehicle in a situation in which
the worker corresponding to the first business aieiis doing the work based on usage of

the key information by the mobile terminal of theorker corresponding to the first
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business operator, deliver the key information e tmobile terminal of the worker
corresponding to the second business operatotiieavhen the worker corresponding to

the first business operator has finished the work.

5. The service support device according to clainviierein:

the predetermined service is any one of a ésligervice that allows a luggage
compartment of the vehicle to be designated adieedg address for a package, a pickup
service that allows the luggage compartment to émgdated as a pickup address for a
package, and a collection service that allows tiggdge compartment to be designated as
a collection address for an article;

the information processing device is configutedleliver the key information to
each of a plurality of mobile terminals (20Ac, 20Aaf workers who conduct work for
delivery of the package, pickup of the packagecaliection of the article, the work
corresponding to the predetermined service;

the information processing device is configutedimit the number of times the
key information is available to a predetermined banof times; and

the information processing device is configuted when a mobile terminal
(20Ac) of a worker corresponding to the first besis operator, among the workers, has
used up the key information the predetermined nuintdfetimes, deliver the key
information to the mobile terminal (20Ad) of a werkcorresponding to the second

business operator, among the workers.

6. The service support device according to any anelaims 3 to 5, wherein the
information processing device is configured to tadtionally relay information between
the mobile terminal of the worker correspondingthe first business operator and the

mobile terminal of the worker corresponding to sleeond business operator.

7. The service support device according to claimwherein the information

processing device is configured to, when a usedsdbef the vehicle, associated with the
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predetermined service corresponding to the firstrigss operator, is set up in a first period,
keep a period that conflicts with the first perisach that a use schedule of the vehicle,
associated with the predetermined service corraipgro the second business operator, is

not set up in the period.

8. The service support device according to claimterein:

the predetermined service includes a delivagvise that allows a luggage
compartment of the vehicle to be designated asligedg address for a product that is
ordered on a website corresponding to electric cerne) and

the information processing device is configutedwhen a first time period has
been already designated as a delivery time pedothé product with the delivery service
corresponding to the first business operator, tisti® user of the vehicle from selecting,
as a delivery time period for a product with thdiviey service corresponding to the
second business operator, a time period that ctsikith the first time period on the same

date on the website.

9. The service support device according to anyadredaims 1 to 8, wherein the user

of the vehicle is a regular user of the vehicle.

10. The service support device according to ang of claims 1 to 9, further
comprising a communication device (31) configurea hidirectionally carry out
communication with each of the vehicle, the mol&leminal, and an external device (40)

through a predetermined communication network.

11. The service support device according to argy @inclaims 1 to 10, wherein the

key information further includes information forcking the vehicle.

12. The service support device according to arg/ @inclaims 1 to 11, wherein the

predetermined transmission signal includes theikd@ymation.
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13. A service support method that is executed Bgraice support device (30), the

service support method characterized by comprising:

delivering key information to a mobile termin@0; 20Ac; 20Ad; 20B), the
mobile terminal corresponding to each of a pluyadit business operators that provide a
user of a vehicle (10; 10A; 10B) with a predeterdirservice using the vehicle, the key
information being information for unlocking the vele, starting the vehicle, or unlocking
and starting the vehicle when a predetermined tngssson signal is transmitted toward the
vehicle; and

when the mobile terminal corresponding to atflsusiness operator among the
plurality of business operators uses the key in&diom, making coordination such that the
mobile terminal corresponding to a second busirgssrator among the plurality of

business operators does not use the key information

14. A non-transitory computer-readable recordirgdimm storing a service support

program causing an information processing devi@g (@ execute instructions for:

delivering key information to a mobile termin@0; 20Ac; 20Ad; 20B), the
mobile terminal corresponding to each of a pluyadit business operators that provide a
user of a vehicle (10; 10A; 10B) with a predeterdirservice using the vehicle, the key
information being information for unlocking the vele, starting the vehicle, or unlocking
and starting the vehicle when a predetermined tnégssson signal is transmitted toward the
vehicle; and

when the mobile terminal corresponding to atflsusiness operator among the
plurality of business operators uses the key in&diom, making coordination such that the
mobile terminal corresponding to a second busirgssrator among the plurality of

business operators does not use the key information



