A Multi-Threaded Packet Processing Engine for Stateful Packet
Processing Field of the Invention 100011 The present invention is in the
field of high-performance central processing units (CPUs), and pertains
more particularly to a multithreaded processor for processing packets in a
network environment. 100021 This application is a Divisional Application

of Singapore Patent Application No. 2004 01861-0 filed on 26 March

2004 claiming Priority from PCT Application No. PCT/US02/30421 filed

on 24.09.2002. BackyMut- HisadedriackstRrosessing Ereissifer as used
in the instant specification refef$atefid Faskat &1eae8u8%igital operations
(processing) on packets in a packet data network, such as the well-known
Internet network, for example for the purpose of routing said packets
through a router or through a point-to-point network. It is well known that
there are multiple types of packets, and that packets of a same type may
belong to different flows, a flow rgefaqipotREMEIaIKdR the combination of
source and destination. As an_example, all packets carrying information
1B90hke rnet s Bistat NWEREMR TofBidis) defdiebwintoandnass aurbngnsessing
Among these packets, those that belong to a specific conversation )
Wity [{woaﬁamﬂlﬂa}s;slé%ﬁ|aaa&1%vbalmgmazmﬂ}ﬂ%éﬂ@ﬁ@fe%ﬁé0§éﬁa@W.Smg
_11:5%;)04] It is also well known in the art that data packets, in general, have
PRSI Et agisiias Y 5o bortion. The header portion typically
comprises data fields of standard digital form and length that identify such
things as the packet type, the source, and the destination. A packet
processing engine, then, may know the type and flow for a packet

[0002] This application is a Divisional Application of Singapore Patent Application
No. 2004 01861-0 filed on 26 March 2004 claiming Priority from PCT Application No.

PCT/US02/30421 filed on 24.09.2002.

Background

[0003] The term packet processing as used in the instant specification refers to
performing various digital operations (processing) on packets in a packet data network,
such as the well-known Internet network, for example for the purpose of routing said
packets through a router or through a point-to-point network. It is well known that there
are multiple types of packets, and that packets of a same type may belong to different
flows, a flow referring generally to the combination of source and destination. As an
example, all packets carrying information for Internet Protocol Network Telephony
events will be of the same type. Among these packets, those that belong to a specific

conversation between two particular people at a particular time belong to the same flow.



by referencing the header fields. [0005] In packet processing engines it is

typically necessary, when a packet is received to be processed, to

determine an appropriate rule for processing the packet. The rule is the

recipe of what to do regarding the particular packet, and the recipe can be

any one of a relatively large number of functions, such as packet

dropping (discard), forwarding to a next hop, load balancing, encryption,

and much more. Clearly the performance of packet processing systems

K4 quiphhisritse restkrotsndethe At whta psksth 18 spasely havg a header

identify packets, to select appropriate rules, and to perform the indicated

PREIEsANG fripRAEMent s Beadrspoytion syrisdbriveinagscs satafisdds iof standard

always desirable. Summary [0006] In a preferred embodiment of the

%?iﬁ?%ﬁikﬁﬂ%%%é@%‘?ﬂé’éﬁ biRgnarHin paskehtimeitpe soyseaatdhe

is provided, the engine comprising a multiplicity of processing tribes, each

dpEnabRp AR RehRIRRSTRE ﬁ@&ﬁi@i&%@?étgf’%@ﬁﬁﬂ’ﬁaﬁ%ﬂ%ﬁéﬁywaﬂ?kd
rocessing resources for concurrent processing of a multiplicity of threads

ﬁi‘! edesniherhhisadsediddhemory structure having a multiplicity of

memory blocks, each block storing data for processing threads, and an

[A093)onndBsririnrecssinashgBIesl dtdmisARY ReecEsHY. heba PARERAGDN

of contexts to move threads from tribe-to-tribe. -2 The engine is

gsareddriPePiRcEraRdnthisigEN Bisew GPRrePie sWalRs prefereingahapeekd. The

to individual ones of the multiplicity of memory blocks. [00071 In a

prefisrHatIreritoRimBAL ihEPa st ETe MBAPAItiLasRARHh K NGilraiRg Gide any

of the mulgigel;city of tribes to an individual one of the multiplicity of memory

syl shdinerarBRe Of AnftiaphicfbrtBrksh e prars Shispys.

Also in a preferred ) )
forwarding to a next hop, load balancing, encryption, and much more. Clearly the

performance of packet processing systems and equipment is related to the ability of the
system to classify and identify packets, to select appropriate rules, and to perform the

indicated processing. Improvement in efficiency, cost effectiveness and speed is always

desirable.
Summary
[0006] In a preferred embodiment of the present invention a processing engine to

accomplish a multiplicity of tasks is provided, the engine comprising a multiplicity of
processing tribes, each tribe comprising a multiplicity of context register sets and a
multiplicity of processing resources for concurrent processing of a multiplicity of threads
to accomplish the tasks, a memory structure having a multiplicity of memory blocks, each
block storing data for processing threads, and an interconnect structure and control

system enabling tribe-to-tribe migration of contexts to move threads from tribe-to-tribe.



embodiment the multiplicity of tribes, the multiplicity of memory blocks,

and the multiplicity of memory ports are equal in number, and each tribe

has a dedicated port to a memory block. In some embodiments

processing tasks are received sequentially, an individual task received
creating a thread, including a program counter and context, in a first one

of the multiplicity of tribes. [00081 In some cases the thread operating in

the first one of the tribes is migrated via the interconnect structure to a
Thespeivmis harsteiized Behsidnbrighationespibeddresfamplaigepieal access to
program counter and at least a portion of the context to registers in the
wdgABalae ot it mpiplikispahneemnmcalesksoriginal assignment of tasks
received to tribes is at least partially dependent on distribution of

K ssingr e fsiehgrihedimsMdRP I GoRE feretiah Agris xuypimadivigual one
tasks may be at least partly software controlled, or at least partly
pbihnmvEBbROREH oD Indisideab ansdithe mulnritiod weaeasyddecks by
from one tribe to another tribe is_at least partly dependent on distribution

¥t pryisshopa abr dnvdiv) gy AlerIsHERNOTHBU P iR BriiPaRicHG ST
migration from tribe to tribe may be at least partly software controlled, or
ap?&a’éﬁﬁamwgwwéﬂ@twﬁfr&rédmmipmgyp?éfa%%h%%@wﬁ%fhﬁe
processing engine is implemented at a first node in a data packet network
R ERIRL I QR oSy PN BTG I BRERA o fifhEapaEibsRasagledicated port to a
processing the packets for translation to a second node in the network.

PRR Y HEEkn SRR AP HLSE R REIS RSP S HATR 21D eV RY SpfotpRifelly, an
aspect of the invention a method for concurrently processing a multiplicity .
B\‘%&‘!&?*éﬂ‘d\?ﬁéﬂ?‘iﬁé@ﬁ@%@%ﬁa PREHENRA REpEBQI AR oMY ina
in a single processing engine a multiplicity of processing tribes, each tribe

E‘Bﬁh‘ﬁ}}%ﬂf éhg multiplicity of tribes.

[0008] In some cases the thread operating in the first one of the tribes is migrated via
the interconnect structure to a second one of the tribes before completion of the task, by
moving the program counter and at least a portion of the context to registers in the second
one of the tribes. Also in some cases original assignment of tasks received to tribes is at
least partially dependent on distribution of processing data among the memory blocks.
The original assignment of tasks may be at least partly software controlled, or at least
partly hardware controlled.

[0009] In some embodiments migration of a thread from one tribe to another tribe is
at least partly dependent on distribution of processing data among the memory blocks.
The direction and timing of migration from tribe to tribe may be at least partly software
controlled, or at least partly hardware controlled.

[0010] In a preferred embodiment the processing engine is implemented at a first

node in a data packet network wherein the tasks are generated by receipt of data packets



multiplicity of context register sets and a multiplicity of processing

resources for concurrent processing of a multiplicity of threads to

accomplish the tasks; (b) providing to the processing engine a memory

structure having a multiplicity of memory blocks, each block storing data

for processing threads, the memory blocks connected to the tribes in a

way that individual ones of the tribes have preferential access to individual

ones of the multiplicity of memory blocks; (c) connecting the tribes

fbPrgResPnadPriket: ki tioaratiané dorveond ﬁ%ﬁ%ork- The packet

tribe-to-tribe migration of contexts to move threads from tribe-to-tribe; and

06H iswkaiiay et HRDBNETK: program counter and context in

registers, in a first one of the multiplicity of tribes for each task received.

!@81@] In draeEieeasersbBaIsaRY RISTep NSThoddRsrettraratlydy9esHiing 2

individual one of the multiplicity of tribes to an individual one of the _

multiplieity of taskris providsd the prelrrberparmgdRs dtems ol éadimplementing in

multiplicity of controlled memory ports. Also in a preferred embodiment, in

aieipels PreresHuRIpHERy éﬁﬂﬁéé%%mﬂfﬁﬁ?ﬁ}gdﬁh?én%w tiRsg@mpriging a

the multiplicity of memory ports are equal in number, and each tribe has a

Jud Al 56 RS RG5!0 ARA B o Bdis M QS sasray Be rRseRTGRsfor

sequentially. [0013] In a preferred embodiment there may furtherbea

SRESURISBY IR AFs e ha TaHEPkisHY ff thisaistorrs Urphishireessshilyrateyiding

via the interconnect structure to a second one of the tribes before

Lo Hip RIGEFS URERNSRK HBSBIIR SH Wi S haViRgeamwirlciiyRimepmery blocks, each
rogram counter and at least a portion of the context to registers in the

§ gedstake piesssyoe 1areads shinmenepshipckieir s ctsdgmie tribes ina

assignment of tasks received to tribes is at least partially dependent on

diav BaiBA sirb cass iy tabe g PefsiratidrerstiQingiyidual ones of the

assignment may be largely hardware controlled, or largely software
SyHtplneigy of meémory blocks; (c) connecting the tribes through’an interconnect structure

and control system enabling tribe-to-tribe migration of contexts to move threads from
tribe-to-tribe; and (d) initiating a thread, including a program counter and context in
registers, in a first one of the multiplicity of tribes for each task received.

[0012] In a preferred embodiment, in step (b), preferential access from an individual
one of the multiplicity of tribes to an individual one of the multiplicity of memory blocks
is provided by an individual one of a multiplicity of controlled memory ports. Also in a
preferred embodiment, in step (b), the multiplicity of tribes, the multiplicity of memory
blocks, and the multiplicity of memory ports are equal in number, and each tribe has a
dedicated port to a memory block. Processing tasks may be received sequentially.
[0013] In a preferred embodiment there may further be a step wherein the thread
operating in the first one of the tribes is migrated via the interconnect structure to a

second one of the tribes before completion of the task associated with the thread, by



[00151 In some cases migration of a thread from one tribe to another tribe
may be at least partly dependent on distribution of processing data
among the memory blocks, and the direction and timing may be either
largely hardware controlled, or largely software controlled. [00161 In a
preferred embodiment of the invention the engine is implemented at a first
node in a data packet network wherein the tasks are generated by receipt
of data packets and processing the packets for translation to a second
RBYEs s rearkoumer aadat peaskamhesin Al iaypdedaseeisiets in the second
network. -5 Brief Description of the Drawings [0017] Fig. 1 is an
arsritdbaifdrSverview for a packet processing engine in an embodiment of
the present invention. [0018] Fig. 2 is a memory map for the packet
mak&sindr%éqﬁpan%ﬁ?@dd%ﬂé?ﬁlmﬂ aseigyesahefioaksreiisd 1o uhgs is at
3 illustrates detail of the address space for the packet processing engine
ISaH P AHBYRRSAL ST Pre BrBERKIOR PE RIS STOB M E IR thr s §locks.
4d comprise a list of configuration registers for a packet processing
dhgirrsi RS Mgt O BRI Sanvere POl QiaTackes qoenelyd
illustrates hashing function hardware for the packet processing engine in
PPEMbodimerneripes m&a%m%%ﬂ@mzmdvéqé%%?@& qiaay be at
erformance events for the pa_cketProcessjng engine in an embodiment
e ptedincirahasslisbirtenigl proacsssidak emongdha dtemamyatiesis, and

for the packet(?rpcessing engine in an embodiment of the present
thealiteston and timing may be either largely hardware controlled, or largely software

controlled.

[0016] In a preferred embodiment of the invention the engine is implemented at a first
node in a data packet network wherein the tasks are generated by receipt of data packets
and processing the packets for translation to a second node in the network. The data

packet network may be the Internet network.



[0024] Fig. 8 lists egress port determination for the packet processing
engine in an embodiment of the present invention. [0025] Fig. 9 indicates
allowed degree of interleaving for the packet processing engine in an
embodiment of the present invention. [0026] Fig. 10 is an illustration of
Global block architecture in an embodiment of the invention. [0027] Fig.
11 is an expanded view showing internal components of the Global block.
[0028] Fig. 12 is an illustration of a Routlng block in an embodiment of the
invention. [0029] Fig. 13 is £X3|8¢8 ®Hcol between

{ibes; [008Q) Figs éﬁ&%yﬁ@&@&@%%f&%%@f&%ﬁ@%&e in an

embodlment of the invention. [0031] Fig. 15 is a diagram of a Port
IteHassRiQekHR sha ekt in an embodiment. [0032] Fig. 16 is a

diagram of a Packet Loader Block in the Network Unit in an embodiment
i1 invertion 1{Q333h6ig- n:%, 'ﬁ)@tﬁk"}%ﬁ{& pfaRanketBiien GPBBbdiment of
lock in an embodiment. T0034] Fig. 18 is a diagram of a Packet Buffer
YemennBlackifan embodiment. [0035] Fig. 19 is a table illustrating the
interface between a Tribe and the Interconnect Block. [0036] Fig. 20 is a

,@ﬁb]”USt Ing;ihRdalelaas PaWReR HRe NEAMOF %l@?ﬁc%%ﬂﬁessmg engine in

nterconnect Block. [0037] Fig. 21 is a table illustrating the interface

hewasRiheBiehal Blagkanekifigqnterconnect Block.

.r_j..:@.. Xulde .!:

[0020] Figs. 4a through Fig. 4d comprise a list of configuration registers for a packet
processing engine according to an embodiment of the present invention.

[0021] Fig. 5 illustrates hashing function hardware for the packet processing engine
in an embodiment of the present invention.

[0022] Fig. 6 is a table that lists performance events for the packet processing engine
in an embodiment of the present invention.

[0023] Fig. 7 lists egress channel determination for the packet processing engine in an
embodiment of the present invention.

[0024] Fig. 8 lists egress port determination for the packet processing engine in an
embodiment of the present invention.

[0025] Fig. 9 indicates allowed degree of interleaving for the packet processing
engine in an embodiment of the present invention.

[0026] Fig. 10 is an illustration of Global block architecture in an embodiment of the
invention.

[0027] Fig. 11 is an expanded view showing internal components of the Global block.



[0038] Fig. 22 is a diagram indicating migration protocol timing in the
Interconnect Block. [0039] Fig. 23 is a table illustrating the interface
between a Tribe and a Memory Interface block in an embodiment of the
invention. [0040] Fig. 24 is a table illustrating the interface between the
Global Block and a Memory Interface block in an embodiment of the
invention. -7 100411 Fig. 25 is a table illustrating the interface between a
Memory Controller and a Memory Interface block in an embodiment of
A28\ enttds: 1Dovamigtraoad i Ramsagdlodnioan erdiediacimidin an
embodiment of the invention. [00431 Fig. 27 shows tribe memory
IRYEFagR to controller timing. [0044] Fig. 28 shows tribe memory interface
to Global timing. 100451 Fig. 29 shows input module stall signals in a
H8Hbry bldekl 1 o0uRbIEipdsRtisgrABipR BiiaeR] Hsbaeafakesbetween
a Tribe and a Memory Block in an embodiment of the invention. [0047]
HI83W1 is Bigadtb ifladdetindagamed D eanre by fribe embodinrrgidhk
Block in an embodiment of the invention. 100481 Fig. 32 is a table
INYSRERINg the interface between a Tribe and the Interconnect block in an
embodiment of the invention. [00491 Fig. 33 is a block diagram of an
E9BHdimdig of the ariiegraenot Bt Intfagubloek Trile NitroukcHindcm e
block diagram. 100511 Fig. 35 is shows a fetch pipeline in a tribe in an
Bht of the invention. 100521 Fig. 36 is a diagram of a Stream

pipeline in tribe architecture.
[0032] Fig. 16 is a diagram of a Packet Loader Block in the Network Unit in an

embodiment of the invention.

[0033] Fig. 17 is a diagram of a Packet Buffer Control Block in an embodiment.
[0034] Fig. 18 is a diagram of a Packet Buffer Memory Block in an embodiment.
[0035] Fig. 19 is a table illustrating the interface between a Tribe and the Interconnect
Block.

[0036] Fig. 20 is a table illustrating the interface between the Network Block and the
Interconnect Block.

[0037] Fig. 21 is a table illustrating the interface between the Global Block and the
Interconnect Block.

[0038] Fig. 22 is a diagram indicating migration protocol timing in the Interconnect
Block.

[0039] Fig. 23 is a table illustrating the interface between a Tribe and a Memory
Interface block in an embodiment of the invention.

[0040] Fig. 24 is a table illustrating the interface between the Global Block and a

Memory Interface block in an embodiment of the invention.



100531 Fig. 37 is a stream pipeline, indicating operand write. [00541 Fig.
38 is a stream pipeline, indicating branch execution. [00551 Fig. 39
illustrates an execute pipeline. [0056] Fig. 40 illustrates interconnect
modules. 100571 Fig. 41 illustrates a matching matrix for the arbitration
problem. [00581 Fig. 42 illustrates arbiter stages. -8 [0059] Fig. 43
illustrates deadlock resolution. [0060] Fig. 44 is an illustration of a
crossbar module. [0061] Fig. 45 illustrates the tribe to memory interface

[006dliles Fio062ik Ritpbhsilnsttetings hh éntapfaenbstvterdadd geary (oo g]lsgnd a
47 lllustrates a write buffer module. [0064] Fig. 48 illustrates the return
Mroehrielotsréepathofo065) Figbutinsaiwiithe BT a request buffer and
issue module. Detailed Description of Embodiment(s) Overview of Porthos
[W4RI-ThrEzgidd Fhacketribedeassing Entiracioies)dnizaprefdadnent of the
embodiment of the present invention a multithreaded packet processing
imvgyitienthat the inventors term the Porthos chip is provided for stateful

packet processing at bit rates up to 20Gbps in both directions. Fig. 1 is an
[8PdBitectUiial BVehaww tibe mpaekenivdeessingwrlpetiongn an

embodiment of the present invention. [0067] A two bi-directional network
(0644102 iBipraSisheavavitiberasineinitispiaeariCinhpUipaies of 10 Gbps

each. Packet Buffer 103 is a first-in-first-out (FIFO) buffer that stores
[PRAsldualfiacishdroningutanstrelasislLsignil s e tegmpiddRtether the
packets should be dropped, forwarded (with modifications if necessary),
[0P4@nsfeFigd3Ofischigble illustrating the interface between a Tribe and a Memory
Block in an embodiment of the invention.

[0047] Fig. 31 is a table illustrating the interface between a Tribe and the Network
Block in an embodiment of the invention.

[0048]  Fig. 32 is a table illustrating the interface between a Tribe and the Interconnect
block in an embodiment of the invention.

[0049] Fig. 33 is a block diagram of an embodiment of the invention.

[0050] Fig. 34 is a Tribe microarchitecture block diagram.

[0051]  Fig. 35 is shows a fetch pipeline in a tribe in an embodiment of the invention.
[0052]  Fig. 36is a diagram of a Stream pipeline in tribe architecture.

[0053] Fig. 37 is a stream pipeline, indicating operand write.

[0054] Fig. 38 is a stream pipeline, indicating branch execution.

[0055]  Fig. 39 illustrates an execute pipeline.

[0056]  Fig. 40 illustrates interconnect modules.

[0057] Fig. 41 illustrates a matching matrix for the arbitration problem.

[0058] Fig. 42 illustrates arbiter stages.



for later processing. Packets may be transmitted from data stored
externally and may also be created by software and transmitted. [0068] In
preferred embodiments, processing on packets that are resident in the
chip occurs in stages, with each stage associated with an independent
block of memory. In the example of Fig. 1 here are eight stages 104,
labeled (0-7), each associated with a particular memory block 105, also
labeled (0-7). [0069] Each stage 104, called by the inventors a tribe, can
HS8te upito B2ilpstntsedeatiosdssiphifitiheously. A software thread will
typically, in preferred embodiments of the invention, execute on a single
60t in i He an iHyretiomel mekpsshAaprsitone tribe to another.
%O] A two HyperTransport interface 106 is used to communicate with

ThrocBigsdrsillistpise dagibedosnsaiopoittsienipedules- 100711 In
preferred embodiments of the invention each tribe executes instructions to
HOGhplishigndhidlestaies thedpavaaerle et patket. The instruction set
architecture (ISA) implemented by Porthos is similar to the well-known
PNGH MIPSaNFTSugitaies afedite issione dnel a few additions. The main
differences between the Porthos ISA and MIPS-IV are summarized as
1806dls: 1. HigeoWuaiirirs $aaigtarmanReyleatSPAEThe Porthos ISA
contains 64-bit registers, and utilizes 32-bit addresses with no TLB. There
995 B2-bi i ddds anudlesirminprtiorrs esi abEraeddpsrediadiieoperate on
all 64-bits. The functionality is the same as the well-known MIPS R4000
in 64-bit mode. All memory is treated as big-endian and there is no mode
bit that controls endianness. Since there is no TLB, there is no address
translation, and there are no protection modes implemented. This means
that all code



has access to all regions of memory. This would be equivalent to a MIPS
processor where all code was running in kernel mode and the TLB
mapped the entire physical address space. The physical address space
of Porthos is 32-bits, so the upper 32 bits of a generated 64-bit virtual
address are ignored and no translation takes place. There are no
TLB-rclated CPO registers and no TLB instructions. 2. Omitted
Instructions In preferred embodrments there |s no floatrng point unit in the
Porthos chip, and therefélefailg 593

floating-point registers are |mplemented Four mstructrons that load,
store and move data between the regular regrsters and the floating-point

[@MEP 1) INQﬁ@&?@@én%&ﬁ&tﬁ@ﬁ@t@ﬁ%éﬁﬂ%@&ﬁ%ﬂ&ﬁﬂt&%ﬁ%ﬁ%@

2 registers are also implemented along with their associated load, store

SHOERRNESHY AR IS (aRlnforS Rfn? (R WbERs INH 5 o TiaBdRUANER! packet

load and store instructions are not implemented. The CACHE instruction

elmpleHeRiRd 13- tS Y0EHANF BHANGRRER N DeN.anhantR TN Svervi
Ig(():ta Sééﬁlg) LL and Lt% mst%ns are implemente % Adderltronally there |§emew

P 2HRRM JrstesshigribakalomicalAddaimualyedr premaryclasation
and returns the result. In -11 addition there is a GATE instruction that

[ped) 2 St&ﬁ%ﬁbtﬁﬁﬁ?&%ﬂ@aﬂ?&%}g%@ﬁﬂ@%'ﬁ%ﬁd@& it ﬁﬁﬁ&hﬁ%ﬁﬁt'&put and
more detail in a following section on flow gating. 4. Timers and interrupts

Alpehanged FxisspatayentakeiBiRRr NISIUPsAna-faales ffer that

new threads are launched. These global events are not thread-specific

Abarei bR A Padedivares R ANRSINS thigads HBiEmth dNPRIAMRASRYWRM s

to enable or disable these events itself, they are configured globally. This

80 8IPHRI AR R O @b ARIBISEHUR thBEIAVARsh B ES AR IBFivRISferred off chip

for later processing. Packets may be transmitted from data stored externally and may
also be created by software and transmitted.

[0068] In preferred embodiments, processing on packets that are resident in the chip
occurs in stages, with each stage associated with an independent block of memory. In the
example of Fig. 1 here are eight stages 104, labeled (0-7), each associated with a
particular memory block 105, also labeled (0-7).

[0069] Each stage 104, called by the inventors a tribe, can execute up to 32 software
threads simultaneously. A software thread will typically, in preferred embodiments of the
invention, execute on a single packet in one tribe at a time, and may jump from one tribe
to another.

[0070] A two HyperTransport interface 106 is used to communicate with host

processors, co-processors or other Porthos chips.
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5. New Set of CPO Registers CP7 Sequence Number CP21 Tribe/Stream
Number CP22 FlowiD CP23 GateVector 6. Thread control instructions
DONE Terminates a thread FORK Forks a new thread NEXT Thread
migration 7. Special purpose ALU instructions Support for string search,
including multiple parallel byte comparison, has been provided for in new
instructions. In addition there are bit field extract and insert instructions.
Finally, an optimized ones-complement add is provided for TCP )
1892 tksunimprersredismbad mentbry UminraHABSIshdEigsKpotes 1o petipns to
1) to external memory devices. Each of these ports represents a distinct
IR T BRGRTRATY AvRIkdeadd9 cachrrRksh s T BNRIs O St uRhbiselaire
although there is a performance penalt)ﬁ for accessing memory that is not

(Bey) rirmemedihy Rarthpire stetardadhe wWrll-knenmad:- bt fBPahY &3 thwith a

memory map is shown in Fig. 2. The region of configuration space is used
fvaemisioniand feyiatdiiqnsiubhs R KEfersages PerrghihadrBmASA and
configluration and HyperTransport port configuration space. More details
MibSel¥ rasncimmearediasdsledsire provided later in this document. 9.

Tribe Migration A process in embodiments of the present invention by

wMemeikraddressme arhRsSeE &% m in one tribe is transferred to a
streanrif: @Y 18I0 datsrkarh wigratioRr\iAa a2t addresses with no TLB.

There is no 32-bit mode, thus all instructions that operate on registers operate on all 64-bits. The
functionality is the same as the well-known MIPS R4000 in 64-bit mode. All memory is treated
as big-endian and there is no mode bit that controls endianness. Since there is no TLB, there is
no address translation, and there are no protection modes implemented. This means that all code
has access to all regions of memory. This would be equivalent to a MIPS processor where all
code was running in kernel mode and the TLB mapped the entire physical address space. The
physical address space of Porthos is 32-bits, so the upper 32 bits of a generated 64-bit virtual
address are ignored and no translation takes place. There are no TLB-related CPO registers and

no TLB instructions.

2. Omitted Instructions

In preferred embodiments there is no floating-point unit in the Porthos chip, and therefore
no floating-point instructions. However the floating-point registers are implemented. Four
instructions that load, store, and move data between the regular registers and the floating-point
registers (CP1 registers) are implemented (LDC1, SDC1, DMFC1, DMTC1). No branches on
CP1 conditions are implemented. Coprocessor 2 registers are also implemented along with their
associated load, store and move instructions (LDC2, SDC2, DMFC2, DMTC2). The unaligned

load and store instructions are not implemented. The CACHE instruction is not implemented.
3. Synchronization support has been enhanced

The SC, SCD, LL and LLD instructions are implemented. Additionally, there is an

ADDM instruction that atomically adds a value to a memory location and returns the result. In
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happens, a variable amount of context follows the thread. The CPU
registers that are not transferred are lost and initialized to zero in the new
tribe. Migration may occur out of order, but it is guaranteed to preserve
thread priority as defined by a SeqNum register. Note, however, that a
lower priority thread may migrate ahead of a higher priority thread if it has
a different destination tribe. 100721 A thread migrating to the tribe that it
is currently in is treated as a NOP. A thread may change its priority by

Wity therdSegR AR insrttpn it sty estriaBdorprgisnGPRskgLdersdencies. This is
NEXbergcis: actsgistarmiva@inihe: destipatign address and an

immediate that contains the amount of thread context to preserve. All
Jedistess hatiaranptsuesmddare zeroed in the destination context. If a
thread migrates to the tribe it is already in, the registers not preserved are
clearetxkmal ©alingahQ@itde frwgading iscatethinue thgelanibréatly are launched.

bodjments of the present invention wherein packet seniorjty is enforced
R R S e L e L U P R AP AR ead. Thus, a
haekEh 5y 06 6885INg sMabldardiddfiethasgalennsiveti deisaknoatigiesaditbelly. This is
jggléa%uctgn }?eclu.tion for.thagéiacket IS Sta"?l% until all older packets of the

ARG SR RS By PSS h A HREE A BB Cottware manually
%Idi(@f:ggt% Pé‘%?i thlrS(t)(yrgh agate by updating a GateVector register.
ultiple’gates may be specified for a given packet workload and

serializagon occurs {or each ga B'Q#ividually. [00751 Packets are given a
sequence number by ﬂ1e packet buffer controller when they are received
and thigggguence nymbeyis,matiained during the processing of the
packet. [00761 A configurable hardware pre-classifier is used to combine
specifiegppytes fromphgrpacket and generate a FlowID number from the
packet itself. The FlowlID is

CP23 GateVector

6. Thread control instructions

DONE Terminates a thread
FORK Forks a new thread
NEXT Thread migration

7. Special purpose ALU instructions

Support for string search, including multiple parallel byte comparison, has been provided
for in new instructions. In addition there are bit field extract and insert instructions. Finally, an

optimized ones-complement add is provided for TCP checksum acceleration.

8. Memory Map

Porthos has eight ports 107 (Fig. 1) to external memory devices. Each of these ports
represents a distinct region of the physical address space. All tribes can access all memories,
although there is a performance penalty for accessing memory that is not local to the tribe in

which the instructions are executed. A diagram of the memory map is shown in Fig. 2.
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initialized by hardware based on the hardware hash function, but may be
modified by software. The configurable hash function is also be used to
select which tribe a packet is sent to. Afterward, tribe to tribe migration is
under software control. 100771 A new instruction is utilized in a preferred
embodiment of the invention that operates in conjunction with three
internal registers. In addition to the FlowlID register and the
PacketSequence register discussed above, each thread contains a

GateVEBfoicgeisfconsiEHinbRD fagessusd telacgemsit fegrltesetsisre ipalpding packet
At s initalizesh [ OVWRSAA Lﬁﬁ%ﬂ%ﬁ?ﬁﬁ&'ﬁﬁ?@ﬂoﬁ@k@ﬁ%ﬂ?@%ﬁ%ﬁpace. More

new instruction, named GATE, is implemented. The GATE instruction
deladealdhe bitrkdey R efithindpace RSP IRy idrdienithindeamentiowID, a

PacketSequence number that is lower, and with a GateVector in which
tNHELARIB bits are zero. This logic serializes all packets within the

same floproatdat abYdsdehkRatsepiesi mestfasaas) 3081 (BRIWaKcifing on a

responsible for setting a bit in the GateVector register when it leaves the

TR IR BESHPT ST SR e FepRciete g rithariceted argaedih. When migration

Hdppehratedeiale RS oRPIRsRINS RFeges thiBiaUdhdRePVaddRadsaha are not
acket. Software is _responsible for setting bits in this register manually if

p . ! :

‘gt R e QRPN LR e P Fste RS Br VRt YOFRITIARKEES Wt Of order, but

Wingeassarly stptingv headpiRYiecterdemrtpyalldegNbis will isablete, however, that
low gating for that packet, since no younger packets will wajit for that

0 A PRORSUHS W A L6 o SHHEeR SHa S g feren

Rdheapoaaeissing system will never be stalled and when it completes,
another packet will be the oldest packet. [0079[ In a preferred
petdimentiasaniapiysgedhtinghealisyiissmptenprited seatedties dlder A
packets are always given priority for execution resources within a
hieaéssa#yFhange its priority by writing to the SeqNum register.

[0073] The thread migration instruction: NEXT specifies a register that contains the
destination address and an immediate that contains the amount of thread context to

preserve. All registers that are not preserved are zeroed in the destination context. If a

thread migrates to the tribe it is already in, the registers not preserved are cleared.

Flow Gating

[0074] Flow gating is a unique mechanism in embodiments of the present invention
wherein packet seniority is enforced by hardware through the use of a gate instruction
that is inserted into the packet processing workload. When a gate instruction is
encountered, the instruction execution for that packet is stalled until all older packets of

the same flow have made progress past the same point. Software manually advances a
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clement, One characteristic of this strictly implemented seniority
scheduling policy is that if two packets are executing the exact same
sequence of instructions, a younger packet will never be able to overtake
an older packet. In certain cases, the characteristic of no overtaking may
simplify handling of packet dependencies in software. This is because a
no-overtaking processing element enforces a pipelined implementation of
packet workloads, so the oldest packet is always guaranteed to be ahead
BrciiFy bariy 2 sataBrndaiine s dedssisrifyaitee dNRdtiple tes cratbtepecified
and seniority based cache replacement can only behave with no
RrargirmpPassatrerkliond andeefinizationesrisdan sadvgriened yeually.
instructions. If conditional branches cause packets to take different [Jaths,
oW galGsiidIsE R dsSIHPnEtW Y BsRY ithe BARS R chsgntroller when
no-overtaking processing elements allow a clean programming model to
B@bﬁ&%aefﬂ@fqé%ﬁmw PR Eh AN RareRhAHE g therpresssingp ! the
[00801 Events can be categorized into three groups: triggers from external
Eﬂgﬁi‘s, timer interrupts, and thread-to-thread communication. In the first
two groups, the events -15 are not specific to any specific physical thread.
IR third groRis WaklR Areduasearghsl HElfES MG & peapiap pRRSHEd bytes from
threads. Packet Buffer Overview In this section the following nomenclature
[ Rakepyid gﬁrﬁ%ﬁ%gﬁ}qw&@ﬁéwmtfmma%@ﬁhﬁwﬁﬂée%ﬁeﬁ%ﬂw@TSag
associated to each of the packets that arrive or leave through a port.

intbpldzed Ry hadeae based A s bardassdesh fmeérait dare ks sradifisd Oy

that are in the process of being received or transmitted out. ) _
software. The configurable hash function is also be used to select which tribe a packet is

sent to. Afterward, tribe to tribe migration is under software control.

[0077] A new instruction is utilized in a preferred embodiment of the invention that
operates in conjunction with three internal registers. In addition to the FlowID register
and the PacketSequence register discussed above, each thread contains a GateVector
register. Software may set and clear this register arbitrarily, but it is initialized to 0 when
a new thread is created for a new packet. A new instruction, named GATE, is
implemented. The GATE instruction causes execution to stall until there is no thread
with the same FlowID, a PacketSequence number that is lower, and with a GateVector in
which any of the same bits are zero. This logic serializes all packets within the same flow
at that point such that seniority is enforced.

[0078] Software is responsible for setting a bit in the GateVector register when it
leaves the critical section. This will allow other packets to enter the critical section. The
GateVector register represents progress through the workload of a packet. Software is

responsible for setting bits in this register manually if a certain packet skips a certain gate,
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[0081) The packet buffer (103 Fig. 1) is an on-chip 256K byte memory that

holds packets while they are being processed. The packet buffer is a

flexible FIFO that keeps all packet data in the order it was received. Thus,

unless a packet is discarded, or consumed by the chip (by transfer into a

local memory), the packet will be transmitted in the order that it was

received. The packet buffer architecture allows for an efficient

combination of pass-through and re-assembly scenarios. In a )

[SSHFRbYRIERIREHES FarKBte s R stBY B A e Cate Eertands sstéo all Ls,

only marked, or modified only slightly before being transmitted. The

Ry Mokbriehle e ieatingfniial Batkda RinghP o uRRes Paokes Yitbtai for that

scenarios occur in TCP-splicing, monitoring and traffic management ‘

passftahtte At foraadduRBRr Ssaarmiterduinses Hhesldsstasrkeinnigprocessing

the chip and buffered into memory where they are re-assembled. Alter

pesiess 3tbng Y proestalivg atiendh irmplsish RO Bakehak detianoldest

re-transmission may occur. Re-assembly scenarios occur in firewalls and

Rﬁ‘ﬁ]éebalancing. Many applications call for a combination of pass- through

and re-assembly scenarios [0082] The Packet Buffer module in preferred

B BYdimdR @ REFEEICTIRALBIRNAr &SRR RISAHHGIRASY Isriswpdsmypired such

initial values of some GPRs and CPO registers at the time a thread is )

i elnierees LeACel R BY S RIOHIG A CXSSHERAGPESGHRIR dEpeessing

packet buffer memory and the shared memory Satisfying the requests to
fighathamarieristis of thksisktelitEmPlsRRTHSADIP EON RS policy is

Packet table read requests Packet status changes (packet to be dropped,

PREKEEB PACEIHATH AEAUSHE the srRftHARESHERTE fasiguctions, a younger

packet will never be able to overtake an older packet. In certain cases, the characteristic

of no overtaking may simplify handling of packet dependencies in software. This is
because a no-overtaking processing element enforces a pipelined implementation of
packet workloads, so the oldest packet is always guaranteed to be ahead of all younger
packets. However, a seniority based instruction scheduler and seniority based cache
replacement can only behave with no overtaking if packets are executing the exact same
sequence of instructions. If conditional branches cause packets to take different paths, a
flow gate would be necessary. Flow gating in conjunction with no-overtaking processing
clements allow a clean programming model to be presented that is efficient to implement

in hardware.

Event Handling

[0080] Events can be categorized into three groups: triggers from external events,

timer interrupts, and thread-to-thread communication. In the first two groups, the events
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Allocating space in the packet buffer for software to construct packets.
[0083] Frames of packets arrive to the Packet Buffer through a
configurable number of ingress ports and leave the Packet Buffer through
the same number of egress ports. The maximum ingress/egress
interleave degree depends on the number and type of ports, but it does
not exceed 4. [0084] The ingress/egress ports can be configured in one of
the following six configurations_ (all of them full duplex): 1 channelized
PEMOL SR FRGSBETHEC hypsRBRSAH BoHs IR SABNASE (areiepal
non-channelized_ports . 4 non-channelized ports [0085] The channelized
DRSPSEN NEHRsaiTls RINpIFHINMAEP14.2 interface, and the non channelized
ortis intended to map into a GMII interface. Moreover, for the 1-port and
Paoket Bffer DYRINEN cases, software can configure the egress

i’(gl]t rleavingndgtjag eT as follows: l1 channelié_ed port: egress interleave
e . 2, 4 ortsS. egress interleave degree of 1
Blesegpqn Dedolloying pomenafpuce Horts inter! d f

or 2,per rt..Oﬂiﬁf}h oftware js responsible to complete the processing of
the%ﬁr es%?‘ pgé s %P ﬁ%’éﬁ %c létdsg%? é?r%eé%ﬁfee keeps track of in a timely

maahernpbifialy dseforged td e ls ob dequrehtnehwe atypacketsafitt thpdingh a port.

pagk t buffer so that na more packets can be fit..into the buffer. At :
00NV TS et PRATALD aPare L IS PR Sh s ot are i he
pagketess of being received or transmitted out.

[0081] The packet buffer (103 Fig. 1) is an on-chip 256K byte memory that holds
packets while they are being processed. The packet buffer is a flexible FIFO that keeps
all packet data in the order it was received. Thus, unless a packet is discarded, or
consumed by the chip (by transfer into a local memory), the packet will be transmitted in
the order that it was received. The packet buffer architecture allows for an efficient
combination of pass-through and re-assembly scenarios. In a pass-through scenario,
packets are not substantially changed; they are only marked, or modified only slightly
before being transmitted. The payload of the packets remains substantially the same.
Pass-through scenarios occur in TCP-splicing, monitoring and traffic management
applications. In a re-assembly scenarto, packets must be consumed by the chip and
buffered into memory where they are re-assembled. After re-assembly, processing occurs
on the reliable data stream and then re-transmission may occur. Re-assembly scenarios
occur in firewalls and load balancing. Many applications call for a combination of pass-

through and re-assembly scenarios
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buffer size of 256KB, this will occur in approximately 200 microseconds;
and 2. There are 512 total packets in the system, from the oldest to the
newest, no matter whether packets in between the oldest and the newest
have been dropped (or DMA out to external memory) by software.
Otherwise the Packet Buffer module will drop the incoming frames. [0087]
If software does not complete the packets before any of the previous two
events occurs, the Packet Buffer module will start dropping the incomin

(B48Rbts uRhe ResieLBHERIORCOHE MPRSIRGES B ASRE N IR WiBEoBvare in

dropping packet data, no flow control will occur on the ingress path, i.e.
t%ﬁeéﬁpéﬁ:‘ﬁé’c&W?lﬁé accepted at wire speed but the packets will never be
assigned to any tribe, nor its data will be stored in the packet buffer. More

dethilsPapvjshingdeciimpalivabiey RfceBe GRR Pard et B npgiptandidhs Gpaadhread is

[0088]sInuauraiNg£f tRecRRrthes whiRIGLbit physical address space are
controlled directly by the Packet Buffer module. These are shown in Fig.

3: theﬁ@éi@ﬁséﬁbmﬁerﬁm@ﬁtﬁammmbvﬁémwma@m@ prreremamery
Stoﬁec’s%%&ﬁgxgﬁ\{{évl%@&@%aﬁ% IS ERRANRRIC s Iake A M aKLPT this

memory If needed (for example, in applications that'need re-assembly of
the frameslasth&uooindigcvatignradigister space: 16KB (not all used) that

contains t gcﬁ%p %@%%ﬁcrtéonss:ts the configuration registers themselves:

are used to con @ure someqﬁjenctionality of the Packet Buffer module. the
packewtaliackeo ntatinschtailtes iptakviatdr thopseh) wicke paekatadeined out)
kept trz.slckpoff the get room spa%e: used for software to request
conseCutiv& ChUHK: eo?osupglaecrg within the packet buffer. Accesses to the

paeketMiliteriadepassispaepacket buffer for software to construct packets.

[0083] Frames of packets arrive to the Packet Buffer through a configurable number
of ingress ports and leave the Packet Buffer through the same number of egress ports. The
maximum ingress/egress interleave degree depends on the number and type of ports, but
it does not exceed 4.

[0084] The ingress/egress ports can be configured in one of the following six
configurations (all of them full duplex):

e 1 channelized port

e 2 channelized ports

e 4 channelized ports

¢ 1 non-channelized port
e 2 non-channelized ports

¢ 4 non-channelized ports

[0085] The channelized port is intended to map into an SPI4.2 interface, and the non-

channelized port is intended to map into a GMII interface. Moreover, for the 1-port and
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[00891 Software can perform any byte read/write, half-word (2-byte)
read/write, word (4-byte) read/write or double word (8-byte) read/write to
the packet buffer. Single quad- word (16-byte) and octo-word (32-byte)
read requests are also allowed, but not the single quad-word and
octo-word writes. To write 2 or 4 consecutive (in space) double words,
software has to perform, respectively, 2 or 4 double-word writes. The
Packet Buffer will not guarantee that these consecutive writes will occur

ROk O HASHZSE RS FEr SHE R SN UHERIFIRE (FRESSA AT IRBRINR e Rres RS n

between the writes (but accesses from other tribes can). [00901 Even
#pldNIB: the size of the packet buffer memory is 256KB, it actually
occupies 51 2KB in the logical address space of the streams. This has

bedh dbREReieRt PRSthegiers imierEwE dretisrethontfdgitentation that
OCQUrSIRFIMUIGRASEELS HEsS EeA0L L0 3gkes UG, Jdis mapping

is performed by hardware; packets are always stored consecutively into
the 512KB of space from the point of view of software. -19 [0091]

aigfare %Mr@'fﬂXéé;?(Sn@?ﬁl@@&ﬁhp%@fh@ﬁ@%%h(%@?%@ﬁ@%ggyﬁs that

een stored by the Packet Buffer module, an these packets.

e ieayasiFiom iR &&Bpﬁa&rsﬁrﬁatﬁ&égirﬂe{arﬁigbﬁamg@@@v@ the

same priority in accessing the packet buffer. Accesses tot

GONgUIRRE, (RAiSiER BRI SAAES $hERACRAARIR: IO enaPRIGAL IR kets can be fit

registers are logically organized as double words. Only double word

readafa e Wfiss Aie3aiMttrcrsaiiecemtyupatiorieafsnaresaata of 10Gbps and a packet

Theggiaresiife SPHYACE WRELS P JBQRiY éﬁﬁﬂs&mfata)ytgwimi@r@s&aﬁ@@{d
con%g;ratlon register, it needs to read that reg:ster first, do the

dpplosrteesHikiintrhprerakidRiHly, st mhe ol totlisiaalsst pagktter whether

packets in between the oldest and the newest have been dropped (or DMA out to external

memory) by software. Otherwise the Packet Buffer module will drop the incoming frames.

[0087] If software does not complete the packets before any of the previous two
events occurs, the Packet Buffer module will start dropping the incoming packets until
both conditions are no longer met. Note that in this mode of dropping packet data, no
flow control will occur on the ingress path, i.e. the packet will be accepted at wire speed
but the packets will never be assigned to any tribe, nor its data will be stored in the packet

buffer. More details on packet drops is provided below.
Packet Buffer Address Space

[0088] Two regions of the Porthos chip 32-bit physical address space are controlled

directly by the Packet Buffer module. These are shown in Fig. 3:
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[0093] Writes to the reserved portion of the configuration register space
will be disregarded. Reads within this portion will return a value of O.
[0094] Some bits of the configuration registers are reserved for future use.
Writes to these bits will be disregarded. Reads of these bits wil | return a
value of 0. [0095] Unless otherwise noted, the configuration registers can
be both read and written. Writes to the packet table and to the read-only
configuration registers will be disregarded. [0096] Software should

chang& g teHisoPaROEs R BtRIMeBterdigiR die tPrEkPls e sBIRfgs they arrive.
is in qYeRGAAL NDRdBoASHIXRIANEREIN: BREDRIGRES XA IREple, in

system, otherwise results will be undefined. Software can monitor the
conterfBRCEO N Bek aeed Breaserrbs of Shdifartfdn register to figure out

Whethﬂﬁéggrﬁg%@b%qgﬁ’s@r %&ge@?{@(f?&%ﬁ%&ﬁ i é;)ﬂgljgy{ﬁéi%lowing sections:

register list [00971 All the configuration registers have an after-reset value

of Ox@ urifeserptization spmsifis dhgrigslvas- 4 voedpeiserdi gaibtestistingadiionality of the
of the configlyatignggisighp, The following sections provide more details

on some of the configuration registers. Hashing function 100981 Fig. 5

illustrates tieephelstt felrictiomiaanslsraiis safaonatechifitocagb déviedsyashiets being kept track
containinq)gne (first level) or four (second level) hashing engines. The

result of the hashing engine of the first level is two-fold: a 16-bit value,

nameck théhfiqeet identifipaco nfledvicr fmfistaetjo Téjsesahoaseiihive: phowikiedf space within
to_the trib?l?%} chil(rett@‘u??eer .initial .m_igration o_f_the_ packet. Softwarg may use

this value, Tor example, as an initial classification of the packet into a flow.

a 2-bit value, that is used by the hardware to select the result of one of the

ﬁ&%gs@sn 8 the packet buffer address space
[0089] Software can perform any byte read/write, half-word (2-byte) read/write, word

(4-byte) read/write or double word (8-byte) read/write to the packet buffer. Single quad-
word (16-byte) and octo-word (32-byte) read requests are also allowed, but not the single
quad-word and octo-word writes. To write 2 or 4 consecutive (in space) double words,
software has to perform, respectively, 2 or 4 double-word writes. The Packet Buffer will
not guarantee that these consecutive writes will occur back to back; however, no other
access from the same tribe will sneak in between the writes (but accesses from other
tribes can).

[0090] Even though the size of the packet buffer memory is 256KB, it actually
occupies 512KB in the logical address space of the streams. This has been done in order
to help minimizing the memory fragmentation that occurs incoming packets are stored
into the packet buffer. This mapping is performed by hardware; packets are always stored

consecutively into the 512KB of space from the point of view of software.
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functions that compose the second level of the hashing hardware. 100991
Each of the four hashing functions in the second level generates a 3-bit
value that corresponds to a tribe number. One of these four results is
selected by the first level, and becomes the number of the tribe that the
packet is going to initially migrate into. 101001 All four hashing engines in
the second level are identical, and the single engine in the first level is
almost also the same as the ones in the second level. Each hashing
Ki9gHe candbevesnshrd emuepeheasaictndtesiowang the trekesnip arsrpeen
features that are common to all the hashing engines: select vector
ftorsd 3 the RagkrbBuficeyrdele.adh omerd i theescrsr kdternl R CatssihEpm the
byte i of the packet will be selected to compute the result of the hashing
& Hahse 10 tesatrsk feonlys 21! thediths DevadhqeameayieBhiguisarsmite distapcket
the 16-bit result of the hashing engine is computed using two 8-bit XOR

onal units, one for the upper 8-bits and one for the lower 8-bits. In

the case that byte i was selected by the select vector, bit i in the position
Qsersrcadedhnradigmatiog resis sy it 8 dieess 9¥Empute the lower 8

hitoef theie:-hit, fowiaisrsult (R the donsy &gyﬁ&@)aéfmmw@%nly

not selected in the select vector, the corresponding bit in the position

USRI Woridems GatewlRi0 b iha isshievsi Mashing g&gm dheee exdstsore, i

a skip configuration register that specifies how many LSB bits of the

Jsnbiakesuiiil Realrrgtigidsireningitneahases ceeRkleyelhasting

engine. If the skip value is, for instance, two, then the second level

hasRingrenping valife: $hasen usinshRifsk#e 3hafitiadOnRitkastlinbiqiate the
that the skip configuration register is only used to select the second level
hashing dyrckeridaekit does not modify the 16-bit result that becomes the
flowld value. [0102] For each of the second level hashing engines there

P89 XIStIEHIRO the reserved portion of the configuration register space will be
disregarded. Reads within this portion will return a value of 0.

[0094] Some bits of the configuration registers are reserved for future use. Writes to
these bits will be disregarded. Reads of these bits will return a value of 0.

[0095] Unless otherwise noted, the configuration registers can be both read and
written. Writes to the packet table and to the read-only configuration registers will be
disregarded.

[0096] Software should change the contents of the configuration registers when the
Packet Buffer is in quiescent mode, as explained below, and there are no packets in the
system, otherwise results will be undefined. Software can monitor the contents of the
‘packet table packets’ configuration register to figure out whether the Packet Buffer is

still keeping packets or not.
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configuration register performing the same manipulation of the result as in
the first level. After this shifting of the result, another manipulation is
performed using two other configuration registers; the purpose of this
manipulation is to generate a tribe number out of a set of possible tribe
numbers. This total number of tribes in this set is a power of 2 (i.e. 1, 2, 4
or 8), and the set can start at any tribe number. Example of sets are
0,1,2,3], [1,2,3,4], [2,3], [7], [0,1,2,3,4,5,6,7], [4,5,6,7], [6,7,0,1], [7,0,1,2],
e URBARSIENAINt is controlled by two additional configuration
[6@usiers, metmo%%?@tiyﬁer&gaeﬁ%mein hashiRgeoainest oftiplindtit
value that specifies which is the first tribe of the set (0O: tribe O, .. 7: tribe 7)

ikatwisbipeeaion AL sPRCHILS RPN DM RONSHEUAY B iR HIR SRliBASegisters.
(0:1 trige,%é:% tribes,%2:4 tribes,hsg)gtribes) -212 [%%0%31 The mggi%mun; eEISters

geptRibRitbedlashinghamdware wilthipoknitie ther Backsiis R4tiblytesifiery

the start of the packet. If the packet is smaller than 64 bytes and more
bytes are selected by the select vectors, results will be undefined. [01041
Software should be careful in configuring the hashing function hardware
Eﬁﬁﬂén%ﬁly%’&ﬁ-variant bytes across all the packets of the same flow

sivgd besglectagstoneronisthe AR Ra-eRNR YA A HEsWRSIevels, each
different flow identifiers for the packets of the same flow might be

eSS EARcL R WRSCRALINSHR 1P 1¥ednine B3 thst By HELRAITIR i8sult of the

considered to be in quiescent mode whenever it is not receiving (and

REAARE RAYIARY NackataRd 3w enas written a 0 in the “continue’
configuration register. Note that the Packet Buffer can be in quiescent

mode ang sfillvhavensalici RRekets indhesprckatdamierandnacket PWRE will be provided
Also note that all the .
to the tribe as part of the initial migration of the packet. Software may use this value, for

example, as an initial classification of the packet into a flow.
e a2-bit value, that is used by the hardware to select the result of one of the 4 hashing

functions that compose the second level of the hashing hardware.

[0099] Each of the four hashing functions in the second level gencrates a 3-bit value
that corresponds to a tribe number. One of these four results is selected by the first level,
and becomes the number of the tribe that the packet is going to initially migrate into.
[0100] All four hashing engines in the second level are identical, and the single
engine in the first level is almost also the same as the ones in the second level. Each
hashing engine can be configured independently. The following is the configuration

features that are common to all the hashing engines:

e select vector [0..i..63] configuration register: each bit of this vector determines whether byte i

of the packet will be selected to compute the result of the hashing engine (1) or not (0).
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transmission-related operations will be performed normally; however any
incoming packet will be dropped since the “continue' configuration
register is zero. [01061 When the contents of the “continue’ configuration
register toggles from 0 to 1, the Packet Buffer module will perform the
following operation: any new incoming packet that starts arriving after the
setting of the “continue' configuration register takes place physically will
be accepted (it may be eventually dropped for other reasons as explaied

bHelBN) HoPHERtdddg§ihgoRiyRtiPRd Bitks 1BRIRRY E‘ﬁél‘a%frl?ftéﬁé%mg engine is
PlaggmARYINAGKE oA -WaX ORBRUNIMRING S CoasrUheipie S18RLIAKYUnC for the

the “continue’ configuration register occurs will be fully received. any new

incitiFifitkdt thacaiatfbbiiang afes eriedkititg eRkvEsiofighiftdtiBithe position
regiglabr @esRe e nithbedhdly A apRed uwed {9 10 bieothvase shevids Rithe 16-bit

the Packet Buffer module in q%uescent mode whenever it wants to modify

corfirjiilasrets it ps dheraand bt PadkEtealifor ednnt sderted fodeg flect vector, the

qw@éﬁegﬁdmmﬂgm iﬁ&ﬁ@%@i%@&tﬁﬁﬁ%%ﬂx\@afe should follow: 1.
Write a 0 into the “continue' configuration register. 2. Monitor the “status'

register until bit 1 is set. When this occurs, the quiescent state has been

RAGIEd. Fdrafigriadng Aasineddeatid endr Wiiesa Jipe N8y GanbRYSsister that

configuration register to allow new incoming packets to be accepted.

SHeLOR Hothenako Y BISRS strddalinpierbsiiengivil De R ParkekRRIBthe chosen
received when the 0 to | transition happens on the “continue'
sRofausationpRis @iihBistithakisualile is, for instance, two, then the second level
hashing engine will be chosen using bits [2..3] of the 16-bit result. Note that the skip
configuration register is only used to select the second level hashing function and it does
not modify the 16-bit result that becomes the flowld value.

[0102] For each of the second level hashing engines there also exists a skip
configuration register performing the same manipulation of the result as in the first level.
After this shifting of the result, another manipulation is performed using two other
configuration registers; the purpose of this manipulation is to generate a tribe number out
of a set of possible tribe numbers. This total number of tribes in this set is a power of 2
(i.e. 1, 2, 4 or 8), and the set can start at any tribe number. Example of sets are [0,1,2,3],
[1,2,3,4],[2,3], [7], [0,1,2,3,4,5,6,7], [4,5,6,7], [6,7,0,1], [7,0,1,2], etc. This manipulation
is controlled by two additional configuration registers, one per each of the second-level
hashing engines:

e first: 3-bit value that specifies which is the first tribe of the set (0: tribe 0, .. 7: tribe 7)
e total: 2-bit vector that specifies how many consecutive tribes the set has (0:1 tribe, 1:2

tribes, 2:4 tribes, 3:8 tribes)
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software does not wait for quiescent mode before setting the “continue'

configuration register; in this case, the Packet Buffer may keep receiving

the packet it was receiving when the | to 0 transition took place.

Performance counters 101091 There are a total of 128 performance

events in the Packet Buffer module (63 defined, 65 reserved) that can be

monitored by software. Out of these events, a total of 8 can be monitored

at the same time. a 48-bit counter is assigned to one particular event and

i enthmydmuen ignthdbahtes phtie Srsdursushigrkdele fhseesket is 64

event occurs. Events are tracked by hardware every cycle. [01101
therstashgihcranienh Etknpagkstdnsaiipakian o Ryées B megrbytes

The contents of the counters are made visible to software through a

W selededhy de sl trsiaon reyisierd! be¥2dafipsd: 6 is a table showing

the performance events that can be monitored. Internal state probes '

01 st Crpibbre e iR AarLarngtthrd wshinefmatien hdinee since

using the 'internal state number' configuration register. When software

Palyomeiapiyiransiosiadisherr ik tpitin seorsBnteshrulh e sedtstaddo

provided. The internal state that is provided to software is yet TBD. It is

RGO Heungieompatiaanatemtisidiiieatat IRyddersiarater Widacksfs of

internal state word into the “internal state number' configuration register
ARSI Yorriehiing 4 @isfle configuration register to get the contents
of the state. This feature is intended only for low level debugging. Egress
channel determination 101131 When software writes into the "done’ or

Rosssiatagetermined’ configuration register it provides, among other

information, the egress channel associated ) )
[0105] The Packet Bufter module is considered to be in quiescent mode whenever it

is not receiving (and accepting) any packet and software has written a 0 in the ‘continue’
configuration register. Note that the Packet Buffer can be in quiescent mode and still
have valid packets in the packet table and packet bufter. Also note that all the
transmission-related operations will be performed normally; however any incoming
packet will be dropped since the ‘continue’ configuration register is zero.

[0106] When the contents of the ‘continue’ configuration register toggles from 0 to 1,
the Packet Buffer module will perform the following operation:

e any new incoming packet that starts arriving after the setting of the ‘continue’
configuration register takes place physically will be accepted (it may be eventually
dropped for other reasons as explaied below).

When the toggling is from 1 to 0, the following operation takes place:

¢ any packet that was currently being received when the clearing of the ‘continue’
configuration register occurs will be fully received.

e any new incoming packet that starts arriving after the setting of the configuration register

takes place will be fully dropped.
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to the transmission. This channel ranges from 0 to 255, and software
actually provides a 9-bit quantity, named the encoded egress channel,
that will he used to compute the actual egress channel. Fig. 7 is a table
that specifies how the actual egress channel is computed from the
encoded egress channel, 101141 The egress channel information is only
needed in the case of channelized ports. Otherwise, this field is tretaed
as a don't care. -25 Egress port determination [0115] When software
writes into the “done' or "egress_path_determined', it provides, along with

pheninforsaatione e BgiRsRaIhassMiatgddadthe apsesisaioRodt Mifenever it

port number ranges from 0 to 3 (depending on how the Packet Buffer

wadule haaiheenmanisredRBthsafwarsariially mrerddesRSolilof reset in

guantity, named the encoded egress port, that will be used to compute

Hieacuahe8ER SER U &t 8% ttaliip dhatehiewrdirtdnswrctual egress

port is computed from the encoded egress port. Completing and dropping

nacketsd @ blaloxalvwaitisvenisaiyubastoraasige what to do with a packet
that sits in the packet buffer, and it has two %%téjons:_ Complete the packet:

e Plandarhin s trantseitieiatit Wihd ity Yecpdhiveatosutso the g yirscent state has been
oldesik&agket in the packet buffer. Drop the packet: the packet will be
eventually removed from the packet buffer. [0117] In both cases, the

rrerhOR1ER the JsskRA{E-EFpies in the packet buffer and the entry in the

packetitable wil e roasitavaiaiigdRaineE NEaNfINg PRGIRIS RS SN Askets to be
the packet is fully transmitted out or dropped. Also, in both cases, the

PacksERiGfter module does not guarantee that the packet will be either
transmitted or dropped right away.

[0108] If the above steps are followed, there will be no packets being received when
the 0 to 1 transition happens on the ‘continue’ configuration register. This is not true if
software does not wait for quiescent mode before setting the ‘continue’ configuration
register; in this case, the Packet Buffer may keep receiving the packet it was receiving

when the 1 to 0 transition took place.

Performance counters

[0109] There are a total of 128 performance events in the Packet Buffer module (63
defined, 65 reserved) that can be monitored by software. Out of these events, a total of 8
can be monitored at the same time. a 48-bit counter is assigned to one particular event
and increments the value of the counter by the proper quantity each time the event occurs.

Events are tracked by hardware every cycle.
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Moreover, there is also no upper limit on the time the packet might sit in

the packet buffer before it gets transmitted out or dropped. An example of

a large period of time between software requests a packet to be

transmitted and the actual start of the transmission occurs in an

egress-interleave of 1 case when software completes a packet that is not

the oldest one, and the oldest packet is not completed nor dropped for a

long time. 101181 Software completes and drops packets by writing into

[ﬂb%dlonesﬁﬁ&’aéﬁéﬁn cuHratiBiTheyraveie meaifRidivash Thisrteawaigen The

provided in both cases is the sequence number of the packet. For the

cHmplemidherpupicstareaada YRRl farafivaisihieuglse srvredst pleader

growth offset: an 10-bit value that specifies how many bytes the start of

¢rBfigHaken KeE¥Ner grown (positive value) or shrunk (negative value)

with respect the original packet. The value is encoded in 2's complement.

IP5bHward goadsivtepievRarinestis pstiga prea@icttishphrie Bramaitnad:

Encoded egress channel. Encoded egress port. 101191 The head of a

packet is allowed to grow up to 511 bytes and shrink up to the minimum

PiibrANRIRY BBeket size and 512). [01201 Software should either

complete or drop the packet. Results will be undefined if multiple _
letioneftacap duPhe thrdnisin Yaefithe BrskeidB vt mod g using the

guarantee that the packet data stored in the packet buffer will be coherent

ansredsiipisemadEorrpfatamienresistie Patetoftyreseepdyfhis configuration

determination [01211 The egress path information (egress port and, in

regiiesr R SRR Of Serteiiteaatate Arsraiedn A e dtsinal ntrfseBaisito

be provided when software natifies that the ) )
provided to software is yet TBD. It is organized in 64-bit words, named internal state

words. Software writes an internal state word into the ‘internal_state number’
configuration register previously to reading the same configuration register to get the

contents of the state. This feature is intended only for low level debugging.

Egress channel determination

[0113] When software writes into the ‘done’ or ‘egress path determined’
configuration register it provides, among other information, the egress channel associated
to the transmission. This channel ranges from 0 to 255, and software actually provides a
9-bit quantity, named the encoded egress channel, that will be used to compute the actual
egress channel. Fig. 7 is a table that specifies how the actual egress channel is computed
from the encoded egress channel.

[0114] The egress channel information is only needed in the case of channelized

ports. Otherwise, this field is tretaed as a don’t care.
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processing of a particular packet has been completed. However, software
can at any time communicate the egress path information of a packet,
even if the processing of the packet still has not been completed.
Software does this by writing into the “egress_path_determination’
configuration register the sequence number of the packet, the egress port
and, if needed, the egress channel. [0122] Of course, the packet will not
be transmitted out until software writes into the “done’' command, but the
Egrrrxpeki fedgerdtatietegress path allows the optimization of the

frhegulinagnafcpacketartohladi ansmitegdoaet & dedallpaingisrsamed-port

channelized with egress interleave of 2, 3 or 4. 2-port with egress

ptilgayelohd AR ANBOT fhaaere aRiBiRNe Pue: afsbdRIRBINRLar Rk R,

If software notified the egress path information through the

TOROpRSEnRABY: dRiREHaATI0 o COREgTalRNLHEISIehe PRERUBIRIBF aYbdB1E has

again when notifying the completion of the processing through the "done'

seAfigyAlioRIR AisabLHRIBaoGoprRand 46 24dusaltywarsanianstitd

a packet that it has generated through a GetRoom mechanism. This

BIRGRPIEMHAOKKS B (UM TSPl AIE KRGS RYDR, SPACE 19 DRISSthat

aside in the packet buffer. This is done through a regular read to the

hBtRaW SRasaal BreesopdigusatinipeRagrn it AHEsess Qirtedead is

computed by adding the requested size in bytes to the base of the
GetRoom configuration space. ThePacket Buffer module will reply to the
load: Unsuccessfully: it will return a "1' in the MSB bit and "0' in the rest of

{rpmpifeting (e SEARRIMA RAEAKEEUrn in the 32 LSB bits the physical address
i 1he) starseftife eventually has to decide what to do with a packet that sits in the

packet buffer, and it has two options:

e Complete the packet: the packet will be transmitted out whenever the packet becomes the
oldest packet in the packet buffer.
e Drop the packet: the packet will be eventually removed from the packet buffer.

[0117] In both cases, the memory that the packet occupies in the packet buffer and the
entry in the packet table will be made available to other incoming packets as soon as the
packet is fully transmitted out or dropped. Also, in both cases, the Packet Buffer module
does not guarantee that the packet will be either transmitted or dropped right away.
Moreover, there is also no upper limit on the time the packet might sit in the packet buffer
before it gets transmitted out or dropped. An example of a large period of time between
software requests a packet to be transmitted and the actual start of the transmission occurs
in an egress-interleave of | case when software completes a packet that is not the oldest

one, and the oldest packet is not completed nor dropped for a long time.
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space that has been allocated, and in bits [47..32] the corresponding
sequence number associated to that space. Software, upon the

successful GetRoom command, will construct the packet into the

requested space. -28 When the packet is fully constructed, software will
complete it though the packet complete mechanism explained before.
[0125] Note that for software-created packets, it is expected the delta to

be always 0 when the packet is completed since the header growth offset
[0S takePriECBUEhar hoR Rk AN By arsling Siaghrirdpse and “drop’
number and type of ports [0126] Software can configure the number of
HOHE A ESEIRSYS afeSREFANRBIZDE SHABRAHAR REY Hisdriwdbathstsntvirg.
All the ports will have the same channelization and interleaving degree _
ORI CAMABIKBHERTHIS SR SRILERAHTLTZBE fRHa Vs tRfyrmation
port not). [0127] A port is full duplex, thus there is the same number of
lﬁ@%’s@rgﬁ’&%’gress ports. Fig. 9 shows six different configurations in

terms of number of ports and tgpe of port (channelized/non-channclized).

For*ealradsiRGRnaR o SR SR ABIH it miktisaumicdeyreBaadiisy erstart of the
port (WileReCaRASRLPEGRNTIBBERAE VRRIS HraRAAKQRUSR;CXIBiRle)h respect the

channelization and interleaving degree properties applies to both the

ingresSHAMH prekst- Jehnabienespsnded ipadjssempliadétd mitwargfoes not move the

numbeggr BOFLR By REitings il tha oiatahports’ configuration register, and
the type of ports by writing into the 'port-type’ configuration register.
¢ Encoded egress channel.

¢ Encoded egress port.

[0119] The head of a packet is allowed to grow up to 511 bytes and shrink up to the
minimum of the original packet size and 512).

[0120] Software should either complete or drop the packet. Results will be undefined
if multiple completions/drops occur for the same packet. Moreover, there is no guarantee
that the packet data stored in the packet buffer will be coherent after software has

completed or drop the packet.

Egress path determination

[0121] The egress path information (egress port and, in case of channelized port, the
egress channel) is mandatory and needs to be provided when software notifies that the
processing of a particular packet has been completed. However, software can at any time
communicate the egress path information of a packet, even if the processing of the packet

still has not been completed. Software does this by writing into the
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[0129] For the 1-port and 2-port channelized cases, software can

configure the degree of egress interleaving. The ingress interleaving

degree can not be configured since it is determined by the sender of the

packets, but in any case it can not exceed 4 in the 1-port -29 channelized

case and 2 in the 2-port channelized case; for the other cases, it has to be

1 (the Packet Buffer module will silently drop any packet that violates the

maximum ingress interleaving degree restriction). [0130] The egress

e RAHY SR grainmiepnt P%‘&%%Pé‘d@ﬁlﬂ?é e SPeRapreRRRE G5 packet,

channel_0O..3' configuration registers, An "islot" stands for interleaving

b esend RoY 8l i fsgde o pRREEHMIAG transmitted out, across all the
orts. Thus, the maximum number af islots at any time is 4 (for the 1-port

2 heliz &l s A aPRIKES WHE Ry emifie oyt dadiRat R HfiET drjo the

1o support an interleaving degree of 4, for the 1-port case, up to 4 packets

oD & ShMiInBLLLY BEmbPANetRfRRUERGHIRAIE Pt Repetimigaipn of

number of enabled islots should coincide with the number of ports times

thiesbgrebie g RERRCKARHRgiaas T ed PNIdRAREARHPRIREHSH many ports

there are is made through the “total_ports' configuration register. It will

als8 bd RefrdRasiized ity seerHEcHsAe @ithd e fo be of the same

type) thrpughyihee etk il ceffausation register. [0132] For
channelized (ie SP14.2) ports, software will configure a range of channel

nurhbeteritilasecerantoringae 94 bach of the 4 outbound "interleaving
slots” ("islot" for short). This configuration is performed through the
‘islot_channels_0, .., “islot_channels_3'. For example, if there is one

M2 spMoebet ayen iSrefictrinnelifiod the seistopatniniematigytrppgh the

‘eagress_path determination’ configuration register, it needs to provide it again when

notifying the completion of the processing through the ‘done’ configuration register.

GetRoom Command

[0124] Software can transmit a packet that it has generated through a GetRoom

mechanism. This mechanism works as follows:

Software requests some space to be set aside in the packet buffer. This is done through a

regular read to the GetRoom space of the configuration space. The address of the load is

computed by adding the requested size in bytes to the base of the GetRoom configuration

space.

ThePacket Buffer module will reply to the load:

e Unsuccessfully: it will return a 1’ in the MSB bit and ‘0’ in the rest of the bits

o Successfully: it will return in the 32 LSB bits the physical address of the start of the
space that has been allocated, and in bits [47..32] the corresponding sequence number
associated to that space.

Software, upon the successful GetRoom command, will construct the packet into the

requested space.
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islot channels 2: 128-191 islot channels 3: 192-255 then the output
packet data may have, for example, channels 0, 54, 128 and 192
interleaved (or channels 0, 65, 190, 200, etc.) but it will never have
channels 0 and 1 interleaved. 101331 For the 2-port SPI4.2 scenario,
islotO and islotl are assigned to port 0, and islot2 and islot3 are assigned
to port 1. Thus, the maximum interleaving degree per portis 2. With the
same channel range example above, port O will never see channels

128-25%beaihepanlish ey Bl o rriairdsso B uMg Biliseerrlsiral thoygh the packet

followigehfnpdiaHsatianss axprlict@perthat covers all the channels in each
egress port: islotO channels: 0-127 islotl channels: 128-255 islotl

channels:0-127 islot3 channels: 128-255 [01341 Note that if software

fails to cover a pgyiim|lar cCRapBhwith HiPhet 8RSIAgACKRENR Bled the
and packets with that particular channel have to be transmitted to that

port, results will RpdidefinedyiQl3ainIpiiprie crr N disaie dn iflatk:

to force no interleaving on the SPT4.2 ports. This is done through the

islotenable’ confighHatione W6l +fkeh @MEISuld WHen 1RSSR hécated.
case, if “islot enable' is 0x4 (islot2 enabled and the rest disabled), then an

interleaving of just 1 will happen on the egress port, and for the range of

channels specified in the “islot2channels’ configuration register. [01361
Eonfisuringtheawmbesandfyrhahpertsange associated to each of the

[6kis]is NIRARIRAIeRS SINEE BN hRAFcSRpbrRaRNaIEE thAH RN IRHRAMINE] or
degree of | will always occur at each egress port.

not, and the degree of interleaving. All the ports will have the same channelization and
interleaving degree properties (ie it can no happen that one port is channelized and
another port not).

[0127] A port is full duplex, thus there is the same number of ingress and egress
ports. Fig. 9 shows six different configurations in terms of number of ports and type of
port (channelized/non-channelized). For each configuration, it is shown the interleaving
degree allowed per port (which can also be configured if more than an option exists). The
channelization and interleaving degree properties applies to both the ingress and egress
paths of the port.

[0128] Software determines the number of ports by writing into the ‘total ports’
configuration register, and the type of ports by writing into the ‘port_type’ configuration
register.

[0129] For the 1-port and 2-port channelized cases, software can configure the degree

of egress interleaving. The ingress interleaving degree can not be configured since it is

determined by the sender of the packets, but in any case it can not exceed 4 in the 1-port
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[0137] Software can complete all packets in any order, even those that will
change its ingress port or channel. There is no need for software to do
anything special when completing a packet with a change of its ingress
port or channel, other than notifying the new egress path information
through the "done' configuration register. Initial migration [0138] When
packets have been fully received by the Packet Buffer module and they
have heen fully stored into the packet buffer memory, the first migration of

THERRCPAREEtEiARg drid Ge di@rsReviRlBed s & ﬁgt Fatfsniphatake 1

consists of a request of a_migratjon to a tribe, waiting for the tribe to,
heEpckRET NGRS %anr% B gdgwawaﬁlﬁ%ﬁm%r&%{%ﬁlﬁr%lmum
packet to the tribe, This information will be stored by the tribe in some

WSS RISASRY L RS EES SSHEHIODE the available streams. [0139] The

Packet Buffer module assigns to each packet a flow identification number
HHdY tribé Rufsbers (UM i SRR HESHn RtV S8 taeraipb nd
above. The packets will be migrated to the corresponding.initial tribes in ,
dRRLBRES e SRICISSFAUPIVERIFATE Ortelslf aPipdrioa sEle ainRglasgnd is
ports, and, if applicable, all channels. If a packet?ﬂ)as to be migrated to a,
S S 1 PRl Bl O S B A gt sy dhirimum
The Packet Buffer madule will keep requesting the migration until the tribe
Sk GEAS ARSI IGPEl o A KB BHEELCIE VARG e e
registers are initialized in, one of the streams of the trihe: PC: initialized

IS SRIEE ROTHE EOPAEh AR b bR GFAA BB P E SRS -Por

register, Note that all the streams within a tribe that are activated due to
S InHial %@é&?&%?&m@@wﬁ L6t SERSELiEheuhifiar Brogi- Note

Foser, SEO 22 e fou deUIERUOn IR A DA SRS,
egress interleaving degree.

[0131] Notification about how many ports there are is made through the ‘total ports’
configuration register. It will also be notified about the type of the ports (all have to be of
the same type) through the ‘port_type’ configuration register.

[0132] For channelized (ie SPI4.2) ports, software will configure a range of channel
numbers that will be transmitted in each of the 4 outbound “interleaving slots” (“islot” for
short). This configuration is performed through the ‘islot _channels 0’, ..,

‘islot _channels 3’. For example, if there is one single SP14.2 port and

e islot channels 0: 0-63

e islot channels 1:64-127
e islot channels 2:128-191
e islot channels 3:192-255
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CPO.7: the sequence number, a 16-bit value that contains the order of
arrival of the packet. If a packet A fully arrived right after a packet B, the
sequence number of A will be the sequence number of B plus |
(assuming no other packet from other port completed nor a GetRoom
command successfully happened in between). The sequence number
wraps around at OxFFFF. GPR.30: the ingress port (bits 9-10) and
hannel of the packet (bits 0-7). GPR.3 1: the 32-bit logical address

U RS TE SR B2 IR SR BBIF ST firsfinytd BRthk? interleaved (or
Paakels f, b NBT20mdwg ieft ispataatdheafiotehte packettxpecified
’@{ the header growth offset configuration register), this adolres(,gsf still points

i first Py RO ERUEoTmE A dRot0 A8 5 1thE HstisiaBesrithRotdy and

Space. Hardware-initiated packet drops 101411 There are two types of .

‘ﬁEﬁ)é%é’-P& 108 ERATVERSHIRIBOSH rIPS: SsHmARPUTh R AV iRedsgrge per port is
articular packet to be dropped. Hardware-initiated drops: a packet is

ﬁr&’d @%éaéﬁﬁgi%afﬁ’é’ dEFEPERE B UBrBWY %Htﬂ%‘f%rsﬁg gl 128-255,

informatjon. [0142] Furthermore, the cause of a hardware-initiated drop |
WAL Bﬁ‘é%?f‘t%hfd\{t;‘\]ﬁiﬁ&:mﬁh@b%téﬂjg?ﬁif‘férﬁ&ffﬂlﬁ"ﬁ?ﬁé aey e
the ack%t buffer Wrgen a H ew ﬁacket tarts arriving is such that it cannot

widaardhsavis el e SIDEFARETEANG be fit in, the hardware
will drop that incominaei)acket. The packet table is full. If the table that is

used &9 MARSScRet Yescriptors (control information) of the packets is

fullavhgyoss n@winpaEKeb stasts arriving, the hardware will -33 drop that

incoming packet. The packet table is considered to be full when there are
les® islot2_channels: 0-127

e islot3 channels: 128-255

[0134] Note that if software fails to cover a particular channel with an islot assigned
to the channel and packets with that particular channel have to be transmitted to that port,
results will be undefined.

[0135] Software can also disable the islots to force no interleaving on the SP14.2
ports. This is done through the ‘islot_enable’ configuration register. For example, in the
1-port SPI4.2 case, if ‘islot_enable’ is 0x4 (islot2 enabled and the rest disabled), then an
interleaving of just 1 will happen on the egress port, and for the range of channels
specified in the ‘islot2 channels’ configuration register.

[0136] For the 4-port GMII case, the channel-range associated to each of the islots is
meaningless since a GMII port is not channelized. An interleaving degree of 1 will always

occur at each egress port.
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than 4 entries available in the packet table upon a packet arrival. The
‘continue’ configuration register is 0. The Packet Buffer module comes out

of reset with a 0 in the “continue' configuration register. Until software

writes a | in there, any incoming packet will be dropped. Interleaving

degree violation. If an ingress port violates the maximum degree of packet
interleaving that the NET supports. The size of the packet being received
exceeds the maximum allowed packet size. The maximum packet size

1Ak Yan beodbrastean ieoeBrds By raskgsfimane aderonetithoshidat will change its
maximum size to a lower value, from 1KB to 64KB, always in increments
oie19eyBed wshAprhiidsragisecrepdaRpwikiassde ylo aumhinespeaigprlket

is detected that it may be over the maximum packet size allowed when
tRaplskingipaalehvotiec pangectbisiearesthrop i rinsbr et éhan isptifighe the
away and the rest of the data that eventually will come from that packet

AW Iserevd pridd By ing ihveaeh thecdersreoalitirbonisgisideeds the
maximum allowed packet size will be seen by software as a valid packet

of a size that varies between the maximum allowed size and the
MATMIBAtRMed size minus 7 (since up to 8 valid bytes of packet data

can arrive every cycle). The ingress port notifies that the packet currently
HYi3Y recelVeenmasksts bavs brasidulip tiskavieshbythokeckehBaAyimrsdwging they
the reception of the packet. 101431 Note that entire packets are dropped.
{rone hespidketiis g 8pp S o kst duvkire mesrsysthd fintenipademel shese packets
Software can check at any given time the total number of packets that
HuQomseelikn ksl badndippdof e HarePaRIASRIS AN BS i@ Byquest of a
monitoring specific performance events. Porthos Instruction Set 10144]

THEPiGR1e S HEEUEABINES SRS [sHesdrracreathBisdi AT i prexiding some

control information of the packet to the tribe. This information will be stored by the tribe
in some software visible registers of one of the available streams.

[0139] The Packet Buffer module assigns to each packet a flow identification number
and a tribe number using the configurable hashing hardware, as described above. The
packets will be migrated to the corresponding initial tribes in exactly the same order of
arrival. This order of arrival is across all ingress ports and, if applicable, all channels. If a
packet has to be migrated to a tribe that has all its streams active, the tribe will not accept
the migration. The Packet Buffer module will keep requesting the migration until the tribe
accepts it.

[0140] After the migration has taken place, the following registers are initialized in

one of the streams of the tribe;
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nvention is as follows: ALU Arithmetic ADD, ADDU, SUB, SUBU, ADDI,
ADDIU, SLT, SLTU, SLTI, SLTIU DADD, DADDU, DSUB, DSUBU,
DADDI, DADDIU, Logical AND, OR, XOR, NOR, ANDI, ORI, XORI, NORI
Shift SLL, SRL, SRA, SLLV, SRLV, SRAV, DSLL, DSRL, DSRA, DSLLYV,
DSRLV, DSRAV, DSLL32, DSRL32 Multiply/Divide MULT, MULTU, DIV,
DIVU, DMULT, DMULTU, DDIV, DDIVU Memory Load LB, LH, LHU, LW,

LWU, LD Store SB, SH, SW, SD Synchronization LL, LLD, SC, SCD
sSYNCESH pmsiatigedrpiith the value in the corresponding 32-bit program_counter configuration

register. Note that all the streams within a tribe that are activated due to an initial
migration will start executing code at the same initial program counter.

e CPO0.22: the flow identification number, a 16-bit value obtained by the hashing hardware.

e CPO0.7: the sequence number, a 16-bit value that contains the order of arrival of the
packet. If a packet A fully arrived right after a packet B, the sequence number of A will
be the sequence number of B plus 1 (assuming no other packet from other port completed
nor a GetRoom command successfully happened in between). The sequence number
wraps around at OxFFFF.

e GPR.30: the ingress port (bits 9-10) and channel of the packet (bits 0-7).

e GPR.31: the 32-bit logical address where the packet resides. This address points to the
first byte of the packet. If the NET module left space at the front of the packet (specified
by the header_growth offset configuration register), this address still points to the first
byte that arrived of the packet, not to the first byte of the added space.

Hardware-initiated packet drops

[0141] There are two types of packet drops:

e Software-initiated drops: software explicitly requests a particular packet to be dropped.
¢ Hardware-initiated drops: a packet is dropped because there is no space to store the

packet or its control information.

[0142] Furthermore, the cause of a hardware-initiated drop could be one of the

following:

o The packet buffer is full. If the occupancy of the packet buffer when a new packet starts
arriving is such that it cannot be guaranteed that a maximum-size packet could be fit in,
the hardware will drop that incoming packet.

e The packet table is full. If the table that is used to store the packet descriptors (control

information) of the packets is full when a new packet starts arriving, the hardware will
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Branch Jump Trap BEQ, BNE, BLEZ, BGTZ, BLTZ, BGEZ, BLTZAL,

BGEZAL J, JR, JAL, JALR TGE, TGEU, TLT, TLTU, TEQ, TNE, TGEf,

TGEIU, TLTI, TLTIU, TEQI, TNEI Miscellaneous SYSCALL, BREAK,

ERET, NEXT, DONE, GATE, FORK Miscellaneous MFHI, MTHI, MFLO,

MTLO, MTCO, MFCO CPO Registers The CPO registers in a preferred
embodiment of the invention are as follows: Config TribeNurn,

StreamNum (CPO Register 2 1]) Status EPC Cause FlowID (CPO

Registéiophat iievisipiepohe gretst sahleas caatidiird te b ey there are less

7) Micipatohiggiirgviestsintion phdkea Ginbabilockekharfesthos Chip

e The ‘continue’ configuration register is 0. The Packet Buffer module comes out of reset
with a 0 in the ‘continue’ configuration register. Until software writes a 1 in there, any
incoming packet will be dropped.

¢ Interleaving degree violation. If an ingress port violates the maximum degree of packet
interleaving that the NET supports.

¢ The size of the packet being received exceeds the maximum allowed packet size. The
maximum packet size that can be accepted is 65536 bytes. Software can override this
maximum size to a lower value, from 1KB to 64KB, always in increments of 1K (see
configuration register ‘max_packet_size’)'. If an incoming packet is detected that it may
be over the maximum packet size allowed when the next valid data of the packet arrives,
the packet is forced to finish right away and the rest of the data that eventually will come
from that packet will be dropped by the hardware. Therefore, a packet that exceeds the
maximum allowed packet size will be seen by software as a valid packet of a size that
varies between the maximum allowed size and the maximum allowed size minus 7 (since
up to 8 valid bytes of packet data can arrive every cycle).

¢ The ingress port notifies that the packet currently being received has an error. This

notification can occur at any time during the reception of the packet.

[0143] Note that entire packets are dropped. When a packet is dropped by hardware,
there is no interrupt generated. Software can check at any given time the total number of
packets that have been dropped due to each of the hardware-initiated causes by
monitoring specific performance events.

Porthos Instruction Set

[0144] The Porthos instruction set in a preferred embodiment of the present invention

is as follows:
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Overview of the Global Block [01451 Referring again the Fig. 1, a Global
Unit 108 provides a number of functions, which include hosting functions
and global memory functions. Further, interconnections of global unit 108
with other portions of the Porthos chip are not all indicated in Fig. 1, to
keep the figure relatively clear and simple. Global block 108, however, is
bus-connected to Network Unit and Packet Buffer 103, and also to each
one of the memory units 105. 101461 The global (or "GBL") block 106 of
the Porthos chip is responsible for the following functions: Implements a
Aamory controller for external EPROM Interfaces with two
HyperTransport IP blocks Provides input and output paths for the general
purposeridsetidatisfies external JTAG commands Generates interrupts
as a result of HT, GPIO or JTAG activity Interfaces with the network block
to satisfy HypeDDVaASIot, I$Be SISBY pATKRL, BUNBIUNS D $1 RUOSIdEE 8L TIU
path for memory interconnection among the different local memories of
the trideaDonherbRtly ® S0/ H; DBRIRI0EIDEBPd3DIRequest: an access
from a source to a destination to obtain a particular address (read request)
or to medilseh particular address (write request) Response: a petition from
a source to a destination to provide the requested data (in case of a read
request) or ta"@tRnORcER AP R APERLEIRhaSHEe N fflled (in case of a
write request) Transaction: composed of the request initiated by the
sourceRitb destination B and the corresponding response initiated by the
source B to the destination A. Nate that a transaction -37 is always
composed of%%cﬁ%ﬁ%’&%%dﬁ@#ﬁﬁ@r%quest is for a write, the

responseMillnsr1, DSRA, DSLLV, DSRLV, DSRAV, DSLL32, DSRL32
Multiply/Divide
MULT, MULTU, DIV, DIVU,

DMULT, DMULTU, DDIV, DDIVU

Memory

Load

LB, LH, LHU, LW, LWU, LD
Store

SB, SH, SW, SD
Synchronization

LL, LLD, SC, SCD

SYNC

ADDM
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provide just an acknowledge that the write has been fulfilled. 101471 Fig.
10 is a top-level module diagram of the GBL block 108. [01481 The GBL
is composed of the following modules: Local memory queues 1001
(LMQ): there is one LMQ per each local memory block. The LMQ
contains the logic to receive transactions from the attached local memory
to another local memory, and the logic to send transactions from a local
memory to the attached local memory. Routing block 1002 (RTN): routes
Gegudsts from the different sources to the different destinations. EPROM
controller 1003 (EPC): contains the logic to interface with the external
EPRGOWeBHH the RTN HyperTransport controller 1004 (HTC): there is

one HTC per HyperTransport IP block. General pur 1/ troller
1005 (10C): %Eéaﬁ%ﬁh%ﬁ@&f&@?éc@%E%&ﬁﬁ%ﬁ%‘rméﬁ%?rﬁ%m pins
and to drive the GPIO output pins. JTAG controller 1006 (JTC): contains
the Iod}En[B convert JTAG commands to the corresponding requests to

the different F?ﬁl,r@imﬂfﬁ Interrupt handler 1007 (INT): generates
interrupts to the tribes as a result of HT, JTAG or GPIO activity Network

contro{lrear 1008 (NTC): logic that interfaces to the network block to satisfy
HT comands that affect the packet buffer memory without software

intervention.i:gggﬁ%gmom@qiqqﬁ I?@Qkﬁqgl (LMQ) [0149J Block 1001

contains the logic to receive transactions from the attached local memory

to anohgflocakmempety, andrtheriegic tagend transactions from a local
memory to the attached local memory. Fig. 11 is an expanded view
showingiiptgragbgomponents

SYSCALL, BREAK, ERET, NEXT, DONE, GATE, FORK

Miscellaneous
MFHI, MTHI, MFLO, MTLO,

MTCO0, MFCO

CP0 Registers

The CPO registers in a preferred embodiment of the invention are as follows:
Config

TribeNum, StreamNum (CP0 Register 21)

Status

EPC

Cause

FlowID (CPO Register 22)

GateVector (CPO Register 23)
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of block 1001. -38 Description of LMO 1001: [0150] LMQ block 1001
receives requests and responses from the local memory block. A
request/response contains the following fields (the number in parentheses
is the width in bits): valid (1): asserted when the local memory block
sends a request or response. If de-asserted, the rest of the fields are
"don't care". data (64): the data associated to a write request or a read
response; otherwise (read request or write response) is "don't care".
stream> P3Ny ESEY Bregirtsg(ast, this field contains the number of the
stream within the tribe that performs the request to the local memory. In
correspor¥iskeasghitesture escrip SHlabB a1 0ek 08 & :
contains the register number where the requested data will be stored. In
G358 of a rgﬁ%oaﬁﬁj J[‘ fiel'(ld contains the same value received on the

cg?fevéﬁvc‘;r? ing request. ?§pe (3): specifies the type of the request (signed

[H4F), unRpfisdneadaiwilie Far. respGhdeal [SgnH8 madiden signmdaeaitfunctions,
write). address (32): in case of a request, this field contains the physical
whidtess lads hositegl fimtiensead globaltecnorgfenofione dpotise, toeraimsections
the same value received on the corresponding request. J0151] LMQ block
dfadbidolst di0thw e Hee lpotti digurE tbeiPimtboskivh akthet mlpundiqpateks the. 1, to
access from the local memory will be inserted into. [0152] The LMQ block
keibitiaeimrd ecltiiivedyifieo thd iooalenGbal bidednl 18 wexer, is bus-connected

to Network Unit and Packet Buffer 103, and also to each one of the memory units 105.
[0146] The global (or “GBL”) block 106 of the Porthos chip is responsible for the
following functions:

¢ Implements a memory controller for external EPROM

e Interfaces with two HyperTransport [P blocks

¢ Provides input and output paths for the general purpose 1/Os

e Satisfies external JTAG commands

e Generates interrupts as a result of HT, GPIO or JTAG activity

¢ Interfaces with the network block to satisfy HyperTransport requests to packet buffer memory

e Provides a path for memory interconnection among the different local memories of the tribes

Nomenclature for Global Block processes:

e Request: an access from a source to a destination to obtain a particular address (read request)
or to modify a particular address (write request)

e Response: a petition from a source to a destination to provide the requested data (in case of a
read request) or to acknowledge that the request has been fulfilled (in case of a write request)

o Transaction: composed of the request initiated by the source A to destination B and the

corresponding response initiated by the source B to the destination A. Note that a transaction
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accept more requests or responses. The LMQ block guarantees that it can
accept one more request/response when it asserts the request/response
full signal. [0153] The LMQ block sends requests and responses to the
local memory block. A request/response contains the same fields as the
request/response received from the local memory block. However the
address bus is shorter (23 bits) since the address space of each of the

local memories is 8MB. [0154] The requests are sent to the local memory .
in tHeakxMie SR ctisdach irsma fsePRISRE Hirareghatfdiyoron thate, the response will

respRges;Mhandkese isian dypilrblgitegaest anthidn available response
to be sent to the local memory, the LMQ will give priority to the response.

Thus, newer responses can be sent before than older requests. Routing

[leery 10021GRTAN Ddpol-TalimbBlREE Gapiains thf eAbSHARE lagic to route

requests from the different sources to the different destinations. Fig. 12

f19gp thishlogk(INRBREISGOBIMAL i WME RIREKS). Description [0156]

The RTN block 1002 contains two independent routing structures, one

Ihat&%ﬁ&%@fﬁﬁ%@@é@‘{ﬂ% AL MA RIS S P AR AN AAEry block. The

and another one that routes responses from a LMQ block to a different

ond-MRecantainsiadoslis drIsrevSiHEstvan o the Hischeddarahipgeory to another
The R M AR ANUR d e R QUL 3 BJRRARSE LIAGNAMDEFPD hattached local

same LMQ in the same cycle. [0157] The result of routing of a
reqe8tesponse from a LMQ to the same LMQ is undefined. -40

g%ﬁ%%ﬁ{ﬁ@%wq dé?'f(ﬁfﬂ@')o 'Po(atépf\e%%gﬁ%rﬁ ek A3t WL BMe different

destinations.

¢ EPROM controller 1003 (EPC): contains the logic to interface with the external EPROM and
the RTN

e HyperTransport controller 1004 (HTC): there is one HTC per HyperTransport IP block.

¢ General purpose I/O controller 1005 (IOC): contains the logic to receive activity from the
GPIO input pins and to drive the GPIO output pins.

¢ JTAG controller 1006 (JTC): contains the logic to convert JTAG commands to the
corresponding requests to the different local memories.

¢ Interrupt handler 1007 (INT): generates interrupts to the tribes as a result of HT, JTAG or
GPIO activity

e Network controller 1008 (NTC): logic that interfaces to the network block to satisty HT

commands that affect the packet buffer memory without software intervention.

Local Memory Queues block 1001 (LMQ)

[0149] Block 1001 contains the logic to receive transactions from the attached local
memory to another local memory, and the logic to send transactions from a local memory

to the attached local memory. Fig. 11 is an expanded view showing internal components

of block 1001.
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Overview 101581 The network (or "NET") block 103 (Fig. 1) of the Porthos
chip is responsible for the following functions: Receiving the packets from
1, 2 or 4 ports and storing them into the packet buffer memory. Notifying
one of the tribes that a new packet has arrived, and providing information
about the packet to the tribe. Satisfying the read and write requests to
the packet buffer memory performed by the different tribes and the global
block. Keeping track of the status of a packet. Monitoring the oldest
packet to each of the egress ports and sending it out to the corresponding

peitHitibasaleeslydegen processed Providing a DMA mechanism to the
tribes to transfer data out of the packet buffer memory and into the

Kdthal gld¥ BeskdRP ligesaes Teisss sl seroqes fegsted losahiaemnery

data that the ingress ports provide at_wire speed }gup to 10Gbps of _
%@@keg%fé&%ﬁd%?é@%ﬁﬂ%@tﬁithﬁmﬂéxﬂ]éift hegrypbesitpgesibeseis the

the corresponding egress ports at the same wire speed. The NET block

Wiflthor BEBorm flow control on the ingress path. 101601 The data will be

dropped by the NET block if the packet buffer memory can not fit in any
moralishcketssortanh e ismihslassbmsmeas kiask ienda isatpERiBRIERIGE e gle-asserted,
tragk ofLteaehesrissgsinidmE,pk2, or there is a violation by the SP14

port on the maximum number of interleaving packets that it sends, or
therkatis (Qichaidr s tpiaterhbarm uirlp seres s atslvsshanseottheirese (read request or

requgﬁgsrgg[?&qgé@gs PaGkels, o be dropped. -41 [0161] Newly arrived

packets will be presented to the tribes at a rate no lower than a
o stream (5): in case of a request, this field contains the number of the stream within the tribe

that performs the request to the local memory. In case of a response, this field contains the
same value received on the corresponding request.

o regdest (5): in case of a read request, this field contains the register number where the
requested data will be stored. In case of a response, this field contains the same value
received on the corresponding request.

o type (3): specifies the type of the request (signed read , unsigned read, write) or response
(signed read, unsigned read, write).

o address (32): in case of a request, this field contains the physical address associated to the
read or write. In case of a response, contains the same value received on the corresponding

request.

[0151] LMQ block 1001 looks at the type field to figure out into which of the input
queues the access from the local memory will be inserted into.

[0152]  The LMQ block will independently notify to the local memory when it can not
accept more requests or responses. The LMQ block guarantees that it can accept one

more request/response when it asserts the request/response full signal.
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packet every 5 clock cycles. This provides the requirement of assigning a
40-byte packet to one of the tribes (assuming that there are available
streams in the target tribe) at wire speed. The core clock frequency of the
NET block is 300MHz. [0162] Frames of packets arrive to the NET
through a configurable number of ingress ports and leave the NET
through the same number of egress ports. The maximum ingress/egress
interleave degLr&;a depends on the number and type of ports, but it does

K5 Hxcedda L{g{SblorhechrEsietond prspensahtpdhedetr) aremandiack. A

of the following six _configuration;éall of them full duplex): 1 channelized
ISOHESYIBIRPRABE PO HS samBrldeRs dbrpsttest rRioRIvRFRisd drpwythedocal
non-channelized ports 4 non-channelized ports [0164] The channelized

peressitleriddonssRipghnfsidisss Pia b thesteided BHe) fecadhn adilpisaipase of

port is intended to map into a GMII interface. Moreover, for the 1-port and
eacfhpf hpalsalivisinesise s vare can configure the egress interleaving
degree as_follows: 1 channelized port: egress interleave degree of 1, 2, 3
B’rl%f'lz chbbfEfEathaiscagiR s iﬁl@ﬂlé‘%ﬁi@%@?é‘é@éﬁmw Perprsgeived from
101651 The requirement of the DMA erﬁ%lne is to provide enough

BerRitdeiees- Durlaghe Ipatheisponsss tNepadhae it e A8l il ciemieryand an

memory (through the global block) at wire speed. o o
available response to be sent to the local memory, the LMQ will give priority to the

response. Thus, newer responses can be sent before than older requests.

Routing block 1002 (RTN)
[0155] This block contains the paths and logic to route requests from the different

sources to the different destinations. Fig. 12 shows this block (interacting only to the

LMQ blocks).

Description
[0156] The RTN block 1002 contains two independent routing structures, one that

takes care of routing requests from a LMQ block to a different one, and another one that
routes responses from a LMQ block to a different one. The two routing blocks are
independent and do not communicate. The RTN can thus route a request and a response
originating from the same LMQ in the same cycle.

[0157] The result of routing of a request/response from a LMQ to the same LMQ is

undefined.
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Block diagram [01661 Fig. 14 shows the block diagram of the NET block
103. The NET block is divided into 5 sub-blocks, namely: Portinterface
(PIF): responsible for receiving the packets on the different ingress ports
(1,2 or 4) and deciding to which of the 4 ingress interleaving slots the
data of the packet belongs to, and responsible for interfacing with the
egress ports also on the egress path. PacketLoader (PLD): responsible
for: Applying a hash function to the packet being received for the purpose
of flow identification and for deciding to which tribe the packet will be

e A 86 B0 DR Gipk6R 68 dWRRoI TRTEIT BIPACHAL PRI bE CREKEt
buffer, and performing all the necessary writes Allocating an entry in the
packet table with the control information of the newly arrived packet
@vervikmg the information of newly arrived packets, in the order of arrival

s alljngress ports,. tlr;e ifferent tribes for procgssin aintaining .
s o A T e OB SRR P o P iR e
he ts.have heen completely processed by the tribes or not yet.
%/fglr}%i%r%wtﬁg 0 a‘éétg%sécket in the packet table to decide what to do with

it (skip it if the packet is not.valid -je software has licitly requested.to
N B Bras T oS+ PATHA NOLTU RS Hhn DegRar g orter mermory

egdstifporg tribefphckebdahdacreqruieataas aatveothing piohelpgdkésismation about the
still acltfigvﬁ# t%nq 0 this for each of the egress interleaving slots.
paBR&tButierController (PBC): its function is to provide some buffering for
hesmipidaistbé readhndfihiReseyiess nf hegeskesbiofifiaackstpauféemed by the different

MR ARG g scheduing o

o Keeping track of the status of a packet.

e Monitoring the oldest packet to each of the egress ports and sending it out to the
corresponding port if it has already been processed

¢ Providing a DMA mechanism to the tribes to transfer data out of the packet buffer memory

and into the external global memory.

[0159] The NET block will always consume the data that the ingress ports provide at
wire speed (up to 10Gbps of aggregated ingress bandwidth), and will provide the
processed packets to the corresponding egress ports at the same wire speed. The NET
block will not perform flow control on the ingress path.

[0160] The data will be dropped by the NET block if the packet buffer memory can
not fit in any more packets, or the total number of packets that the network block keeps
track of reaches its maximum of 512, or there is a violation by the SP14 port on the
maximum number of interleaving packets that it sends, or there is a violation on the

maximum packet size allowed, or software requests incoming packets to be dropped.
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these requests to the different banks of the packet buffer memory. The
different sources are: the network ingress path, the network egress path,
the DMA engine (TBD), the global block and the 8 tribes. The scheduler
implements a fixed priority scheme in the order listed before (ingress path
having the highest priority). The 8 tribes are treated fairly among them.
PacketBufferMemory (PBM): it contains the packet buffer memory, divided
into 8 interleaved banks. Performs the different accesses that the PBC

W& HchedVtednarasenh ricksss wilhRs parsgsdiedindrieesat foratietgrioyes: than a

source. This block also performs the configuration register reads and

RiRkeS eSS Isterk st it ithr AfesEhE SEMBRIBRR @ Avteaa gt 0-byte packet
corresponding configuration register. [01671 The following sections .
torelrae s dies i@ﬁﬁﬂ%&%ﬁ%ﬁ%@fﬁéﬁ%ﬁvaﬂﬂ%eﬁms i f%% tRFggH/BsiRe) at wire
block. The main datapath busses are shown in bold and they are 64-bit

wres: sredrseriosh Bageaswpd theidiFdchlask i ME Btherwise noted, all

the signals are point-to-point and asserted high. 101681 All outputs of the
WHetbnt stsmrsaippietspriyepie A Hbeydre cayistablg number of ingress
Portinterface block 1401 (PHF) Detailed description [01691 The PIF block
PRI e ihs A il resr MERBR 2 GEgiE Rt MAKI L
shows its block diagram. Ingress function [01701 The ingress function
ingsFrycEEwRtase 3P doeaesiapentlres shs sumbrhab s RERPERJRY iPdqss not

and with the PacketBufferMemory (PBM). -44 SP14.2/GMII port
exceed 4.

[0163] The ingress/egress ports can be configured in one of the following six
configurations (all of them full duplex):

e 1 channelized port

e 2 channelized ports

e 4 channelized ports

¢ 1 non-channelized port
e 2 non-channelized ports

e 4 non-channelized ports

[0164] The channelized port is intended to map into an SPI4.2 interface, and the non-
channelized port is intended to map into a GMII interface. Moreover, for the 1-port and
2-port channelized cases, software can configure the egress interleaving degree as
follows:

e 1 channelized port: egress interleave degree of 1, 2, 3 or 4.

e 2 channelized ports: egress interleave degree of 1 or 2 per port.
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[0171] From a SPI14.2/GMII port, it receives the following information:

Valid (1): if asserted, validates the rest of the inputs. It specifies that SP14

is sending valid data in the current cycle. Data (64): contains the 64 bits

of packet data provided by the SPI14. This 64-bit vector is logically divided
into 8 bytes. End of packet (1): if asserted, it specifies that valid data is

the last data of the packet. Last byte (3): pointer to the last valid MSB

byte in 'data’. If all 8 bytes are valid, 'last byte' is 7; if only | byte is valid,

(4468 by te Thorequirsmans R %%évm,lﬁﬁéﬁ’&%lwx@&dm to DMA
valid byte is byteO, then bytel, etc.). It can not occur that, for example,

o Raekaiipyt Afdh anaken st ()t q@ﬂ%ﬂhé}%ﬁ&é}%ﬁ@d&%ﬂ@ﬁ%tbﬂﬁ@k) at
end of the packet, then ‘last byte' should be 3; if the data is the end of the
WERBEthen “last byte' can take any value. Channel (8): the channel
associated to the packet data received. The SPI4 protocol allows up to

256 channels. This field is a don't care in case of a GMII port. [0172]
BlveRyds¥glans port may send data (of a single packet only). But packets

can arrive interleaved %%gg)cle X, packet data from a packet can arrive,

19485k oy diiexH4 shparsirbrblodisgrimar S hhlask HayTeOET plRsk is

ingress function will know to which of the packets being received the data
Hldeh e dyubhasssartedhannel number. Note that packets can not

arrive interleaved in a GMII port, [0173] In a SP14.2 port, up to 256
paa@%@t?ﬁ%faﬁﬁﬂ%@mw&ﬁ Spicrespivng)eapasketeartbadiliererhingress ports (1,2 or

thesPerthasc ity Wllendy bendle W iQAnlhRISIRECIBRYIRARKE LT the doacket belongs to,

interleaving violation will be detected and the corresponding packet data
wilPBe rBepell Pt sHgrE Wil §2rass pott Al sorrnifiressstipditon
MopiiqisitbeRpekets ardihiRiinEApacket data dropped

e Applying a hash function to the packet being received for the purpose of flow
identification and for deciding to which tribe the packet will be eventually assigned to

e Deciding where to store the packet into the packet buffer, and performing all the
necessary writes

e Allocating an entry in the packet table with the control information of the newly arrived
packet

e Providing the information of newly arrived packets, in the order of arrival across all
ingress ports, to the different tribes for processing

e Maintaining the status of each of the packets in the packet table, in particular, whether
the packets have been completely processed by the tribes or not yet.

e Monitoring the oldest packet in the packet table to decide what to do with it (skip it if the
packet is not valid —ie software has explicitly requested to the NET block to drop the
packet-; transmit it out to the corresponding egress port if the packet has been completed;
or nothing if the packet is still active), and do this for each of the egress interleaving

slots.
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due to the interleaving violation. [0175] The number of total ports is
configurable by software. There can be 1, 2 or 4 ingress ports. In case of
a single SPI14.2 port, the maximum interleaving degree is 4. In case of 2
SPI4.2 ports, the maximum interleaving degree is 2 per port. In the case
of 4 ports, no interleaving is allowed in each port. [0176] For SPI4.2 ports,
when valid data of a packet arrives, the ingress function performs an
associative search into a 4-entry table (the channel slot table). Each entry

of HrcketBuifsricenteellsidfBEoirésprstisnasdadieriHe soarkbrdtasingdor the requests of
beiRg FPEeiNe SolF A% b EREYSRNAIRS (MR A ARG () A eHBAR%h S heduling of

If the associative search finds that the channcl of the incoming packet

matbrEsraqecHdarbe difiseestdradrsobihe padke Betivememans bnerbiffaisrd sources are:
thepthe-RAGKEHIRIA FAESRIRASHX 3 RAGKSHhatdDRENEHEREIVESDY (HiG1obal block

associative search does not find the channel in the table, then two

situdittbis fhiipascehe: sohedudersap | ensnisiicied Ridowity ephemn ithihipordieisted before
of tbﬁéﬁé&?p@ﬁﬁﬁ%@@h@tﬁ@ﬁéﬁq{%ﬁt?}? FEhdr &Piiﬁeg%@n%%euqﬁm?%}ﬁo%g them.

received is the start of a new packet. The entry is marked as active an

the RaekeHivdlemdemeryd B diisantras Snpacksl bhEsrnsawim. whyidedtiste 8
of the Jable ASSeRated £9- e IRUERS RO LE A& ACHVE thEPBIMPLES hiduled to each of the

protocol violation and the packet data will be dropped. The hardware sets

a xheieian oEpbareayliioHbeasorstpruseohisdeskitel prafapes)the configuration
callgd vielating: shanRels: dALidlERG et Rl et iR RRIE S Qess the

the table are available for the port; for the 2-SPI4 port, the first 2 entries
are GEREWIRE seviiguahentgisksdond two entries for port 1, thus forcing
a maximum ingress interleaving degree of 2 per port. -46 [01781 The

incoming channel associated to every valid data is looked up in the
[0167] The following sections provide detailed information about each of the blocks

in the Network block. The main datapath busses are shown in bold and they are 64-bit
wide. Moreover, all busses are unidirectional. Unless otherwise noted, all the signals are
point-to-point and asserted high.

[0168] All outputs of the different sub-blocks (PIF, PLD, PBM and PBC) are

registered.

PortInterface block 1401 (PIF)
Detailed description

[0169] The PIF block has two top-level functions: ingress function and egress

function. Fig. 15 shows its block diagram.

Ingress function
[0170] The ingress function interfaces with the SP14.2/GMII ingress port, with the

PacketLoader (PLD) and with the PacketBufferMemory (PBM).
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violating_channels array to figure out whether the packet data needs to be
dropped (ie whether the valid data corresponds to a packet that, when it
first arrived, violated the interleave restriction). If the corresponding bit in
the violating_channels is 0, then the channel is looked up in the channel
slot table, otherwise the packet data is dropped. If the packet data
happens to be the last data of the packet, the corresponding bit in the
violating_channels array is cleared. [01791 There is no now control
between the SPi4 ingress port and the ingress function. PLD interface:
§p180iGkthemacket data is not dropped, it is inserted into a 2-entry FIFO.
Each entry of this FIFO contains the information that came from the SP14
ingress port: data (64), end of_packet (1), last byte (3), channel (8), and
jofermatiop-ganesetac RNNEIHr asscEuRetian el sftheftipacket (1).
101811 Only valid packet data of packets that comply with interleave

sestrigtion Witk Restrediriadh@ Lot itReBIROISRRABBNY: §784 is sending valid
contents of the head entry of the FIFO are provided to the PLD and the

he&l @At RERBY/BI201821 A logic exists that will monitor the head of

eaqh.ef 19 Abfraand syl 860dr ¥alid-0aia 19 d0RIEL,) iRASIMNEHBIN it vector is
fashion. This IQ(%E is capable of sending up to 8 bytes of valid data to the

PLIb’%iéﬁlbj/éliéf.l é“(‘,‘blgebh‘@tﬁuency of 300MHz, it implies that the network
blogk g2t FsREP PRGKEL LA Bt 3 REHECIRSE 19 ¢ HP RSHIOLEBI NG FENS packet.

no flow control between the ingress function and the PLD block. This

tmpliass thide (3 agintey tadacest dalidivoBdurssa &atag ﬁégél.@dn@s asuralid, ‘last_byte’
be less hany 1% eE RPsufiar BRPMIHZ GO 1 BoNGYE BRSLHOWIPIRE) are right aligned

There are no corifiguration registérs affecting the ingréss function.
(first valid byte is byte0, then bytel, etc.). [t can not occur that, for example, byte 0 and 2 are

valid, but not byte 1. In other words, if the data is not the end of the packet, then ‘last byte’
should be 3; if the data is the end of the packet, then ‘last_byte’ can take any value.

o Channel (8): the channel associated to the packet data received. The SPI4 protocol allows up
to 256 channels. This field is a don’t care in case of a GMII port.

[0172] Every cycle, a port may send data (of a single packet only). But packets can
arrive interleaved (in cycle x, packet data from a packet can arrive, and in cycle x+1 data
from a different —or same- packet may arrive). The ingress function will know to which of
the packets being received the data belongs to by looking at the channel number. Note
that packets can not arrive interleaved in a GMII port.

[0173] In a SPI4.2 port, up to 256 packets (matching the number of channels) can be
interleaved. However, the Porthos chip will only handle up to 4. Therefore, any packet
interleaving violation will be detected and the corresponding packet data will be dropped

by the ingress function.
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[0185] Performance events 0-11 are monitored by the ingress function.
Egress function [0186] The egress function interfaces with the egress
ports, the PacketLoader (PLD) and the PacketBufferMemory (PBM). PBM
interface [0187] The egress function receives packet data from the PBM of
packets that reside in the packet buffer. There is an independent interface
for each of the egress interleaving slots, as follows: Valid (1): if asserted,
validates the rest of the inputs. It specifies that valid data is sent in the

Wit cybhe et fenstiopempritontdhesrack dn s ioirlinsclisidata dropped

rovided. This 64-bit vector is logically divided into 8 bytes. End of
feherntarieavigayiolpiicifies that valid data is the last data of the
acket. Last byte (3): pointer to the last valid MSB byte in "data’. If all 8
&1&%} are Varaumbst pyrtaligortsiisinyiiewpdedyantvasst Bheseican bg 1. gror 4
more bytes are valid, they are right aligned (first valid byte is byteO, then
i o R Tl %P%S?a%l’é?’ﬁi}lé@ intrlonyieg Jessernt In
not byte 1. In other words, if the data is not the end of the packet, then
cpsbyteT Wb ofithebs maraytnisisaviradseirripAdkE Pe i gt tipel 4
can take any value. Port (2): the outbound port. Channel (8): the
RRIB M SR8 s abereddnsaHEPSscket data. Meaningless if the
egress port is not channelized. -48 [0188] A total of up 4 FIFOs, one
Sliated 6 Bder BgFEs¥ Ml Arierbespkrbatiich dhiggess function

information. Each FIFO has 8 entries.
performs an associative search into a 4-entry table (the channel slot table). Each entry of

these table (called slot), corresponds to one of the packets that is being received. Each
entry contains two fields: active (1) and channel (8). If the associative search finds that
the channel of the incoming packet matches the channel value stored in one of the active
entries of the table, then the packet data corresponds to a packet that is being received. If
the associative search does not find the channel in the table, then two situations may
occur:

e There is at least one non-active entry in the portion of the table associated to the ingress port:
in this case, the valid data received is the start of a new packet. The entry is marked as active
and the incoming channel is stored into that entry.

o All the entries in the portion of the table associated to the ingress port are active. This implies
a protocol violation and the packet data will be dropped. The hardware sets a Xth bit in a

256-bit array (where X is the incoming channel number) called violating channels.

[0177] For the 1-SPI4 port, all the 4 entries of the table are available for the port; for
the 2-SPI4 port, the first 2 entries are allocated for port 0, and the second two entries for

port 1, thus forcing a maximum ingress interleaving degree of 2 per port.
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Whenever the number of occupied entries in the PBM FIFO is 5 or more,
a signal is provided to the PBC block as a mechanism of flow control. xx
There could be at most 5 chunks of packet data already read and in the
process of arriving to the egress function. Egress port interface: [0189] A
logic exists that will look at the head of each of the 4 FIFOs and, in a
round robin fashion, will send the valid data to the corresponding egress
ort. Note that if 4 egress ports exist, then there is a 1-to-1 )
IE‘ i8lsporthsiBspangedhnnsiasserdaep sreyey WHidhirinletrplitanisthe
then the round-robin logic is applied between fifo O and fifo 1 for port0
HAk g 2chAAR aTBY oot evbsteiohs prskstakardsd e doanpdfic
islot 0 orislat 1 is disabled (implying that either fifo O or fifo 1 is empty),
whethshiha gl daasasrpIsib e #Brake halnthes 1N ardvedsyiphied the
channelized port, the round robin prioritization is applied among all the
iGECRSF RETICHBM-H AP ERP pRSHEANE Imbiheeiokpingnebr n it then the
empty. 10190] The round robin logic works in parallel for each of the
dyrest isderkabup it heckanprekoltcblorther visadhsmark ¢ idetn ds drppged. If the
prigritization logic chooses are sent to the corresponding egress port.
sk hrihamRmid S hatiarad drimeldrnasianihaeomeasnondyieby futke
interface. There is an extra 1-bit signal from the egress port to egress
Yiflatin, ShapslicT Kt fegiet for flow control between the port and the
egress function in case the egress port can not accept data. If this is the
&l the PBitcs 2R SomsconikpA by oppBR SVt ngiganperiandsbeiugice
egress -49 function is allowed to send valid data to the port. If
%@%’é@erted, the egress function will not send any valid data, even though
there might be valid data ready to be sent. If the egress port de- asserts
P i‘:‘ga?ﬁ:cycle X, it still may receive valid packet data in cycle x+1

U189 the 1BENGRE data is not dropped, it is inserted into a 2-entry FIFO. Each entry
of this FIFO contains the information that came from the SPI4 ingress port: data (64),
end of packet (1), last byte (3), channel (8), and information generated by the ingress
function: slot (2), start_of packet (1).

[0181] Only valid packet data of packets that comply with interleave restriction will
be stored into the FIFO. If the FIFO is not empty, the contents of the head entry of the
FIFO are provided to the PLD and the head entry is removed.

[0182] A logic exists that will monitor the head of each of the 4 fifos and will send
valid data to the PLD in a round-robin fashion. This logic is capable of sending up to 8
bytes of valid data to the PLD per cycle. At a core frequency of 300MHz, it implies that

the network block can absorb packet data at a peak close to 20Gbps.
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signal is assumed to be registered at the port side. [01921 The egress

function could send valid packet data at a peak rate of 8 bytes per cycle,

which translates approximately to 19.2 Gbps (@ 300MHz core frequency).
Thus, a mechanism is needed for a port to provision for flow control.

101931 No configuration registers exist in this subblock. [01941

Performance events 12-23 are monitored by the egress function.

PacketLoader block 1402 (PIF) Detailed description [01951 The PIF block
Wdfdkms O Edp A L RHEH S ehueRethh s [isticar anighaiphD block. This

packet transmission and packet table access. Fig. 16 shows its block
tRRyFihabheasersaitbPRINETh A58 T HhiHRERATTTREALES Ifihibag

Portinterface (PIF) and PacketBufferController (PBC). The function is
(RSB y SrE B LRGREBI9%Und 2). Stage 1: [01971 Packet
data is received from the PLD along with the slot number that the PLD
WAHuted Theeisdacatiaur i o taeis eatisrung die ferst famrdion.
information is provided by the PLD), the slot number is used to look up a
[aHe)(nanteH SiBeaeseY Wiscbh BB OTHPEd Y Bisi@FSISnGHRther the
packet being received has to be dropped. There are three reasons why
the incoming packet has to be dropped, and all of them happened when

e dishdatiadnf the packet arrived at Stage A of the PLD: The “continue’
confi?uration register was 0, The total number of entries in the pac

k
a8l thatHisiaeress fpacien idedmsbrafihe saeshs nerh @Gé’.acketmfdter (PLD)

and the PacketBufferMemory (PBM).

PBM interface
[0187] The egress function receives packet data from the PBM of packets that reside

in the packet buffer. There is an independent interface for each of the egress interleaving

slots, as follows:

e Valid (1): if asserted, validates the rest of the inputs. It specifies that valid data is sent in the
current cycle or not.

e Data (64): contains the 64 bits of packet data provided. This 64-bit vector is logically divided
into 8 bytes.

e End of packet (1): if asserted, it specifies that valid data is the last data of the packet.

e Last byte (3): pointer to the last valid MSB byte in ‘data’. If all 8 bytes are valid, ‘last_byte’
is 7; if only 1 byte is valid, ‘last byte’ is 0. If 1 or more bytes are valid, they are right aligned
(first valid byte is byte0, then bytel, etc.). It can not occur that, for example, byte 0 and 2 are
valid, but not byte 1. In other words, if the data is not the end of the packet, then ‘last_byte’
should be 3; if the data is the end of the packet, then ‘last_byte’ can take any value.

e Port (2): the outbound port.

¢ Channel (8): the outbound channel associated to the packet data. Meaningless if the egress

port is not channelized.
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The packet buffer memory (that holds the data of the packets) was not
able to guarantee the storage of a packet of the maximum allowed size.
[0198] If the packet data is the start of the packet, some logic decides
whether to drop the packet or not. If any of the above three conditions
holds, the packet data is dropped and the slot entry in the slot-table is
marked so that future packet data that arrives for that packet is also
dropped. [0199] This guarantees that the whole packet will be dropped, no
matter whether the above conditions hold or not when any of the rest of

[oesdpta oA theapackpuarmves, JR2AQbEatthe PiResr&f daiesiinna&t, store

stage | whether the packet table is full or not, the threshold number of

BethiesiamliA hemexi RiemMEmAes 9teRtEles) minus the maximum
packets that can be received in an interleaved way, which is 4. Therefore,

Witaemmkanphepbies e hedistoaarahepackes arivss, is SRR is
than 508, the packet will be dropped. [0201] To determine whether the

Packelidnditre PRSI Rlasta Retl dhrRERIWERRtolSART IR’ d81lPBKaAmost 5

up that contains information regarding how full the packet buffer is. Based

SHuANSINFRBRAURE A de6iHeare idreR Prechackesd adeonraskatlyiigiction.
space is performed. To understand how this state is computed, first let us
describe how the packet buffer is logically organized by the hardware to
store the packets. -51 [0202] The 256KB of the packet buffer are divided
Has R BPEARfa enceforth named sectors) of 64KB. Sector 0 starts at

[niig9P anchapgiz akier il fibolondiracdad St staktsfahbyteIPrRAPAOIAAGound-
ends at byte Ox3FFFF. The number of sectors matches the number of

FOBN MYbRARKE L A0 Ahat ARY @aD tHYERARPMRIME G RIRGRYE SloReing if 4
received.

egress ports exist, then there is a 1-to-1 correspondence between a fifo and a port. If 2
channelized ports exist, then the round-robin logic is applied between fifo 0 and fifo 1 for
port 0 and fifo2 and fifo3 for portl. In the case of 2 non-channelized ports, either islot O
or islot 1 is disabled (implying that either fifo 0 or fifo 1 is empty), and similarly for
islot2 and islot3 (for fifo 2 and fifo 3). In the case of 1 channelized port, the round robin
prioritization is applied among all the fifos; for the 1 non-channelized port case, all
except one fifo should be empty.

[0190] The round robin logic works in parallel for each of the egress ports.

[0191] The valid contents of the head of the FIFO that the prioritization logic chooses
are sent to the corresponding egress port. This information is structured in the same fields

as in the ingress port interface.

There is an extra 1-bit signal from the egress port to egress function, ‘advance’ that is used for
flow control between the port and the egress function in case the egress port can not accept data.

If this is the case, the port de-asserts ‘advance’. Whenever ‘advance’ is asserted, the egress
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[0203] As will be seen later on, when the packet first arrives, it is assigned
one of the sectors, and the packet will be stored somewhere in that
sector. That sector becomes active until the last data of the packet is
received. No other packet will be assigned to that sector if it is active.
[0204] Thus, when a new packet arrives and all the sectors are active,
then the packet will not be able to be stored. Another reason why the
Eggket might not be accepted is if the total available space in each of the

LoBis S Lawesktoisearhutid thtmierBeRainiuif-aadiiddt inewisssactpngvill not send

A Maall Quath RAe SRt AebRrRINEa:RY gy 3% RagkEtRIZRgress port de-
configuration register, and it ranges from | KB to 64KB, in increments of |

<

R RENAME SHRRYBIe Nt RHDABRET S FE SRAMLP R h iRt o1 gl difge the “advance’

ihesizeefuihaipeeketisspiRvided dipotianddthe NET block is protocol
ﬁ\anostic, and no buffering of the full packet occurs to determine its siz;a/@.
€s per

&ftore Ths s bengdan ouirieradivalic pacit dinigl Acesak g of 8 b
maximum size allowed in grder to figure out whether there is enough
%%ewihl?Héré%?é%?sc?rpﬁﬁf’%ﬁr’éf8¥>étﬂwi9p%ﬁbéﬁ. (@285 \Hi<sgpe Frepsncy). Thus, a
information of whether each sector is active or not, and whether each
weehgn s inaeeRbith HRASLIA oY Har ket bewserrabailable. This
information is -52 then used to figure out whether the first data of the
ULt (aNlP&otigrin tnassiLe T rist tifis ARbl8cKe dropped. [0206] In
stage 1, the logic maintains, for all the packets being received, the total

er of BYRISANSE 4GB D LA FaER e Oserhby PiCeHarid 1 Liitmared
with the allowed maximum packet size and, if the packet size can exceed
the maximum allowed size when the next valid data of the packet arrives,
the packet is forced to Finish right away (its end of packet bit is changed

frakstorderhlgrk g2 4PURY the rest of the data that

Detailed description

[0195] The PIF block performs four top-level functions: packet insertion, packet

migration, packet transmission and packet table access. Fig. 16 shows its block diagram.

Packet insertion function

[0196] This function interfaces with the PortInterface (PIF) and

PacketBufferController (PBC). The function is pipelined (throughput 1) into 3 stages (0,
| and 2).

Stage 1:
[0197] Packet data is received from the PLD along with the slot number that the PLD

computed. If the packet data is not the start of a new packet (this information is provided
by the PLD), the slot number is used to look up a table (named slot_state) that contains,

for each entry or slot, whether the packet being received has to be dropped. There are
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eventually will come from that packet will be dropped. Therefore, a packet

that exceeds the maximum allowed packet size will be seen by software

as a valid packet of a size that varies between the maximum allowed size

and the maximum allowed size minus 7 (since up to 8 valid bytes of

packet data can arrive every cycle). No additional information is provided

to software (no interrupt or error status). [0207] Some information from

PLD is propagated into stage 2: valid, start of packet, data, port, channel,

Ulete BFFEPMAHAXHBSBIRORAMG PaskRADIR %@&g@pf?%mlafghsfn_%@a@@ﬁd when
current_packetsize. If the packet data is dropped in stage 0, no valid

throlimbdia ¥ troparisterivd dseo bl BL308] in this stage, the

state information for each of the four sectors is updated, and the hashing
fundtisn SeiBHReeoR BB KEE RV psEH9] When the first data of a

PACKRL WY RS RbSIBPE i NPIHAFINE SEHIe HIUBRR BRI LA SA8E dpRrs) was more

exist) is assigned to the packet. The sector that is less occupied is
chodn SPBis is done to minimize the memory fragmentation that occurs at

the %F&ék&qﬁ&fermé?ﬂ@? (5t RLS MG A0k Wl Eﬁ&i@@ Vol RaBk% guaraniee the

the sectors, the total -53 number of 8-byte chunks that the sector holds o
packetaghaf aragkshefihpamemonalitaed gepackets that have been

received but not yet migrated, packets that are being processed by the

tribes, and packets that have been processed but still not been

1H98itted Sredrepkstdytanio hostateiilet paekriusoseclogicidasidemybetiaer & drop
FIFO. Therefore, a tail and head pointer are maintained for each of them.

thieepRskehaieepatieat ddtdisvih e Sireeoadihenylidioibyirhrkehdateistdropped

pointed by the tail pointer.
and the slot entry in the slot_table is marked so that future packet data that arrives for that

packet is also dropped.

[0199] This guarantees that the whole packet will be dropped, no matter whether the
above conditions hold or not when any of the rest of the data of the packet arrives.

[0200] For the purpose of determining at stage | whether the packet table is full or
not, the threshold number of entries is 512 (the maximum number of entries) minus the
maximum packets that can be received in an interleaved way, which is 4. Therefore, if the
number of entries when the first data of the packet arrives is more than 508, the packet
will be dropped.

[0201] To determine whether the packet buffer will be able to hold the packet or not,
some state is looked up that contains information regarding how full the packet buffer is.
Based on this information, the decision to drop the packed due to packet buffer space is
performed. To understand how this state is computed, first let us describe how the packet

buffer is logically organized by the hardware to store the packets.
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[02111 The head and tail pointers point to double words (8 bytes) since
the incoming data is in chunks of g bytes. 102121 The tail pointer for the
first data of the packet will become (after converted to byte address and
mapped into the global physical space of Porthos) the physical address
where the packet starts, and it will be provided to one of the tribes when
the packet is first migrated (this will be covered on the migration function).
102131 The tail pointer of each a sector is incremented every time a new
valid packet data has arrived (of a packet assigned to that sector). Note
that the tail pointer may wrap around and start at the beginning of the
K20, Th@ﬁﬁsﬁg&ﬂg&%eaﬁm@tfﬁﬁ@w Bl it s ek henceforth
non-consecutively manner (but with at most one discontinuity, at _the end
v sxsiest) ofigweRer sl ibbat bty Aanhends Ao elyd Blibgradseetor 3
mapping of the address is performed before providing the starting address
Pt IR D EBrRA eI YW Ve T DaIRYTIRES OF sepiapd@pighes the
received, the occupancy for the corresponding sector is incremented by
B RERb 8IS By BYekaN/Ba! PHBHEVER HPAERR PS4 EhA BIRRFH SrbBE
packet buffer (as will be seen when the transmission function is -54
Esepi%sed) the occupancy is decremented by the amount of bytes that the
Eacket was occupying in the packet buffer. [021%1 In stage 2 the hashing
17 %Hon i soplbBeteettd A ming Talieatag es [ @rishin g ARSIERSH apfot the
its configuration is explained above. The hashing function applies to the
Treto8u Bitacarpke pudkes sitelerRe IRAEHRIEH MRS d4f YeTRERTAESS
up.to 8 valid bytes) arrives at stage 2, the corresponding confi%grati,on

Bty aiE HedAthgarinktisPAted forareiisddA B PRSPl Afsigned to that

partial hashing result.
sector 1f 1t 1s acfive.

[0204] Thus, when a new packet arrives and all the sectors are active, then the packet
will not be able to be stored. Another reason why the packet might not be accepted is if
the total available space in each of the non-active sectors is smaller than the maximum
allowed packet size. This maximum allowed packet size is determined by the
‘max_packet size’ configuration register, and it ranges from 1KB to 64KB, in increments
of 1KB. When the start of a new packet is received, no information regarding the size of
the packet is provided up front (the NET block is protocol agnostic, and no buffering of
the full packet occurs to determine its size). Therefore, it has to be assumed that the size
of the packet is the maximum size allowed in order to figure out whether there is enough
space in the sector or not to store the packet.

[0205] In stage 1, the information of whether each sector is active or not, and whether

each sector can accept a maximum size packet or not is available. This information is
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[0216] The first-level hashing function and all the second-level hashing
functions are applied in parallel on the packet data received. [0217] Both
partial hashing results and the configuration bits to apply to the next
chunk of valid bytes are kept for each of the four ingress interleaving slots.
10218] In this state, if there is a pending GetRoom command, it is served.
The GetRoom command is generated by software by writing into the 'get
room' configuration register, with the offset of the address being the
thAROEIRE 4P SsuEHarLBhtrahe stk hrPtakst (A arPRADY B g the
of consecutive space of that size (rounded to the nearest 8-byte
dEuEsAR Bh dhPPsttket buffer. The result of the command will be
unsuccessful if: there are no available entries in the packet table there is
03%ace Bineble ﬁheti?@lﬁaaw@f%{ﬁfé’?rtalkﬁ\wcﬂfrésrgae}ggefsm the total
pending GetRoom_command will be served only if there is no valid data in
rmRenOk B S GRPERERESH Sbs0dft dats Al Stiper st dhpplived
to a start of packet. [0220] The following information is provided to stage
APk Shite BRdnih die BASKE Nt pciesrddha rrmuRe plapebifisavhen
acket, the dword address, error, get room result, and the current result
Brorctreliidengt ABSRRTELATENSH. tagerst oBupeh pieiaright iy its
packet data is sent to the PBC in order to be written into the packet
Biskeef AP AS MMt X B STREAD 31RBE 20 IS BRECST Y Pkt Bt
new entry in the packet table is written with the descriptor of the packet.
ooy iie some frmdha pastetine e dieartd: SRS PSR e figeceds
the double word address (that pgints to a double word within the packet

AT AN SR SRSAT StrE WilBH RS0 fbuetn an vl bRagks! o1 s Size that

actually valid). The PBC is gquaranteed to %ccept, i ) )
varies between 'the maximum aflowed size and the maximum allowed size minus 7 (since

up to 8 valid bytes of packet data can arrive every cycle). No additional information is
provided to software (no interrupt or error status).

[0207] Some information from PLD is propagated into stage 2: valid, start of packet,
data, port, channel, slot, error, and the following results from stage 1: revised

end_of packet, current_packet size. If the packet data is dropped in stage 0, no valid
information is propagated into stage 2.

Stage 2:

[0208] In this stage, the state information for each of the four sectors is updated, and
the hashing function is applied to the packet data.

[0209] When the first data of a packet arrives at stage 2, a non-active sector
(guaranteed by stage 1 to exist) is assigned to the packet. The sector that is less occupied
is chosen. This is done to minimize the memory fragmentation that occurs at the packet

buffer. This implies that some logic will maintain, for each of the sectors, the total
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this request for write into the packet buffer. There is no flow control
between the PBC and stage 3. [0223] If the valid data happens to be the
last data of a packet, a new entry in the packet table is initialized with the
packet descriptor. Stage 1 guaranteed that there would be at least one
entry in the packet table. [0224] The packet table entries are managed like
a FIFO, and the entry number corresponds to the 9 LSB bits of the
sequence number, a 16-bit value that is assigned by stage 3 to each
meRet of Rrhyte GBUR6E Herdaaiat hﬁ@%aﬁkﬁée&%ﬁﬂfé‘ﬁﬁq&@e‘&%ﬁ ggtwork
number having the 9 LSB bits the same. [0225] The packet descriptor is
Rlorkde BackethibabhaviRgemrerAtbhu! PRLSFHTRIRESS Ragcihibat are being
"expanded" dword address within the packet buffer where the first 8 bytes

rgresphbrdhedabes, anubragie thal ive ReRiResssed Ryt LAY &Rt ming

the following manipulation of the original dword address computed in

Cpagwistedsy BAPAY becomes bit] 14] Bit[14] becomes bit[13] Bit[13]

becomes 0 This expanded dword address is compressed back following

W MversEashorkdsioviesiothis %ﬁéﬁ%ﬂﬁaﬁéﬁﬁ@%ﬁf%&mla@d head

explained in the transmission function). Tribe (3): the tribe number to

ROMRLFT e PattarGii e frlahigrarebintacommisa it o sinrethe the

secand level hashing result generated in stage A and after applying in

%?éﬁ@ns*”é&w&fmﬁég%@ﬁﬁ&ﬁ oo PRI hashing function. Flowld

&L%ihe result of the first level of the hashing function, computed in stage
2-4quebe beaheed aibpoineraaintiadrublesidy B sy siacotatiroming

packet at the end of the
data is in chunks of 8 bytes.

[0212] The tail pointer for the first data of the packet will become (after converted to
byte address and mapped into the global physical space of Porthos) the physical address
where the packet starts, and it will be provided to one of the tribes when the packet is first
migrated (this will be covered on the migration function).

[0213] The tail pointer of each a sector is incremented every time a new valid packet
data has arrived (of a packet assigned to that sector). Note that the tail pointer may wrap
around and start at the beginning of the sector. This implies that the packet might
physically be stored in a non-consecutively manner (but with at most one discontinuity, at
the end of the sector). However, as it will be seen as part of the stage 3 logic, a re-
mapping of the address is performed before providing the starting address of the packet to
software.

[0214] Whenever valid data of a packet is received, the occupancy for the
corresponding sector is incremented by the number of bytes received. Whenever a packet

is removed from the packet buffer (as will be seen when the transmission function is
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packet, ie when the packet has fully been received. After a sequence
number has been provided, the register that contains the current

sequence number is incremented. The sequence number wraps around

at OXFFFF. Inbound port (2): the port number associated to the incoming
packet. Inbound channel (8): the channel number associated to the
incoming packet. Outbound port (5): this field will be eventually written

with the software-provided value when the "done' or
exjrdaed)dhePcqunshnire deetsmfglrd dorile gracuns of Exintihef the Basket was
this field is initialized to 0. Outbound channel (9): this field will be
KFHRYIRENA R BHFSGHRUHE  software-provided when the “done’ or ‘egress
determined' configuration registers are written. At stage 3, this field is

it Shzed o tresttbsheshing Supttianis SRt bs/ErorHRe faglet daga. The
eventually change to either O (Invalid) if software requests the packetto
IpstingdBReI) B SEREFIAMta R PERASIBIHE phekathingdunction applies
transmitted out. Size (19): the size in bytes of the packet. The maximum
Qe Eersprebd enefdherariet ddieicire esBapasfiuaaf fuartsnntaipig up to 8
override the maximum allowed size to a lower value with the "max
RS, ATBERRG SAffoh fegraErsPandingcanBRyRIRIDHSIeA (i hashing
initialized with 0. Eventually this field will contain the amount of bytes that
%ﬁ%‘éﬂ"@f‘ﬂ?@ﬁ&éﬁ%ﬁ%ﬁ@lﬁr&mfap‘éﬁr@ﬁl&% hashingdsstivided by
software when the packet is requested to be transmitted out. Scheduled
WBLeheciffds Wrvtrarlheskigrelusiian stbithtioraendhiourl Rashig puckiops are
At stage 3, this bit is initialized to O (ie not scheduled). Launch (1): bit
ks ate gl en s RACkpLAUR ISR 8 presented to one of the tribes for

[0217] Both partial hashing results and the configuration bits to apply to the next
chunk of valid bytes are kept for each of the four ingress interleaving slots.

[0218] In this state, if there is a pending GetRoom command, it is served. The
GetRoom command is generated by software by writing into the ‘get room’ configuration
register, with the offset of the address being the amount of space that software requests.
The NET will search for a chunk of consecutive space of that size (rounded to the necarest
8-byte boundary) in the packet buffer. The result of the command will be unsuccessful if:

e there are no available entries in the packet table

o there is no space available in the packet buffer to satisfy the request

[0219] A pending GetRoom command will be served only if there is no valid data in
State 2 from ingress and there is no valid data in Stage 1 that corresponds to a start of

packet.
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processing. At stage 3, this bit is initialized to 1 (ie the packet will be
provided to one of the tri bes for processing). Error (1); bit that indicates
that the packet arrived with an error notification from the ingress port.
[02261 The following are the valid combination of the “launch' and “error'
bits in the packet descriptor: launch = 1, error = 0. The normal case in
which an error-free packet arrives and the NET block will eventually
migrate into a tribe. launch =0, error = 0. A packet descriptor originated
ﬂ%%%ﬂ% a Betfodsmits ifrandiqeiprittadehie 5385, 3rralisade port, channel,
associated to the descriptor wi Il not be migrated. launch =0, error = 1. A
pabradat Rk sitearrEntskrloeaiohe PR platiet o sdiasto cBebusst room
space in the packet buffer and packet table for simplicity reasons (since

fRkr s dhm c b R e hihdiesblarrd piacbing funstiser to let the

gacket reside in the already allocated packet buffer than recovering that
E?&Eé,:besides, errors arc rare, so the wasted space should have a

mm;al impache Thepankepslasedntordsmarkes wish andrialislstatksen into

and therefore the space that it occupies in the packet buffer will be

aveitebredaimedvhee the Rreila deactiinlPRAAMGRI B Yaagk ONfew

controlled by one of the egress interleaving slots. launch = 1, error = 1.

Withgvge pasikét 1A Y hrllieh dRaCIIRIQEWHDRS: EFaRFalaast twice: once

by the migration function to get some of the information and provide it to

foe2pytial tribgs pRALAHRESRNRMILOIC UL Seatiowhe st tRgpackabuble

needs to be transmitted out or dropped. -58 [0228] And the descriptor will
Re (P At WSS IBARBEEWIRER BRIVIRI BadREERNARN L0 MY will

the packet (transmit it out or drop it). The path and channel

be written (even if less than 8 bytes are actually valid). The PBC is guaranteed to accept
this request for write into the packet buffer. There is no flow control between the PBC
and stage 3.

[0223] If the valid data happens to be the last data of a packet, a new entry in the
packet table is initialized with the packet descriptor. Stage 1 guaranteed that there would
be at least one entry in the packet table.

[0224] The packet table entries are managed like a FIFO, and the entry number
corresponds to the 9 LSB bits of the sequence number, a 16-bit value that is assigned by
stage 3 to each packet. Thus, it is not possible that two packets exist with a sequence

number having the 9 LSB bits the same.

[0225] The packet descriptor is composed of the following information:

e Dword address (16): the “expanded” dword address within the packet buffer where the first 8
bytes of the packet reside. The expanded dword address consists on performing the following

manipulation of the original dword address computed in stage 2:

=56 -



information (for the egress path) might be written twice if software decides
to notify this information to the NET block before it notifies the completion
of the packet. Configuration register interface [02291 The following
configuration registers are read and/or written by the packet insertion
function: "max_packet size'": to cap the maximum packet size in order to
minimize the memory fragmentation in the packet buffer. 'continue’: if O,
the new incoming packets will be dropped. “packet_table packets': the
fotal number of packets that the packet table keeps track of. “status':

specifigs Wi iRehlshawartplock is in reset mode and whether it is in

quiescent mode. Hashing engine configuration registers First level (11
selecti®n, Bipbithspomesip] 1 Second level (12_selection|0..3],

12_po§itio§181.%ﬂ,b%go%<ég 3], 12_tirst[O..3], 12total[O..3]) [02301
Performance events numbers 32-36 are monitored by the packet insertion

function. Packet migration function [02311 The purpose of this function is

to monitor. t t in the k ill has not.been
oS S AL PR DOl BRI e v
protbeokikélustransnhitictheualoievatl Bigy eXig aiggl 1D @A tammgstuorcfigretion).

keeps a counter with the number of packets that have been inserted into

the packet table but still have not been migrated. If this number is greater

e Tribe (3): the tribe number to which the packet will be first migrated into. This value is

derived from the second level hashing result generated in stage A and after applying in stage
3 some of the configuration bits of the hashing function.

¢ Flowld (16): the result of the first level of the hashing function, computed in stage 2.

¢ Sequence number (16): the value that is assigned by stage 3 to each packet at the end of the
packet, ie when the packet has fully been received. After a sequence number has been
provided, the register that contains the current sequence number is incremented. The
sequence number wraps around at OxFFFF.

¢ Inbound port (2): the port number associated to the incoming packet,

¢ Inbound channel (8): the channel number associated to the incoming packet.

e Outbound port (5): this field will be eventually written with the software-provided value
when the ‘done’ or ‘egress path determined’ configuration registers are written. At stage 3,
this field is initialized to O.

¢ Outbound channel (9): this field will be eventually written with the software-provided when
the ‘done’ or ‘egress determined’ configuration registers are written. At stage 3, this field is
initialized to 0.

e Status (2): it is initialized with 1 (Active). This status will eventually change to either O
(Invalid) if software requests the packet to be dropped, or to 2 (Done) if software requests the
packet to be transmitted out,

o Size (19): the size in bytes of the packet. The maximum allowed size is the size of a sector, ie
65536 bytes (but software can override the maximum allowed size to a lower value with the

‘max_packet size’ configuration register).
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than 0, the state machine that implements this function will request to read
the oldest packet (pointer by the “oldest to process' pointer). When the
requested information is provided by the packet table access function
(explained later on) the packet migration function requests the
interconnect block to migrate a packet into a particular tribe (the tribe
number was stored into the packet table by the packet insert function).
When the interconnect accepts the migration, the packet migration

tunkiaenaisEhdieled S dRiEdirsde dicled vanBrHA R BFihy Pheanipinthe amount of

ong akinRsHRABSII IR pelrstedstiRAy YN SABKINBOMIEREFAbvided by sofiware
purpose and some CPO registers. 102331 The following information is

proVitrsuths Bakistds iravsESRIadrismTENtEaYs transferred from the
PGS MIATIONJEGHANIRIRE, NSRS SEHPIRM AN ShGs IHOWRATPMIS packet. At

available from the information stored in the packet table by the packet

ins&itsEfistRihis infiatigstie- Opie nabschediieds where the stream of the
dribevillpiant xeRating:IRSLUeHAnS: HdANIRLLoN N tesittRl HEnlrSt the tribes for

level of hashing Second cycle: Sequence number (16) Third cycle:

AdBFesEsIR): priyiassal-dhigreisdsimbpbizekd tark(isdhraeskehwida@tovided to one of the

resjdess fdPPresIRS.(2): the ingress port of the packet. Ingress channel
(8): the ingress channel of the packet. -60 [0234] Note that the same

smEtriet oitTe ik tipgieteidisbiBe nack b ayiRd wifklas crrpitpBliaiga from the ingress
wrii%g'ort of the register file of the stream along with the mapping of this

[0226] The following are the valid combination of the ‘launch’ and ‘error’ bits in the
packet descriptor:

¢ launch = 1, error = 0. The normal case in which an error-free packet arrives and the NET
block will eventually migrate into a tribe.

e launch =0, error = 0. A packet descriptor originated through a GetRoom command
(explained later on). The packet associated to the descriptor will not be migrated.

e Jaunch =0, error = 1. A packet arrived with an error notification. The packet is allowed to
occupy space in the packet buffer and packet table for simplicity reasons (since the error can
come in the middle of the packet, it is easier to let the packet reside in the already allocated
packet buffer than recovering that space; besides, errors are rare, so the wasted space should
have a minimal impact). The packet descriptor is marked with an Invalid status, and therefore
the space that it occupies in the packet buffer will be eventually reclaimed when the packet
descriptor becomes the oldest one controlled by one of the egress interleaving slots.

e launch =1, error = 1. Will never occur.

[0227] The descriptor will be read at least twice: once by the migration function to
get some of the information and provide it to the initial tribe, and by the transmit logic, to

figure out whether the packet needs to be transmitted out or dropped.
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information into the different GPR and CPO registers, requires a total of 3
cycles. [0235] The migration interface with the interconnect block is

pipelined in such a way that, as long as the interconnect always accepts

the migration, every cycle the packet migration function will provide data.
This implies that a migration takes a total of 3 cycles. [0236] To maintain

the 3-cycle throughput, there is a state machine that always tries to read

the oldest packet to be migrated and put it into a 4-entry FIFO. Another

state machine will consume the entries in this FIFO and perform the

3-cycle data transfer and complying with the Interconnect protocol. The
628 s nédelitd SRk tHY RadPr iy A uEHIRY et pacRe v hap sothware
will be seen later on when describing the packet table access fraction,
Jecjdesrhgbivdimutinghemasssbikettsintation RikRBAto theRsdRat dsrnel
might not be served right away. Figure 13 shows a timing diagram of the .
ipernadiond EnAbe s Rtk YRR BR SHIHRRE R hepthwaisdretisn de potify this
module, The 'last’ signal is asserted by the packet migration function
%ﬁéﬁ%&?ﬁbﬁﬂ&%’éﬁﬂ%}m&mﬁm thaodEtsibe eempISioR ok tePhtsconnect
does not grant the request, the packet migration function will keep
requesting the migration until granted. [0237] The migration protocol

cuffesa e beifeliawireherformance drawback: if the migration request
is to a tribe x that can not accept the mi?ration, the migration function will

102231 requbtiFR) AT RS AR TGP D ST R I RESE Fhiyrbisarpyshe packet

available for request to a different tribe that would accept it. With a
igReEiaR YRR IR complex interface, migrations could occur in a different
order other than the order of -61 arrival of packets into the packet table,

mprBYng T o TEral P& tHiREE BRA@apEictig it order to minimize the memory

fragmentation in the packet buffer.
e ‘continue’: if 0, the new incoming packets will be dropped.
e ‘packet table packets’: the total number of packets that the packet table keeps track of.
e ‘status’: specifies whether the network block is in reset mode and whether it is in quiescent
mode.
o Hashing engine configuration registers
e First level (11_selection, 11_position, 11 _skip)
e Second level (12_selection[0..3], 12_position[0..3], 12_skip[0..3], [2_first[0..3],
12 total[0..3])

[0230] Performance events numbers 32-36 are monitored by the packet insertion

function.

Packet migration function
[0231] The purpose of this function is to monitor the oldest packet in the packet table

that still has not been migrated into one of the tribes and perform the migration. The

migration protocol is illustrated in the table of Fig. 13.
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[02381 The following configuration registers are read and/or written by the
packet migration function: 'program_counter[O..7]": the initial PC from
where the stream that will be associated to the packet will start fetching
instructions. Packet transmission function 102391 The purpose of this
function is to monitor the oldest packet that the packet table keeps track
and decide what to do based on its status (drop it or transmit it). This is
performed for each of the four egress interleaving slots. [02401 There is
an independent state machine associated to each of the four egress
interleaving slots. Each state machine has a pointer to the oldest packet it
022 tra oo E KeEpR oL AER Wi bR G tiobe v e
to read the entry pointed by its_pointer. The logic will schedule the
igitedrinte %ﬁt sl hg- FBB%%H%R%H&“WH&%%M@‘H&ER%&&%“
access function allows it. [02411 Whenever software requests to tfransmit
B AT B R Kt Wmsrﬁ%&éhl%ﬁmet@wtﬁaméea fdesead tkneldpst
is set. Whenever the state machine reads the entry pointed by its pomter
RAFESLRAAEHRY(IBGi LR oy p1E¥e AP IGER- Hhea fhepemetrdin
time). 102421 The state machine will read the entry pointed by its pointer
m@ﬂ%@&rﬁh& RAEAP R ET THBRELH TR A5G [ G e E1etRAT 4 gHgration
‘'oldest touched' js 1, or 2. the previous packet read was dropped o
ARl B mégltc%‘&égé%fé« © yyieigls APIFRTETRIS %@mmﬁr tribe (the

prevents the state machine to continuously reading the entry of the

(HRERMMABTENATH A IS BB S AR N B RRseRb DAL Ebingy et the

interconnect accepts the migration, the packet migration function will send, in 3
consecutive cycles, information of the packet that one of the streams of the selected tribe
will store in some general purpose and some CPO registers.

[0233] The following information is provided in each of the 3 cycles in which data is
transferred from the packet migration function to the interconnect block (all the
information is available from the information stored in the packet table by the packet
insertion function):

o First cycle:
o PC (32): address where the stream of the tribe will start executing instructions
o Flowld (16): the result of the first level of hashing
e Second cycle:
e Sequence number (16)
e Third cycle:
e Address (32): physical address where the first packet of the packet resides.
e Ingress port (2): the ingress port of the packet.

e Ingress channel (8): the ingress channel of the packet.
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[02441 The result of the reading of the packet table is presented to all of

the state machines, so each state machine needs to figure out whether

the provided result is the requested one (by comparing the entry number

of the request and result). Moreover, in the case that the entry was

indeed requested by the state machine, it might occur that the packet
descriptor is not controlled by it since each state machine controls a

specific egress port, and for channelized ports, a specific range of

HR3thels. Noththaldbe shattinqetwdstdormestion ioonbt bosandlledridy tive cycles,
state machine, it is skipped and the next entry is requested (the pointer is
dribmeingbelvarie padmbdet aegiskal Alesafalie nretted)ofgousl thhepepingaf this
each state machine controls is fixed given the contents of the ‘'total ports'
sdpfigaiiationtedhbsicifcean foHRyandtoR) nepitters, requlirssat¢otabehinesles.
control port O total_ports = 2. State machine 0 and | control port 0, and
Has¢Imachinem2ratidGmerfac! woh the int¢sdoporiss bldckrisgripabred itosdch a way
correspondence between state machine and port. Any other value of
thetaisporsanticraverepunsdefiveyyeseirds [02 46 gt angy ofadb dredsket
that each state machine controls is provided by the ‘isloto channels', ,,,.
nisfyeioh Amstien edhfigavadioderedibieicnj0esi thet Bheigtatios files aftthal of 3
packet descriptor indicates what to do with the packet: drop (status is
fryeddid), transmit (status is done), scheduled (the egress path information

is known) or nothing (status is active). -63 [0248) If the packet descriptor
[9Z¥itrollde yathi@isttite Irexchitirotighnutiftivecssastaticteniding it aliveys tries
state machine will update the pointer (it will be incremented by 1), and it

{oiltede the widnstithecheicufmmoiefigedaind te isatton thentichliKe Ppackletr state
resides b

machine w);ll consume the entries in this FIFO and perform the 3-cycle data transfer and

complying with the Interconnect protocol. The FIFO is needed to squash the latency in
accessing the packet table. As it will be seen later on when describing the packet table
access function, requests performed by the packet migration function to the packet table
might not be served right away. Figure 13 shows a timing diagram of the interface
between the packet migration function and the Interconnect module. The ‘last’ signal is
asserted by the packet migration function when sending the information in the second
data cycle. If the Interconnect does not grant the request, the packet migration function
will keep requesting the migration until granted.

[0237] The migration protocol suffers from the following performance drawback: if
the migration request is to a tribe x that can not accept the migration, the migration
function will keep requesting for this migration, even if the following migration is
available for request to a different tribe that would accept it. With a different, more

complex interface, migrations could occur in a different order other than the order of
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the size of the packet, including the offset for header growth, if any. It will
also set the “oldest _processed' bit and decrement the total number of
packets. if the status field is completed, the state machine will start
requesting the PBC to read the packet memory, and it will perform as
many reads as necessary to completely read out the packet. These
requests are requested to a logic that receives these requests from all the
state machines, and will schedule them to the PBC in a round robin
fashidof Pdtkstiagio danpadtestbé ingptheingdbhestvatl parficulancstafahe
machine or if the PBC can not accept the requests, it will let the state
practusve.know, and the state machine will need to hold the generation of
the requests until the logic can schedule the requests. The request to the
RB88Includés thido¥otlgwind gofotimatiepistalseuaddad saddtherdeulile thopdcket
to be read out from the packet buffer the channel number and port
nugnitérn filvethver: the request is for the last data of the packet or not

which bytes are valid if the packet is not completed, the state machine will
waképnogaatiocoanttnil| T aitherititi sOPU &xenr edeivathdhenirgspontibgassociated to the

packe mtot e done' or ‘drop' configuration register.
102p48§tﬁ¥ epsgalfgg[[ 1g.1hs ructions

r|p o118 nt controlled by the state machine,
then if the status field is invalid or completed, the state machine skips the
pac el and the next ent.r |s requested. if the status field not completed
a transmissio

© the state machine also skips the packet and
16288 the axpaninge difnfhesﬁaﬁuﬁ)ﬁekdmmbmmpl@tedﬂm@athleetshiitetﬂellﬁdket
bit is 0, the state machine will take no action and will wait until software
tebleltespthizachras gecidingpa akdb ysedoariwrtitgsidoop it or transmit it). This is
performed for each of the four egress interleaving slots.
[0240] There is an independent state machine associated to each of the four egress
interleaving slots. Each state machine has a pointer to the oldest packet it keeps track of.
When appropriate, each state machine requests to a logic to read the entry pointed by its
pointer. The logic will schedule the different requests in a round-robin fashion and
whenever the packet table access function allows it.
[0241] Whenever software requests to transmit or drop the oldest packet in the packet
table a bit (name oldest touched) is set. Whenever the state machine reads the entry
pointed by its pointer, it resets the bit (logic exists to prevent both the set and reset at the
same time).
[0242] The state machine will read the entry pointed by its pointer whenever the total

number of packet in the table is greater than 1 and

1. ‘oldest_touched’ is 1, or

2. the previous packet read was dropped or transmitted out (‘oldest_processed’ = 1).
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-64 the “done' or “drop' configuration register, or until software notifies the
egress path information by writing into the 'egress_pathdetermination’
configuration register. [0250] Any request to the packet buffer will go to
the PBC sub-block, and eventually the requested data will arrive to the
PIF sub-block. Part of the request to the PBC contains the state machine
number, or egress interleaving slot number, so that the PIF sub-block can
enqueue the data into the proper FIFO. 10251.1 When a read request is
performed (up to 8 bytes worth of valid data), the occupancy of the

gﬁﬁjpon@lmgﬁ § ?ﬂéla? ‘%E%S{l‘%%t‘&t% BY I8 H“%Q%BHE\Y Sqt Fféog‘%él V‘ﬁh%rr‘nry of

necessar quests ave een one the o

éﬁét%”t%ietw‘r’t ?@It'lﬂ%‘ong Eo?hcﬂ%‘é%ﬁ%est%%%%t il ”tes%vl925%%veTrhe

est processe IS reset when a new pac e entr read The

Iﬁ ing ”f'l%Huﬂt Seiiy S&? Qfﬁlrea%kae??/&%‘{"srgr%” RS AR ¥‘?he sfate

Igr thI’] UnCtIOI’] de au _egress channe this ﬁe egressc anne

GARRie S0eRded fOrGR AN aﬂ‘ee i Ehé% %aﬁl“é}h%&%?rt'ﬁ 100 9%‘& ot i i the

transmit_ptr': the pomter to t E‘St et descriptor I € pac ett

tgil%ags rg%{\m"?'n gr leFhIS II’]LE Ig)frﬁg &[ﬁeg %d for 9@%@1&?%%@&@ in

0] matlon IS nee e pac

%Efé'ﬁ?%fﬁléuél? D 40i GG R %5%% sfﬁ}%‘%ﬁ%% QTG that the

pac et Is dropped or transmitted out. ere are no periormance

XS&%@ 'é’i}t?s%q DAkl aﬁ?s‘éﬁ%é?@J&P&Hﬁ%ﬂn%%%‘f@%%@&d%%é%éﬁc egress

unctlon 41 The purpose nction Is to sc

ﬁ] HEFRER E m%ﬂ%kgé);%%’et ‘31ﬁE?SEée%%ﬁ%%sfrﬂ{%@é’aEea&l&ﬂhe requested

sértion function, t gra 1on

entry is not controlled by the state machine, it is skipped and the next entry is requested
(the pointer is incremented and wrapped around at 512 if needed).

[0245] The port that cach state machine controls is fixed given the contents of the
‘total_ports’ configuration register, as follows:

e total ports=1. All state machines control port 0

e total ports = 2. State machine 0 and 1 control port 0, and state machines 2 and 3 control port
1.

o total ports =4. There is a 1-to-1 correspondence between state machine and port.

Any other value of ‘total ports’ will render undefined results.

[0246] The range of channels that each state machine controls is provided by the
‘islot0_channels’, ,,,. ‘islot3 channels’ configuration registers.

[0247] The status field of the packet descriptor indicates what to do with the packet:
drop (status is invalid), transmit (status is done), scheduled (the egress path information is

known) or nothing (status is active).
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-65 function, the packet transmission function, and from software (through
the PBM interface). 102551 This function owns the packet table itself. It
has 512 entries; therefore, the maximum number of packets that can be
kept in the network block is 512. See the packet insertion function for the
fields in each of the entries. The table is single ported (every cycle only a
read or a write can occur). Since there are several sources that can
request accesses simultaneously, a scheduler will arbitrate and select
[0R48le qudsthsa pacdkabd§e2EBar Theosthbed ey thastaldixeagiprvrihescheme
implemented, providing the highest priority to the packet insertions from

thei peieatinsetibis inbali duoriahighdenpriakinpdare thepegtresib Widre incremented
soffware hiough, e RV %%%8%{&%5’}%@3@@5}% £8%§Fﬁﬁxfﬁ9éﬂ tﬁQ%ac}g[et resides by

packet'migration function and final rom the packet transm
funibgarize Phthapeelkss inchelpgdketafisieimleadengroydls, i bamy thewdbalsaset the
rou SQUr ts from
o e e e S
wciédsestalhdi gdakevmapliedd, Pzttt ¢meagidress syt eg gofttirey ¢hedtBC to read the
perfor n 1] it Indjrect es, Whepever so e
e SRR S 1L 1 Belro LR AT SERACR MOICRRYTE SRR read out e
gemerktts heveirepestssedacgperiopriatel prickbuttadvie ventiyevitledhests from all the state
ne info i t f th k 3 .
o L P S AR EEFln JARRH e Togic can o
PLErhddule dire tegnelival loyptitacphclsttitabishioec os st dtidh cihadnigcept the requests, it
CoNfBHRIRD ROSIEIRNALISIPd AR A malANE ' HRRAR T WL dDiSrasion of he
register to notlﬁ/t at the processing of the packet is

requests until the logic can schedule the requests. The request to the PBC includes the

following information:

the address of the double word to be read out from the packet buffer

the channe] number and port number

whether the request is for the last data of the packet or not

which bytes are valid
o if the packet is not completed, the state machine will take no action and will wait until
software resolves the corresponding packet by either writing into the ‘done’ or ‘drop’

configuration register.

[0249] If the packet descriptor is not controlled by the state machine, then

o if the status field is invalid or completed, the state machine skips the packet, and the next
entry is requested.

o if the status field not completed and the ‘scheduled’ bit is 1, the state machine also skips the
packet and reads the next entry.

o ifthe status field not completed and the ‘scheduled’ bit is 0, the state machine will take no

action and will wait until software resolves the corresponding packet by either writing into
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completed. The sequence number, egress channel and head growth delta
are provided. -66 “drop': software writes in this register to notify that a
packet has to be dropped. The sequence number is provided. [02591
Performance events numbers 37-43 are monitored by the packet table
access function.. PacketBufferControfler block 1403 (PBC) 102601 The
PBC block performs two top-level functions: requests enqueuing and
requests scheduling. The requests enqueuing function buffers the
redhestong’the’ garksoiifighicationdethearquustd sefiedisdimeifiesftemgiss path
SCW&H}HM&I e\&lﬂﬁgtiﬁ‘?oqéﬁ%%geﬁiﬂatt?‘g_é'isﬁdﬂ%&iﬁhe &Rﬁg&ﬁa{?&ﬁ'}% ister.
packet memory. Figuré 17 shows its blockdiagram. Request enqueun%g
function [02611 The purpose of this function is to receive the requests

Il the dj , i ' IEOs. Th
T S e T
R T BT T

t%e%ﬁa?éj Fﬁ?&i&%@%ﬁiﬁ{ gl; égf%s@’fﬁ%ﬁté%r?g NS FEAHRPISITAN MEPROLESDI0ck

path (named networ I the requests from the other sources are

c%gﬂgﬁguggeiﬁ}g&%r%w%%p%@ E{¢) The request from the ingress path is
e

stored In a register becau e scheduling function (described later) will

rﬁa’ﬁf prWﬁ%ﬁbE’¥ie°aﬂt¥e%&é£ﬁ§%évﬁﬂ}%ﬁéﬁs([%g%s%rb‘z}h%%ﬁg%gﬁgg %%g‘?d data), the

guaranteed to be served right away. -67 ave 2

SR EAH B VUGSRNES LBSY A8 U e BB Wi Bumber of valid bytes.

When all the necessary read requests have been done, the ‘oldest processed’ bit is set and
the total number of packets is decremented.

[0252] The ‘oldest_processed’ bit is reset when a new packet table entry is read.

The following configuration registers are read and/or written by the packet migration
function:

o ‘default egress channel’: this is the egress channel in case the encoded egress channel in the
packet descriptor is 0x1.

e ‘to transmit ptr’: the pointer to the oldest packet descriptor in the packet table

e ‘head growth space’: the amount of space reserved for each packet so that its head can grow.
This information is needed by the packet transmission function to correctly update the

occupancy figure when a packet is dropped or transmitted out.

[0253] There are no performance events associated to packet transmission function.

Packet table access function

[0254] The purpose of this function is to schedule the different accesses to the packet

table. The access can come from the packet insertion function, the packet migration
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valid requests, a signal is sent to the corresponding source for flow control
purposes. 10264] For the requests coming from the tribes [and the GLB
DMA and tribe-like requests - TBD] block, the requests enqueuing

function performs a transformation of the address as follows: If the
address falls into the configuration register space containing the
configuration registers and the packet table), the upper 18 bits of the
address are zero'ed out (only the 14 LSB bits are kept, which correspond
theciomfijarabat feyiswissiomibae)ionhandgpen 30w aerilyovatidhe PBM
registers correspond to the 512 entries in the packet table (2 consecutive
inderfigp@dation registers compose one entry). If the address falls into the
packet buffer space, the address is modified as follows: Bit 16 becomes
B35t BitiisdusomeBitsiBe Witkey tibledselfl 6168 B Phistidedothertdore, the
convert the 512KB logical space of the packet buffer that software sees to
i vy cah e KBpepie thalsund ditdpt ge ter arsa et d lbek B titse the packet
specifies whether the access is to the packet buffer or the configuration
esgisien Spwtien forefigldisingichion teeniniss afectablassatfeddpbbydawyery
configuration register. [0267] Performance events numbers 64-86 and 58
exdqeohitoreallsy tHerpacra A rforefURetbircRaGI-steusedsdbiafipry request
function [02681 This function looks at the oldest request in the FIFOs and
aedestis @i ismemie tHesshisdwiks williebysaikenhenisohpnT e wesh bisitome.
schedule as many requests (up to 8, one per bank). It will also schedule

[B26lone Thguekeduderdyasie firatdavtasy tsbepamiigplatieoncdepisiadisgdbe highest
priority to the packet insertions from the packet insertion tribe. Second highest priority
are the requests from software through the PBM interface, followed by the requests from
the packet migration function and finally the requests from the packet transmit function.
The access to the packet table takes one cycle, and the result is routed back to the source
of the request.

[0257]) The requests from software to the packet table can be divided into two types:

e Direct accesses. The packet table is part of the address space; software can perform reads and
writes to it.

o Indirect accesses. Whenever software writes into the ‘drop’ or ‘done’ configuration registers,
the hardware generates a write access to appropriate packet table entry with the necessary

information to update the status of the packet.

[0258] All the reads/writes performed by software to the configuration registers of the
PLD block are handled by the packet table access function. The only configuration
registers not listed above are:

e ‘done’: software writes in this register to notify that the processing of the packet is

completed. The sequence number, egress channel and head growth delta are provided.
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[0269] The packet buffer memory is organized in 8 interleaved banks.

Each bank is then 64KB in size and its width is 64 bits. The scheduler will
compute into which bank the different candidate requests (the oldest
requests in each of the FIFOs and the network in register) will access.

Then, it will schedule one request to each bank, if possible. [0270] The
scheduler has a fixed-priority scheme implemented as follows (in order of
priority): Ingress requests Egress requests Global requests - TBD Tribe
reqdecns: SPhievatbavridefuiadty wiegistsatodfdifiytahonacket hisdivbe dRpad. The sequence
bankes yyill giﬁgo‘ml%@ccess of the tribe with the lowest index, whereas odd
banks will pick the access of the tribe with the highest index. Since the
accesses of a tribe are expected to be usually sequential, consecutive

ses | [ rov r

e e P A e Sy B e B BB GE0 A W acces
£Q0figyration register space, no other configuration space access will be
scheduled from any of the tribes of GBL until the previous access has

PS&&{iﬁ{fPJm%ﬁtlgﬁZ@i,[ggi§fhw§?pggoes not get affected nor affects any
' [ or

configuration register. [0273] Performance events numbers 32-39, 48-55,
K26Md 59Tarcbioritorkdpdyorines (eaclost lensd divatiommtioguests enqueuing and
PacketBufferMemory block 1404 (PBM) -69 102741 The purpose of this
Isiptsistissphiioan The reqpesisteetivipadiestinuititinethe rpanestieto the packet
configuration register space. When the result of the access is ready, it will
buffer, and the requests scheduling performs the scheduling of the oldest request of each

source into the 8 banks of the packet memory. Figure 17 shows its block diagram.

Requests enqueuing function

[0261] The purpose of this function is to receive the requests from all the different
sources and put them in the respective FIFOs. There are a total of 10 sources (8 tribes,
packet stores from the ingress path, packet reads from the egress path) [and DMA and
tribe-like requests from the GLB block - TBD]. Only one request per cycle is allowed
from each of the sources.

[0262] With the exception of the requests from the ingress path (named ‘network in’)
all the requests from the other sources are enqueued into corresponding FIFOs. The
request from the ingress path is stored in a register because the scheduling function
(described later) will always provide priority to these requests and, therefore, they are

guaranteed to be served right away.
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route the result (i f needed) to the corresponding source of the request.

The different functions in this block are the configuration register function

and the result routing function. Fig. 18 shows its block diagram. 102751

The packet buffer is part of this block. The packet buffer is 256KB in size

and it is physically organized in 8 interleaved banks, each bank having

one 64-bit port. Therefore, the peak bandwidth of the memory is 64 bytes

per cycle, or 2.4G bytes/sec. Configuration register function [02761 The

R Gkchedll gk iiphQ’s rerpi2 sntuaheachyrfigusdidoen re distegepace? Thiges with

function serves this request. If the configuration register number falls into

thdi dgonfignty.atisighadgistens thtbetbisrhspetidin Cemtred St genv contr@purposes.

event[O..7] and "pert counter value[0..7]"), this function executes the

(62pdist; ot thegeqtsstycquisg otnrtwdobss forolie tGEB IPMARL Bibe-like

blocks. One of them will execute the request, whoever controls the

coesiporlding blonfigirattonasts isteneiBT It cTivs parfotion keepseracitiod of the

the events that the PIF, PLD and PBC blocks report, and keeps a counter

foldrgsstesg@faese events (software can configure which ones to keep

track). Result routing function [02781 The result routing function has the

goalfdhicaddivhsdaheingstit obhbtuthmpagietenpatogoateesg dredctindiguration registers

configuration register.space access.and.rout it to the source of t .

oo e g B e B B MR TGS AN Bty the 14 L5 b

infoarndtiph whitleomespstdithéctonis datetionremsidtowdside Tiiseneptind 024 configuration

result should go. The possihle,destinatians of the . r of th yest are ..

the SRy SoRBpil RO AP AR R B MR (R e ShAffirason
registers compose one entry).

e Ifthe address falls into the packet buffer space, the address is modified as follows:
e Bit 16 becomes Bit 17
e Bit 17 becomes Bit 18
e Bit 19 is reset.

[0265] This is done to convert the S12KB logical space of the packet buffer that
software sees to the physical 256KB space. Also, a bit is generated into the FIFO that
specifies whether the access is to the packet buffer or the configuration register space.
[0266] This function does not affect or is affected by any configuration register.
[0267] Performance events numbers 64-86 and 58 are monitored by the packet

insertion function.

Requests scheduling function

[0268] This function looks at the oldest request in the FIFOs and schedules them into

the 8 banks of the packet memory. The goal is to schedule as many requests (up to 8, one
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egress path (network out requests) that do not need confirmation of the
writes. [02801 The results come from the packet buffer memory and the
configuration register function. 102811 No performance events nor
configuration registers are associated to this function. Interconnect Block

of the Porthos Chip Overview [02821 The migration interconnect block of
the Porthos chip (see Fig. 1, element 109) arbitrates stream migration
requests and directs migration traffic between the network block and the
Bithbel). lit atgd alssshleduleaglbrkecanduastiiesyeledhts auashsdbentarfigptstion
and reset. Interfaces [02831 Interface names follow the convention
rggsteaspecevhere S is source block code and D is destination block code.
The block codes are: T: Tribe I: Migration interconnect G: Controller
(02041 Fichensiket babfer providings lengriisd 1o Sribteegregsbipgkisoiadh foank is
7), giving name and description. 102851 Fig. 20 is a table providing

thete fEKB o diztveodktbwtkhwitbririaimd hedclidsbriptidincordR86 inFagyiaittidank
a table providing interface to global block, with name and description.
tieiddthuint odrdidate: requests (the oldest requests in each of the FIFOs and the network

in register) will access. Then, it will schedule one request to each bank, if possible.
[0270] The scheduler has a fixed-priority scheme implemented as follows (in order of
priority):

e Ingress requests

e Egress requests

¢ Global requests - TBD

e Tribe requests. The tribe requests are treated fairly among themselves. Even banks will pick
the access of the tribe with the lowest index, whereas odd banks will pick the access of the
tribe with the highest index. Since the accesses of a tribe are expected to be usually
sequential, consecutive accesses will visit consecutive banks, thus providing a balanced

priority to each tribe.

[0271] Whenever a tribe or GBL request accesses the configuration register space, no
other configuration space access will be scheduled from any of the tribes of GBL until the
previous access has been performed.

[0272] This function does not get affected nor affects any configuration register.
[0273] Performance events numbers 32-39, 48-55, 57 and 59 are monitored by the

packet insertion function

PacketBufferMemory block 1404 (PBM)
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TRIBE-FULL 3 TRIBE-NEARLY-FULL 2 TRIBE HALF FULL 1 TRIBE
EMPTY 0 Migration Protocol Timing 102871 A requester sends out
requests to the interconnect, which replies with grant signals. If a request
is granted, the requester sends 64-bit chunks of data, and finalizes the
transaction with a finish signal. The first set of data must be sent one cycle
after "grant."” The signal "last" is sent one cycle before the last chunk of
data, and a new request can be made in the same cycle. This allows the
[92Vdtiata Tiamplepass ieddpe hlfghisdhactfiaiate dequchbls becprokea Seffiesd.
102881 Arbitration is ongoing whenever the destination tribe is free.
mebigatiortio cenfigynhansreisibespabaWanenregvliraf (Becassersad wwady, it will
can restart one cycle after "last" is asserted for network-tribe /

ipraée thp repide (hipestion fohtheossppersiioiesaureet thoredbest trilbe different
migration. [02891 There is a race condition between the "last" signal and
frctioni isigrablvelearsdbe coigfngiretinnoegisier Smnshomand drrareydicaftog
"grant” while the earliest "full" arrives 4 cycles after "grant” from tribe. To
fameitbthiBigatd dunditrplesll Pasvent overflow, the "almost full to full” is
used for 3 cycles after a grant for a destination tribe. 102901 The
02bork- fidtsepAckiebutiitya srivt afl o bt ol hivmingk et mikdoumsiASoIgBAR size and
Interconnect modules [02911 Fig. 40 illustrates interconnect modules, The
iikepbopidelty breericehisisingt Bativdhaeles, ariEbamt havthgersoftédtd padnt
information and activate a new stream to process the event. An Arbiter

Hhstritasp ieareak banitradbrobtmmsmenuirces taies per cycle, or 2.4G bytes/sec.

Configuration register function
[0276] The PBC scheduled up to 1 request to the configuration register space. This

function serves this request. [f the configuration register number falls into the
configuration registers that this function controls (‘perf counter event[0..7]" and
‘perf_counter value[0..7]), this function executes the request; otherwise, the request is
broadcast to both the PIF and PLD blocks. One of them will execute the request, whoever
controls the corresponding configuration register.

[0277] This function keeps track of the events that the PIF, PLD and PBC blocks
report, and keeps a counter for up to 8 of those events (software can configure which ones

to keep track).

Result routing function

[0278] The result routing function has the goal of receiving the result of both the
packet memory access and the configuration register space access and rout it to the source

of the request.
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destinations. A Crossbar module directs data from sources to

destinations. Arbiter Arbitration problem 102921 There are | 1 sources of
requests, the 8 tribes, the network block, the event handling module and
transient buffers. Each source tribe can make up to 7 requests, one for
each destination tribe. The network block, event handling module, and
transient buffers each can make one request to one of the 8 tribes.
102931 If there's a request from transient buffers to a tribe, that request
has the highest priority and no arbitration is necessary for that tribe. If
transient buffers are not making request, then arbitration is necessary.
[02941 Fid o4l thastthte Siactiritackomeyl FrmOC et draphreaeoropbd Ieeest, which
Each point is a possible match, with 1 representing a request, and X
imlataning Wed o Aeatdh VAerbhe 7okl id sesdihe Haasddladestindissg ahthe
entire row is unavailable for consideration in prioritization and appear as
esvded inaeansstareriberrmpcauieensacarrep tivdhediBarvish 2ee saeeptioi of the
the corresponding destination is busy. [02951 The arbiter needs to match
eEEsepUBREtith oW aetnestioiliat dadtotangasicasfianataniatite witestion of
the interconnect, while also preventing starvation. 102961 A round-robin
k9380t zingl bereswidsicon Bom dhearaabstirnEet mumeery apd fiocebigBetiphe
first stage selects one non-busy source for a given non-busy destination.
rPEBtesdEBeiEPEtage resolves cases where the same source was selected
for multiple destinations. 102971 At the end of the first stage, a crossbar
084 beledty earforeeateduels YT erdetirii one Qs arTae AscotintadSoARis
the end of the second stage, the "grant” signals can be calculated by
fomeling the entire destination column.

Interconnect Block of the Porthos Chip

Overview

[0282] The migration interconnect block of the Porthos chip (see Fig. 1, element 109)
arbitrates stream migration requests and directs migration traffic between the network
block and the 8 tribes. It also resolves deadlocks and handles events such as interrupts

and reset.

Interfaces

[0283] Interface names follow the convention SD_name, where S is source block
code and D is destination block code. The block codes are:

T: Tribe
[: Migration interconnect

G: Controller
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102981 Each source and each destination has a round-robin pointer. This
points to the source or destination with the highest priority. The
round-robin prioritization logic begin searching for the first available
source or destination beginning at the pointer and moving in one
direction, 102991 Fig. 42 illustrates arbiter stages. The arbitration scheme
described above is "greedy," meaning it attempts to pick the requests that
can proceed, skipping over sources and destinations that are busy. In
Hi2@4lwordsgwien atednmeetidinis st apetetmibert raggingdrand o 7), giving
destination, the source and destination are locked out from later
sahitranddeswiptiehis scheme, there are cases when the arbiter starves
certain context. It could happen that two repeated requests, with

283k ppirtg grafsaetia ¢ipres dosniptertasstiotNetwodg blsts, fraiin temiegnd
processed. To prevent this, the arbitration operates in two modes. The
fiestmptide. is "greedy” mode as described above. For each request that
cannot -74 proceed, there is a counter that keeps track of the number of
tR86] that ey dé 38 hdabheeevakippietkriddeen ghebebbliotds;, redichemaand
threshold, the arbitration will not skip over this request, but rather wait at
tlvecragdigest until the source and destination become available. If multiple
requests reach this priority for the same source or destination, then
one-by-one will be allowed to proceed in a strict round-robin fashion. The
ﬁﬁg%lﬁﬁg& he.set via the Greedy Threshold configuration register.
Utilization [0300] Utilization of the interconnect depends on the nature of
midBiidrJiflonly oné source is requesting all destinations (say tribe0
Wﬁ%ﬁt%@@rﬁﬁisoug:es are requesting one destination, then the
maxintum utilization 1s 12.5% (1 out of 8 possible simultaneous
¢BABECtibhsY,_ftHd-flow of migration is unidirectional, (say network to

TRIBE EMPTY 0

Migration Protocol Timing

[0287] A requester sends out requests to the interconnect, which replies with grant
signals. If a request is granted, the requester sends 64-bit chunks of data, and finalizes the
transaction with a finish signal. The first set of data must be sent one cycle after "grant.”
The signal "last" is sent one cycle before the last chunk of data, and a new request can be
made in the same cycle. This allows the new data transfer to happen right after the last
data has been transferred.

[0288] Arbitration is ongoing whenever the destination tribe is free. Arbitration for a
destination tribe is halted when "grant" is asserted and can restart one cycle after "last" is
asserted for network-tribe / interrupt-tribe migration, or the same cycle as "last" for tribe-

tribe migration.
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tribeO, tribe0 to tribel, etc.), then the maximum utilization is 100%.

Deadlock Resolution [0301] Fig. 43 illustrates deadlock resolution.

Deadlock occurs when the tribes in migration loops are all full, i.e. tribe |
requests migration to tribe 2 and vice versa and both tribes are full. The

loops can have up to 8 tribes. [0302] To break a deadlock, Porthos uses

two transient buffers in the interconnect, with each buffer capable of

storing an entire migration (66 bits times maximum migration cycles). The

g Ution Tdgtreistavaeeisonsdisinnrbet waendestilastionenrdl ansithgesehasisnal. The
wanting to migrate out) can be sent to a transient buffer. The transient
skeiamidreternds serjtieSopriofgnastclsitbes ermgratiote tbasearliest “full” arrives
destination, while at the same time the destination redirect a migration to
freyelss siert araidrironibepmaspiHdlis transraditivs snskereepboyrsfine, the
meanlng no other transfer is allowed to the destination tribe and the tribe
ielmenshiieihviscitd sisaired Hen? srelsrafisrmisss forris v isstibmdicated

to the target tribe by the signal IT transient swap_valid#. The migrations
If298hd olibefNstwarsiatheuFrape-triee thigkmion nipteseblimingeshgba in Fig. 22.
migrations. [0303] This method begins by detecting only possibility of
deadlock and not the actual deadlock condition. It allows forward
piegiesmv¢hirokhdiing for the actual deadlock although there maybe

en |OCkJS found. It als tlal redu the .
E@?‘S@areeﬁ&%ﬁ&ﬁﬂ@ T gfffk!&wnﬂsts of 3
tion uses th tran ient buffers WI|| |ncur average of
RS AR i AR AT e fd&l&?g A shaiream o
com Ie ra del don'tim erfor ance significantl
rr(?c(:;esfhe |g?§t|é}}1n)|s ﬁl 515%/0 ieu%erffl%r ?a&o{é%ﬁna on’ rseélrﬁff an

destinations. A Crossbar module directs data from sources to destinations.

Arbiter
Arbitration problem

[0292] There are 11 sources of requests, the 8 tribes, the network block, the event
handling module and transient buffers. Each source tribe can make up to 7 requests, one
for each destination tribe. The network block, event handling module, and transient
buffers each can make one request to one of the 8 tribes.

[0293] If there's a request from transient buffers to a tribe, that request has the highest
priority and no arbitration is necessary for that tribe. If transient buffers are not making

request, then arbitration is necessary.

[0294] Fig. 41 illustrates a matching matrix for the arbitration problem. Each point is

a possible match, with 1 representing a request, and X meaning illegal match (a tribe
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[0305] Using transient buffers will suffice in all deadlock situations

involving migration: Simple deadlock loops involving 2 to 8 tribes Multiple
deadlock loops with | or more shared tribes Multiple deadlock loops with

no shared tribe Multiple deadlock loops that are connected [0306] In the

case of multiple loops, the transient buffers will break one loop at a time.

The loop is broken when the transient buffers are emptied. [0307]

Hardware deadlock resolution cannot solve the deadlock situation that

g dosesaliardfdeursanbyiskdhesatiprowasripavitilable Huagivdddasbdon in
waits for some result -76 from a tribe in the another deadlock loop that has
mirtitivatincardraepeavies o st [bopnatehins aratbkfbasaniibecyietitheolumn is
first deadlock loop and can never break that loop. Event module 103081
29y Rafrthag s yasenorting Aestinrbionlés H8vns a new stream in tribe 0 to
process reset event. This reset event comes from global block. The reset
N28fdr is BlearbiieB Feode G0W[OR US| Eyesstehsdibidsphination insuctraran as to
via the interconnect logic based on external and timer interrupts. The
wetanizmdiizptoreetdhdsniwgo00etsohio3l ®ipFaehtingestiapeiomaskable

by writing to Interrupt Mask configuration registers in configuration space.
[PR&%E areAnierntkthbdERItiEnEIprheaTs fevdpdtted. cmbbdifivestt. mMidgiodre two
the interrupt is directed to any tribe that is not empty. This is accomplished
fyeehe Ihvantshabatiglschaeikipeereeiubuss souaficd dfesgivatinetriness. dashigation. The
there is a grant to one tribe, the event module stops making requests to
rowditageirseldericasastvahaifgilatismfposource was selected for multiple destinations.

[0297] At the end of the first stage, a crossbar mux selects can be calculated by
encoding the destination columns. At the end of the second stage, the "grant" signals can
be calculated by OR-ing the entire destination column.

[0298] Each source and each destination has a round-robin pointer. This points to the
source or destination with the highest priority. The round-robin prioritization logic begin
searching for the first available source or destination beginning at the pointer and moving
in one direction.

[0299] Fig. 42 illustrates arbiter stages. The arbitration scheme described above is
"greedy," meaning it attempts to pick the requests that can proceed, skipping over sources
and destinations that are busy. In other words, when a connection is set up between a
source and a destination, the source and destination are locked out from later arbitration.
With this scheme, there are cases when the arbiter starves certain context. It could
happen that two repeated requests, with overlapping transaction times, can prevent other
requests from being processed. To prevent this, the arbitration operates in two modes.

The first mode is "greedy" mode as described above. For each request that cannot
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the interrupt handling stream. In the second method, the interrupt is being
directed to a particular tribe. The tribe number for the second method as
well as which method are specified using Interrupt Method configuration
registers for each interrupt. [03111 The event module has a 32-bit timer
which increments every cycle. When this timer matches the Count
configuration register, it activates a new stream via the migration
interconnect. 103121 The interrupt vectors default to 0x80000180 and are
wlvaegh diste vica lerenterptheidatersaorfigef tttomnebgs tdrE mak a8 Egjiest has been
External interrupt occurs when the external interrupt pin is asserted. IF no
sthiered . is Whaildbéectordccegatbise drttereshptd st iatitratdo nsvp B maingkipriite this
thread becomes available. 10314] In order to reserve some threads for
wypestidadadtbativatiehthanegretivess iFtoesonesmvant destinaiben dendpee available.
limited. These limits are set via Network Migration Limit configuration
Yoyistéinks (twestisreornd fus miloeity\idndhetbraneusmives of destaatiom therilsme-by-one
reaches it's corresponding limit, new migrations from network to that tribe
wrt baaitdeiedtio thecpedriberstichresbrdhopfablaiow the limisholdssbhe set via
module [0315] Fig. 44 is an illustration of the crossbar module. This is a

the {mgady, Bunstmlds avibgststipnEegistanput is comprised of a "valid” bit,

64-bit data, and a "last" bit. Each output is comprised of the same. For

each output, there's a corresponding 4-bit select input which selects one
etili%-ppyts for that particular output. Also, for each output, there's a 1-bit
Input which indicates whether the output port is being selected or busy.
IPRRPTbusytbizisigaNID e wittrapensel denst dy afidhanguiaof g thiaeithdsenly one
signals are

source is requesting all destinations (say tribeQ wants tribel-7) or if all sources are

requesting one destination, then the maximum utilization is 12.5% (1 out of 8 possible
simultaneous connections). If the flow of migration is unidirectional, (say network to

tribe0, tribe0 to tribel, etc.), then the maximum utilization is 100%.

Deadlock Resolution

[0301] Fig. 43 illustrates deadlock resolution. Deadlock occurs when the tribes in
migration loops are all full, i.c. tribe | requests migration to tribe 2 and vice versa and
both tribes are full. The loops can have up to 8 tribes.

[0302] To break a deadlock, Porthos uses two transient buffers in the interconnect,
with each buffer capable of storing an entire migration (66 bits times maximum migration
cycles). The migration request with both source and destination full (with destination
wanting to migrate out) can be sent to a transient buffer. The transient stream becomes
highest priority and initiate a migration to the destination, while at the same time the

destination redirect a migration to the second transient buffer. Both of these transfers

_75.-



valid only when the port is busy. The output is registered before being

sent to the destination tribe. Performance Counters ]0316] With
performance counters the performance of the interconnect can be
determined. An event is selected by writing to the Interconnect Event
configuration registers (one per tribe) in configuration space. Global holds
the selection via the selection bus, and the tribe memory interface returns
to global the selected event count every cycle via the event bus. The
negdrigsbgretonistanpaningarooithet tresstea roatlsiaka teribe deftipation trbg and the
period of time Number of requests and number of grants for each
teibstinatballiorep brizng wh tewe stikeer sgtuiniectfo e quessiseo yirhedvé talthe
Average time from request to grant for each destination Average time
thepet rabeibytihe geant for banshestusiver Avbifage Thigrattstivnsdrdoaralout of a
Average migration time per destination Average migration time per
tsensicat Ceotiigusaiba Resreteda3B 1ibPHa kowfigiataion registers for
interconnect and their memory locations are: Interrupt Masks 0x70000800
[%83upt Héiringodioaiognadearatirzonitp00s808 oYieadrBEodgno the

Timer Interrupt Vector 0x70000818 External Interrupt Vector 0x70000820
actual deadlock condition. It allows forward progress while looking for the actual

deadlock, although there maybe cases where no deadlock is found. It also substantially
reduces the hardware complexity with minimal impact on performance.

[0304] A migration that uses the transient buffers will incur an average of 2 migration
delays (a migration delay is the number of cycles needed to complete a migrate). The
delays don't impact performance significantly since the migration is already waiting for
the destination to free up.

[0305] Using transient buffers will suffice in all deadlock situations involving
migration:

Simple deadlock loops involving 2 to 8 tribes
Multiple deadlock loops with 1 or more shared tribes
Multiple deadlock loops with no shared tribe
Multiple deadlock loops that are connected

[0306] In the case of multiple loops, the transient buffers will break one loop at a

time. The loop is broken when the transient buffers are emptied.

[0307] Hardware deadlock resolution cannot solve the deadlock situation that involve

software dependency. For example, a tribe in one deadlock loop waits for some result

=76 -



Greedy Threshold 0x70000828 Network Migration Limit 0Ox70000830

Memory Interface Block Porthos Chip Overview [0318] This section

describes the microarchitecture of the memory interface block, which
connects the memory controller to the tribe and the global block. Fig. 45
illustrates the tribe to memory interface modules. Interfaces [0319]

Interface names follow the convention SD-signal name, where S is source
block code and D is destination block code. The block codes are: T: Tribe
fprr asebe entier ypnatbefdsadlock deep iheigsnednibolie cocnaridi gie first loop.
[0320] Fig. 23 is a table illustrating Interface to Tribe. [0321] Fig. 24 is a
Taptsiinidmaienyitiessadectth Glispalcidlrk] ey arg pamnavse bikpkthahigop.

interface to Tribe Memory Controller. [0323] Request types (not command
type) are: MEM_UREADO MEM_SREADI MEM_WRITE2
MRENMLERGAD_RET 4 MEMSREADRET 5

[0308] Upon hardware reset, an event module spawns a new stream in tribe 0 to
process reset event. This reset event comes from global block. The reset vector is PC =
0xBFC00000.

[0309]  Event module spawns a new stream via the interconnect logic based on
external and timer interrupts. The default interrupt vector is 0x80000180.

[0310] Each interrupt is maskable by writing to Interrupt Mask configuration registers
in configuration space. There are two methods an interrupt can be directed. In the first
method, the interrupt is directed to any tribe that is not empty. This is accomplished by
the event module making requests to all 8 destination tribes. When there is a grant to one
tribe, the event module stops making requests to the other tribes and start a migration for
the interrupt handling stream. In the second method, the interrupt is being directed to a
particular tribe. The tribe number for the second method as well as which method are
specified using Interrupt Method configuration registers for each interrupt.

[0311] The event module has a 32-bit timer which increments every cycle. When this
timer matches the Count configuration register, it activates a new stream via the

migration interconnect.

[0312] The interrupt vectors default to 0x80000180 and are changeable via Interrupt

Vector configuration registers.
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6 MEM_WRITE_RET MEM ERROR RET 7 -80 Memory size codes are:
MEM_SIZE_8 0 MEM_SIZE_16 | MEM_SIZE 32 2 MEM_SIZE_64 3
MEM_SIZE 128 4 MEM SIZE 256 5 Interface timings Tribe to tribe

memory interface timing: [0324] Tribe sends all memory requests to tribe
memory interface. The request can he either access to tribe's own

memory or to other memory space. If a request accesses tribe's own
memory, the request is saved in the tribe memory interface's request

k. EBeemi svervpiglobus bibek heevpirrsentaraipt aghivasbreted. Ifno
gueues have a corresponding full signal, which tells tribe block to stop
depdiing aeiablt to agrept dreassonuin theataoppisisasedjog 2aila theraddideomes
valid if the valid bit is set and must be accepted by the tribe memory
ealsbltee block. Due to the one cycle delay of the full signal, the full signal
must be asserted when there's one entry left in the queue. [0326] Figure

KB Il stralatdodeaasivecrsrmedity dade fiercey eirbiprged fievatiemsoryigrations from

interface to controller timing:
network to a tribe can be limited. These limits are set via Network Migration Limit

configuration registers (there is one per tribe). When the number of threads in a tribe
reaches it's corresponding limit, new migrations from network to that tribe are halted until

the number of threads drops below the limit.

Crossbar module

[0315] Fig. 44 is an illustration of the crossbar module. This is a 10 inputs, 8 outputs
crossbar. Each input is comprised of a "valid" bit, 64-bit data, and a "last" bit. Each
output is comprised of the same. For each output, there's a corresponding 4-bit select
input which selects one of 10 inputs for that particular output. Also, for each output,
there's a 1-bit input which indicates whether the output port is being selected or busy.
This "busy" bit is ANDed with the selected "valid"” and "last" so that those signals are
valid only when the port is busy. The output is registered before being sent to the

destination tribe.

Performance Counters

[0316] With performance counters the performance of the interconnect can be
determined. An event is selected by writing to the Interconnect Event configuration

registers (one per tribe) in configuration space. Global holds the selection via the
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[0327] This interface is different from other interfaces in that if memory
controller queue full is asserted, the memory request is held until the full

signal is de-asserted. 10328 Fig. 27 illustrates tribe memory interface to
controller timing Tribe memory interface to global timing: [03291 Tribe

memory interface can send request or return over the transaction bus (MG
transaction*). Global can send request or return over the GM transaction

set of signals. [03301 Fig. 28 illustrates tribe memory interface to global
sohemiphibe andiheryihstarearebioiskinsodefless nmlobabiiglec fo8al¢vVERisount
module accepts requests from tribe and global. If the request from tribe
Hasvadlesiathigterednd ithid hhevergarer tribe memory space, the request

is valid and can be sent to request queue module. If the request has

address theetfdisobsidErtgacstermgd, tatae regberseigintsored porine of Gz
block. Thetribe number is tagged to the request that .gqes.to global block. :
103321 GIoB BIaoh S S LA oL EArLS & oo i poiSa oftime
address fallsewiihimtb éroange efsthatgdbesy erdimory space. 103331 The

input mod%e sele(%ts one valid reg?est tot f.end tl%e uest buffer, which

has onry oné’ﬁrﬁlﬁﬁt lpr)%ert.r‘?‘lﬁeres%]l%sctlg RS ISTEWST Piek Chved tribe

requess if theseags eidsavadreqQest stsgadit fn dacosRgdribe request, or if
there's only saved tribe request Else pick saved global request if there's

only saved )BBET PEGIAA" BREN™RIncoming tribe request if it exists
Else pick inseraiRthalobabierbeptiidétinsion

e Average migration time per source

Configuration Registers

[0317] The configuration registers for interconnect and their memory locations are:

Interrupt Masks 0x70000800
Interrupt Pending 0x70000804
Timer 0x70000808
Count 0x70000810
Timer Interrupt Vector 0x70000818
External Interrupt Vector 0x70000820
Greedy Threshold 0x70000828

Network Migration Limit 0x70000830
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10334 The module sends flow control signals to tribe and global: -82 Stall
tribe requests if there's incoming global request Stall global requests if
there's incoming tribe request [0335] Save global input if input is not
selected during mux selection and saved input slot is free. Else keep old
saved input. Similarly for tribe input. [0336] Fig. 29 illustrates input
module stall signals [0337] Fig. 46 illustrates the input module data path.
[0338] Request buffer and issue module: [0339[ Fig. 49 is an illustration of
a request Buffer and |ssiMeveatyilnter{ags BlackdPanthes Chiphe queue.
When there is a new request, the address and size of the request is
compared to all the addresses and sizes in the request buffer. Any
QepBienncy is saved in the dependency matrix, with each bit
r;@ﬂfﬂse”“ﬂﬂ&&%%’li%@&%@?ﬂ\é’ﬁﬁ&&‘éﬁ%}ﬁ{&%% oY YRER AR P IM TS Yok,

o memory controller, the corresponding dependency bits are™ cleared in

MERbGLeeNIER I3, Thediffsrfnidensodenaies Risi MUde-#lle e iiiGstrates

the second write overwrites data written by the first write, so the secon
WEtRES poh iRt dhe-RrggaRsed before the first write.

Write-after-read: The read should not be affected by the write. Thus, the
write is not be allowed to be processed before the read. Read-after-write:
If there are not enough bytes in the writebuffer to forward to the read,
ttsrfaeese’s no forwarding and the read is not allowed to be processed

RATE thanWiig l034d Aot ark alit/read SONGERS MAMCIEHeLeiSac.

address between the reads,
block code and D is destination block code. The block codes are:

T: Tribe
M: Tribe memory interface
L: Tribe memory controller

G: Controller

[0320] Fig. 23 is a table illustrating Interface to Tribe.
[0321] Fig. 24 is a table illustrating interface to Global.
[0322] Fig. 25 is a table illustrating interface to Tribe Memory Controller.

[0323] Request types (not command type) are:

MEM_UREAD 0
MEM_SREAD |
MEM WRITE 2

MEM_UREAD RET 4
MEM_SREAD RET 5
MEM_WRITE RET 6
MEM_ERROR RET 7
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the reads can be reordered. -83 Each entry has: 1-bit valid 27-bit byte
address 3-bit size code of read data requested 5-bit stream number 3-bit
tribe number 5-bit register destination (read) 64-bit data (write) 16-bit
dependency vector [0342] This module also reorders and issues the
requests to the memory controller. The reordering is necessary so that
the memory bus is better utilized. The reordering algorithm is as follows:
If an entry is dependent on another entry, it is not considered for issue
Memilotyesiciepuledery is cleared. Find all entries with address in a bank
iferestsom any issued rgquest in the previous n cycles, where n is the
striping distance (i.e. 8 for RLDRAM at 300MHz). Separate the eligible
MEMeSTiato Féads and writés Try to issue up to x number of the same type
NIERE QiMurite) before switghing to another type. If the other type is not
available, continue issuing the same type. Save the bank number of the
NeBlYedb FEBL@4t in history tdble. [0343] A count register keeps track of the
NEP|EAf vajid entries. If ghe number reaches a watennark level, both the

MT_int_request queue_full and
MEM SIZE 256 5

Interface timings

Tribe to tribe memory interface timing:

[0324] Tribe sends all memory requests to tribe memory interface. The request can
be either access to tribe's own memory or to other memory space. If a request accesses
tribe's own memory, the request is saved in the tribe memory interface's request queue.
Else, it is sent to global block's request queue. Each of these queues have a
corresponding full signal, which tells tribe block to stop sending request to the
corresponding memory space.

[0325] A request is valid if the valid bit is set and must be accepted by the tribe
memory interface block. Due to the one cycle delay of the full signal, the full signal must
be asserted when there's one entry left in the queue.

[0326] Figure 26 illustrates tribe to tribe memory interface timing.
Tribe memory interface to controller timing:

[0327] This interface is different from other interfaces in that if memory controller

queue full is asserted, the memory request is held until the full signal is de-asserted.
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MGreq_transactionfull signals are asserted. [0344] Write buffer: [0345]
Fig. 47 lllustrates a write buffer module. -84 103461 The write buffer
stores 16 latest writes. If subsequent read is to one of these addresses,
then the data stored in the write buffer can be forwarded to the read.
[03471 Each entry has: 8-hit valid hits (one for each byte of data) 32-bit
address 64-bit data 4-bit LRU [03481 When there is a new read, the
address of the read is compared to all the addresses in the write buffer. If
988! is a Fetghinetdtantfloememdsy fiderdace e cootvodietduning3491
When there is a new write, the address of the write is compared to all the
" eneiagiinittieraeféotitlesl timigre is a match, the write data replaces
W”te %&rlﬂﬂ&%ﬁﬁ%@f@& Ba%"s‘l:?&f‘Eleq‘iﬂ:%t"&?ﬁ%tﬂﬂ%&&péﬁé:ﬁﬁn%gﬁl% bus

e writebuffer entry. The replacement entry Is picked based on LRU bits,
arectihadbeiae (B304 L8 DeyRRLIGBSBLIIBINY QURNG! WAHSRUTE . ( of
entries, only writes from local tribe are allowed to replace an entry. Writes

|other tribes are only used to overwrite an entry with the same
address. [03511 LRU field indicates how recent the entry has been
pasepSedr s HYANSEIE IWIRER K SHRRRIE R DIbOMSRRi) new entry

as LRU value of zero. Everytime there is an access to the'same entry
(forward from the entry or overwrite of entry), the value is

Tribe memory interface block modules
Input module:

[0331] This module accepts requests from tribe and global. If the request from tribe
has address that falls within the range of tribe memory space, the request is valid and can
be sent to request queue module. If the request has address that falls outside that range,
the request is directed to the global block. The tribe number is tagged to the request that
goes to global block.

[0332] Global block only send valid request to a tribe if the request address falls
within the range of that tribe’s memory space.

[0333] The input module selects one valid request to send to request buffer, which
has only one input port. The selection is as follows:

e Pick saved tribe request if there are 2 saved requests and an incoming tribe request, or
if there's only saved tribe request

e FElse pick saved global request if there's only saved global request

o Else pick incoming tribe request if it exists

¢ FElse pick incoming global request if it exists

[0334] The module sends flow control signals to tribe and global:
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reset to zero while the other entries’ LRU are increased by one. When a
LRU value reaches maximum, it is unchanged until the entry is itself
being accessed. -85 [03521 The replacement entry is picked from the
entries with the higher LRUs before being picked from entries with lower
LRUs. Return module: [03531 There are 3 possible sources for returns to
tribe: tribe memory, global, and forwarding. Returns from tribe memory
bound for tribe are put into an 8 entry queue. Memory tag information
arrives firsbfabitise reiepstssif durra’s intamingglnbalargiesi can be returned
to tribe jm [ i lLits.adrs it it f data returning
from thJe tr%%ﬂngé%rgé%%ﬁ %e ‘é%ggg?{?éﬂ gl)%%%{gg}%éﬁ%?the return to
tribe bus, memory block asserts MG_rsp_transaction_full signal to

&6?38?“”%%0%3@&1 ﬁﬁﬁgf’ﬁ’?&ﬁﬁ?@&P&%&thﬂ?oﬁggg%@o{éiJ&%Hﬁ“%%é“é‘gv/&ﬁ input

orwarded returns bound for tribe can proceed. 1 There are

Q&??& tfl%e?%%@ﬁég&?él@é%@& ﬁ?pglf)%”l‘}ﬁfsﬂﬁ &t F{HB’@{@’&Q forwarding.

ese must cont with tribe request e transaction bus. Returns

Lﬁ%%g_”?eﬁiﬁ?ﬁ‘éoﬂi}ﬁ?t?%é‘gi ﬁ?lﬁ@&lﬁ@aﬂ%@%ﬁgamther set of 8 entry

ueue. ThisTqueue is the similar to the que esignated for returns to

fibsy {035k .%@%4&&9@%@@94&%%@% B4R global bus, memory

asser ext request_ signal to stop the external

sts frpm tri rine . memory returns and/or forwarded returns
s SRR e

forg can proceed.]]_1 3571 All memory accesses are

{ﬁi‘s‘ﬁledt ihaorainal e et made e &g ereﬁﬁ? 1Sl “%v?ﬂﬁ[lt%fef‘ﬁrer}g%re 16

0 aCKNnow é%fge completion of writes. Reads are returne e rea
gﬁéﬁl‘%ss.@ﬂénfu%dgf OO AG LGN S N MAL A RER MO S BRYS S hest is
compared to all the addresses and sizes in the request buffer. Any dependency is saved in
the dependency matrix, with each bit representing a dependency between two entries.
When an entry is issued to memory controller, the corresponding dependency bits are
cleared in the other entries.

[0340] The different dependencies are:

o Write-after-write: the second write overwrites data written by the first write, so the
second write is not allowed to be processed before the first write.

o Write-after-read: The read should not be affected by the write. Thus, the write is not
be allowed to be processed before the read.

o Read-after-write: If there are not enough bytes in the writebuffer to forward to the
read, then there's no forwarding and the read is not allowed to be processed before the

write.

[0341] For read-after-read, if there's no write to the same address between the reads,

the reads can be reordered.
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-86 These are stream, regdest, type, size, offset, and data. Offset is lower
3 bits of the original address. Regdest, offset, size and data are relevant
only for reads. 103581 Stream, regdeset, size and offset are unchanged in
all returns. Type is changed to the corressponding return type. If there is
ECC uncorrectable error or non-existing memory error, the type
MEM_ERROR_RET is returned with read return. [03591 Read data
results are 64-bit aligned, so the tribe needs to perform shifting and
sign-extension if needed to get the final results. [03601 Fig. 48 illustrates
gglg}{gﬁwﬂ&qdule data path. Tribe memory configuration registers [0361]
The memory controllers are configured by writing to configuration registers
during inhitNahdon. These registers are mapped to configuration space
beginnmbng?,gd;{&ﬁ%sgxmoooooo. Global must detect the write condition
and broadcast to all the tribe memory blocks. It needs to assert the GM
initializé-tibsirofiedadireadideingeavevedister address and data to be
written o theMemessansaction bus. Please see Denali specification
for descriptions of controller registers. Assumptions about memory
controlfepitddBRnumbeRory controller IP is expected to have the following
functioggggtt_i%éiggqg&ﬁgﬁl&ge@ea%ﬁ read-modify-write is included for
unaligned accesses 8-entry ingress queue (data and command) 1-entry
egress okl dattaiyptetess up to 256-bit memory requests. Doesn't

include, gordgriRgRLWRIdINg features. -87

[0342] This module also reorders and issues the requests to the memory controller.
The reordering is necessary so that the memory bus is better utilized. The reordering

algorithm is as follows:

e [fan entry is dependent on another entry, it is not considered for issue until the

dependency is cleared.

¢ Find all entries with address in a bank different from any issued request in the

previous n cycles, where 1 is the striping distance (i.e. 8 for RLDRAM at 300MHz).

o Separate the eligible entries into reads and writes

e Try to issue up to x number of the same type (read or write) before switching to

another type. If the other type is not available, continue issuing the same type.

e Save the bank number of the issued request in history table.

[0343] A count register keeps track of the number of valid entries. If the number
reaches a watermark level, both the MT int request _queue full and

MG req_transaction_full signals are asserted.

[0344] Write buffer:

[0345] Fig. 47 lllustrates a write buffer module.
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Performance counters 103631 This block generates event counts for
performance counters. The event is selected by writing to Tribe Ml Event
configuration registers (one per tribe) in configuration space. Global holds
the selection via the selection bus, and the tribe memory interface returns
to global the selected event count every cycle via the event bus. The
events counted are: length of request queue length of return queue
write/read issued forwarded from write buffer global request stall global
response stall tribe request stall Tribe Block Microarchitecture Porthos
Chip Overview 103641 A Tribe block 104 (See Fig. 1) contains a

03déth re adibel pipe lwéleh storien g e Mtentsvitiiesprid cebsimyeot imadrictioens: f these
fits into the overall Porthos chip microarchitecture as shown in Fig. 33.
ThiseFrisethaictoadetiteoraddndishaiite b fiy.can b ficwardgstiatts tivad.

modules that implement the Tribe and the major data path connections
H3d7den tHade anfovibiss. [03651 A Tribe contains an instruction cache and
register files for 32 threads. The tribe block interfaces with the Network
block (Rblamtithhisdoretbidheh fsdelsfadatwrites), the Interconnect block
(for handlipg thread migration) and the Memory block (for

64-bit data
4-bit LRU

[0348] When there is a new read, the address of the read is compared to all the
addresses in the write buffer. If there is a match, the data from the buffer can be
forwarded.

[0349] When there is a new write, the address of the write is compared to all the
addresses in the write buffer. If there is a match, the write data replaces the write buffer
data. If there's no match, the write data replaces one of the writebuffer entry. The
replacement entry is picked based on LRU bits, described below.

[0350] To prevent frequent turning over of writebuffer entries, only writes from local
tribe are allowed to replace an entry. Writes from other tribes are only used to overwrite
an entry with the same address.

[0351] LRU field indicates how recent the entry has been accessed. The higher the
number, the less recently used. A new entry has LRU value of zero. Everytime there is
an access to the same entry (forward from the entry or overwrite of entry), the value is
reset to zero while the other entries' LRU are increased by one. When a LRU value

reaches maximum, it is unchanged until the entry is itself being accessed.
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handling local memory reads and writes). -88 Interfaces [03661 Fig. 30
shows interface to the Memory block. [03671 Fig. 31 shows interface to
the Network block. 103681 Fig. 32 shows interface to the Interconnect
block. Tribe Detailed Description [03691 The Tribe block conists of three
decoupled pipelines. The fetch logic and instruction cache form a fetch

unit that will fetch from two threads per cycle according to thread priority
among the threads that have a fetch available to be performed. The
Stream block within the Tribe contains its own state machine that
sequences reads and writes to the register file and executes certain
[#¥RRlctioridieRRifigetent enfer i dicktd b ths eniei cpreriohe iigbendRidsrefore
an execute unit that schedules operations based on global priority among
hpiagpickeeHeateniinigs MatkelaweankRUstion available for scheduling. At

most one instruction per cycle is scheduled from any given thread.
Globally, up to three instructions can be scheduled in a single cycle, but
A0S instiyetions can be fully executed within the Stream block, not
requiring global scheduling. Thus, the maximum rate of instruction
[@R&3Lition b wialfynoesénaoseres feecferel oriibaidhecaenterzhalgbalpand
eight instructions each cycle. A sustained execution rate of five to six
forsvardtion Redrmsyisandrieneraery| hewist firitrhstere POBTYQ apheentry queue.
instruction fetch mechanism fetches four instructions from two threads for
M esranféqshmbemantiontiaveightsirisemdtio ned UpHedteten dhit srcividiegeturn, it can
decoders so that four decoded instructions are delivered to two different

bershirmnadoind immeagshatsiyl el THfetacad, it must wait for the read data returning

from the tribe memory.

[0354] If global is contending for the return to tribe bus, memory block asserts

MG rsp_transaction_full signal to temporarily stop the response from global so tribe
memory returns and/or forwarded returns bound for tribe can proceed.

[0355] There are 2 possible sources for returns to global: tribe memory and
forwarding. These must contend with tribe requests for the transaction bus. Returns from
tribe memory bound for global are put into another set of 8 entry queue. This queue is the
similar to the queue designated for returns to tribe.

[0356] If tribe is contending for the return to global bus, memory block asserts

MT ext _request queue full signal to stop the external requests from tribe so tribe
memory returns and/or forwarded returns bound for global block can proceed.

[0357] All memory accesses are returned to the original tribe that made the requests.
Writes are returned to acknowledge completion of writes. Reads are returned with the

read data. Returned information include the information send with the request originally.
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-89 is a 16K byte instruction cache shared by all threads that is organized
as 1.024 lines of 16 bytes each, separated into four ways of 256 lines.
The fetch mechanism is pipelined, with the tags accessed in the same
cycle as the data. The fetch pipeline is illustrated in Fig. 35. In an
alternative embodiment, the tag read for all ways is pipelined with the data
read for only the way that that contains valid data. This increases the
overall fetch pipeline by one cycle, but it would significantly reduce the
‘Hmzaae sfrpawaegdrsitiiepwising rdthalseddolatuppéitethe losenithios dabke.
Stream Modules [0371] The Stream modules (one per stream for a total of
@xnithiddiessT b dioickffstesies pohditteafordevrdmohygeraidand

writes to the register files, executing branch instructions, and handling
038N othenearithngdtischntitonid oftationschaied anathesiiutes. rdyefvisshanged
two decoded instructions at a time from the Fetch mechanism and saves
tththe doreksong g egivimgyBndfiHstrestibh (Suproctsstadeatreotimaonithristing
some instructions taking multiple cycles to process. Since there is only a
mpgeporotothedrgMiEVIilRR BIORAIST anckwrited witlistepé rséijuenced by
the Stream block. The basic pipeline of the Stream module is shown in
[030936. NBeadidatanesakiesroptat ahignadsismythedpbratnidsde drstiomeshiftide and
from the register file, the instruction would be available for global
sehedtdimtpwifnesdid sosinleeriRalagshiitage. Each register contains a
ready bit that is used to determine if the most recent version of a register
[8360ihe rétgsted filustonteswitl tetunwrinedubydate pattstanding memory load or
ALU instruction. [0372[ Writes returning from the Network block and the
Memory block must also be sequenced to the register file. The register

Y ﬁ?%gﬂp&g‘ elinsofd r?%tgtgeam block is shown in Fig. 37. When

a memory mstructl n, or an instruction for the global ALU is
[0361] The memory controllers are configured by writing to configuration registers

during initialization. These registers are mapped to configuration space beginning at
address 0x70000000. Global must detect the write condition and broadcast to all the tribe
memory blocks. It needs to assert the GM _initialize controller while placing the register
address and data to be written on the memory transaction bus. Please see Denali

specification for descriptions of controller registers.

Assumptions about memory controller

[0362] Memory controller IP is expected to have the following functionalities:

ECC is enabled, so read-modify-write is included for unaligned accesses
8-entry ingress queue (data and command)

l-entry egress queue

Can process up to 256-bit memory requests.

Doesn't include reordering or forwarding features.
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encountered, the operation matrix, or OM, register is updated to reflect a
request to the global scheduling and execute mechanism. [03731 Branch
instructions are executed within the Stream module as illustrated in Fig.
38. Branch operands can come from the register file, or can come from
outstanding memory or ALU instructions. The branch operand registers
are updated in the same cycle in which the write to the register file is
scheduled. This allows the execution of the branch to take place in the
Reirdovimgnsecteusiare branches are delayed, the instruction after the

[Usesh InSiHCURMARRELIRRRREEARSIV BInG IRIRE! Shifle LranciLoan i

etched. The earfiest that a bran elay slot instruction can be

QIRERISEAIS NG RAMEOYA'RIOA & PRNEM ?é(%qh%éggr?ﬁ{#&r’ Afeieh

1 {
request can be made at the end of this'cycle at e he

PERASERINGNAIRG dalRY NG INSHRIGHRR AR ﬁ%clyéléﬂ%rntﬁﬁ’é? £Hlisti{étm‘4¥ S

not yet available from the Fetch pipeline. Scheduling and Execute [0374

The sEheduking and-execus modules seh %9&{?cwﬁpe%&ecva%wiﬂ@kévem bus.

per cycle from three separate streams and handle register writes back to
e streammadules,. The execute pipeline is shown in Fig. 39. Streams
are selected based on what instruction is availabe for execution (only one
instructfg&@legﬁrg&@ég @gg@sidered a candidate), and on the overall
stream priority. Once selected, a stream will not be able to selected in the
followirlgneyletef sptie@ hisiee is a minimum two cycle feedback to the Stream
block foy Rrepaping, other instruction for execution. Thread Migration
103751 The thread migration module is responsible for migrating threads
into thefarsedstbErmanwgubwifene Tribe block. A thread can only be
participgif(i,ggl ilne(?ngg{%{;gp if it is not activlely executing instructions. During

miration, a single register read or write
global response stall

tribe request stall

Tribe Block Microarchitecture Porthos Chip

Overview

[0364] A Tribe block 104 (See Fig. 1) contains a multithreaded pipeline that
implements the processing of instructions. It fits into the overall Porthos chip
microarchitecture as shown in Fig. 33. The Tribe microarchitecture is shown in Fig. 34,
which illustrates the modules that implement the Tribe and the major data path
connections between those modules.

[0365] A Tribe contains an instruction cache and register files for 32 threads. The
tribe block interfaces with the Network block (for handing packet buffer reads and
writes), the Interconnect block (for handling thread migration) and the Memory block (for

handling local memory reads and writes).
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per cycle is processed by the Stream module and sent to the Interconnect
block. A migration may contain any number of registers. When an inactive
stream is migrated in, all registers that are not explicitly initialized are set
invalid. An invalid register will always return 0O if read. A single valid bit per
register allows the register file to behave as if all registers are initialized to
zero when a thread is initialized. [03761 In an alternative embodiment,
thread migration is automatic and under hardware control. Hardware in
each of the tribes monitors the frequency of accesses to a remote local
HRPEReYS- accesses to its own local memory. If a certain threshold is
reached, or based on a predictive algorithm, the thread is automatically
H3étdted B fharuwate fesatotheMewerioblagkich a higher percentage
of local accesses will occur. In this case migration is transparent to
HB®hre. TigrdddmysrigtafsHoaEetvpkddvak Thread priority (used
for fetch scheduling and execute scheduling) are maintained by the
[9368bam Fig o3 ko vhiBedee éodlsolniemaanas 2lgekeability vector used to
implement FlowGating. The LStream module is responsible for
determining for -92 each thread whether or not it should stall upon the

PYRRIDeR AL ADGAY ftidastruction, or should stall. This single bit per

thread is exported to each Stream block. Any time a_change is made to
HRPB PO fisidiaberndedarrpiste afitrpafeergtadaitinchelbsfieerlogic and
module will export all 0's on its gateability vector (indicating no thread can
poessapershaforarepichuni %éngéf@m Egdete thecadnpsttagle according to
Changes that affectv%;teability are rare. They are as follows: 1. A new

thresskPriosiyaieans Wathisadighatdd va At hs ilrbietienpe iatiskr The Stream

gate vector and flow ID register; . _
lock within the Tribe contains its own state machine that sequences reads and writes to

the register file and executes certain instructions. Finally the scheduler, global ALU and
memory modules form an execute unit that schedules operations based on global priority
among the set of threads that have an instruction available for scheduling. At most one
instruction per cycle is scheduled from any given thread. Globally, up to three
instructions can be scheduled in a single cycle, but some instructions can be fully
executed within the Stream block, not requiring global scheduling. Thus, the maximum
rate of instruction execution is actually determined by the fetch unit, which can fetch up
to eight instructions each cycle. A sustained execution rate of five to six instructions per
cycle is expected.

Instruction Fetch

[0370] The instruction fetch mechanism fetches four instructions from two threads for
a total fetch bandwidth of eight instructions. The fetch unit includes decoders so that four

decoded instructions are delivered to two different stream modules in each cycle. There
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2. An existing thread is deactivated, either due to a DONE instruction or a
NEXT instruction (migration out to another tribe); 3. A thread explicitly

updates one of its gateability CPO registers (sequence number, gate

vector, flow ID)using the MTCO instruction. Debugging and Performance
Monitoring [0378] The Tribe block contains debugging hardware to assist
software debugging and performance counters to assist in architecture
modeling. [0379] All of the above description and teaching is specific to a
isindeKimptapstinebionrr ethmehpredbrielhihseibsihaing areriasd pe ldi&hlings of 16
the skilled artisan that there are many alterations and amendments that

Pivigh etsdrerieatedt e celeanyry ped didfe neyithbe fdebaeiigiemisiupspitrd, with
and scope of the invention. For example, the aggressively multi-threaded
rciigs casrsssthin B seesraptistis dhgiatan orbedefdvripeliBeds ilastigted in Fig. 35.
unique and novel features stand alone without the limitation of a tribe
byenittiernpd vacabodiaesbrihe sadreath P calhmimicaipel insdonihttes dramyead for
parts of the Porthos chip may be accomplished in a variety of ways within
ondySpirivanthaddpcontriasivebidtatn -9Bis onaares Beditigiridasd pipstiae by one
in some embodiments of the Porthos chip a portion of the packet buffer

el dnt davontd i oradyas dusmbsrmesi GRPRIY ol ridethe Fasing fgguired to
portion will not be used by the logic that decides where the incoming
prapest R IipErusérBGapks. Therefore, this portion of shared memory is
available for the tribes for any storage purpose. In addition the ports to

the packet buffer can be used for both types of accesses (to packet data
Shd4a MR eirLed portion). [03811 In some embodiments software can
conffﬁre the size of the shared portion of the packet buffer. One

IAEmentltforiisrmmaeRay (RagiBer sheemaiisAttrbsdotifiirghe Tribe block)

are responsible for sequencing reads and writes to the register files, executing branch
instructions, and handling certain other arithmetic and logic operations. A Stream module
receives two decoded instructions at a time from the Fetch mechanism and saves them for
later processing. One instruction is processed at a time, with some instructions taking
multiple cycles to process. Since there is only a single port to the register file, all reads
and writes must be sequenced by the Stream block. The basic pipeline of the Stream
module is shown in Fig. 36. Note that in cases where only a single operand needs to be
read from the register file, the instruction would be available for global scheduling with
only a single RF read stage. Each register contains a ready bit that is used to determine if
the most recent version of a register is in the register file, or it will be written by an

outstanding memory load or ALU instruction.
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to set aside either half, one fourth or none of the packet buffer as shared
memory. The shared memory can be used to store data that is global to
all the processing cores, but it can also be divided into the different cores
so that each core has its own space, thus no mutually exclusive operation
is needed to allocate memory space. 103821 In some embodiments the
division of the shared space into the different processing cores and/or
threads m%provide storage for the stack of each thread. For those

343bs inWalehrrieremgdepp e Ns it kipedthe Rdenaey hingfapust also be

growth offset mechanism may be used to provide storage space for the
WA qeBrBs erta diandPoiseisiis BHIMtE pRainaieEiket B thRatiramdlock

the stack after completing and sending qut the processed packet, a )
Peiguta it S is HREHE B B MR AR 98y QhaL dnitraciing tsdheglphabALU is
external merﬂory (long latency) or in the shared portion of the Packet

BRARUAIEIErE R ABAEAIOR Radiinet. P3ese e A SPIIRdd arsilrst mregiRy to the

embodiments the header growth offset mechanism is intended for
R0 LD e BT R LBEEMat the beginning of the packet in
case the header of the packet has to grow in a few bytes. Note th } )
Ehtithre -S22Heh) KICBCHEBSATE ?ﬁE‘E}HE%’:%HPtB el gstrated in
ace at the end of a packet A by using the header growth offset space .
i T EP08h SERTE SRS OB PR atS SERUAES CRgvaghistanding
after packet A. Even if. ackf%B has still not arrived, software can use the |
QSTRO UL S U ISHORR A6 REAMH SRR FEIF IR AEaHHE ShR Lisoagne cyele

RS BTG R IR D R oA oL
R AR I T SRR i SR g
G A B R P B 1 QR e OB, P RS 2L s be
fetched. The earliest that a branch delay slot instruction can be processed is the same
cycle that a branch is executed. Thus, a fetch request can be made at the end of this cycle

at the earliest. The processing of the delay slot instruction would occur later than this if it

was not yet available from the Fetch pipeline.

Scheduling and Execute

[0374] The scheduling and execute modules schedule up to three instructions per
cycle from three separate streams and handle register writes back to the stream modules.
The execute pipeline is shown in Fig. 39. Streams are selected based on what instruction
is availabe for execution (only one instruction per stream is considered a candidate), and

on the overall stream priority. Once selected, a stream will not be able to selected in the
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growth offset used as head growth offset of packet B. [03841 There are
similarly many other alterations that may be made within the spirit and
scope of the invention. What is claimed is: 1. A method implemented by a
multi-threaded packet processing engine, comprising: executing a
particular thread to process a particular packet, wherein the particular
packet is part of a flow, wherein the flow comprises one or more other
rﬁ)p?,leetS’ wherein the other packets are processe%%briI one or more other

8 ayrdeSHFhetRds pdrieimm Saekaickatsedpagiitaike Stismndlock for

relative to the other packets in the flow; reaching, by the particular thread,
RIGRAHR MO SO BrUEReR IR 8t nining whether there are any threads
that are processing more senior packets in the flow that have not yet
progressed beyond the particular stage of execution; and in response to a
determination that there is at least one thread that is processing a more
Thrsaf Migkatiithe flow that has not yet progressed beyond the particular

fems of exRauiaR. igHinenaxeeulion RENoasIsHIL A thieadirdeadi8nto the
method of claim 1, further comprising: in response to a determination that

hyeR oA shite T e RSN N HRAEC HLMP) Bapkeicipdhigsfiawhtbatkion if
has not yet progressed beyond the particular stage of execution, allowing

the Rarhica hueaddagieeecdonithpntarng theoparticales iagerqtad or write
execution. 3. The method of claim 1, wherein a thread has progressed

peysot iberaadicdlsy slagaexahexpautiomid tat iheathtasoanteretbandA
exited the particular stage of execution.

migration may contain any number of registers. When an inactive stream is migrated in,
all registers that are not explicitly initialized are set invalid. An invalid register will
always return 0 if read. A single valid bit per register allows the register file to behave as
if all registers are initialized to zero when a thread is initialized.

[0376] In an alternative embodiment, thread migration is automatic and under
hardware control. Hardware in each of the tribes monitors the frequency of accesses to a
remote local memory vs. accesses to its own local memory. If a certain threshold is
reached, or based on a predictive algorithm, the thread is automatically migrated by the

hardware to another tribe for which a higher percentage of local accesses will occur. In

this case migration is transparent to software.

Thread Priority and Flow Gating
[0377] Thread priority (used for fetch scheduling and execute scheduling) are

maintained by the “LStream” module. This module also maintains a gateability vector

used to implement FlowGating. The LStream module is responsible for determining for
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4. The method of claim 1, wherein determining whether there are any
threads that are processing more senior packets in the flow that have not
progressed beyond the particular stage of execution comprises: checking
a value of a particular portion of a gateability vector, wherein the

particular portion is associated with the particular thread. -96 5. The
method of claim 1, wherein determining whether there are any threads

that are processing more senior packets in the flow that have not yet
QIroghsbw bRl naiherdisrliRen dhesararion ebairidds” mstruction, or
determining whether there are any threads that are processing one or,
shdtd sipthe [biheipgsdibrstthisadis v e rindd hsathor st BlAs's, tmetins a
determining whether there are any threads that are processing more
chapgsyip AR AN E RO vesi b popglen by ralded snedlitey the LStream
particular stage of execution further comprises: in response to a

etV R e ehis SHebilivorectaréndicating A thirad sauiprg¢sisd past

or more of the other packets in the flow, determining whether any of those
it ed i A hARGS SHEPBHUKSES I IS FBRPRSt are more senior than the
articular packet. 7. The method of claim 6, wherein determining whether
esrdaAfesteatrebiiin Hrd BrocBRBIMEEAD RIS or packets in the flow
that have not yet progressed beyond the particular stage of execution

further cOMBISBEaf Fesaliidel to Hl srargrMat om Hih R erunaicaas ppumber, gate

more tygadaddabareDRERRRSSING packets in the flow that are more senior
than the particular packet, determining whether any of (hose threads

have Hot YeEHrdgecbeen Bedeat s b sithandrstagPSMNEBsttgtion or a NEXT

instruction (migration out to another tribe);
3. A thread explicitly updates one of its gateability CPO registers (sequence number, gate
vector, flow ID)using the MTCO instruction.

Debugging and Performance Monitoring

[0378] The Tribe block contains debugging hardware to assist software debugging
and performance counters to assist in architecture modeling.

[0379] All of the above description and teaching is specific to a single
implementation of the present invention, and it should be clear to the skilled artisan that
there are many alterations and amendments that might be made to the example provided,
without departing from the spirit and scope of the invention. For example, the
aggressively multi-threaded architecture may be accomplished with more or fewer tribes.
Many unique and novel features stand alone without the limitation of a tribe architecture
at all. Interconnection and communication among the many parts of the Porthos chip may

be accomplished in a variety of ways within the spirit and scope of the invention.
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8. The method of claim 1, wherein reaching the particular stage of

execution comprises: executing a gate instruction that causes the

particular thread to determine whether there are any threads that are
processing more senior packets in the flow that have not yet progressed
beyond the particular stage of execution. 9. A method implemented by a
multi-threaded packet processing engine, comprising: -97 executing a

first thread to process a first packet, wherein the first packet is part of a
HE#0land Pt fh@@ba&zéflﬁa@%‘%lmsww@ﬁp\ﬂé@tg%th%Céwemaézgmon of
in the flow; executing a second thread to process a second packet, '
Hhnarekstheitaaprmucradseopfietrthes sshedomeassiperditheriabes. This
second packet is less senior than the first packet; reaching, by the
RetiRdtagtbassttbiiary Kslgdhet dsdeetivhets MG Ratke: il be

first thread has progressed beyond the particular stage of execution; and
fPred HHHSEI’L?I%F‘H&Q% poation ehaharrd mgm%lé&vﬁaq@%tf%ﬂﬁrw@%@wny
beyond the particular stage of execution, stalling execution of the second
848 PYOPhe IMAGIY R R RPHDtOHh PaRK cldteliFh SgPR HerA éerhethifypes of
thread has progressed beyond the particular stage of execution

psFSEe raekshitRg WindisehiRe! MUtigbad has entered and exited

the particular stage of execution. 11. The method of claim 9, wherein the

HI38 Hackdirsama Sirdofbments sofveres samsadieoe thasics: ¢dbeskaed partion of

flow ID which is the same as the first flow ID, and wherein determining

threnskrRrtirs QrramplmepAligreeb dusepSisarationmerdiansm allows software

to set aside either half, one fourth or none of the packet buffer as shared memory. The
shared memory can be used to store data that is global to all the processing cores, but it
can also be divided into the different cores so that each core has its own space, thus no
mutually exclusive operation is needed to allocate memory space.

[0382] In some embodiments the division of the shared space into the different
processing cores and/or threads may provide storage for the stack of each thread. For
those threads in which life corresponds to the life of the packet, the header growth offset
mechanism may be used to provide storage space for the stack. For those threads that
operate on more than a packet, or that need the stack after completing and sending out the
processed packet, a persistent space is needed for the stack; for these threads, space in the
external memory (long latency) or in the shared portion of the packet buffer (short
latency) is required.

[0383] Further to the above, in some embodiments the header growth offset
mechanism is intended for software to have some empty space at the beginning of the

packet in case the header of the packet has to grow in a few bytes. Note that software
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stage of execution comprises: comparing the second flow ID with the first

flow fl) to determine whether the first and second packets are from the

same flow. 12. The method of claim 11, wherein the first packet has a first
seniority indicator and the second packet has a second seniority

indicator, and wherein determining whether the first thread has

progressed beyond the particular stage of execution further comprises:
comparing the second seniority indicator with the first seniority indicator to
Hebet s histmer brBifirstopaatantee thatdhsenin P RALEAHHBeIKLR PaekeiA by
13. The method of claim 12, wherein the first thread has an associated

wiréte diebensish progfealisricieans fiah i th B S ariderRs Ad Hus dppoming packet B
associated second execution progress indicator, and wherein determining
hretld Phair afire Rackels brdgrea dbenrdkel Bttt bastianiyrd apiivgire can use
execution further comprises: processing the first and second execution
Progresaitbisns f Ritetehriinecihissrarapiect i betifitha hasproghasseiyl not
beyond the particular stage of execution. 14. The method of claim 13,
BreBrRsHar o Ragkeh & Wik Se gatisnectioPadtishbl4Eenmpdifying its content
therewith, wherein the second thread has a second gate vector )

yhep s tHsrebhth st ginifealfse srn Altfobrsiigred sopradhtdpreming
stored in the first gate vector register and the second execution progress
ralEAG RS Shs e ke hErea et aBAYE PeBtPREGRIRF, uRRaTWRRTH the growth
processing the first and second execution pr%%ress indicators comprises:

Qe AhE e ity A5 A Rpcke\ A dor B QAR IR dRY i PP | the

second execution progress indicators; and comparing the first and

grRghP Bxeloti A hewt eseiuRikshef packet B.

[0384] There are similarly many other alterations that may be made within the spirit

and scope of the invention.
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15. The method of claim 9, wherein determining whether the first thread
has progressed beyond the particular stage of execution comprises:
checking a value of a particular portion of a gateability vector, wherein the
particular portion is associated with the second thread. 16. The method of
claim 9, wherein reaching the particular section of instructions comprises:
executing a gate instruction that causes the second thread to determine
whether the first thread has progressed beyond the particular stage of
execution. 17. The method of claim 16, wherein determining whether the

{irshitreag hasisprogressed beyond the particular stage of execution
comprises: -99 determining whether the first thread has entered and

exited he padicegdhrostagalemaented byigimus-threadnd packsd eepprssiag engine,
&gﬁﬁﬁgﬁi@g engine, comprising: a first set of processing resources for
executing a first thread to process a first packet, wherein the first packet

is part @B 2amdifHardhicakidipsppre R ateipT ity hersin thepparticular
PIBRLRARKE SR S MlonerandiR $rePBchRsHLE BIRGGSANS FRRQPLER {0 Wherein

executing a second thread to process a second packet, wherein the

ecRer Packes pRiesetRe Rapme Aomomsihehdrendthandsebsrrin he partisular
IpRra%R taaning alRagkehiiheseroBmhaesRkroresRipgwesources

comprising an instruction execution mechanism, the instruction execution

mech ngxBY. (i pRtEWichiRdn ARItGH AT S tBER RELsPCatiR)® of
executiRRisfRAGNRRRA RO Ard 6RF ARG A0 enRPAHCHIBE 888 Rbre senior packets

execution, the instruction execution mechanism determining whether the

fréberfieddrhproppbsasasste tReopa Hicnaristigestige of execution; and

in response to a determination that there is at least one thread that is processing a
more senior packet in the flow that has not yet progressed beyond the particular stage of

execution, stalling execution of the particular thread.

2. The method of claim 1, further comprising:

in response to a determination that there is no thread that is processing a more
senior packet in the flow that has not yet progressed beyond the particular stage of
execution, allowing the particular thread to proceed with entering the particular stage of

execution.

3. The method of claim 1, wherein a thread has progressed beyond the
particular stage of execution if that thread has entered and exited the particular stage of

execution.

4, The method of claim 1, wherein determining whether there are any threads
that are processing more senior packets in the flow that have not progressed beyond the
particular stage of execution comprises:

checking a value of a particular portion of a gateability vector, wherein the

particular portion is associated with the particular thread.
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execution, and in response to a determination that the first thread has not
yet progressed beyond the particular stage of execution, the instruction
execution mechanism causing execution of the second thread to stall. 19.
The packet processing engine of claim 18, wherein the first and second
sets of processing resources are separate and distinct. 20. The packet
processing engine of claim 18, wherein the instruction execution
mechanism executes a gate instruction when it reaches the particular
stage of execution, the gate instruction causing the instruction execution

mechagiism t%’@ﬁ%ﬁ%ﬁ%ﬁé’ﬁﬁ&h?,r\%%r@fﬁtdﬁiéﬁﬁﬁaﬂ%%ﬂfaﬁé?ﬁ%‘é RE¥AYthreads

the particular stage of execution, and to stall execufion of the second
e PreResiig IPERteHAs Prokgtipibg idewdhab bgrhaohet pspatasisd beyond

Flegs G exeqHionr &l ltishRARKRIRLOCcessing engine of claim 20, wherein

the gate instruction is a processor-level instruction. -100 22. The packet
procesighgaininaavbetbriihers aigrepeir erdsilsl arinecessing fpp or more of the
mechaniem getermines whether the first thread has progressed beyond

the particular stage of execution by determining whether the first thread

has entered and exited the particular stage of execution. 23. The packet

procesging enging aheipirLEm %) iireth %Ji%%hgf\ﬂ{%%ﬁﬁi@& are any threads
resources comprises a first ID register for storing a first flow 1D

thab Bt OGSO SEHAtRatkGm Bt éhs flwsbabbryspbypirpaessiers beyond

fIRSPAHERTCQIRRY IseSc B S86RMHHR T @isierlr storing a second flow ID
associated with the second packet; and wherein the instruction execution

mechaifi§FPaBts i el sRInRia HRatitagrgpesapne or more threads that are

processing one or more of the other packets in the flow, determining whether any of those

threads are processing packets in the flow that are more senior than the particular packet.

7. The method of claim 6, wherein determining whether there are any threads
that are processing more senior packets in the flow that have not yet progressed beyond
the particular stage of execution further comprises:

in response to a determination that there are one or more threads that are
processing packets in the flow that are more senior than the particular packet, determining
whether any of those threads have not yet progressed beyond the particular stage of

execution.

8. The method of claim 1, wherein reaching the particular stage of execution
comprises:

executing a gate instruction that causes the particular thread to determine whether
there are any threads that are processing more senior packets in the flow that have not yet

progressed beyond the particular stage of execution.

9. A method implemented by a multi-threaded packet processing engine,

comprising:
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has progressed beyond the particular stage of execution by, at least,
comparing the first and second flow ID's to determine whether the first
and second packets are from the same flow. 24. The packet processing
engine of claim 18, wherein the first set of processing resources
comprises a first ID register for storing a first flow ID associated with the
first packet, and a first seniority register for storing a first seniority
indicator associated with the first packet; wherein the second set of

proceSSifftf HesAFEdS A ASEacEss acinTtings kelg her Ty thadhitigpackeismgrt of
fnvnDAssArAad it S WA PAGKEHARIARERPOHSFANEY in the flow;

register for storing a second seniority indicator associated with the second
packe€*sRHtRBarstritkhrad eIRIAsR B SERANHivIckeh wRrEtdhsirseend packet

Wpsther dhedinst tiyeash RRPEAOIRSSRAREYARG R RAURIIRIRER Bst packet;

execution by, at least, comparir;gethe first and second flow ID's to

deterniiReliifetiethiissnad dHader Mt iphlakstess & fsriiisame flow,

and coaRatingHh ¢ ficatand $rsOMeae AR o dicalys M date viiitular stage of
whether the first packet is more senior than the second packet. 25. The

SXSEREPPraBEssing engine of claim 18, -101 wherein the first set of

processiRgsesQUICE IQeMPRaR aAsh iFaaditten s stNRIRIs i eyond
ID associated with the first packet, a first s_enioritéleregister for storing a

HespadisriatyrrmiChauid Stbngif T iR phlRest oaddeRst progress
register for storing a first execution progress indicator associated with the
first thread; wherein the second set of processing resources comprises a

second 9D rediterHioSRIfiya LevbRE MR IENARIBE IS i diest thread has

5REeOdaasSh PR NI BENQIHY JEatSIRKI N cotsinga second seniority
indicator associated with the second packet, and a second .
determining whether the first thread has entered and exited the particular stage of

execution.

11. The method of claim 9, wherein the first packet has a first flow ID,
wherein the second packet has a second flow ID which is the same as the first flow ID,
and wherein determining whether the first thread has progressed beyond the particular
stage of execution comprises:

comparing the second flow ID with the first flow ID to determine whether the first

and second packets are from the same flow.

12.  The method of claim 11, wherein the first packet has a first seniority
indicator and the second packet has a second seniority indicator, and wherein determining
whether the first thread has progressed beyond the particular stage of execution further
comprises:

comparing the second seniority indicator with the first seniority indicator to

determine whether the first packet is more senior than the second packet.
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progress register for storing a second execution progress indicator
associated with the second thread; and wherein the instruction execution
mechanism determines whether the first thread has progressed beyond
the particular stage of execution by, at least, comparing the first and
second flow ID's to determine whether the first and second packets are
from the same flow, comparing the first and second seniority indicators to
determine whether the first packet is more senior than the second packet,

and prodessidganectied shalagrdadvbsisiy tisfissbivsad IRarnasredigted first
delarmongrofietoaidhatbirsidimeasbas resiessad Aeyenddbsfatixd@ition

stage of execution. 26. The packet processing engine of claim 25, wherein

PreSrret rigpisand grdrie detirsriging Whethyr bgibtst thisad bae rapetesed

BEFHIC Y PaFESH e bieReataN iriRiecyspRskLgister. 27. The packet
processing engine of claim 25, wherein the first and second ID registers,

the firsP"QAEFEABARE shiBiserapfsEsre LAp RFReHRS: Afisdarofeiesniffowhether

pograsakedistarsraseecedisaiend HopaRr-evabadisituéd. The
packet processing engine of claim 27, wherein the first and second sets

of processing resources are separate and distinct. 29. The packet

processing engidmeheRincl8mmierehrthe tRSHHEIRRaEXaSUtRst gate vector
mechanism determines whether the first thread has progressed beyond

FREISED asPRtRte AR LT oM BRELL S BS PRA I IS A RTE OB S & YRR
RAUIONf BgaiembliteryRolN frdekRittn pryticHanMortien isResOaatRG rst

with the second thread. 30. A method implemented by a multi-threaded

gaatelz/&:mro@gégm én%%%e’cwﬁﬁﬁgfﬂan progress indicator 1s stored in the second

gate vector register, and wherein processing the first and second execution progress
indicators comprises:

accessing the first and second gate vector registers to obtain the first and second
execution progress indicators; and

comparing the first and second execution progress indicators.

15.  The method of claim 9, wherein determining whether the first thread has
progressed beyond the particular stage of execution comprises:
checking a value of a particular portion of a gateability vector, wherein the

particular portion is associated with the second thread.

16.  The method of claim 9, wherein reaching the particular section of
instructions comprises:
executing a gate instruction that causes the second thread to determine whether

the first thread has progressed beyond the particular stage of execution.

17.  The method of claim 16, wherein determining whether the first thread has

progressed beyond the particular stage of execution comprises:
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executing a first thread to process a first packet, the first packet having a
seniority relative to other packets; executing a second thread to process a
second packet, wherein the second packet is less senior than the first
packet; reaching, by the second thread, a particular stage of execution;
detennining whether the first thread has progressed beyond the particular
stage of execution; and in response to a determination that the first
thread has not yet progressed beyond the particular stage of execution,

stallinglegeniiiBa whensstheditihvead has entpredatherted disiparbigular stage of

whetain determining whether the first thread has progressed beyond the
particular stage of execution comprises: determining whether the first
thread has entered and exited the particular stage of execution. 32. The

method@f claimn3fi wheseda faediis-baskaihasAdiraimpRiggy indicator

and the second packet has a second seniority indicator, and wherein
detenrirfift) SEHMEtPROC el TE SE3RvESa RAS IOt adush Bierdttnar grsasclfist

BIREA QI IRFERLIRTISOPIPKIRSS peRDPADY (AedSRRAREh SROIND RYIGHA
with the first seniority indicator to determine whether the first packet is

PRBIIBEFRBEINGR Mot sadkdspatkeflas. ande method of claim 32, wherein
the firsf faread fasAnassaniateiirsts exesiliandy 99ressd iHERI96 pRfdess a

the second thread has an associated second execution -103 progress

ieeResBrekTahsET B e stsPRfRAEK G BRet ththrirgmp few pad wherein the
pEasHEpacEkt henangether nrt erlasiaaeref exesing ferbies6eMRfSeSiources

comprising an instruction execution mechanism, the instruction execution mechanism
executing the second thread until a particular stage of execution is reached, and upon
reaching the particular stage of execution, the instruction execution mechanism
determining whether the first thread has progressed beyond the particular stage of
execution, and in response to a determination that the first thread has not yet progressed
beyond the particular stage of execution, the instruction execution mechanism causing

execution of the second thread to stall.

19.  The packet processing engine of claim 18, wherein the first and second

sets of processing resources are separate and distinct.

20.  The packet processing engine of claim 18, wherein the instruction
execution mechanism executes a gate instruction when it reaches the particular stage of
execution, the gate instruction causing the instruction execution mechanism to determine
whether the first thread has progressed beyond the particular stage of execution, and to
stall execution of the second thread if the first thread has not yet progressed beyond the

particular stage of execution.

21.  The packet processing engine of claim 20, wherein the gate instruction is a

processor-level instruction.
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processing the first and second execution progress indicators to
determine whether the first thread has progressed beyond the particular
stage of execution. 34. The method of claim 33, wherein the first thread
has a first gate vector register associated therewith, wherein the second
thread has a second gate vector associated therewith, wherein the first
execution progress indicator is stored in the first gate vector register and
the second execution progress indicator is stored in the second gate
vector register, and wherein processing the first and second execution

progress. indifRd Y RAPRIESSnAeRETRI08 dhenfiny, anfsarand gateMsator

registers to obtain the first and second execution progress indicators; and

BRI eritamiun sisteanivsn & BsBetthsriprodreas sreerssabbopad the
pastioedQlislaior Qs sindlelarmina hethae hiadfirstinreadhRsed and

progressed beyond the particular stage of execution comprises: checking
griish e Par iR stagsf GesrBiiengateability vector, wherein the
particular portion is associated with the second thread. 36. The method of
claim 30, wherein reaching the particular section of instructions
comprides: eXeRATEA HREETHEEGEEB1E tH4dHusRs the second thread to

determing.wieiteri e fisshiaeagniassBlIPeesSAGRRY ARG

stage of execution. 37. The method of claim 36, wherein determining

Sipengct iR flry IR estpialdvalbeddatmegked the particular stage of

executigReRQMRHSeSoleter orptdgeethesothedisidipiead haseniareeeaRetr for
exited the particular stage of execution. 38. A multi-threaded packet

mgi%%ﬁl@ﬂ?& gaﬁ%?@ﬁ{ad with the second packet; and

wherein the instruction execution mechanism determines whether the first thread
has progressed beyond the particular stage of execution by, at least, comparing the first
and second flow ID's to determine whether the first and second packets are from the same

flow.

24.  The packet processing engine of claim 18,

wherein the first set of processing resources comprises a first ID register for
storing a first flow ID associated with the first packet, and a first seniority register for
storing a first seniority indicator associated with the first packet;

wherein the second set of processing resources comprises a second ID register for
storing a second flow ID associated with the second packet, and a second seniority
register for storing a second seniority indicator associated with the second packet; and

wherein the instruction execution mechanism determines whether the first thread
has progressed beyond the particular stage of execution by, at least, comparing the first
and second flow ID's to determine whether the first and second packets are from the same
flow, and comparing the first and second seniority indicators to determine whether the

first packet is more senior than the second packet.

25.  The packet processing engine of claim 18,
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a first set of processing resources for executing a first thread to process a

first packet, the first packet having a seniority relative to other packets;

and a second set of processing resources for executing a second thread

to process a second packet, wherein the second packet is less senior

than the first packet, the second set of processing resources comprising

an instruction execution mechanism, the instruction execution mechanism
executing the second thread until a particular stage of execution is,

reacheWhens (i Hrps SRR GT BTSSRI FEMRIH Sea GRIBIPESES AUt [khesgister for
nstvctionserseuiirRmashanism getarmininewheResdediptdieaddiasoring

progressed beyond the particular stage of execution, and in response to a

advstIrRionsn healos qciniehy a iy eriidgred s yayeaghessister for
RaficylpsSlage RfisX HeyEREs thG IRIF Ui REEHH IR Mechaniam

causing execution of the second thread to stall. 39. The packet processing
engine "OERIMTS S HPRE SSiPIHE AHESHITS SOUETRY CSBIBTBTHARSESHhEP register for

EESMY GRS RIRIFRRABI 36 Abatinah 418 ST B Rake PAREESING B SRfster for
claim 38, wherein the instruction execution mechanism executes a gate

et acrcRmbirEAt Hkeatier gavariatad gl thercsrad masketinadyasscond
oHGt Q&%ﬁ&%@%%ﬁ%@lﬁﬁe%&ﬁ%@&&@?&@ IR ABLRIAMASYith the

whether the first thread has progressed beyond the particular stage of
850 GiBFeadnanth stall execution of the second thread if the first thread

has notyglfragegaseeReY eReLIR nRALIRMALS RS- Al RYQeRIAR: the fiFfi8hread
Backet processing engine of claim 40, wherein the gate instruction is a

rS DEREsEIeY BPYRL etipR tieslar HagsRie s HICE g MigineBars the first

WREEEIBHN B dRBIINISHO Be RXAMHNAJMEE NRITIRN HRteroEsMheiRes tRefS same
thread has progressed beyond the particular stage of execution b

dever RAPPR i Brstand sscondseniosdydnsicaigs fe determine whe%ler the first

packet is more senior than the second packet, and processing the first and second
execution progress indicators to determine whether the first thread has progressed beyond

the particular stage of execution.

26.  The packet processing engine of claim 25, wherein the first progress
register is a first gate vector register, and wherein the second progress register is a second

gate vector register.
27.  The packet processing engine of claim 25, wherein the first and second ID
registers, the first and second seniority registers, and the first and second execution

progress registers are dedicated, processor-level registers.

28.  The packet processing engine of claim 27, wherein the first and second

sets of processing resources are separate and distinct.

29.  The packet processing engine of claim 18, wherein the instruction

execution mechanism determines whether the first thread has progressed beyond the

-102 -



exited the particular stage of execution. -105 43. The packet processing
engine of claim 38, wherein the first set of processing resources

comprises a first seniority register for storing a first seniority indicator
associated with the first packet; wherein the second set of processing
resources comprises a second seniority register for storing a second
seniority indicator associated with the second packet; and wherein the
instruction execution mechanism determines whether the first thread has
RAGGHYSEaES SO pAMichAC Beaf ¥R RRSIT Y ReTieaROf a gateability
ORI dherik Partibdl ses1osRRGKb HiRdIGaR iR d eedstanAiegdwhether
the first packet is more senior than the second packet. 44. The packet
processing engine of claim 38, wherein the first set of processing

resourggs COMpisRSdAHpIESRMAI by reaislelhasadlapacket HYceaMR gine,
indicator associated with the first packet, and a first progress register for
B B&irst execution progress indicator associated with the first thread;
whereigx 836t BRCOAELCAL QIAAOSRTSHIG TRSOPICRS, CREMNEBERSVGON a seniority
senijority register for storing a second seniority indicator associated with
iFatiyEdomingERREESShd a second progress register for storing a second

execuiQBcRImEr e secbiicRiadasSaoadacth WilldnthpasRao MdRRade 88sbnd packet

wherein the !nstrHction execution mechanism determines whether the first

IhlSSGeNRL JEHESEind the particular stage of execution by, at

least, ¢esoRiapngythe BesbndnBre/CayhsRlarifRdicalstRaletermine
whether the first packet is mgre senior than the second packet, and

procesSTHEIRME St Aars R hEadit Prograseingneatoraepartioular stage of

selarmomneamdrether the first thread has progressed beyond the particular

stage of
g ?n response to a determination that the first thread has not yet progressed beyond

the particular stage of execution, stalling execution of the second thread.

31.  The method of claim 30, wherein determining whether the first thread has
progressed beyond the particular stage of execution comprises:
determining whether the first thread has entered and exited the particular stage of

execution.

32.  The method of claim 30, wherein the first packet has a first seniority
indicator and the second packet has a second seniority indicator, and wherein determining
whether the first thread has progressed beyond the particular stage of execution
comprises:

comparing the second seniority indicator with the first seniority indicator to

determine whether the first packet is more senior than the second packet.

33, The method of claim 32, wherein the first thread has an associated first

execution progress indicator and the second thread has an associated second execution
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execution. 45. The packet processing engine of claim 44, wherein the first
progress register is a first gate vector register, and wherein the second
progress register is a second gate vector register. -106 46. The packet
processing engine of claim 44, wherein the first and second ID registers,
the first and second seniority registers, and the first and second execution
progress registers are dedicated, processor-level registers. 47. The
packet processing em&e of claim 46, wherein the first and second sets

Brogrsveldicgirecisadersia ddpamiping Meheratiibe st freaf hagerogressed
BEPSRS RGP AGINE SfaglPiTeRSuMbR RN Higrieldon execution

mechanism determines whether the first thread has progressed beyond

the paRieGrPBEEE BrsndinioRdsrendinysisanioBrpamdsigrmine whether
prriien efengatlhiivyRatpeyyiatRipiAr upariiapasmadianda.associated

with the second thread.

34.  The method of claim 33, wherein the first thread has a first gate vector
register associated therewith, wherein the second thread has a second gate vector
associated therewith, wherein the first execution progress indicator is stored in the first
gate vector register and the second execution progress indicator is stored in the second
gate vector register, and wherein processing the first and second execution progress
indicators comprises:

accessing the first and second gate vector registers to obtain the first and second
execution progress indicators; and

comparing the first and second execution progress indicators.

35.  The method of claim 30, wherein determining whether the first thread has
progressed beyond the particular stage of execution comprises:
checking a value of a particular portion of a gateability vector, wherein the

particular portion is associated with the second thread.

36.  The method of claim 30, wherein reaching the particular section of
instructions comprises:
executing a gate instruction that causes the second thread to determine whether

the first thread has progressed beyond the particular stage of execution.

37.  The method of claim 36, wherein determining whether the first thread has
progressed beyond the particular stage of execution comprises:
determining whether the first thread has entered and exited the particular stage of

execution.
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38. A multi-threaded packet processing engine, comprising;:

a first set of processing resources for executing a first thread to process a first
packet, the first packet having a seniority relative to other packets; and

a second set of processing resources for executing a second thread to process a
second packet, wherein the second packet is less senior than the first packet, the second
set of processing resources comprising an instruction execution mechanism, the
instruction execution mechanism executing the second thread until a particular stage of
execution is reached, and upon reaching the particular stage of execution, the instruction
execution mechanism determining whether the first thread has progressed beyond the
particular stage of execution, and in response to a determination that the first thread has
not yet progressed beyond the particular stage of execution, the instruction execution

mechanism causing execution of the second thread to stall.

39. The packet processing engine of claim 38, wherein the first and second

sets of processing resources are separate and distinct.

40.  The packet processing engine of claim 38, wherein the instruction
execution mechanism executes a gate instruction when it reaches the particular stage of
execution, the gate instruction causing the instruction execution mechanism to determine
whether the first thread has progressed beyond the particular stage of execution, and to
stall execution of the second thread if the first thread has not yet progressed beyond the

particular stage of execution.

41.  The packet processing engine of claim 40, wherein the gate instruction is a

processor-level instruction.

42.  The packet processing engine of claim 38, wherein the instruction
execution mechanism determines whether the first thread has progressed beyond the
particular stage of execution by determining whether the first thread has entered and

exited the particular stage of execution.
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43.  The packet processing engine of claim 38,

wherein the first set of processing resources comprises a first seniority register for
storing a first seniority indicator associated with the first packet;

wherein the second set of processing resources comprises a second seniority
register for storing a second seniority indicator associated with the second packet; and

wherein the instruction execution mechanism determines whether the first thread
has progressed beyond the particular stage of execution by, at least, comparing the first
and second seniority indicators to determine whether the first packet is more senior than

the second packet.

44.  The packet processing engine of claim 38,

wherein the first set of processing resources comprises a first seniority register for
storing a first seniority indicator associated with the first packet, and a first progress
register for storing a first execution progress indicator associated with the first thread;

wherein the second set of processing resources comprises a second seniority
register for storing a second seniority indicator associated with the second packet, and a
second progress register for storing a second execution progress indicator associated with
the second thread; and

wherein the instruction execution mechanism determines whether the first thread
has progressed beyond the particular stage of execution by, at least, comparing the first
and second seniority indicators to determine whether the first packet is more senior than
the second packet, and processing the first and second execution progress indicators to
determine whether the first thread has progressed beyond the particular stage of

execution.
45.  The packet processing engine of claim 44, wherein the first progress

register is a first gate vector register, and wherein the second progress register is a second

gate vector register.
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46.  The packet processing engine of claim 44, wherein the first and second ID
registers, the first and second seniority registers, and the first and second execution

progress registers are dedicated, processor-level registers.

47.  The packet processing engine of claim 46, wherein the first and second

sets of processing resources are separate and distinct.

48.  The packet processing engine of claim 38, wherein the instruction execution
mechanism determines whether the first thread has progressed beyond the particular stage of
execution by checking a value of a particular portion of a gateability vector, wherein the

particular portion is associated with the second thread.
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