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34 Read Primary MAC Address of
Network Interface Card of Client Device
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36 ] Read Volume Serial ID of the Primary Partition
of the Hard Drive of the Client Device
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Execute a Cryptographic Hash Function Using
38 7~  Primary MAC Address and Volume Serial ID of Client
Device, to Compute a Registration ID Code for Client Device
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Once Registration ID Code is Obtained,
Use Client Device to Contact System Server
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When Contact is Made with System Server,
User Provides a “User Name” Input, a
User Selected “Password” and a Pre~Selected
“Registration Name” for the Client Device
Being Used to Make the Contact, as Inputs
to the System Server
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Client Device Automatically Supplies the
Registration ID to the System Server
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System Server
Checks to See if a Client Device
with the Same “Registration Name™ as Input
by the User is Already
in Use
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System Server Generates Unique Digital,
Client-Side Certificate for Client Device

Deny Access to System
Server and Terminate
Registration Process
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System Server Stores Systemn-Side Certificate
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System Server Transmits Digital
Client-Side Key to Client Device
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Client Device Stores Received Client-Side
Key Locally on its Hard Drive for Use with
all Future Contacts with the System Server
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Client Device Initiates New
Call To System Server

v

B4 T

Client Device Re-Computes
Registration ID Hash Code
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Re-Computed Registration IID Hash
Code Using Client-Side Digital Key
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