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1970's-era security systems that do little more than show disjointed closed

circuit TV pictures and the status of access points. A typical surveillance
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monitor. As the magnitude and severity of threats has escalated, the need to
respond rapidly and more effectively to more complicated and dangerous
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comprehend the situation and take appropriate actions.
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r g@eritiofe bABfly sugamaizad above, may be had by reference to embodiments,
some of which are illustrated in the appended drawings. It is to be noted,
however, that the appended drawings illustrate only typical embodiments of this
invention and are therefore not to be considered limiting of its scope, for the
invention may admit to other equally effective embodiments.
[0011] Figure 1 illustrates an overall architecture of a scalable architecture for
providing real-time multi-camera distributed video processing and visualization
of the present invention;
[0012] Figure 2 illustrates a scalable system for providing real-time multi-camera

distributed video processing and visualization of the present invention;



distributed video processing and visualization of the
present invention; W 2004/ 114648 PCT/ US2004/ 019722
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rendering system 130 via a network transport 143, e.g., a TCP/IP video
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transport. In turn, a separate optional network transport 145, e.g., a TCP/IP
alarm and metadata transport can be employed for forwarding and receiving
alarm and metadata information. This second network transport increases
robustness and provides a fault-tolerant architecture. However, the use of a
separate transport is optional and is application specific. Thus, it is possible to
implement the TCP/IP video transport and the TCP/IP alarm and metadata
transport as a single transport.

[0020] In one embodiment, the geo-locatable alarm visualizer 135 operates to

receive alarm signals, e.g., from the VBAs and associated meta-data, e.g.,



transport as a single transport. [0020] In one
enbodi nent, the geo-locatable alarmvisualizer 135
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in the sense that tens to hundreds t
invention need to handle hundreds and thousands of cameras with real-time

intelligent processing, alarm and contextual video visualization, storage and
archiving functions integrated in a system. The present invention is a scaleable
real-time processing system that is unique in the sense that tens to hundreds to
thousands of videos are continuously captured, stored, analyzed and processed
in real-time, alerts and alarms are generated with no latency, and alarms and
videos can be visualized with an integrated display of videos and 3D models
and 2D iconized maps. The display management of thousands of cameras is
managed by the use of a video switcher that selects which camera feeds to

display at any one time, given the pose of the required viewpoint and the pose
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[0025] The scalable system 200 comprises at least one video capture storage
and video server system 110, a vision based alarm (VBA) system or PC 120, at
least one video rendering system, e.g., a video flashlight system or PC 130, a
plurality of sensors, e.g., fixed cameras, pan tilt and zoom (PTZ) cameras, or
other sensors 205, various network related components such as adapters and
switches and input/output devices 250 such as monitors.
[0026] In one embodiment, the video capture storage and video server system
110 comprises a video distribution amplifier 212, one or more QUAD processors
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receives the various video signals and is able to render one or more of the input
videos over a model, e.g., a 2D or a 3D model of a monitor area. Thus, a user
is provided by a real time view of a monitored area. Examples of a video
rendering system or video flashlight system capable of applying a plurality of
videos over a 2D and 3D model are disclosed in US patent applications entitled
“Method and Apparatus For Providing Immersive Surveillance” with serial
number 10/202,548, filed 7/24/02 with docket SAR 14626 and entitled “Method
and Apparatus For Placing Sensors Using 3D Models” with serial number
10/779,444, filed 2/13/04 with docket SAR 14953, which are both herein

incorporated by reference.
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a viewing preference of a security guard at any given moment.

[0033] Similarly, the system 200 employs an adapter 242 that allows the video
flashlight PC 130 to control the cameras. For example, the PTZ cameras can
be operated to present videos of a particular pose selected by a user. Similarly,
the selected PTZ values can also be provided to a matrix switcher 244 where
the selected pose will be displayed on one or more primary display monitors. In
one embodiment, the matrix switcher 244 is able to select four out of 12 video

inputs to be displayed. Thus, in addition to a render video stream provided by
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R
of software components or sub-modules: a video capture component 312, a
rendering engine component 313, a 3-D viewer (GUI) 314, a command receiver
component 315, a DVR control component 316, a PTZ control component 317,
and a matrix switcher component 318. In operation, videos are received and
captured by the video capture component 312. In addition to its capturing
function, the video capture component 312 also time stamps the videos for
synchronization purposes. Namely, since the module operates on a plurality of
video streams, e.g., applying a plurality of video streams over a 3-D model, it is
necessary to synchronized them for processing.

[0038] The rendering engine 313 is the engine that overlays a plurality of video

streams over a model. Generally, the model is a 3-D model. However, there



illustratively wth various software nodul es or

sub- nodul es, the present invention is not so limted.
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po[g($41\]M'I|'r|1e ggmmands receiver component 315 serves as a port to the alarm
visualizer application 330, where a user clicking on the alarm browser 332 will
cause the commands receiver component 315 to interact with the rendering
engine component 313 to display the proper view. Additionally, if necessary,
the commands receiver component 315 may also obtain one or more stored
video streams in the DVR to generate the desired view if an older alarm
condition is being recalled and viewed.
[0042] Finally, the 3-D viewer (GUI) 314 interacts with the matrix switcher
control component 318 to obtain full resolution videos. Namely, the user can

obtain the full resolution video from a camera output directly.



rendered by the rendering engi ne 313 by forwarding

pose information (e.g., pose values) to the rendering
wergiunetc3d3. The 3-D viewer (GUI) 314 al so coPCT/OBR04/019722

the DVR 216 and PTZ caneras 2091w a the DVR contro

conponent 316 and the PTZ control conponent 317,

respectively. Nanely, the user can select a recorded
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the alarm condition, health of any PCs within the system, and so on.

[0046] The system monitor application 320 comprises a plurality of software
components or sub-modules: a system monitor (GUI) 322, a health status
information receiver component 324, a health status information processor
component 326 and a health status alarms storage engine component 328. In
operation, the system monitor (GUI) 322 serves as a graphical user interface to
monitor the health of a plurality of vision alert PCs 120. For example, the user
can click on a particular vision alert PC to determine its health.

[0047] The health status information receiver component 324 operates to ping
the vision alert PCs, e.g., periodically to determine whether the vision alert PCs

are in good health, e.g., whether it is operating normally and so on. If an error
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[0052] The video alarms processing engine component 412 is the module that
employs one or more alarm detection methods that detect the alarm conditions.
Namely, alarm detection methods such as methods that detect objects being
left behind, methods that detect motion, methods that detect movement of
objects against a preferred flow, methods that detect a perimeter breach,
methods that count the number of objects and the like can be deployed in the
video alarms processing engine component 412. The methods that will be

selected and/or the thresholds set for each alarm detection method can be
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forwarding of the stored video clip can be implemented manually, e.g., upon
request by a user clicking on the alarm browser 332, or performed
automatically, where certain types of important alarm conditions (e.g., perimeter
breach) are such that the video clips are delivered automatically to the video
flashlight system for viewing.

[0056] Finally, the video flashlight system 120 also employs a time synch
module 426, e.g., a TARDIS time synch server. The purpose of this module is
to ensure that all components within the overall system have the same time.
Namely, the video flashlight PC and the vision alert PC must be time
synchronized. This time consistency serves to ensure that alarm conditions are



video flashlight system 130, a distributed database
and so on. Thus, the system health nonitoring engine
waeommponsat 415 serves to nonitor the overall PERUSINOOH19722

the vision alert PC and to resfpdnrd to pinging fromthe
system noni tor application 320 via a network channel .

For exanple, if the systemhealth nonitoring engine

c prppeintepbddattienerane shathime steenped widees @ire ipreperly stored and
functions have failed, then it may report it as an
alrgii®vedndi tion on the alarns information database

§8057¥1 OPREICARBAVISEET BhAY 'ﬁ%t\ﬁér%%h‘r’rhhﬁﬁaﬁﬁﬂé BRogram on top of

ent 416 serves to present an alarmcondition
owmrclaweelnam burdirfam:tems thawe usedonsendisg veal-tyee rwcking

420. .. Th t b d d
¢ i P T e R AR Ao e B et ect f on-of
anod¥sp PGl illusRated Al illasBativeasiaternBO0VOIiRe presemEnvention

information storage engine 417 to |log the alarm
casing digital videa §tr§BH}1m@,|WHQj’6ﬁﬁﬁ'9}He®ﬁaﬁti§%@s afpifiustrative system

w0 34188 rrfor e PR UM pRRIOGYq B EATIEETT R lstraive

asyeingd afb Ekérhf)tdeeofdﬁe geherhl stalablecantiitectore as digudosed above.
AVI storage file 424 so that it can be retriev
| HNaspelyplie pragsaterchitoptyss afl alows ASTEIB A RERty SH4E up the number
g | x: |
PSSR, R SRRATRRTFSH s sifons, and
A\ﬂhdai mra@erngrsjtatron'ﬁwe o.f wdmrﬂarshb;grdfrenderrm eyﬁama Qredﬁdlcated

giﬁ{ % nﬂi?%.l & |q %eﬁnieﬁﬂ&a&u%%ﬁﬁng ijv eg%gn p&)vrglejse Wols that act
Pefd Brégeﬁrultﬁ}ﬁb%élsﬁﬁ e efdBUEN SRS éfaéé%uﬁspﬁérs@hnel by integrating

i mportant alarm’conditions (e.g., perineter breach)
arwnsoc hnplulmtbrmlgmg/p@leotrall thpeatategdatdsy attestion, and presenting

3 Iuntg rwa |8T|a l(r)rlb é)&ih%’tlﬁ%%%ﬁg @ﬁﬁgh?ﬁ%gﬁ%ﬁé%@%%e and reduces

13ﬁe Heed f@ﬂ@kt@hgsrvé tkdifRgS YWREN sBBetitl gort26 cad. lmderﬁand the
TARDI S ti me synch server. The purpose of this nodu

| dactical sitaiicn mese auioklys Sipoaerhetiakiabif i fq%IScst\r@ih&r threat and

§§§Eﬁ§ ﬁ{ggﬁ;ﬁgég%ggﬁﬁest f\(llln@’lex%m %fag{:&ere\q&%‘?ts consequences.

S>{Md9] Q’ﬂsﬁ@@ld bBuMérsﬁaseddbaSﬁhet\mnm)asmdaﬂestcmmpcsmer&s or
that al arm conditi ons are WO %004/ 14648
P@RRlisatieny 83 dissussed abgyegah Pe IMplRIpeRigd;as 2 Physigalfevice or

SRl ARSI RER R0 HAREA R A e
coﬂrimrnatwsely dhese nuapuies, sompngnents or applications can be represented
by one or more software applications (or even a combination of software and
hardware, e.g., using application specific integrated circuits (ASIC)), where the
software is loaded from a storage medium (e.g., a magnetic or optical drive or
. diskette) and operated by the CPU in the memory of the computer. As such,
these modules, components or applications (including associated data
structures) of the present invention can be stored on a computer readable
medium or carrier, e.g., RAM memory, magnetic or optical drive or diskette and
the like.
[0060] Although the present invention is disclosed within the context of a vision

alert system, various embodiments of video rendering can be implemented that



whi ch we have built functions that we use for sending

real -tinme tracking positions, PTZ pose infornmation
wa@ceoredsicihe network. [0058] Figure 5 illustratBCI/ER2004/019722

illustrative system 500 of thelpresent invention

using digital video stream ng, whereas Figure 6

illustrates an illustrative system 600 of the present

| BHenbl iBTeEpOmsE @ arm cewlitidr. eboi exgamplecitds p033|ble to deploy

illustrative systens are | es of the
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up’ The Humb Sensors, eo capt ur e/ conpr ess

st\atlkimysview! si orork @zaedrlazhle/r i\/lrﬁ.tattwmmewaﬁﬂtha@@meter ofa
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IBT'Hgy hetﬂé‘? nﬁ’ét@? Bfthe rﬂ&ﬁﬁéﬂe@lrhr@é%\‘iddﬁéklhgﬁoﬁvrt hats ih, as the
t| pliers, raising the effectiveness of

SEIBW pasfsegsefmmmrm chonmf@ge genmterg@@mthermm@n the video

B?“@g gotteein?]n MJ lCPﬁp’ ég%%%attlgsfe{eﬁ%w \ggégg frofl'the relevant

C@Hﬁfe%"@ Poraa s?lftﬁse't 8P RABEE UMD bEdvaiRble Videosptdovartay onto
extensive Training. Wen security forces can

uﬂu@md@hwhﬂa@nqrmmbar videps &iond Athas camaras« I otherayords, the
t

~oaBSTiadl 115, [PRB0 kol Sing i RAS cofncusy

C Mhge il RNEEssible[to @rddtly incrsasel tHe meimbretef chautas h\aithouhe

vari ous npdul es, conmponents or gﬁl cations as

dW@O@@Qﬂ@'%ﬁ\ﬁéﬁtﬁ%ﬂ'%‘eolthﬁlséﬁBWtye‘g s a physi cal

d

a'fdéo'g Vglltn(l:eaﬁég@‘%%cﬁﬂ% %”&’i?e(}&%d gc? Egltb?isnrfv@nt%t&gl'g% e nvention,

motheresnd futeo eerticslirnentspgfithe inventioncaay be dey;aeds\mmcw

%@Egﬁgﬂ ﬁ&gei)%{st VEor gﬁgl Ioﬁ rbq?\ﬁ]eeégog)ee_ |§]8eterm|ned by
b@ﬁhg%ﬁ?mfl c integrated circuits (ASI 0),
wher e

tware is | oaded froma storage nmedi um
(e.g., a nmagnetic or optical drive or diskette) and
operated by the CPU in the nenory of the conputer. As
such, these nodul es, conponents or applications
(i ncluding associ ated data structures) of the present
i nvention can be stored on a conputer readable nedi um
or carrier, e.g., RAMnenory, magnetic or optica
drive or diskette and the |ike. [0060] Although the
present invention is disclosed within the context of a
vision alert system various enbodi ments of video
rendering can be inplenmented that WO 2004/ 114648
PCT/ US2004/ 019722 -15



are not in response to an alarmcondition. For
exanple, it is possible to deploy a very |large nunber
wobosamsuas al ong a perineter such that the viBeDUS2004/019722
flashlight systemis configurefto provide a
continuous real tine "bird s eye view', "walking
view' or nore generically "virtual tour view' of the
pecCidigeiser of a nonitored area. For exanple, this
configuration is equivalent to a bird flying along
the perineter of the nonitored area and | ooki ng down.
Asqsuchp 0 t he
ot mot Ay piogtor HconAs B fodf B 2E8n8 o Bty
system mdehvuangjaqﬂartaht;ed)ﬁ igpaicvddsss;tamnel reI evant Vi deos
fromthe re] evant nmeras (e.qQ.,,a subset. of a.
nunber PP e eBl Bentsetas Sal Bty ot it fidedsdaia model of
| ras. In

o1 e e e e a0 T B BB piat e

cont| nuously as the view shifts continuously. Thus,

IS passibl eat | Ner ease the n of .
cefer a1 R0t G SR G LSS RPeGRATBRoY i felected in
segsddriidnsd dith-arl H8RHAIsigNHI! e the foregoing is directed
to enbodi nents of the present invention, other and

further enbodi nents of the invention nay be devi sed

400U SRR A B SRS £y o
foblbmdéf&t&ﬁﬂ#feiﬁdtﬁ48 PCT/ U82004/ 019722 -16- d ai ns:

1. Anmethod for nonitoring at | east one scene,
conprising: receiving a plurality of input videos;

angl app ' %bg&ﬁ aid plurality of
m%ut VJmeos tﬁgbgﬁ%\l’ IVfgﬂﬁ he a?r(?sffe 'st. one scene in

r espcaigsiagtsigraalp foen phleastors se@sordeploychwithiofthelatileast one
1, wherein said pose paraneter is selected in

actdt¥ance with an alarmsignal. 3. The nethod of

claim 2, wherein said alarmsignal is generated by an

al arm detecti on nethod. 4. The nethod of claim1,

f udt her Themethedl of claimachifuitingr @f’gmﬂiﬁgf rom at | east

-?-E@gﬁ@gqﬁg{g %%glgtfo e(ﬂjg t}ﬁnetaE IlﬁqSh g%e?stgﬁap (ﬁcéete asl%caFon gssomate

with said alarm signal.

6. The method of claim 1, wherein said subset of said plurality of input
videos is continuously updated to provide a continuous virtual view of the at

least one scene.

7. The method of claim 1, wherein said plurality of input videos are provided
by a plurality of cameras, wherein at least one of said cameras has pan, tilt and
zoom (PTZ) capability.

8. The method of claim 1, wherein said subset of said plurality of input

videos is overlaid over said model.



hi ghlighting a portion of the at | east one scene to

indicate a |l ocation associate wth said al arm signal.
w®200Fhetenet hod of claim1l, wherein said subsetPOf/USENN4019722

plurality of input videos is-cihtinuously updated to

provide a continuous virtual view of the at |[|east one

scene. 7. The nmethod of claim1l1l, wherein said

plar al i A aparatns forvindritsriray &t lpasvonkedceryy, conmprisiag:i ty

of caneras, wherein at | east one of sajd caneras, has

pan, ti@Plyalty of samerasior IapaRg @ puralily of ipuMidras: and

claim1 ] ] ' L, it f ;

Tnput BV Ree el Sy St Kl Tt SoReldl it of said

200K rAlityl 68 BipBEVIdE62 80 4/r0d9612F the &7 leist Ane sppae i tsspooise to a

nonitorin t | east one scene, conprising: a plurality

ofp%%ﬁr@?'@g“%@}f- providing a plurality of input videos;

and a video rendering systemfor applying selectively

a subset of said plurality of input videos to a nodel

of 18.he The lappatatos of slaimé®, furthereomyisingakleagbere vision based

paraneter, 10. The apparatus of. claim9,. fuyr .
Corarmeshiprator dterBARE a0 o sihal ihetpin fid PBbe perapeter s
geg@eafednd aBorlancEBWAtHIS@AH alamesighal. sai d pose

paranmeter is selected in accordance with said alarm

si gnal .



