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Claims

1. A method for wireless network operation, comprising:

(a) successively transmitting a communication frame at a defined interval furing a
first period of time;

(b) after the first period of time, ceasing transmission of the commugfication frame
for a second period of time; and

(©) after the second period of time, repeating operations (a), (b)/and (c).

2. The method for wireless network operation as recited A claim 1, wherein the
defined interval between successive communication frame transmisgfons is set within a range
extending from 6 milliseconds to 19 milliseconds.

3. The method for wireless network operation asfecited in claim 1, wherein the
first period of time has a duration of 1 second.

4, The method for wireless network operatyhn as recited in claim 1, wherein the
second period of time has a duration within a range eyfending from 1 second to 255 seconds.

5. The method for wireless network gheration as recited in claim 1, wherein the
communication frame is a medium access fontrol (MAC) frame of an IEEE 802.15.4
communication protocol.

6. The method for wireless gtwork operation as recited in claim 5, wherein the
MAC frame is formatted as a beacon Fame, and wherein the beacon frame includes a payload
portion that is formatted in accordgpfce with a distributed access management protocol separate
from the IEEE 802.15.4 commuyfication protocol.

7. The method fgf wireless network operation as recited in claim 5, wherein the
MAC frame is formatted/s a broadcast network discovery (BND) frame, and wherein the
BND frame includes a gayload portion that is formatted in accordance with a distributed access
management protocgf separate from the IEEE 802.15.4 communication protocol.

8. Th€ method for wireless network operation as recited in claim 1, further
comprising:

opefhting a network device to receive and process the communication frame; and

erating the network device to respond to the communication frame by sending a
requgét to join a network to a device from which the communication frame was transmitted.

The method for wireless network operation as recited in claim 8, further
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operating the device from which the communication frame was transmitted to eithyfr

allow the network device to join the network or to deny the network device from joinind the

network.

10. A method for communicating data over a wireless network in accordghice with a

distributed asset management protocol, comprising:
operating a sending device to generate a medium access control (MAC) frame to be

transmitted over the wireless network, wherein generating the MAC frame picludes,

setting a frame control field of the MAC frame to indicay a frame transmission
type, and
defining a payload portion of the MAC frame igfaccordance with a payload

specification of the distributed asset management protocol forresponding to the indicated

frame transmission type;

operating the sending device to transmit the gepfrated MAC frame over the wireless

network;

operating a receiving device to receive the IAC frame over the wireless network;

operating the receiving device to recoghize the MAC frame as the indicated frame
transmission type; and
operating the receiving device tofprocess the payload portion of the MAC frame in
accordance with the payload specififation of the distributed asset management protocol
corresponding to the indicated framgtransmission type.
11.  The method for

with the distributed asset mgflagement protocol as recited in claim 10, wherein each of the

mmunicating data over the wireless network in accordance

sending and receiving depices is compliant with both an IEEE 802.15.4 standard and the
distributed asset managfment protocol, wherein non-payload portions of the MAC frame are
defined to be procesfed by wireless communication devices that are compliant with the IEEE

802.15.4 standarg, and wherein payload portions of the MAC frame are defined to be

processed by pireless communication devices that are compliant with the distributed asset

managemepf protocol.

The method for communicating data over the wireless network in accordance

with ghe distributed asset management protocol as recited in claim 10, wherein the frame

trghsmission type is one of a beacon frame, a broadcast network discovery frame, a data frame,
command frame, and an acknowledgement frame.

13. The method for communicating data over the wireless network in accordance

with the distributed asset management protocol as recited in claim 10, wherein the frame
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transmission type is a beacon frame, and wherein the payload specification of the distribut,
asset management protocol corresponding to the beacon frame includes,
an identification of a device type of the sending device,

an identification of a type of data included within a data portion of the payj0ad of the

beacon frame,

an identification of an alternate channel to be used for subsequent compfiunication,

a specification of a beacon interval duration of the sending device,

a specification of an association timeout duration for the receivigé device,

a specification of a response interval duration for the receivingdevice,

a specification of a length of data included within the dataortion of the payload of the

beacon frame,
the data portion of the payload of the beacon frame,

a specification of cyclic redundancy data assocjted with the payload of the beacon

frame.

14.  The method for communicating dagl over the wireless network in accordance

with the distributed asset management protocolAs recited in claim 13, wherein the device type

of the sending device is one of a fixed refler device, a mobile reader device, a handheld

device, and a tag device.
15.  The method for commyficating data over the wireless network in accordance

with the distributed asset managemghit protocol as recited in claim 13, wherein the type of data

included within the data portion/of the payload of the beacon frame includes one or more of

device date and time, devigé identification, device location, device velocity, and device

differential global positionfig system correction.

16.  The metffod for communicating data over the wireless network in accordance
with the distributed Asset management protocol as recited in claim 13, wherein the beacon
interval durationAf the sending device is an integer value in seconds between successive

beacon periodg/ wherein each beacon period is a duration of time during which MAC frames of

the beacon fame type are successively transmitted at a set interval.

The method for communicating data over the wireless network in accordance
with fhe distributed asset management protocol as recited in claim 16, wherein the beacon
ingrval duration is within a range extending from 1 second to 255 seconds, and wherein the
eacon period duration is 1 second, and wherein the set interval is within a range extending

from 6 milliseconds to 19 milliseconds.
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18. The method for communicating data over the wireless network in accordan
with the distributed asset management protocol as recited in claim 16, wherein the associgffion
timeout duration for the receiving device is a number of beacon intervals that shoyfd pass
without communication before the receiving device disassociates from the wireless fetwork of
the sending device.

19.  The method for communicating data over the wireless netwopk in accordance
with the distributed asset management protocol as recited in claim 16, wierein the response
interval duration for the receiving device is a maximum number of befcon intervals that are
allowed to pass before the receiving device should communicate Ats status to the sending
device.

20.  The method for communicating data over the yfireless network in accordance
with the distributed asset management protocol as reciteg/in claim 10, wherein the frame

transmission type is a broadcast network discovery frame, and wherein the payload

specification of the distributed asset management pfotocol corresponding to the broadcast
network discovery frame includes,
an identification of a device type of the gfnding device,
an identification of a message type asfhe broadcast network discovery frame,
an identification of an alternate chgfinel to be used for subsequent communication,

a specification of a broadcast igferval duration of the sending device,

a specification of a responseAnterval duration for the receiving device,

an identification of data fypes included within the data portion of the payload of the

broadcast network discovery fame,
the data portion of e payload of the broadcast network discovery frame, and

a specification ¢f cyclic redundancy data associated with the payload of the broadcast

network discovery fifme.
21.  Thf method for communicating data over the wireless network in accordance

device, ghd a tag device.

22.  The method for communicating data over the wireless network in accordance
the distributed asset management protocol as recited in claim 20, wherein the broadcast
nterval duration of the sending device is an integer value in seconds between successive

broadcast periods, wherein each broadcast period is a duration of time during which MAC
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frames of the broadcast network discovery frame type are successively transmitted at a

interval.

23. The method for communicating data over the wireless network in acgfrdance

from 6 milliseconds to 19 milliseconds.
24, The method for communicating data over the wireless fetwork in accordance

with the distributed asset management protocol as recited in claim/£2, wherein the response

interval duration for the receiving device is a maximum number @£ broadcast intervals that are
allowed to pass before the receiving device should commupficate its status to the sending
device.

25.  The method for communicating data ovef the wireless network in accordance
with the distributed asset management protocol as recfed in claim 20, wherein the type of data
included within the data portion of the payload Af the broadcast network discovery frame
includes one or more of device date and time/device identification, device location, device
velocity, and device differential global positighing system correction.

26.  The method for communighting data over the wireless network in accordance
with the distributed asset managemepf protocol as recited in claim 10, wherein the frame
transmission type is a command fraghe, and wherein the payload specification of the distributed

asset management protocol corrgfponding to the command frame includes,

an identification of a ¢gfvice type of the sending device,

an identification of £ message type as the command frame,
a specification gfa length of data included within the data portion of the payload of the
command frame,
an identififation of a type of command communicated in the command frame,

the daty/portion of the payload of the command frame, and

a spgcification of cyclic redundancy data associated with the payload of the command
frame.
27.  The method for communicating data over the wireless network in accordance
the distributed asset management protocol as recited in claim 26, wherein the device type
f the sending device is one of a fixed reader device, a mobile reader device, a handheld

device, and a tag device.
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28.  The method for communicating data over the wireless network in accordan
with the distributed asset management protocol as recited in claim 10, wherein the fame
transmission type is a data frame, and wherein the payload specification of the distribugfd asset
management protocol corresponding to the data frame includes,

an identification of a device type of the sending device,

an identification of a message type as the data frame,

a specification of a length of data included within the data portion gf the payload of the
data frame,

an identification of a packet type associated with the datafncluded within the data
portion of the payload of the data frame,

the data portion of the payload of the data frame, and

a specification of cyclic redundancy data associated yith the payload of the data frame.

29.  The method for communicating data ovef the wireless network in accordance
with the distributed asset management protocol as recifed in claim 28, wherein the device type
of the sending device is one of a fixed reader ice, a mobile reader device, a handheld
device, and a tag device.

30. The method for communicatijffg data over the wircless network in accordance
with the distributed asset managemeny protocol as recited in claim 28, wherein the

identification of the packet type inclyfes identification of the data included within the data

an identificagbn of a device type of the sending device,

an identififation of a message type as the acknowledgement frame,

a speciffcation of a length of the acknowledgement frame,

a spfification of an acknowledgement value as cither successful acknowledgement or
failed acnowledgement,

an identification of a sequence number of a communication that is acknowledged by the

acjfhowledgement frame,

an identification of a packet identifier that is acknowledged by the acknowledgement
frame in the case of a successful acknowledgement, or an identification of an error type in the

case of a failed acknowledgement,
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a specification of a ready state of the sending device,

a specification of a incrementing counter value indicating a sequence of pro

commands,
a specification of a sleep timer value used by the sending device,

an identification of a current network channel used by the sendigf device for

communication over the wireless network, and
a specification of cyclic redundancy data associated with tfe payload of the
acknowledgement frame.
32.  The method for communicating data over the wirelgds network in accordance

with the distributed asset management protocol as recited in claigf31, wherein the device type

of the sending device is one of a fixed reader device, a mghile reader device, a handheld

device, and a tag device.
33. The method for communicating data ovgf the wireless network in accordance

with the distributed asset management protocol As recited in claim 31, wherein the

specification of the ready state of the sending deyfe is zero if the sending device is ready to

receive more data, and wherein the specificatigh of the ready state of the sending device is a

number of seconds greater than zero to be defayed before the sending device is ready to receive

more data.
34. A device defined to cofimunicate data over a wireless network in accordance

with a distributed asset managemeny/protocol, comprising:
a wireless transceiver; a
a processor defined tgfoperate in conjunction with the wireless transceiver to transmit

and receive wireless compfiunications in accordance with the distributed asset management

protocol,
wherein the gocessor includes a transmission module defined to generate a medium

access control (MAC) frame to be transmitted over the wireless network,
whereipf generating the MAC frame includes setting a frame control field of the MAC

frame to ingfcate a frame transmission type, and defining a payload portion of the MAC frame
in accorfance with a payload specification of the distributed asset management protocol

corregbonding to the indicated frame transmission type, and

wherein the transmission module is defined to direct the wireless transceiver to transmit

e generated MAC frame over the wireless network,

wherein the processor also includes a reception module defined to process MAC frames

received through the wireless transceiver from the wireless network,
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wherein the reception module is defined to recognize the frame transmission type of thfe
received MAC frame, and process the payload portion of the received MAC framg€ in
accordance with the payload specification of the distributed asset management protocol
corresponding to the recognized frame transmission type.

35.  The device defined to communicate data over the wirelesy network in
accordance with the distributed asset management protocol as recited in claigf 34, wherein the
device is one of a fixed reader device, a mobile reader device, a handhejl device, and a tag
device.

36. The device defined to communicate data over Jhe wireless network in
accordance with the distributed asset management protocol as regfted in claim 34, wherein the
processor and wireless transceiver are defined to be complight with both an IEEE 802.15.4
standard and the distributed asset management protocol, wierein non-payload portions of the
MAC frame are defined to be processed by wireless comfnunication devices that are compliant
with the IEEE 802.15.4 standard, and wherein paylogd portions of the MAC frame are defined
to be processed by wireless communication devifes that are compliant with the distributed
asset management protocol.

37.  The device defined to copfmunicate data over the wireless network in
accordance with the distributed asset manfigement protocol as recited in claim 34, wherein the
frame transmission type is one of a begon frame, a broadcast network discovery frame, a data

frame, a command frame, and an agnowledgement frame.
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Claims
1. A method for communicating data over a wireless network in accordance with a
distributed asset management protocol, comprising:
operating a sending device to generate a medium access control (MAC) frame to be
transmitted over the wireless network, wherein generating the MAC frame includes,
setting a frame control field of the MAC frame to indicate a beacon frame
transmission type, and
defining a payload portion of the MAC frame to include,
an identification of a device type of the sending device,
an identification of a type of data included within a data portion of the payload of
the beacon frame,
an identification of an alternate channel to be used for subsequent communication,
a specification of a beacon interval duration of the sending device,
a specification of an association timeout duration for the receiving device,
a specification of a response interval duration for the receiving device,
a specification of a length of data included within the data portion of the payload
of the beacon frame,
the data portion of the payload of the beacon frame, and
a specification of cyclic redundancy data associated with the payload of the
beacon frame;
operating the sending device to transmit the generated MAC frame over the wireless
network;

operating a receiving device to receive the MAC frame over the wireless network;
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operating the receiving device to recognize the MAC frame as the indicated frame
transmission type; and
operating the receiving device to process the payload portion of the MAC frame in
accordance with the payload specification of the distributed asset management protocol

corresponding to the indicated frame transmission type.

2. The method for communicating data over the wireless network in accordance with
the distributed asset management protocol as recited in claim 1, wherein each of the sending and
receiving devices is compliant with both an IEEE 802.15.4 standard and the distributed asset
management protocol, wherein non-payload portions of the MAC frame are defined to be
processed by wireless communication devices that are compliant with the IEEE 802.15.4
standard, and wherein payload portions of the MAC frame are defined to be processed by
wireless communication devices that are compliant with the distributed asset management

protocol.

3. The method for communicating data over the wireless network in accordance with
the distributed asset management protocol as recited in claim 1, wherein the device type of the
sending device is one of a fixed reader device, a mobile reader device, a handheld device, and a

tag device.

4. The method for communicating data over the wireless network in accordance with
the distributed asset management protocol as recited in claim 1, wherein the type of data

included within the data portion of the payload of the beacon frame includes one or more of
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device date and time, device identification, device location, device velocity, and device

differential global positioning system correction.

5. The method for communicating data over the wireless network in accordance with
the distributed asset management protocol as recited in claim 1, wherein the beacon interval
duration of the sending device is an integer value in seconds between successive beacon periods,
wherein each beacon period is a duration of time during which MAC frames of the beacon frame

type are successively transmitted at a set interval.

6. The method for communicating data over the wireless network in accordance with
the distributed asset management protocol as recited in claim 5, wherein the beacon interval
duration is within a range extending from 1 second to 255 seconds, and wherein the beacon
period duration is 1 second, and wherein the set interval is within a range extending from 6

milliseconds to 19 milliseconds.

7. The method for communicating data over the wireless network in accordance with
the distributed asset management protocol as recited in claim 5, wherein the association timeout
duration for the receiving device is a number of beacon intervals that should pass without
communication before the receiving device disassociates from the wireless network of the

sending device.

8. The method for communicating data over the wireless network in accordance with

the distributed asset management protocol as recited in claim 5, wherein the response interval
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duration for the receiving device is a maximum number of beacon intervals that are allowed to

pass before the receiving device should communicate its status to the sending device.

9. A method for communicating data over a wireless network in accordance with a
distributed asset management protocol, comprising:
operating a sending device to generate a medium access control (MAC) frame to be
transmitted over the wireless network, wherein generating the MAC frame includes,
setting a frame control field of the MAC frame to indicate a broadcast network
discovery frame transmission type, and
defining a payload portion of the MAC frame to include,
an identification of a device type of the sending device,
an identification of a message type as the broadcast network discovery frame,
an identification of an alternate channel to be used for subsequent communication,
a specification of a broadcast interval duration of the sending device,
a specification of a response interval duration for the receiving device,
an identification of data types included within the data portion of the payload of
the broadcast network discovery frame,
the data portion of the payload of the broadcast network discovery frame, and
a specification of cyclic redundancy data associated with the payload of the
broadcast network discovery frame;
operating the sending device to transmit the generated MAC frame over the wireless
network;

operating a receiving device to receive the MAC frame over the wireless network;
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operating the receiving device to recognize the MAC frame as the indicated frame
transmission type; and
operating the receiving device to process the payload portion of the MAC frame in
accordance with the payload specification of the distributed asset management protocol

corresponding to the indicated frame transmission type.

10.  The method for communicating data over the wireless network in accordance with
the distributed asset management protocol as recited in claim 9, wherein the device type of the
sending device is one of a fixed reader device, a mobile reader device, a handheld device, and a

tag device.

11.  The method for communicating data over the wireless network in accordance with
the distributed asset management protocol as recited in claim 9, wherein the broadcast interval
duration of the sending device is an integer value in seconds between successive broadcast
periods, wherein each broadcast period is a duration of time during which MAC frames of the

broadcast network discovery frame type are successively transmitted at a set interval.

12.  The method for communicating data over the wireless network in accordance with
the distributed asset management protocol as recited in claim 11, wherein the broadcast interval
duration is within a range extending from 1 second to 255 seconds, and wherein the broadcast
period duration is 1 second, and wherein the set interval is within a range extending from 6

milliseconds to 19 milliseconds.
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13.  The method for communicating data over the wireless network in accordance with
the distributed asset management protocol as recited in claim 11, wherein the response interval
duration for the receiving device is a maximum number of broadcast intervals that are allowed to

pass before the receiving device should communicate its status to the sending device.

14.  The method for communicating data over the wireless network in accordance with
the distributed asset management protocol as recited in claim 9, wherein the type of data
included within the data portion of the payload of the broadcast network discovery frame
includes one or more of device date and time, device identification, device location, device

velocity, and device differential global positioning system correction.

15. A method for communicating data over a wireless network in accordance with a
distributed asset management protocol, comprising:
operating a sending device to generate a medium access control (MAC) frame to be
transmitted over the wireless network, wherein generating the MAC frame includes,
setting a frame control field of the MAC frame to indicate a command frame
transmission type, and
defining a payload portion of the MAC frame to include,
an identification of a device type of the sending device,
an identification of a message type as the command frame,
a specification of a length of data included within the data portion of the payload
of the command frame,

an identification of a type of command communicated in the command frame,
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the data portion of the payload of the command frame, and
a specification of cyclic redundancy data associated with the payload of the
command frame;
operating the sending device to transmit the generated MAC frame over the wireless
network;
operating a receiving device to receive the MAC frame over the wireless network;
operating the receiving device to recognize the MAC frame as the indicated frame
transmission type; and
operating the receiving device to process the payload portion of the MAC frame in
accordance with the payload specification of the distributed asset management protocol

corresponding to the indicated frame transmission type.

16.  The method for communicating data over the wireless network in accordance with
the distributed asset management protocol as recited in claim 15, wherein the device type of the
sending device is one of a fixed reader device, a mobile reader device, a handheld device, and a

tag device.

17. A method for communicating data over a wireless network in accordance with a
distributed asset management protocol, comprising;

operating a sending device to generate a medium access control (MAC) frame to be
transmitted over the wireless network, wherein generating the MAC frame includes,

setting a frame control field of the MAC frame to indicate a data frame

transmission type, and



56
defining a payload portion of the MAC frame to include,
an identification of a device type of the sending device,
an identification of a message type as the data frame,
a specification of a length of data included within the data portion of the payload
of the data frame,
an identification of a packet type associated with the data included within the data
portion of the payload of the data frame,
the data portion of the payload of the data frame, and
a specification of cyclic redundancy data associated with the payload of the data
frame;
operating the sending device to transmit the generated MAC frame over the wireless
network;
operating a receiving device to receive the MAC frame over the wireless network;
operating the receiving device to recognize the MAC frame as the indicated frame
transmission type; and
operating the receiving device to process the payload portion of the MAC frame in
accordance with the payload specification of the distributed asset management protocol

corresponding to the indicated frame transmission type.

18.  The method for communicating data over the wireless network in accordance with
the distributed asset management protocol as recited in claim 17, wherein the device type of the
sending device is one of a fixed reader device, a mobile reader device, a handheld device, and a

tag device.
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19.  The method for communicating data over the wireless network in accordance with
the distributed asset management protocol as recited in claim 17, wherein the identification of
the packet type includes identification of the data included within the data portion of the payload

of the data frame as either stored data or real-time data.

20. A method for communicating data over a wireless network in accordance with a
distributed asset management protocol, comprising:
operating a sending device to generate a medium access control (MAC) frame to be
transmitted over the wireless network, wherein generating the MAC frame includes,
setting a frame control field of the MAC frame to indicate a acknowledgement
frame transmission type, and
defining a payload portion of the MAC frame to include,
an identification of a device type of the sending device,
an identification of a message type as the acknowledgement frame,
a specification of a length of the acknowledgement frame,
a specification of an acknowledgement value as either successful
acknowledgement or failed acknowledgement,
an identification of a sequence number of a communication that is acknowledged
by the acknowledgement frame,
an identification of a packet identifier that is acknowledged by the
acknowledgement frame in the case of a successful acknowledgement, or an identification of an

error type in the case of a failed acknowledgement,
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a specification of a ready state of the sending device,
a specification of a incrementing counter value indicating a sequence of processed
commands,
a specification of a sleep timer value used by the sending device,
an identification of a current network channel used by the sending device for
communication over the wireless network, and
a specification of cyclic redundancy data associated with the payload of the
acknowledgement frame;
operating the sending device to transmit the generated MAC frame over the wireless
network;
operating a receiving device to receive the MAC frame over the wireless network;
operating the receiving device to recognize the MAC frame as the indicated frame
transmission type; and
operating the receiving device to process the payload portion of the MAC frame in
accordance with the payload specification of the distributed asset management protocol

corresponding to the indicated frame transmission type.

21.  The method for communicating data over the wireless network in accordance with
the distributed asset management protocol as recited in claim 20, wherein the device type of the
sending device is one of a fixed reader device, a mobile reader device, a handheld device, and a

tag device.
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22.  The method for communicating data over the wireless network in accordance with
the distributed asset management protocol as recited in claim 20, wherein the specification of the
ready state of the sending device is zero if the sending device is ready to receive more data, and
wherein the specification of the ready state of the sending device is a number of seconds greater

than zero to be delayed before the sending device is ready to receive more data.



