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relates to a portable electronic device, called an IC
card, in which, e.g., personal information or
transaction information is stored, and a contro

met hod t hereof. 10 Background Arit Recently, portable

el ectroni c devices, such as the |1C card, are utilized
in various applications. Particularly, persona
informati on or noney-relRted R rramsactd an N nformation
is frequently stored in the IC 15 card. I'n the IC card
or a systemin which the IC card is used, a high

| evel of security is demanded, and a technique of

pr eve R QRIGA Bilsfa (R IFSTT B G dUeECE AN SRlTdRed: Mg ODpdtHEREOF
Appl n. KOKAI Publication Nos. 60-207957 20 (Pat.
docunent 1) and 11-282991 (Pat. docunent 2) disclose
techni ques of detecting the unauthaqr.ize access based
on a type of conmmand and éﬁjgwé%ﬂt&%ﬁﬁlgequehce f or

the I1C carﬁh%g%deté?e%é eimg&;i;@ rteli%tte%p%ozgf pERkhBak

command (co nane) an execut1on equence

are sh&ddy A Latiat abkl.ggcandnt he L&reardn LE3ER| CESq.,

the execution of the given command when the various
co S8 QintRItmalt ilhe cseguaneacthbehinfor@btYoh is
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stored, and a control method thereof.
Background Art

Recently, portable electronic deviceé, such as the
iC card, are utilized in various applicafions.
Particularly, personal information or money-related
transaction information is frequentiy stored in the IC
card. In the IC card or a system in which the IC card
is used, a high level of security is demanded, and a
technique of preventing unauthorized access is
demanded.

Jpn. Pat. Appln. KOKAI Publication Nos. 60-207957
(Pat. document 1) and 11-282991 (Pat. document 2)
disclose techniques of detecting the unauthorized
éccess based on a type of command and an execution
sequence for the IC card. In the techniques, the type
of correct command (command name) and the execution
sequence are s&ored in a data table, and the IC card

restricts the execution of the given command when the

various commands are given in the sequence which is not



stored in the data table or when a type of command
(command nane) which is not stored in the data table

w0 2007g#33e,1. However, in the techniques, procesBCT/JP2007/062363
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contents of each command are not checked.

Accordingly, even if the 5 process contents of each

command is not authorized, the |C card cannot detect

fraud but execute each command #hen the each conmand

is given in each conmand nane according to a

predet erm ned sequence. Recently, |1C cards are being

provi seclredl tin ester ddlith haghler drewélen of thywrece td foralrintaynd

In the multifunctional |C card, various processes

(f unctéameyndreanealvideth bys rpiturstiorgspliircaticonetaTh@ble is
appl i cations execute various processes according to
dlffegje‘fﬁnprdtfé%%v%leqdéhéése tqcéweﬁ{qsvelwocess contents of

Accordl in the convent|o al 15 techn;j t here

AeCo M danhd I STE T T oRCCOIAeNY o &Tiey 1T the
be restrlcted i pI| ation for . the one lC ca :
in whic C??F Ihf%Q:apgflca%}éﬁngVe ls §t€€thq{lﬁ%§

ConV ciﬁﬁn?%f%Gaeg'éyeg co%?and

accordlng to t e prede ter sequence t he

execujfs tthes RIRGE SomdG Ry cilsn itvert Ne eRMBRGmmand name
Accordingly, even if the fraud of the execution

sequeias i dde « empRddiamiredeletieedet.0 halt the
process, the. process result executed prior to process

25 hal ti nRexzamolty bel & areced se ch r é-dire igva o, i dske v iddt &ver
stored in a nenory is rewitten in response to a wite
commanidihsiv dre veedeoradi fginad itone lgrteydet énnithed madéddungional
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IC card, various processes (functions) are realized by

plural applications; The applications execute various
processes according to different process sequences,
respectively. Accordingly, in the conventional
technique, there is also a problem that the execution
sequence cannot be restficted in each application for
the one IC card in which the plural applications are
operated.

In the conventional technique, during the
execution according to the predetermined sequence, the
IC card executes the process according to the command.
Accordingly, even if the fraud of the execution
sequence by the command name is detected to halt the
process, the process result executed prior to process
halting cannot be canceled. For example, when data
stored in a memory is rewritten in response to a write

command given according to the predetermihed execution



sequence, the rewitten data cannot be restored even
if the fraud is detected by.the subsequent command

we@x@eatizeh sequence. That is, in the conventi OPEl/JP2007/062363
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technique, there is a problemthat the data is

possibly 5 altered before the unauthorized access is
detected. Particularly, in a contactless IC card

whi ch executes various processes through wireless

comuni cation with an upper-1level device, the

unaut hori zed access is possibly made w t hout being 10

not i R ,Usele rERIrS titenbeleduseaanstl bei eestbbetddeven if
party may make access to the IC card through wrel ess
conmirhiec dtriaonl \ifs |de tidvteds by ithensubawguendf cohmand

unaut hori zed access, even if the user properly nmanages

t he leBesartdonlSeRpcagse t Abad iis,aini feacpoieptignal
device size for the IC card, the IC card has a

| ow stﬁéé)duwrsmqre éépécmv PEEPRENPST theadRtaAeddr possibly
whi ch u non-vol at i L,e_nenn

' § R et e S ke gnaaéﬁgféﬁe nPOFREE) bf Getebfed.
proceSSInq,d Vl%ﬁafi % %%n%%%Qge%r’IC CE?H which

difficult to perform’d process 0 etectin

unauthorized eG83%sY r%%eésgér%%ﬁgo Q&lrg@eeg a

| arge-capacity non-vofatile nenory 01/ 022359 (Pat.

docun®iinudi @itSen0sesha ant egpBirquevell diespkayi pge
information indicating that the 25 unauthorized

accessaius hvade eldo atcre slsCicapdsslibwevendei Ritheut being
techni que of Pat. docunment 3, it is necessary that
t he nCtdard biyclaudeea .pafhiculiar becrogiet aamdlipious third
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party may make access to the IC card through wireless
communication while the user is not aware of the
unauthorized»access, even if the user properly manages
the IC card.

Because there is a limitation of a device size for
the IC card, the IC card haé a low-speed and small-
capacity EEPROM or flash memory which is built in as a
non-volatile memory. That is, in the IC éard, unlike a
general information processing device such as a
computer, it is difficult to perform a process of
detecting the unauthorized access using a hard disk
drive or a large-capacity non-volatile memory.

WO 01/022359 (Pat. document 3) discloses a
technique of displaying information indicating that the
unauthorized access is made to the IC card. However,

in the technique of Pat. document 3, it is necessary

that the IC card include a particular circuit and



conmponent for performng the display on the IC card.
The user is possibly not.aware of the unauthorized
waewedsssesen i f the information indicating thapCt/heo07/062363
unaut hori zed access is made to the ICcard is 5
di spl ayed. Furthernore, even if the information
i ndicating that the unauthorized access is made to the
IC card is displayed, it is diffgdcult to closely
exam ne the contents of the unauthorized access.
Di scl osure of Invention 10 In view of the foregoing,
an objoaglonehtt Fer pevEBirimdng $hkodpeplbgeoa paet abl eard.
el ectronic device having a high | evel of security and
a comheolusret Hed potslsebégf noA peetrebbé €hectinenitborized
devi ce according to one 15 aspect of the present
i nvemdces sc @ven dds theg igforagé ioonindigafhnghthat the
information indicating correct process _contents is
st or éraukhegdesdi 66°8RSt IrhMéRer éCethes 1S Cedfmdfd for
request i a process.froman external . device; a,.
> deteFHﬁﬁagﬁgﬁ‘un%?r%ﬁﬁfwoﬁgteFNFHeé%wﬁg?héP%QBmSFlﬁgt
process,.cont.ents.t e rdi o;th
Conmand At Ged By TS LoeMSEatn foara nirchade o the
with ot he Brocess speatent s 13t 9sed irRi Eherstor aggsumt ;
and an execution unit which executes a process '
accolHaff niO ththe o eRRRd oireedievadabynbRe zeacepteon.
unit when the 25 determ nation unit determ nes that
t he process content s Dilsz e e eift ahvaacdioti ng to the
command received by the reception unit are matched
10 with the gmocesw odnttért $ONWO92007/, 145368 ject of the
PCT/ JP2007/ 062363 5 ‘

invention is to provide a portable electronic device
having a high level of security and a control method
thereof.

A portable electronic device according to one
15 aspect of the present invention comprises: a storage
unit in which information indicating correct process
contents is stored; a reception unit which receives a
command for requesting a process from an external
device; a determination unit which determines whether
20 or not process contents to be executed.according to the
command received by the reception unit are matched with
the process contents stored in the storage unit; and an
execution unit which executes a process according to -
the command received by the reception unit when the
25 determination unit determines that the process contents
to be executed according to the command received by the

reception unit are matched with the process contents



stored in the storage unit. A portable electronic
devi ce according to one aspect of the present

WO pooensizen conprises: a first storage unit i nP@NIRA07/062363

regul ar process information 5 indicating process
contents of a regular series of processes is
previously stored; a reception unit which receives a
conmand from an external device;5 an execution unit

whi ch executes a process according to the comand
recei ved by the reception unit; a second 10 storage
uni t strald g kihst ety ragkonrati.on is stored, the

hi story information indicating process contents
execut ed by pdre adxiec wtlieart romiitc devdrcdi agcbddting to one
command received by the reception unit; and a

det e@sPestusift thehibeleseatednyeal ignagonprized: agcssst

“fromthe history 15 information stored in the second
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storé&@ﬁﬁ$Q:W@é§ednowthﬁer?ﬁPéPﬁaPFBﬁe?ﬁdFB§PFﬁ@t1°n

regula pr%c:ess contents % rst storag
uni t \PRYEHEY BECCESEr 6P ﬁﬁtﬁ Bér?aﬁﬁgugﬁﬁcFFSﬁ?E

devi f .th .
iﬁxgcgpg%%%%% n%%egggugi egkegﬁgtag Qggéﬁgggn unit which

requesldNg < %f%%%ﬁéndf%QQhaQneék%é9ﬁ51d@¥b§€e, an

determ ning whether or not process contents to be

execldted RGeer dnng taitheexeeaebued peRBBRE hEEBKYEHg to
are matched with information indicating correct

process cofrRMUS retceriedd byatakoragep2dhonnuhjitand second
executing a process according to the received »
comud rageemnit iis détiehnhnedoriatinfhemptocrsss stored,
contents to be executed according to the received WO
2007/h45386 Py JPLZOgMAG62863ndécating process contents

executed by the execution unit according to the command
received by the reception unit; and a detection unit
which detects an unauthorized access from the history
information stored in the second storage unit based on
the information indicating regular process contents
stored in the first storage unit.

A method of controiling a portable éiectronic
device according to one aspect of the present invention
comprises: receiving a command for requesting a process
from an external device; determining whether or not
process contents to be executed according to the
received command received are matched with information
indicating correct process contents stored in a storage
unit; and executing a process according to the received
command, when it is determined that the process

contents to be executed according to the received



command are matched with the process contents stored
in the storage unit. A nethod of controlling a

w@eoorakddes el ectronic device according to one BSpEDIWI62363
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the present invention 5 conprises: receiving a
command from an external device; executing a process
according to the recei ved command; storing history
information in a second storage @wnit, the history

i nformati on indicating process contents executed
according to the received command; and 10 detecting an
unautduniazell sace esst dhreamwiltd hihet prpceissf comiends stored in
stored in the second storage unit based on the

I nf ortreet isdreriagd catiitng regul ar process contents
previously stored in a first storage unit. Additiona
obj ects arfd mehE ég'%sc%ftrt%el%%é‘ntﬂoéﬁabﬂﬁ \ﬁillelCtEé’nlC
set forth in the description which and

part &Y HCQM?9ﬂ9FQﬁﬂ9f?%ﬁ??h@sgg§5rl thﬁ pSFSﬁ§§ 68ve“tlon
| earned b ractlce .Of . the |nv |o he o n
advant’ éé’é?st KSCEENS &n na be ?ggﬁ.ggdg&%%Eﬁaﬁ Qevice;

obt a'er;feq:&)i ?Dr%f sj'%e 'c%%trrdqgngmt@l E\'ee§e@@4V%g command;

conblnatlons particul arly point out hereinafter

Bri efsdogsiGrd B2 Qf iPrRWMMES ohl Gn 4 isecanbl @krage unit,
di agram showi ng a configuration exanple of an |IC card
accongid g ilse driyr Sin ftthatdeend nogrbedngeptscek st kentents
invention and a systemincluding the 25 I1C card; FIG

2 sheuwe cateehfdcpuratingn tex amel ecokigedenbmmend; and
contactless I C card; W 2007/ 145366 PCT/JP2007/ 062363

7 detecting an unauthorized access from the history
information stored in the‘second storage unit based on
the information indicating regular process contents
previously stored in a first storage unit.

Additional objects and advantages of the invention
will be set forth in the description which follows, and
in part will be obvious from the description, or may be
learned by practice of the invention. The objects and
advantages of the invention may be realized and
obtained by means of the instrumentalities and
combinations particularly pointed out hereinafter.

Brief Description of Drawings

FIG. 1 is a block diagram showing a configuration
example of an IC card according to first and second
embodiments of the invention and a system including the
IC card;

FIG. 2 shows a configuration example of an entire

contactless IC card;



FIG 3 is a flowhart showi ng an exanple of correct
process in the IC card; FIG 4 shows an exanple of

wo egali#36@r ocess i nformation which is infornapP¢DiP2007/062363
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indicating correct 5 process contents; FIG 5 is a
flowmchart showing a first fraud detecting process
according to the second enbodinent; FIG 6 is a
flomchart showi ng a first exanpl7e of unaut hori zed
access detected by the first fraud 10 detecting
process; FIG 7 is a flowhart show ng a second

exanpl e ofrrct.he uraut obwzedraceaswidgt eat edalplehef
first fraud detecting process; FIG 8 is a flowhart
showcpgracthprdcesanphetbé IC5cthd;unaut hori zed access
detected by the first fraud detecting process; FIG 9
shows an é&X&nplie sbbwsegnl arappdeess rPAPSRKHRPFrORESSS
including a permssible time interval which is a
recephifermafiepvihish éachrEBFPRELORomMEnaat 209 FFRFrept
is a flowhart show ng a second fraud detecting
proc@§§FePFGF°T§eP§Sa fl owchart showi ng an exanpl e of

the Wwﬁﬁ%ﬂé%ﬁ%ﬁggyﬁhygﬁ$y§mw

det ecting process; ows an exanp _
Pl ur gk tRie3RY BlockSBULRELPHPRESE PHET BBELRA ¥bEHiment ;

are set in eac%ﬁoappllcatlon; 2007/ 145366

PCT/ JP200%#1@62363s 8 flowchart showing a first example of
ﬁnauthorized access detected by the first fraud
detecting process;

FIG. 7 is é flowchart showing a second example of
the unauthorized access detected by the first fraud
detecting process;

FIG. 8 is a flowchart showing a third example of
the unauthorized access detected by the first fraud
detecting process;

FIG. 9 shows an example of regular process
information including a permissible time interval which
is a reception interval of each correct command;

FIG. 10 is a flowchartvshowing a second fraud
detecting process;

FIG. 11 is a flowchart showing an example of the
unauthorized access detected by the second fraud
detecting process;

FIG. 12 shows an example of plural pieces of

regular process information which are set in each

application;



FIG 13 is a flowhart showing a third fraud
detecting process; FIG 14 is a flowhart show ng an

wezampiseo©f the unauthorized access detected ByT/iHe07/062363
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third fraud 5 detecting process; FIG 15 is a
flowchart show ng a conmand executing. method which
can be applied to the first to third fraud detecting
processes; FIG 16 is a f 1 owchart showi ng a process
exanpl e 10 when an unaut horized conmand i s not
detected in a series of processes to which the
command exeeut i1y i sret FadwehakrkGshdhing apphied; fEbGd
17 is a flowchart showi ng a process exanple when an
unautdeariczacgc proardsi;s detected in a series of 15
processes to which the command executing method of
FIG 15 i §¥l&ppllided;s Rl Glov8hiagtashpphelarn sHomPAg af the
process exanmple of the I C card according to the
seco#@a@ﬁﬁ@éﬂﬁéﬁtaccﬁﬁé.dfgeF§e§ PVOREﬁagPlgﬁoﬁFﬁbdan
exanpl e of .an 20 error process; FIG 20 is a

fIomﬁﬁ&FFtéﬁngﬁﬁcﬁﬁSexanple a correct transaction
process a%ch 1%9 dataf&?&%ﬁ%&%nghppﬁméegs Hﬁgﬂﬁ executlng

transacti on process hart

four%@t%r@u%hl%? @%Be%ﬁ'g?ﬁﬁﬁgeeﬁé tﬁécflggt599“§h§rd fraud

first exanple of the unauthorized access detected by

the HRYELR 1 gagqo@@g%@ggng process; WD 2007/ 145366
PCT/ JP2007/ 062363 9

FIG. 16 is a flowchart showing a process example
when an unauthorized command is not detected in a
series of processes to which the command executing
method of FIG. 15 is applied;

FIG. 17 is a flowchart showing a process example
when an unauthorized command_is detected in a series of
processes to which the command executing method of
FIG. 15 is applied;

FIG. 18 is a flowchart showing a process example
of the IC card according to the second embodiment;

FIG. 19 is a flowchart showing an example of an
error process;

FIG. 20 is a flowchart showing an example a .
correct transaction process and a log data collecting
process in the transaction process;

FIG. 21 is a flowchart showing a fourth fraud
detecting process;

FIG. 22 shows a first example of the unauthorized

access detected by the fourth fraud detecting process;



FIG 23 shows a second exanple of the unauthorized
access detected by the fourth fraud detecting process;

wOo-R@7/18866 s a fl owchart showing a fifth fraud PCT/JP2007/062363
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detecting process; 5 FIG 25 shows an exanple of the

unaut hori zed access detected by the fifth fraud

detecting process; FIG 26 is a flowhart showi ng a

sixth fraud detecting process; 91 G 27 shows an

exanpl e of the unauthorized 10 access detected by the

sixth fraud detecting process; and FIG 28 is a

f | owchart rFeldow2Bg showecaveeyoprdoeessplef ofecbeennagthorized
function restricted in the I1C card. Best Mde for

Car r pcrgs6utiethetedvent tba fBuFthsfrand deteatling process;
enbodi ments of the invention will be described bel ow

with refefdfce2doishe dhawchgst shewingis §ipfbckraud

di agram showi ng a configuration exanple of an IC card
accof8rRGLE89t RECFFFSf and second enbodi ments of the

| ti d temincluding the .20 IC card..Th
JRR e T
del | BELLT B8R LG £9" 0" PREOR! PO aVhEeele ingpPhcess)

execut es vagl 0yg R506e$38% A6 dhBdihg 8 sorvFRNdrhham
25 the I C card processing device 2. The IC card

procgssihgidgvpescéskgsues commands for making a

request of the I1C card to execute various processes WO

2007/ 145366 GRPC?/1JBROQE/ A6286G3mplB of the unauthorized
access detected by fhe sixth fraud detecting process;
and |

FIG. 28 is a flowchart showing a recovery process
of recovering a function restricted in the IC card.

Best Mode for Carrying Out the Invention

First and second embodiments of the invention will
be described below with reference to the drawings.

FIG. 1 is a block diagram showing a configuration
example of an IC card according to the first and second
embodiments of the invention and a system including the
IC card.

The IC card 1 enters an operable upon electric
power delivery from an IC card processing device 2,
which is an external device. The operable IC card 1
executes various processes according to a command from
the IC card processing device 2. The IC card

processing device 2 issues commands for making a

request of the IC card to execute various processes



whi |l e supplying the electric power for operating the
IC card 1. The IC card processing device 2 issues a

weovmassied o the |C card 1 to execute a processPCT/JP2007/062363
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according to an intended purpose. or an operation
node. 5 The IC card 1 may be a contactl ess portable

el ectronic device (contactless |IC card) which conducts
wi rel ess conmunication with theipC card processing
device 2 in a contactl ess manner using an antenna or a
wi rel ess communi cation unit, or the I1C card may be a

10 comtiaet sp@phabng ehecktnerieidepbeer(gent agbrh€ing the IC
card) which conducts communication with the IC card

pr ocessidng .dewhee 12 icard physeealihy devékectrieabky a
contact manner. The IC card 1 may al so be a conpl ex _

t ype do@meandd tiddidle iIft epfrdcé EC eaed)thawi RgobeEsR apeording
15 communi cation function as the contactless |IC card '
and tchénc dmremoest PYAPPERcProANaSPERETABRt BEESt C

d. The _first and d_enbodi nents _will mainly.b
card.. The i 1 A9 $o500 enaod s Ll Al olbe

lied ta th tact| | d. T :
oEPl LR, BYTLACL SR L SR o The BT ACL o

onl wigeéie@%t %%%m%%iggeﬁgﬂcuhe Eﬁgplfei eathop WEEDstRE

g
| C card processing evice 2. Therefore, the follow ng

embodiRB RS 20fi nt Re conf¥ert by maAnskMikahbyaheaapphhgdor a
to the contact 1C card. 25 The configuration of the

| C caridel ewisl lcobgundeseibbedniAs showvhei ICFE&rdlmathee a

IC card 1 includes a WO 2007/ 145366 PCT/JP2007/ 062363

11 contact portable electronic device (contact IC card)
which conducts communicatibn with the IC card
processing device 2 in a physically or electrically
contact manner. The IC card 1 may also be a complex
type IC card (dual interface IC card) having both the
communication function as the contactless IC card and.
the communication function as the contact IC card. The
"first and second embodiments will mainly be described
on the assumption that the invention is applied to the
contactless IC card. Tﬁe contactless IC card differs
mainly from the contact IC card only in a method of
conducting communication with the IC card processing
device 2. Therefore, the following embodiments of the
invention can similarly be applied to the contact IC
card.

The configuration of the IC card 1 will be

described.

As shown in FIG. 1, the IC card 1 includes a



control elenment 11, a program nenory 12, a working
menory 13, a data nenory_14, a conmuni cation contro

waieior/14866 a power supply 16, and an antenna (i PCEIF206H)62363
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17. 5 The body of ICcard 1 is fornmed in the shape of

a card. One (or plural) ICchip la and the antenna 17
are enbedded in the card-shape body formng the IC

card 1. The ICchip la includesithe control el enent

11, the programmenory 12, the working nenory 13, the
data 10 nenory 14, the conmunication control unit 15,

and tbhetrpowenesdppl ¥116a phegk&mchefoka 18, a working
nodul ari zed, and is connected to the antenna 17, and

i s enkedded1Bn thdateamdmshapédpodycbdbomuningathen| Control
card 1. FIG 2 shows the configuration of the entire

cont aotited$, | € pavdr $8pPhy &6nt avdl essanteenpd(dpterface)
FIG 2 includes a card-shape body C. A nodule M

i ncl ddi-ng the one (or plural) IC chip la and antenna

17 is enbedded in t

line of FI%. %o YhQ ﬁtFGFg ﬁeﬁﬁn?ofTegoﬁPrgﬁg Fﬁ@pe of a
entire | C card ,20

oper 5£&4 ' baS88 dR%a p18 o? prog %ggggacon gPt%n?a 1

whi ch ar gmﬁ%gasg | thae cREQUL AL HHDEY zngmqingh@hgat@ card

menory contr ol enent 1 exetutes the -

control phegram-hop 180RhEQLEEBIthBEchASEE10pRERERONLL, the
whi ch. executes the 25 process according to the comand

| ssuedobram mBRorexter nahedevirkengFaemexanpBe, thbedata

the external device issues the command to wite data

i n t hemdat/aldpmohg. &émmWﬁhéeﬁibm45866rol unit 15, and the

PCT/ JP2007/ 062363 12
power supply 16. The IC chip la is modularized, and is
connected to the antenna 17, and is embedded in the
card-shape body forming the IC card 1. FIG. 2 shows
the configuration of the entire contactless IC card.
The contactless IC card of FIG. 2 includes a card-shape
body C. A module M including the one (or plural) IC
chip la and antenna 17 is embedded in the body C as
shown by a dotted line of FIG. 2. -

The control element 11 controls the entire IC card

1. The control element 11 is operated based on a
control program and control data which are stored in
the program memory 12 or the data memory 14. The
control element 11 executes the control program for
controlling the basic operation, which executes the
process according to the command issued from the

external device. For example, when the external device

issues the command to write data in the data memory 14,



the control elenment 11 executes the process of witing
the data in the data nenory 14. Wen the externa

waleonraes3sesues the conmand to read the data stPCBEIP2007/062363
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the data nenory 14, the control elenment 11 executes

the 5 process of reading the data fromthe data nenory
14. The control elenent 11 executes a processing
program which is installed accpeding to the intended
purpose of the IC card 1, which realizes the process
according to the intended purpose. 10 The program
mendrhel 2ons rbor BRdmByitalneasdeonkys orREDPYOCREM) of Theiting
control program and control data which control the

basi ¢hepelati an tchet hetbCmempdylldre Wheevibaseyternal
stored in the program nenory 12. The. control program
and denticel igaugsatbepecernangl yosrepddtirs fatghgtored in

program nmenory 12 according to specifications_of the
| C c&hg gatpopeBRawplld; GEPnGOPRECLOREEBP pr bgr gHFCUtes the

stored in the 2, .th t I

11 gg@'egtsss ole%%%Eﬂ?,%”gE‘iﬁ‘ééés%ai F50F  ERReEBbArRENEEY 14,
i ssu t tSi 2 i ry 13 ]
e, e PO a7 G £ BB g LBebSan

(RANM%ith%ﬁrghE%%gleggggﬁﬁra§n5u98tEH@SiﬁﬁeﬁdQHf g8fpose of

Menory 1n tais tenporarily stored. For
exanphe, rtheadata, whieh reatihapsnthtegrapdskegetyeding to
in a conmunication 25 process with the I1C card

pr ocessi ngteevede pieybeenal device) 2 is tenporarily
stored in the working nmenory 13. The wor ki ng nenory

13 is al s@hesedocazam memory ild WO Z00TeH453668 read-only

PCT/ JP2007/ 062363 13
memory (ROM). The control program and control data

which control the basic operation of the IC card 1 are
previously stored in the program memory 12. The.
control program and control data are previously stored
in the program memory 12 according to specifications of
the IC card 1. For example, using the control program
stored in the program memory 12, the control element 11
executes the process according to the command issued
from the outside.

The working memory 13 is formed by a volatile
memory (random access memory (RAM)). The working
memory 13 functions as a buffer memory in which the
data is temporarily stored. For example, the data
which is transmitted and received in a communication
process with the IC card processing device (external
device) 2 is temporarily stored in the working memory

13. The working memory 13 is also used as a meméry in



whi ch various pieces of wite data are tenporarily
stored. The data nenory (non-volatile nenory) 14 is a

woenws/1¥sb@t i | e menory in which the data can bePew/ir20eme62363
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The 5 data nenory 14 is forned by, e.g., an EEPROM or

a flash nenory. The applications (processing program

and operational data) are stored in the data nenory 14
according to the intended purposg of the ICcard 1. In

the case where the ICcard 1 is used for plural 10

i nt ended purposes, the plural applications are stored

i n t ke idat aaramrsy piécascofdiviigteodaaahaot theppkaraly

i nt ended pur poses. The application according to the

i nt esdedepur pose of the ICcard 1 is stored in a file
related to each intended purpose, such as a program 15

file and &htatdatfd Imemowyi dRons vgdpitadg BRTPKE)dattials a non-
menory 14. The file structure is formed based on

e. g. VoLa&ileCTeePEys InTHEL Chs Eheafrbas CappPPc Ut bhen -  The
and vari ous pi eces of erational data can ored

in & 3 g éylf4%§fmFﬂegVC Saﬂd'1?“2893§§&08§ a flash

ooy Tnd i abRd Ssh-defr R TharEtahd REOEAR, fud

menory The pi _ _ at'a
I n t%§eg%%qo%%ﬁvegt%4 whil +BeERYi ROt hel BWELE hERoriN14
con ' FIG 1

t he iguration o , a data table 14a in

whi ch Jeddlidly RLOERSS ihRtanaat baRpBsePdf 2BeP2c B3rd 1. 1In
and P4) is stored is provided in the data nenory 14.

The regulcarsepideess thef acnmehiran1Pist ased for pherdat a

table 14a is information for nmaking a WO 2007/ 145366

PCT/ 1200806 236Gpost4, the plural applications are stored

in the data memory 14 according to each of the plural
intended purposes. The application according to the
intended purpose of the IC card 1 is stored in a file
related to each intended purpose, such as a program
file and a data file, which is defined on the data
memory 14. The file structure is formed based on,
e.g., ISO/IEC 7816-4. That is, various applications
and various pieces of operational data can be stored in
the data memory 14 of the IC card 1.

Various pieces of setting data are also stored in
the data memory 14. The pieces of setting data may be
written in the data memory 14 while being not
rewritten. In the configuration of FIG. 1, a data
table 14a in which regular process information P (P1,
P2, P3, and P4) is stored is provided in the data
memory 14. The regular process information P stored in

the data table 14a is information for making a



determ nati on whether or not a series of processes
executed is a correct process. For exanple, in the

WO e@ah#36@r ocess i nfornmation P stored in the PEL/aP2007/062363
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tabl e 14a, each command in the 5 series of processes

includes the information indicating an execution

sequence (reception sequence), a type of command

(command code), process contents4 (processing

paraneter), and timng to be received. The regul ar

process information P is stored in the data table 1l4a

10 i necachinpplbgavhedbhefherphoutah pieces of pegeksses
process information P nay be stored in the data table

1l4a teeceael apphi catrent-pTbeessgul ar process

information P (P1, P2, P3, and P4€ stored in the data,

tabl e 14aFW¢|Ex@@pé@scpnb§aeuﬁeae ar| praseps igformation P
H story infornmation dataLﬁls al so stored in the

datasﬁéﬁﬁﬂy194th¢h€aﬁﬁs abye 6rn%??%nc?Wmﬁ%%tb% the

both th df th L d d
of tﬁsrisﬁfggaerogéégégséégﬁka%%t o abhbe BRpSed fRbfcating

(her ERnarEaroaP o Eenatss, LFErPRt Jhge L of ees of

SO SIrnp o as store

the gghﬁaﬁﬁnqumﬁéogﬂ£bd9? §85é9§dc6ﬂtgﬁﬁ§'kpf@é@§31ng

e secon ment urt ernore, error hi story

'nfoéﬁﬁhheeeﬂﬁﬁ éh&otbﬁlnéeﬁgrgédréﬁeih@ddatﬂh@Eﬁ@@wlar
14 he error history 25 information indicates

cont prbsesl theounavibarpzed saccesdsimheneidats table 14a
determ ned that the command is unauthorized access
fronnhheaohtapgé1¢atmonnan@hgrpbprwt)QD@@é&4@BGﬁegular
PCT/ JP2007/ 062363 15
process information P may be stored in the data table
l4a for each application.- The regular process.
information P (P1, P2, P3, and P4) stored in the data
table 14a will be described in detail later.

History information (log data) is also stored in
the data memory 14. The history information indicates
both the command issued from the outside and contents
bf'the series of processes executed according to the
external command by the IC card 1. The log data
(hereinafter also simply referred to as log) stored in
the data memory 14 will be described in detail later in
the second embodiment.

Furthermore, .error history information may also be
recorded in the data memory 14. The error history
information indicates contents of the unauthorized

access when it is determined that the command is

unauthorized access from the outside (a command group



issued fromthe outside is not authorized). The
conmmuni cation control unit 15 controls data

wa@eomssdeat i on Wi th an external device (for exeopirooli62363
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card processing device 2) through the antenna 17. \Wen
5 the data is received fromthe external device, the
communi cati on control unit 15 denpdul ates transm ssion
data serving as the radi o wave r®cei ved through the
antenna 17, and supplies the denodul ated signal to the
control elenment 11. Wien the data is transmtted to 10

t he extaeenakrdaviae, otbeiaenmunheat sovhepnted) . unit 15
nodul ates the data given fromthe control elenment 11,
and transhes coheumidalabedcdataoilnunhe Lbrapofrals data
radio wave through the antenna 17. In place of the

ant espamunycathencehathcen| Excardatodevtes her daxample, IC

communi cation 15 with the external device through an '
i nt eFP&EePRAFEAS 1BENES VIR 02 bhyRT 4PN cohE aRR R ER &/- When

tact porti f _the ext | devjce. Th
suppFy°18-G8nerafBESLHEdef 6CP: e potier " Bhd" gl ock: the

! whi ch_ar t ; |
e carmiih o gR e SORCkRL URLE" Fa TRl b Bl gh TR TEosion

ant R lLe TRRGPIUWCEnSUPREY o 102 PLIPPLEESyEACL BESGER | €he
power voltage and cl ock pul se, which are generated

frompntBgnkadivg wavesngpeiyedthbr ugbdt hereat eng@al7to the
to each unit. Wen the control elenent 11 is turned

on byohbeo25egkmehti t1powehedethyedytdrosn t henponeted to
supply 16, the <control elenent 11 resets a processing

st at ehef ekherh&l davdcé, thetbemmoniagtidC cantrobaemit 15

unit is operated WO 2007/ 145366 PCT/JP2007/062363 16
modulates the data given from the control element 11,

and transmits the modulated data in the form of a radio
wave through_the antenna 17. In place of the antenna
17, the contact IC card conducts the data communication
with the external device through an interface which
comes into physical contact with a contact portion of
the external device.

The power supply 16 generates the electric powef
and clock pulse, which are used to operate each unit of
the IC card 1, from the radio wave received through the
antenna 17. The power supply 16 supplies the electric
power voltage and clock pulse, which are generated from
the radio wave received through the antenna 17, to each
unit. When the control element 11 is turned on by the
electric power delivery from the power supply 16, the
‘control element 11 resets a processing state of the IC

card 1. In the contact IC card, each unit is operated



by the electric power and clock pul se which are
directly supplied fromthe external device through the

wo paoendésee. Next, the | C card processing devi CECRIRN0071/062363
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be 5 described. As shown in FIG .1, the IC card

processing device 2 includes a control device 21 and

a card reader-witer 22. The control device 21 is a
personal conputer (PC) or the 1éke. The contro

device 21 includes a 10 conputation processing unit
such as CPU, various nenories such as RAM ROM a
non- vol ahkel elgenply, pandraanbactodkskutise viehiamdare
various interfaces such as a comunication interface.
I n tHeéereohfyobudelied 2tomthke ewhpunal i devproceksdugh the
unit executes various control 15 prograns stored in

t he ABEBEYaCRhich realizes various processes. The
control device 21 inguts nd out puts the ,data to. and
fromthe N8§*§:rERGefSwFREEr PEOCCRATEH dﬁ%hﬂ%c?swf%g be
dat a .conmunpi gation with the 1C card 1. For exanple, a
contFSFcﬁFgﬁﬁan1is previously 20 stored in the |

contvol dRY! §Rodh IACPEALNG L OnYARLOUS,IPEREESSESnh Nevice

whi ch the i S use e contro device 2

execyt 5.1 18e60Rt QL PHPIHATLES peabhdea ¥&FdOHSader-writer
processes in which the IC card 1 is used. For '

exanpbe, TRevVabheuslpaecessesli hsWai sbrideal Gaapacdr (PC)
Is 25 used, the control device 21 issues a

pr edetrecheneédkeconifhadcactooti dgvioe a2 pr edel edes ned
sequence. The control device 21 executes the various

pr ocessps tWDi200PF 24636 5N PCIN JP280aFh 082368V, 1various

memories such as RAM, ROM, a non-volatile memory, and a
hard disk drive, and various interfaces such as a
communication interface. In the control device 21, the
computation processing unit executes various control
programs stored in the memory, which realizes various.
processes. The control device 21 inputs and outputs
the data to and from the card reader-writer 22, which
conducts the data communication with the IC card 1.

For example, a control program is previously
stored in the control device 21 according to various
processes in which the IC card 1 is used. The control
device 21 executes the control program to realize
various processes in which the IC card 1 is used. For
example, in various processes in which the IC card 1 is
used, the control device 21 issues a predetermined
command according to a predetermined sequence. The

control device 21 executes the various processes



according to the command based on each response
(information indicating process result for the

weeownasmiye fromthe |IC card 1. The card readerPOF/iIR2007/062363

22 functions as 5 conmmunication nmeans for conducting

the data conmunication with the IC card 1. The card

reader witer 22 conducts the data conmuni cation
according to a conmunication nethod of the I1C card 1.
That is, the control device 21 realizes the data
conmuni cation with 10 the IC card 1 through the card
readgecwridiey 22. the thbemeasebubedeohheatl easdodseés
formed by the contactless IC card, the card

r eaddrindibirmat 122 indivdeésngapraneeanaeandtafor the command)
comuni cation control unit (such as a nodul ati on and
denodubat tbr &iCr cairtd) 1to conduct the 15 wirel ess data
conmuni cation with the 1C card 1. Wien the data is
transn1ttg@et§aFﬁer@éﬁ€écWFé§§rlé?céPBcilothéscard

reader-witer 22 nodul ates the tra sn1s at a
glveﬁOWFBHFFﬁElEHnPFGPSdEQFCSOQQuB lPﬂe nfidhf cat i on
cont rol t dt h dul at -
ot e ar e R Bt aE ERPRR ﬁﬁe £ o 8her

Vhen % %egab§ L3 nkBE %V@qefnghtegmmunQQQE§Sﬁl§§§o£&ing to

card e card reader-witer 22 denodul ates the

si gnal whingRikattiBe hadhsawayethecetvedrdt it oughathes, the
ant enna using the communi cation control 25 unit, and

~ suppkioas rbhe dderedubat eéamatzasashéheataecemmunmcaiatan with
- to the control device 21. Additionally, the card
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r eadehewlIiCt ear22 1t tamsnighsthhecekdcreadepowei t¥D 22.
2007/ 145366 PCT/ JP2007/ 062363 18
In the case where the IC card 1 is formed by the

contactless IC card, the card reader-writer 22 includes
an antenna and a communication control unit (such as a
modulation and demodulation circuit) to conduct the
wireless data communication with the IC card 1. When.
the data is transmitted to the contactless IC card 1,
the card reader-writer 22 modulates the transmission
data given from the control device 21 by the
communication control unit, and transmits the modulated
sighal in the form of the radio wave through the
antenna. When the data is received from the
contactless IC card 1, the card reader—writer 22
demodulates the signal which is the radio wave received
through the antenna using the communication control
unit, and supplies the demodulated data as the

reception data to the control device 21. Additionally,

the card reader-writer 22 transmits the electric power



and cl ock pul se, which are used to operate the IC card
1, through the antenna sinultaneously wth

W0 e@nga3ssi on/ reception of the data. In the caRET/IW007%062363
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the ICcard 1 is formed by the 5 contact IC card, the
card reader-witer 22 includes the conmunication

control unit and the contact portion which cones into
physical contact with the IC catrgd 1 to conduct the

data conmuni cati on. When the card reader- witer 22
transmts and receives the data to and from 10 t he

cont agld Gk ulhe eBAtactrpoukeantef opbeaeardhe IC card
reader-writer 2 cones into physical contact with the

cont agt thaiolighn theowndednanstihelsbdeocoklyheitl card 1

to conduct various kinds of data comruni cation. The

car d treadeviswiongre22prsdppl césthhedekactri c power and

15 clock pulse to the 1C card 1 through the contact
portion wHirchhes GasepmpsirealtheodCaserfi thichéormedcRygthe

1. Next, a process

nthe 1C card 1 wl]| .
scheﬁ&PF@&FlchgaﬁgscF%ﬁe&?rﬁorFﬁdFﬁéwFEF85razl}thgdes the
series_of praocesses i xecut e ccordi t :
comuniteslsagiprareytrel 6Lt Fal ERE s L gy BBreion
processi-pg device 2, h?shgégaEgntQ599@§§hnEhgeYtCEagd 1 to
sequentiall'y issues the conmands havi ng predeterm ned

process et @RS dh@ at BemhEnsandidn25 meeAr dh8gchedareader-
predet erm ned processi ng sequence. In response to the

comaidsert P2 kCaeamdtl axdcutesit’be tpheodess to and from

according to each command, and transmts the WO

2007145366 tRCT/ JIP2@8THP62B63cohBact portion of the card
reader-writer 2 comes intoAphysical contact with the
contact portion provided on the side of the IC card 1
to conduct various kinds of data communication. The
card reader-writer 22 supplies the electric power and
clock pulse to the IC card 1 through the contact
portion which is in physical contact with the IC
card 1.

Next, a process in the IC card 1 will
schematically be described.

In the IC card 1, the series of processes is
executed according to the commands sequentially issued
from the IC card processing device 2. The IC card
processing device 2 sequentially issues the commands
having predetermined process contents to the IC card 1
according to a predetermined processing sequence. In

response to the comménds, the IC card 1 executes the

process according to each command, and transmits the



process result to the IC card processing device 2.
For exanple, in the case where the noney transaction

w@emeassed s executed using the IC card 1, thePdTZIRa01062363
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processi ng device 2 sequentially supplies 5

predeterm ned commands to the 1C card 1 based on a
predet erm ned processing sequence (i.e., a

predeterm ned control program fo® the transaction
process) of the-transaction process. In the IC card 1,
the processes are sequentially executed according to

10 t perccemsanesuieqientheal I icagdedrbrensthg HE€véard2.
processi ng device 2. Therefore, the IC card processing
devi ce 2 dind thxempCecaridh Theeakisge whisaet tarsaonesn
process. In the I1C card 1, the application (processing

15 prEGNERCEAQNOPELSESSnalS GEESNLEE PPélPobBPylst 6REE -
in the menory (for exanple, data nory 14 cor di ng.
Lo (e S5 PetobPiiraseatEs dPdaies CodoR BRELAGLY CoURP g eS
processing device 2. The applicati red | e
ey SO g L PE, SPE S Ged Fo beah dovarBdeoB0
functj 4N [N urpose of the IC

car P R e B BB el 1 zes

vari ol detRehii 888, cwaf%un%&ogh:aﬁlako@pehécetaaggcewn
simul'taneously stored in the nenory of the I1C card 1.

Next prare@sanplte tok -thansacikesnoprpeeeessesnwehe I125card 1,
be described. The IC card 1 sequentially executes

pr oceseeproaeissgst heepsedebetiniég precessdcantentsng to
according to a predeterm ned process sequence to WO
2007/£h45366mR0TE] P2A0ZN062363 ig0ued from the IC card

processing device 2. Therefore, the IC card processing

device 2 and the IC card 1 realize the transaction
process.

In the IC card 1, the application (processing
program and operational data) is previously stored in.
the memory (for example, data memory 14) according to
the series of processes requested from the IC card
processing device 2. The application stored in the
memory of the IC card 1 is used to realize various
functions according to the intended purpose of the IC
card 1. vAcchdingly, in the IC card 1 which realizes
various functions, sometimes plural applications are
simultaneously stored in the memory of the IC card 1.

Next, an example of the series of processes will
be described. The IC card 1 sequentially executes
processes having the predetermined process contents

according to a predetermined process sequence to



realize the series of processes. The noney transaction
process will be described here as a specific exanple

wo@boovhessser i es of processes. It is assuned thetT/JR2007/062363
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the 1C card 1, the transaction 5 process is realized

by the application AP1. As described above, in the

transaction process, the processes having the
predet erm ned process contents 2@re executed according

to the predeterm ned sequence. Therefore, in the

correct transaction process, the 1C 10 card processing
devi eeald iizestite theipesedét protasdescommands to the I C
card 1 according to the predeterm ned sequence. In

ot her wor @he woae vt ieangretiéber prredssonmhhdbeadescribed

I ssued according to the predeterm ned sequence in the
tranbacei 68 proeesifirt examphn BE HbeefArhed PhaPremesses.
| C card processing device 2 nakes rrect access

k th 0 .
to.thE fe egsymed FﬁatcohPrEQ?,Iﬁh%ﬁrghi'pFQﬁeFE?ﬂ?ﬁ%Elon
commands ar e .not issugd acggrding to %an AP1
predBFSFﬁFﬁe&?s§83éﬁ58 i RYt h8® ¢PRALSRE SR process, it
Can.be de%%r@e%%Qi%Q@taBE@eLCi Otﬁ@rgrgﬁgggﬁzbﬂg rocess,
device 2 nakes thé unauthorized access. to the IC card

1. AchkowrbReWBieshnbbenhCraar grddexesmi 884t Peocess contents
transacti on process accordi ng to the correct sequence

W || ske desehitbadabebewing5tbl €he3pkedatébaisbdar sequence.
showi ng an exanple of the correct transaction process
exechedelfipran appkheatbonecAPiranstbeid papdeds, Whe IC
2007/ 145366 PCT/ JP2007/ 062363 21
card processing device 2 issues the predetermined
commands to the IC card 1 éccording to the
predetermined sequence. In other words, when the
predetermined commands are issued according to the
predetermined sequence in the transaction process, it
can be determined that the IC card processing device 2
makes the correct access to.the IC card 1. 1In
contrast, when the predetermined commands are not
issued according to the predetermined sequence in the
transaction process, it can be determined that the IC
card processing device 2 makes the unauthorized access
to the IC card 1.
A flow in thch the IC card 1 executes the
- transaction process according to the correct sequence
will be described below.
FIG. 3 is a flowchart showing an example of the

correct transaction process executed by an application

APl in the IC card 1.



In the correct transaction process, it is assuned
that the IC card 1 sequentially executes a sel ect

w@emcasse®©f the application AP, a verify proCEPSEIRMO1062363
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key information K1, a read process of first

information 5 D1, a read process of second information

D2, a read process of third information D3, and a

write process of fourth infornation D4. In this case,

a "select” conmmand C for requesting selection of the

application AP1, a "verify" command C2 for requesting

veri ficatiieonthe wotrrelche tkayishotdabmapironeks, at"ieadSsumed

command C3 for requesting read of the first

i nf orchmatti aheDIC aatdeddSequentaadlg4ekerutreguessehget

the read of the second information D2, a "read"

conn@ﬁ@C@@Sf@ﬁ ﬁéqué§pﬂﬁgath@n AB&d af VeRbIYhPF@cess with

i nformati on a "wite" co 15 for. requ I¢
ép%gr ation

mw.téeaflpﬁermsaﬁPﬁ Khf oPmaER PEﬂCSFE oLefLERL
ISS.Uig t20 }r%gfj:,]grf)%regg?affgggggsg IlnfcaI[ngtlB oﬁgsséngead

devi Si hg-device dbri

Sta”gQ%cégét%f the aaidh @9 H”bber afd %r@9§9§ §réésss of

20 efectric power and c se in t ormo

radi @o\RYe Eﬁf%?ﬁé%&%ntbﬁ ICIﬁaEﬁl; 88sd, I §SPeAsEct”
request signal for the IC card 1. Wen the IC card 1

i s preseahadcw FBirnraqueelHBi salkenibange ohet dpptacdtion
reader-writer 22 of the 25 IC card processing device

2 whipeh,i & MPrRerhéydbovmmahdt €2 the rEquastidgreeriVisation
the radi o wave which is the response request signa
fronmwtiie kt8ecierd pnéoemsiagnWol2007/ 148d66command C3 for

PCT/ JP2007/ 062363 22 '
requesting read of the first information D1, a “read”

command C4 for requesting the read of the second
information D2, a “read” command C5 for requesting the
read of the third information D3, a “write” command C6
for requesting write of the fourth information D4 are.
sequentially issued to the IC card 1 from the IC card
processing device 2.

In the IC card processing device 2, during a
standby state, the card reader-writer 22 transmits the
eléctric power and clock pulse in the form of the radio
wave to operate the IC card 1 as a response request
signal for the IC card 1.

When the IC card 1 is presented within a
communication range of the card reader-writer 22 of the
IC card processing device 2 which is in the above
state, the IC card 1 receives the radio wave which is

the response request signal from the IC card processing



device 2 through the antenna 17. The radi o. wave
recei ved through the antenna 17 is converted into the

w@omen4seppl y vol tage and cl ock pul se by the ppeEIP2007/062363

10

15

20

25

supply 16, and the power supply voltage and cl ock

pulse 5 are used to operate the I1C card 1. The power

supply 16 supplies the power supply voltage and cl ock
pul se generated fromthe recei2ad radi o wave to each
unit of the ICcard 1 (Step Si). This enables the IC
card 1 to be operated. 10 In the IC card 1 which is

in thhevaper abkarstigherhet hateontr ol . el Ehentadioresgees
each unit (Step S2). Wen the reset is conpleted, the
cont rekceévemenhrotgbf thehentengar 7 1isr apsversed into the
response indicating that the rocess_can be executed

to t REWPC eap8lyr yeé§3pRgang QEQF&ePQlSFnthEh?cPe%?H
processi ng device 2, the card reader-

it 2
r eceFVEE ¥hé or adPg [afePRHFENSHEP Hevorgéﬁgggggf?ﬁﬂ?k pulse
the LC card.l. Wen th d-reader- . uri
reieﬁggg%%ﬁg F838§%§8tgrg gtﬁ e?ﬁséa%gﬁh?ﬁ%hégﬁﬁr supply 16
t Vi 1 h . _ X
C P AncRpplTEECeng pllek Subl1foLdiagesasang1 SEK, 671 2

Cardg%n%?a%%ﬁe?thh%hép955@@%&8”r@5§o“@56@ ts theh unit of
applircation for executing the transaction process. A

commend ¢odeaet thessebest)comnBngd &habsed5the IC card 1 to
i nformati on which indicates a "command for requesting

t he pel eperraneaf the application (current directory)".

A processing paraneter of the select command d WO

2007/ 145366 RGE JP20@7H06828683ch23s in the operable state,

the control element 11 resets each unit (Step S2).
When the reset is completed, the control element 11 of
the IC card 1 transmits a response indicating that the
process can be executed to the IC card processing
device 2.

In the IC card processing device 2, the card
reader-writer 22 receives the radio wave which is the
response from the ICvcard 1. When the card reader-
writer 22 receives the response from the IC card 1, the
control device 21 of the IC card processing_device 2
transmits the command (select command) Cl to the .IC
card 1 to select the application APl which is the
application for executing the transaction process.

A command code of the select command Cl is
information which indicates a “command for requesting
the selection of the application (current directory)”.

A processing parameter of the select command C1



i ncludes information indicating that "a selection
target is the application APl (directory of

wa@ppitessé on  APLl)". \When the sel ect command QPCT/$P2007/062363
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received, the IC 5 card 1 executes an application

sel ect process of selecting the application specified
by the command (Step S3). In the IC card 1 which has
recei ved the command fromthe 2€ card processing
device 2, the control elenment 11 determ nes the type
of the conmmand 10 based on the command code i ncl uded
in thacneceisvedrocaatand, iandcdetiagnnes thesprecessn
contents (process target) based on the processing

par anetrgeti nel tdedapplitheéipecaPveddéormbndyChf &pplication
this case, fromthe conmand code and processing

par adgtler’.of the received 15 select command C,, the

control elenment 11 of the IC card_1 recogni zes that
the | C cafdepr 606s PG lerEBand Fdqhesrgcphyed, the IC

| ecti f th lication APl1. A [ | wh
Che. SerBnl EaRnaoer, SoPOcErbaln SERECEoREPped SE

| 11.of I RS . 0
el estiRgtiRg Ki5 rERIRRcARE FEHSEEILH BR e PESatt
proc?%%bpo@@?ﬂ the apel reathon @P%hhéhsﬁégcgggeb%i&h€he

application sSelect process, the control el enent

trang@ihanthe roaspasec( caspOpseckpdi fat HagitBe2, the
process 25 result of the select comand C) indicating

t hat cbhe roappledahton1AB:tesmsakectrd topehefl theacommand

processing device 2. In the case where the

appl beatidornARbec apnobnWOc20674145866d in the received

PCT/ JP2007/ 062363 24 _
command, and determines the process contents (process
target) based on the processing parameter included in
the received command Cl. In this case, from the
command code and processing parameter of the received
select command Cl, the control element 11 of the IC
card 1 recognizes that the IC card processing device 2
requests the selection of the application API.
Accordingly, when the select command Cl is received,
the control element 11 of the IC card 1 executes the
process of selecting the application APl (application
select process}).

When the application APl is selected by the
application select process, the control element 11
‘transmits the response (response indicating the process
result of the select command Cl) indicating that the

application APl is selected to the IC card processing

device 2. In the case where the application APl cannot



be selected by the application select process (namely,
in the case where an error is generated in the

W@pplilessé on sel ect process), the control el enkeit/JF007/062363

transmts the response (response indicating the

process 5 result of the select command C) indicating

that the control element 11 fails to select the
application APl to the I C cardyprocessing device 2.

When the I C card processing device 2 receives the
response indicating that the application AP1 is 10

sel egtedeaacthe 5939ﬁesgpF@ibBEi§ﬁlgsle@@npa@seg%,(ﬁa@ely,
control device 21 of the IC card processing device 2
request sheheaver whygrpr anessrboe thegéfecatddlinThiee

verify process in which the key information Kl is used

i s aappédeteinhnedlprocesscsabseqtbat contrhe @bement 11
application select process. The key information Kl is

" veri tireasmdfsi hher rasPeORSeol FESPORERngnEbCRRENg the process
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application APl. The_control device 21 of the 1C card
pr ocE§SHAG Oée@b@eSQlFFBngﬁW?én?ocihelP iearyng that the

nmand [ 2 _ f : _
Cor T b beeEtBaBRa Ot R RS kED PRt oFhak TRt 108tion Ap1
corr [ h Lcat.i . AP| - of
T TREPTRE 79 barlRBRBNLEAL BRIl 200 106 cating.

that the Wﬂ%ﬂanqugecE§dtBQOC%%EEB% fequest 2 FfBEeives the
processi ng paraneter of the verify 25 command C2

i ncl ydepohbBe enakiyptedgkenatntpemappdicktionVhen ike
IC card 1 receives the verify coomand C2, the I1C card

1 exegeutesetihasvehef yeppoassastbkele e PO6T/ dd4bB8&6d Cl, the

PCT/ JP2007/ 062363 25
control device 21 of the IC card processing device 2
requests the verify process to the IC card 1. The
verify process in which the key information K1 is used
is a predetermined process subsequent to the
application select process. The key information Kl is
verification information corresponding to the
application AP1.

The control device 21 of the IC cardvprocessing
device 2 transmits to the IC card 1 the command (verify
command) C2 for requesting the verify process based on
the key information K1 corresponding to the application
APl of the IC card 1. The verify command C2 is
information indicating that the command code is the
verify request. The processing parameter of the verify
command C2 includes the encrypted key information K1.

When the IC card 1 receives the verify command C2,

the IC card 1 executes the verify process (key



collating process) with the key information Kl (Step
S4). When the verify command C2 is received fromthe

wo ehocassde@r ocessi ng device 2, the control el eneet/Jrb0wi62363
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the IC card 1 recognizes that the I C card processing 5

device 2 requests the verify process with the key

information K1 fromthe command code and processi ng
paraneter of the received verif3s command C2.

Accordingly, when the verify conmand C2 is received,

the control elenment 11 of the I1C card 1 executes the

10 peeteasifyeprbyepspcessh oviiecotyatnfigrhdieidkeykl (Step
information KLl included in the processing paraneter of

t he 8éiifyWsenmahnd ﬁEriﬁ%eoomM@nde¢2fySpr@@@%%edsfrom the
successfully executed wth the key information

the éoncpoll preaensing 4§V%¢%n%n1?%et%%n?%%bo%%%ﬂent 11 of

rmgonse indicating the process result of é y
RE €9) cpRdi éaf?ﬁ@greha%sm%atv%?m/c prot sl%r?%ess ng

succ ssfull¥ execut t he_ke i nf or mat.i o kéf

the PE&V¢SFd pF%@%§§Eﬁ9¥%%vY%§l§y Oc?%% el Tiker's
t he gg?&!ﬁ%ﬁ%{)ﬁnﬁgtf}&nféﬁés SEnEXRULEe 2 dNerd&tdding

pr ocEss W Af or rat T on

el enggkaﬁétEEaaﬁntﬁé LDES 6SROPSE; £§ CSHARSEA C2.
indicating the process result of the verify conmand

C2) akpdigahbng, thpént beeCOBLT BY ebmn@nd.dd faitscdived,
execute the verify process with the key information-

K1 t entheo2brbC eaedept otesst nghelelt cea’d Wwexedtiees Ghe
card processing device 2 receives the response
i ndi pabcagst haerihg pevc¢§8br@ﬁe@@ll%tvmg2@@@/&%%366
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information K1 included in the processing parameter of

the verify command C2.

When the verify process is successfully executed
with the key information K1, the control element 11
transmits the response (response indicating the process
result of the verify command C2) indicating that the
verify process is successfully executed with the key
information K1 to the IC card processing device 2. 1In
the case where the control element 11 fails to execute
the verify process with the key information K1, the
control element 11 transmits the response (response
indicating the process result of the verify command C2)
indicating that the control element.li fails to execute
the verify process with the key information K1l to the
IC card processing device 2.

When the IC card processing device 2 receives the

response indicating that the verify process is



successfully executed with the key information Kl as
the response to the verify command C2, the contro

walewi7aes3gd of the | C card processing device 2 PETIRO07062363
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the read process of the first information (for

exanple, 5 card nunber) D to the IC card 1. The read
process of ‘the first information DI is a

predet erm ned process subsequen to the verify

process. The first information DI is information

which is retained by the ICcard 1 as data (data file"
exi skungekBruheydekectioey &0tofthbekappinfatmoni dPl¥l as
corresponding to the application APl. The contro

devi tee2tesbponbe L€ thedvprofessomgandeV?cetize control
transmts the commuand éread command) C3 to the IC

car ddgvieer 8guest thRelfeadr8f PY¥PeesFiRY HAYbFPatli HAIYSSES

DI corresponding to the aﬁplicatioh APl of the %C card
1. Theer €§89cBRRERESCITI ENFnf oF fht TBRCTAR EHOR nét R @%a™PLe/

e e R
ot PSS 305 RSETRALOR | Bl g2t Lhet Lher gy las

the LG capdehtr @eekxssvgpgfp?ggosemndT@, fitbe 1C

card 1 executes the process irst read process) of

readiipgotrhetfibhsbli koL ARbAAL Dbn (wheph Sby . r&¥emed hey the
read command C3 is received fromthe IC card 25

processtagddeveeedatat hdatanfibe ekesenbglinothé héit&tory
card 1 recogni zes that the 1 C card processing device 2
r equest sheheppéadapioved8lbf coheespordingf oe mblt¢é on D
WD 2007/ 145366 PCT/JP2007/062363 27
application APL.

The control device 21 of the IC card processing
device 2 transmits the command (read command) C3 to the
IC card 1 to request the read of the first information
D1 corresponding to the application APl of the IC card
1. The read command C3 is information which indicates
that the command code is the request of the data read.
The processing'parameter of the read command C3
includes the information indicating that the data of
the read target is the first information DI1.

When the IC card 1 receives the read command C3,
the IC card 1 executes the process (first read process)
of reading the first information D1 (Step S5). When
the read command C3 is received from the IC card
processing device 2, the control element 11 of the IC

card 1 recognizes that the IC card processing device 2

requests the read process of the first information DIl



fromthe command code and processing paranmeter of the
recei ved read command C3. Accordingly, when the read

w@eownaes36C3 i s recei ved, the control el enent 1RCDIP26062363
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IC card 1 executes the process (first read process) of

5 reading the first information DI which is specified

by the processing paraneter of the read command C3.
Wien the first information D isyread by the first
read process, the control elenent 11 of the IC card 1
transmts the response (response indicating the

processmlOneesdhhafll £b8er 83d E05BBHELLS) pa Nehette Ngof the
the information read as the first information DI to

the kEcetaed peadessinngndet¢Bce Rccodndihglgasehanerlee read
the control elenent 11 fails to read the first
i nf ocomtneod CBI ishreaghvetie thesconendl peberest thecf the

control element 15 11 transnits the response (response
i ndi 6t FA§dt heexpFBERSStRRSRFPCHESt hELFehdr *¥PRRACERY) ©f

indicating that _the control ele 1. fails t d
t he F??gﬁngiﬁF%rﬁﬁFFBnlﬁfoF%thgg?Qicé?ﬂC%Lb%eéé?%gPied Ly

devi . W h ' '
oV s e LSRR PLOECERL AR AR 3,

rece response 1 ncil udi e read

first |nfQnaRliRe PLLel BA62hhBgohNaY LBerLhlishy the first

informati on I's successf y read as the response to

the read poprBRd, (Be LHREONtEOLnESYICE 24 Ghethe ¢did 1
card processing device 2 requests the read process of

the segnaBfli2s tREoraBhbLABe( [ BEsp¥AEP| EndeaEBIndP2th® process

the 1C card 1. The read process of the second

i nf oreBhileNcb2thse acapr edmhendi 08 pnotedsngublsequent

to the first read WO 2007/ 145366 PCT/JP2007/062363 28
information read as the first information D1 to the IC
card processing device 2. In the case where the
control element 11 fails to read the first information
D1 through the first read process, the control element
11 transmits the response (response indicating the
process result of the read command C3) indicating that
the control element 11 fails to read the first
information D1 to the IC card processing device 2.

When the IC card processing device 2 receives the

response (response ‘including the read first information
D1) indicating that the first information is
successfully read as the response to the read command
C3, the control device 21 of the IC card processing
device 2 requests the read process of the second
information (for example, name) D2 to the IC card 1.

The read proceés of the second information D2 is a

predetermined process subsequent to the first read



process. The second information D2 is information
which-is retained by the 1C card 1 as data (data file

W@20031143366 i N the directory of the applicati on PEI/JP2007/062363
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corresponding to the application API. 5 The contro
device 21 of the IC card processing device 2
transmts the command (read command) C4 to the |IC
card 1 to request the read of th® second information
D2 corresponding to the application APl of the IC card
1. The read conmand C4 is information which indicates
10 t babckBe.comnandecofa iafbhRateguest 0f fheodatdion
read. The processing paraneter of the read conmand C4
i ncl wtésht he retednati bp thei tat cagdt hatst Hetdatdapd file
the read target is the second information D2. \Wen the
| C cerdstingcénvebet Hereehdryoafmpieapplisathen|&P1)

card 1 executes the process gsecond read process) of
readpﬁgrﬁﬁéo§ééﬁﬁdtPnFB?nﬁPP ACPRiPRt 8B S6). When the

e AL
5o SoREECRLFRR-hAEY LD LEREMA, REGSISRARAEYICF co cne

| nf orpatLop 1D%of Legutbe eREMREdyCcoee RBAs PESSKESShASrmat ion
paraneter, of the received read command C4

ACCODQ'GQEYesPBﬁalhBetorﬁﬁg gppIRpdt C4ni Ap1 e6ei ved, IC card
the control ment 11 of the IC card 1 executes the

process (hecesddr eatim2bdpcocess)indbrmeatdongwhheh sexdicktes
information D2 which is specified by the processing
par ateber tbe themprddcodenmanth€4reg@e o007t 14B868ata read.
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The processing parameter of the read command C4

includes the information indicating that the data of
the read target is the second information D2.

When the IC card 1 receives the read command C4,
the IC card 1 executes the process (second read
process) of reading the second information D2 (Step
S6). When the read command C4 is received from the IC
card proceséing device 2, the control element 11 of the
IC card 1 recogniZes‘that the IC card processing device
2 réquests the read process of the second information
D2 from the command code and processing parameter of
the received read command C4. Accordingly, when the.
read command_C4 is received, the control element 11 of
the IC card 1 executes the process (second read
process) of reading the second information D2 which is
specified by the processing parameter of the read

command C4.



When the second information D2 is read by the second
read process, the.control elenent 11 transmts the

WO e®posses (response indicating the process resPCT/JRM07/062363
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the read command C4) including the information read as

5 the second information D2 to the I C card processing
device 2. In the case where the control elenent 11

fails to read the second infornmgi on D2 through the
second read process, the control elenment 11 transmts

t he response (response indicating the process result

of 10 thewhead teemiBadnEA)inifdéned@t bAgpkhat thedcbnt ehk
element 11 fails to read the second information D2 to

t he keceatdrprndcesscagsdetheec@antWWhéneimweht tartdransmits
processi ng device 2 receives the response (response

i ncl abiengesbenseadrsepondelsnipfotivagi bhe Ryocess result of
i ndicating that the second information is _

succEbsf gPpg Fem@and FAe ieshuAsRIt bhenhénfeamattermppad as

C4, the control device 21 of the |IC card rocessi ng.
deviEQGZSFQSBQsﬁg%Pﬁ@aFéSB B?oE@sEhﬁf%%h%aFﬂiPﬂocesglng

| OB Otk pPLS, CTRLEE! LD, LBbEl POt 8ne? 1

ocess o

| Nf OI8O DBCLS 80! SRR NED, L OEERSpSUBREGHERL cne

to secona reaad process. t I nformati on D3

is isatenaetbaR PhbeBsks tRbabpRErHY Eheméfx cardt2adsSmits
data . (data file existing in the directory of the

appl ikgat reBpdhsAPlreepbhespondibgtingt bieec appbteasi pasult of
APl. The control device 21 of the I C card processing
devi cae2 rendnspiihantih€é4 coimendat i rgdt cammiand) c@btrol
t he WD 2007/ 145366 PCT/JP2007/062363 30
element 11 fails to read the second information D2 to
the IC card processing device 2.

When the IC card processing device 2 receives the
response (response including the read second
information D2) indicating that the second information
is successfully read as the response to the read
command C4, the control device 21 of the IC card
processing device 2 requests the read proéess of the
third information (for example, expiration date) D3 to
the IC card 1. The read process of the third
information D3 is a predetermined process subsequent to
the second read process. The third information D3 is
information which is retained by the IC card 1 as data
(data file existing in the directory of the application
AP1l) corresponding to the application APIl.

The control device 21 of the IC card processing

device 2 transmits the command (read command) CS5 to the



ICcard 1 to request the read of the third information
D3 corresponding to the application APl of the IC card

wad200Thes3sead conmand C5 is i nfornmati on whi ch i PCi/ERDER062363
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that the command code is the request of the data read.

5 The processing paranmeter of the read command C5

i ncl udes the information indicating that the data of

the read target is the third informati on D3. Wien the

IC card 1 receives the read command C5, the ICcard 1
executes the process (third read process) 10 of

r eaditng chhe thited reafiesrathenrB3d( Sfeph&7hiYehnfbemation
read conmand C5 is received fromthe IC card

pr oceSsicog reéepbodidg thetbenappliekeirent ARl of the IC card
card 1 recogni zes that the IC card processing device 2
requéstsTbﬁerﬁéédcgm@ééésCéf1§hénfﬁrmétFﬁﬂowhﬁﬁhohn@BcateS

15 fromthe command code and groceSS|ng paraneter
the thekeithiedC PERANEORREARIIES! h%cé%ﬁHFﬁ@l? RB%nd?E% read.

read  co iS received, % contr el ement %1
of t fge éOESFéngeQQEBPsgth8 aeN I L
di;
P hecirrhuthy CBR ATokNECLBh AnbiLat iRy, PRAPOHO! 63cy o

Conn% rgéadm@ggngelghkﬁg LRf eameh kQPmBPBi ba ?%ad by

the t rea rocess, the control el enent

transnitSwh%% th@spensa rdr espeasevieBdigat irBgdt BBmmand C5,
process result of the read command C5) including the

i nf ormat Tgncaedd lasxkthat2s therdrooéssmithondDBedd phecess)
| C card processing device 2. In the case where the

cont pdl rekdrient the ftailkd toformatdicheDBhi(fdep S7). When
information D3 through the third read WO 2007/ 145366

PCT/ 3k2002Ad623BRangd1C5 is received from the IC card

processing device 2, the control element 11 of the IC

card 1 recognizes that the IC card processing device 2
requests the read process of the third information D3

from the command code and processing parameter of the.
received read command C5. Accordingly, when the read

command C5 is receivéd, the contfol element 11 of the

IC card 1 executes the process (third read process) of
reading the third information D3 which is specified by
the processing parameter of the read command C5.

When the third information D3 is read by the third
read process, the control element 11 transmits the
response (response indicating the process result of the
read command C5)‘including the information read as the
third information D3 to the IC card processing device
2. In the case where the control element 11 fails to

read the third information D3 through the third read



process, the control element 11 transmts the response
(response indicating the process result of the read

wa@eomasieC5) i ndicating that the control el enertT/1%2007/062363
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fails toread the third information D3 to the IC card

5 processing device 2. When the I C card processing

device 2 receives the response (response including

the read third information D3)3indicating that the

first information is successfully read as the response

to the read command 10 C5, the control device 21 of

t he p€oeakd, prneesshbgoldevenen? Iequeshsmibe whéteesponse
process of the fourth information (for exanple,
transaebponsanmudﬁyaﬁmngothhepr®CEsarde&ulﬁh@fmxb¢eread
process of the fourth information D4 is

pr edepemandedopr bedisasingefbeht the ?ﬁ%tfﬁir%lQ5e?%abl
process. The fourth information D4 is i r mat |

whi chaitdswipPt F8Ad; ﬁhFhEhFédcé?Hoim%’élﬂ‘étB (H%t%h?J% card

eX|st|ng in.the directgry of the application AP1)
cor r BSBERAFAGTIt Ge¥ hES gplication AP1. The: contro

device 21,0f Rl ?CCQ%QdPE)988§§ETQ8) Gy TEY! §8rlootves the

transmts e comma

cardylg 8n5@%§§§%p5ﬁ§e“ﬁh&@u9§n&h@hé09&5@ third information
|nforna i on corresponding to the application APl of

the bg) cahdléadhﬁ whihtectgenrapgdt Cbn Fsrinat O6fat § on
whi ch i ndicates that the command code is the request

of 2Buthesda@tbalw rtad Tbetpeocessonge pav aneé eread ¢dramand

wite command C6 includes the information indicating

t hat Cbhethdatanbtof hdewitee2l apfetheésI€heafduprpcessing

informati on D4. WD 2007/ 145366 PCT/ JP2007/062363 32
device 2 requests the write process of the fourth
information (for example, transaction amount) D4 to the
IC card 1. The write process of the fourth information
D4 is a predetermined process subsequent to the third
read process. The fourth information D4 is information
which is written in the IC card 1 as data (data file
existing in the directory of the application APl)
corresponding to the application APL. -

The control device 21 of the IC card processing
device 2 transmits the command (write command) C6 to
the IC card 1 to request the write of the fourth.
information D4 corresponding to the application APl of
the IC card 1. The write command C6 is information
which indicates that the command code is the requgst of
the data write. The processing parameter of the wriﬁe

command C6 includes the information indicating that the

data of the write target is the fourth information DA4.



Wien the I1C card 1 receives the wite command C6, the
|C card 1 executes the process (wite process) of

wowrioritesged he fourth information D4 (Step S8). REEIP2T062363
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wite conmand C6 is received fromthe IC card 5
processi ng device 2, the control elenent 11 of the IC
card 1 recogni zes that the I C card processing device 2
requests the wite process of tRe fourth infornmation
D4 in the data nenory 14 fromthe conmand code and
processi ng paranmeter of the.received wite command C6.

10 Accor digndry . thaheam tdae-avli tre ceareand heb wirs teecemwnadd C6,
the control elenent 11 of the IC card 1 executes the

procese (IMrickedprioesssutels whet pmgcebe f(guith process) of
informati on D4, specified by the processing paraneter

of t e iwdinige tbemfend t06 infermhéigat R4ndfbep $4) - 15When the
Wiaen the fourth information D4 is witten in the data
nenoMy 1t pemmRadnCot d sprecedyedt AECRoRPROLC EREReNt

11 transmts the response (response.indicatin t he
pr oc ELELESHE 8ﬁvﬂﬁg %riFg608ﬁﬁﬁﬁ8lcﬁgepﬁgkugﬁna the IC

hat . t he, f h inf i i W ;
b0t Sathe 1 EecaoplsRelthatn g TR BUSECRROULLY NG, bElce 2

processi ng device

Mher%eqh%%%%oQEEQ&rﬁE&”?EBC%%sf@El%hEpfgﬁEEﬁ EH?ormation D4

fourth ormati on rough the wite process, the

cont ;@] +nel eERAl mbholkanamet-emt REer SRARGA CHBEPANEE
indicating the proceSs result of the wite command

C6) iprdiceaisiing Rarahaterhercener ebcelesenivritef abhsaha C6.

wite the fourth information D4 to the IC card

pr ocessiorgideiycewken Whenwtrhéel CommaddpE£éceéssiageived, the

device 2 receives the WO 2007/ 145366 PCT/ JP2007/ 062363

33 control element 11 of the IC card 1 executes the
process (write process) of writing the fourth
information D4, specified by the processing parameter
of the write command C6, in the data memory 14.

When the fourth information D4 is written in the.
data memory 14 by the write process, the control
element 11 transmits the response (response indicating
the process result of the write command CG) including
that the fourth information D4 is successfully written
to the IC card processing device 2. In the case where
the control element 11 fails to write the fourth.
information D4 through the write process, the control
element 11 transmits the response (response indicating
the process result of the write command C6) indicating
that the control element 11 fails to write the fourth

information D4 to the IC card processing device 2.

When the IC card processing device 2 receives the



response indicating that the fourth information D4 is
successfully witten as the response to the wite

weomwnass3edC6, the control device 21 of the | C cee™IP2007/062363
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processing device 2 determnes that the series of 5
transaction processes is normally ended to the I C card

1. Wien the | C card processing device 2 receives the
response that the process accordi3ng to the command

cannot normally be ended as the response to each of

the commands C to C6, the control device 21 of the

| C caedpdOspr andisangndevhee Phdefeunthnesnfbanathen D4 is
error is generated in the series of transaction :
pr ocesscegstfhélyl €réarenias| hheheespgesahep ethtieweior

IS generated, the control_device 21 of the IC card

pr oc 6§BMARIdEer cEhe2cenhrakeday ECehelsefi ke ofC card
transacti on processes again 15 fromthe beginnin 0

the BERFPEF1REVAEELS¢E gaﬂeg?ﬁﬁln?ﬁetE%FiEggo?erlgé of

transaction _processes. As described, above, .in t
ser | §a8§a85?980Pr0F?3ﬁ§30%?oﬂoﬁ?%g% s%%g%?tﬁotﬁﬁe IC card

appl ycat j;an AP &eecaphu%%cefz,ﬁgﬁ{;ea&peg $0pDROOSes the

are Sequentially issued 20 to C card 1 accordi ng

to thespradet ehAtNede 5EEHEBSEacLE668E HyNgbYthe i Botbignd
series of correct transaction processes wth the

appl ceahb@nndPhalupl Besen@achasothandefponsequeséacly of the
the predeterm ned process contents is issued to the

| C capdmaader diingot 661 heh@5cpnedel edaihed 2kgoéntlee 1¢ card
can be determ ned that the external device highly
possbibbyesegnestsvine 2udatehoingedthabcels. epyyr 1s

2007/ 145366 PCT/ JP2007/ 062363 34 _
generated in the series of transaction process to the

IicC éard 1. In the case where the error is generated(
the control device 21 of the IC card processing device
2 can execute the series of transaction processes again
from the beginning, or the control device 21 can stop-
the series of transaction pfocesses..

As described above, in the series of correct
transaction processes with the applicatioﬁ APl, the
plural predetermined commands are sequentially issued
to the IC card 1 according to the predetermined
sequence. Accordingly, in the series of correct .
transaction processes with the application AP1l, unless
each command for requesting the predetermined process
contents is issued to the IC card according to the
predetermined sequence, it can be determined that the
external device highly possibly requests the

unauthorized process.



The first and second enbodi nents applied to the IC
card 1 wll be described below In the first

weewodiszent, the 1C card 1 previously stores PEnIR2a07/062363
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process information indicating a regular 5 process
sequence and regul ar process contents - in the data

table, and the IC card 1 detects the unauthorized

access by comparing the regul ar3process information to
contents of each received command. In the second

enbodi nent, the IC card 1 previously 10 stores the

conmand armtheprfiaess auntseichd eadioddteas st hppllieg dat ahe IC
in each series of processes, and the IC card 1

det ectaxd He winddutdeodezsed ibededs lby .conpari ng t he

regul ar process information previously stored in the,

dat a t abl &nitthe te Stogmppddmens , ThEef Ifs CagfbddiPreniously
wi |l be described. Various techniques (fraud detecting

pr oc SO S TSALEF ﬁﬁ@cﬁéscépéofm38988t§“ fgating a reégular
unaut hori zed access made b Ehe ext er nal de¥ic% (LC y

car d FRESESSs oG R &N L S T BT HESE P BRH PR Phat the
first Lent | e 20 firs ' [ :
fraudoger SSEeg Broabs” 18 casio A BPP et Tt he fray thbrized

proc%ﬁ§ﬁs%n%yadUﬂgH%i%ba%ﬂe deleeki-ng rBLac8S$nWhkhabeon to
described as the techni'que of “detecting the

unautReriezed agcessh Hedfivest cbrasdddet ecting process
according to the 25 first enbodi ment which is applied

to the | Cieardhel seddnd kembdedmenlied then ICheafridr 4t previously
fraud detecting process, it is WO 2007/ 145366
PCT/ 3P20@% 062363mnm@Hhd and process contents received as the

log data in each series of processes, and the IC card 1
detects the unauthorized access by comparing the
regular process information previously stored in the
data table with the log data.

The first embodiment will be described.

Various techniques (fraud detecfing process) in
which the IC card 1 detects the unauthorized access
made by the external device (IC card procéssing device
2) will be described in thevfirst embodiment. In the
first embodiment, a first fraud detecting process, a
second fraud detecting process, and a third fraud
detecting process will be described as the technique of
detecting the unauthorized access.

The first fraud detecting process according to the
first embodiment which is applied to the IC card 1 will
be described. |

In the first fraud detecting process, it 1is



assunmed that regular process information P indicating
the correct process contents and process sequence is

w@e@vilgided y stored in the data table 14a of theCTa2007/062363
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menory 14 of the I1C card 1. That is, it is assunmed 5

that the pieces of information indicating the process

contents (type of command and process target) of the
conmands used in the correct pr®tess and the execution
sequence of the commands are previously stored as the
regul ar process information P1 in the data table 14a

of l@skheecdataaferegylid ptothes| n€ardattiohnPthedicating
following description, in the regular process

i nf othmt comreeachrocesrandniphnse pndcpsscesnt eatgenee is
defined is called a regular command and al so call ed

an npreviegslsr scorpendn bYecoabprnhebbda Wahof hghe data

defined sequence. 15 It is assuned that the |
i nf oPRBPEEN 1Enafc&hPngCt RdrplocesBatohfents HF 233pmed

' d-incl t least the,i i
Ei?%rﬁa_‘:gga"e“?lﬁhg‘%cé LIl TN I STISEE
: o oo
| oo EBRLLARs( REGEESSENIRRLANTRAN) L BELER Liger) of the

comanghanbRe REACeISLRE PBLABBL eprokbBdlCahgStHat éxédution
val ue) which should be permtted as the process target

of eaehueagdl 8k €RETBBEManbsr gter grevibespyosesséddas the
paraneter may be one value, plural values, or a val ue

rangeeglatherbcest enbodinaehdbn PL 25 tseadsuaredabhatlda of
one command code is set as the command code. However,
pl ur ahecdatandenodgsldnygfbehgelCasatrflel - cokmable chbelklowing
WD 2007/ 145366 PCT/JP2007/062363 36
description, in the regular process information, each
command whose process contents are defined is called a
regular command and also called an n-th regular command
by combination with the defined sequence.

It is assumed that the information indicating the
process contents of each regular command includes at
least the information (command code) indicating the
type of command and the information (procéssing‘
parameter) indicating the process target (process
target of the command). The processing parameter
indicates data (a value) which should be permitted as
the process target of each regular command. Therefore,
the processing parameter may be one value, plural
values, or a value range. In the first embodiment, it
is assumed that one command code is set as the command

code. However, plural command codes may be set as the

command code.



.On the basis of the regular process information P
the IC card 1 determn nes. whether or not the commands

waemorn3s@l |y i ssued fromthe | C card processiPQI/aR007712363
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(external device) 2 are not only the correct sequence

5 but the correct process contents. \Wen the process

contents of the commands issued fromthe IC card
processing device 2 are not matghed with the process
contents of the regular comands specified by the

regul ar process information P, the IC card 1

det er m negnl@nkhak st Be ogorrandsgusauedrbeesst hafb&mation P,
card processing device 2 are the unauthorized conmand
(unathkornczedrdatcdssgrmEoesexhapher ahenothehe commands
processing paraneter of the regular conmmand specified

by tkeauegtliiallpr beessd15rpnf bhemlfopaPAhasOopEsF Ny device

val ues, the IC card 1 det erm nes whether or not the
pr ocd§¥tRENPAr ARELER) of . 2TENBOF cBBL Vel %oﬁﬂﬁﬁﬂchsequence

he h f
o 0080k HepSPARECer POPCERE. FRBEFAFS - colfERC" WERoTRE®
proceSSIng%gar%HEBgr ?ngH85r§9EL@5 ggoﬁogﬂ@ngp ﬁard

specnpl ere U rocess I nformtion

the %%b%gsgﬁﬂ e 598e|§ g@édnétdﬁ&@éﬂéaeﬁlﬂﬂeﬁn§r?rQéess

not e recel connand I's matched wth the regu

COﬁﬂ%aqtéaﬁgdo@ntH@ekegﬁlgE BekmkhE&s PEPEESSiBG by the
paraneter of the received command exists within the 25

val ugegange pebcasst harprmaesshng, pahankCecanfi thdetermines
regul ar command. When the 1C card 1 determ ned that
the comantds WOMRE0A5145366dPETADPRDO7I06@36Q pBJcessing

device 2 are the unauthorized command (unauthorized
access) . |

For example, when the processing parameter of the
regular command specified by the regular process
information P has plural values, the IC card 1
determines whether or not the processing parameter of
the received command is matched with one of the plural
values set as the processing parameter of the regular
command. When the processing parameter of the regular
command specified by the regular process information P
has the value range, the IC card 1 determines whether
or not the received command is matched with the regular
command based on whether or not the processing
pérameter of the received command exists within the
value range set as the processing parameter of the
regular command.

When the IC card 1 determined that the commands



issued fromthe IC card processing device 2 are the
unaut hori zed command, the I1C card 1 stops the series

wW@R007psB6€esses t o execute the error process. |PCT/iR2007/062363
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error process, a part of or all the functions of the
ICcard 5 1 are stopped or restricted. FIG 4 shows an
exanpl e of the regular process information Pl. In
regul ar process information P1 aff FIG 4, after the
reset process, the regular processes are executed 10

in the order of the "select process", "verify
proceisssyed reash o essS 'card eadqaretess ' devilcea® are the
process”, and "wite process". In other words, after

t he resstthqriooes ssomtead t dieexXiCerazald desteops( [tCecaregies of
processing device 2) issues the conmands to the IC
car d PEAGPIIRS 18> Grfsiu tof thiee ersréqre@tmf—*@@rﬁranénothe error

"verify" command C2, "read" conmma rea

comren &S e RPT e SHmatd 2165 th@ncfu‘\ﬁrﬁltoé‘s 6’5m’f£‘ﬁd IC card
C6, the IC card 1. determ nest at t he commands are

the c]orarect é?ﬁ%%d’sr IerTc’tI'—rllé *for the first

"sel ect " copprand G4 2 20! e%ffﬂeh%nrse P ddils
appl i cation A'Pl is specifie e processin

par ang{ & rmak&Process contents of the "sel ect "
command Cl which should be executed first indicate

the sel ectiprecqsia Ofpddie s ApplficGatdtddrARYL. o25 I .FUG after
4, for the second "verify" command C2 in the

executHeoresquenceee sdshe they riegfudematproceklseiss are executed
specified by the processing paraneter. The process WD
2007/iM 5366 RTHr]RZOG 062388 ct3®rocess”, “verify process”

“read process”, “read process”, “read process”, and
“write process”. In other words, after the reset
process, when the external device (IC card processing
device 2) issues the commands to the IC card 1 in the
order of the “select” command C1, “verify” command C2;
“read” command C3, “read” command C4, “read” command
C5, and “write” command C6, the IC card 1 determines
that the commands are the correct commandé.

~In FIG. 4, for the first “select” command Cl in
the execution sequence, the application APl is
specified by the processing parameter. The process
contents of the “select” command Cl which should be
executed first indicate the select process of the
application AP1.

In FIG. 4, for the second “verify” command C2 in

the execution sequence, the key information K1l is

specified by the processing parameter. The process



contents of the "verify" conmand C2 whi ch shoul d be
executed second indicate.the verify process with the

waeo7itef3e6 mati on KL. In FIG 4, for the third pOr/iR2de1062363
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"read" commands 5 C3 to C5 in the execution sequence,

the first information DI to the third i nformati on D3

are specified by the processing paraneters
respectively. The process contgmts of the "read"
conmmands C3 to C5 which should be executed third to
fifth indicate the 10 read processes of the first

i nf oesRtieafsDbft enthevehiFd” tohaanat cRnwkBch Foould be
exanpl e, the pieces of information such as the card
nunbexectihednasepndndntiheaezpthat venifdaproodsshwatle the
necessary to execute the transaction process with the

| C cied indpemsbhendBied as the first 15 infornation

D, the second information D2, and the "
informati R B3G-1 A/ FEer EheféhlfﬁetglﬁﬂﬁthmwF?%d commands
command C6 executj on sequence rt@

ﬁbr S

infoFﬁaFPoﬁ%E&nlEhesﬁéﬁFFFéanb§ 9H%nﬁ?bc %%l
T
pa;ﬁge e%ga&ﬁe pﬁgcgssggg ERQ%S”R? %imgp?%nmﬁétgre

P8h°shoul exeécu i ndi cat e

the %Fb&?fEEBPS S¢RE FPSCEQEEBB phPEREPBEL O e cfPiely.

exanpl e e 1n ornat on such as the transaction

amoupheWRi-6Beks BBEESHAEYoEOtRXECHER]” t BEmhaRASACE | B8 C5
process with the I1C card 1 is 25 considered as the

f our vhichf ehoatdope Ddxedheeql thakdptocesstingindicate the
paraneters of each command nmay be set in the regular
processdi proceateenof Thhe WOr2007hias886ion Dl to the third

PCT/ JP2007/ 062363 39
information D3. For example, the pieces of information

such as the card number, the name, and the expiration
date which are necessary to execute the transaction
process with the IC card 1 are considefed as the first
information D1, the second information D2, and the
third information D3.

In FIG. 4, for the sixth “write” command C6 in the
execution sequence, the fourth informatioﬁ D4 is
specified by the processing parameter. The process
contents of the “write” command C6 which should be
executed sixth indicate the write process of the fourth
information D4. For example, the information such as
the transaction amount which is necessary to execute
the transaction process with the IC card 1 is
considered as the fourth information D4.

The plural processing parameters of each command

may be set in the regular process information. That



is, one of the plural pieces of information nmay be set
to the processing paraneter of the command. For

we@x@npsses i n the regul ar process information, PEI/aP2007/062363
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data B, or data C nay be set to the processing 5
paranmeter of the read command. In the case where the
regul ar process information. is set as shown in FIG

4, unless the IC card 1 sequengpally receives the
select command O in which the application APl is

speci fied by the processing 10 paraneter, the verify
conmary GRel BfWihehplibheakepietBbobiBi hOBrifitisn may be set
speci fied by the processing paranmeter, the read
conmmawrd t68 pmownkisshngheatbemsteri nfothat commidi s For
specified by the processing paraneter, the read
conmexdmPl ej, ninhitek trheudecondotsspnipfaampbhome fdata A,
speci fied by the processin paraneter, the read
com@Adach i RtwHRER £hBavhPedSeFnfer RBEi BROBRSFLNY
specified by th ocessi n araneter, and the wite
cormBARG2BELRA Rﬁig etﬁgagogP afnformation D4 is

speci i ed hy the DLOCERSI 0020 RLATELELy oLDES! €r68tlacion

1 detern nes t'he " ‘unauthori Z acc

and the LE gardnbypt 9RSprbhessenh essof cheansaghigny
processes. FIG 5 1s a flowhart showng a first fraud

det eglbiqN@nRRACeSS reBet hes! Eneasdldct 28omhahiir 81 thewhCen
card 1 receives the radio wave in the formof the

respenseappqtesat ishgnal isospebefi&€d pbardhprpeesssapng
device 2 through the antenna 17. The WD 2007/ 145366
PCT/ pBR200éte62368e 46rify command C2 in which the key
information K1 is specified by the processing
parameter, the read'commaﬁd C3 in which the first
information D1 is specified by the processing
parameter, the read command C4 in which the second
information D2 is specified by the processing
parameter, the read command C5 in which the third
information D3 is specified by the processing
parameter, and the write command C6 in which the fourth
information D4 is specified by the processing
parameter, the IC card 1 determines that the
unauthorized access is made, and the IC card 1 stops
the series of transaction processes.
FIG. 5 is a flowchart showing a first fraud
detecting process in the IC card 1.
At first the IC card 1 receives the radio wave in

the form of the response request signal from the IC

card processing device 2 through the antenna 17. The



power supply 16 converts the radi o wave received

through the antenna 17 into the power supply voltage
w@arnw7a436k pul se to operate the IC card 1. TheP@DIR007/062363

supply 16 supplies the power supply voltage and cl ock

5 pul se, generated fromthe received radi o wave, to

each wunit of the ICcard 1.(Step Sli). This enables

the 1C card 1 to be operated. 4the control element 11

of the operable IC card 1 resets each unit (Step

S12). A value of a variable n 10 indicating the

recepbiverr Eeppldyt i6nronequencehef raieocoawandetsived

initialized (n=0) in the reset process. Wen the

r esethproogés $hies anoembl §7ended, thhepewarr shppéyevehtage

11 of the ICcard 1 transmts the response _indicating

t he paseclesippelisenteooPreate ERpdIE5CpFBcessi e power

device 2.. On the other hand, the control 9evice 2& o{
the PEPEAYdlfr SEBBLIAG 5861 bavor  SHEBLYV; Keltage and Slock

> ShouPt 15" s GERFFaA°torPHE Feochra® L S tnEodon pare, Co each
el emgnt 11 0t ptheql € %ér? %S%QECE1%9._r@H§Q1é§aEE§s the IC
response i'ndicati ng ? e reset onp et on sets the

vari ablg A t@ B&l obStePe§13), and the control el enent
11 is in the standby state for receiving the conmand.

In the stamdby-csiabe, eMdgBnthelcent eak opkeapnet i¢ card 1
receives the command fromthe IC card 25 processing

devi eces2tsheadghunhe gatepnally.and tvhtuecofimanveaialbhe n
control unit 15 (Step S14), the control- elenment 11 of
10 the HL@déamdibgdeher meneptnhet iekeonthon) \WRQOETLE468686he

PCT/ JP2007/ 062363 41
command is initialized (n=0) in the reset process.

When the reset procéss is normally ended, the control
element 11 of the IC card 1 transmits the response
indicating the reset completion to the IC card

15 processing device 2. On the other hand, the control
device 21 of the IC card processing device 2 causes the
feader—writer 22 to transmit the first command which
should be supplied to the IC card 1. -

The control element 11 of the IC card 1 which

20 transmits the response indicating the reset Completion
sets the variable n to n+l (Step S13), and the control
‘element il is in the standby state for receiving the
command. In the standby state, when the control
element 11 receives the command from the IC card

25 processing device 2 through the antenna 17 and the
communication control unit 15 (Step S14), the control

element 11 of the IC card 1 determines whether or not



the type (command code) and process contents
(processing paraneter) of the received command are

woradochedesni t h t hose of the n-th command i ndi capedIieg07/062363
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the regular process information (Step S15). 5 Wen

the control elenent 11 deternmines that the received

command is matched with the.n-th command (YES in Step
S15), the control element 11 of4the IC card 1

executes the process according to the received conmand
(n-th command) (Step S16). When the process is 10
conpketed ybe' t(hemmaad ¢vedegoanandrothescoohtehtel enent
11 of the ICcard 1 transmts the process result to

t he b@ocasdipgopesemngedevbéetzeinece$pedseommanﬁeare
received command. The control elenment 11 of the IC

car dm@tebedr néthotBpep sf3thana-thecewmardl ieférehediy the
15 repeatedly executes Steps. S13 to S19 til the
serlé§guéﬁer68€§§és1P§OéﬁééaonvﬁéﬁePh§ g ntro

I
ot mat ch a%%t ERO RETREER GOmRaRA LN CRT & BacEBsE che
the %%%%%gl SHEQEdllsoﬁakﬁﬁehCﬁEEBthQ.&—%Boeémﬁgﬁd (YES

serieés o Focesses to execute e error process

(Steens%%)ep fheje ang ¥BhtPHS BRERSEntN11hef €REOEC card 1
process. For exanple, in the error process, the key

i nf oepRtheesused protBesvaetbiraahyoboi 8hdi sabéeded command
(l ocked), a particular function is stopped, or a 25
part i(autéar cpmoaass (paepi subar appencaheéopyocsss is
stopped. Wien the IC card 1 determ nes that the
unautckopilecdd socebs rscraded themp@deakdelcpmayrol element
transmt the response WO 2007/ 145366 PCT/JP2007/ 062363
42 11 of the IC card 1 transmits the process result to the
IC cafd processing device 2 in response to the received
command. The control element 11 of the IC card 1
returns to Step S13, and the control element 11
repeatedly executes Steps S13 to S19 until the series:
of processes is ended.
When the control element 11 determines that the

received command is not matched with the n-th command

(NO in Step S15), the control element 11 of the IC card

1 stops the series of processes to execute the error
process (Step S17). There are various modes in the
error process. For example, in the error process, the

key information used in the verification is disabled
(locked), a particular function is stopped, or a
particular process (particular application) is stopped.
When the IC card 1 determines that the unauthorized

access is made, the IC card 1 may transmit the response



that the series of processes are stopped or the
function is stopped in the error process to the IC

W@ 200d/14336©cessi ng device 2. I n the case where BCPar200wi62363
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or all the functions 5 possessed by the IC card 1 are

stopped (restricted) by the error process, the IC

card 1 is configured such that a part of or all the
restricted functions are enablged by a | ater-nentioned
recovery process. Next, three exanples of the

unaut hori zed access 10 detected by the first fraud

det eehh ROt REOSEESe Wl bE PEocEesss | bed. stoppestoexanpl e
of the unauthorized access detected by the first

fraudutdet ¢ochi hg ptoppss unl thbéeerdescprbesdss 165 R BC card
iIs a flomhart showi ng the first exanple of the
unauphocezednacdesscdetect ed by the first fraud

detecting.process. It is assuned that the_regul ar ,

process i ARoEhat FeAePYhereFpaPanti et ppeviblistesterelions

in the data taple 14a_of th ata nenor 4. That.is

ﬁg t Reseperati b Ekzanﬁ?ecw$| b%r%e%%?ﬁ?%%% [Tee el ched by
ere. the first fraud detectin ofess | '

the EPBeBEtbhrPEREERE L BhEol brsell of E8 onf PO &8 qiden

abovg?%gqgggggg Le Lhe firsheexampl fordd FSnASSENEG re

t hat card processing device 2 omts the
reade§QBNBRAILOf ot Dt bhihne At i HhoH MBEE Ve BB glediass. by

the regul ar process information Pl. The operation

%amol e | Newhi Chhirbe ¥eaRP04414536ke PaTAIPRODTLO62368ess
detected by the first fraud detecting process will be
described.

A first example of the unauthorized access
detected by the first fraud detecting process will be
described.

FIG. 6 is a flowchart showing the first example of
the unauthorized access detected by the first fraud
detecting process. It is assumed that the regular
process information Pl of FIG. 4 is previdusly stored
in the data table 14a of the data memory 14. That is,
the operation example will be described in the case
where the first fraud detecting process is applied to
the process which should be executed according to the
above sequence.

In the first example, it is assumed that the IC
card processing device 2 omits the read command of the

third information D3 defined by the regular process

information P1. The operation example in which the



sel ect command of the application APl, the verify
command with the key information (hereinafter sinply

w0 edoenssBeb t 0 as key) K, the read command of tPET/iR2061062363
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i nformati on D1, the read conmand of the second 5
information D2, and the wite command of the fourth
information D4 are sequentially issued to the IC card

1 wll be described below. Thes3C card 1 is turned on
to execute a reset process by the radio wave fromthe

| C card processing 10 device 2 (Step S21). When the

| C caedeproconniang 6EViBe 2ppeEehvesnt AR1nothéi cation
that the reset process is conpleted fromthe IC card

1, thkemhm@naawdthptheeksiyngnfevingeidnt (hasaibtsfthée simply
sel ect command of the application AP1 as the first
conmmardert&dThe RE kayd Klsetbpvesadheompppdtofobp@anfirst

of the application APl as the first conmand after the
resefinforpathps Pasethenseggnepprabfefibntha158FoRfe | C

card 1 _ determ ne mhethe or not the r d
'S miCERERAER BRe FRfotheclGrar COMMARA Pl Rt crearh

20 th 2
 ROroRTeLEn Bh; BRECERRuLALPATEY S0shda (R PSP cara 1
recekxﬁq ggﬂgg?grlbgdcggpgaed to the command code of

the first regu comrand, and the processing

paramet er raf tlhe hegehved tGRRBEBNGNI soceRpaned horébet
processi ng paraneter of the 25 first regular command.

At tBirscpesnby tRebohbibheaveceryadtrontandaaddprébessing

first regular command, the conmand code is the WO

20076&453662P¢$té52881»062866n 4he IC card proce581ng
device 2 receives the notification that the reset
process is completed from the IC card 1, the IC card
processing device 2 transmits the select command of the
application APl as the first command.

The IC card 1 receives the select éommand of the.

application APl as the first command after the reset.
In this case, the control element 11 of the IC card 1
determines whether or not the received command is
matched with the first regular command registered as
the regular process information Pl (Step S22). 1In the
determinaﬁion, the command code of the received command
is compared to the command code of the first regular
command, and the processing parameter of the received
command is compared to the processing parameter of the
first regular command.

At this point, in both the received command and

the first regular command, the command code is the



sel ection (select request of application), and the
application APl is specified by the processing

w@20oameses . Therefore, the control el enent 11 pET/8#20071062363
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card 1 determnes that the command received first
after 5 the reset is matched with the first regul ar
command (command code is matched with the processing
paraneter). The control elenent441 of the IC card 1
executes the select process of the application APl
based on the determ nation (Step S23). After the 10
sel egk1precess (eklkbe appliesat boOnapPlicst conp) edred, the
the control elenment 11 of the ICcard 1 transmts the
respeppéicatioat ARY thaspehefsetiekyi bne opropessing
application APl is conpleted to the IC card processing
devi perametes. \\WEherREOre chie peoEERL| piement ckl of the IC

receives the response jndicating that the sel eciion
of tReTdappfPERFTORCAPINRE EBﬁpF%W%ﬂ?étﬁ%C?tY%gr%lrst atter

P equett 28se?ﬁigirifx%ﬁb%?%i’s@itfx??#?%%fi%@t‘? o
r o WPh' T 1" as
R R e e T

the F§§§ﬁete%2? COALr ebnelsmesieddnef11 her l Gheard dard 1

det er m nes ether or not the received command is

mat chedcwkbh the sseeendpregukar ot othangpp Bt st BsedARE
the regular 25 process information Pl (Step S24). At

t hi sbpekdt oni ahbotbteheineteonedsceopmadd) andAftée the
second regul ar conmand, the command code is the WD
20075@45366p?@¢é392@07#D623§Qliﬂ5ti0n APl is completed, the

control element 11 of the IC card 1 transmits the
response indicating that the selection of the
application APl is completed to the IC card processing
device 2.

When the IC card processing device 2 receives the
response indicating that the selection of the
application APl is completed, the IC card processing
device 2 transmits the verify command forArequesting
the verify process with the key K1 as the second
command. The IC card 1 receives the verify command
with the key K1 as the second command after the reset.
The control element 11 of the IC card 1 determines
whether or not the received command is matched with the
second regular command registered as the regular
process information Pl (Step S24).

At this point, in both the received command and

the second regular command, the command code is the



verification (verify request), and the key Kl is
specified by the processing paraneter. Therefore, the

weonrneseel enent 11 of the 1 C card 1 det er m neBCT/hE007/062363
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the command recei ved second after the reset is

matched wwth 5 the second regul ar command (conmmand

code-is matched with the processing. paranmeter). The

control elenent 11 of the IC c&#5d 1 executes the

verify process with the key Kl based on the

determination (Step S25). After the verify process is
conpketedichheoaonteol rel esguest]l, 1nof thheké € Kards 1
transmts the response indicating that the

veri tpeatifordi bycohpl predessihgt harkegt &t . t oThéeefgre, the
card processing device 2. Wien the I C card processing

devi cengrpécelementhél Pésﬁbﬁséclﬁﬂréailﬁ@t?ﬁ%%n?ﬁethat the
verification is conpleted 15 with the

cardCﬁW@éégsFﬁ@eag9ﬂcéeﬁo?ﬁaﬁgﬁ?Fst?ﬁer?Eéﬁ %%dﬁ%ﬁ%hed with

for uesti ng the read of t e first |nfornat|on
as tﬁggtﬁFFango Ra2 L TH™re" cé?amﬁarec%?%%sl hea%%hdd

Connangh %P Sg%hééé1n?”£§%9ﬁ%k8? D FSnEP&[dele?ent 11

conman e rese COﬂtI’O ement 11 o

the Le caedrd detgrm ngscuwbst bge 9@rﬁ9? §P§Cé§§ewy@9 the

command 1s matched with the third regular command

regi gbor gd BsstheohegHbadepeomesstibnf ost@bi 9P5P1 After
(Step S26). At this point, in both the received

conmend aBdif@Spkbeetbiid cegplatedpnubadcotheotoshament 11
code is the read (read request), and the first
i nf oofflathenID casd 3pecahsmitasthberdapansé indi¢ehing that
target by the WO 2007/ 145366 PCT/ JP2007/ 062363 46
the verification is completed with the key K1 to the IC
card processing device 2.

When the IC card processing device 2 receives the
response indicating that the verification is completed
with the key K1, the IC card processing device 2
transmits the read command for requesting the read of
the first information D1 as the third command. The IC
card 1 receives the read command of the first
information D1 as the thirdicommand after the reset.
The control element 11 of the IC card 1 determines
whether or not the received command is matched with the
third regular command registered as the regular process
information P1 (Step S26).

At this point, in both the received command and
the third regular command, the command code is the read

(read request), and the first information D1 is

specified as the data of the read target by the



processi ng paraneter. Therefore, the control el enent
11 of the IC card 1 determ nes that the conmand

wo emeilyasd t hird after the reset is matched w t PCT/hE2007/062363
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third regul ar command (command code is matched with
the 5 processing paraneter). The control elenent 11
executes the read process of the first information Dl
based on the determ nation (St&p S27). After the read
process is conpleted, the control elenent 11
transmts the response indicating that the read of
the birbstsi@ngnparameten. Dl Thereoopeet elet cohheol Gelement
card processing device 2. Wen the I C card processing
devi ¢e 2frebei U6schhe 1rdspenséneadibati higet hammane
read of the first information D is conpleted, the |IC
car drprededi ihits aévrtethet rapshi is PaBCheddvibimahe
for requesting_the read of the second i pnformatj on D2
as t hBifgurerul éénﬁﬁﬁ@an¢hécP@m€%?dcﬁ ?et®i PRECRALG with the
read conmand of the igforna

re

f our PROEGATRRE BRACEMS ?ﬁ t. “h rggn%?%Tegﬁenen?xecutes
11 f th I 2 d
recgl Deats8inERatr i  Rar EhEaTurEh MRECPSE:Pho 0l bdfed on

nat ched™ w ourt regul a

nﬂgﬂ %@b%h?ﬁsgléﬁ (Ehepr gyl ar ﬂf@é§3§hénf9éﬂg§t88ess

his point, in both the receive

Connﬂgdc@ﬁgleEEQ f eHet Bohegyl ae16p8nBNUL then saivanthe
code is the 25 read (read request), and the second

i nf otreBpbaseDZntscapeaygf tedtashéheedat af othéhirstad

target by the processing paraneter. Therefore, the

cont daolfoeetrent VD 260¢bmn5866dPt5/UPQODQ/O@Q@GBrOQQSSlng
device 2.

When the IC card processing device 2 receives the
response indicating that the read of thé first
information D1 is completed, the IC card processing
device 2 transmits the read command for requesting the
read of the second information D2 as the fourth
command. The IC card 1 receives the read command of
the second information D2 as the fourth cdmmand after
the reset. The control element 11 of the IC card 1
determines whether or not the received command is
matched with the fourth regular command registered as
the regular process information Pl (Step S528).

At this point, in both the received command and
the fourth regular command, the command code is the
read (read request)/ and the second information D2 is

specified as the data of the read target by the

processing parameter. Therefore, the control element



11 of the IC card 1 deternines that the conmmand
received fourth after the reset is matched with the

wo e tis3segul ar conmmand (command code i s mat chedr/aw2067/062363
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t he processing paraneter). The control elenment 11 of 5

the IC card 1 executes the read process of the second

i nformati on D2 based on the.deternination (Step S29).
After the read process is conpl#ied, the control

elenment 11 of the IC card 1 transmts the response

i ndicating that the read of the second information D2

10 i Slcefplkakedct eatrhell Gecardipescesst nghdevonmad

When the I C card processing device 2 receives the

r espoeseivedi ¢atirnl elisert hber eadedf ishmatekeddwith the
information D2 is conpleted, the IC card processjin ,
devi Eeuztr ZRSHILEE FREMARFL dCEBRARAICPEP feqlekEhag with

the 15 wite of .the fourth information s the fjf
' corm&hR8. PTRESPEIRYr BATAPRERT ecensgsc?ﬂgﬁﬁii?%e@%ﬂ%aLg of

f the fourth i i he fif

o2l B R 5 g AT oo
. 1 t .

oSSR R BRSO i A2 bk Shalyd s

regi strepededs rbhe pegebat PLoesmp1tnéal MehéOBoRtrol
(Step S30). At this point, in the conmand received

fiftbiahkar 1ttherr eset rct hereommandnsmilesi shéheewpohee
(wmwite request), and the fourth information D4 is
speciihdédaasng5thhe datarehdt hé whét setandeinbyrinaeion D2
processing paranmeter. On the other hand, in the fifth
reguliar coopimtnd 6P the L6ggkaf processinaf deWhee of-

P1, the WD 2007/ 145366 PCT/JP2007/ 062363 48 ,
When the IC card processing device 2 receives the

response indicating that the read of the second
information D2 is completed, the IC card processing
device 2 transmits the write command for requesting the
write of the fourth information D4 as the fifth
command. The IC card 1 then receives the write command
of the fourth information D4 as the fifth command after
the reset. The control element 11 of theVIC card 1
determines whether or not the received command is
matched with the fifth regular command registered as
the regular process information P1 (Step S30).

At this point, in the command received fifth after
the reset, the command code is the write (write
request), and the fourth information D4 is specified as
the data of the write target by the processing
parameter. On the other hand, in the fifth regular

command of the regular process information P1, the:



command code is the read, and the third information D3
is specified as the data.of the read target by

wEe@crsssag paraneter. Accordingly, the conmanelCT/JP2007/062363
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received fifth after the reset differs fromthe fifth
5 regul ar command in both the command code indicating
the type of the command and the processing paraneter
for specifying the process target. Thus, when the
recei ved command is not matched with the regul ar
conmand, the control elenment 11 of the 10 IC card 1
det ecginresdt batet he kLEeCaeddpr aa@sshsgtHeydcenformation D3
(external device) 2 issues the unauthorized conmmand.
Whenikhepeanttied ekenbat ddtaobft hbel Cegdr tdatget by
determnes that the I C card processing device 2

i ssupsorhesingapehemnezed. coﬁﬂaﬂddlEGéYCohh¢o¢0@m@h%nt

11 determ nes 15 that the unauthorized access is
and ERESEFREr 6L LLB| akbAE EieeX@EEFegl?ﬁ%r%rFB?mpF%%e§§fth

in a3300|at|on wth the u authorlzed cce Ste
S31) FepH ?HeCQF‘F‘GPd SPobebl, the pgpfinge pdoFSdF) {FpE8aring the

f he I C d
sgggﬁéggig é oFO?Wégénau%horszéto %%gggg %fec?%%rbgor
t he gbgégfggﬁgdtg%t?ggh gsp£99§§§ wll be described.

FI G oW ng e second exanpl e of

the unaut hefiszednaacess deteshed bymihhRdf kEShotraltiched
25 detecting process. As with the first exanple, it is

assupe@ht hat tbhgulegutanmphaceshei obotpali ehednofll of the

FIG 4 is previously stored in the data nenory 14. WO

20071t453668 PCILIP2007L662B68 tH8 IC card processing device
(external device) 2 issuesvthe unauthorized command.
When the control element 11 of the IC card 1 determines
that the IC card processing device 2 issues the
unauthorized command, the control element 11 determines
that the unauthorized access is made, and the control
element il executes the error process in association
with the unauthorized access (Step S31). 1In the error
process, a part of or all the functions of the IC card
1 are stopped.

Next, a second example of the unauthorized access
detected by the first fraud detecting process will be
described.

FIG. 7 is a flowchart showing the second example
of the unauthorized access detected by the first fraud
detecting process. As with the first example, it is

assumed that the regular process information Pl of

FIG. 4 is previously stored in the data memory 14.



In the second exanple, it is assuned that the IC card
processi ng device 2.issues the read command of the

wa biord433ed or mat i on D3 defined by the regul ar pPOUER907/062363
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information. P1 in the unauthorized sequence. That is,

5 in the second exanple, the operation exanple of the

IC card 1 will be described in the case where the

sel ect conmand of the applicataon AP1, the verify

command with the key K1, and the read comand of the
third information D3 are sequentially issued to the

| C 10 cardnltnhAf keeohBeekasple,the LE aastmddexratt ese IC
the processes sinmlar to those in Steps S21 to S25 of

t he chirtisprexaspliegt dethees2| éssuesmbadreddt bemmand of the
application APl and the verify command wth the key

K1 wthéhdaiefosmassaedDBrdafined| oychihe peoebasipgocess
device 2 (Steps S41 to S45). That is, when the verifg _
commapdorBagénpl Bledn wWhenubfpetReyirgd sHEUeRMErol ThAt 1S,
element 11 of the IC card l-returns the response

i ndi ¢&t £R§ Fﬁ&?nghEXGEPﬁ?y EBﬁnﬁREr?El%%n%¥%$%gem?fhthe Ic

t he ke%gKicgglﬁhgelgéggggbaéoigrgﬁgséggg 9ﬁ¥£8?%%e select

[
When ard processing device 2 recelves

resp ,adieating g eki ] .
R R S ol s L

devi gge2kblarsM hadt BRer eadaceswmaddf 6f feguestiag the
25 read of "'the third information D3 as the third

commaformibeohCpBande lseguaehvesllhei s eadd coomene DE
the third information D3 as the third command after
t he resdt 1.WD 2007/ 145366 PCT/JP2007/062363 50

After the reset, the IC card 1 executes the
processes similar to those in Steps S21 to S25 of the
first example to the select command of the application
AP1 and the verify command with the key K1 which are
issued from the IC card processing device 2 (Steps S41
to S45). That is, when the verify command is completed
with the key K1, the control element 11 of the IC card
1-returns the response indicating that thé verify
command ié completed with the key Kl to the IC card
processing device 2.

When the IC card processing device 2 receives the
response indicating that the verify command is |
completed with the key K1, the IC card processing
device 2 transmits the read command for requesting the
read of the third information D3 as the third command.

The IC card 1 receives the read command of the third

information D3 as the third command after the reset.



The control elenment 11 of the IC card 1 determ nes
whet her or not the received command is matched with

wo b7/183366 d regul ar conmand regi stered as the PEnIR2a07/062363
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process information Pl (Step S46). 5 At this point,

in the conmand received third after the reset, the

command code is the read (read request), and the

third information D3 is specifi®e as the data of the

read target by the processing paranmeter. On the other
hand, in the third regular command of the regular 10
procase icoharpat edpmPht theofotthandCcodedi § tbtermades
(read request), and the first information D is
speciwhiegtieas orhaotdatheofrerhévedadonappet i pymprekedsyhgh the
parameter. Accordingly, the command received third

af t ethime resedag £PBRINEr sRPLAESERTr 851 BRBI BRIROAAEABOCESS

15 in the processin ara r for specifying the

pr océ8§<orfafF4ap Rﬁi%éeﬁﬁeggéﬁnand received third after

the reset . is.matched.w th t.hi regul at :

in the c@%n%ﬁ&scggénfﬁdﬁga%ﬁggc?ﬁégpgpggggﬁyggngﬁggd after

CO”"%R@-r@gg%;o?ﬂgnchaﬁaﬁaoesaé §9n£ﬁ8t§e§8r@9§§§iPg%uest),

20 paraneter) he recelved conmand are not matche

Wi thanbhenBr 06e$8 SARLeRALS bR’ DGESSi BPepat 28R £5) tRE data
the regular command, the control elenent 11 of the IC

cardorltdet eeanearybat biyhehkCocacdspingesstagetdevi ceOn the
(external device) 2 issues the unauthorized command.

25 \Wsehetrhaaadnt dal tekenbardliegfiléheco@ngaddof the regular
determnes that the I C card processing device 2

i ssupgsockes mnégtm@tﬁzedPéonﬁhﬁd90mméngoﬂP¢©Iiéléh%nfead

11 determ nes WD 2007/ 145366 PCT/ JP2007/ 062363 _51
(read ‘request), and the first information D1 1is

specified as the data of the read target by processing
parameter. Accordingly, the command received third
after the reset differs from the third regular command
in the processing parameter for specifying the process
target while the command received third after the reset
is matched with the third regular command in the
command code indicating the type of the command.

Thus, when the process contents (processing
parameter) of the received command are not matched with
the process contents (processing parameter) of the
regular command, the control element 11 of the IC card
1 determines that the IC card processing device
(external device) 2 issues the unauthorized command.
When the control element 11 of the IC card 1 determines
that the IC card processing device 2 issues the

unauthorized command, the control element 11 determines



that the unauthorized access is nade, and executes the
error process in association with the unauthorized

W@eweas$s3¢sSt ep S47). In the error process, a parCT/@if20@1062363
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all the functions of the IC card 1 are stopped. 5
Next, a third exanple of the unauthorized access
detected by the first fraud detecting process will be
described. FIG 8 is a flowharg; showing the third
exanpl e of the unauthorized access detected by the
first fraud 10 detecting process. As with the first

and sggendnhcexalRtRSrikbdi Scassyned hhaé, thedregudt@tes the
process information Pl of FIG 4 is previously stored

in tbherodapaonessr ynldssbaisteoh hivi th exaspheauthorszed
assuned that the 1C 15 card processing device 2

i ssuescthe r8adpcBAitand dh thefehronfproeeson apaht et or
not defined by the regular process information Pl.

That al$, tha fhacthprd ekahpeelC €¢habdoperBEi DFCRRRGMI e

of the ICcard 1 wll be described in the case where
the sel ecNe&&manghdfrd; REaBL8ppFi ERRi BRaRPRor{pgd access
verify co n ith the key Kl the read command of

Uhe. PEFSETRRr BYhbPoh EFE T REN et Seb R e hari 11 be
secoggsigggg tion D2, the read comnmand of the third

i nfornmati on , and the read command of the fifth

informati@rcare seadertbakh¥rtssHed:ihg the tKirdSexample of
card' ' 1.* After the reset, the IC card 1 executes the

procegsesnsu@hbaizta £besSEsi BeSbePsSd R} tive SPOrof fheud
WD 2007/ 145366 PCT/ JP2007/ 062363 52
detecting process. As with the first and second
examples, it is assumed that the regular process
information P1 of FIG. 4 is previously sfored in the
data memory 14.

In the third example, it is assumed that the IC
card processing device 2 issues the read command of
fifth information which is not defined by the regular
process information Pl. That is, in the third example,
the operation example of the IC card 1 wiil be
described in the case where the select command of the
application AP1l, the verify command with the key K1,
the read command of the first information D1, the read
command of the second information D2, the read command
of the third information D3, and the read command of
the fifth information are sequentially issued to the IC
card ‘1.

After the reset, the IC card 1 executes the

processes similar to those in Steps S21 to S29 of the



first exanple to the select command of the application
APl, the verify command with the key K1, the read

weownasdeof the first information D, and the PEHIP2007/062363
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conmmand of the second i nformati on D2 which are i ssued

5 fromthe I C card processing device 2 (Steps S51 to

S59). That is, the IC. card processing device 2 issues

the read command of the second $&formati on D2

according to the regular sequence, and the contro

element 11 of the IC card 1 returns the response

i ncl ydireg thempeadtdOtrecesdetnf oommthanob2the tppli€ation
card processing device 2 when the read process of the
secoA@li ntoenakirdfiyD2omsandonpkbt ele Wgnklheth€ read
processi ng device 2 receives the response including

t he sewoadd afokhat fdbAsb2infRemptien érdabﬁoE%%sF%@d

device 2 transnits the read command fo requesti
the Feuaasr PhotDRi PACOTA oPAAFTBH.EE B8 YRLCH(FFE pissued
receives the.re

Che BRPPA R OFaeFOnPEBCRE LR PTERecomBnEbarl {8 t©
the ceset. fhe oontrehoekenegt, Ly gteLbent Ccarde 1o 2ssues

det erni ether'or no e Fecerve

mat ched ?%BB EBembRMr b EﬁguE@Eoﬁenﬁﬁﬁgrﬁ§9i§ﬁebﬁdaééordlng
the reqgular process information P1 (Step S60). At this

poi Nt ikRebebhut he kegetMed, cCanHBOHeaBEnttbe &iémént 11 of
regul ar command, the command code is the read 25

(readheeqguest)yd andethenshithd ragponati bncD3disg the read
specified as the data of the read target by the '
processibong pafamsaeionTh2r ebotbe THecabdtpbbcesehpptdevice

WO 2007/ 145366 PCT/ JP2007/ 062363 53 .
2 when the read process of the second information D2 is

completed.

When the IC card processing device 2 receives the
response including the second information D2, the IC
card processing device 2 transmits the read command for
requesting the read of the third information D3 as the
fifth command. The IC card 1 receives the read command
of the third information D3 as the fifth command after
the reset. The control element 11 of the IC card 1
determines whether or not the received command is
matched with the fourth regular command registefed as
the regular process information Pl (Step S60).

At this point, in both the received command and
the fifth regular command, the command code is the read
(read request), and the third information D3 is
specified as the data of the read target by the

processing parameter. Therefore, the control element



11 of the IC card 1 deternines that the conmmand
received fifth after the reset is matched with the

wo pdovh4z3egul ar command (command code i s nat chePCTR2007/062363
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the processing paranmeter). The control elenment 11 of

the 5 1C card 1 executes the read process of the third

i nformati on D3 based on the deternination (Step S61).
After the read process is conplgsted, the contro

el ement 11 of the IC card 1 returns the response
indicating that the read of the third information D3

i s 1Q@1cempkatedct eatrbe 1l Gecarflipescesat nghdewbnraid

When the I C card processing device 2 receives the
respeeseivedi Cafichgather the readtpiscestcbédthétbhthd
information D3 is conpleted, the I C card processing
deV|ééfzhtﬁaggﬁﬁﬁscpmﬁawﬂlﬁéO@@ﬁﬁﬁngoﬂérl?e@@é@b?ﬁgW1th the
the 15 read of the fifth information as the six
connﬁﬁ@ces$ﬁéglEaéémﬁtfrﬁeceFO@sCPﬂErPéaﬁlﬁ%ﬁﬂEnalo?f the

the fifth .informati th th d after t
regellIC ?ﬁédlgo%%ggPtggeﬁEﬁtr%i ?f?ﬁégggs aF§ Ehit8°

ggg ggmge%%eﬁ’ﬂ{%hgsa bgﬁeg%nt bg rsg@g¥59n§9mngs£§% (561

SI X reg U ar conmman | ster

as tﬁ%t@?ggh@rr@580§§§cebgfQEHEBhBPeEgd§S%§Q S6RY roft

this point, in the command received sixth after the

resebiehaﬁtCQﬁUBEdtﬁadicl§akbelrEéﬂufﬁ@adhéeﬂégﬁbﬁse
and the fifth information is specified as the data of

25 t hadrieadihar gaktbyhtheepdocesshagtparanehéorm&nidheD3 is
ot her hand, in the sixth regular command of the
regukcamplptedess ichkoifataod Pioceheingndenidceode is

the wite WO 2007/ 145366 PCT/ JP2007/ 062363 54

When the IC card processing device 2 receives the
response indicating that the read process of the third
information D3 is completed, the IC card processing
device 2 transmits the write command for requesting the
read of the fifth information as the sixth command.

The IC card 1 receives the read command of the fifth
information as the sixth command after the reset. The
control element 11 of the IC card 1 deterﬁines whether
"or not the received command is matched with the sixth
regular command registered as the regular process
information Pl (Step S62).

At this point, in the command received sixth after
the reset, the command code is the read (read request),
and the fifth information is specified as the data of
the read target by the processing parameter. On the

other hand, in the sixth regular command of the regular

process information P1l, the command code is the write



(wmwite request), and the fourth information D4 is
specified as the data of.the wite target by the

wEe@crsssag paraneter. Accordingly, the conmanelCT/JP2007/062363
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received sixth after the reset differs fromthe sixth
5 regul ar command in both the conmmand code indicating
the type of the command code and the processing
paranmeter for specifying the pgpcess target. Thus,
when the received command is not matched wth the
regul ar command, the control elenment 11 of the 10 IC

card %r@@be&6h0§§t§hahnahﬁhéCE@afﬂhp[ﬂﬁéﬁﬁaﬂgoﬂewﬂCﬁs
(external device) 2 issues the unauthorized conmand.
Whenspheig¢aetr ak ehenmgataldfothéheritechadgdt by the
determnes that the I C card processing device 2

i ssupsothesingapthemngtzed. cohﬂaﬂddlnhbycohh¢o¢0@m@m@nt

11 determ nes 15 that the unauthorized access is

and tRES&¥AREr 6ExtB| afbAE Eﬁeei%%%Feglﬁﬁ%r%rfﬁ?mpF%%e%%Xth

in a3300|at|on wth the u authorlzed cce St e
S63) FoPH1PRe CBRFEPY bPobaSs, ae papiier pdoroar) IERLEating the

BSQE&&%%Z 21 chiccpiméRhnade pify *LB8PE acle Mg perameter
@Péﬁﬁfgﬁﬂg'éhée éégsg_@gfgéglng to the

reg oces quenc IS omtte or the ICcard 1

to Whlch trhg sf | Lbnf FALd rdete6tENgoRhaRESSsi SoBPRAL Eled
det ermi nes t hat unauthori zed access is nmade because

the R5theenkvedgQ0ARRBEMSnAPt that cbetlrod tléhent 11 of the

regular command in the sequence and process contents

whi cicacerdspedefkedibyst heat egik afC pcace@sgrocessing device

i nformati on. WO 2007/ 145366 PCT/JP2007/062363 55
(external device) 2 issues the unauthorized command.
When the control element 11 of the IC card 1 determines
that the IC card processing device 2 issues the
unauthorized command, the control element 11 determines
that the unauthorized access is made, and the control-
element 11 executes the error process in association
with the unauthorized access (Step S63). 1In the error
process, a part of or all the functions of the IC card
1 are stopped. |

As described in the first and third examples; when

the éommand which should be issued acéording to the
regular process sequence is omitted, or the IC card 1
to which the first fraud detecting process is applied
determines that unauthorized access is made because the
received command is not matched with the regular

command in the sequence and process contents which are

specified by the regular process information.



Therefore, in the first fraud detecting process, based
on the sequence and process contents of the received

w@ownassdes it can be detected whether or not thBCT/JP2007/062363
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external device nmakes the correct access, and the

unaut hori zed 5 access can be prevented. For exanple,

when the command which should be issued according to

the regul ar process sequence is5omtted, as in the

first exanple, the IC card 1 to which the first fraud
detecting process is applied can determ ne that the
unautrtherkezedeacéasshesfitbtmadeudAsetestihpedroneshe based
second exanple, in addition to the command code (type '
of commahd) setthent€ eaddpiotesswhpthenhe ¢frshefraoeived
detecting process is applied determ nes whether or

not thampndecess €ont bAt debpctnRd TBebbafanl WA chhe external

shoul d be issued according to the regul roce
sequ@ﬁ@écﬁsmﬁﬁ?éhéaemFPﬁrFﬁE protess %Bﬁt%ﬁgsunﬁ?t?ﬂﬁlzed

d Th if th
o RECEsRoann B PRSYRBERS: per PEotkamPle P PRG Erg *6mmand
the mﬁgggafgengaegé $egyenc cbara?ag gg 39 “&EEuIQ? process

conman o recel vea conmman nams even

the sapBehyRe;Qf ohheteqMmMasdiy theCairbe eQ§h§I€1n€ﬂe IC
that the recei ved command i s unauthori zed when the

procesgdconteniysiCAr eaessh ngrparanet @efeotihfeprocess is
conmand whi ch shoul d be issued according to the
regubgppl2bdpcaaessteengtiancehat etiat chedtwthzeétfieaccess is
process contents (processing paraneter) of the
recemadd.conmand, and it can be determ ned that the

unaut hori zed access is made. WD 2007/ 145366 o
PCT/ JP200R50623631bsg in the second example, in addition to

the command code (type of command), the IC card 1 to
which the first fraud detecting process is applied
determines whether or not the process contents of the
command which should be issued according to the regular
prdcess sequence is matched with the process contents
of the received command. Therefore, even if the
command code of the command which should be issued
according to the regular process sequence is matched
with the command code of the received command (namely,
even the same type of the command), it can be‘
determined that the received command is unauthorized
when the process contents (processing parameter) of the.
command Which should be issued according to the regular
process sequence are matched with the process contents
(processing parameter) of the received command, and it

can be determined that the unauthorized access is made.



That is, as described in the second exanple, the
first fraud detecting process can prevent the

waQe@atlsssé zed access in which the processi ng. PeEr/areer062363
i s-changed. For exanple, that the processing paraneter
5 of the read conmand is incorrectly changed to read
the information or that the processing paraneter of
the wite command is incorrectbg changed to wite the
i nformati on can be prevented. A second fraud detecting
process in the ICcard 1 10 of the first enbodi nent
will be daserd hed hel ewsclibthe inechrdskrand debmpiengthe
process, it is assuned that, in addition to the
i nf orfiietsitorf riamdi datierginghprooesectapr pce¥sntohhent s
and process sequence, the timng at which each
comundusheylidede aceessvéd WBith phevPsaSP§Siperegrageter

regul ar process information P2 jn tRe data tabl e 14a .
of tAé & pggﬁgnor€0f4e5ﬁmpﬁ§,|E@egra ©1PIPREFSERY P?rameter

' d that, the information indicati t ent
5 (typ@lof Morfiaid SSREBFotEsd " RBREERT ) CORNSFHe o Fead the
Conn%%%o%%%@i‘ %QetﬁgEr%ﬁg 99888§§ing28a29ﬁete of the

i nformation indicating the executl on uence of the

comundse aRdnbhe hof onpBLi-eRcipdiaahbBE tBewki BENghe

at whi ch each conmand shoul d be received are
previiou¥slrhatsber ednaser pgukantpaocess information P2
in the data table 14a of .the data nenory 14 of the IC
card 1. 2% Iseddmel rfeguldadepeotésy pmboesat iontP2, Ift card 1
is assunmed that the information indicating the

10 cont erft shef fieatheoborandninplbdebeatepeasbethbelow.

informati on (command WO 2007/ 145366 PCT/ JP2007/ 062363
57 In the second fraud detecting process, it 1s

assumed that, in addition to the information indicating

the correct process contents and process -sequence, the
timing at which each command should be received is

15 previously stored as regular process information P2 in

the data table l4a of the data memory 14 of the IC card

1. That is, it is assumed that the information
indicating contents (type of command and process
contents) of the command used in the correct process,

20 the information indicating the execution sequence of

the commands, and the information indicating the timing

at which each command should be received are previously

stored as regular process information P2 in the data
table l4a of the data memory 14 of the IC card 1.

25 In the regular process information P2, it is

assumed that the information indicating the contents of

each command includes at least the information (command



code) indicating the type of command and the
i nformati on (processing paraneter) indicating the

w@e@eassed ar get of the command (process cont enPGl/IP2007/062363
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the regular process information P2, it is assuned that
5 the timng at which each command shoul d be received
indicates a‘tine interval (permssible tine) between
conmands. Exanples of the tine gnterval between
conmands include a time until the next command is
.received after the response to a certain command is
10 t e tihed caRdng theetypti bft bemnext endmand is
received. after the response to a certain command is

r eceiivgdrmat: iios desonedstihgt pehemeitre) i nhdivakihgt teen
commands is the time until the next conmand is

r ecepredesaf tergelheofespensemmangd derpapAScOARBABLFS- In

transmtted. 15 On the basis of the regular process
i nf otk&t T6AUIPY, PERECFE SREATTAHAPEY R ned Cuhst ABFUBPD that

tt d tially i d | C d
o7 0060 FGRABG £8 BN Br RAF PabOIEe) SooaPa - nES chrFaLr o]
, .ect . LS, d, t
R s e W e

commang, . hgguedpioommthe kCear d1pEosaes-pg1 d¥t G8eR

! S not recei ved at the _correct receptl on tim ng set
i Nt Remmaeddl ancpheeesstipbouABEloBhE2nekbecbmenndid

determ nes that unauthorized access is nade. Wen the

25 | Cecarigell de€terninesrebabnsbetunauthotaindcannesd is

is made, the IC card 1 stops the process to execute

t he temnsmiprtedessd bnttime esncol phecesst aopamandofsor

all WD 2007/145366 PCT/JP2007/062363 58 .
received after the response to a certain command is
received. It is assumed that the time interval between
commands is the time until the next command is received
after the response to a certain command is transmitted.

On the basis of the regular process information

P2, the IC card 1 determines whether or not the
commands sequentially issued from the IC card
processing device (external device) 2 are the correct
sequence, the correct process contents, and the correct
reception timing. For example, when each command
issued from the IC card processing device 2 is not
received at the correct reception timing set in the
regular process information P2, the IC card 1
determines that unauthorized access is made. When the
IC card 1 determines that the unauthorized access is

made, the IC card 1 stops the process to execute the

error process. In the error process, a part of or all



the functions of the IC card 1 are stopped. FIG 9
shows an exanple of the regular process information

w@2007he5366e regul ar process information P2 of PEI/@R2087/062363
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as wWth the regular process information P1 5 of FIG

4, after the reset process, the regul ar processes are
executed in the order of the "select. process”,

"verify process”, "read process5g "read process",
"read process”, and "wite process". Additionally, in
the regular process information P2 of 10 FIG 9, the
ti methat enviak iobper sirsshbl ect caell hDehweestoppedconmands
is set as the information indicating the timng at

whi ch eaclrIGom¥astoghoahdeBempéeepfetdheThagulas, pkacess
the second fraud detecting process, it is determ ned
whet hafosmafapnt Ré- cokfahlls areuletebyedeas l_usf%rr%h@n P2
time intervals in addition to the determ nati

t he @53Fé@t 80n?énW§t5th?e€%§F}6ﬁ BEQGenteld Ofﬂ%tlon Pl
conmma ik f d, det ect

the ngﬁﬂ' 5/ oBSLEE! hP6r RFFbnSpoosrr EhEGEesLE e
sake_o X , 1L h t Vi

(por ReesEblBor phg) CRaEhERY: thotnb, JEach! 6 VBhe Seleot

by 1 %o@@ er 0@e§§§9n?§ocgg§eve“re98e§§5@@§¥”therééﬂe
i ntefval” (pefmissiblé tine) between the conmands i s

set Bgﬁcbgg"nunbead05r@@§g§v;oanglmﬁkﬁt@fpfb@eégrcard
ually, the batteryless IC card 1 is operated by

t he 2Gdepepabilon, ciackhsuppbuedrfpooreébe iffecamgtion P2 of
processing device 2, which is the external device. In
the FCGcaPBd the timesieférvaéntpefmibeibiei hymat bbdieden
each command WO 2007/ 145366 PCT/JP2007/062363 59
the commands is set as the information indicating the
timing at which each command should be received. That
is, in the second fraud detecting process, it is
determined whether or not the commands are received at
correct time intervals in addition to the determination
of the correct contents and reception sequence of the
commands like the first fraud detecting process.

In the regular process information PZ of FIG. 9,
for the sake of simple explanation, the time interval
(permissible time) between the commands is expresséd by
the number of seconds. However, preferably the time

"interval (permissible time) between the commands is set
by the number of operation clocks of the IC card 1.
Usually, the batteryless IC card 1 is operated by the
operation clock supplied from the IC card processing

device 2, which is the external device. In the IC card

1, it is efficient if the timing at which each command



shoul d be received is tined by the nunber of operation
cl ocks corresponding to the predeterm ned perm ssible

W 2ove/143306 t he fol | ow ng description, for the seKEIRMN07/062363
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simpl e explanation, the tinme interval (permssible 5

tinme) between the commands is set not by the nunber of

cl ocks but by the nunber of .seconds. The tine interval

bet ween t he commands defi ned by59t he regul ar process
information P2 of FIG 9 is the tinme until the next
conmand is received after the 10 response (response

I ndi calduig thke reredessl Hestlimeadf byhéhecanmberd) of ooperation
certain command is transmtted. This is because, in

t he cdguksr coegespoadinge toi beuptredethemigedcpegmissible
processing device 2 transmts the next command after

t he t@&r€ar d Ipr dbes icddoddpocdescrépéiipps £RE the sake of
response to the command fromthe | C card.1 (nanely,

the. SRR eUEPILAPRE 108 A8 FIRECENGEE VEhe (ﬁéﬂnlsglble

co nd .atter the |C card 1 transnits the re n
et Pe R s SRR LS P ant APy Bonehgnpanb8r of

| y ¢ons

Fbme%ﬁ%’f%ngukh%ylgh%aﬁgm%ertg% BLAGRgS .ti Me necessary

for the redeterm ned command is al so kept
subst anti aljey t jgRNS@Rrvalheeelees, thle cbinfBndBt Be¥dhed by
between the commands may be a tine interval until the
| C cane Yegeeei pescklBe naxvrmemusndpaf ber FiBe bCisatHe
1 receives a certain command. 25 In the regul ar

pr ocessel mharidathennBRtotofm@nd9is terethedf afser the
regul ar command in the execution sequence, the tyEe

of t mespomsend resposekedndicafdnghéhyreo07ss45868lt of

PCT/ JP2007/ 062363 60
command) to a certain command is transmitted. This is

the

because, in the regular sequence, the time until the IC
card processing device 2 transmits the next command
after the IC card processing device 2 receives the

response to the command from the IC card 1 (namely, the

time until the IC card 1 receives the next command

after the IC card 1 transmits the response to a certain _‘

command) 1is kept substantially constant. 'Howeverh in
the IC card 1, the process time necessary for the
predetermined command is also kept substantially
constant. Therefore, the time interval between the
commands may be a time interval until the IC card 1
receives the next command after the IC card 1 receives
a certain command.

In the regular process information P2 of FIG. 9,
for the first regular command in the execution

sequence, the type of the command is “select”, and the



application APl is specified by the processing
paraneter. In the regular process information P2 of

wo-@7/185366 f or t he second regul ar command i n t hBCT/JP2007/062363
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execution 5 sequence, the type of .the conmand is
"verify", and the key information Kl1.is specified by
the processing paraneter. I.n the second regul ar
conmand in the execution sequeste, the tine interval
(perm ssible tine) between the first and second
regul ar commands is 10 set to T12=0.20.1 seconds. This
showsgdidtcathien eemard sphicdlf iskoblyd the execetedng
second should be received within a range of 0.4 to
0.6 secandgeaf.ter the response to the first conmand
is transmtted. In the regular process informtion P2
of FIG 9,In e gieaHan Wnogeass finffiormagdenar2c ofminds °-
in the execution sequence, the type of the conmand is

"reador thfd SEFOTH Fwwlﬁfro.cﬁa@?aﬁ*paf} £het RESEHELGR

i nf ti ified by th g

DT Rt o bR o VR §F ot FETTATAR 180 PRFERY” and the
r I . [ , N .

(e SHERRRLR S8 T PR Bn R e R osEdSing

and thifghJiegul ann ¢eRMRRAS NS reghi1he F8RAmAna0ik the

seconds, the time interval (pernssible tine) between

the thidchtansh skeukhiker eguleat igemMBRdsvas $pbrin@ssible
T34=0.40.1 seconds, 25 and the tine interval

( per niissi)blbe tivier) thet Weestt had teaohd ardufibeft bommands is
regul ar commands is set to T45=0.60.1 seconds. These
shom&ﬂﬂaﬂxxHéZE@nﬁéﬁdlwhbchnWSfZO@Mﬂ$4SBQGS that the

PCT/ JP2007/ 062363 61
command which should be executed second should be

received within a range of 0.4 to 0.6 seconds after the
response to the first command is transmitted.

In the regular process information P2 of FIG. 9,
for the third to fifth regular commands in the
execution sequence, the type of the command is “read”,
and the first information D1 to the third information
D3 ‘are specified by the processing parameﬁers
respectively. In the third to fifth regular commands
in the execution sequence, the time interval
(permissible time) between the second and third regular
commands is set to T23=0.5120.1 seconds, the time
interval (permissible time) between the third and
fourth regular commands is set to T34=0.4%0.1 seconds,
and the time interval (permissible time) between the
fourth and fifth regular commands is set to

T45=0.6*+0.1 seconds. These show that the command which



shoul d be executed third should be received within a
range of 0.1 to 0.3 seconds after the response to the

waemonds3eomuand is transmtted, the conmmand wWhPCHJIP2007/062363
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shoul d be executed fourth should be received within a

range of 5 0.3 to 0.5 seconds after the response to

the third comuand is transmtted, and the conmand

whi ch shoul d be executed fiftheshould be received

within a range of 0.5 to 0.7 seconds after the

response to the fourth command is transmtted. 10 In

t he eaguuarbareaesatbﬁfOhmauishoﬁzdobeFtéberedf@ithhe a
sixth regular command in the execution sequence, the

t yperehgehefcOnfmnd Ds3"weronds aftlerhehefbgsppnse to the
information D4 is specified by the processing

par agecend FﬁmmﬁédsﬂﬁthrﬁénggFe@o ﬁdCPﬁm§ﬂ€ ygich should

executi on sequence, the time interval }(7
t|nePebsﬁﬁééﬁePhéOPFFPhSﬁﬁalguR?hr?%ab §§ Hﬁhﬂd@ fgnge of
set T 0.1 d h h h

cormiing Wi 0nSSREGPE Be kel 85 houBah o8l chhege tnira
rece%%%%aWhth'” 5?&9%F8?thaﬁdt9h8 Qoﬁﬁgﬁadéhﬁéﬁeéhould be

t he response command I's transmtted

I'n tQQeE@%@d“@?%%htQﬁoﬁ@gubérr959§$§§ WD%HEHHS|9Qng820f 0.5
of is set, unless each conmmand i s recei ved at

a prQ@ebeﬁnbﬁﬁanﬁb”bﬁﬂe@Veﬁe|febb@n@@nténtﬁe(nyEtHndommand
process content) and sequence of the received command
25 ane mehebedtweth the regul ar process information,
the 1Ccard 1 determnes that the unauthorized access
i s mde, IandheheeClear grocssepsnthemseipasPaf of FIG. 3,
transacti on WO 2007/ 145366 PCT/ JP2007/ 062363 62
for the sixth regular command in the execution
sequence, the type of the command is “write”, and the
fourth information D4 is specified by the processing
parameter. In the sixth regular command in the
execution sequence, the time interval (permissible
time) between the fifth and sixth regular commands is
set to T56=0.5+0.1 seconds. This shows that the
_command which should be executed sixth should be
received within a range of 0.4 to 0.6 seconds after the
response to the fifth command is transmitted.
In the case where the regular process information
P2 of FIG. 9 is set, unlesé each command is received at
a predetermined timing even if the contents (type and
process content) and sequence of the received command
are matched with the regﬁlar process information, the

IC card 1 determines that the unauthorized access is

made, and the IC card 1 stops the seéries of transaction



processes. An operation exanple of the second fraud
detecting process applied to the ICcard 1 will be

walemcnidtdedd below. 5 FIG 10 is a flowhart shewu/mpoeines2363
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second fraud detecting process in the transaction

process in which the ICcard 1 is used. In the

follow ng description, it is assuned.that the regular
process information P2 of FIG 82is stored 10 in the
data nenory 14. The I1C card 1 receives the radi o wave
in the form of the response request signal fromthe

| C cayrdcepisesessi ng device 2 through the antenna 17.
The power supply 16 converts the radi o wave received
t hrough t e Dpeanrttéoma ekanmpdieo coifhéhgowercosdppkypud detecting
vol tage and clock pulse to operate the |C card 1. The
powe ProgEsisy 2apelisdppli s5et RE poawer lshpplyPeofieageiand
cl ock pulse, generated fromthe received radi o wave,
to eR€RMnit of the IC card 1 (Step 5101). This

bl t C d 1 b .ed
ot adet or Sy Abc. ST EEREFS! CBPBAGH CiT GECpRg fraud
Oper%%k%ckgn%a§QO%e reiﬁtﬁhga%QaHgbgtg§he r &Qgg'ighﬁhich
val ue ot the ariablen in icating the reception

(exegull 9 - 3804ence ,@kq4t he command is initialized
(n=0) in the 25 reset process. Wen the reset process

is nornal Iy terded] 1he ngoreelr ipkemant itlief akBamkd@ that

card 1 transmts the response indicating the reset

conpletel @rgWDa20pZbt45366nPCTMAP2007PR62B6BIG639 is stored
in the data memory 14.

The IC card 1 receives the radio wave in the form
of the response request signal from'the IC card
processing device 2 through the antenna 17. The power
supply 16 converts the radio wave received through the
antenna 17 into the power supply voltage and clock
pulse to operate the IC card 1. The power supply 16
supplies the power supply voltage and clock pulse,
generated from the received radio wave, td each unit of
the IC card 1 (Step S101). This enables the IC card 1
to be operated by the predetermined clock.

The control element 11 of the operable IC card 1
resets each unit (Step S102). The value of the
variable n indicating the reception (execution)
sequence of the command is initialized (n=0) in the '
reset process. When the reset process is normally
ended, the control element 11 of the IC card 1

transmits the response indicating the reset completion



to the 1C card processing device 2. On the other hand,
the control device 21 of.the I C card processing device

wQ2manssss t he reader-witer 22 to transmt thePET/IE007/062363
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command whi ch shoul d be supplied (first conmand after

5 reset) tothe ICcard 1. The control elenment 11 of

the 1C card 1 which transmts the response indicating
the reset conpletion to the |IGzxard processing device

2 sets the variable n to n+l (in this case, n=0+1)

(Step S103), and the 10 control elenent 11 is in the

st andby tatatte tard pecek¥shggt Hevtoanand. Ohnthéeother hand,
standby state, when the control elenent 11 of the IC
cardther eceitved tiheifter 81 ofonhandCatéed phecesséng device
fromthe I C card processing device 2, the contro

el emdncaggeskips S@éﬁeSIUSllgrb%%aﬁ@etfﬁ%S%bFn¥§%|%%éSt
time is not set in the fi and_det er ni nes

mhetﬁ@WmépdnUPlFHeSBBH9€nP§ S?P?bée?CSEﬁﬁﬁH E%ﬁ@?ngnﬂfter

process oces g paraneter)) of the
receF@éaggo%ﬁaﬁg aﬁ éhgd with the contents of the
first reg r | t t | ar
process | ATor Gl on l%%%é‘f‘ &o8Y . “hent: Fa%don voi "

elen@?%néﬁlggt%5€19§§ bhat thEicsePhgNESeOfetb€ completion
command recei ved flrs? are not matched wth the

cont et ghef 1theatiir ptokegulag gevnead2 (MeXsnthStepriable n
S106), the control element 11 of the IC card 1 25

st opsot helseiheshok paseesseB+1p ¢Ieept 8108k, eandrthe
process (Step S108). There are various nodes in the
errocoptooésslementetanpbeini hhehetendby ptatessort he

WD 2007/ 145366 PCT/JP2007/ 062363 -64
receiving the command. In the standby state, when the

control element 11 of the IC card 1 receives the first
command after the reset from the IC card processing
device 2, the control element 11 skips Step S105
because the permissible time is not set in the first
command, and determines whether or not the contents
(type (command code) ahd process contents (processing
parameter)) of the received command are matched with
the contents of the first regular-command indicated by
the regular process information P2 (Step S106).

When the control element 11 determines that -the
contents of the command received first are not matched
with the contents of the first regular command (NO in
Step S106), the control element 11 of the IC card 1
stops the series of processes to execute the error
process (Step S108). There are various modes in the

error process. ' For example, in the error process, the



key information used in the verification is disabled
(l ocked), a particular function is stopped, or a

w@anritessb@r process (particular application) |iBCHIRPERSH2363
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as in the first fraud detecting process. 5 Wen the
control elenment 11 of the IC card 1 determ nes that

the contents of the command received first are

mat ched with the contents of thesfirst regular

command (YES in Step S106), the control elenent 11
executes the process according to the received 10
comge¢ (RfbkneeaBRNd}elSiaptBd0veriYheatibe psodessbled
is conpleted to the received conmand, the contro

el enghvckédof bhpak€icaildrlftnahsont §st heoppedessr a
result to the I C card processing device 2 in response
to therréceilvedreconrand.(pastivehar hepebhtabior] ehgnstopped
11 of the ICcard 1 transnits the response to the
commafidipeEBpvédratt hrapfndehPStLASePTASESS  t he

unber. of 1 %55%@%3ﬁﬁte?%teis?T‘éﬁfﬁ%ﬁﬁ{“aiséﬁgt‘?{%&grr&h‘f
St 109) . | 2 ' .
Cndohe bR oS Bab1i6) CERE bR ror g St Fareived

the ngg@rgré ﬁS%%E@é &9t§t@9e5%9§teﬁgs &@iggetbfrst

control el enent sets the variable n to n+l, and

enteE%ghmﬁrSE@ﬂﬂQMdsQﬁEg farsvept §0g61 hetReXton €O BETement
(n-th command). 25 During the standby state for

wai t ingekeeutbe naxt proossRNdccwheingheoconérobceived
element 11 of the IC card 1 receives the n-th conmand
fromcoheah@ cdardhprommssiding (Fi3=R0HYP11536Bhen the process
PCT/ JP2007/ 062363 65 '
is completed to the received command, the control
element 11 of the IC card 1 transmits the process
result to the IC card processing device 2 in response
to the received command.
When the control element 11 of the IC card 1
transmits the response to the command received n-th
(in this case, n=1), the control element 11 starts
measurements (counting the number of operétion clocks)
of an elapsed time T (Step S109). When the series of
processes is not ended (NO in Step S110), the control
element 11 of the IC card 1 returns to Step S103, in
which the control element 11 sets the variable n to
n+l, and enters the standby state for waiting the next
command (n-th command).
During the standby state for waiting for the next

command, when the control element 11 of the IC'card 1

receives the n-th command from the IC card processing



device 2, the control elenent 11 determ nes the
el apsed tine T until the n-th command is received

w@bdoen4Bhe response to the [ast conmand ((n-I|BECTIP2007/062363
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command) is transmtted. On the basis of the
determination of the 5 elapsed tinme T, the contro

element 11 of the IC card 1. determ nes whether or not

the elapsed tinme T exists wthéh the range of

perm ssible time T(n-1)n set as the timng at

whi ch-the n-th command shoul d be received. In the

det eqgivaati on eheSteptbd05c1wvhentt he d8termpsed theeveTapsed
exi sts out of the permssible tine (NO in Step S105),

t he tankr @l vekedenheld-oh thembfdcasdrécedeedrafnes the
that the conmand is received at the unaut hori zed

tim mgsppnsehe thselasheceonendl (énekthb qummélﬂ‘ébsis

the series of processes to execute the.error
procéganeaiésediogPn BRet Rasaeher Eaﬁd eE\ﬁEﬁﬁl’PﬂEmn of the

| apsed time T exjst th b)
(vESeiapsrdn nGsy; Ehe CeBhEPbl SbPBRGR: 111 gﬁ?%ﬁccard !

cardgl de eaggnﬁgﬁknek hley o OPHBNG, LS LACEL ¥EUraly L bEs

correct enment

I C candnlnoeas EQnéEeBfségﬁmlsgﬂglgeEgﬁg1ﬁ@ﬁ ﬂh%t@%& as the

or not t e contents of command received n-th are

mat chediwgt Att haieantget 5-oh cbhRafdt Bhoeydl Be ceswnned.
i ndi cated by the regular process information P2. 25

In Step SIO6theheeteriniakbtebanedit StédpoblDhe Wlencahd 1

det erm nes whether or not the contents of the conmand

r eceietegsadt himeeTmakéhed wizthofhtheopeemissoplyyd-ime (NO

2007/ 145366 PCT/ JP2007/ 062363 66
in Step S105), the control element 11 of the IC card 1
determines that the command is received at the
unauthorized timing. In this case, the control element
11 stops the series of processes to execute the error
process (Step S108).

On the other hand, when the elapsed time T exists
within the permissible time (YES in Step S105), the
control element 11 of the IC card 1 determines that the
command is received at the correct timing. 'Then, the
control element 11 of the IC card 1 goes to Step S106,
and determines whether or not the contents of the
command received n-th are matched with the contents of
the n-th régular command indicated by the regular
process information P2.

In Step S106, the control element 11 of the IC

card 1 determines whether or not the contents of the

command received n-th are matched with the contents of



the n-th regular command indicated by the regul ar
process information P2. In the determ nation, when the

‘Weonwreszse of the command received n-th are notPOHIRAEW62363
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with the contents of the n-th regular command (NOin 5
Step S106), the control elenent 11 stops the series of
processes to execute the error process (Step S108).

The contents of the error proces& nay be changed
dependi ng on the case where the tine interval between

the conmands is incorrect and the case where the 10
procesds aenhemegubthreachmaodmindiaatedobyt hbecoegetar
process contents. \Wen the contents of the command

r ecepvedenst hndpemaaprohed-wi Ih the dehesnisabionhewhen the
n-th regular command (YES in Step 8106%, the contro

el emeantentss ofhghpccemmapddrecekéedt Bsthnarprpebsiatched
according to the receiv

Ed conmand én-ih connand% .
(SteﬁlETQ?P? @ﬁ?ﬁePEé ?_oEEgsn EEIF garas ?ﬂ?m?% eiV@dt"
TC caraey St PRlent S PREEpt ofLetShbctrt ThaP sl Ebkee of

gggﬁg%g%g%fgg %868§ebﬂtéoghgee5§590 §8Fégstm§téﬁc§i8§ﬂ.

thi's poi nt, e control elenment 11 of the

I C capd Loneshakt Srt hfe ABASUI 8PBALsECANNt bAIChARged
nunber of operation clocks) of the elapsed tine T.

WiengtBengehigesnot hpr eaesseheirs thée endedi(dExval BStween
Step 5110), the control elenent 11 of the IC card 1
retuthe tomSbepsSi@3inchnrwhcthahetbentast ehenmenthdl
sets the variable n'to n+l, and enters the standby WO
20070146866 POTt3P2602L062883copmand are not the correct

process contents.

When the contents of the command received n-th are
matched with the contents of the n—th'regular command
(YES in Step S106), the control element 11 of the IC
card 1 executes the process according to the received:
command (n-th command) (Step S107). When the process
as regards the received command is completed, the
control element 11 of the IC card 1 transmits the
process result to the IC card processing device 2 in
the response to the received command. At this point,
the control element 11 of the IC card 1 restarts -the
measurement (counting the number of operation clocks)
of the elapsed time T.

When the series of processes is not ended (NO in
Step S110), the control element 11 of the IC card 1
returns to Step S103, in which the control element 11

sets the variable n to n+l, and enters the standby



state for waiting for the next command (n-th command).
Accordingly, the control. elenent 11 of the IC card 1

WO eeasBld y executes Steps S103 to S110 until PEEJIP2007/062363
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series of processes is ended. 5 In the case where the
time interval (permssible tinme) between the commands

is set by the tinme until the next command is received
after the last command is recegved, the

control-element 11 of the IC card 1 may start the

measur enent (counting the nunber of operation 10

cl ockghtef rbrewalapagd fbrmehd when eemmhmMdngneshcommand) .
command. In such cases, the timng at which the

nmeas acepentngfl yt hehel apsedoti peefens $iacfethenlSteprd 1
S109 is changed when the control elenent 11 receives

t he cepranddfiyorxebetp€ E&easpPdedstPnglyeviebid thg series
An exanpl e of the unauthorized access detected by the
secord Praggsgecedfi RHIpFocess will be descri bed.

Getoctod 7. EHE CeCeniPFPRUA Hot GRE ALPF BakeLbe RS IDLe

the follgm%ng gggc h@tl HmahgiloPagéé?Eg Eﬁéttiﬂé ugﬁll the

t
regul ér rocess | n orma 1 on I'S previous

StOf%%x%”cbﬂﬁaﬁét@stégkél%éé Q%tégetgétﬁaggnPBMm&ﬁd is

That 1s, an operation exanple wll be described in the

Caser@@%&%eﬁhetﬁgc@Bﬁt&b@uglgﬁéﬁﬁt&mgo@r@B§S§Cl§ard 1 may
applied to t he process whi ch shoul d be executed 25

accokdiarg tbet heashevresequenaatihyg addi huoberanf operation
operation exanple of the ICcard 1 will be described
in theckaseowhehe thepseddtiweniindheh raeesecnadedCh
2007/ 145366 PCT/ JP2007/ 062363 68
command. In such cases, the timing at which the
measurement of the elapsed time T is started in Step
S109 is changed when the control element 11 receives
the command from the IC card processing device 2.
An example of the unauthorized access detected by
the second fraud detecting process will be described.
FIG. 11 is a flowchart showing the unauthorized
acCess‘detected by the second fraud detecﬁing process.
In the following description, it is assumed that the
regular process information P2 of FIG. 9 is previously
stored in the data table 14a of the data memory 14.
That is, an operation example will be described in the
case where the second fraud detecting process is
applied to the process which should be executed
according to the above sequehce. In addition, an

operation example of the IC card 1 will be described in

the case where the read command of the second



information D2 defined by the regular process
i nformati on P2 cannot be.received at a predeterm ned

wao evTngR3edThe | C card 1 is turned on to execut ePC€TI&P2007/062363
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reset 5 process by the radio wave fromthe I1C card

processing device 2 (Step S121). \Wen the IC card

processing device 2 receives the notification that
the reset process is conpletedggdromthe I1C card 1,
the 1C card processing device 2 transmts the select
command of the 10 application APl as the first

commangdorhheibe oardefineaebyeshéhecgel ect peosumand of
the application AP1 as the first command after the
resetinfokrmathenr equtannpt obessecaivedatt oa PRedéhermined
perm ssible time is not set for the first command.

Ther &fimieg.the 15 control element 11 of the IC card 1

determ nes whether or not the received command | s
mat ched wilhg tlke cRrAst 1§e§HF§ch8ﬁnﬁﬁdeF€§P§?eFE@ ggset

the regul ar process information Pl ? S122).
the BEPEPRPNRYi GRS Fﬁ@locﬁﬁﬁﬁn rEEdE $h%8¥ c%f%%%SSlng

commayg 5 OTBgLacsi9: e g SOmBnECeoltoof 061

processing par ane

of tstﬁgge?V§%ngvaén9h&SnoFQEpésggoﬁotﬁQ@ PEQC§§§é@9

paranmeter o I rst regul ar command

po'”Frob@sQOEQ EBﬁﬁE@ﬁS&VggoﬁoﬁﬂﬁnﬂCaBQrdzﬁ th@efICS&ard
regulfar command conmand code is the selection

(sel pebceeguagt def7iappbi cathen) tsanlet Seleapptomasndnot the
APl |s specified by the processing WO 2007/ 145366
PCT/ 3BBQQ¢AB6336BP168s the first command.
The IC card 1 receives the select command of the
application APl as the first command after the reset.
In the regular process information P2, the permissible
time is not set for the first command. Therefore, the
control element 11 of the IC card 1 determines whether
or not the received command is matched with the first
regular command registered as the regular process
information P1 (Step S$122). 1In the determination, the
command code of the received command is compared to the
command code of the first regular command, and the
processing parameter of the received command is
compared to the processing parameter of the first
regular command.
At this point, in both the received command and
the first regular command, the command code is the

selection (select request of application), and the

application APl is specified by the processing



paranmeter. Therefore, the control element 11 of the IC
card 1 determ nes that the command received first

w@bdoen4ssshe reset is matched with the first repCi/ar007/062363
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conmand (command code is matched with the processing

5 paraneter). The control elenent 11 of the IC card 1

executes the sel ect process . of the application AP

based on the determ nation (Step9S123). After the

process (select process of application APl) is

executed according to the command received 10 first,

t he pamtmelteel.enfhertfook,t hbel Conardllelemansnifisofhthe IC
response indicating that the selection of the :

appl iceadi dndarering nesnpphetedheocemeand ggegived first after
processi ng device 2. Wien the control elenment 11 of

the lRecifder dpanekicsct Wathe§pBnséreh fREULBAMERTMERA

received first after th ke et , éh control elenment 11

starﬁ§°ﬁﬂ€nﬁe5§§Feﬁ§nPagF FﬁeWéF pgga PERESTSGRTI | the
Cved : .

Chor BATARERE o] PRORIARLLE 1 BRhEoF bF, ERESLYCEaR] 1

rece%&%%uEQ% tﬁg esReRserbrdscabiengnthabpti heation APl
selection of the application APl is cooneted, the IC

car dpRReess Rlle de¥keRidatiansMbtept bezyerify command
for requesting the verify process with the key Kl as

t he secondrfteanard prokesksC (ealdct peceewesotheppéichyion
command 25 with the key Kl as the second command after

t he A®deét is Wherutkd bBCcoaddng tectheesominendecengived
command after the reset, the control elenent 11 of

t he E¢resndthewooptapllassnenpciliPdobre069363rd7h

transmits the response indicating that the selection of
the application APl is completed to the IC card
processing device 2. When the control element 11 of
the IC card 1 transmits the response to the command
received first after the reset, the control element 11
starts the measurement of the elapsed time T until the
command received second after the reset is received as
the next command.

When the IC card processing device 2 receives the
response indicating that the selection of the
application APl is completed, the IC card processing
device 2 transmits the verify command for requesting
the verify process with the key Kl as the second
command. The IC card 1 receives the verify command
with the key K1 as the second command after the reset.
When the IC card 1 receives the second command after

the reset, the control element 11 of the IC card 1



determines the el apsed tine T until the second conmand
is received after the response to the first conmmand is

w0 eanngaa3te ed. After the control elenment 11 of PCBIF2007/062363
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card 1 determ nes the elapsed tine T until the second

5 command is received, the control elenent 11

determ nes ‘whether or not the elapsed time T exists
within the permissible tine T120(0.20.1 seconds) set
as the timng at which the second regular commuand is
received (Step S124). 10 It is assuned that the

el apsed clriniBet @Ak b1kpeedsesprdrcanpandthe s8€6h¥edommand
is 0.2 seconds. Accordingly, in Step S124, the

cont iel relerwred iitet thbherk€poard todeher ines tbamand is
the elapsed tinme T (0.2 seconds) until the second
conmumrdnissiitéedi.vedfidreshst sontrhinelpmepredét efnthedIC
perm ssible time T12 (0.1 to 0.3 seconds). Therefore,

it canrbe lcdpterméacst Rae ehareefnhiner Ecenvdd tBeomgceond

after the reset is received at the correct tim set ,
by { FETREGE 4 TEFELESS: | ANGr FAPEORPOLoBE bl fRESTIINGS

trol el t 1 the |C d 1 .d '
Che PssBed BRnBoF Ghei FiPREoSobond Tcaimmna TLchiA the
receij .exi: st i.t hi h ; ; : 1
by EiREIBEE ik B o PR B se vy the

receivygd neaengdnatheknktheekesgt rkgulgeetyreanll tberddeived
correct ti'mng, the control elenment 11 determ nes

whet heepr snols)the contents of the command received

second are matched with the contents of the second WO

2007/ 145366 E@Th&@&&&a/@ﬁ%ﬁGShg?élapsed time T until the
second command is received is 0.2 seconds.
Accordingly, in Step S124, the control element 11 of
the IC card 1 determines that the elapsed time T
(0.2 seconds) until the second command is received
exists within the predetermined permissible time T12
(0.1 to 0.3 seconds). Therefore, it can be confirmed
that the command received second after the reset is
received at the correct timing set by thevregular
process information P2.

When the control element 11 of the IC card 1
determines that the elapsed time T until the second
command is received exists within the permissible time
T12, namely, when it can be confirmed that the command
received second after the reset is received at the
correct timing, the control element 11 determines

whether or not the contents of the command received

second are matched with the contents of the second



regul ar command registered as the regular process
information P1 (Step S125). At this point, in both the

w0 e@eilyses command and t he second regul ar comaPdl/Jr20€7/062363
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command code is the verification (verify request), and

5 the key Kl is specified by the processing paraneter.
Therefore, the control elenent 11 of the IC card 1
determ nes that the command received second after the
reset is matched with the second regul ar command
(command code is matched with the processing 10

par arelyenhr themeodt rehiekemedt aslthé kbgul&rcprdcédss
executes the verify process with the key Kl based on

t he detfermanabno®l( $EeppSE28p) . Af ferthhe ppdoessin both the
(verify process with the key KI) is executed

accoreiced ved Pﬁ@mgééoﬁddrébélﬁ@@oéénﬁﬁﬁdlar15omﬁénd the
control elenent 11 of the IC card 1 transm.ts

refﬁ§ﬁ’§‘é‘ai‘ﬁldi‘3€§?| A§ f;ﬁﬁt (v:teﬁéfeemtfpeaﬂ VeRif¥ E‘Sﬂﬁ?%‘féd and
Wi e to t I d

en E01 R kS o SorbReit 54 BY Phe PEBEafaffy, ferdnerer-

t he

o0 CRRRRERR S O sEALTRR LT ppe Rt kot

neasﬂ%g@?ﬁﬁngg thhe eharssfmbhAerdcHRtEY tBechhl fter the

command after the reset is received as the next

commepdet\WignmpRenke Gatd precessbng deyiter2coeaenyes
the response indicating that the verification is

conpl(ebachandb coideh ikhaakeyielyitheth€ pavdepsboessi ng
device 2 transmts the read command for-requesting the
r eadpaframetierf i.r sChientontmbiloal®nens theofhthg IC card 1

command. The 1 C WD 2007/ 145366 PCT/ JP2007/ 062363 72
executes the verify process with the key K1l based on

the determination (Step S126).

After the process (verify process with the key K1)
is executed according to the second received command,
the control element 11 of the IC card 1 transmits the-
response indicating that the verification is completed
with the key K1 to the IC card processing device 2.
When the control element 11 of the IC card 1 transmits
the response to the command received second after the
reset, the control element 11 starts the measurement of
the elapsed time T until the third command after the
reset is received as the next command.

When the IC card processing device 2 receives the
response indicating that the verification is completed
with the key K1, the IC.card processing device 2
transmits the read command for-requesting the read of

the first information D1 as the third command. The IC



card 1 then receives the read command of the first
information DI as the third command after the reset.

wob@n/143366 | C card 1 receives the third commandPGE/iE007/062363
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the reset, the control elenent 11 of the ICcard 5 1
determines the elapsed tine T until the third comand
is received-after the response to the second command
is transmitted. After the contv®al elenment 11 of the
IC card 1 determines the elapsed tinme T until the
third command is received, the control elenment 11

det ecairaes t@ewhethen ves nat tbadetbapseddt bietheeXisss
within the permssible tine T23 (0.50.1 second) set
as t Hefioirmang onaDlwhiscliheheht hdr domegubaeftenmmahd rsset.
received (Step S127). It is assunmed that the el apsed
time T untihent hde IS chirdd lcosrandeiss thecéhyed rempand

second. Accordingly, in Steg S127, the contrao
el emeAter1 the rReete EAPACPNtaelePAPRERTL hat Of hEhe IC card

o deBRbEATRRSt £ P EPRSERo . Ein'sdai ikt foghe AR “comnand

pern‘SSE%E%l%EgEa¥%%r(gH§ Egsg ?ﬁ ng%e ségoad command is

Ther éfo it can be c he conman

rece%Y%%shﬁ%E@daftQ%t%?ethés@Bnh%o&eé§éM§HtalltB@ the IC
correct timng set by the regular process information

P2. ey thegcterhiaksekaeeBlapieaf tife TCuaBEU Lhe2Bhird
determines that the elapsed tinme T until the third

conmalthmasdr eeeireed iexdst shwi tbhorbheeperdet et iri determines
perm ssible tinme T23, nanely, when it can be confirned
WO 260¢tbes366 RCT/ 3RR06T7AP62868img3T exists within the
permissible time T23 (0.5%0.1 second) set as the timing
at which the third regular command is received (Step
S127).
It is assumed that the elapsed time T until the
third command is received is 0.5 second. Accordingly,
in Step S127, the control element 11 of the IC card 1
determines that the elapsed time T (0.5 second) untii
the thlrd command is received exists within the
predetermlned permissible time T23 (0.4 to 0.6 second).
Therefore, it can be confirmed that the command
received third after the reset is received at the
correct timing set by the regular process information
P2.
When the control element 11 of the IC card 1
determines that the elapsed time T until the third

command is received exists within the predetermined

permissible time T23, namely, when it can be confirmed



that the command received third after the reset is
received at the correct timng, the control elenent 11

wa@ledoena3nes whet her or not the contents of thePCDEOAITHNG2363
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received third are matched with the contents of the 5
third regular command regi stered as the regul ar

process information P2 (Step S128).. At this point, in
both the command received thirg3zafter the reset and

the third regular command, the command code is the

read (read request), and the first information D is
specithiagd thy tOmhhadpreeessengtparaneteer Ther eésee, is
the control element 11 of the IC card 1 determ nes

t hat riehe iceadmand theecervedtt himdngft ehet hentesét elsment 11
mat ched with the third regular command (command code

i s neteckethiweshwhrehepr ocesstnghparantesey. ofhghe command
control elenment 11 of the 15 I C card 1 executes the

r ead ISE6dFSE 6F1Fﬁeafﬁr§?tchﬁ?oWhﬁFiBHeEFOBE§€HSoﬁf the

this determ nation 8129 Afte
(1 ead Mg EEg0 }artﬁ RhRey TRRt SFRAPToRoDINe | EogRLan BEOCesS

ol emeheorregi onge SEapl S35 1" FEnEREfarbREtr ethonesn e

1 trans e feSponse

'nCl%%hﬁgnhh§e253§%d'QV%EHEEEQQerhEOrEEQtIghaaﬁge third

processi ng device he control elenent 11 of

the Legeand LohfaRan the tBRmhRSPEBEE t8 the eeawandead
recelved third after the reset, the control el enent

11 straguesthe ﬁﬁdsuhenﬁmtsﬁfiﬁﬁothetEbapBEdlblﬁpealfled by

until the fourth command after the reset is received

as t héenexbcessimgdpavhmetehne | Cheapfopeocebsi agntrol

device 2 receives the WO 2007/145366 PCT/ JP2007/ 062363

74 element 11 of the IC card 1 determines that the command
received third after the reset is matched with the
third regular command (command code is matched with the
processing parameter). The control element 11 of the
IC card 1 executes the read process of the first
information D1 based on this determination (Step S129).

After the process (read process of the first

information D1) is executed according to fhe third
received command, the control element 11 of the IC card
1 transmits the response including the first
information D1 to the IC card processing device 2.
When the control element 11 of the IC card 1 transmits
the response to the command received third after the
reset, the control element 11 starts the measurement of
the elapsed time T until the fourth command after the

reset 1is received as the next command.

When the IC card processing device 2 receives the



response including the first information DI, the IC
card processing device 2.transmts the read conmand

wo en7/14Beauest i ng the read of the second i nf or nBCT/arR02062363
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as the fourth command. after 0.6 seconds el apses after

the 5 response is received. The IC card 1 receives the

read command of the second . information D2 as the

fourth command after the reset74Wien the IC card 1
receives the fourth command after the reset, the

control elenent 11 of the IC card 10 1 determ nes the

el apseddon®® T nantidinghe hkodrtrbtcanfartatsoneoei vede IC
after the response to the third comand is

t r ansyaridt @eadocAfstsémnat levioet 2ot rehemens the ofatihheoin@and for
card 1 determ nes the elapsed tine T until the fourth
comuedivies triggeithed regle odoheoseepapeanformasion D2 as the
det ermi nes whet her or_not the elapsed tine T exists

Wi t hifPUERe SOrads BIféE o He6T§2096dﬁoeia§é€6naft§ét the

the timn whi ch the fou r, conma IS

r eceitveé®© %§Fe655f§§FlVFF |s&b§sgﬁ28afﬂag FﬁgeéVSESEBe read

time T until Jth heZ%efc%Wt ggqggggohs gess' ¥ed E8u0ch

an
secondsy’ 5kcor i ngly, contro

el emgny @m£%do ft%? thE Q@ggtl detern1nes that the
0.

el apsed tine 6 seconds) until the fourth comand

i s recei vogher£Xind S cOWaref 1t hecpriedet @@l edrth command
perm ssible tinme T34 25 (0.3 to 0.5 second).

Ther effake, thie ¢areche corf comedolt bBaemethe tono@Andhe IC card
received fourth after the reset is not received at
t he dode¢etrntineisnghsekelbpseletimgulannWbDl2002/ £46865

PCT/ JP2007/ 062363 75
command is received after the response to the third

command is transmitted. After the control element 11
of the IC card 1 determines the elapsed time T until
the fourth command is received, the control element 11
determines whether or not the elapsed time T exists
within the permissible time T34 (0.4%40.1 second) set as
the timing at which the fourth regular command is
received (Step S130). .

It is assumed that the elapsed time T until the
fourth command is received is 0.6 seconds.
Accordingly, in Step S130, the control element 11 of
the IC card 1 determines that the elapsed time T
(0.6 seconds) until the fourth command is received
exists out of the predetermined permissible time T34
(0.3 to 0.5 second). Therefore, it can be coﬁfirmed
that the command received fourth after the reset is no£

received at the correct timing set by the regular



process informati on P2. Wien the control elenent 11 of
the ICcard 1 determnes that the elapsed tine T

waniorh4he fourth conmmand is recei ved exi sts PCE/JEN07/062363
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the predetermned 5 perm ssible tinme T34, nanely, when
it cannot be confirnmed that the conmmand received
fourth after the reset is received at the correct
timng, the control elenent 1ll78letermnes that the IC
card processing device (external device) 2 issues the
unaut hori zed 10 command. Wen the I C card processing
devi peodeksst@sorinheivnarkhori zed conmand, the contro
element 11 of the I1C card 1 determ nes that the
unaut hor i Meeénatbessonsroingéemand éteodt ébet h€ eprdrl
process in association wth the unauthorized access
(St epesezminepnthpé Ehporlapsprotéws, Tauphtt BReoforrfh
the functions of the IC card 1 are stogged. ghus, in
the Fem®aprd ist geGRi ¥Rt RE1SEE0RUTT PAUENS dRFREEFRETMLINE
process i,s applied, e if _the co nds, for
execﬁ??ﬁésﬁﬁgegegFgg %ggpr883§§¥3 4P&R; §5u83™ 4Rk oPSi ng
20 1 achhe hEauL AL SeAUCRERnh0 6001 LAl BLEMBALatler the
at e 0 en

det erm nes unaut rrzed access I s nade

the conuandi $.RatvEaCELVedeatothecPr edgt £5M PRE control
timng. Therefore, in the second fraud detecting

processmehiR€19UnautBeniaAed a8pE€Ssheancheadet pebedssdhg
25 only by the-sequence of the received commands but

al sodekyckheegoeraal Hewing)aP whsohst hbeconmandorszed
received. As a result, the unauthorized access can'be
pr eventednWD 2002h145866CPCALIPROOTL662863deyEce 2 1ssues

the unauthorized command, the control element 11 of the
IC card 1 determines that the unauthorized access is
made, and executes the error process in association
with the unauthorized access (Step S131). 1In the error
process, a part of or all the functions of the IC card
1 are stopped.

Thus, in the IC card 1 to which the second fraud
detecting process is applied, even if the-commands for
executing the series of processes are issued according
to the regular sequence, the control element 11
determines that the unauthorized acceés is made when
the command is not received at the predetermined
timing. Therefore, in the second fraud detecting
process, the unauthorized access can be detected not
only by the sequence of the received commands but also
by the cofrect timing at which the command is received.

As a result, the unauthorized access can be prevented



in the case where the external device issues the
plural commands to the I C card using an unaut hori zed

w@enwrneides pr ogram ot her than the regul ar cont rBCT/JP2007/062363
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program The third fraud detecting process of the

first 5 enbodi nent which is applied to the IC card 1

will be described. In the third fraud detecting
process, it is assuned that pluwal pieces of regular
process information P3a, P3b, ... are previously
stored in the 10 data table 14a of the data nmenory 14

of the tkeCakdelwheEachhpi egeephal egélate pfoseSs the plural
i nformati on has the configuration shown in FIG 4 or

9. Thempkadestof theegal aargrosesg anfonmathonized control
correspond to various processes executed by the IC

car dptogFem exbapl ehannths régutaseconerel ppuearam.

applications for realizing various functions are |,
stored i nThRethard fepbfydesecthBg Breeessopirbdl hirst

process informatjon P3a, P3b, ... are t in the .
appl?@QP?&W?“FegﬁéEFi%@I?Ppgﬁ%dpF%rgPe gfe%%5do? will be
regul,ar process information may be set in one 20
appl9859?6§?8V%en the plural pieces of regular process

nformation ang shoradsio,hhgcdatashableoddas, the 1€

card 1 to which t th raud detecCting process is

app!Egqu@HEEHEBeélﬁ@gl?ﬁie@ésn@f togul 8EUbRECHEHCESS
25 information exi sts. e regul ar process informtion

is wsedrihatdehepBhnepvbet hesarorpnetidhel gogranes in the

sequentially issued fromthe |IC card processing device

WO 268%A4145866 PCI/ IP20DE/ 062368BemF7y 14 of the IC card 1.
Each piece of regular process information has the
configuration shown in FIG. 4 or 9. The pieces of
regular process information correspond to various
processes executed by the IC card 1. For example, in
the case where plural applications for realizing
various functions are stored in the data memory 14, the
pieces of regular process information P3a, P3b, .. are
set in the applications respectively. Thé plural
pieces of regular process information may be set in one
application.

When the plural pieces of regular process
information are stored in the data table 1l4a, the IC
card 1 to which the third fraud detecting process is
applied determines whether or not the regular process
information exists. The regular process information is

used to determine whether or not the commands

sequentially issued from the IC card processing device



(external device) 2 are the correct commands. That is,
each time the conmand is.received fromthe IC card

wpe@crssshg device 2, the I1C card 1 to which tPer/ir0emd62363
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fraud detecting process is applied determ nes whet her

5 or not the regular process information exists. The
regul ar command having the contents matched with the
contents of the received commanti7is set in the regul ar
process information. For exanple, when the IC card 1
determ nes that 10 the regul ar process information

whi chekgeabchadviickh 2t heecehteabsrettt bemaansand That is,

issued fromthe I1C card processing device 2 does not

exi seachheilm€ taedctmmdetieini neseiatl Gnawt hbei Zédcard
access is nmade. Wen the |C card 1 determ nes that ,
unaubhiocesedngcdesices 2paibe 16 £hed| € tardhicht ppg third

the process to execute the error rocess of stoppi
or ré§?ﬂﬁcﬁ?ﬁ6célB§rPrQFeé? éFIaPHEle@uﬂ%F?6ﬂ§neE @ggther
12 shows an e _of ural es_0

proc§§sgPﬁf5SﬁEF 8Hl§§a ﬁae§§bl ?Eﬂag?gn %ﬁlgﬁgfed
t t t )
Lga 5%gﬁ?a?1§%mmgn%4gav195|g mkgﬁﬁgﬂggeﬁgtkﬂgarQ?%hoghe

orna IS simlar to

of Fkﬁétégggn ofNener egHEAG R O6R2SnENEQr 8BLI 0 PBE SEqular

FI G ter the reset process, the series of

regubabcpsacessesmshodhd 25 be executed in the order
of the "select command” for requesting the selection

of the applircaiaaplARP2whehvehef YCcoamand"” debermines that

requesting the verification with WO 2007/ 145366

PCT/ $B20025063368ro¢8ss information which is matched with
the contents of the command issued from the IC card
processing device 2 does not exist, the IC card 1
determines that unauthorized access is made. When the
IC card 1 determines that unauthorized access is made,
the IC card 1 stops the process to execute the error
process of stopping or restricting a part of or all the
functions.

FIG. 12 shows an example of plural pieces of
regular process informationvP3a and P3b which are
stored in the data table 1l4a.

The regular process information P3a of FIG. 12 is
information which is similar to that of FIG. 4. 1In the
regular process information P3b of FIG. 12, after the
reset process, the series of regular processes should
be executed in the order of the “select command” for

requesting the selection of the application APZ2,

“verify command” for requesting the verification with



key information K2, "read command" for requesting the
read of the fifth information D5, and "wite command”

wo en7negeest i ng the wite of the sixth informakPCDiP2DE/062363
Referring to FIG 12, the regul ar process 5
information P3a differs fromthe regular process
information P3b in the application which should be
selected as the first conmand imgthe execution
sequence. Accordingly, in the case where the pieces of
regul ar process information are stored in the data 10
tabl ged4anrbhpat Cosakd, 1nsehectsmpaedof réhereggeseing the
process informati on P3a and the regul ar process
i nf oreati ol PBb deépenhdinfoemawhonhDbf &heé Bericé command”
request of the application AP1 and the sel ect request
of tlerapphiieatiog PP2 wsitecefvelef sisthaingprmpeionsb6.
reset. That is, in the case where the pieces of
regul ar Pedessdnpnter FAbi oh2P3&hgngeP3baarBTSESFRd in

the data table 14a as_shown _in FIG 12 he IC card 1
5 execdPéSTMaReOPr Bdd aéFEEFFnQLBWoEggsrgéﬁi?ﬁrpf%c?%%

first f d, 20 d ti L t

or oo tBEOFHPGE Rt PR B3 nSROT hE ComatA P hcdual b
flrsgeﬁgk%gdtgg Eﬁéekik§t EBﬁm§ﬁh?§B ERQUESLcution
(processing paraneter 1s application APl) of the

appl keahkfBeAP1a-MWER:i hheyCOMNBRHr 8586 VRReréi 186 pieces of
after- the reset is the Select request (processing 25

par areyanakrSpappkksat hesrmP2) onf atbesappéd catn i tine APt a

the 1C card 1 executes the fraud detecting process

10 sim kableoltthe thesfiCfcaud tllesetéchg pneceSsthusi nggther
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process information P3a and the regular process
information P3b depending on which of the select
request of the application APl and the'select request
of the application AP2 is received first after the

15 reset.

That is, in the case where the pieces of regular
process information P3a and P3b are stored in the data
table 14a as shown in FIG. 12, the IC card 1 executes
the fraud detecting process similar to the first fraud
20 detecting process using the regular process information
P3a when the command recéived first after the reset is
the select request (processing parameter is applicafion
AP1l) of the application APl. When the command received
first after the reset is the select request (processing
25 parameter is application AP2) of the application AP2Z,

the IC card 1 executes the fraud detecting process

similar to the first fraud detecting process using the



regul ar process information P3b.. FIG 13 is a
flowchart showing the third fraud detecting process

WO 007hes366 ansacti on process in which the | C ceeTIr00%062363
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used. 5 In the follow ng description, it is assuned

that the two pieces of regular process information

P3a and P3b of FIG 12 are.stored in the data table
14a of the data menory 14. At f¢rst, the ICcard 1
receives the radio wave in 10 the formof the

response request signal fromthe IC card processing
devi geglthr pughetshe iafoemaaidn. PEhe power supply 16
converts the radi o wave received through the antenna
17 into t HEGousr isupplflowshiaage shamdngl obk phigd fgaud
operate the IC card 1. The power 15 supply 16 supplies
t he pekectingppyogsistaga 4he EFeBRachipPBePrgeféfatBdwhich
fromthe received radio mave to each unit of the IC
cardtfe(§Fe§a§§Oi)lSTHF§ enables the IC card 1 to be

ted. I 11 of. . th bl e
card 1 l% o g i o0& B G2} L Tho TR et
t e
oo SRR Ballckackaarind 1 Lhepk8ReRL ONeOEKEEbhORAa and

resetospr g¢esgc. Wen theskgsel PHOERESAh8aNeLBRE!l Y4a of the
ended,” the control element 11 of the IC card 1 25

tran@gkbsmbﬁ@r@esponse i ndi cating the reset conpletion
to the I1C card processing device 2. On the other hand,
t he contralt davisee 2heoﬁctherhClcaedepweee$hengade0|weve in
WD 2007/ 145366 PCT/ JP2007/ 062363 80
the form of the response request signal from the IC
card processing device 2 through the antenna 17. The
power supply 16 converts the radio wave received
through the antenna 17 into the power supply voltage
and clock pulse to operate the IC card 1. The power
supply 16 supplies the power supply voltage and clock:
pulse, generated from the received radio wave, to each
unit of the IC card 1 (Step S201). This enables the IC
card 1 to be operated. v
The control element 11vof‘the operable:IC card -1
resets each unit (Step S202). The value of the
variable n indicating the reception (execution)
sequence of the command is initialized (n=0) in the
reset process. When the reset process is normally
ended, the control element 11 of the IC card 1
transmits the response indicating the reset completion

to the IC card processing device 2. On the other hand,

the control device 21 of the IC card processing device



2 causes the reader-witer 22 to transmt the next
command whi ch shoul d be supplied to the IC card 1.

wab@7aeissd ol el enent 11 of the I C card 1 whi chPCT/JP2007/062363
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transmts the response indicating the reset conpletion
5 sets the variable n to n+l (Step S203), and the
control elenment 11 is in the standby state for

-receiving the command. During ghe standby state, when

the control elenment 11 of the IC card 1 receives the
command from the IC card processing device 2 through

the antenBasl¥hiOrandeth@reogpuppcabi opassomit otheinhéxt

15 (Step S204), the control elenment 11 determ nes

whet hemmandnehithesbouddi bésstthpliedutartipe ot@éssard 1.
information in which the n-th regular comand matched
with the Gbetepnsrelypéemgpsmdnaicébe) Ian@aﬁﬁoéeggich
contents (processing 15 paraneter)) of the conman
recef¥aBSHitR F§esé?5(>8’fléﬁ 18%8? PR BRPSTEISE, C%%%%%ltlon

Cont FoF Sof Bfefi= 11048t Br HPngb. WAGTRerZGr  not™{neps <ontrol
eX'StieRhﬁar?Quhér iRMPRESSEahBhOr RLEONELE YOLEDYLAS the

n-th-regul ar “Comman he contents o

the Egﬁﬂgﬂg.reﬁﬁkYﬁ% Ehéhst§n§§ st YOEN {Ren CORLr®bntrol

el emen 1 of the | card 1 determnes that the

regubaemphecessoiNtpEMati earin1 wekehvébete t Botegidl af rom
command matched with the contents of the command

recekvedIn- thrdspseteexisyysd@bi C¥ES thrShgp S2053ntémmea 17

control elenent 11 selects the regular process

i nf orndt kbe commhnthathenncohtregyutait tomidbep ng2ehed the

wth the n-th received command is set WO 2007/ 145366

PCT/ gPpt@eloe2emgntglil determines whether or not there
exists the regular process information in which the
n-th regular command matched with the contents (type
(command code) and process contents (processing
parameter)) of the command received n-th is set (Step
$205). 1In this case, based on the selected regular
process information, the control element 11 determines
whether or not there exists the regular pfocess
information in which the n-th regular command matched
with the contents of the command received n-th is set.

Wheh the control element 11 of the IC card 1

determines that the regular process information in
which the n-th regular command matched with the
contents of the command received n-th is set exists
(YES in Step S205), the control element 11 selects the

regular process information in which the n-th regular

command matched with the n-th received command is set



exists (Step S206). Wen the control elenment 11 of the
ICcard 1 selects the regular process information in

wokioch43he n-th regul ar command nmat ched w t h PEEIP2007/062363
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contents of the 5 command received n-th is set exists,
the control elenent 11 executes the process according
to the received command (n-th command) (Step S207).
After the process executed to 8he received conmand,
the control elenment 11 of the ICcard 1 transmts the
process 10 result to the IC card processing device 2

I n rexpense (Stept Beowecei ved conmand. The contro
elenent 11 of the ICcard 1 returns to Step S203, and
r epeat edl Whexe¢iteesonSiregs e3208nto 15209 Ghei [Ct gard 1
series of processes is ended (NOin Step S209). 15
When SeRecésnthgl repedent PIecesst hefpemghignyin which the

determ nes that the regular process jnformation jn
whi CR-tho PROEA e §EMIRNEORRERAS At GhBd T AP ROPhENES Of the

t t f. th d i -th.i
cxi SEOTRB 8655 V8308) TPy R Hent Fat Brenbit GafSFops
20 tQﬁeﬁgbgfglogfg%ges§8%ﬁetgrSésggtsc&B§d§ﬁao£o the

pr ocess p here are various nodeS in the

err Ol o cRK Qe8S S omki@hdeXaMRhecolahB® €5E6p PLOTESS, ather the
key information used in the verification is disabled

(1 ockedresa paetutebatof unet revei sedt opprAndpr the25ontrol
particul ar process (particular application) is

st oppédmenBetausé the IC card 1 deteemibhesthbaprocess
unaut hori zed access is nade, the IC card 1 ma

t ranseisulth&or ébpodSe cMOI2D02L 245866 PETAIP200¥N062SBINSE
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to the received command. The control element 11 of the

IC card 1 returns to Step S203, and repeatedly executes
Steps S203 to S209 until the series of processes is
ended (NO in Step S209).

When the control element 11 of the IC card 1
determines that the regular process information in
which the n-th regular command matched with the
contents of the command received n-th is éet does not
exist (NO in Step S205), the control element 11 stops
the series of processes to execute the error process
(Step S208). There are various modes in the error
process. For example, in the error process, the key
information used in the verification is disabled
(locked), a particular function is stopped, or a
particular process (particular application) is stopped.
Because the IC card 1 determines that unauthorized

access 1s made, the IC card 1 may transmit the response



indicating that the process is stopped or function is
stopped to the I C card processing device 2 as the

W@RG001453p6 ocess. I n the case where the plural PCEIRSO62363
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regular 5 process information in which the n-th

regul ar command matched with the contents of the

command received n-th 1is set exist, the control

element 11 of the IC card 1 seBgcts the pieces of
regul ar process information as a candidate. In such
cases, for the sequentially 10 recei ved conmands, the

r eguligid ia@G@9S thatormat pedcels Wai eloppednotrhfuagulian is
command matched with the contents of the command

r eceiswegpred o $heetlCi sarnaprowedsfingndthéceegubar the error
process i nformati on which becones the candidate. In

ot heprwoeds,- in the Step 15 S205, it is determ ned

whet her or not the regular process information in

whi ch t he Iy e (&8ss err@glmh&r Pléléﬁﬁfaﬁ’é§cﬁ§t ChedS@PLRT

t he conmands .recei ved first h ar set e

Ther BFGFE S Sed@h O PR Hhr ¥ chl &s™ o br & QPiFr command
proces% Inforn%%'%%e'%oW@%%@stg% %g EQMRQRdCQQEEQQQd n-th

haV|ng the "'same 'sequence are pafti

Contr%'s%ke@§qgtllt%@n mﬁk%ﬁﬁ‘@?eh@ﬁ% ﬁﬁeoff€ﬁg'§& card 1

process information in he regular command

mat ched oWitkh thie pseduantirakkyun geepy8de68MBAESmat Son as a
set exists. 25 An exanple of the unauthorized access

det eclzedi iy tet. he Thhisudhf casdsdefeet khg pegaessiwilly be

descri bed below. WO 2007/145366 PCT/JP2007/062363 83
received commands, the regular process information in
which the n-th regular command matched with the
contents of the command received n-th is set is
narrowed from the regular process information which
becomes the candidate. In other words, in the Step
S205, it is determined whether or not the regular
process information in which the first to n-th regular
commands matched with the commands received first to
n-th are set exists. Therefore, even if ﬁhe plural
pieces of regular process information in which the
regular commands having the same sequence are partially
exist, the control element 11 can determine that ‘the
regular process information in which the regular
command matched with the sequentially received commands
is set exists. |

An example of the unauthorized access detected by

the third fraud detecting process will be described

below.



FIG 14 is a flowhart show ng the unauthorized
access detected by the third fraud detecting process.

wo roo7848scuned that the pieces of regul ar procBGEJIP2007/062363
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informati on P3a and P3b of FIG 12 are previously 5
stored in the data table 14a of the data nenory 14. In
FIG 14, the detection of the unauthorized access w ||
be described in the case where gkhe sel ect conmand of

the application AP2 and the verify command with the

key K1 are sequentially issued to the IC card 1. 10

The |1 C cardcl 19 tiwr med lomcharexeavtwengesbte upnotbssized
by the radio wave fromthe I C card processing device

2 (SeepeS22teptevied bheth€ thiddpfosedsfagecténgcprocess.
receives the notification that the reset process is
compllét ég¢ Peemmelethetchhg pieepe pPE £89Ylap process
processing device 2 transmts _the select coman

d of
the IARRERe&LPSnPAP22RS FRB PErEfCeomfaflc FhEVFRUEAYd

1 i th I d,of t | i AP

s CREorRR i the fG ar PAPE A% E e e8P R SRR 0P2s.  In
the %QEtr%M ekﬁgeﬁgté%tggntg?'£E€C§§nghg iZ08PakESss will
t he cont enté (0] the recel ve conman to the contents

of the Hekstibeaukar thaNBBBE Ae@ACHnBRI 8686 cHREMhANof
process information, and the control elenent .11

det etpkngppWietiebnoAPRObntineheegulk aFypEoRRSSd with the key
i nformation in which the received command natched with

25 tHe biressenegutanltgmrandedstsethexiStsaf&t &ép

S222). In the determnation, the command code of the

recei ved Themigndairsl dodpsatudned theteognaAadteodeset

the first WD 2007/ 145366 PCT/ JP2007/ 062363 84 .
process by the radio wave from the IC card processing

device 2 (Step S221). When the IC card processing
device 2 receives the notification that the reset
process is completed from the IC card 1, the IC card
processing device 2 transmits the select command of the
application AP2 as the first command.

The IC card 1 receives the select command of the
application AP2 as the first command aftef the reset.
In this case, the control element 11 of the IC card 1
compares the contents of the received command to the
contents of the first regular command in each piece of
regular process information, and the control element 11
determines whether or not the regular process
information in which the received command matched with
the first regular command is set exists (Step S5222).

In the determination, the command code of the received

command is compared to the command code of the first



regul ar command in each piece of regular process
i nformati on, and the processing paraneter of the

WO emeilyBses conmand i s conpared to the processi NBCT/JP2007/062363
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paranmeter of the first regular conmand in each piece
of 5 regular process information. At this point, the
received command is matched. with the first regul ar
conmand in the regul ar process g4nformation P3a with
respect to the command code, although the received
command is not matched with the 10 first regul ar
commaedubatrhchbespadt ihoehhle piecesstngegpasanptecesfOn
t he ot her hand, the received command is matched with
t he finfstrmeégohar avdmvhrdpirncebeinggpbaemepevcessthe
information P3b with respect to both the conmand code
and TBEepVeEessIMmgnpaiEnEPEPares For thaecPERRAERENT
received first after the reset nd c

the BereBersh egeFeet FéaEeg??uléﬁdco?ﬂgngpbPl%%f?oﬂlece ot

fied th F h
fi £ SEEPRYaraP BoRREnd AP RE P egal ar process

| nformatiqq PR3 gB§R§°"%ﬂedrgeggveg Egmﬁgﬁds§geﬁgkeﬂed

and the applicati 1 i's speci

prOC@%%hnghgaf§g§5e9eg595rtB@mﬁhﬁ@t1ﬁegHéafeg§P£FB§§ocess
in the regular processS information P3b, the ~comand

codeih$othetssheeBhonitAndetpecappbi €aéi €6mdRd ¢&de,
speci fied by the processing paraneter. 25 Accordingly,

t he aomnnenghr enei vedef ivedt cafihendt he notseitcsedaychiedthe
with the first regular command in the regular process
|nfofnmstoneQBéaMAchmmespewnthoreheevt)Q@OVMQ453@@GSSlng
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parameter. On the other hand, the received command is

matched with the first regular command in the regular
process information P3b with respect to both the
command code and the processing parameter.

For the command received first after the reset,
the command code is the selection (select request), and
the application AP2 is specified by the processing
parameter. For the first regular command.in the
regular process information P3a, the command code is
the selection, and the application APl is specified by
the processing parameter. For the first regular -
command in the regular process information P3b, the
command code is the selection, and the application AP2
is specified by the processing parameter.

Accofdingly, the command received first after the
reset is matched with the first regular command in the

regular process information P3a with respect to the



command code indicating the type of conmand, although

the received command differs fromthe first regul ar
w@eoumasdeé N t he processi ng paraneter specifyi nBCT/R2007/062363

process target. On the other hand, the received 5

conmand received first after the reset is matched wth

the first regular command in the regul ar process

information P3b with respect togboth the command code

i ndicating the type of command and the processing

par anet er specifying the process target. 10 Thus, the

cont remreiremeidel 4 nefi dahe ngCrear dybe det epninaas,t hathough

the command received first after the reset is matched

W t h tthiee rfeldesitverde guimeva nclo kiieifiet risn firben thegdiliastpregedsr

informati on P3b. Therefore, the control elenent 11 of

t he lcompargl 1nsélhecpyockesiagubaramstprospssifying the

informati on P3b as the re%ular process information in

whi cwwsrseélﬂrﬂetcom%ln& fatthed WetR: the reesived

command i s set ase,

5 subséﬁﬂ@ﬁ?m%éF¥:§V@9 §%6§§s§§§er EHFSrSQFErHFnQG%Ched with
hhet Dol 1 A1el Ly %%%@ﬁ&r Al Yo' el xsgu;gmfggggeege

20 naté%e e e connan in7t

Pr oCe$E JrfaQri iRt ixap ath %@%Bek@etgoﬁbEﬁltﬁéeﬁgﬂﬁaﬂé code

sel ects the regular process information P3b.in which

the fiiStcatadldy ahe ¢QpeRbE tBh&aRed whtihthbBepeedEBBing
received first is set, 25 the control elenent 11

exec@b&%n&h%rS@p%ﬁlf@ﬁ&@63ﬁe0brotbesapakgeatIOn AP2 as
the process corresponding to the first received
10 command ( Stres,S224) comterlt led epreotedd WO 2067045366 1
PCT/ JP2007/ 062363 86
"~ determines that the command received first after the
reset is matched with the first regular command in the
regular process information P3b. Therefore, the
control element 11 of the IC card 1 selects the regular

15 process information P3b as the regqgular process

information in which the regular command matched with

the received command is set (Step S223). 1In such case,

in the subsequent series of processes, it‘is determined
whether or not the sequentially received commands are
20 matched with the regular commands in the regular
process information P3b.
When the control element 11 selects the regular

process information P3b in which the first regular

command matched with the command received first is set,

25 the control element 11 executes the select process of

the application AP2 as the process corresponding to the

first received command (Step S224). When the process



is conpleted, the control elenent 11 of the IC card 1
transmts the response indicating that the sel ection

w@boo7tiksse@ppl i cati on AP2 is conpleted to the |ETard07/062363
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processing device 2. 5 Wen the |IC card processing

device 2 which receives the response - indicating that

the selection of the application AP2 is conpleted,

the IC card processing device 2transmts the verify
conmand for requesting the verify process with the

key K1 as the 10 second conmmand. The IC card 1

r eceiigesoimpe ered, f yhecapmandlwet bmthe kéyoKlths fTHiecard 1
second command after the reset. In Step S223, the

r equltarnpmites shienfrespanseninPipaténgekbetetihe selection of

Therefore, the control elenment 11 conpares the
cont &hes applikatiesePVédiconrriRdetedt he t5eséeorard

regul ar cormand set in_the regul ar process
i nf OPFRCESS 1PSbIESLEF $225). At this point, for the

command receiv second_ after the re . th mand

code is tﬁ@e@e%%ﬁ ? tfgﬁd P&SFPFﬁngqégggf% gnggggg

ke 1 eci.fi e. S$i a :
e R R

the selkeghed ikagubar Appoggssompntecant tpa P3bcathe
command code is the verification, and the key K2 is
specipfrioed sky nghelepieeessitrgnpai-aset RE. véhafyi Spmhhrd for
conmand recei ved second after 25 the reset is matched
wi t h rebeesedand thegukeal fgopmandssnwithethegkesr K1 as the
process information P3b with respect to the command
code siendindaciomgande t fpe &€ rhedcénwaadive® the verify

2007/ 145366 PCT/ JP2007/ 062363 87
command with the key K1 as the second command after the

reset. In Step $223, the regular process information
P3b is selected. Therefore, the control element 11
compares the contents of the received command to the
second regular command set in the regular process
information P3b (Step S225).

At this point, for the command received second
after the reset, the command code is the ?erification
(verify request), and the key K1l is specified by the
processing parameter. On the other hand, for the
second regulér command in the selected regular process
information P3b, the command code is the verification,
and the key K2 is specified by the processing
parameter. That is, the command received second after
the reset is matched with the second regular command in
the regular process information P3b with respect to the

command code indicating the type of the command,



al t hough the received command is not match with the
second regul ar conmand with respect to the processing

w@200ame3eé speci fying the process target. |n tPET/TR2OE7/062363
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where the received command is not 5 nmatched with the
regular command in the selected regular process

i nformation, the control elenment 11 of the ICcard 1
deternmines that the I C card progessi ng device
(external device) 2 issues the unauthorized conmmand.
When the control elenent 11 of the IC card 1 10

det erdTith@%ghhahet heckCvear dopmaaasssngodemaeeh2wii 8aUeRe

t he unaut hori zed command, the control element 11

det ersdcest trkatulbhe comarhbowiizeéd raspess ks thdeprandssing
executes the error process in association with the
unautdeorireee racepess fySngp t8226yocknst hergeter process,

15 a part of or all the functions of the IC card 1 are
stopped. Thughe sasife wbgge Wher &eckd vedurgmmgreces opt
regul ar process information are stored in the dat

t abl @afghed wd thctigr Fegulg rwhPrERaPAe 1PhiFRE F?gﬁﬁgﬁa
detecting process is.applied.determnes et h r_pot .
Che FEgULar Brocess FREGFRELISH" | fRNCERCERS FagiFap te of
command MR clied Wi HL LG cant eAbe ohethe Baguepthabb¥ing
recei ved comrands i's sét exists. en the ITCcard 1

det eryines tlat thg1r egyliak)Progesseknt AEMBhEABhbR 284
whi ch the regul ar command matched with the received

commeishrahaset whees thet cexitsbl khemketcandot the IC card 1

determ nes that the unauthorized access is nade.

Ther efeafeamiine s\WPh2@0Zhe45866aPETpIB266810628681cBB82 issues
the unaufhorized command, the control element 11
determines that the unauthorized access is made, and
executes the error process in association with the
unauthorized access (Step S$S226). In the error process,
a part of or all the functions of the IC card 1 are
stopped.

Thus, in the case where the plural pieces of
regular process information are stored in-the data
table l4a, the IC card 1 to which the third fraud
detecting process is applied determines whether or not
the regular process information in which the regular
command matched with the contents of the sequentially
received commands is set exists. When the IC card 1
determines that the regular process information in
which the reqgular command matched with the received

command is set does not exist, the IC card 1 determines

that the unauthorized access is made. Therefore, in



the third fraud detecting process, the unauthorized
access can be detected for the plural types of the

wpe@crsses based on the sequence of the cont eneGI/aif20012363
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received command. As a result, even in the IC card 5
havi ng various functions, the IC card can detect

whet her or not the process content requested fromthe
external device is correct, andgghe unaut hori zed

access can be prevented. The third fraud detecting
process can also be 10 realized by the conbination

Wi t hthiee tpeeand rbuaudetdetéati pgopessesshel nnbhehorized
plural pieces of regular process information to which
t he tlicedsf candbdetietechgd procebs psuappl Fedesasf the
shown in FIG 9, the information (perm ssible tine)

i ndi ®APCRGSERebRrEgdl R FBEepEABANTS PEnfhe AAPLBRLSEPL the
to each command. | n such cases, additio

Ln. h
gontéﬁF§18thﬁ@mméegrveascénﬁﬁﬁﬂigth%vePC98a£Bé21%a§ard
t i whet h t ] d i i
e cym e st L b coUNS Lor kel ued g Wil

"conmman S recelve

SUChw%%%%%r %%eﬂokh%hkgg%EEgsangﬂgegg ya LQE%ed from the

functions can detect er or not the process

cont it 31t Revieeeii ki R LERLNY R the GABTBAESized access
requested fromthe external device are correct, and

the cupapkhprezedtagcess can be prevented. A nethod of
executing each comand which can be 25 adopted to the
first to trhier dhfiralud rdeteceitegtpngcpssessswickh béso be
described below. In the first to third fraud detecting
pr ocessédzeWOb00 1145804 nRETPUPRODY/ DB2368coBd fraud

detecting process. In the plural pieces of regular
process information to which the third fraud detecting
process is applied, as shown in FIG. 9, the information
(permissible time) indicating the regular reception
timing may be set to each command. In such cases, in.
addition to the contents of the received command, the
IC card 1 can determine whether the command is received
at the correct timing each time the command is
received. 1In such cases, even the IC card having
various functions can detect whether or not the process
content and the receiving timing of the commands .
requested from the external device are correct, and the
unauthorized access can be prevented.

A method of executing each command which can be
adopted to the first to third fraud detecting processes
will be described below.

In the first to third fraud detecting processes,



t he unaut hori zed access is detected each tine the
command i s recei ved based on whet her or not the

W@ onresm3sq sequence, and reception timng of eBCHIP2007/062363
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conmand are aut horized. However, the process which is

5 executed before the unauthorized cormand is received

is not canceled in the first to third fraud detecting
processes. This neans that the gesult of the process
whi ch i s executed before the unauthorized access is
detected is left when the process is stopped at the 10
ti me thke unaathberzzedaaeeess issddetectadeadr t éxanphe,
the data rewitten before the unauthorized conmand is

T eceicomthamidghts metebeedebtsedbbe. withehefoee, noh the

conmmand executing nethod which can be adopted to the

fi r sicongenlsiss d staagacaet aedi Agcepbippokdsipg, of hgach
process is executed on_a particul ar congand at the .

ti me COR@ager PES BRTPPEL&sses flQWe¥BHpl EPBJPARESTTI KL C 1S
to all the reqular c nds at _the tine_.all the . .
reguFéﬁcggﬁﬁaﬁ8§°5§sgggg?@8u§ﬁ9ﬁlgﬁg cgaprdd § tdEeived is
PrOCesses fceIcacehvee Hakel 8o LREAMOEESS d0rocting
contents of the particular command are retained 1 n the

wor kijng -gereky 131h9% LhenkCreatdiheupbishilithersenkesrotess

processes i s conpleted according to the conmands or

untiknalh theekegukan sewpradshasanslahedivetihatbess is
series of processes are received. The process contents

25 r gketicredd st hefwowkengthenprypcé8sate shoppedhbhy the
cancel ed when the unaut hori zed access i s detected.
When ttime whauthenithediaedesscessndos detected; t Rer\fxample,

2007/ 145366 PCT/ JP2007/ 062363 ~ 90 )
the data rewritten before the unauthorizedvcommand is

received might not be restorable.

Therefore, in the command executing method which
can be adopted to the first to third fraud detecting
processes, the process is executed on a particular
command at the time the series of processes is
completed according to all the regular commands or at
the time all the regular commands associated with the
series of processes are received. That is, the process
contents of the particular command are retained in the
working memory 13 of the IC card 1 until the series of
processes is completed according to the commands or
until all the reqular commands associated with the
series of processes are received. The process éontents
retained in the working memory 13 are thoroughly
canceled when the unauthorized access is detected.

When the unauthorized access is not detected, the



process contents retained in the working nenory 13 are
collectively executed after the series of processes is

waeeopliesesl according to the comands or after BUT/IR20€7/062363
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regul ar commands associated with the series of 5

processes are received. A wite process is described

below. In the wite process, the data (wite data) to

be witten in the non-volatiledorenory is retained in

the working nenory and the wite data retained in the

wor ki ng nmenory are 10 collectively witten in the

non- yebatislse copfeny satrethénetli re the serkésgofiemory 13 are
processes is ended or at the tine all the commands

for exaddetitigetllye esecuesdobfprocebseseraee pEcproedsses 1is
FIG 15 is a flowhart show ng the conmand 15

execgempd etrethedopidénacan becageprandsootrhaffprseliothe
third fraud detecting processes. FIG 15 shows a

pr oc €§9UdREnGrEMRRIshaseasdahRer Wi thhENEoRfRAGS OF

executing nethod is adoet dtothe first fraud
det eEEPRGSFFEScESS. TRGWEVEF: the command 20 executing

methad cal it b 8eadephed Lpthepseeand Andne write

third fraud detec ng pProcesses. t the I'C card

1 reggivesst henkadih@WayeitB qkbg)fepnpef wthetEfSpPANERe
request signal fromthe IC card processing device 2

t hr ough-t/Be santienpamd?éy TBerdbapawar isuppkywdbking memory
converts the radio wave received through the antenna

17 i aha the pewee sdppl yevalihageinahtdeckWwockipgl sembpy are
operate the I1C card 1. The power WO 2007/ 145366
PCT/ 3P20@7L062363wrdtten in the non-volatile memory at the

time the series of processes is ended or at the time
all the commands for executing the series of processes
are received.

FIG. 15 is a flowchart showing the command
executing method which can be adopted to the first to-
third fraud detecting processes.

FIG. 15 shows a process example in the case where
the command executing method is adopted to the first
fraud detecting process. Howe?er, the command
executing method can similarly be adopted to the second
and third fraud detecting processes.

At first the IC card 1 receives the radio wave in
the form of the response request signal from the IC
card processing device 2 through the antenna 17. The
power supply 16 converts the radio wave received
tﬁrough the antenna 17 into the power supply voltage

and clock pulse to operate the IC card 1. The power



supply 16 supplies the power supply voltage and cl ock
pul se, generated fromthe received radi o wave, to each

waeior/1ef36¢ he 1 C card 1 (Step S301). Thi s enabl BST/i#26071062363
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card 1 to be operated. 5 The control elenent 11 of the

operable 1C card 1 resets each unit (Step S302). The

value of the variable n indicating the reception
(execution) sequence of the coatand is initialized

(n=0) in the reset process. Wen the reset process is
normal |y 10 ended, the control elenent 11 of the IC

car d shpplivansnmisupptihesr eapopsecirndupplyngol hegeeget clock
conpletion to the IC card processing device 2. On the

ot hepulsed, genkeatedt fobndéhecee2eivedt hadic vard, to each
processing device 2 causes the reader-witer 22 to

t rangmiit ofe ther 3€ £5rofmdfderhSéAlshoulfBipecRapperefine IC
tothe ICcard 1. The control elenent 11 of the IC

car d B thilch© PPaRrBRTESSthe response indicating the

reset co etion, sets.the variabl.e t + t
S303), an Dh &R oFleeegéegg ?f Fgeiﬁp?ﬁébg§aﬁgb§ard !

Stat%e%%%sr%%%hvhﬂgttgﬁt%glg%en nd. V%EQuEthSEﬁdey

stat €, when the contr 1170 e ICcard 1

recei,ugs sbhe eonmardakham thBerbEepdt@npresesst nen)
device 2 through the anténna 17 and the conmunication-

cont Rlquhick 3% (hkepolma@d), ikheénieoaltokdelaaent idlthe
determ nes whet her or not the type 25 (command code)
and peceesproarikent sWhpnotbssirrgepapaneees) ief nohwally
recei ved command are matched with the n-th regul ar
commendeidnditbat egnsyotlhelemgokal lppécebs W card 1

2007/ 145366 PCT/ JP2007/ 062363 92 : : .
transmits the response indicating the reset completion

to the IC card processing device 2. On the other hand,
the control device 21 of the IC card processing device
2 causes the reader-writer 22 to transmit the first
command which should be supplied to the IC card 1.

The control element 11 of the IC card 1 which
transmits the response indicating the reset completion
sets the variable n to n+l (Step S303), ahd the control
element 11 is in the standby state for receiving the
command. During the standby state, when the control
element 11 of the IC card 1 receives the command .from
the IC card processing device 2 through the antenna 17
and the communication control unit 15 (Step S304), the
control element 11 determines whether or not the type
(command code) and process contents (processing
parameter) of the received command are matched with the

n-th regular command indicated by the regular process



information (Step S305). When the control elenment 11
of the ICcard 1 determ nes that the recei ved command

wo soono#s3emt ched with the n-th regul ar comandP¢™NP2007/062363
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Step S305), the 5 control elenent 11 determ nes that
the received command is unauthorized, and stops the
series of processes. In such cases, the contro
elenment 11 of the IC. card 1 cemcels all the pieces
of wite data stored in the working nenory 13 through
the series of processes (Step 10 S309), and the

cont ralfcekareph lteyxeegbes.the error process (Step
S310). As descri bed above, there are various nodes in

the error wheocese dhemollheleorntolllebémehe IC ochrthé
ICcard 1 determnes that the received command is

mat clkled ewintines15halte thet hecedgubdr cevmaaAdif YESt | Habebpd
S305), the control elenment 11 determ nes whether or

not Wh&Eh Fhecesshcsroehres 6PTRABd, ¢¥Ri VBASEBRNAAR®! - the

-th d th t t b itt
(I Rengaed hemery 13 BFertanss Thal P orpoehped; flnmand
trol 20. I t, 11 t i whet
bt 0caSs UPRHiTEtr PR POREPVENCcaokuad Shofifachetes: In
execyt ed %%se%hthgnEFPEgoﬁﬁEi@ﬁeﬁg PiOGESERS [€ card 1

conplet’ed or at e conmands of the series

of PreresIes anethecpikeds bt keiassdaed thatelihen the
process contents of 25 the received command are

writ herkingt hemdatalogenprpudh thbt eertibe s€rpescefses (Step
processes is conpleted. Therefore, the data to be
witisenoiyn thel daktacoemooy d4emsnst diledx¥OuRO67LN458660r
PCT/ JP2007/ 062363 93
process (Step S310). As described above, there are
various modes in the error process.

When the control element 11 of the IC card 1
determines that the received command is matched with
the n-th regular command (YES in Step S305), the
control element 11 determines whether or not the
process contents of the received command (n-th command)
are the process contents to be written in.the data
memory 14 (Step S306). At this point, the control
element 11 determines whether or not the process
contents of the received command should be executed at
the time the series of processes is completed or at the
time the commands of the series of processes are
received. It is assumed that the process contents of
the received command are written in the data memory 14

after the series of processes is completed. Therefore,

the data to be written in the data memory 14 is stored



in the working nmenory 13 fornmed by RAMin which the
data can tenporarily be retained. Wien the contro

webk@mes3edll of the |C card 1 determ nes that PEBIP2007/062363
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process contents of the received -5 command (n-th
command) are the process contents to be witten in the
data nenory 14 (YES in Step S306), the «contro

el ement 11 executes the processgaccording to the
recei ved command while the wite data to be witten

in the data nenory 14 is retained in the working
menmoriyy the W3rkIhepmS3QF)y. 18heprinbe ponRAaMl iel efenh the
of the IC card 1 determ nes that the process contents
of t hiatrecainvedmpoaemaly be- tktedrmednd) are not the
process contents to be witten in the data nenory 14
(NO i n St éhes30de comerp3 edemedit dleménthel IExeettes
the process according to the received conmand (S

t ep.
S308 e t@ray neise thedc ébs PEOESREI EPBESPESE RE EBﬁnﬁﬁgglved
ived i t S307 - S308, : trol el 1
e TR EamuRre T Beg b BEELhSk, FPRPERLpoto be
IC ZgrggE npﬁgc%gélﬁgtge%bﬁgr hi Q?%@o@ﬁeSEQPtF§O6), the
recei ve command.” At the sa fime, the contro

el ement,+1110% 1 3Gt €1caKELrdet enBi pescubst Bekopai ARGt to
the series of processes is ended according to the

conman@s reak8RedS3bhhanthenilBeteenikokteeigmentolbeovritten
the 1C card 1 25 determ nes that the series of

procassesei slanat mende¢ ldcder dengihedt he cbemandsiffiOnemory
in Step S311), the <control elenent 11 returns to Step
S303,13an¢teppéatddl.y WO 2007/ 145366 PCT/ JP2007/ 062363

94
When the control element 11 of the IC card 1

determines that the process contents of the received
command (n-th command) are not the process contents to
be written in the data memory 14 (NO in Step S306), the
control element 11 executes the process according to
the feceived command {(Step 8308).

When the process is completed to the command
received in Step S307 or S308, the controi element 11
of the IC card 1 transmits the process result to the IC
card processing device 2 in response to the received
command. At the same time, the control element 11 of
the IC card 1 determines whether or not the series of
processes 1s ended according to the commands (Step
S311). When the control element 11 of thé IC card 1
determines that the series of processes is not ended
according to the commands (NO in Step S311), the

control element 11 returns to Step S303, and repeatedly



executes processes in Steps S303 to S311. Wen the
control elenent 11 of the IC card 1 determ nes that

wo b@78€3bes of processes is ended accordi ng tPCT/RE2007/062363
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commands (YES in Step S311), the 5 control elenment 11
executes the process of witing all the pieces. of
wite data retained in the working nenory 13 through
the series of processes in the gdata nenory. 14 (Step
S312). Therefore, all the pieces of wite data
retained in the working nmenory 13 are witten in 10

the aab@uﬂegDEyO&ésséa exappkpsob3bBetrsogpand
executing nethod will be described below. FIGS. 16

and 17 ar @hanf lroweckant rehowl egeatpldcessthexafdpterdol
whi ch the conmand executing nethod is 15 applied. At
t hi sdpbtemmines tbasssbhaederhas @ﬁepS@FééﬁeSCbﬁnﬁlﬁ@e@f

the application APl as the flrst regul ar conman
ver|ﬁ?C@éﬁﬁﬁﬁdtW|Fﬁetﬁ@mWEQdﬁl B85St hB SE%EoﬁalFéguF%?
command, the read conmand of thegglrst i nfor

as t RENLRPLdSLEFEREr LeoRTBAUTCEhENP eBACSDSE o %ﬂlgfng all

thmﬁéon?ﬁ'&g%gé Kbihandebi HREatRFiGTn; HFS Bk king gaemory
as tE% %h&%ﬁ Eageggggagﬂ p?QQeEQSS Y6 i £ Re CQEPRNHemory

of t ourtn orna I on as the sixth regular

commapd @&%psghlés regHbacrprecess1i nher prbtey @b Phite
FIG 16 shoms t he process exanple when all the

regubataceswandsdana enereetkyngenenyed. 15| &elvrstoas in
the process exanple when the command received sixth is
WO 268@/aéESGQeRGT&JPEOO7/062363 95

An example of the command executing method will be
described below.

FIGS. 16 and 17 are a flowchart showing a process
example to which the command executing method is
applied. At this point, it is assumed that the select
command of the application APl as the first reqular
command, the verify command with the key Kl as the
second regular command, the read command 6f the first
information D1 as the third regular command, the read
command of the second information D2 as the fourth
regular command, the read command bf the third
information D3 as the fifth regular command, and the
write command of the fourth information D4 as the sixth
regular command are set as regular process information
P4. FIG. 16 shows the process example when all the
regular commands are correctly received. FIG. 17 shows

the process example when the command received sixth is



not matched with the sixth regular command. The IC
card 1 is turned on to execute a reset process by the

wo awi7n438ee/e fromthe |1 C card processing devi CBCRIK2807(52363
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5321). Wen the I1C card processing 5 device 2 receives

the notification that the reset process is conpleted

fromthe ICcard 1, the IC card processing device 2
transmits the select command ofg$ he application APl
as the first command. The I C card 1 receives the

sel ect command of the 10 application APl as the first

commapd abteheth@itgsehe shRthhiksggase, cémgasant rol
elenment 11 of the ICcard 1 determ nes that the

contents (bemrandacdde asdtpraedsshngoparkanetery péset
the received conmand are matched with the first
r equbapcessmandtbet radivheavesfreguthe pFocesd processing
information P4 (Step S322). The control elenent 11 of
t he pevéard2l (8xepuPddlihe YBPBcEDPr bEeSTBf PFREESSING
appl i cation_ APl based on the etermnatjo Ste

fotife thgeet

S323fievAfeer Fﬁ@eégleécichﬁrBEE%glFétl%nﬁ‘%

trol el t 11 of .t | C d 1.20.t -
o ERes S Rar e Hg e b R Bh dr ot b Tpehe H%cara

| H H . . L. . | h e
o ocBEBrRES4E% db73COR EhERghPES (EnG SEEEL pommand of e

devi %?p?ciesﬁ%xeﬁptihss kgepenssti Behaahling that the
seleciion of the 25 application APl is conpl eted, the

| C card preeessi rarddevireec2vbsanasl tsltbe vemnhyd of the
command for requesting the verify process with the

key Kbpaschheoneadinda¥WDtBO0TA145366mPATAIPLOOY/ DB2368set .
96 '

In this case, the control element 11 of the IC card 1
determines that the contents (command code and
processing parameter) of the received command are
matched with the first regular command set as the
regular process information P4 (Step S$322). The
control element 11 of the IC card 1 executes the select
process of the application APl based on the
determination (Step $323). After the seléct process is
completed, the control element 11 of the IC card 1
tranémits the‘response indicating that the selection of
the application APl is completed to the IC card
processing device 2.

When the IC card processing device 2 receives the
response indicating that the selection of the
application APl is completed, the IC card proceséing
device 2 transmits the Verify'command for requesting

the verify process with the key Kl as the second



conmmand. The IC card 1 receives the verify command
with the key KL as the second conmand after the reset.

wab®7ae3366 ol el enent 11 of the 1C card 1 det erPCT@&007/062363

10

15

20

25

that the process contents of the received command are

5 matched with the process contents of the second

regul ar conmand set as the regular process

information P4 (Step S324). Thé&eécontrol elenent 11 of

the 1C card 1 executes the verify process with the

key KI based on the determi nation (Step S325). After

t he vamirfandl.0 ghecdss dagdcdnpleekeddest becortridly command
elenment 11 of the IC card 1 transmts the response

i ndi cdtimghendtent id agerthfi gaciood ﬁ@m@@ﬂéléﬁéérwﬁbﬁ reset.
t he key Kl to the 1C card processing device 2. \Wen

t he I@EtéFH“ﬁFﬂcé§§?ﬁﬁtdé&|@é ?hﬁe8§|€§§dtﬂedeisrmlnes that

respqnse |nd|cat|rgﬁ1 erificati n is co et ed

wi t h Tie H&FR° R cgdéﬁogsgsﬁﬁa degpgng are
Lrangmiics, mlt%a%h@@é%as KO ohPANES! 10 ch1esLeAflaOtequiar

t he I nformati on command

card c%nﬁr%%i w3 the t‘h%aQe%angrgEeEQe:LE'fB%Fna%Qon P4 (Step
information DI as the third confand after the reset. .

I n tkizz4gase THheop@rbnokl1eherent 114 roknthecl eagard 1
determ nes that the received conmmand is matched with

t he telkierahteegulhar veamfgngdreetsaswtiha ragukay EiLobassd on
information P4 (Step S326). The control elenment 11 25
execihes defte nméad tpoocdSseof SBRE) £ i r 8f tenf oheaveont D
based on the determ nation (Step S327). Wen the read

pr oc ®§9CES ScdRplcored stele EBAt FONtEPAnBAEMENtollt g Floe IC

WO 2007/ 145366 PCT/ JP2007/ 062363 97
card 1 transmits the response indicating that the

verification is completed with the key K1 to the ic
card processing device 2.

When the IC card processing device 2 receives the
response indicating that the verification is completed
with the key K1, the IC card processing device 2
transmits the read command for requesting the read of
the first information D1 as the third command. The IC
card 1 receives the read command of the first
information D1 as the third command after the reset.
In this case, the control element 11 of the IC card 1
determines that the received command is matched with
the third regular command set as the regular process
information P4 (Step S326). The control element 11
executes the read process of the first information DIl
based on the determination (Step S$S327). When the read

process is completed, the control element 11 of the IC



card 1 transmts the response indicating that the read
of the first information.D is conpleted to the IC

wa@ 200d/14360©cessi ng device 2. Wien the |1 C card pPODERSIMF2363
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device 2 receives the 5 response-indicating that the

read of the first information DI is conpleted, the IC
card processing device 2 transnmts the wite comand

for requesting the wite of the7second information D2

as the fourth command. The IC card 1 then receives

the wite command 10 of the second information D2 as

the fauwidt h eenmend tsafther reBponeset ndThatdant thht the read
el enent 11 of the IC card 1 determ nes that the

pr ocess thentfantss dh folrmartecei VédisconmahdtadetpatbhedC card
with the fourth regular command set as the regul ar

pr oc ey ciensdngadiedn cR4 2(-St ep S328). 15 The contro

el enent 11 of the IC card 1 executes the wit

process off fheme théc ditd Gaico PFREESS B2 Hﬁgé&eoﬁ rFﬁglves the
det t S32 t

commiIES e MRS JEGmRY . CCRe Eo: Pol CEPeRsR? 11

of Zégtorma o% %1d§ter %tggattBBGIEGESk&egrSEEEEQHg

IS he process conten € witten int

Menoryy ;14 ZTQ%a%%QFEglt%EeW?QEeléoﬁﬁahaefbg ¢ahfdedting the

wites retains) the wite data in the working nenory

13 i prittlhe dFr @GRS SetRNESPEREMAGibA DheakeeRkVEdurth
conmmand (wite conmand of second information D2)

basedopmaniie 25hdetrer manat ilonhenhnsteadvef whit wngteheommand
wite data as the second information D2 in the data
menof the Akeondhed nfioooess ons D2oapl ehed favsthdicagnapd

the WD 2007/ 145366 PCT/ JP2007/ 062363 98
after the reset. The control element 11 of the IC card

1 determines that the process contents of the received
command are matched with the fourth regular command set
as the‘regular process information P4 (Step S328).

The control element 11 of the IC card 1 executes:
the write process of the second information D2 based on
the determination (Step S329). Because the received
command is the write command, the control-element 11 of
the IC card 1 determines that the received command is
the process contents to be written in the data memory
14. The control element 11 of the IC card 1 writes
(retains) the write data in the working memory 13 in
the process corresponding to the received command
(write command of second information D2) based on the
determination, instead of writing the write data as the
second information D2 in the data memory 14.

When the process is completed according to the



wite command of the second information D2, the
contr ol element 11 of the IC card 1 transmts the

w0 e®posses i ndicating that the wite of the sepOnN#P2007/062363
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information D2 is conpleted to the IC card processing
device 2. 5 Wen the IC card processing device 2

receives the response indicating that the wite of

the second information D2 is cegpleted, the IC card
processing device 2 transmts the read conmand for
requesting the read of the third information D3 as

t he fiditth command. ok0 thke skGopar dntorfaeivas Dehetheadontrol
command of the third infornmation D3 as the fifth
conmericrafiterl 1t g résetlC chhrel domntreoksmétenthe téspbnse

the IC card 1 determnes that the received command is

mat ¢ Hedliiatth nigh& hiaitf tther egdltgr ofc sheargcsoad agfpmmation D2
regul ar process information P4 (Step 15 S330).  The

cont A& qgm@#@ﬁﬁdliooﬁhﬁhéclGaéér@rfce§§é88t9§vﬁﬁ8 Fead
process of the third |nf?{nat|on D3 based o

det er mi nat"6i? (téreep‘csé"?f) RRESTT SEHE g&awﬁr GoabEeiyes the
f?gﬁ;%%%gnﬁthen%g%%%g% t g%nkh%l ?ﬁa ?ﬁlghe g%§8$d

he response I'catl ng € rea

the thiddnf n@b'qg Q%m?ie%%@pl%%%dlbocggﬁ Fgoéééging

processi ng eVICG . In the process exanp e o

16, whendehe !tQan%%@sth@l@e&@a@g cdembed8 Zoregeihvesttihg the
response indicating that the read of the third

i nf orydald @F BRed $haTdcamilogtrad.ionh®3l €scahd pidtessbmgand.

device 2 transmts the wite command for requesting

t he \ithet €Cofcatrde 1 frewrtilveisnfriverreeiadn cbhmasdt hé shrt khird

conmand. The | C WO 2007/ 145366 PCT/JP2007/ 062363 99
information D3 as the fifth command after the reset.
The control element 11 of the IC card 1 determines that
the received command is matched with the fifth regular
command set és the regular process information P4 (Step
S$330). The control element 11 of the IC card 1
executes the read procesé of the third information D3
based on the determination (Step S331). When the read
process is completed, the control element-ll of the IC
card 1 transmits the response indicating that the read
of the third information D3 is completed to the IC card
processing device 2.

In the process example of FIG.‘16, when the IC
card processing device 2 receives the response
indicating that the read of the third information D3 1is
completed, the IC card processing device 2 transmits

the write command for requesting the write of the

fdurth information D4 as the sixth command. The IC



card 1 receives the wite conmmand of the fourth
information D4 as the sixth command after the reset.

wo morhisecase, the control elenment 11 of the |FUCTaAr20071062363
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conpares the process contents of the received comand

5 to the sixth regular command set as.the regul ar

process information P4 (Step S332), and determ nes

whet her or not the process congents of the received
conmand are matched with the sixth regul ar command.

In the process exanple of FIG 16, the control 10

el emeatrdll ekckheekCtbar dridet epninaad bbathéhéoprooess
contents of the conmmand received sixth are matched

wi t h infflemsitith Ddgekatcheosmahld setmasdt A€teegbhharreset.
process information P4. The control elenent 11 of the

| C cdndthisexeser esheheonkirpe pleress of ehethpuffhcard 1
information 15 D4 corresponding to the sixth co

base§OBR2ERE taéteFﬁFﬁ§F|6ﬁn€99E5 %§3§?e B%E%bggg?ﬂ%mmand

th d th
Conk P S5Eore PGP BchSplt 58 GETEPRY P o rocees

the re%%#%%qﬁ%%”¥§”QSk§8r%5589 gﬁasdggggﬁghé ?hggher or

Wit tel € dat he contro
11 of Jkhepk ﬁ%@&gs% E@h%@ﬁts(&?t@h@s}ekggvgﬁ'E@mﬂﬁﬁé are

in the working nenory In the process correspondi ng

to tﬁ%t&%@%‘WQ@hC@HHHBthBW&bbﬁlQQnﬁﬁﬁﬂaﬁﬁ fourth
informati on D4) based on the determ nation, instead:

of writingn héewpiroeedat axasptlbe oZ5FfiGur Lk, i hher pehtonl

D4 in the data nenory 14. Wen the process is

conpledeegnacddr diftngheoIChearvr it detemmandsothahethe process

fourth information D4, the control WO 2007/ 145366

PCT/@pg@@nﬂ@eggeghelggmmand received 51xth are matched with
the sixth regular command set as the regular process
information P4. The control element 11 of the IC card
1 executes the write prdcess of the fourth information
D4 corresponding to the sixth command based on the
determination (Step S333). Because the sixth received
command is the write command, the control element 11 of
the IC card 1 determines that the received command is
the process contents to be written in the data memory
14. The control element 11 of the IC card 1 writes
(retains) the write data in the working memory 13 in
the process corresponding to the received command
(write command of fourth information D4) based on the
determination, instead of writing the write data as the
fourth information D4 in the data memory 14.

When the process is completed according to the

write command of the fourth information D4, the control



elenent 11 of the IC card 1 transnts the response
indicating that the wite of the fourth information D4

wo soocompbet ed to the | C card processi ng devi cePQr/JP007/062363
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the same tinme, when the wite of the fourth

information 5 D4 is conpleted, the control elenment 11

of the ICcard 1 determ nes that the series of

processes is normally ended. To® control element 11

may determine the end of the.series of processes

based on the notification from the I C card processing

devi ea eentO 1Mo the gontred el eranatmltsoththeebBonse

card 1 determnes that the series of processes is

nor melnldy cagrided thilte thentwirdlteebénmehe fouskbcdnéormpgion D4
process of collectively witing the wite data

r et ailsegop lesed wer kiheg IfemBry PIOFASEhEIdEEH1RBNEry AL

14 (Step S334). 15 After all the pieces of mwihe,d ta .

r et aithed SByret fré ewo MRieRg thentiry t€3°4r ENGr £OPER ihn?ﬂﬁmatlon
dat a nory 14, the ries of processes LS ¢ et
ende&geﬁﬁ Fﬁ@pﬁﬁ5@QSS%§§aﬁ8Pgr8 Eﬁ@peTE,H;hggn?hg ?éycard
card .processi.ng devi_ce r Lyes th e. 20
indiéaFanrpﬁgtSt%éa%eggeoggﬁkégtﬁ%rgr?gggggétﬁ%nnﬁémally
I'S %%ﬁ%b?teghe!th%r%ﬁsgq%ﬁehﬁaﬁltﬁgylgé%@&ﬁineAthe end of

processi ng evice 2 transmts the wite command for

requeste RGtike o ihecelkskthRephisblihohntaemabiofiasttibs from
sixth-command. The IC card 1 receives the wite

commam@. att the d ifritlre?s inaf deratieon.as the sixth
command after the reset. In this case, the contro

el ement 1Wheh tthe |c©ndarcd Elegemparlés ofhéhpr 6€eserd 1
contents of the recei ved command WO 2007/ 145366

PCT/ JRr2@OTinE236Bat1Gthe series of processes is normally

ended, the control element 11 executes the process of
collectively writing the write data retained by the
working memory 13 in the data memory 14 (Step S5334).
After all the pieces of write data retained by the
working memory 13 are written in the data memory 14,
the series of processes is completely ended.

In the process example of FIG. 17, when the IC
card processing device 2 receives the response
‘indicating that the read of the third information D3 is
completed, it is assumed that the IC card processing
device 2 transmits the write command for requesting the
write of the fifth information as the sixth command.
The IC card 1 receives the write command. of the fifth
information as the sixth command after the reset. In
this case, the control element 11 of the IC card 1

compares the process contents of the received command



to the sixth regular comand set as the regul ar
process information P4 (Step S332), and determ nes

wob@rhese®r not the process contents of the rBCEIR2067/062363

conmand are matched with the sixth regular conmand. 5

In the process exanple of FIG 17, the contro

elenment 11 of the IC card 1. determ nes that the

process contents of the commandireceived sixth are

not matched wth the sixth regular command set as the
regul ar -process information P4. Because the conmand

r eceited@ ht0 ssixkhh regutilae uBatbhRar szedagopnandegtiber process
control element 11 deternmines that the IC card

pr océsSiorgadewvinc®4 ((Sxter 8aB2¢evicd) d2tpakéseshehether or
unaut hori zed access. When the control elenment 11 of

" the hGtcahe brodetssr gonssnthapft hbeuhgdehvefzegmaepdsare
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is nmade, the 15 control elenment 11 deterni nes that
the gerichedofiphotbesed*ts seaPped. CoMBANEhe contro

lement 11 of the IC card 1 det
Cer i os of Bt (6 P0C55E EFaPRLA BheEdCon {Uhe that BEPFGR)

% LB B3t RO LMLl v

i ECES a retained

the varking m E%elég&ﬁ%ﬁg rééé%%edaggxgﬁegyéeﬁoﬁhﬁatched

error process descri bed above, the

“Drkhﬂgh”%ﬁ%rﬁl%%h|%e@gﬂﬁgdc@MmaRANEeIhﬁéefﬁéereQBEar
wite data retained on the working nenory 13 can

easi lpyoke seanegbetat2dnl pat heBe€anaedthet comhbnd rheeived
command executing nethod is applied, for the wite
dat a saktwhiish thiee unbatebvédedonmamdndequbst sonheolr el ement
in the non-volatile WO 2007/ 145366 PCT/JP2007/ 062363
102 11 determines that the IC card processing device
(external device) 2 makes the unauthorized access.
When the control element 11 of the IC card 1
determines that the unauthorized access is made, the
control element 11 determines that the series of
processes is stopped. When the control element 11 of
the IC card 1 determines that the series of processes
is stopped based on the detection of the ﬁnauthorized
access, the control elementlll cancels all the pieces
of write data retained by the working memory 13 (Step
S343), and executes the error process (Step}s344); As
described above, the working memory 13 is formed by
RAM. Therefore, the write data retained on the working
memory 13 can easily be canceled.
In the IC card 1 to which the command executing

method is applied, for the write data of which the

received command requests the write in the non-volatile



menory 14, wite data is not actually witten in the
non-vol atile nmenory 14 but retained in the working

woreowonys3ta, before the unauthorized command i SPCT/JP2007/062363
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recei ved, nanely, before the unauthorized access is
detected. 5 All the pieces of wite data retained in

the working menory 13 are collectively witten in the
non-vol atile nenory 14 after tilee control element 11
determ nes that all the commands of the series of
processes are the correct commands. Al the pieces of
Wit eethdtry 1Q,r etraiceedaita tbenwor kengaiegowyitBear én the
cancel ed when the unauthorized command i s detected

unt i honheocdertiiés mkmopyoddsbas rsteonpfeivdthe working
Therefore, in the I1C card, the result of the process |
accorémeg vt 3t hbefecei Foe epaHhRaréapadbecmangr é§eheegived,
fromremaining, before the upauthorized comma

dis
recei"?B§liym PRECLES LS BPaBFBSéééég,aﬁﬁﬁﬁ?y}sbg?B?Sted'

th i zed I.s detected in_the. '

or ocadeshe kg€ C<Pr SR e B iattbrhy 10 FRe PeFkina
procEbses THIS caPdatebalt o
or ocBensdagnpre cCRISPERvRLD, kETHERE! B LIS GAR-PEarin

the capbrol 1al great lhcdebgtrbnesivhehben108e08tmiA8s that
process contents of the command i ssued fromthe

ext egnal tdevicegmdnakeofatabedewibb bheppboeesss are the
contents 25 stored in the data nmenory 14a. Wen the

cont rolrreeteaenmahdisdet alii nee phatethefpwotessdata
contents of the received command are matched with the
cor r gettapnedess WD=200T7k1in§3B86mPCY/ IP200F/ 062863ed193en the

unauthorized command is detected until the series of
processes is completed.

Therefore, in the IC card, the result of the
process according to the received command can be
prevented from remaining, before the unauthorized
command is received in the series of processes, namely,
before the unauthorized access is detected in the
series of processes.

Thus, in the IC card according to the first
embodiment, the information indicating the correct
process contents is stored in the data memory 1l4a, and
the control element 11 determines whether or not the
process contents of the command issued from the
‘external device 2 are matched with the process contents
stored in the data memory l4a. When the control
element 11 determines that the process contents of the

received command are matched with the correct process



contents stored in the data nmenory 14a, the contro
el ement 11 executes the process according to the

w0 eieilysses conmand. When the control el enent 11PCT/JP2007/062363
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determi nes that the process contents of the received 5
command are not matched with the process contents
stored in the data nmenory 14a, the control elenment 11
determ nes that the received cammnd is the

unaut hori zed command. Therefore, according to the

first enbodi ment, the 10 unauthorized conmand i ssued

f r omddag eevtiselstalredeMincC€hd da@at hembeycand, 1taancbatrol
detected to prevent the unauthorized access. Next, the
secord egrihadiliterixcapplised heoptrbees€ eacdrdingi Eb bbke
descri bed bel ow. 15 The process according to the
secongceryedi wommangi.| | Woehethei cahkyobecdenenihéd
first. As described above, inthe IC card 1, the

seri dstegmipescssgés the éiééﬁﬁédcﬁééépaﬁn@ft Bh?héecelved
series of connands seq ntlal sued fromthe

|
cardc’?g““ﬁlngcé‘§§| RGTaBeLE B Rt EP kR B PEES o OR e The
| C t th
st o Bepref 3A0HHE BcbOpbRE-Roiaay SHECALAPDbY bonent 11
pfOC%%%%% The Lag-data i-adigatas bhfargmangdpLecei ved

)
fromthe carg processi ng 3eV|ce 2 and the process

25 cgﬁg@Q%%rq&%@ub@gmgggording to each command. On the
basis of the log data, the IC card 1 executes the

process ofrh@detedelriang aiche rpriegence the dghsencembbdtihent) the
2007/ 145366 PCT/ JP2007/ 062363 104
unauthorized command issued from the external device 2
to the IC card 1 can be deﬁected to prevent the
unauthorized access.

Next, the second embodiment applied to the IC card
1 will be described below.

The process according to the second embodiment
will schematically be described first.

As described above, in the IC card 1, the series
of processes is executed according to the series of
commands sequentially issued from the IC card
processing device (external device) 2. In the IC card
1 according to the second embodiment, log data is
stored in the data memory 14 in the series of
processes. The log data indicates the command received
from the IC card processing device 2 and the process
contents executed according to each command. On the

basis of the log data, the IC card 1 executes the

process of detecting the presence or absence of the



unaut hori zed access i Mmedi ately after the reset. That
is, inthe ICcard 1 of the second enbodi nent, the

w@emcasse®f detecting the presence or absence pET/I#2607/062363

10

15

20

25

unaut hori zed access is executed to the last |og data

in 5 each reset. FIG 18 is a flowhart schematically

show ng the process (the IC card process including

the fraud detecting process wilOd the | og data)

according to the second enbodinent. FIG 19 is a

fl omchart showi ng an 10 exanple of the error process

when uhhethpautbdr hzedssadomsdibnsedet e€ted fhenrébetl ogThat
data. In the I1C card processing device 2, during the

st andly shatbe flRecearddlr eddéhewsetend2embedihmsants the

el ectric power and clock pulse in the formof the

r adi ®resewgyeft despecane the Presgpge10asabaenraspbnkie
request signal to the IC card 1. \Wen the LC card 1 :
i s pP@ééﬁP@&lﬁF?hPHCSSScéﬁnﬁﬁ?@&??ﬂntPaEB% ?SFhQOQa?ﬁta 10
reader-witer 22 of the |C card processing device 2
mhicﬁafngﬁSFﬁe above 20 state, the I1C card 1 receives

the radio Velghhghai%1o&aﬂag%sgeﬂa§agggg§§g ghgwéhg the

fromthe I'Ccard processing evi ce roug

antepnaclis TReer a€i eaMaVBrokessi YRE1LALAYIPhENEraud
antenna 17 is converted into the power supply voltage

and gkeektpubserbyesbewponerhdslsypphyalbacasddihg to the
power supply voltage and cl ock pulse are used to

oper akeohheemBodamdnt.. TREGponer isuppfEyodbhastpphoesng an
t he power supply voltage and cl ock pul se WO

2007k%x45866 PCTLBIP2607PB62368es$0Bhen the unauthorized

access 1s detected from the log data.

In the IC card processing device 2, during the
standby state, the card reader-writer 22 transmits the
electric power and clock pulse in the form of the radio
wave to operate the IC card 1 as the response request
signal to the IC card 1.

When the IC card 1 is presented within a
communication range of the card reader-writer 22 of the
-IC card processing device 2 which is in the above
state, the IC card 1 receives the radio wave which is
the response request signal from the IC card processing
device 2 through the antenna 17. The radio wave
received tﬁrough the antenna 17 is converted into the
power supply voltage and clock pulse by the power
supply 16, and the power supply voltage and clock pulse
are used to operate the IC card 1. The power supply 16

supplies the power supply voltage and clock pulse



generated fromthe received radi o wave to each unit of
the I1C card 1. This enables the IC card 1 to be

wopwraise The control elenment 11 of the oper abtBIF2007/062363
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card 1 resets each unit (Step S401). 5 When t'he reset
process.is conpleted, the control elenent 11 of the

IC card 1 reads one piece of log data indicating the

| ast serjes of process contentsdd%omthe data nmenory
14. The one piece of log data is information which

i ndi cates contents of each received 10 conmand or

exec ujesd ateee ¥ cvonhentreced veble rbdsb serveeso ehch unit of
processes. Wien the control elenent 11 of the IC card

1 redds tlife daggl dat a,Thiilse ecehtles| tbkedEncard lekechees

t he unaut hori zed access detecting process (fraud

det ecerg tebcedde Cordgossgdrmens thecfsthragPrERP2EdIC
access detecting process, .the contr el enent 11 '

|
det e5AtFed er 6 HPthéS$Sﬁn§§8?)chtents or
execut ed g{hgecr}e ﬁc} eC ornets%Q:t S(;:Drvc\)hcle%lg alrse co@ﬁ'e(&%%ed tPl% tclaglt rol

| og data proper contents. The aud detectin

proc ram,t;h d il 4 b Cll: '
deta?ﬁi?%?gr}lw%gh%%ﬁe%gﬁggkﬁo}i?ggagcggéstgege?gc%gg data

i n tNeyilQq iRt & Hhnaugh stheckr awdpdetesti BBnPEAEESErom the
(YES in Step S404), the control elenent 11 of the IC

car d dht £ XRe8s 1uhe @heobnpr piess OBt @pgS4a5sy. ikn the
error- 25 process, as shown in FIG 19, the IC card

pr ocdssiarghatdevi e izhi d naddtiaftiesd cbhaentheotdinaathorezedved
access is detected (Step $S421), and the contro

el enemmEhANO2@XE/CLA536H TPCTESP2ZO0TL063368 theglast series

of processes. When the control element 11 of the IC
card 1 reads the log data, the control element 11
executes the‘unauthorized access detecting process
(fraud detecting process) (Step S403). 1In the
unauthorized access detecting process, the control
eiement 11 determines whether or not the command
contents or executed process contents which are
indicated by the log data are the proper contents. The
fraud detecting process from the log data will be
described in detail later.

When the unauthorized access is detected in -the
log data through the fraud detecting process (YES in
Step S404), the control element 11 of the IC card 1
executes the error process (Step S405). In the error
process, as shown in FIG. 19, the IC card processing
device 2 is notified that the unauthorized access is

detected (Step S421), and the control element 11



executes the process of stopping a part of or all the
functions of the I1C card. (Step $S422). Wen the

W@ p@atssé zed access is not detected in the |PUI/oRNEr/062363
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through the fraud detecting process (NOin 5. Step

S404), the control elenment 11 of the I1Ccard 1

transmts the response indicating that the series of
processes can be executed to theel C card processing
device 2 (Step S406). The I1C card 1 which transmts

the response executes the series of processes
accoedirgtd8 thRet peccepBBBISsSEAPEnyi &l byrt ssfiedr fadbin the
the IC card processing device 2 (Step S407). In the

seri €snatiopsooésshe, ICheacdntBoepeséhht 11 of the IC
card 1 stores the information as the one piece of |og
data in W#Whendshe meapthorizedt apcsass)s The detected in
information 15 indicates the contents of each received
conmithE aAE €REa Bhééégg EbAt ERtydedebatbtnackbParhy (NO in

to the co nd. The data stored at r
Cﬁgtag e?iame?ﬁ #ﬂe Ee%%%d?c &A1

enno ggggh%ﬁsr %8%§%paﬂ ?ﬁ&iégglgﬁt@hggthg nggeénof

t he e unaut hori zéd access
detngbB@ Lag BgﬂcﬁésexééugéSCHBeghepféoégfﬁgﬁ¥®cé§§lng
cont ement C card 1 sequentially
deleH%%lkeezlqgtg @40!).WhTﬁB tbecypaut herigedt AEEeASL s
IS not detected. wever, depending on the operationa

nodethsorekpbRSeaex@butasgehanvaniesf of ogrda¢ssés according
preferably stored as nuch as possible. In such cases,

t he econthel celmards &dqoentihélyCisaneddlfram the IC card
sequentially delete the | og data WO 2007/ 145366

PCT/ pP200675068368viee72 (Step S407). In the series of

processes, the control element 11 of the IC card 1
stores the information as the one piece of log data in
the data memory 14 (Step S408). The information
indicates the contents of each received command and the
process contents executed according to the command.

The log data stored in the data memory 14 is
appropriately be deleted. 1In the second émbodiment, at
least the last. log data may be held in the data memory
14 when the unauthorized access determination process
is executed. Accordingly, the control element 11 of
the IC card 1 sequentially deletes the log data in
which the unauthorized access is not detected.

However, depending on the operational mode, sometimes a
large amount of log data is preferably stored as much
as possible. 1In such cases, the control element 11 of

the IC card 1 can sequentially delete the log data



according to a capacity in which the data can be
stored as the log data in the data nenory 14. The

W@ e@n3#366 on process realized by the appli catPONIRRPL/062363
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and the process of collecting the-log 5 data of the
transaction process will be described as a specific
exanple. In'the transaction process realized by the
application APl, it is assuned dvat . processes havi ng
the predeterm ned contents are executed according to
10 the predeterm ned sequence. Therefore, in the

cor r ectcordiangs act o apaedeys . int WeikG theddprtecessi hg stored
device 2 issues the predeternm ned commands to the IC
card as tdecdiadi g tieo imhé her eaéeemsinpsd $équence. I n
other words, when it is detected that the
predeternﬂﬂ%ﬂ f%”ﬁﬁﬁﬁﬁﬁHSP§P§eﬁ§tr@@é&é&daédoF&an to

h
L r anGreion rocabd: Sk P CbaaracE GanCALLErkiRg. Fhg: 109
the %% %t%&rl%%dtr%%%%%%lo% E?%% g Qﬁ?ebthS%c%beé as a

| owchart the ¢corr t'ransact i on
proc Cﬁ%ﬁQp%gg% q£ the ICcard 1 and a |og data
col l eCcting process in the transaction process. It is

assumed t hat tirke tSRIRGCtRIPC@sDcelsst Reaapplkdcal/i @he
APl , the verify process with the key information K1,

t he ragad ipaedess Aefl,t he fisr assdbednthamapironePiest having

read process of the second information D2, the read

procese girede¢etrhiingd icohtemtsi emeDB8xeantetthecwpirtiéng to

process of the fourth WO 2007/ 145366 PCT/ JP2007/ 062363

108 the predetermined sequence. Therefore, in the correct
transaction process, the IC card processing device 2
issues the predetermined commands to the IC card 1
according to the predetermined sequence. In other
words, when it is detected that the predetermined
commands are not issued according to the predetermined
sequence in the log data of the transaction process,
the IC card 1 can determine that the unauthorized
access is possibly made.

FIG. 20 is a flowchart showing the correct
transaction process performed by the IC card 1 and a
log data collecting process in the transaction process.

It is assumed that the select process of the
application AP1l, the verify process with the key
information K1, the read process of the first
information D1, the read process of the second

information D2, the read process of the third

information D3, and the write process of the fourth



informati on D4 are sequentially executed in the
correct transaction process. As described above, the

wo @ocassded is turned on by the radio wave froPCT/R00162363
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card processing device 2, 5 and executes the reset

process. Wen the reset is conpleted in the ICcard 1

and it is determ ned, based. on the |og data, that the

| ast series of processes is caogect, the IC card 1
transmts the response indicating that the process can

be executed to the I1C 10 card processing device 2.

The resetmeenbhobsekbegesbqldnt Ddllhecké-gaed instios esorrect

‘the information indicating that the reset process is

conpketedacnivhepdatasaenory 14 as the | og data LO of

the series of processes (transaction process) to be
execut ed ASt dpssa3bpd a2bovRenthhel€ofitFdl 1dési Earpadopn by
the 1C card processing device 2 receives the response
indiéaﬁiﬁ@dlphaPV?hér?@sébepF%c%%%diEr66ﬁﬁ?b?%d§? baF 2
the IC card 1 control device 21 transmts the

th _
conmaRd CEEFEEES EBRmanGT P v6the I EIEhr Bhd. TRet IS

d 20 .t ' t ;
copPoR A FaLenfel PR et f o Msaeninsy beoce

the BﬁagﬁécﬁbgngﬁEggeﬁﬁathﬁe_ﬁQEHEQQerQ?on%%QEesseS is

sel ect comman IS Information indicating

sel eghrieguesthtseteehrd TherPhomessi e PREgpEhes Of
the select command C includes information 25

i ndi gatliingting appki enti ppodPds Yhenbéhexeoutedlto the IC
element 11 of the IC card 1 receives the sel ect
comarddChrothesdogt devietefent THd VEsQ00F9N4UB3BGelement 11

PCT/ JP2007/ 062363 109 , ,
of the IC card 1 stores the information indicating that

the reset process is completed in the data memory 14 as
the log data LO of the series of processes (transaction
process) to be executed (Step S431).

When the control device 21 of the IC card
processing device 2 receives the response indicating
that the reset process is completed from the IC card 1,
the control device 21 transmits the commaﬁd (select
command) Cl to.the IC card 1. The command Cl requests
the selection of the application APl as the first
command for executing the transaction process. The
command code of the select command Cl is information
indicating the select request (select). The processing
parameter of the select cqmmand Cl includes information
indicating the application API.

When the control element 11 of the IC card 1

receives the select command Cl, the control element 11



executes the application select process according to
the command received first after the reset (Step

WEAB2)N45366At thi s point, the control el ement 11PCF/JIR240€7/062363
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ICcard 1 stores the information.indicating the
contents of the 5 select cormmand O (conmand recei ved
first after the reset) in the data nenory 14 as the
|l og data LO of the transactiongprocess. The command
code (in this case, select), the processing paraneter
(inthis case, application APl), and the |ike are

stor edelcnttBetdat appinBEREY 34188tt peotsssraetboding to
i ndicating the contents of the first received conmand

(sel et conmmnd Ckreinetthéirttaasaeti ohepresetss (SWaens432) .
the selection of the application APl is conpleted,

t he &snthok pbémbnt theé obnthell €lemedt 111505t bhesI¢heard 1
information indicating the process result of the

sel estoggmmiihe ERfpFmAsiopedBAvEAt EBARARG) CPRtERES of the
data nenory 14 as the log datg LO of a transaction
proc§§§?cén8°Fﬁ@néoﬁ$r6Fg@W@ nFe$E1¥FaAnshi® ?#Eer the

| i ndi cat | h
e’ 33850 oat EmmaRB TSP RY: At pRo i Re el attE o2 ot the
th AR t hey LG | -
o GRasrEEtETpEbegs;i cEns oS PR INY ERYL Case,

processilg)devheep2okessi KgSphhemb€8PONSE thdscasbag
the sel ection of ?he appllcaglon APl1, the control 25

devi gpp2lchtaBsnhbs)t hangoanandikyesréysconsani) tRetdata
the 1C card 1. The command C2 requests the verify
pr oceesowiyt h4t he khy information KidasathegWhe contents of
2007/ 145366 PCT/ JP2007/ 062363 110
the first received command (select command C1l) in the
transaction process.

When the selection of the application APl is
completed, the control element 11 of the IC card 1
stores the information indicating the process result of
the select command Cl (first received command) in the
data memory 14 as the log data LO of a transaction
process, and the control element 11 transmits the
response (response indicating the process result of the
select command Cl) indicating the selection of the
application APl to the IC card processing device 2.

When the control device 21 of the IC card
processing device 2 receives the response indicating
the seleétion of the application AP1l, the control
device 21 transmits the command (verify command) C2 to

the IC card 1. The command C2 requests the verify

process with the key information K1 as the



predet erm ned process subsequent to the process of
sel ecting the application APl. The key information Kl

w0 g00vhessgeri fy i nformati on correspondi ng to t hBCT/JP2007/062363

application APl. The command code of the verify 5
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request. The processing paraneter of the verify
command C2 incl udes the encryptied key information Kl .
When the control elenment 11 of the IC card 1 receives
the verify command C2, the control elenent 11 10
execg trescttbenyaedl prpresessubstubhe keytkd pecoess ngf
to the command received second after the reset (Step
S433ke1Atcttihigs thei applubenibheAtdnt r Bheekepehefdimation Kl
the 1C card 1 receives the verify conmand C2, the

cont del tbkeewent fylisformating cﬁréﬁﬁﬁpn@hngnapcéh?on
15 the contents of the verify command C2_(conman
receﬁ@@élc§éé8ﬁdA§ﬂterTPﬁecP@§éP? FRIenBEdhPS ﬁ%ﬁbf¥

14 as the gg data LO of . the tr?nsa tlont [0CesSs - The
comm&REMABGdE4(F LRSI vaPFHGT - PR BF 0l855T hg
ar anet d.th

gtore %%st(lngbg 8@2@51n§e¥255%et%9 ?%ng%a§§6%f§

i ndi ¢g gh%ﬂdta 199@59@55t95 EH@r?EEQHdké§c§hfggmatlon K1.

comman verity command e transacti on

process. Vhem the %%hh&%lpéQ@ﬁéﬁtwﬂﬂhthehKeYCKbaka 1
conpl eted, the control elenment 11 of the IC card 1 25

st or eeckh@eisntbenwkirofyi sdinmahdng2t hehpr ocessol esbiément 11

of the second received command (verify command C2) in

t he estecatesmihy ¥4rasyt hbeotegsdutahlLthef keyaksasttonding

WD 2007/ 145366 PCT/JP2007/062363 111
to the command received second after the reset (Step
S433). At this point, when the control element 11 of
the IC card 1 receives the verify command C2, the
control element 11 stores the information indication
the contents of the verify command C2 (command received
second after the reset) in the data memory 14 as the
log data LO of the transaction process. The command
code (in this case, verify), the processiﬁg parameter
(in this case, key K1), and the like are stored in the
data memory 14 as the information indicating the
contents of the second received- command (verify command
C2) in the transaction process.

When the verify process with the key Klnis

completed, the control element 11 of the IC card 1
stores the information indicating the process result of

the second received command (verify command C2) in the

data memory 14 as the log data L0 of transaction



process, and transmits the response (response
i ndicating the process result of the verify command

W@2)07/143366 cat i ng the successful verificati on we¢hIr2er/062363
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key information KI to the IC card processing device
2. 5 Wien the control device 21 of the IC card

processi ng device 2 receives the response indicating
t he successful verification w tihithe key information
KI, the control device 21 transmts the command (read

~command) C3 to the IC card 1. The command C3 requests

10 t beoread, ohntiherdhest tsntbenatsponéé of rexpopse,

card nunber) D as the predeterm ned process
subseéquénttiog the peocéyspresess;ofThehé¢ivyerify command C2)
information D is information which is possessed by

t he ﬂcﬁéaﬁalmgaEhPhéucéaﬁéfFﬁaYarif#@a%k@%tWh@h|ﬁh?h%ey

directory of the 15 application APl% correspondi n 9
the. 4PRPYEALEER ABLC The LomiARd EGRESSF ThCTENE

d f d d
??223?l THESD: bBRCGPRY P aPHBE S, 2bf SEnBRF ek Chand.
C3 i ;

&3 1 pepides hheaclpLorgrtlon; Lad EQé'ﬁgs¢$ﬁ@etfﬁa£%g@ang

E€COITES read target 1st
'nfo%ﬂetgaecéésfM%eOekbglésksaﬁdw;tﬁe@ﬁéVEé therseasgtio
command C3, IC card 1 executes the read process

of tR@,fthétcohﬁf@[nBéVQBeE&13€EQﬁ§MDgstOhéh@oﬁ@@m@ndread
received third after the reset (Step S434). At this

poi ntominbad25cB8ondbr oheeleéneatdl1l. of Thdecd@namad dC1 requests
stores the information indicating the contents of the
readtbenmead o€C3theofirmat irfernedioni (fonfexamphe, card

reset) in the data WO 2007/ 145366 PCT/ JP2007/ 062363
112 number) D1 as the predetermined process subsequent to

the verify process. The first information DI is
information which is possessed by the IC card 1 as the
data (data file existing in the directory of the
application APl) corresponding to the application AP1.
The command code of the read command C3 is information
indicating the read request (read). The processing
parameter of the read command C3 includes the
information indicating that the data which becomes the
read target is the first information DI1.

When the IC card 1 receives the read command C3,
the IC card 1 executes the read process of the first
information D1 according to the command received third
after the reset (Step S434). At this point, the
control element 11 of the IC card 1 stores the
information indicating the contents of the read command

C3 (command received third after the reset) in the data



menory 14 as the |l og data LO of the transaction
process. The conmand code (in this case, read), the

wW@e@ecassthg paraneter (in this case, first infPCHR20G1M062363
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Dl), and the like are stored in the data nmenory 14 as

5 the information indicating the contents of the third
recei ved conmand (read command C3) in the transaction

process. Wen the read of the fiiipst information DI is

conpl eted, the control elenment 11 of the IC card 1 10

stores the information indicating the process result

of theotR nd mecenwed goarRAdLOr eadtaemieads&3)kibn

the data nmenory 14 as the log data LO of a

trangacldeen . pmoecsesmmand toassihsthhe resppnsead), the
(response indicating the process result of the read
compird c€3) i ny5 paremedieng (thethaforcaaei ofiioatt hafpemgtion
first information D to the | C card processing device

2 ViBdn ot Redo Gier Ol kdevitee SBOTEH Lhethe dard memory 14 as
processi ng device 2 receives the resgonse %re ng%Sthird

i ncl Gdiengd PEREMPEAR T iHRSE CRREBPmEPFoAPBE S FRdPEa

the 20 syccessful read of the first _.iofor e .
Dl ERES Gor FOIMAaA dacas tranehit 6ol nh Ehkngpansaction
(rea%r%%gggnd) C4 to the ICcard 1. The command C4
requests the read of the second information (for

exanpl e, Rak) P a%dd1er RhedeleLR RE¢oRHAEESH D1 is
subsequent to the process of 25 reading the first

i nf olpR1eR M, . thiee copeend ellBhenBBLL0BfDRhESIC card 1
informati on which is possessed by the I1Ccard 1 as

t he dabaeldatha finlferaxitibnngndhctheénWOtBO0PL246866result of

PCT/ JP2007/ 062363 113
the third received command (read command C3) in the
data memory 14 as the log data LO of a transaction
process, and transmits the response (response
indicating the process result of the read command C3)
including the information on the read first information
D1 to the IC card processing device 2.

When the control device 21 of the IC card
processing device 2 receives the reSponser(response
including the read first information D1) indicating the
successful read of the first information D1, the
control device 21 transmits the  command (read command)
C4 to the IC card 1. The command C4 requests the read
of the second information (for example, name) D2 as the
predetermined process subsequent to the process of
reading the first information D1. The second

information D2 is information which is possessed by the

IC card 1 as the data (data file existing in the



directory of the application APlI) corresponding to the
application API. The command code of the.read command

W@2007343306 or mat i on i ndi cati ng the read requestP(T/&d)7/062363
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The processing paraneter of the read command C4 5

includes the information indicating that. the data

whi ch becones the read target is the second

information D2. Wen the IC canad 1 receives the read
command C4, the IC card 1 executes the read process of

the second information D2 according to the command
recediedckoukt Bf tAeabpplitheioesrPl{ Stepr&dRondimg to the
this point, the control elenment 11 of the IC card 1

st or eppilieatinhoARat i ofihendpomandgcotie ebnteatsead ¢pmmand
read command C4 (command received fourth after the

resefp iin théormaticopendycaring £he r%@dda%%u%ﬁ ofread) .
the transaction 15 process. The command code (in é&is
caser ?e&&?ceﬁﬁé“gpPéééggFﬁﬁ Bgrﬁﬂ%té?a?lﬂOTﬂ c

second infor

he A2FACHEROE S 14n 58 e RSO ot B ke ORTI IR Eating i which
Co”tﬁgEﬁﬁ%f the E8§BtParé§€e£¥69h8°§gggﬁd(%ﬁ?&r&%@?@@dnz

€ transac rocess en t rea

the secongihf ehEati-op,Pa usreeem@legt ee tBedCOBknShd Ca,
elenment 11 of the ICcard 1 stores the information

i ndi ¢ati ng thedpnoegssutesutheotecbeptodeth secehdeskcond
command (read conmand C4) in the 25 data nmenory 14 as

t he Liagodabtaib® 0P actoadsagt tonthproocessndaneceived fourth
transmts the response (response indicating the
proce§$eme$bbtresethésteadsé@hﬁandACAthE)Q@Oﬁﬁ&4§@@6

PCT/ JP2007/ 062363 114
control element 11 of the IC card 1 stores the

information indicating the contents of the read commaﬁd
C4. (command received fourth after the reset) in the
data memory 14 as the log data LO of the transaction
process. The command code (in this case, read), the
processing parameter (in this casé, second information
D2), and the like are stored in the data memory 14 as
the information indicating the contents of the fourth
received command (read command C4) in the transaction
précess.

When the read of the second information D2 is
completed, the control element 11 of the IC card 1
stores the information indicating the process result of
the fourth received command (read command C4) in the
data memory 14 as the log data LO of a transaction
process, and transmits the response (respoﬁse

indicating the process result of the read command C4)



i ndicating the information on the read second
information D2 to the | C card processing device 2.

wOb@n/1843e6 control device 21 of the |1 C card proPEE$I2007/062363
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device 2 receives the response (response 5 including
the read second information D2) indicating the
successful read of the second information D2, the
control device 21 transmts thejgommand (read conmand) .
C5 to the ICcard 1. The command C5 requests the read

of the third information (for exanple, expiration

dat e); nld a3 iagy the phedekatAonednprpcessagubsegdant to
the process of reading the second information D2. The

t hi r d iffrarrabinom2D3oi $hienflar patrdoprohieebhihg pessessad
by the IC card 1 as the data (data file existing in

the direéthary tdfe tdoatapgd! ideatiicen 2APRY tber éSpeadidng

to the 15 application API. The command code of the

r ead PEORPERd NICHEVE CenRor REEILERSI hBPCAEFRGNERe (FBgRONSE

request (read). The processin ar anet er the read,
conn&ﬂ&1€§lnﬁnépﬁdé§a9h§eFﬁP8rﬁBEPBHaFﬁaPC %?néngﬁg?glng

th ta which b d [ he.thi
e R R B oNER bR chE s bbb, ene
readc%%qg?ﬁddg%ice:2§ %Q?QQRQté %ﬁ%éggﬁﬁaﬁ E(EQQQ command)

pr ocess the thi nrormat 1 on according to the

conmmpiid tLeggievee thithi afrge themkRaets(St8ReSE36khe read
At this point, the control elenent 11 of the IC card

1 storesnhehd?2d Aheorakic@Bni ndbeakkagpl be egplieatsonfdate)
the read command C5 (command received fifth after the

resetd ias the gatdetpreningdlprasetheshbgedaeatLOoofthe

the transaction WD 2007/145366 PCT/ JP2007/ 062363 115
process of reading the second information D2. The
third information D3 is-information which is possessed
by the IC card 1 as the data (data file existing in the
direétory of the application APl) corresponding to the
-application APl1. The command code of the read command
CS is information indicating the read request (read).
The processing parameter of the read command C5
includes the information indicating that the data which
becomes the read target is the third information D3.

When the IC card 1 receives the read command C5,

the IC card 1 executes the read process of the third
information D3 according to the command received fifth
after the reset (Step S436). At this point, the
control element 11 of the IC card 1 stores the
information indicating the contents of the read command

C5 (command received fifth after the resét) in the data

memory 14 as the log data LO of the transaction



process. The command code (in this case, read), the

processing paraneter (in this case, third information
w®3)07/14336b t he |i ke are stored in the data nenoP@T/IRR06#062363

the information indicating the contents of the fifth 5

recei ved command (read command C5) in the transaction

process. \Wen the read of the third information D3 is

conpl eted, the control elenent 11k of the I1C card 1

stores the information indicating the process result

of 10 the fifth received command (read command C5) in

t he plalceswNMOMhel4otmahnbie cbdg dahath®sotaae, read), the

transaction process, and transmts the response

(r esparse Ssicicc piragettiee driocesdd sr esgkt thirHeinéagmation

command C5) indicating the information on the read

t hi r #3105 iamicortingt ildfreD8 reo sthéepCinatfepeatassprgry 14 as

device 2., Wen the control device 21 of the |

proréﬁﬁnﬁ?ﬁ?%ﬂ%&%?@ ﬂ@@éF@éénﬂhéhFe§68ﬁ§EtFr8§p5ﬁ§eglfth
in t third f .
T A SR TR ) Py g o

rylsg device 21 transmits the comand (mwite

83 to the I1C card 1. The command C~ requests
the write wri%oct%%s Fad BE oW thiirel OhFRLaR 16hob3 is
exanpl e, transaction anount) D4 as the predeterm ned

Pr ocesm é)l%ltbe%ﬁqlt%_rét doattrde pneeess ofi bgadhsgitheard 1
third 25 informati on D3. The fourth information D4 is

| nf orsRtrieen tiel d fiosmpedsasdedibytting kBecprdcésasrebelt of

data (data file existing in the directory of the WO
10 2007kbé536&thEE¢EZ®@ﬂ/@@m&aad 1réad command C5) in the

data memory 14 as the log data LO of a transaction
process, and transmits the response (response
indicating the process result of the read command C5)
indicating the information on the read third
15 information D3 to the IC card processing device 2.
When the control device 21 of the IC card

processing device 2 receives the response (response

including the read third information D3) indicating the

successful read of the third information D3, the

20 control device 21 transmits the command (write command)

C6 to the IC card 1. The command C¢ requests the write

process of the fourth information (for example,
transaction amount) D4 as the predetermined process
subsequent to the process of reading the third

25 information D3. The fourth information D4 is
information which is possessed by the IC card 1 as the

data (data file existing in the directory of the



application APl) corresponding to the application APl.
The command code of the wite comand C6 i s

w0 pdoonessé on i ndicating the wite request (wPCBJR20TH52363
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processing paraneter of the wite command C6 incl udes

the 5 information indicating that the data which

becones the. wite target is the fourth information

D4. Wien the IC card 1 receivesitde wite command C6,

the IC card 1 executes the wite process of the fourth
informati on D4 according to the command received sixth

10 afggy1 itde ilces elp1() Stcer r843bhdifly thi $hpobpblitheéion AP1.
control elenent 11 of the I1C card 1 stores the

i nf orrmt icwmniandi catdeo ft érec omtiert soofmankie Cfr iise information
command C6 (conmand received sixth after the reset) in

t he datdiqeeniory the agittiee regyedat d wirdted théTh%proceSSlng
transaction process. The command code (in_this ca

wr i t BAr AR g @cfewengvra&reaﬁ@man@i kot ks ludss, t1h8urt h

formation D4), and the |ik
romor B TR #m%?ﬂe&faﬁﬁﬂ 'oﬁ?a Foki PRE MBI inpnphes the

f th th C6
the 20 APatedeon o S60aes: e%\p{fﬁgﬁl\?ﬁqtgga@fq the "

fourth i nfvﬂ{ep:?t%’] Igdcar Clorﬂyc%tl%s tthe ¢keOlcommand c6,

el ement 11 stores the informtion

'nd'qgk!Wﬁ:Qﬂﬁxpﬁp%@§§m&%%uE%eoﬁrlkﬁep&b&b@sr@@et%%dfourth
command (wite command C6) in the 25 data nmenory 14 as

the liogrdad= ildd of4 addoansact iten ther coasandamgceived sixth

transmts the response (response indicating the

procesftarediid refsethe Streipt @4(36mmndst%)li\‘60pf@@02/, 145866
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control element 11 of the IC card 1 stores the
information indication the contents of the write
command C6 (command received sixth after the reset) in
the data memory 14 as the log data LO of the
transaction process. The command code (in this case,
write), the processing parameter (in this case, fourth
information D4), and the like are stored in the data
memory 14 as the information indicating the contents of
the sixth received command (write command C6) in the
transaction process.

When the write of the fourth information D4 is
completed, the control element 11 of the IC card 1
stores the information indicating the process result of
the sixth received command (write command C6) in the
data memory 14 as the log data LO of a transaction

process, and transmits the response (response

indicating the process result of the write command C6)



i ndi cating the successful wite of the fourth
information D4 to the I C card processing device 2.

wOb@n/1843e6 control device 21 of the |1 C card proPEE$I2007/062363
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device 2 receives the response indicating 5 the
successful wite of the fourth information D4 in
response to the wite conmand C6, the control device
21 determines that the series1af7 transaction process
is normally ended to the I1C card 1. Wen the contro
device 21 of the I C card processing device 2 receives
10 t hediespamnse thrdistaltiesg fuhatwrihe ptoeassfaacohdi ng
to the command cannot nornmally be ended in response
to eaadhrofattibe cdmendseClICt ca€8, prheesenngoHedévecad.
21 deternmines that error is generated in the series
of transdbEronhsr seedsotlo defvé ceC2dard thewhéncere
error 15 is generated, the control device 21 of the |IC
cardpr§F§§é§§@h§e&é@ﬁc8 seEghVeReLhte TERROBER] dBA4FaTINT

t t f t
oot e Gotioas s saIZEn gt Rk L Bppath AhEPTnaliohofs in
proce%% o%% %%o %%n% E%etggmﬁgﬁhe§60ftHEoggﬁﬁgélo&evice 21
t he secénd enbo& At - the process [ s execut

aCCoB%%%th%e%h%haQOQﬂ@ngérlégd Ehgrhﬁga@@E@nC§Eb§ess is
stored in the data nenory 14. The | og data

i ndi gatas 1t1Re GRRiEeRLS thecaunaaddcode andnpepeesshogol
paraneter) of each conmand 25 and the process results.

That desidehell oF daka ICOcher prheeseingsdefriperoZessesives

i ndi cates the process results fromthe reset process

to t hheprecsesssacdoddicaging thetWoh20p¥bt4a5866ccording to

PCT/ JP2007/ 062363 118
the command cannot normally be ended in response to
each of the commands Cl to C6, the control device 21
determines that error is generated in the series of
transaction process to the IC card 1. When the error
is generated, the control device 21 of the IC card
processing device 2 can execute the series of
transaction process again from the beginning, or the
control device 21 can stop the series of transaction
process.

According to the series of processes of the second
embodiment, the process is executed, according to the
commands, and the log data LO is stored in the data
memory 14. The log data LO indicates the contents
(command code and processing parameter) of each command
and the process results. That is, the log data LO for

the series of processes indicates the process results

from the reset process to the process according to the



| ast conmmand in the series of processes. Therefore,
when the external device nakes the next access,

wo 20021135366 when the 1C card 1 is turned on nextPCT/aR2007/062363

10

15

20

25

the IC card 1 can execute the process (fraud
detecting process) of 5 detecting the-unauthorized
access in the |log data. Next, the fraud detecting
process of detecting the unautihgrized access fromthe
log data will be described in detail. In the second
enbodi nent, the unauthorized access 10 is detected

fromithe leardaia ihased erriike oEgphacespescesTherefore,
information P stored in the nmenory (for exanple, data
menoihebd )t hef ethern@lcaedite Th&esegbleanexpr ecesss, namely,
information P indicates the regular process sequence

and tienr edel A€ prodeds isomuanes. oasnestdésmel bée IC card
above, in the correct series of transaction,

pr ocds sas, e%ﬁ§uﬁﬁe&§@epﬁpﬁééspléF&Pdcéﬁﬁ§ﬁ8éngr€rocess) of

sequentlally issued to he ICcard 1 int
pr ed Se&ERtAES §§&u€ﬁ€€ ?ﬁéF@éoﬁgceﬁﬁeﬁntﬁEel&ﬁgdgﬁga

of the Se&kg%, 6@ PEIREH I%c&%t %%%%s o hd%Q%c%Qng the

predeterm Cedd G EES card execut é

the Q{%%%%%rg detectd, Q%QCQ%%)dQEad@EQEHBE'Bgscrlbed

v g

that the external device makes the unauthorized
access, gqekhgne are various techniques in the fraud
detecting process of detecting the unauthorized

access fram e Fede@ Gabaddilenithe thec anduehbedizeenticcess
fourth to sixth fraud detecting processes will be
descriidhed tas tiele f roac hiequegotiadet batsedgohhéhe regular
unaut hori zed access fromthe WD 2007/ 145366

PCT/ IR20@%/s062363mation P stored in the memory (for

example, data memory 14) of the IC card 1. The régular
process info;mation P indicates the regular process
sequence and the regular process contents. As
deséribed above, in the correct series Qf transaction
processes, the predetermined plural commands are
sequentially issued to the IC card 1 in the
predetermined sequence. Therefore, when the log data
of the series of processes is not matched with the
predetermined process contents, the IC card 1 executes
the process (fraud detecting process) of determining
that the external device makes the unauthorized access.
There are various techniques in the fraud detecting
process of detecting the unauthorized access from the
log data. In the second embodiment, fourth to sixth
fraud detecting processes will be described as the

technique of detecting the unauthorized access from the



log data. In the follow ng description, it is assuned
that regular process information P indicating the

W@ rrae1366 process contents and process sequencBECT/$P2007/062363
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previously 5 stored in the data table 14a of the data.
menory 14 of the ICcard 1. It is assuned that the

log data L -indicating the contents (contents and of

the received conmmand and procas® results) of the

al ready-executed series of processes are previously
stored in the data 10 nenory 14. Each command in which
the tiype deftat.he command and the process contents are
defined in the regular process information is called

a regul ar Ircanrearhlland nchelesomiptd onhosé disd@ssiuged that
defined n-th in the regular process informtion is

cal | e¢gard ax- iy o sseguiformesarand. 11Hé crédREhthpagarrect
detecting process, which is the second enhodi nent

appl PEPAES St KONLENEEr dNE, PRPCPSHe SCESEFELed BEFSWOUFHY
the fourth fraud detectin rogess, it i 0 assuned

{hat S SShadt o 60 adCEA8 14odeletled ot Natorgg e of
dat a ,bas on .t regul ar. pr [ r [ P

Fro B AS St Rt BRERER g TR Rgcdett ¢

i nforymagion RL e lLaskathe copwendscada brdipat irBeived
25 the type off the command and t he processing

par amRhifand dreati g clsRe rRkagess bar gak aneedali-agdcased

the contents of each regular command. In the regul ar

WO 2QR7% 145366 JCHabR280 4863363 i0h2Qy stored in the data
memory 14. Each command in which the type of the
command and the process cdntents.are defined in the
regular process information is called a regular
command, and the command whose order is defined n-th in
the regular process information is called an n-th
regular command.

The fourth fraud detecting process, which is the

second embodiment applied to the IC card 1, will be

described below.

In the fourth fraud detecting process, it is

assumed that the unauthorized access is detected in the

log data based on the regular process information P1 of

FIG. 4.

As shown in FIG. 4, in the regular process
information P1, at least the command code indicating
the type of the command and the processing parameter
indicating the process target are defined as the

contents of each regular command. In the regular



process information Pl, the processing parameter is
i ndi cated by data (value). which should be permtted

W@3007t#B6@r ocess target of each regul ar conmaneCT/IiIRE07/062363
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processi ng paraneter of each regular command defi ned
in 5 the regular process information Pl may be one
val ue, plural values, or a value range. The command
code defined in the regular priggess i nformation P1
may be one command code or plural command codes. In
the fourth fraud detecting process, the ICcard 10 1

- conpayre-dsie ihee raaka oho pihe thegphaceBt@6gSparameter is

information P1 of FIG 4 to deterni ne whether or not

each ig@mmned byt batkogvdate)i shtiba ebonédt bsegaemieted as
and the correct process contents. For exanple, when

t he whecessicegsparageteofotache regydbar commandd The
defined 15 by the regul ar process information Pl has, ,
pl ur @roogsisiay, peremetesard eagbt EFAPA8S GRBPABE gpfined in
not the processing paraneter of the received conmanﬂ8e

i s mehE@INkiath PERECSSE tRECBMGEAP Y AL uBEYi REWAPENRVE
processin t f h d 0 the | d

s sB e HE b6 e GreSsrRg iaranaber o1t hmPagdl Gpae
Conn%@%&n%%?Qntg%g ?E%%g%%lBQOQ@E@”@B?BrﬁEtRBﬁ Pl may be
regul-ar,” comran efifed by the regular process

i nf orgiRt QRS ke o¥abye rhangemmahe cbGegar d 1
determ nes whether or not the received command is

mat ched witth dHe fRGWnArr reiTaRd cbased roZeseshether IC card
or not the processing paraneter of the received

conmandoegagies whishilogt ke twalkove thangeguiawhpechcehe
processi ng paranmeter of each command in the | og data
i s WO Hat4s366 1PCT/ FPZ007/ 062863ern2he whether or not

each command in the log data is the corréct sequence
and the correct process contents. For example, when
the processing parameter of the regular command defined
by the regular process information P1 has plural
values, the IC‘card 1 determines whether or not the
processing parameter of the received command is matched
with one of the plural values in which the processing
parameter of each command in the log data is set as the
processing parameter of the regular command. When the
processing parameter of the regular, command defined by
the regular process information P has the value range,
the IC card 1 determines whether or not the received
command is matched with the regular command based on
whether or not the processing parameter of the received
command exists within the value range in which the

processing parameter of each command in the log data is



set as the processing paraneter of the regul ar
command. That is, when the IC card 1 determ nes that

wo bw7/1e30d ent s of the command in the | og data BCEIFR007/062363
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mat ched wth the contents of the regular command

specified by 5 the regular process information P1, or

when the IC card 1 determnes that the reception

sequence of the command in théd2log data is not

mat ched with the reception sequence of the regular

command specified by the regular process information

Pl, ke bE taedptotesdengr pamesethat ofhehanasghbarzedmmand.
command is issued (the wunauthorized access is nade).

Wien the MBatare,1whget &hei A€s calgt 1t Netegmadnker thed the
access is made, the IC card 1 executes the error
procE€eatensst RE ERpoFoNpRBEeds, thRelPe €aFd arfofPEjBatched
t he out si that the 15 unauthorized access is ma

d de,
and H15Br £h6r COPLEPES AE CPENEERBAST of SFRARECSREFHE ST bY

are opped or _restricted. . ln_the cgase wher h
requiht praudes BapGrRac rafontat {8aep s tenafihi frp & card

4, ugl Lndi h o
o LA AL ok bl aobeCine conmans

speciihi edlebY obh8aPR0S8SHHRIMAREARBL L tht BReVEELEYtion
command C2 in,which the key information K1l is

8pecgégadnby bietpeogegailng cpananet epectheeieny the
command C3 in which the first information D1 is
specirkgaedalbyptbeepsotcassirmgt 26npat aneher ICt berdead

command C4 in which the second information D2 is
specidkitedmbpesheéhptotbssiingutpararedecommaedr éadissued (the
command C5 in which the third WD 2007/ 145366

PCT/ 3P206hroézeg3acgegs is made). When the IC card 1

determines that the unauthorized access is made, the IC
card 1 executes the error process. In the error
process; the IC card 1 notifies the outside that the
unauthorized access is made, and a part of or all the
functions of the IC card 1 are stopped or restricted.
In the case where the regular process information
Pl is set as shown in FIG. 4, unless the log data
indicates that the select command Cl in which the
application APl is specified by the processing
parameter, the verify command C2 in,which the key
information K1 is specified by the processing
parameter, the read command C3 in which the first
information D1 is specified by the processing
parameter, the read command C4 in which the second
information D2 is specified by the processing

parameter, the read command C5 in which the third



information D3 is specified by the processing
paraneter, and the wite conmand C6 in which the

w0 ourtiks3eé nf ormati on D4 is specified by the prPCESER0MN62363
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paranmeter are sequentially received, the IC.card 1

determnes 5 that the unauthorized access i s nade.

FIG 21 is a flowhart show ng the fourth fraud

detecting process. The process 1gf2 FIG 21 corresponds

to Steps S402 to S405 of FIG 18, and the fourth fraud
detecting process is executed imedi ately after the IC

10 cam@okmat ito# med ieN spersetied VherRhkhgreerssahg

elenment 11 of the ICcard 1 is turned on (reset) by

r eceiparagheithe ,r atido they e rfitemcommandCCéand phdcbksshrgfourth
device 2, the control elenent 11 initializes the

vari ablfermatri<®) DdStisp s8B00) iedndyr 6ads proceRe inggparameter
dat a correspondi_ngl to the last series of processes,

( St e rS56EAueTHdR L lvheessAved!: éheneht C8Td lnPeltsrm2a8s

the variable n to set the variable.n tao ntl (Step

8502)t,ha§n&h@oh‘b’§ﬁ%§°trﬁée@oﬁ‘lcgﬁts§ df PREen-th received
command Igﬁ%gﬁ&hfﬁjg%%%?%gﬁ%%&tg%%&ﬁﬂk%:%fetQ%u%thfE%ud

regul ar c cess ®i nfor mati on
(St ep, $503).. t conptrol el nt, ¢llreet eqm.pes d
t hat C%e%e%%clgﬁt\/\gﬁ'{&sce%%'t hglhr?- tpﬁ%rcg?eéi ved command in teﬁgon °

| og daf &+ Rfe gmixhed swiolsh otchereontent anef thie foukih fraud
regular 25 command in the regular process informtion

( YES det SitaRg $aesst he esricuelkdeliemedt att1getéternese IC
whet her or not the process of detecting the

unautdzard Z2ed sacersed N\Qr26@t/) 145366
PCT/ JP2007/ 062363 123

When the control element 11 of the IC card 1 is
turned on (reset) by receiving the radio wave from the
IC card processing device 2, the control element 11
initializes the variable n (n=0) (Step S500), and reads
the log data corresponding to the last series of
processes (Step S501). Then, the control element 11
initializes the variable n to set the variable n to n+l
(Step $502), and compares the contents of the n-th
received command in the log data to the contents of the
n-th regular command in the regular process information
(Step S503).

When the control element 11 determines that the
contents of the n-th received command in the log data
are matched with the contents of the n-th reqgular
command in the regular process information (YES in Step

S504), the control element 11 determines whether or not

the process of detecting the unauthorized access is



conpleted to the | og data based on whet her or not al
the received command in the |og data are conpared to

wWo b®7ne3e6 ar commands in the regul ar process PCT/JP2007/062363

information Pl (Step S506). Until the control elenent

11 5 determ nes that the process of detecting the

unaut hori zed access is conpleted, the control elenent

11 of the ICcard 1 returns to1%t®p S502, and

repeatedly executes the process in the Steps S502 to
S506. 10 When the control elenent 11 determ nes that

the oot ol e ndgh dageeibueedconmanedthert be hog all
data are not matched with the contents of the n-th
regultdre reambrd iconia@dr equithe pogcessai afrer rampemeRl to
(NOin Step S504), the control elenent 11 stops the .
seri édeofreti o ceysendso laxsbgt @eghd agr PsPCgegcag§ormation

(Step S505). For exagg!e, in the errqr process, .the
cont Fdl Steremo061r ndntdiledbensonEredr §15P68Esdiing

devi 2 that th thori zed s .d d,
aeéé?qeet@frna%eaa FPathd RUREPLEIE HosCotest By ThE I1C

1 t. .20 f (|
car %&ﬁmﬁugggp%gcéfsyﬁgnF%m%ﬁ%&ggi %%eacon%ggé element

un
functl ons possesse car are sto

~(restypi %tffe@h'e lll'd"%a'r(& Gandihhs eoRkgULEEEosUGRt hat
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a part of or a the restricted functions are enabled
by t heJalt@IIREM:RRee s @GRV BINHceBE0GBSSheTBE ebECBERY to

process will be described [ater. 25 Next, two exanpl es

of thwomaut hori zed access detected by the fourth

fraud detecting process will be described. WO

2007/ 1453660 RCTH/REP2Q01/1332333met24 11 determines that the
contents of the n-th received command in the log data
are not matched with the contents of the n-th regular
command in the regular process information P1 (NO in
Step S504), the control element 11 stops the series of
processes to execute the error process (Step S503).
For example, in the error process, the control element
11 notifies the IC card processing device 2 that the
unauthorized access is detected, or a part of or all
the functions possessed by the IC card 1 are stopped.
.When a part of or all the functions possessed by the IC
card 1 are stopped (restricted), the IC card 1 is
configured such that a part of or all the restricted
functions are enabled by the later-mentioned recovery
process. The recovery process will be described later.

Next, two examples of the unauthorized access

detected by the fourth fraud detecting process will be

described.



A first exanple of the unauthorized access detected
by the fourth fraud detecting process will be

walemenitBed. FI G 22 shows the first exanpl e of PehaP2607/062363
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unaut hori zed access detected by the fourth fraud
detecting process. It is assuned that the regular
process information Pl of FIG 4 is previously stored
in the data table 14a of the datz menory 14. In the
first exanple of FIG 22, it is assuned that the read
10 command of the third information D3 defined by the
regul ar procEsst rixanpdld @t Rhd sinenitthiced ziel bloeelseg
data L1. According to the fourth fraud detecting

pr oc el ectigue byoriheolf celreiefiratitl dietelsing papgess will be
sequentially 15 conpares the received conmands in the
| og dtsgribedo the regul ar conmands in. the regul ar

process information Pl. As shown in FIL.G %2 al t hough
the first ﬁI&f@@rtﬁ?OW@eééﬁ%é&ré&m%ﬁ&?lﬁré) mi€hed

h th I d he fi d
. DA S50 a%%@mﬁr%?ﬁ%tetggéea Ve dhmag LT Raf 2A0E"
the fq%e téﬁﬁl¥%%es%onn%Qd 8%g%meggtﬂgkathé gb%ﬁ@%%

from Peqal ar conmran the regul ar process

'nfogﬂﬁkb Iy nfo&ﬁaQQBQ bheo?oﬁﬁ@nd4CQ@ep§861bh§ly stored

processi ng paraneter Accordi ngly, the control

el emant thk ofathe abCecand br2%ndearal memothatlathein the
unaut hori zed access is nmade in the series of

processes iadimpdieed by iGhe 2209 idatia, aasdmehe thetnthel read
el ement 11 executes the error process in WO
2007/ch4BE66! RCT/he2607/r0623689rmg23on D3 defined by the

regular process information Pl is omitted in the log
data L1.

According to the fourth fraud detecting process,
the control element 11 of the IC card 1 sequentially
compares the received commands in the log data Ll to
the regular commands in. the regular process information
P1. As shown in FIG. 22, although the first to fourth
received commands are matched with the regular
commands, the fifth received command is not matched
with the regular command. That is, the fifth received
command in the log data L1 differs from the fifth
regular command in the regular process information Pl
in both the command code and the processing parameter.
Accordingly, the control element 11 of the IC card 1
determines that the unauthorized access is made in the
series of processes indicated by the log data, and the

control element 11 executes the error process in



association with the unauthorized access. Next, a
second exanpl e of the unauthorized access detected by

wo bm7fieassd h fraud detecting process will be deCSDIRDEH62363
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5 FIG 23 shows the second exanpl e of the

unaut hori zed access detected by the fourth fraud

detecting process. It is assuned that the regul ar

process information Pl of FIG 145 s previously stored

in the data table 14a of the data nenory 14. In the 10

|l og data L2 of FIG 23, when conpared with the regul ar

pr ocassocibarimat warhPthet haasegueneedi scchanged

between the read command of the third information D3

and the mNead,cemseadnof eiampdecorfidthef onaathoriped pgcess
the second exanple of FIG 23, it is assuned that the

| og E5testgdLPyi téiecdoasthhirabdedpbgatépmBRACEESt Hall be
third information D3 defined by the regul ar process

i nf oFRECEEREPL is received in the unauthorized

. I ng, he _f h_f d [
o ocess, 30-1RE CORUPOIE SRONPC1 S BRELReor CoRRrd . 1

'Sequ§g§g%b5¥gzgaﬂgéeeéstBstgseshvsg Eﬁa"?gg§thnfgggd

| og 0 the regular comands 1 n the regu

proc%%%eb@ﬁﬁ@”%&h@@ss?'-Iesi§h9§@uﬁ€dFtﬁétZgheakbaﬁygb
the first to’third received conmands are matched w th

the pegukaks 25reenErnAds, ptheff euct har esepyvedicasmandtored
is not matched wth the regular conmand. That is, the
fourtih teeedwed tebidwandai nft hbel dgtdamamblydilfferdn the
fromthe fourth WO 2007/ 145366 PCT/JP2007/ 062363 126
log data L2 of FIG. 23, when compared with the regular
process information P1, tﬁe sequence is changed between
the read command of the third information D3 and the
read command of the second information D2. 1In the
second example of FIG. 23, it is assumed that the log
data L2 indicates that the read command of the third
information D3 defined by the regular process
information Pl is received in the unauthorized
sequence.

According to the fourth fraud detecting process,
the control element 11 of the IC card 1 sequentially
compares the received commands in the log data L2 to
the regular commands in the regular process information
P1. As shown in FIG. 23, although the first to third
received commands are matched with the regular
commands, the fourth received command is not matched

with the regular command. That is, the fourth received

command in the log data L2 differs from the fourth



regul ar command in the regular process information P1
in the processing paraneter while the fourth received

w@eooumassieé s mat ched with the fourth regul ar coPEEMR0IT062363
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the conmand code. Accordingly, the control elenent 11
5 of the IC card 1 determ nes that the unauthorized
access is made in the series of processes indicated by
the 1 og data, and the control elgpent 11 executes the
error process in association with the unauthorized
access. 10 Thus, in the ICcard 1 to which the fourth

f r aug e #AEEC IHoREhaPHOG @S S hieS rapplliaedprbbeseonhebtmatlion P1
the received commands in the | og data are

sequdnt itdde procesisfingd pairbinetke eanflentdeofotiheh received
regul ar commands in the regul ar process information,

and tdosmanautisomazetiets vatbesdei Sodetbcreduilart gemmand in
series of processes indicated by the |og data_when

t he rtdeeiopamandmeane i s Arserdingdhed thet Rorheoteghprent 11
command. Therefore, .in the fourth fraHd detec%ing
proc&ds thiet ICakagd defstritAdaeswhdetet N6r UReEEPREL 264

recei ved command recorded as _the | Qg 20 data_ar
reguP&Fe@Snﬁénpfdgn&nrgg&p??éﬁegeaueﬁggfesgﬁa %ﬁg§g§§ed Ly

° !
the QRR"QRI ALE BT AGESEncCABRGEXETUREA 81 EREChEes the

é unau ri zed access is nade. Fo

exan@r%o@%r%%%‘é@ iR BReLibst opxaRhetat uRbkGcnd2izkR
the ICcard 1 to which the fourth fraud 25 detecting

processess.applied, it can be determ ned that the

unaut hori zed access is nmade when the command whi ch

shoul d be Tuwesn iacadrediTng daad He tegliah pheceéssr¥d fraud

2007/ 145366 PCT/ JP2007/ 062363 - 127
detecting process is applied, the contents of the
received commands in the log data are sequentially
verified with the contents of the regular commands in
the regular process information, and the unauthorized
access is detected in the series of processes indicated
by the log data when the received command is not
matched with the regular command. Therefore, in the
fourth fraud detecting process, it can beAdetermined
whether or not the received command recorded as the log
data are the regular contents and reception sequeﬁce,
and thereby the appropriate process,can be executed to
the IC card in which the unauthorized access is made.

For example, as shown in the first example of

FIG. 22, in the IC card 1 to which the fourth fraud
detecting process is applied, it can be determined that

the unauthorized access is made when the command which

should be given according to the regular process



sequence in the log data is omtted. As shown in the
second exanple of FIG 23, in the ICcard 1 to which

wo bm7fieassd h fraud detecting process is appli edPCT/IP2061062363
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be determ ned that the unauthorized access is made

when 5 the command whi ch shoul d be given according to

the regular process sequence in the log data is given
according to the unauthorized degquence. As shown in

the second exanple of FIG 23, inthe ICcard 1 to

which the fourth fraud detecting process 10 is

appl iseduenete dnl yhkor oghelatamiendmdéoded(t ype shown in the
command) but also for the process contents indicated

by tskeopdoexesiplg pdr &ifét.e23,i tini shdel€r prndd lwket Weich
or not the process contents of the command which
shoultéeb&ougithe § ragcof8iteg tiHIt RECEEFE| 4F pPBedésd., it can
sequence are 15 matched with the process contents

h ts of
t he F@c@@&@&ml88ﬁnéﬁétiﬁhﬁh€“98§hgéﬂé?dTﬁ8FSF8ré? ppde when
can deternined.that .t he .unauthorized accge [
nadeg%ﬁhgﬁmmfﬂg H%&E s§h88§9eﬁ93g&EFBnggPﬁél%a t8 the
par a ). .0 C isch 0 iven,.:
P o et Okl s ATTNG L AN HECLE BELY' K8haiven

mat ched g Rqt e RHRCESS utEeR: 8BHS sERLAABSSI NG
paraneter). of the received conmand in the |og data,

even if the commndrcete cldohel exampaedowhirals.shayl dn the
be given according to the regular process sequence is

mat ched cairtdh 1t he ebriwhndheodeueth2frbhd deterctvédg process
command in the log data. That is, in the fourth fraud

det edtsi magpprpriedessotasnlyhémn ithet hremmapsdngodgarpiyeeopt

FIG 23, it is possible WO 2007/ 145366 )

PCT/ Irro@06bkrs3algpg for the process contents indicated by

the processing parameter, it is determined whether or
not the process contents of the command which should be
given according to the regular process sequence are
matched with the process contents of the received
command in the log data. Therefore, it can be
determined that the unauthorized access is made, when
the process contents’(processing parameter) of the
command which should be given according to the regular
process sequence are not matched with the process
contents (processing parameter). of the received command
in the log data, even if the command code of the
command which should be given according to the regular
prodess sequence is matched with the command code of
the received command in the log data.

That is, in the fourth fraud detecting process, as

shown in the second example of FIG. 23, it is possible



to detect the unauthorized access in which the
processi ng paraneter is changed. For exanple, the

WO edoowd3ng i tens can be detected in the fourt hPdT/aredo7/062363
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detecting process: the processing paraneter of the
read 5 conmand is wongly changed to read the
information, and the processing paraneter of
the-wite command is wongly gkanged to wite the
information. The fifth fraud detecting process which
is the second enbodi nent applied to the I1C card 1

W || tBedet@cdeseel hadubabewzetinatheski ihhwhiandthe
detecting process, it is assunmed that the

unauphociezedngc pagamesedet scthdniadt heFokogxdabaebaskd

on the regul ar process information P2 of FIG 9
accofd&ﬂgwuogtheemsrsanehbodEHEﬂtedl$nlhhﬁhéoﬁéghléFaUd
process information P2, as shown in FIG 9, the
t|n1ﬁthFtWHQCﬁréﬁéﬁseoﬁﬁﬁnﬁrgﬁééﬁanBepaFé@%F%édofsthe read
defined as the contents of eagh re

adleP8W3P8 t-Re "ESRARNICEBRES nBch??ﬁgtPﬁenngﬁﬁmﬂglon’ and
d.th 0

!n]gi di C8E R CERachPdcRaeTar et o8 RRE BT 8 PR AE 5

shouraepeT. Earpbg8: bl ik ?gS? Ea@%ﬁﬁwfsﬁ?‘%ﬁgim”d

val ue of trhe tdiFRh Btanvakepetweay bR8ces9MIBRER. iASthe
with the regular process information Pl1, 25 the

processbRd pabaAemhehtOrppOiEEANEoCeHe meycbeddefwneu be
by plural values in the regular process infornmation
P2. dAscdebedi bedoabove, in the regul ar process WO
2007/ 145366 PCT/ JP2007/ 062363 - 129
In the fifth fraud detecting process, it is
assumed that the unauthorized access is detected in the
log data based on the regular process information P2 of
FIG. 9 according to the first embodiment.
In the regular process information P2, as shown in
FIG. 9, the timing at which each command should be
received is defined as the contents of each regular
command in addition fo the command code indicating the
type of the command and the command processing
parameter indicating the process target. In the
regular process information P2,  the timing at which.
each command should be received is indicated by a
permissible value of the time interval between the
commands. As with the regular process information P1,
the processing parameter or command code may be defined

by plural values in the regular process information P2.

As described above, in the regular process



information P2 of FIG 9, for the sake of sinple
explanation, the tine interval (perm ssible tine)

whedaessed he commands i s expressed by the nunbeeT/a#2007/062363
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seconds. However, preferably the tinme interval 5
(perm ssible tinme) between the conmands is set by the
nunber of operation clocks of the ICcard 1. This is
because usually the batteryl ess219C card 1 is operated
by the operation clock supplied fromthe IC card
processi ng device 2 which is the external device. The
10 tiimEoirmkerival peebweencthe,canrands dekened bymphe
regul ar process information P2 of FIG 9 is the tine
unt i lexplenagivtncommndiime deterved dpeemitchéblespomse
(rﬁigpnse i ndicating the process result of the

conmisdyeeno thec epfrarRISorFRRUPFS SERENBHi Ehegnumber of

However, the tine 15 interval B tween the commands. nay
be aSECRBISnt eFPYEVEEnt PFEfRER EYCEPS FIPECENTEE VEhe

t d.after .th I d ' . [
CommdRB RS RS 01 PAGHOAR: SBE R BHOaBeAS PEe By the
det ' : t j.at fe
the. PDB Eomandb o A thE PoG Ast 871 S ButRor 3ea basoh'® 2

on the Li,ae 1,BLEnY3 thet weaeRetheccemands rdefii ngdoB¥rated
the regular proceSs information P2. Therefore, in the

IC e3r@nt bpeWhicGbnt beotkf thppravd debrctheagIpreseds

is applied, the information indicating the tine

i nt eprace2sibet weencehe eatmands tbesertednad theiteg The

data. That is, inthe ICcard 1 to which the fifth

fraudidet éctiemyalpbete®ssni shappbimmdndshdefined(brethe

nunber of cl ocks) WO 2007/ 145366 PCT/ JP2007/ 062363

130 regular process information P2 of FIG. 9 is the time
until the next command is received after the response
(response indicating the process result of the command)
to a certain command is transmitted. However, the time
interval between the commands may be a time interval
until the IC card 1 receives the next command after the
IC card 1 receives a certain command.

In the fifth fraud detecting process; it is
determined whether or not the time interval between the
commands in the log data is authorized based on the
time interval between the commands defined by the
regular process information P2. Therefore, in the IC
card 1 to which the fifth fraud detecting process is
applied, the information indicating the time interval
between the commands is stored as the log data. That

is, in the IC card 1 to which the fifth fraud detecting

process is applied, the time (the number of clocks)



until the next command is received after the response
to the command is transmtted is neasured in the

W@ 2007 a$5360f processes such as the transacti on pCDIES67/062363
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The neasured time interval (received tinme interval)
between 5 the commands is stored as the information
indicating the time interval between the commands in

the formof the log data along3®th the contents and
process result of each command. The IC card 1 in

which the log data is stored 10 conpares the |og data

to t h@trnegthar nekecessmandf asmatcenvead eftEFGth8® tesponse
deternm ne whether or not the command in the |og data

has the ther cecmasequenteansvottedt ipr neessrednienthe series
and correct reception timng. That is, in the fifth

fr audfdereceissgspsochsgs ithej §ragsgetéPhi REACRAEL hefhe

or not the commands in the |og data  are received §t

cor r BERSUTRE tAMEr vAFEIVRA éEgFFFHﬁdtBlthénterval between

det i nat i whi,ch i I t [ he f . .

fr aud "HeLEETPRG Tpr G0 gt er SHnaThEr Cof St RECBoRaha F A
the L9g daka Nas b8 1CaLEEEL SeAUCRERNARAsCOR! ERL 20rm of
process contents. For exanple, I1n the case where, it

i's dehermipedisthhal ohBewseAmead £eaeBhit8NahliNpREckBs result
the log data is not matched with the correct

receptri @i chi Woghapgt. in  the regul ar process
information P2, the IC card 1 25 determ nes that the
unaut hor i ze@ dccessd 94 mMadehivhemnhet Aegl Gatar dslstored
deterni nes that the unauthorized access is nmade, the
| C caotpkresetheed oghdater bp phecesgulpn WOocess

2007/ 145366 PCT/JP2007/ 062363 - 131
information P2 of FIG. 9 to determine whether or not

the command in the log data has the correct sequence,
correct process contents, and correct reception timing.
That is, in the fifth fraud detecting process, it is
determined whether or not the commands in the log data
are received at correct time intervals, in addition to
the determination, which is also executed in the fourth
fraud detecting process, whether or not the command in
the log data has the correct sequence and correct
process contents.

For example, in the case where it is determined
that the command reception timing in the log data is
not matched with the correct reception timing set in
the regular process information P2, the IC card 1
determines that the unauthorized access is made. When
the IC card 1 determines that the unauthorized access

is made, the IC card 1 executes the error process. In



the error process, the ICcard 1 notifies the outside
that the unauthorized access is detected fromthe | og

waladoa145806l a part of or all the functions of tPer/§€007/062363

10

15

20

25

card 1 are stopped or restricted. 5 In the case where

the regular process information P2 of FIG 9 is set,

unl ess the log data indicates that each command is
received at the timng definedl® the regular process
information P2 even if the contents (type and process
content) and sequence of the received 10 command in

the lkog datrarapeonasehedhw tth thedcanhent$ieantdhe outside
sequence of the regular command defined by the

r egultaia tprbeessaunhoriaedonackP2sst he ﬁ6ieatdd1from the log
determ nes that the unauthorized access i s nmade.

an exaftpl easfl ehpatif Ph pwaaéldébécﬁpﬁgt1958p@§c§§§ It card
will be described. FIG 24 is a fl omchart show ng the
fifth PreudtoBRrEcPrngepradsssd- The process of FIG 24

S FI G 18
Frth fradd the gta%.pﬁa &f&%@& te3udac pactireanaparg t ion
afterzt%% %?G209C§ dtgg % gggg{a yhggcgggs that

h%
control el ement " 1. %t ﬁ car turne

(reseblnb¥oheaabvh egrgagle@qlgtwang Eﬁﬁ@h%hﬁefhﬁéaaBQ the
processing device 2, the control el ement

i ni tiraljuzes bheceasi abkermathsd) peStepnS6@0)heasddntents
reads.gé the |l og data corresponding to the | ast series

of prepesses pSbepsS6@bdhtefihenantiheeqaaheel ofl ehenteceived

11 of the ICcard 1 initializes the variable n to set

t he \WOr2Q0d/ 145866 PCH/ JR260ZF662368hed3Rith the contents
and sequence of the regulér command defined by the
regular process information P2, the IC card 1
determines that the unauthorized access is made.

Next, an example of the fifth fraud detecting
process will be described.

FIG. 24 is a flowchart showing the fifth fraud
detecting process. The process of FIG. 24 corresponds
to Steps S402 to S405 of FIG. 18, and the fifth fraud
detecting process is executed immediately after the IC
card 1 is turned on (reset).

When the control element 11 of, the IC card 1 is
turned on (reset) by receiving the radio wave from the
IC card processing device 2, the control element 11
initializes the variable n (n=0) (Step S600), and reads
the log data corresponding to the last series of

processes (Step S601). Then, the control element 11 of

the IC card 1 jinitializes the variable n to set the



variable n to n+tl (Step S602), and conpares the
i nformation on the n-th recei ved command after the

WO e®@aeti4i3ne t he | og data to the informati on on tPET/MR2067/062363
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regul ar command in the regular process information 5
(Step 5603) Wien the control elenent 11 of the IC card
1 determnes that the contents of the n-th received
conmand in the log data are maticdeed Wi th the contents
of the n-th regular comuand in the regular process 10
information (YES in Step S604), the control elenment 11
furt Rerridgiler M nes mwhet (Brepos 600 ,t hedt icompanisr tak
(the nunber of clocks), recorded as the | og data,

unt i 1infidrenat-itdn comtared n-<hr eceievise dexiogineng Bifitert ae
range of permssible time T(n-1)n, defined by the

r egulrarsels ipr ddwes d danfdertmatticot he2 ingerinatilea gnt fhe n-th
command is received (Step S605). Wen the control |

el emRIUILE I @QEIANGR S 1t HAXe tIRGUIBIMBTRRESS tRd oflgfk1on
command i s received exists within the perm ssible,
time BERPLHPYSYES in Step S605), the 28 contro

el ement “w det etrhnei nceoSntV%]oe_Lt heelremoer tn qtl tol}e t a Q:I’ai q
HSH q to e 10g data

access det ng process i s conpleted

base Qiec?:% fMlglte@e e e Q:qlte tc%% t%lqig%a (rgifs @Re Rettwe g c@lilv ed

the recelived commands 1 n the ata and the regular

comMmengisndny tife dHRIUlRy JAecess makeneet akh22hBl cositents
conpleted (Step S607).” Until the control elenment 11

of the ltbecar-dhl iehardd reswnlahat ihhe henaeghdkirzedocess

access detecting process is conpleted, the control WO

2007/ir4a366 tRCH JRFER AM0E2363 S6033, the control element 11
further determines whethef or not the time interval
(the number of clocks), recorded as the log data, until
the n-th command is received exists within the range of
permissible time T(n-1)n, defined by the regular
process information P2, until the n-th command is
received (Step $605).

When the control element 11 determines that the
time until the n-th command is received exists within
the permissible time T(n-1)n (YES in Step S605), the
control element 11 determines whether or not the
unauthorized access detecting process is completed to
the log data based on Whether or not the comparison
between all the received commands in the log data and
the regular commands in the regular process information
Pl is completed (Step S607). Until the control element

11 of the IC card 1 determines that the unauthorized

access detecting process is completed, the control



el ement 11 returns to Step S602, and repeatedly
executes the process in the Steps S602 to S607. Wen

w0 be7aei3sd ol el enent 11 of the I C card 1 det erpdTaR007/062363
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that the contents of the n-th received 5 command in
the log data are not matched with the contents of the
n-th regular command in the regular process
information (NOin Step S604), 1@3 when the contro

el ement 11 determines that the time until the n-th
conmand i s received exists out of the perm ssible 10

ti me chrrehn 10NQeith rasep 0cSE8%), skhbe,cantr ekpehesant 11
stops the series of processes to execute the error

pr oc exe uSieap the0process éxalrpee Stiepst B€0&r ktor S607.
process, the control elenment 11 notifies the IC card
processi ngihgevitde Zomtatrolt led emeadt Adr iofedhacd€ssard 15
detected, or a part of or all the functions possessed
by t Hetecréaes thate tdeoppadenihenfatpsr -6 &pC§EVed
the functions possessed by the 1C card 1 are stopped
(resf¥¥¥ﬁ¥%ﬁ,lqlﬁgeléogaﬁé¥f PSCcBft i@@?gaegugﬁEgthea»

part P23 or 8 RERhliELed fulehhans dhe raabbgliar

by 26 ed recovery process.

reco %%%gf%rQ%%%§mWELBanN§e§9r%Q%g kabeay | nghheﬁnthe

exanpl t he unaut hori zed access® detecfed by the

fifthdfadd dataehicnd1pueeesmivek! that dasceihedun®l the
FIG 25 shows an exanple of the unauthorized access

det egt-e@ Rypridae o iifst hebravdddekeetisngupr oteshe pktmissible

assuned that the regular process information P2 WO

2007 tli4=366 nPCTMIRRO0TIN062863 56034, the control element 11
stops the series of processes to execute the error
process (Step S606). For’example, in the error
process, the control element 11 notifies the IC card
processing device 2 that the unauthorized access is
detected, or a part of or all the functions possessed
by the IC card 1 are stopped. When a part of or all
the functions possessed by the IC card 1 are stopped
(restricted), the IC card 1 is configuredrsuch that a
part of or all.the restricted functions are enabled by
the later-mentioned recovery process. - The recovery
process will be described later.

Next, an example of the unauthorized access
detected by the fifth fraud detecting process will be
described.

FIG. 25 shows an example of the unauthorized

access detected by the fifth fraud detecting process.

It is assumed that the regular process information P2



of FIG 9 is previously stored in the data table 14a
of the data nenory 14. In the exanple of FIG 25, it

w0 2007as8wed that the tine interval until the POLIR2007/062363
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command is received in |log data L3 exceeds the

permssible time 5 T34 defined by the regul ar process

information P2. According to the fifth fraud
detecting process, the controli3al ement 11 of the IC
card 1 sequentially conpares the received commands in
the log data L3 to the regular commands in the

regulodr FAGQCOSS si phrekiBlisapy $@oPed As shewdaths Ehble 14a of
25, the contents of the received conmands are natched

wi t hthee daant erineref 1dhe feguhar exenpirand$. FEHGwWe?Er, it is
the time interval until the fourth comand is

r eceiavsdmedc tbds the pémﬁiégtbrﬁaﬂiﬁétT34thGefPHé§hb90mmand
the regul ar process _information P2. 15 According

t he eémrﬁ@pléﬂegwéﬁt leg gptenk3) exeﬁﬁaﬂthae%mtlﬁééble time
t hat the unaut |zeg$acces s made in.t

pLocg§§e§efﬁ8F atddt Fﬁ@uﬁ8§ HEPSCES, igEarmgggéﬁfggf
: .
e errorgproc%§s in 00|a gnf@% EWEQ ﬁ%Q%HBh?Ebéggs'

access n the Fcfcar

frau@hed%gﬁ%E lgeﬂgﬁgﬁ%s So§p9hbegc g¥ea ifséagentlally

regul ar contents o eac command are gl ven accor di ng

to thenphegdl *heSeguensed BohR&nhegifdathel NEyCakEAIL3 to
t he contents of the already-executed series of

procesgesegddatrheohmagaesdih drtergynesrt pabctbe information
unaut hori zed access is nade unless the tine interval

unt i IP2eachscehwand ins FIGec@ébyetdhextshsentshpfi the received
predet erm ned perm ssible WO 2007/ 145366

PCT/ 3PRo@nH862363mat@bhed with the contents of the regular

commands. However, the time interval until the fourth
command is received exceeds the permissible time T34
defined by the regular process information P2.
Accordingly, the control element 11 of the IC card 1
determines that the unauthorized access is made in the
series of processes indicated by the log data L3, and
executes the error process in asséciation>with the
unauthorized access.

Thus, in the IC card 1 to which the fifth fraud
detecting process is applied, even if the regular
contents of each command are given according to the
regular sequence in the log data indicating the
contents of the already-executed series of processes,
the IC card 1 determines that the unauthorized access
is made unless the time interval until each command is

received exists within the predetermined permissible



time defined by the regular process information.

Therefore, in the fifth fraud detecting process, the
wop@atssé zed access can be detected based on PEIER2%€&r062363

or*not each command.is given at correct timng 5 in

addition to the contents and sequence of the

al ready- executed commands. As a result, based on the

|l og data, the. I1C card 1 can ddtéct the unaut hori zed

access in which the external device issues the plural

conmands to the I C card using the unauthorized program

10 ottHew uedd niclke biyeghkaregoibrobrpregsaimfbexatian.

exanpl e of the sixth fraud detecting process which is

t he secon@hemeddinesntinapplei éd fitd tfireud detactingwpkpcess,

be described. In the sixth fraud detecting process, it

i s 15hgsspredhorazechacerast RaPi Peddateesedi saagteeed

in the |og data based on the regular roce

}nfoﬁﬁﬁFpéﬁ e¥ nEp3525Rd CPEBR Gr 1R 81 VED, aFnC?ﬁﬁengFhmlng
d det ' dth

5 bi oode SR Al oo fBeobe 56 it ST Rat CORoPas, BRSBTC.
are Bﬁ?% ys%%e%%Q %dcb 598 dahgTha?E§u1€§ B%séaeon the

dat a nmenor he I car e pleces o

reguhaf RLEGES$hkenfrer pRk-yon B3a aBdeP8btnbaufahibBorized

conflguratlons shown in FIGS. 4 and 9 respectively.

The piceess @h m@g@hathereﬁesgnaE befocent seneP3ahandlural

P3b correspond to various series of processes

execubedabyist he kBecacdcirdFosiegabhpkepnanthbhézedsprogram

where plural applications for realizing WO 2007/ 145366
10 PCT/ drPe@7Lb6nr36Be r86ular control program.

Next, an example of the sixth fraud detecting
process which is the second embodiment applied to the
IC card 1 will be described.

In the sixth fraud detecting process, it is

15 assumed that the unauthorized access is detected in the

log data based on the regular process information P3
(P3a and P3b) of FIG.: 12.
In the sixth fraud detecting process; it is

assumed that plural pieces of regular process

20 information P3a, P3b, .. are previously stored in the
data table l4a of the data memory 14 of the IC card 1.
The pieces of regular process information P3a and P3b
have the configurations shown in FIGS. 4 and 9

respectively. The pieces of regular process

25 information P3a and P3b correspond to various series of

processes executed by the IC card 1. For example, in

the case where plural applications for realizing



various functions are stored in the data nenory 14,
the pieces of regular process information P3a, P3b,

WO 200744366 set in the applications respectivel ypCTi007/062363
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plural pieces of regular process information nmay be

set in one 5 application. In the sixth fraud

detecting process, it is determned the presence or
absence of the regular procesg3enformation in which

the regular command matched with each conmand in | og

data is defined. Wien 10 it is determ ned that the

r egukak ipuecesscktnbasmateoBtor8dWhhcbhéheat eguemory 14, the
command havi ng the contents and. sequence matched

W t hptibeesonttentgudnd pequenseinfoemghiovoRBandPBh, | ogare
data is defined does not exist, the IC card 1

det eseicnés that aphéigaalioner reedeatévssyi s Fadeplusal

Wien the 1 C card 1 _determ nes that the unauthorized
accePierssnaderegHearcPEaras: hBEPFM@EiPReMa%t RPnSFt 1N one
devi ce Ehat t he unaut hori zed access is detected from

the PBRLdSf51°Br a part of or all the functions

possessed_ by.the |.C card_1 ar d at .Ls,;.in
t he case %ﬁe? etﬁéxgﬁeéggugfd§g§E?§§8 Fég%gg’ %k S

infoﬁgﬁgkgggggét?ESpF%géﬂgeFbgiaggeﬁéé Skorgd rLguibe

data tab card 1 executes the fraud

det ept-begsBr 9pe8smat Mbhaint Qni bR tREr t8gandrf tbihand
fraud detecting processes to the | og data using the

r eguhak cRodpweeBssathf esim@thaninPBagwhebat he #iéfshed. When
received command is the select request of the

appl icatisodeARPtmifthd tBatcahd tegmésut psothesfinfidrmation
detecting process simlar to WO 2007/ 145366

PCT/ 1R2001tb62B63reg8¥ar command having the contents and.

sequence matched with the contents and sequence of each
command in log data is defined does not exist, the IC
card 1 determines that the unauthorized access is made.
When tﬁe IC card 1 determines that the unauthorized
access is made, the IC card 1 notifies the external
device that the unauthorized access is detected from
the log data, or a part of or all the funétions
possessed by the IC card 1 are stopped.

That is, in the case where the pieces of regular
process information P3a and P3b' of FIG. 12 are stored
in the data table 1l4a, the IC card 1 executes the fraud
detecting process similar to the fourth and fifth fraud
detecting processes to the log data using the regular
process information P3a when the first received command
is the select request of the application APl. The IC

card 1 executes the fraud detecting process similar to



the fourth and fifth fraud detecting processes to the
| og data using the regular process information P3b

wob@n143e first received conmand is the sel eceCT/Erpueri62363
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of the application AP2. 5 Next, an exanple of the

sixth fraud detecting process will be described. FIG

26 is a flowhart show ng the sixth fraud detecting
process. The process of FIG 2@3corresponds to Steps

S402 to S405 of FIG 18, and the sixth fraud 10

detecting process is executed imedi ately after the IC

car dthel $oluthednan riresetrauvhastebeiagnperoteskenend the
11 of the ICcard 1 is turned on (reset) by receiving

t he rladi dawavesfingmthee rebGlear grprecessnfigrdatvion B3b when
the control elenent 11 15 initializes the variable n
(n=0}heStfepss70@reiznd cemmsndt he tbg datgct request of the
corresponding to the |last series of processes (Step
S701pPPTAEALtIPRe AEentrol el ement 11 initializes the

variable n to set the vari ahl nto ntl St.e 70
and conpat&Etrhéc GRS & ?H@ ﬁ}Fﬁh26r%88eg§§8C%Ahg
conmand in the Io%ed ta to ge contents of the n-th

r eguPAP €S fmid | eScrib

the“regular, process infornmation

(Step S703).. as e [ suht £Fi-Bug
Step. S7037rhe Comt For Sl eheRt TLoar Phe T eary i a8

deteG@E%%%iWBebQ%Ee@%.no@hbhErB@@HEanDFQGGSQG corresponds
information i'n which the n-th regular conmand havi ng

t he ¢onterps wADChed BUOB bliercant @df sanl the aikhhWoraud
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detecting process is executed immediately after the IC
card 1 is turned on (reset).
When the control element 11 of the IC card 1 is
turned on (reset) by receiving the radio wave from the
IC card processing device 2, the control element 11
initializes the variable n (n=0) (Step S700), and reads
the log data corresponding to the last series of
processes (Step S701). Then, the control element 11
initializes the variable n to set the variable n to n+l
(Step S702), and compares the contents of the n-th
received command in the log data to the contents of the
n-th regular command in the regular, process information
(Step S703).
On the basis of the comparison result in Step
S703, the control element 11 of the IC card 1
determines whether or net the regular'process

information in which the n-th regular command having

the contents matched with the contents of the n-th



recei ved conmand in the log data is defined exists
(Step S704). In Step S704, the control elenent 11

W@ 0upasses t he contents of the n-th regul ar conPEr@P2067/062363
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the regular process information selected in Step S705
5to the contents of the n-th received command in the
log data. Accordingly, the control elenment 11
deternmines the presence or absesce of the regul ar
process information in which the n-th regul ar conmand
in the regular process information selected in Step
S705 rt@ehavidngotmhanaonhenhs ovychadawithdebhéneantrntss
of the n-th received coormand in the log data is
def i nedep Wiéd)t heIcohtepl SéPépehheldonfroheel &nentdll
determ nes that the regular process information in

whi clkombersst kheeganaengsmrndhRabirby rREUEBAL @ﬁm@amg in

mat ched with the contents of the n-th recei ved comman

in tﬁ@eléﬁgﬁéﬁé P§08§ﬁﬁné8f8%W§FéO?YESlPﬁt%?ebns§6ﬂ? $705

th t 1 I t th

in?o %FSnCPH Eh %h%gﬁegh eﬁ%?é? v ar oﬁétcﬂeghe log

WI t h t h }%gco é??hcgn‘gaggf‘l{',?Ogegh_Qﬁ?n&Sifpdgzgﬁl)ﬂlnes
e ur a

20 In t é case preces of regular
Pr OCEHS E@EQ@H@EI@@ 5Bs@nb@hothehe tega@gylgtoeeggand

havi ng the contents matched with the Contents of the

comapg@oipaei¥adif- WRiks @8ki nedhexkghlatheo@@ahdoin the
el ement 11 of the I1C card 1 selects the pieces of 25

r egulragupeecessceskot A@birnatasnasedadtddt én Step S705
Consequently, the control elenent 11 of the IC card 1
can seguegt thkl gonaendw mhechedukWathptbeesgntents of the
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n-th received command in the log data is defined.

When the control element 11 of the IC card 1
detérmines that the regular process information in
which the n-th regular command having the conténts
matched with the contents of the n-th received command
in the log data is defined exists (YES in Step S5704),
the control element 11 selects the regular process
information in which the n-th regular command matched
with the ﬁ—th received command is defined (Step S705).

In the case where the plural pieces of regular
process information in which the n-th regular command
having the contents matched with the contents of the
command received n-th is defined exist, the control
element 11 of the IC card 1 selects the pieces of
regular process information as a candidate.
Consequently, the control element 11 of the IC card 1

can sequentially narrow the regular process information



in which the n-th regular conmand nmatched with the
contents of the command received n-th is defined from

wo bm7neged ar process i nformati on whi ch becomespthaP2007/062363
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candidate. In other words, in the Step S704, it is 5
determ ned whet her or not the regul ar process
information-in which the first to n-th regul ar
commands matched with the commwds received first to
n-th are set exists. Therefore, even if the plural

pi eces of regular process information in which the

r eguliar wha ceormends thaviengglbhe coanansegaenbhedaweéth the
partially defined exist, the IC card 1 can determ ne
whet ententsoo ft ke cegmbad peceéssdi nfohmasi dafined from
whi ch the regular commands matched with the

sequémiei alelop leac pireegssconfranistape wbichxpgegmessthe

When the control element 11 of the IC card 1 8 ects
the r@g@iaetsrocdds othfsr HREFSn R whPcHTERCA’ ?engan

e e haro Bkt het But BP LEE SROINAF BRochSE [ho
unaut, h%r%neagl GCE3S g‘ﬂ:ﬁckh RLQEEeSS hatﬁorga{mg@t 88mmands

to the ata base er or not

Conpﬂ%%%%%db%ﬁ@%e@hélEoﬁﬁgnﬁgc§b¥QQVe@0@H§§gStbnntBS are
ata and the regular conmands in the regul ar

process eixAfs@ismat e rRlfoks, carBhetigdthst ppubd@7pieces of
Until. the control element 11 determi nes that the

unautregfiilaed p2bcaceess fdeimattibngipr ebésh thecoaphébed,

the control elenent 11 returns to Step S702, and

r epeaboadiaydse kevungs thke spmecessuenceherst ppst $702yt gefined
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exist, the IC card 1 can determine whether or not the
regular process information in which the regular
commands matched with the sequentially received
commands are set exists.

When the control element 11 of the IC card 1
selects the regular process information in which each
regular command matched with the received command is
defined, the control element 11 determines whether or
not the unauthorized access detecting process is
completed to the log data based on whether or not the
comparison between all the received,commands in the log
data and the regular commands in the regular process
information P1 is completed (Step S707). Until the
control élement 11 determines that the unauthorized
access detecting process is completed, the control

element 11 returns to Step S702, and repeatedly

executes the process in the Steps S702 to S707.



When the control elenment 11 of the IC card 1
determ nes that the regular process information in

wokioch43he n-th regul ar command havi ng t he conP@nIrR007/062363
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mat ched with the contents of the n-th recei ved command

5 1in the log data is defined does not exist (NOin

Step S704), the control element 11 stops the series
of processes to execute the enror process (Step
S706). For exanple, in the error process, the contro
element 11 notifies the IC card processing device 2
that the fBeuwnaticheoinzedlaetessntsllebéctrd, I0r cargait
of or all the functions possessed by the IC card 1
are sktoppadnesWibatatparreghlar mkbcehe fuhermehson in
possessed by the IC card 1 are stopped, the IC card 1
i s cohfirjutbd suth regutas ggmmaaﬁ @Vapg the contents
restricted functions are 15 enab

| at ePafEReroNédr EREVEPYTRPBEeSE. t?ﬁex F%cB@%?ﬁved command

process scrlbgd L at

t he &Haﬁg%ohpge8g§80é§s eaéngtgaggﬁigﬁa%xfégnglxthn Step
fraud,ggt e%hngceag%g;%wmé be, dgsg g;gb@ﬁe 30 FLG 27

shows "an’ éxanpl € o unau orlzed access detected

by tE?oébéEstEBUQXQ@E€EttH8 PEPSBSSrocklsi $5885USRMG) .
that "the pieces of regular process infornmation P3a

and P3b ekambbe, 12natBepee¥bpUstycest prelei Bohbeolaé Bement
tabl e 14a of the data menory 14. In 25 the sixth fraud

det etlli ngtproeesshet he cantirptoeteseny dédtioé 2heha the

card 1 determ nes the presence or absence of the

r eqgubharuphoceégsdi atoerat iondeheahédh ohearegutapfvey all
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the functions possessed by the IC card 1 are stopped.
When a part of or all the functions possessed by the IC
card 1 are stopped, the IC card 1 is configured such
that a part of or all the restricted functions are
enabled by the later-mentioned recovery process. The
recovery process will be described later.

Next, an example of the unauthorized access
detected through the sixth fraud detecting process will
be described.

FiG. 27 shows an example of the unauthorized
access detected by the sixth fraud detecting process.
It is assumed that the pieces of regular process
information P3a and P3b of FIG. 12 are previously
stored in the data table 14a of the data memory 14. 1In
the sixth fraud detecting process, the control element

11 of the IC card 1 determines the presence or absence

of the regular process information in which the regular



command matched with each received command in | og data
L4 is defined. As shown in FIG 27, the ICcard 1 to

wokioch4Bhe si xth fraud detecting process is appl/iedo7/062363
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selects the 5 regular process information P3b as the

regular process information in which- the regular

command matched with the first received command in

the log data L4 is defined. Thi4q is because the
processi ng paranmeter "AP2" of the first received

command in the log data L4 10 is matched with the

pr ocessmagdpananhtdr wiAR2taah theeifredstommgudiain log data
command in the regular process information P3b while

bei ng4nas metfched.with the processing paraneter "APL"

of the first regular command in the regul ar process

i nformati &5 PBawn AnsEéR - c&gesthESIptC?§ddét§PnWhé8h the
whet her or not the received comuands uen

the Firsl fECuMyEaTEBmMBRAPFACTRE | bge0his aegiecls the
tched with th d

o1 0c6ea Ul oPRAEPGR RO RS RbwR>Pnep Eoe§onfpr, ppocess

second fLematye i Owﬁggnaege'pﬁgﬂfa%hgoﬂggﬁd hB€eneq witn

procéssing paranst er of her

the prECessLRY -RREAYBLCEomhEndkeY KRe 185 hheathyrds
regular command in the regular process infornmation

P3b. gAgeaedi nghyist he bEcaGakdthedpgteeatsesgt patahbeer
contents of the second 25 recei ved conmand are not

mat cha@2w bl the comsentecefvetiheomeenddineghkéatog data L4
command in the selected regular process information
P3b. iknmethbedweits, thhept@bcasdnq WOr2007£1458B8” of the

PCT/ JP2007/ 062363 142
first regular command in the regular process

information P3b while being not matched with the
processing parameter “AP1” of the first regular command
in the regular process information P3a. In such cases,
it is determined whether or not the received commands
subsequent to the first received command in the log
data are matched with the regular commands in the
regular process information P3b.

As shown in FIG. 27, for the second received
command in the log data, the processing parameter is
“key K1”. On the other hand, the processing parameter
is “key K2” for the third regular command in the
reqular process information P3b. Accordingly, the IC
card 1 determines that the contents of the second
received command are not matched with the contents of
the second regular command in the selected reqular

process information P3b. In other words, the IC card 1



determ nes that the regular process information
mat ched w th the second received. conmmand does not

we@zio3t4s3eAccordi ngly, in the exanple of FIG 20CT/i1607/062363
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control elenent 11 of the IC card 1 determ nes that
the 5 unauthorized access is made in the series of
processes indicated by the |og data L4, and executes
the error process in associatilap with the

unaut hori zed access. Thus, in the case where the
plural pieces of regular process information are set,

the leteandntst @hat0tWi ghglinarspxbbebeaud rdemaetibngmatched
process is applied sequentially determ nes the

presened aheaksente akceheedr egnhhandpdoeessot exist.
information in which the regular command matched with
each Acecgidied lyonandhen ekegrdat @f FAgi- cdt/k n§heneontrol
contents of the already-executed series 15 of

pr oc&dsaenits ldepifnéde WhefatBell eetgrainegetBafki ABE
that the regul ar process . information in which t

h e
r egulVBR WEERFeFEInRCERES WSt RAd&ch™r EREi $€41ESnRANET PHRESSES
|l og data i s defined dges not _exist, the I
elewéﬁplcf%egf Whg%FC ggrga%ad #érﬁpﬁegxgﬁgkgghghe srror
unaut hori zed .20 IS ,.detect f ; d
Thor rore Y 4h RESERR Prafithe e, PSR pAg8 a Ress

plural pieges; ofi J @3 xRN QEese khkopTRtLanpsakekeos
stored according to various processes, and the

unautenilzed p3eeess Gafokeadebached seen ikhet e phudal to
25 pieces of regular process information are stored.

That whiish even sikthheé rbhGdcaedebainggptrbeesar isuspplied
functions, it can be detected that the unauthorized
accessqueniadd IWdJ2AeZMmiss366 hPCPLrep200%/ 0623bgengg30f the

regular process information in which the regular
command matched with each received command in log data
indicating the contents of the already-executed series
of processes is defined. When the IC card 1 determines
that the regular process information in which the
regular command matched with each received command in
log data is defined does not exist, the control element
11 of the IC card 1 determines that the unauthorized
access 1is detected from the log data.

Therefore, in the sixth fraud detecting process,
the plural pieces of regular process information can be
stored according to various processes, and the
unauthorized access can be detected even if the plural
pieces of regular process information are stored.> That
is, even in the IC card having the various functions,

it can be detected that the unauthorized access is made



based on whether or not the correct process contents
are detected fromthe | og data. The sixth fraud

wa@ledoasi3ng process can also be realized by cobdi/nnom$2363
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with the fifth fraud detecting 5 process. That is, in

the plural pieces of regular process information to

whi ch the sixth.fraud detecting process is applied,
the information (perm ssible tiggg) indicating the

regul ar reception timng my be set to each conmand
as shown in FIG 9. In such cases, the IC 10 card 1

can getedmonewnBehBer o@r npet thheceerrBadpksceseCebNEdnt s
at the correct timng in addition to the contents and

sequareedetethedr eeenvetdecobnaddtbn the | og data.
Even in the IC card having the various functions, it
can be defleet edxtthatf rehed deaethaongzedotssaccessailso be
made based on whether or not the correct process

cont esed iand Pecepmbénatinnnyibhethet 6¢fEl frand dpkecting
log data. Inthe IC card to mhiih t he second
enbo&Fﬁﬁﬁ?frshTﬁﬁﬁlFéd,lPhEh?oﬁ Bagd PhEFEat Phoremelar
contents of t 20 ' . .
O Bab%b0 R B o BhuES: PHiBE RERBSRE B FLbed sececting
retaj he _c - 0 h ' . .
e Pi gbat st ARLEILS, Ot SncLERERHEN (POTRIEEILT Line

Cont§HH§CQEihBet5699&§5189”?38%?t58n thRihEOMhArbe set to
process i nfornation en the ICcard is 25 turned on

next ek copRdntihgsuBablRoi hzedcacgessTthSsudrt essed, i the IC
the series of processes indicated by the |og data
whenchlhe neeehvedteemimadwhether omatobedtietboMfand is
2007/ 145366 PCT/ JP2007/ 062363 - 144
received at the correct timing in addition to the
contents and sequence of the received command in the
log data. Even in the IC card having the various
functions, it can be detected that the unauthorized
access is made based on whether or not the correct
process contents and reception timing are detected from
the log data.

In the IC card to which the second embodiment is
applied, the log data indicating the contents of the
series of processes executed according to the commands
from the outside is retained, the contents of the
received commands in the log data are sequentially
verified with the contents of the regular commands in
the regular process information when the IC card is
turned on next time, and the unauthorized access is

detected in the series of processes indicated by the

log data when the received command is not matched with



the regular command. Therefore, according to the
second enbodinent, it can be determ ned whether or

woedo7nsecomand received fromthe | og data aPEr/inee07/062363
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regul ar contents and 5 sequence, and the IC card

havi ng high security level in which the unauthorized
access is detected fromthe log data can be provided.
Next, the recovery process of rnaqovering the function

of the IC 1 card in which a part of or all the 10
functions are restricted (stopped) will be described.

As deser irhgdiako¥emmbha.! C card 1 executes the error
process, in the case where the unauthorized access is
det ect ed trheeegbreheaticbstiihg tbi tdef saudnddembotliimgnt, it
processes which are the first enbodi nent or 15 the

f our thnt besdrthriinad wbetberngrpnotetbescahinendareceived

the second enbodinent. In the error process, a part of
or aﬁkomhéhﬁuﬁégl6ﬁ§apé§§e§§@drﬁ9u@ﬁé FenbapES 128fe

restricted (stopped In the restrictjo
func§P8H§nC?ora§§a FelCt Farhel aVﬁF%rhﬁ?boﬁeﬁgﬁﬂtYnlevel in
|cat|o

. abled (I ocked
functPARR &g BppaanoB} 25l 8u?F8% o EohpohalottLAULAL 1og
accoagkggcgg fhe ?gbgggdrequest (sel ect command) of
the ~applrcati Pon’ realizing the functionis

rej ected. ybitt henbCreabdelyWBeseekdneti @BchbSering the
restricted, it 25 is neceSsary to execute the

reCO¥QhﬁtﬁbﬁCS$StﬁE ICeco¥gkENgnt WRiERSAr petedof or all the
function using a predeterm ned procedure. The

procedﬁbtlbﬁeessaryeBOrVEk260?éﬁ45566 will be described.
PCT/ JP2007/ 062363 145
As described above, the IC card 1 executes the
error process, in the case where the unauthorized
access is detected through the first to third fraud
detecting processes which are the first embodiment or
the fourth to sixth fraud detecting processes which are
the second embodiment. In the error process, a part of
or all the functions possessed by the IC card 1 are
restricted (stopped). 1In the restriction»of the
functions, for.example, the key information used in the
verification is disabled (locked), a particular
function is stopped, or execution of a process
according to the select request (select command) of the
application for realizing the function is rejected.
In the IC card 1 whose function is restricted, it
is necessary to execute the recovery process of

recovering the restricted function using a

predetermined procedure. The procedure necessary to



recover the restricted function is appropriately
determ ned according to the operational node of the IC

w@a00d/14336d N t he case where an adm ni strat or wWhPeCTRERAQRHE2363
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the ICcard 1 or a particular function in the IC card

1 5 approves of recovering the function of the IC card

1 possessed by a user according to a predeterm ned
procedure of the user, it is asggmed that the IC card
1 is caused to execute the recovery process with the
IC card processing device 2 operated by the

adm pksbatothel@eEt Gic28di suactiomchar ipshept ngtaly
recovery process of recovering the function

rest decteslihadt hecb€deagdtd. thdhepéltantbarl oddEl & 28 IC
shows the process in the IC card 1 having the
rest cacted. f ufiot tba. Caﬁethber¢e@@r&@mé@l$nhet®bnw@¢ manages

the ICcard 1, it is assumed 15 that the command
excephef &6F eﬁédvérPryarEQHESFu%ﬁ¥hfu@%eleﬂn%%u%@?a&%rcard 1
key are not accepted (rejected) When th

recefPBECYRE PAdFBCRETEL 9oﬁp?h§u?%Fb%PdogrB%%sg'

the BonsrSBioPy Sortaneatrd da%gnféi‘%e%u?@%t%%‘g@%%ﬁs
unlt8£§§§§y§§0%} tﬁQdUEQ§ rf§e£sp£9§§ﬁ§d'§h§§eﬁﬂeeﬂc card 1

(Ste After the reset process is conpl eted,

the ¢ cafided t8 LRetheeStRterdfovdh Cﬁré@@séchﬁﬁﬁdtﬁe ic
.can receive the conmand fromthe | card processing

devi ggra Fﬁb@@s§$ﬁ§)de5ﬂéeng bper2bestiapdblye sta@henistheator.
control ement of the ICcard 1 deterni nes

whet her oFIgot 28hésr acélvedheptmandwisgt Aerecovaandpopcess
the verify request with the administrator WO
2007p145866vPCThIPRDO7f0682BEGN tdstricted in the IC card 1.

The flowchart of FIG. 28 shows the process in the IC
card 1 having the restricted function. 1In the
restricted function of the IC card 1, it 1s assumed
that the commands except for the verify request with
the administrator key are not accepted (rejected).
When the IC card 1 receives the radio wave from
the IC card processing device 2, the powef sﬁpply 16
generates and supplies the‘power supply voltage and
clock pulse to each unit (Step S801), and the reset
process is executed (Step S802). After the‘reset
process is completed, the IC card 1 is in the state in
which the IC card 1 can receive the command from the IC
card processing device 2 (Step S803).. During the
standby state, the control element 11 of the IC card 1
determines whether or not the received command is the

command of the verify request with the administrator



key (Step S804). In the I1C card 1 having the
restricted function, only the command of the verify

WO epagsizeoM t h t he admi ni strator key i s accept eRCT/¥eo07/062363

10

15

20

25

the control elenent 11 of the IC card 1 5 determ nes
that the received command is not the conmand of the
verify request with the admnistrator key (NOin Step
S804), the control elenment 11 rndjeects the execution
of the process. according to the command except for
the command of the verify request with the 10

adm Riest r(atep keyp4a( St epnS8AHE) ICWhendt heheonhgothe

el enent 11 of the IC card 1 determ nes that the

r eceiresti réotrmendunstihe, comtintdhef comhendeef f yhe eyaesfy
with the admnistrator key (YES in Step S804), the
cont reluessnEathlthexeeniBsStRatoer kKey 15 preeeEedwith

th dm ni strat k di t h d (St
Lhe g0m mistrshor key,according to,the, comond (Sep
B Lot KBl b3 P25 Lt BT 1200y commana

reco . sune
recog%r hRM 9&e3% ! e 68§Ht$gt ﬁ5n59€rggor ﬁ%¥ (NO in

r n a
SUCCess UE verl ?y process w tﬂ %ﬁg égm ni strator

Wiengthe e@Blfol tghepBAtrdl Blembhe L€ sajdcidsfahbs

to execute the verify process with the adm nistrator

key,e&@%uQQBErBE_@h@aﬁﬂbcéésSEQQSthﬁg866iEBeOéommand
processes. That is, en the control elenent 11 of the

25 | excapd fofathe tommxedubé the verify peqguests with the
the adm nistrator key, the control elenent 11 rejects
t he adreécdsicontofr khg (Etepeb§Oplocess according to

the WD 2007/ 145366 PCT/ JP2007/062363 147
When the control element 11 of the IC card 1

determines that the received command is the command of
the verify request with the administrator key (YES in
Step S804), the control element 11 executes the verify
process with the administrator key according to the
command (Step S806). It is assumed that the verify
process with the administrator key is always executed
before the recovery process.  That is, it is assumed
that the recovery process is executed only after the
successful verify process with the administrator key.
When the control element 11 of, the IC card 1 fails
to execute the verify process with the administrator
key, the control element 11 stops the series of
processes. That is, when the control element 11 of the
IC card 1 fails to execute the verify process with the
administrator key, the control element 11 rejects the

execution of the recovery process according to the



command for requesting the function recovery. Wen the
verify process with the adm nistrator key is

wGaumecrssbal | y executed, the control el enent 11POFf/JR2%0€7/062363
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ICcard 1 enters the state in which the contro

element 5 11 can accept the conmand for requesting the
function recovery. \Wen the control element 11 of the

IC card 1 receives the conmandsfior requestlng t he
function recovery fromthe |IC card processing device

2 (Step S808), the control elenment 11 executes the

r ecovgehmahl PbeCcCesguektifgovREi Agntheoh upstboary .

according to the comuand (Step S809). When the

recovery @heaeshei serddypbebedsst iétheshei gtiministrator key
function is enabled in the IC card 1. Additiona
advansagescendfnbdlyf esachbad, vihe aonteadi ¢yemertrlt oof the
those skilled in the art. Therefore, the invention in

its BFoadEr AsPBEEES| ENACPLAFAI +RdVRHCht HRe spRRFFPE element

details and re t t di ts hown
s et bEAMNBFEPRE  RBCOFBTHANG  Coby TOULeS hOM { Huar FaRgtion

scopﬁgggegﬁgmgéﬁggélgﬁ%SéL%QQOErQTL&Q tzglsgfrfﬂeof% card 1

rve concept as def

2007 THES8G-pEAT 2PIBOS ooabs” 1B € 1o A To M e eI

port?@h@v@kgcffgﬂ'EhgethéaEanfbééggln@ stpragex unstep
in which information indicating correct process

contephs) | StEtorBHt rblaclemepti DN &Rétutds cbhée ecetvesry

a connand for requesting a process from an externa

devi pepcess of recovering the function according to the
command (Step S809). When the recovery process is
completed, the restricted function is enabled in the IC
card 1.

Additional advantages and modifications will
readily occur to those skilled in the art. Therefore,
the invention in its broader aspects is not limited to
the specific details and representative embodiments
shown and described herein. Accordingly,>various

" modifications may be made without departing from the

spirit or scope of the general inventive concept as

defined by the appended claims and their equivalents.



a determ nation unit which determ nes whether or not
process contents to be executed according to the

we enasiies ecei ved by the reception unit are naPCharRR007/062363
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with 10 the process contents stored in the storage
unit; and an execution unit which executes a process
according to the command received by the reception
unit when the determ nation uni4sg determ nes that the
process contents to be executed according to the
command 15 received by the reception unit are matched
Wth the process contents cstiorred iMm1 g he storage unit.
2. The portable electronic device according to claim
1, whereimn.i nfrorgeattiati & rdiecdtriong ca deypeecamdm@grising:
processi ng paraneter of each correct command is
stored, 2@ a@dndos matiitordn miicht iimdg ogoetdeon pgnddéessing
contents, in the storage unit, the detern1nat|on unit
deteﬁﬁﬁﬁ%?ﬁMQHQQﬁﬁSoﬂoﬁgﬁnés ﬂ?pétﬁﬁé & processing

paranmeter of the connand re e by the receptiagn
unit are RatfGTEP Wi ﬁ&ﬁ&ﬁaﬁﬁcfévﬁﬁo€e§§W%ﬁn% for
par AEEe 1r1t he ¢ rr f eeCt (1)_’ m gg‘l %g(%re%glall ev1%e
storé&@uﬁﬁlt Yaid PERE“EXectfMon "uni't Séxecut'es "a°’

process a%FQﬁgﬁﬂgukgfwgn2%QZQ1%%§@% @g{ %%éggé/@ﬁ%%ﬁér or

149 the command recei ved by the reception unit when

the pdet oriidRall eBn¥Rihk sdebebal agschiat hbeok¥RB8gaRE the
processi ng paraneter of the command received by the

I ecepon@andnire calieedmbghetdewrktheplieohypai@ndre matched with
processing 5 paraneter of the correct command
st or ethel pricle sst avagentsnistored in the storage unit; and
an execution unit which executes a process
according to the command received by the reception unit
when the determination uniﬁ determines that the process
contents to be executed according to the command
received by the reception unit are matched with the
process contents stored in the storage unit.
2. The portable electronic device according to
claim 1, wherein information indicating aAtype and a
processing parameter of each correct command is stored,
as information indicating correct process contents, in
the storage unit,
the determination unit determines whether or not a
type and a processing parameter of the command received
by the reception unit are matched with the type and
processing parameter of the correct command stored in
the storage unit, and

the execution unit executes a process according to



3. The portable electronic device according to claim
2, wherein a plurality of values can be stored as the

wWEer@crssse1g paraneter in the storage unit. 10 BCT/I607/062363
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portabl e el ectronic device according to claim 2,
wherein informati on indicating a reception sequence
of correct commands is further stored as the
information indicating the corrierd process contents in
the storage unit, 15 the determ nation unit determ nes
whet her or not reception sequences, types, and

processd RGOS vedf Hyhe heoreregs isequent ahleyr the
received by the reception unit are matched with

r ec epld tyrnsieGitaee sin ity pes e raviche sprrheés shieg tygpearmsder s
of the correct commands stored in 20 the storage

uni t ,pravw stsieceyeq@mede umitt tdee coneangr segsdaed by the
according to the commands sequentially received b

. y .
the rEsgntion Wit agfematisdedetidithi fRE S¥PEnpPd processing
determ nes that th reception sequences, types, ,and
pr oc &8s Y5 &rfet O IS Y (ORGP G CTEGuSRt iFAR yLtorage
recei%SQ'by the reception wunit are matched with the
receptl’™on sequences, types, and processing paraneters

of the coryectngo tored MO 2007/445366 di t
PCT/ JP2007) 062383 Lot oi‘bsﬁeﬁ et g:ge 48 agcording to

por t ahl B ne 122 CtyhHeG rd eV e raa6ehdio¥d v uesl @ be stored as
wherein information indicating a perm ssible range of

a reag ipddddilsamvalpiemseen dor teet storagedsini ti.s
further stored as the information indicating the
correct proocesthecgntmsrtsld reltcdme rsindriage wimiet according to
claim 2, wherein information indicating a reception
sequence of correct commands is further stored as the
information indicating the correct process contents in
.the storage>unit,
the determination unit determines whether or not
reception sequences, types, and processing parameters
of the commands sequentially received by the reception
unit are matched with reception sequences, types, and
processing parameters of the correct commands stored in
the storage unit, and
the execution unit executes processes according to
the commands sequentially received by the reception
unit when the determination unit determines that the
reception sequences, types, and processing parameters
of the command sequentially received by the reééption
unit are matched with the reception sequences, types,

and processing parameters of the correct command stored



the determ nation unit determ nes whether or not a
reception interval between a command received by the

WO e@epsizen unit and a command i medi at el y pri oPCT/@P26062363
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10 command received by the reception unit exists

within the perm ssible range of the reception

i nterval between the correct commands stored in the
storage unit, and the executiomamit executes a

process according to the command received by the
reception unit when the 15 determ nation unit

det erifi Re%e td@rddee uraception interval between a

command received by the reception wunit and a comand

i mredi at el5. priter goorttdid ec erirmrid-orriec elevedebypadegding to -
reception unit exists within the permi ssible range of

t he radadpt ilon vhetrerivali nfermedn onhd ndigagdngeet permissible
commands stored in the storage unit. 6. The portable

el ectiegwiec afed é@%drod’l Agtes vad| évi%wgenme.réﬁﬁt commands

f or mat whi ch ¢ , . f
L&S&%ﬁﬁe&r Vsaa'o"r@& e Rene Fbrracd o gRaraL 1y the

i ndi cated hy t nunber cl Qcks , of .t abl e
eIectr&ﬁ'é% \ﬁocess 99&5%? Slg%t%g% F%E%aéé Eﬁl% and

the deternd e er %4 &le O th t
2007/ 14536&%%6%%623&31&151\%{éﬁgﬁnuﬁbgrh%g o¥or not a
cl ockS ddpHiGRE 1R R 1 @eeRide@N &l Ribginkald reekweed By the
command received by the reception unit and a comand

| Medicdeplti pr @it @ridhe command rnexeidiedely ptrher to the

reception unit exists within a range of the nunber 5

of cloarkmrncdiecatiivegl tlye ther messipttlionr angé ekishie within

reception interval between the correct comuands stored
the permissible range of the reception interval between
the correct commands stored in the stprage unit, and

the execution unit executes a process according to
the commandrreceived by the reception unit when the
determination unit determines that the reception
interval between a command received by the reception
unit and a command immediately prior to the command
received by the reception unit exists within the
permissible range of the reception interval between the
correct commands stored in the storage unit.
6i The portable electronic device according to

claim 5, wherein information in which the permissible
range of the reception interval between the correct
commands is indicated by the number of clocks of the
portable electronic device is stored in the storage
unit, and

the determination unit determines whether or not



in the storage unit. 7. The portable el ectronic device
according to claiml1, wherein a plurality of pieces

w@boornisséeat i on 10 indicating correct processPCDIR20OT®2363
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corresponding to a plurality of kinds of series of
processes are stored in the storage unit, the

portable el ectronic device further- conprises a

sel ection unit which selects infsarmation indicating

the 15 correct process contents fromsaid plurality

of pieces of information indicating correct process

cont emfes nsin@leed oifn clibe kst ahageatnny basedeeBpeobheth8erval
of the commands sequentially received by the

r ecepleitereenniat commheddekeenivedt bgnthri redepeinnnesit and a
whet her or not 20 the process contents of the comrand

r eceicpadhapy tiheedietepti erigmi toakbengpifagd received by
with.the,information . indicating. the correct process
cont &Res T§ErPBELen Bipitne*isépelitBANUAI FangRdOfhEhe number

execution unit e ecu%es a grocess.acc Edin to %5 Bhe
conmirid Srec&ty &d By ALhLr & SpPFEWlﬁﬁFB ﬁhé%n?ﬁeo the

det ' i it d ' t h

Cont GACEBE;PR, HBkE %) "ETLhES,, BAL, LOFRBEPCE Rnands stored

unit ;are WO.2007/143366 PCT/JP2007/ 062363 152 matched
wWith the inForna lon indicating the correct process

contents sel eghedpbythhgeseheckireRidndbvi8e &BBording to
portabl e el ectronic device according to claim?7,

furt kesi@onpr wbengianaapphiradtitonost ptagesuatt inbormation
which a plurality of applications for executing
vari duslisetieg obrpeotepsesecasecshoents correspoqding to a
plurality of kinds of series of processes are stored in
the storage unit,
the portable electronic device further comprises a
selection unit which selects information indicating the
correct process contents from saidvplurality of pieces
of information indicating correct process contents
stored in the storage unit based on contents of the
commands sequentially received by the reception unit,
the determination unit determines whether or not
the process contents of the command received by the
reception unit are matched with. the information
indicating the correct process contents selected by the
selection unit, and
the execution unit executes a process according to
the command received by the reception unit when the

determination unit determines that the process contents

of the command received by the reception unit are



wherein a plurality of pieces of information
i ndi cating correct process contents corresponding to

W@ b@7/apyshé cati ons stored in the application stPCHIE007/062363
unit 10 are stored in the storage unit, and the
selection unit selects information indicating the
correct process contents corresponding to the
application whose sel ection is Irsequested by the
command fromsaid plurality of pieces of infornmation
i ndi cating 15 correct process contents stored in the
st or age dieidt wikasetheoninttbemacivandadfientiequesti ngrrhet
selection of the application received by the
r ecepirioor snicont@ntEheepecteabl byeltbet sepectdeni vait.
according to claiml1, further conprising a tentative
storage ufit iThe 2OnMedle gdestironientarilgel pcsesfeag to
wherein the execution unit stores the g[ocess .
cont €44 /1t K& HLERTatrPBrdfdPggénuAPPLi6Rt4ON Storage unit

ti,cul ar, d, ' .and th .t.abl, | ect i .
5 Govi 46 PrERor COMBARAEd: o 8P TaEREAP anE D T WAL ER o E1nd
cancels e RLASESS oL enLs st aredap Lhe fentali ve

;
storage ‘unit when ~determnation unit ét er m nes
that the cewmng re b%%Qi%? 8R0F1142368f information
PCT/ JP2007/ 062363 53 by the reception unit is not

mat ched 1 Walth nighe opfreees proeeskerbatshesedorfebpending to
storage unit; and a collective processing unit which

exectthes appd i cardoess stomtenta sher edpiliichhéohentaraye unit

storage unit 5 when the determ nation unit determ nes
10 t hat aalel sttherecommands stbirbgehensdéri esdof processes is

conpl eted are » B . o '
the selection unit selects information indicating

the correct process contents corresponding to the

application whose selection is requested by the command

from said plurality of pieces of information indicating

15 correct process contents stored in the storage unit
based on the commands for requesting the selection of
the application received by the reception unit.

9. The portable electronic device according to

claim 1, further comprising a tentative storage unit in

20 which data is tentatively stored,

wherein the execution unit:. stores the process

contents in the tentative storage unit for a particular

command, and

the'portable electronic device further comprises:

25 a cancel unit which cancels the process contents
stored in the tentative storage unit when the

determination unit determines that the command received



mat ched with the process contents stored in the
storage wunit. 10. The portable el ectronic device

w@ewoendizng to 10 claim9, further conprising BCT/JP2007/062363
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non-vol atile storage unit in which various pieces of
data are stored, wherein the execution unit stores

write data,  which should be witten in the

non-vol atile storage wunit, in 19® tentative storage

unit with respect to the 15 conmand for requesting

wite of data in the non- volatile storage unit, the
cancely Whd reaRgelisod héiw iitse ndat dastcbreedwiith the process
tentative storage unit when the determ nation unit

det erdures tshatt dresd cionmred steceigeedniy ;t kedr ecept i on

20 unit is not authorized, and" the collective
proceSS|ngun¥1lMWQHk¥$tnﬁ?Qﬁﬁﬁh?g darid shdicdd S¥equtes the
tentative storage unit in the non- volatile stora ,
uni t W%ﬂw& 4f Rdaree! &ﬁl. tthﬁettéflﬁﬂaﬁéé’et ﬁ&torglgﬁ unit
the c until the seri.es, r.oces

conpl ¥ S AR R oAl ReantBats 2L the

t d t t t 1.
ol ectr A gvﬁggﬁgggbfn%ﬁée%o°&c5§8ggf%%§3§€ completed are
PCT/%B%QQ%&QQ%%@?tﬁ%ﬁ%fad@s@'%on&%%%@e%t%ggﬁrh%'Q%eagtorage_

error process unit which executes an error process of
st oppifig a function of the portable electronic device
when the determnation unit determ nes that the
command r eaei verhdypdhayleceidoadrdnidnideviisena@iccording to
mat ched with the process contents stored in the
st or ageitmi%,. further comprising a non-volatile storage unit
in which various pieces of data are stored,
wherein the execution unit stores write data,
which should be written in the non-volatile storage
unit, in the tentative storage unit with respect to the
command for requesting write of data in the non-
volatile storage unit,
the cancel unit cancels the write data stored in
the tentative storage unit when the determination unit
determines that the command recei&ed by the reception
unit 1s not authorized, and
the collective processing unit, writes the write
data stored in the tentative storage unit in the non-
volatile storage unit when the determination unit
determines that all the commands until the series of
processes is completed are matched with the process

contents stored in the storage unit.

11. The portable electronic device according to



12. The portable el ectronic device according to claim
11, further conprising a recovery unit which accepts

wa@2menifdyge r equest with a managenent key from aPCT@P2007/062363
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external device in a state in which the function is

stopped by the error process unit, and which recovers

the function stopped by the error process unit when
verification is successfully executed with the
managenent key. 15 .13. The portable el ectronic device
according to claim11, conprising: a nodul e including
t he wiigtiss 19nduathedy compwhiséhqt be eedulepirscesbedded. which
14. A portable electronic device conprising: 20 a
firstexsicutage annietrriom whriock ssegifil atoppdogss function of the
i nformati on indicating process contents of a regular

ser i o refabgreoedssesongd cpdeviicaswpest heddesermépptiion unit
unit which receives a command froman external _
devi etermingsekbaft tHF GRMMARR ERCEEEM BY SNhpr sEESRT1ON
according to the co d receiyed by the reception .
uni t UPWO 2@0?PI4@ééggg%Tﬂjﬁgoégﬁoéféé§SS1%8“§g§téoﬁ80red n
stor%%% UQ%&ain Wﬂﬁ%h history information is stored,

t he istgry “Horfati on i ndi cati ng process contents

execut ed q&.th%h%x%%%EE%Qeu%ﬁ%c%%%%ﬁgi@%VﬁgeSEE%ording to

command recei ved by the reception unit; an
det echiiaqf uni,t Fuki6R rdebrets saRguaavkhekkz9dun@€CRBESch

fromthe history information stored in'the
accepts a verify request with a management key from an
external device in a state in which the function is
stopped by the error procéss unit, and which recovers
the function stopped by the error process unit when
verification is successfully executed with the
management key.

13. The portable electronic»device according to
claim 1, comprising:

a module including the units; and

a body in which the module 1is embedded.

14. A portable electronic device comprising:

a first storage unit in which regular process
information indicating process contents of a regular
series of processes is previously stored;

a reception unit which receives a command from an
external device;

an execution unit which executes a process

according to the command received by the reception

unit;



second storage unit based on the information
i ndicating regular process contents stored in the

w0 peogti4sbO©rage unit. 10 15. The portabl e el ece@€Dm2007/062363
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devi ce according to claim 14, wherein the detection
unit detects the wunauthorized access fromthe history

information stored in the second storage unit based

on the regul ar process inforndatgson stored in the

first storage unit when the 15 portable electronic

device is turned on. 16. The portable electronic

devi ce accorgidihd Gtodagienuidt Whekeiirht he stetrgctindormation
unit detects the unauthorized access fromthe history

i nf orimatsitarest,ortde hiistole seéommasuonagedunat1basedocess
on the regular process 20 information stored in the

fi r stcostendge ensiqutaide vt hee gEecablenebadtr gecerding to
device is turned on, the history information

i ndi ¢ ﬁ@nﬁrﬁ@o\ gﬁcesléfreﬁemofchsr seesetippntent; §7d

147 Tner eSS U Ry P e

proc%%%e%% Q%f%ﬂ%%%rhq t%?&hlﬂ%g#hg% Rngﬁggepsggv&ﬁe

regul-ar séries of r 0céssed is Stored as regul a

2007/¥£§§éﬁs%gﬂ%ﬁ%2%%1k0@%§@§ ohO8hBr 96283$mh R BhMLhHPRating

in the first storage unit, and the detection unit

det eclegiihe RreRRee ohtahsenceoref thetusawt heki Z€drage
access based on whether or not the type and

procesdsitng paraneter of each regular command 5 stored
inthe first storage unit are matched with the type
and proceslsi.ng Trer gretteb lef eflketcomimndervécei wegording to
claim 14, wherein the detéction unit detects the
unauthorized access from the history information stored
in the second storage unit based on the regular process
information stored in the first storage unit when the
portable electronic device is turned on.
16. The portable electronic device according to
claim 14, wherein the detection unit detects the
" unauthorized access from the history information stored
in the second storage unit based on the regular process
information stored iﬁ the first storage unit when the
portable electronic device is turned on, the history
information indicating the last series of process
content.
17. The portable electronic device according to
claim 14, wherein information indicating a type and a

processing parameter of each regular command used in a

regular series of processes is stored as regular



in the executed series of processes, the commuand
received in the executed series of processes being

w0 pai7ae3ed by the history information stored i PCT/R2000062363
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second storage unit. 18. The portable electronic
device according to claim 17, wherein information

i ndi cating a sequence of the regular commuand used in
the regular series of processagsdgs further stored as
regul ar process 15 information in the first storage
unit, and the detection unit detects the presence or
absepe®cedls tihgounautiber iaedhaceesstbasedags whetheand
or not the sequence, type, and processi ng paraneter
of each reégulcartecameandndttoded eictt st hbef prretsestcer age absence
unit are 20 matched with the sequence, type, and
procedssithg upaudimetrérzedf ackkessobmand pacehggleirnorhgot the
executed series of processes, the command received in

the towecanedrsecessing prscasses Béi Rgchnypgutay pymmand
the history information stored in,the second stor?ﬂg the

uni t StogegginThbenbirsh sterager bRt a&di Patahesr ¥

to claim14, wherein information indigati .
per mt9SPLPES PAAGE "o "8 t PTG “ab whi'ch®eaen FebargH e

command YO 2R0{L14a380 FCT/ JP2B04c002363 Ao shRLhd

be received used in the regu series o0 processes

i's fulhekest enednas ekegulkat BEe¢esSori BEBEABLESNLERANG
the first storage unit, information indicating the

ti m ngdatavbiachbyeash hiseorpndnifsrmeeebrMedtbbetinén the
executed series of processes is further stored as
hi st geyondf etoabigenundtt.he second
18. The portable eléctronic device according to
claim 17, wherein information indicating a sequence of
the regular command used in the regular series of
processes is further stored as regular process
information in the first storage unit, and
the detection unit detects the presence or absence
of the unauthorized access based on whether or not the
sequence, type, and processing parameter of each
regular command stored in the first storage unit are
matched with the sequence, type, and processing
parameter of the command received in the executed
series of processes, the command received in the
executed series of processes being indicated by the
history information stored in the second storage unit.
19. The portable electronic device according to
claim 14, wherein information indicating a.permissible

range of the timing at which each regular command



storage unit, and the detection unit detects the
presence or absence of the unauthorized access based

woriorheher or not the 10 timng at whi ch eachCTormens$2363

10

15

20

25

is received exists within the perm ssible range of

the timng at which each regul ar command shoul d be

received, the timng at which each command is

recei ved being indicated by theldil story infornation

stored in the second storage unit, the 15 tim ng at

whi ch each regul ar conmand shoul d be received being

st or ethduld e frecsti vetlonagel umi tthe2@eglilerpsetrabkeof

el ectronic device according to claim14, wherein a

pl ur @ricoe sefe spilsc daréhereglioged procegs lipnf BrAEES6n

corresponding to a plurality of 20 kinds of series of

pr oc égesrmgtd ofy dredhien fLES T iSteFradst sidde unit, and

t he detect,ion unit detects the presence.or absence. of
HOi o8t heBe s edd P, 2rophitn Bacn

t he unaut
regul ar _process infqrmati.on_ i [ r .
OV BRSSP RLERY R PARED Bl SUULEL SEPROdesses

Contq%t%ug&h%QeSE%QQBaE Cﬂqg%BngghggrﬂgkggﬁdiﬂﬁEhaoﬁecond

contents of each comrand received in the executed
2007/5145336R RBeiIAIPARQA7/ 062363 158 series of processes
i ndi cated by the history information stored in the

second st amgeldtridt.i oAl unkhe dearkicalsl e hel eeksenice or absence
devi ce according to claim 14, further conprising a

not i fafc athiecomnamithowhizehl ascestsi baesdapnexhetheglr deviheg the
that the unauthorized access i s nade when the

det edtimgmaunitt vddcdceachheommand is received exists within

the permissible range of ﬁhe timing at which each
regular command should be received, the timing at which
each command is received being indicated by the history
information stored in the second storage unit, the
timing at which each regular command should be received
being stored in the first storage unit.

20. -The portable electronic device according to
claim 14, wherein a plurality of pieces of regular
process information corresponding to a plurality of
kinds of series of processes are stored in the first
storage unit, and

the detection unit detects the presence or absence
of the unauthorized access based on whether or not
reqgular process information in which a regular command
is defined is stored in the first storage unit,
contents of the regular command being matched with

contents of each command received in the executed



unaut hori zed access fromthe history information. 22.
The portable el ectronic device according to claim 14,

WO eovhesseconpri sing a stopping unit which 10 sPOpIP2a07/062363
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function of the portable electronic device when the

detection unit detects the unauthorized access from

the history information. 23. The portable electronic

devi ce according to claim22, ifagrther conprising a
recovery unit which 15 accepts a verify request with a
managenent key froman external device in a state in

whi clkelrie sf wictiroreissesstiappedtbhy bhetatoppsngrynit,

and which recovers the function stopped by the

st oppindig rovaitti onh e oredi fincaheorecsndustessal hpit.
executed wi th the managenent key. 20 24. The portable :
el ect roni ldevilde Rocéedilegclecteraim f&viesnprreragng to
a nodule including the units; .and a body.in which the |
nodulcé 3 & éﬁbeé&égheésFoﬂpﬁéFHBH 8f“86ﬁ¥FSPFFﬂ@ gnit which
portabl e el ectroni 25 _devi ce rising: _receivin

B CoRAd 1o PequbstiRAY AcBio8eShoFr St dneBkbaria

devi Ge M0 2007, 145300, PETLIB2007( 082367 £ 183ccpes the
det erm ning whether or not process contents to be

execuhad taes9rdling @ skhe rbRCeh¥eH i SeBPRNEnESEeRhY €6n.
are matched with information indicating correct

process o¢ont enthe $oetedlien cdcstebage deivtceaBdcdrding to

executing a process according to the received
conmend,imwidn ifarithedetempiriedntihat sthpppngcesst which

stops a function of the portable electronic device when
the detection unit detects the unauthorized access from
the history information.

23. The portable electronic device according to
claim 22, further comprising a recovery unit which
accepts a verify request with a management key from an
external.device in a state in which the function is
stopped by the stopping unit, and which recovers the
function stopped by the stopping unit when verification
is successfully executed with the management key.

24. The portable electronic device according to
claim 14, comprising:

a module including the units; and

a body in which the module is embedded.

25. A method of controlling a portable electronic
device, comprising:

receiving a command for requesting a process from

an external device;



contents to be executed according to the received
command are matched with the process contents stored

WO 007t1#866t orage unit. 10 26. The control net hedr/JrP2007/062363
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according to claim25, wherein information indicating

a type and a processing paraneter of each correct

command is stored as information indicating correct
process contents in the storagewunit, 15 the
determnation is to make a determ nation whether or

not a type and a processing paraneter of the received
command are t&@ahacthgMwihe tihee brp@cangrogessessintgnts to be
paraneter of the correct command stored in the

st or agecurtietd, aawdrdd nghéocexdeutrieorivedt gompendt segeived are
process according to the received conmand when the

t ype man¢hecowdssi igfopapaienedngi cekénge€erveatcBARERES
are matched with the type and processi par anet er of

t he EONLERE ScERERE l§téré&oFﬁg€h€n§Forégg unit. 25

27. The control .nmethod accordin

i nf or mat i GFSNEHES P T FESE %loﬁfjénrgaﬁﬁe%g‘fs gecelveg

W0 S0 R, B T ge oRyEohageh, ERIEREE baobHEher
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in the storage unit, the determnation is to nake a

det e@&rﬁ@huoaremgwﬁredomat t@el peepbkBNcbAtenyYal stored in
bet ween the 5 recei ved conmand and a conmand

I medihat elty rpgieounti@ .t he recei ved conmand exi sts
Wi thin the perm ssible range of
26. The control method according to claim 25,
wherein information indicéting a type and a processing
parameter of each correct command is stored as
information indicating correct process contents in the
storage unit,
tﬁe determination is to make a determination
whether or not a type and a processing parameter of the
received command are matched with the type and
processing parametér of the correct command stored in
the storage unit; and
the execution is to execute a process according to
the received command when the type and processing
parameter of the received command are matched with the
type and processing parameter of the correct command
stored in the storage unit.
27. The control method according to claim 25,

wherein information indicating a permissible range of a

reception interval between correct commands is further



the reception interval between the correct commands
stored in the storage unit, and the execution is to

wex@ensBe@ process according to 10 the recei vRdI/JP2007/062363

conmand when it is determned the reception interval
bet ween the recei ved command and a conmand

i mredi ately -prior to the received command exists
within the pernissible range ofidde reception

i nterval between the correct conmands stored in the 15
storage unit. 28. The control nethod according to

cl ai mt2red Wheneian ia fArtadliichy ol ipiaedes @he correct

~information indicating correct process contents
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cor r gspartisngdrdent umaltiney stofrakjendsigf, series of
processes are stored in the 20 storage unit, the
met hod f urtthferdedmpHingdst oge|isc tiion@raikef or gttiegmination
i ndicating the correct process contents fromsaid

pl ur MEHPEET G EGds 2o SRRSO SEN@ilc RETHG SRorrPéct
process contents stored jn the storag&g g%% ased.an

25 cAiEt’s o~ YHe e Giehfi SYANEeé Ved ng&lor to the
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or not the process contents o he recerv
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with the information indicating the correct selected

processreentigntihe adrbhe exeeytiham is to execute a
process according to the received conmand when it is

det er m nedHehatxddg iDnpriec ess eceniert @ @frodessr aceioreldng to

command are matched wth the information indicating

t he gdleeateed ivexd eommand when it is determined the
reception interval betweeﬁ the received command and a
command immediately prior to the received command
exists within the permissible range of the reception
interval between the correct commands stored in the
storage unit.

28. The control method according to claim 25,
wherein a plurality of pieces of information indicating
correct process contents corresponding to a plurality
of kinds of series of processes are stored in the
storage unit,

the method further compriseé selecting information

" indicating the correct process contents from said
plurality of pieces of information indicating correct
process contents stored in the storage unit based on
contents of the sequentially received commands,

the determination is to make a determination

whether or not the process contents of the received



process contents. 29. The control nethod according to
claim 25, wherein the execution is to execute a

wpe@crsse®©f 10 tentatively storing the processPCDM00T®2363
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in a tentative storage unit for a particular commuand,

and the nmethod further conprises: canceling the

process contents stored in the tentative storage unit

when it is determned that the 16l5 process contents
according to the received command are not nmatched with

the process contents stored in the storage unit; and
execWomt@ridhe riey acesheeORtient $het en€drimattiBa indicating the
tentative storage unit when it is determ ned that al

20 t e reemmrds antied piribeeser iceatehtpr oeeslses i s

conpl eted are matched with the process contents stored

in the stthreagxamittion3d.s Tive exesutel anPrieee sgceccdirdgng to
to claim?25, further conprisin 25 executin

er r ofther GEEss Ve §?ﬁﬁﬁﬁﬁgwéeﬁuﬁ tﬂéndeéﬁrﬂﬁée%oFPéﬁléhe

el ectronic device when it is determ ned that
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matc the process con ents store

storage unit .. and accepting a verify request with a
management key froman external device in a state in

whi ch the )b fungld QRbrHts At ARREG DY e d8hbOk oPLAGERS 25,
and recovering the function stopped by the error
proces®rein the execution is to execute a process of
tentatively storing the process contents in a tentative
storage unit for a particﬁlar command, and
the method further comprises:
canceling the process contents stored in the
tentative storage unit when it is determined that the
process contents according to the received command are
not matched with the process contents stored in the
storage unit; and
execufing the process contents stored in the
tentative storage unit when it is determined that all
the commands until the series of processes is completed
are matched with the process contents stored in the
storage unit.
30. The control method according to claim 25,
further comprising:
executing an error process of stopping a function

of the portable electronic device when it is determined

that the process contents according to the received



when verification is successfully executed with the
managenent key. 31. A nethod of controlling a portable

webk@ctissé ¢ 10 device, conprising: receiVving BCOOMOEME$2363
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froman external device; executing a process
according to the received command; storing history
information in a second storage 15 unit, the history
i nformation indicating process 1&pontents executed
according to the received command; and detecting an
unaut hori zed access fromthe history information

st or etbnintaridhe ree ¢d neftehage winiit thas ed ocarss2@onhent s
i nformation indicating regular process contents

pr evisiusted sitrortéa istcerafder sinigt;orage unit. 32. The
control nethod according to claim31, wherein the
det ect i on 4aCaRF idux ectverHd Attt 26¢h dcdeadenemnt key

the history information stored in the 25 secaond

st or dgOTUMAY BdEERdn A Fedll & SpPéCesd "PACSr fBEi on

t n.the first st t _when th tabl
ol ect uameaiw”%og%%[%%d R R i
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i ndi cating't |ast ‘series o cess~” content
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information indicating a sequence, a'type, and
pr ocegsidy@nearangter of each regul ar command used |n a
regul ar series of processes is stored as regul ar

31. A method of controlling a portable electronic
device, comprising:

receiving a command from an external device;

executing a process according to the received
command;

storing history information in a second storage
unit, the history information indicating process
contents executed according to the received command;
and

detecting an unauthorized access from the history
information stored in the second storage unit based on
the information indicating reqular process contents
previously stored in a first storage unit.

32. The control method according to claim 31,
wherein the detection is to detect the unauthorized
access from the history information stored in the
second storage unit based on the regular process

information stored in the first storage unit when the

portable electronic device is turned on, the history



process information in the first storage unit, and the
detection is to detect the presence or absence of the

W p@at 356 zed access based on whet her or not tkReT/JA007/062363
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sequence, type, and processing paraneter of each

regul ar command stored in the first storage unit are

mat ched wth the sequence, type, and processing

paraneter of the command recei e i n the executed

series of processes, the command received in the 15
executed series of processes being indicated by the

hi st dnyf oirffaaricat iiok isbaied ithet hasseeendest ofageounst.

34. The control nethod according to claim 31, wherein

i nf olcwattieont -i ndi cating a permnissible range of the

timng at which each regul ar conmand should be 20

recei ved ded iThe weonteqdl getded escerdppgcéssedaiay 31,
previ ously stored as regul ar process information in

the WPEFSLNSiBTAGEAGAPE, LPAFERRAFOR PRAPEACPngAt hepes and
timng _at which each cgnnang IS FeceiVEd igothend used in
exec(t 84 °S&PPe8 %P prABcESses™ 55°I's sPoréd aS"'Re” “°°
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the detooiran Pors o chrorReter ciEna0ned it kel lyr
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access based on whether or not the timng at which
each commam@ ideteetgioned sexbststwecthithe pReésence or absence

perm ssible range of the timng at which each regular
conmertd thkouhdubb@orécedvedceshebbsatingnavhebhhelh Sreach the
command is received being indicated by the history
i nf osralEORest byed i antdherpressisgopagemahit, ofheach
regular command stored in the first storage unit are
matched with the sequence, type, and processing
parameter of‘the command received in the executed
series of processes, the command received in the
executed series of processes being indicated by the
history information stored in the second storage unit.
34. The control method accordiné to claim 31,
wherein information indicating a permissible range of
the timing at which each regular command should be
received used in the regular series of processes is
previously stored as regular process information -in the
first storage unit,
information indicating the timing at which each
command is received in the executed series of processes
.is stored as the history information in the second

storage unit, and

the detection is to detect the presence or absence



timng at which each regul ar conmmand shoul d be
received being stored in the second storage unit. 35.

wab@7aerssé ol nmet hod according to claim3l, 10P@uar2001062363
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a plurality of pieces of regular process infornmation

corresponding to a plurality of kinds of series of

processes are stored in the first storage wunit, and

the detection is to detect the Jgesence or absence 15

of the unauthorized access based on whether or not

regul ar process information in which a regul ar conmand

i s deffi ner iasitoroed zZenl e esec dadest ohaghetihietr, or not the
contents of the regular comand bei ng natched with

cont entrsingf  aga el icbmercd  cegiaved iisn relce igedcekégt20within
series of processes indicated by the history :
i nf ortfet ike¥mssGridd & Fanige odcdhe §ﬂﬂﬂ§§eaGnWb1096€a¢ﬁe
control method according to claim31, :
conprqeg%@rnmnmnﬁg SR Ut @renélecﬁé\YreEie Fﬁst tipfag at which

unaut hor.i zed acce

ne_ur .
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information stored in the first storage unit, the
timing at which each regular command should be received
belng stored in the second storage unit.

35. The control method according to clalm 31,
wherein a plurality of pieces of regular process
.information corresponding>to a plurality of kinds of
series of processes are stored in the first storage
uﬁit, and

the detection is to detect the preSence or absence
of the unauthorized access based on whether or not
regular process information in which a regular command
is defined is stored in the. second storage unit,
contents of the regular command being matched with
contents of each command received in the executed
series of processes indicated by the history .
information stored in the second storage unit.

36. The control method according to claim 31,
further comprising notifying an external device that
the unauthorized access is made when the unauthorized

access is detected from the history information.



