FAULT SI GNATURE- BASED CASE LI BRARY SYSTEM AND METHOD FOR POWER SYSTEM
TROUBLE- SHOOTI NG AND RECOVERY FI ELD OF THE | NVENTI ON This invention rel ates
to fault woagnesssi4aand system recovery. More particul ar lpgr/schi®/obewent i on
relates to a conputational nmethod and software systemthat enploys a fault
si gnat ur e- based system for diagnosing and troubl e shooting of conpl ex
systens. BACKGROUND OF THE | NVENTI ON El ectric power is the nost commonly

used for m PAULTESIGNATUREKBASED:CASE IBRARNMSYSTEM AN METHODEFFORN
transm ssion of electrici t¥ are rel atively efficient End | nexpensi ve.
E coyel

However, electri EQWEBSSX§ %IRQ”%'[—% QTGNMNDQB Ybe used as it

I s being produced. Therefore, the states of electric power systens nust
constantly be nonitored to prevent wastage due to a systemdisruption. If
faul ts HIELDcOECIME INVENTION ts nust be tinely di agnosed and corrected

qui ckly tq prevent the nerated electricity frombein sted. \Wen a
fault octls Shventonaelited P fasHRNEYS Ak SYRIPER FAeRe e partibhiarne
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recovery actions to restore the system However, it is a problemto

det er mi ree fault signateretbasaedosystgmadorn diagnaising asidnigoulle shaatingngf sommlex

t echnol Oﬁ(% (rECADA stands for Supervisory Control And Data Acquisition). One
prohi bit ¥%¥ctor in deternini ng the proper recovery action is the |ack of

fault di agnosis know edge and efficient systens which could advise the

engi neers to(g)erformsglystem restorations. Existing technologies in the
field ofBAGHGRAUNQF THEMNVENEIQNSsi fied into the fol | owi ng categori es:

nodel - b di d & eNGEeA ' S11$nlikEaSHRe PSS
Reasoni ﬁ'%‘ggtég& !séys'%ztrr}é!\{ﬁ%tconsﬁ'gjg{rlggﬁgdgramﬁﬁg?fd%r?é@?f o@?llmas SEen rra8fe in
t he ar eamdrgyiothel pioitetioni srghdansmidsion efaelptiicity). &3e PalativelyNefficier6@andb01 B2
I ssued to Pattipatfi et al . )
inexpensive. However, electricity is not easily stored and must generally be used
as it is being produced. Therefore, the states of electric power systems must
constantly be monitored to prevent wastage due to a system disruption. If faults
are detected, the faults must be timely diagnosed and corrected quickly to prevent

the generated electricity from being wasted.

When a fault occurs in the electric power system, which causes failure of the
system or interruption of power supply, system monitors must take immediate
recovery actions to restore the system. However, it is a problem to determine the
correct recovery actions when using the existing SCADA technology (SCADA
stands for Supervisory Control And Data Acquisition). One prohibitive factor in
determining the proper recovery action is the lack of fault diagnosis knowledge and

efficient systems which could advise the engineers to perform system restorations.

Existing technologies in the field of fault diagnosis can be classified into the
following categories: model-based diagnosis (MBD), experience-based diagnosis,

Case Based Reasoning (CBR) systems.

A considerable amount of effort has been made in the area of model based
diagnosis. For example, U.S Patent No. 7,260,501 B2 issued to Pattipatti et al

entitled “Intelligent Model-Based Diagnostics for System Monitoring, Diagnosis and
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entitled "Intelligent Mdel -Based D agnostics for System Mnitoring,

Di agnosi s and Mai ntenance" discloses an intelligent MBD systemfor system
noni t ori *gO 2dilzgesi s and nai nt enance. However, the mai rCEiSsadvantage of
such systens is that nodels for each possible scenario or error pattern
must be generated for use in diagnosing and providing solutions to

scenari os observed while nonitoring the system Cenerally, these nodels are
di ffi culMajhferfdrat Bistitidet |ﬁtélﬁq] IMBD systeda $6iSsyiste r‘rﬂﬂoﬁi@éﬁﬂg[eﬂlé ghokfs t he
noni tored systemincreases. Furt the 'nodel ling of the s ens becones
nearly |am§onelrtbe@amweri-lo\h1@verome gwraﬂlsadvamtagaeafrwnhtsystﬁmsySshhehmosiels
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syst ens dndatprédding? sbfitioh¥ £ addehafiosf bBsémbl owhagd nichiRiringethe Sdysrim.
probl ens_to di agnose. Experience based diagnosis (or diagnosis by an expert

syst em G@wefaﬁxedth@ﬁeemgéelmf@edlmmﬁ tohereaie @agh ﬂ@tﬂ@?cwwalncmﬁérﬁﬁ theal
rkmde' S czhfpﬂé%{ %?'m nﬁto?é’of sﬁlEFelffS ggc“ He! ‘?ﬁetrﬂgaémﬁ& 6fhﬁh do”a' n
now edge T1of m)nl or ed ron u e ctonsi's art

a sensoystenes drebones r(early irﬁﬁowmewheh) then donffigardtionn of cthe" ﬁidlﬁli%)ed If a
sensory precondition matches the current state of tPe zg/stem t hen the
acti on W/HIeMdS [Gongkasitlychanging, syehiasin @ eQWelsERPIV AYStart i GHver thesed to

have fiifflcultiBs e Q?Qeﬁﬁsﬁn% ghig bﬁehﬁ%%trﬁéﬂ N of *hﬁ‘edqgﬁﬁélﬁédfs oM@y be
a description of the fault synptons; and the action nay be a system

r est or athatrhavéna éaipy statisyconfigurationuaiesredatilelyasioyple psoimemsnteddiagndsed wor ki ng
menory, which maintains current state or domain knowl edge, and a rule
interpreter. The rule interpreter is software that prioritizes actions when
nor e t hayxpeRenast baded Hiddrdste (86 didgrdie By iah expert spiehfinE bhsdd ar ul e
based di agnosis systeminclude know edge capturing and representati on of
condi t i @xperience yvith the @yﬁtemt ﬁatb@s hramaathemgtieglon@idelsond raditional: expenrt t he

di agnosi t d
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sol uti O%rr*%fi}ﬁ s'i‘aﬂéﬁBf GRE rﬁs?émnfﬂhéﬁ‘ethebéﬁfo‘f\awl?rb% ‘tﬁ%ééi%dd' waﬁséétibn is

sol uti ons ese three conponents are stored In a case nenory. R systens
heavi | y exepeted, mmacmdrelsstmdlm haeeému chnaéwmmdgmbase@dlamrsysyswause an

ot g ¢ b RESFT ST BRI # desrifioktnsrauf VRS ey Rt S DR ) am
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case search and matching processes Bot h processes need to be both
ef f ect i Working memaniawhich maintainsi eureent. state ohdemain dgwwledgeii anshasivle for a

new pro t ATy

ool o ¢ SEMRreRd, h@a@ﬁf'é% BBl f solal TadlSior P88 BcBHE Wi FRpe thaif

r epr esewnet actiorp fotriggered (FBBbmms frexpert ystems Iwitraaprrtmé)lbese@fdna@msth ng
the information to store an observed problem findi n &,p@nﬁ{mp”ate

st ruct usS¥stes induds #BPW&%@&%@B’F"%@”QH@PTWMW Bﬁ r Ho$ difficylt
struct ug n n&e b

ef fecti Vtgsdree%c?ipgstg:e g%?éﬁ@g& An {a %lrat{lsﬁgﬁa 'ag S@ﬁ?égra ti on of the
case nermn;ussentunamma iOften,dt isodete efficigahtry aMtomHtmaIHy kemvbdﬂgstate of thee
extent that s ovae e|51ncor orated. In the prior art, there are two
i nfl uenlsﬂfﬁﬁe"&?;}érguﬂﬁ ﬁgdgpgltorf% YRI$Thi ¢ menory nodel and the

cat egory- exenpl ar m)del The dynami ¢ nenory nodel is described in the book
titled "Dynamic Menory: A Theory of Rem nding and Learning in Conputers and
Peopl e" Wen@cscﬂmnuhe-CBmStemarhmed@@cqmemrg cyMmardy UBey MopadticiaT  USA.
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packets u‘ilflu&i@%el‘séﬂ bZ 6PsdNhEaGEE Sa S6EDF didgriostic Jolitionscand aSirpl EdreelalsEs

sharing simlar properties are grouped under a nore general structure. As
s hown i the ogservationssto He diganastic selltiens.diThese deetgaiaeorgnts igre stosed fibr ns

|nd|q9 ﬁ%e cases 58. Nornms 52 are features conmon to all cases
|ndexed under 7Indices 54 are features used to group cases. An index
may point to a nore specific GE, or directly to a case. An index is
conposed of two terns: index nane 54 ald i ndex val ue 56.



A new case description is given and the hierarchical structure is searched
to find the best match. During the search, the input case structure is
"pushed deonditdser44\WO 2011/ 056144PCT/ SG2009/ 000410 hi er acalsiceady/osdsneict ur e,
starting at the root node. When one or nore features of the case matches
one or nore features of a GE, the case is further discrimnated based on
its remaining features. Eventually, the case with nost features in conmon

Wit h t heBRRBybtemS Behbily 8pend NPOHNAAS &irudtdreSard ednfedt bh thé cas@néiiohyn a
simlar manner. During storing of a new case when a feature of the new

case materadse drepbseevast paeblen) 43 |d1§9'd%ﬁ;$é1 eallinge Ae RreMiPUSTIRbsER® L ases

are thegr%léﬁ{]bﬂh'l?é@t@! frjnggftﬁ rfg}gflﬁ’%c s aay?l 3Fﬁ1 pé%}'lo@sly?i dosBhidy

i ndex b € new a ne case, two cases (or

two GEspretienmifd tesdive mnéwrrﬁ'obmisx In TBRWySlems, thetmatehingpis! penﬁdrﬁﬁded
Hence, the hierarchical structure is dypnamc in that sim|a

case ded¥rGase smaschard dpﬂt&mreammemr%m%r@ceﬁw Reegtto aﬁf!im? %féa%& are
i ndexed g@g%%gwéﬁlxﬁn@%ﬁﬂiér&rﬁmhére H&@%l&@ﬁ&. £35°8 el nggim&h%scase

is retri wth t ermst no n wth the
pr obl emtaldse rretﬂne:m fauf futbee use, dhese reqdireraentsndiso apply ©Ethe enetred of
traversed in order to find the stored case that contai ns nost of the

addi ti off¥PIRINGHA REWISLUPIOtNEdPEMORy a new case is perforned in the sane

way, with the additional process of dynamically creating GE, as described
above. Since the index structure is a discrimnation network, a case (or
poi nt er The mpcmytaﬁum praibiem inrfGBR systems rigl @ximariy adireblenmriof deesidinghthecase

of "oased PTG Hperale i ihepBath BTt o d AT prodfiE BrfRutg dor ™"

i ndexi Nn@leSERISIAG AN btdring the! MfériAtatidioi Fartbbrorl, ahe stactiree stesebirl the educe
searching tine. In sone systens, for_ exanple, onI a small vaocabul a% of

i ndi ces CA§e ;seﬁ:rnpfx st B@SQFQéQ'ZIeF’ rAndindsxed der eﬁectgfﬁzr@treﬁvaﬂ RBd|reHER;
scheme, gt o%afi &,@H{ ! Fé%ﬁ)%' ¥ 08 ddlae me%}gsét'n?cté%] ith g rﬁeagg@f e
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developers onplex I ndexing s tures en us

Schank' gedgraalrdomam iaowlede to thenekteat that suoh dtaoMeﬂgdaeisemccmparaAed kabl e
menory structure, the devel opers nust possess a good understandi ng of the
specific application donain.

In the prior art, there are two influential case memory models: the dynamic memory

model and the category-exemplar model.

The dynamic memory model is described in the book titled “Dynamic Memory: A
Theory of Reminding and Learning in Computers and People” by RC Schank -
1983 - Cambridge University Press New York, NY, USA. The described case
memory is shown in Figure 1. The case memory in this model is in a hierarchical
structure of episodic memory organization packets or Generalized Episodes (GE).
In this hierarchy, specific cases sharing similar properties are grouped under a
more general structure. As shown in figure 1, GE 50 contains three different types
of objects: norms 52, indices 54 and cases 58. Norms 52 are features common to
all cases indexed under a GE. Indices 54 are features used to group cases. An
index may point to a more specific GE, or directly to a case. An index is composed

of two terms: index name 54 and index value 56.

A new case description is given and the hierarchical structure is searched to find

the best match. During the search, the input case structure is “pushed down” the
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WO 2011/ 056144PCT/ SG2009/ 000410 The cat egory exenpl ar nodel is described by
B. Porter, R Bareiss, and Robert H an article entitled "The Category &
Exenpl ar Wbael1/45614@r gani ze Cases in a Case Menory" (seePCosGa@/ob@as ni ng
and heuristic classification in weak theory domains. Artificial
Intelligence, vol. 45, no. 1-2, Septenber 1990. pp 229-263). In the

descri bed nodel, cases are also referred to as exenplars. The descri bed
model i piyAR\MiCd) Btrabaié Sstartinigat 1he rRdRbded WhER JHRIBY thoké fETIRAISThen a
network structure of categories, cases, and index pointers. Each case is
associ acase wnatchescene @ormoss features oba Gy, s ease ds fushee digcrisipatedgor y.

The i ndi of th Kinds: innk 4 i Of.d I
descri pPBRgd(Pedfureagge Batiess brefulAlInec s Wt ihdst WeRiBR T ng
f rom caicgafhd®withdhasssiticakeds fares 70 (called exenplar Iinks), and

difference links 72 pointing fromcases to the nei ghbor cases that only
differs fromthe case by one or a small nunber of features. A feature 62 is

d ib | ; |

socor di NP Eafe L AEHBRIG R Erathy M S HarmERAEE, BUAndBIGHH SRARER. |

a n]?w cagge,aw?ﬁd@tffelalmregﬂ thy rmaaca:ﬁt’: ngatatﬁlm?s atfeatme io]p ahfwistimlgecama GE
erformed i n the fol | owi ng nanney. ut fe es of .a proplemcase are
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a case %hd@f%t%ﬁfgér}én{ Mdlex DGR the Rl Gﬁ.tlhguﬁﬁgtﬂﬁé %&)rtﬁg‘f}% bha AW BhSE twof 2

remai nder o eatures 1n the pointer directly matChes a category, the
| i nks t casés (ppwopGEsHtendi upl undaretheoSatmiee indexe gonevaGE tis automaticalbhd t he

cases at the . end of the l.inks .are returned. As indigated above eral
Gorm: - EAPddgaence. (D8 MipBrennl sriubin s gvaim i FRISrd! e B0
semant i gakk Yd&sdHptishs PaenagRamittillfederéefizéddnt L GR/ apadihd rtashs aef wor k.
A new case is stored by searching for a matching case. After a matching
case i s indaxed, undasthipGRby d‘lfé%l’ﬁogﬁeathr(ﬁsdééh%ﬁésﬁ)rned bet ween the new case
and the matching case. If a case is found with only mnor differences from
the new case, the new case may not be retained or the two cases may be

mer ged RynfaacHingicage igiratrieved by ifinking the GE withahé incostetonmsks2 inAsordeseT | bed
by B. Porter et al, a case nenory is enbedded in a conpl ex, network

st r uct uMithothe: preliemy descripiiopsof ﬁ?ﬁjWeMﬁé?i‘s?ooi Indiges up rpﬁ'@f‘eé i 3aferos t en
have di &£ i i n BERRIAY nigyd ofe Ahhpn
nodel s fpt){al(\)’%!'a% yﬁ'loﬁgé};g]gi?‘gtg% %Dﬂgg{ﬂsé’%%efgﬁﬁl ack ‘rﬁgﬁust neifswigggg@rgp

desi gnednatehingr featureact Stosingf & arevyg @aseaiseperfanidd in they semepway, With thee sane
i nput. Another di sadvantage of the co nefwor.k structure nodel is that
both sofOREionalRIASESH PLAY %’5‘5“[3"&?63%5]@{3&33 5886?33b§"%'0nsi der abl y hi gh.
For instance, even if a small nodification is made on the system the

process of constructing the nodel system nust be repeated. In addition,
case retSines/the indexsbrveture i disciippnatiemestwaerksa asaker pRintesfte AacGasey isiue to

the co exi,t f t . 4 [ i I d,
the onoBi7apIdnr &t IRERL S GIREMAIEES tne bard fiom SHAEIRRGS. MHIE legth?
obt ai nedo @gonentia GrewtH of intivedi agthesnumbgsbbcadey indthalhj¢raeetly iocredisgst al
anal ysis. Fault_ si g{nature, (or fault sjgnature anal ysi %rgl conmmpn

Ustdimitiq I

t echnol d@stuSBR systamegHapsthis BRe indeXiishsraameo ¢ $hole Phul t

si gnat ur e [ ' hih8 'tk € ' dr BRSmBI [

char act ér?ci“tsx?? ‘é‘nﬁﬂ icgg |\t/c;eF%#Udgsscéogr?§|g@ éﬁﬂ? ngﬁggﬁ]ﬁ@g&)érm?'ti (r)n. Eguel'tony

si gnat ursesrmalivpsabulagy affindices sepetnoittddagnose nechani cal equi pnent, 1 C and
ot her electronic systens. For exanple, U S Patent No. 7,509, 551 B2 issued
to Koenenann et al and entitled "Direct Logic Diagnostics with .

Si gnat UigRsRASSmitatibis Bhahé YiAs bethe (HRSARIBERerRE, ftlis difiGeit apascadtlyder C

di agnosi s nethod and systemto diagnose faults in an integrated circuit

usi ng f doétdiagoostimsolutioppsofivhre Tayethpars otve defipe htheseoapmplaxs indaxing i ng a

i duced b ' , : i : d
Co the rUhEs e fafe R SEN G S AhRERLS metohh oy BARRL . STaBE BB G®
the si grdvelcd P vistkables nifiméryf atruttuilée Cthe ndevslopersc hiusy possessry gdod he

fault dictionary to the signature and storing the fault in a list of fault
candi datumnslerstanding of the specific application domain.



Anot her exanmple is U S Patent No. 7,246,039 B2 issued to Morhouse and
entitled "Fault D agnosis Systent (Morhouse), which discloses a fault

di agnosi sweysiwss140\0 2011/ 056144PCT/ S&009/ 000410 and apCasiGeo®ioagnosi s
system for diagnosing faults in conplex equi pnent. The system i ncl udes
means for storing a set of diagnostic signatures which relates a set of
known faults, and neans for processing the diagnostic signhatures and a set

of faul Thaydaegoy exdenplaf ntstidl & das&ribiddepy Bs RurteroR. BireisqUand¥RuberoH
cal cul ate di agnostic data for identifying a fault causing the current state

of the apuarigienentitied the Satagory deExemplar Madgblsr Rsaarize (Grses iBgh Sasec

si gnatu e ] I | . 1%, L: S
ased t o gl o SonBapl WARiihg By HRHSH: PRkitPalioh | Real Moy, | 2.
st at e ofartifistale inteligente, Voler4s,ane. nNe2reSepterhber 119909 229-2688)el dndiveec| oped
for fault diagnosis. One exan‘FIe s a Power si%&?éure which refers to "type
and shagescritgd @odst. Gases FERBISoeiRiEgd to,as grem d in U S Patent No.
7,421,378 B2, issued to Pernestal and entitled "Power Signature

Di agnosi ng”. Case based system technol ogy may be used to di agnose conpl ex
and 1 ar Jhesgesaribed howial ds, showvae imdsigdres 2st dnsthkamedel, né t Gasieo meroRyt is

I nclude, hut are not limted to, the case nenory nodel s being, very conpl ex,
and cas€ edJni 3 netygek Btéﬁ’qﬂfecBEQ?@Qﬁ?.s' P"f]s%% a(ncgg}deg(l.%ql 1855+ ﬁ%ar@nce of
the casg;fasedssicistaasiith 8)tedBry 68D AR irkleX bl piit!ts d eRsO¥ed dategory.
sinmplified case nmenory nodel s "and nore consistent fault description nethod
are uti Mhedddicesrareecof three kinds: deaturg links 64 peintingrdiona piebles desqiintews

d I ptd f faul t [t ly: J ty d
syst em NeBlies PR Buinesesr cHebBrEs 88" ehSeipR st bAlifia o SeladiB® (12, ™"
ef fi ci eagyociaédcoasdsSTeealled Bxémplar links), Gundl differericec tisies V2 lpairiting from
construction | argely depends on individuals' expertise and traini %”t' I
i ona

backgr ogages ¢@ribPdeeiohBor fasesitaeleAbly @iffers FRMathecsasec Py o?ng 1€ 3 _
manual ?\me(@cgie?eééﬁ Top RGBSt sNdeddtbdd %ﬁéynﬁﬁéeaﬁacﬂrvalaé.he%e s a

need to 1T nprove an 0 address these issues In any nonitoring and di agnosi s
syst em category’s exemplars 70 are sorted according to their degree of “prototypicality” in

the category.

Matches to a new case are determined by searching for a case in the case base
performed in the following manner. Input features of a problem case are combined
to form a pointer. The pointer is used to search the case base for a case or
category that shares most of the features of the pointer. If a remainder of the
features in the pointer directly matches a category, the links to the most prototypical
cases of the category are traversed, and the cases at the end of the links are
returned. As indicated above, general domain knowledge is used to enable
matching of features that are semantically similar between the new case and cases

already in the network.

A new case is sfored by searching for a matching case. After a matching case is
found, appropriate feature indices are formed between the new case and the
matching case. If a case is found with only minor differences from the new case,
the new case may not be retained or the two cases may be merged by following

taxonomic links in the semantic network.



WO 2011/ 056144PCT/ SG2009/ 000410 SUMVARY OF THE | NVENTI ON The above and

ot her problens are solved and an advance in the art is nade by a fault

si gnat ur ewbasadserse | i brary diagnosis system and net hogcirscaceena@ance with
this invention. A first advantage of a systemin accordance with this
invention is that the systemnmay be installed in existing nonitoring
system Hence, no additional ci rcuitry is required. A second advantage of a
syst em iny G&<cPibea B WhAet Bf &I, B4yl im@mary id @ﬁ‘a‘beddéd lifnar easlek mdtivbHonal
case based di agnosi's system perfor mance in ternms of case presentation

consi st etmgzturecﬂfmategommasﬁ fanﬂ mda)( poitersbukk meefessianals plieadvame age

1§ oRroules P BiAREInEKbepcide P & Khrba@ecbfBido S pliperty.

conpl et Q'Héegerﬂé?éﬂeﬂoﬂﬁﬁﬂéls ckfee?rﬁm robastieys S Yspedr\E d8sighed ootk sttudtare any
new environnent with mninal effort. Therefore the new nmethod can save up

to 95% eftenigenesates conlisting paputsifaethgrsame inputo Anether disadyantace of e | d a
k t th
Crbodi meanioe: Hefhohe'Subkafe midR) i€ HaC bolf? SiRhE Wovq GoRERPiGRIimdY T

moni t or inginnaiheecoshard eomdiderably hlgho e memnae,nevhn \fed smaﬂanmdlf caticmach
error detected. Wien one or, nore error is detected, a fault signat
sequencds M3y onstheep¥Htare the Prosess |Q§rP(§§§IUEW‘$)§B% rrﬁﬂgg\!l pysteay be
solutio hi d o]
L R S s S L A T
syst em mficiemtedueptodhp tcomplexity ofothermmiwodddi t i onal recommendati on for the
case record. The case record is then updated to the database. In accordance
wi th one of the enbodinents of this invention, the FSS is generated by

seri al | Rdyhrdleba ok 'fatﬂ! @Jagheéue Hnbéé| &%%L)the Ebeeﬁéhoﬁ@rﬁrestaﬁa &f thesdystémnode
val ue pair for each error detected he FSS is serialized accordi ng to a

subst at mrfanltmmdltnomrreushbeb@btamdmndtemgent@d t rasiagnosis gystenofer
advant age ensures that the fault signature sequence
i 8?@8@ &ltq{&@ﬁc i‘?sﬁne [ [ [

(FSS) i nt manner so that a FSS is a uni que diagnostic
representation of the faulty system synptons, even if t he power network has
been altered and the nefwork nodes re-organized

2011/ OSMPQQPSMQOQWOMN'Q’WW@C@Palé[ﬁ i ehcqmanqsf teehnqlogo 1SN of
the embogl ssstubpearﬁsépbl aﬂ@ﬁ“ééé@?ﬁgllyp mé’fa'ih'tbS|§ﬁé’MP§ i EO5FhAOtHR is

substati o structu pane structure circuit™line structure based on
ti ne st anpnitdted electdoalhgandfhamat charaofenigtic sndibative: he aFgsTesparidirg fawh
informatiog of the systemstate; the partitioned FSS into a nunber of

sub- gr o908 KoNsub-station or circuit route level allows a user to perform
advanced di agnosi ng and sol ution searching. In accordance with one of the
enbodi ments of this invention, a case nunber is generated for each of the
FSS sub-Rautugignature @nelwmsgeﬁe@ usednie diagaese mechanical eqyinmments dC %nd;ase

record w g r I

i nput ha%%L’ %%Cﬁﬁﬁfgr%gsﬁ?%'% ES{ %%%ﬁ%”p:écoeaggﬁtr@ c7a§\%é lﬁg?g?g 'Qg[ﬁtoe en be
st ored iKodregnalai ebaisshd entitfed UDirectaiwgie Diagnostios &atmsmawevmastedsléaelt
enmbodi nents of this invention, the dat abag}gél s.a nmu|tidinme nal . dat abase

for rel iRigtienafies” dKoppeE@NNseinl) gisclonessa logis diagnes's me ang Fystem to

diagnose faults in an integrated circuit using fault dictionary approach. The
disclosed method comprises receiving a signature produced by a signature
generator where the signature corresponds to the response of the circuit to no more
than one test pettern; comparing the signature to entries of a fault dictionary;
matching an entry of the fault dictionary to the signature and storing the fault in a

list of fault candidates.

Another example is U.S Patent No. 7,246,039 B2 issued to Moorhouse and entitled

“Fault Diagnosis System” (Moorhouse), which discloses a fault diagnosis system
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BRI EF DESCRI PTI ON OF THE DRAW NGS The above and ot her advant ages and
features of a signature-based case |ibrary diagnosis systemin accordance
with thi swonvemissom are described in the follow ng detarcedcdedmoniqoi on and

are shown in the follow ng draw ngs: Figure 1 illustrating a
hi erarchi cal structure of the case nenory nodel known in the art;
Figure 2 illustrating a network structure of categories, cases, and index

poi nt er ann@viauit diageosis tsystem for diddgndsing faliltsisi roairipiex @qsipphent t Miie

i ncl udes a diagnosis systemin_accordance with an enbodi nent of this

i nvent i §kstem includesjmaaes fpristering aset qf diagnostie signalires which telaleseetor ns

process LdLn | 1, Som) ] gt N ogli fren this

vent | ShRoRNTE i niodtERT rabBsdiig the Mot G aNdTa et Lt

S?TI) t \C/ivar fauly syraptones identifiediforg eurénrtgstate of thesquipmenitocaicldateadiaghdstizn

embodi nrent of .this inventjon; Figure 6 illustrating a schenatic

r epr esefela fasidentitgng & fatt P?HS'BS%P wﬁr@ﬁfate%he dadipment

2011/ 056144PCT/ SG2009/ 000410 Figure 7 illustrating a typical representation

of substation and control panels; Figure 8 illustrating a node val ue pair;
In the system described in Moorhouse, the diagnostic signatures are a set of

numerical values in the form of matrix, which is used to calculate probabilities to
identify a fault that causes the current state of the equipment. There are numerous
fault signature models developed for fault diagnosis. One example is a power
signature which refers to “type and shape, curves of the power signal” as disclosed
in U.S Patent No. 7,421,378 B2, issued to Pernestal and entitled “Power Signature

Diagnosing”.

Case based system technology may be used to diagnose complex and large
systems. However, case based systems have limitations that include, but are not
limited to, the case memory models being very complex, and case descriptions not
being consistent. |t is clear that performance of the case based diagnosis systems
can be significantly improved if simplified .case memory models and more

consistent fault description method are utilized.

Further, there are many ways for human experts to write descriptions of a fault
conditions, as well as related trouble shooting and system recovery knowledge.
Therefore, traditional manual approaches lack efficiency and consistency. In fact,
the quality of case library construction largely depends on individuals’ expertise and

training background.

Considering inconsistency and low efficiency of the traditional manual approaches
used for constructing the library case record, there is a need to improve and to

address these issues in any monitoring and diagnosis system.



Figure 9 illustrating a relationship between the fault signature |list and

the fault signature sequence; Figure 10 illustrating partitioning of
fault si gmetori@ssaguence i nt o sub-groups accordi ng to seosiSariRo@o panel s
definition; Figure 11 illustrating partitioning of fault signature
sequence into sub-groups according to circuit line. Figure 12 illustrating
the types of libraries; Figure 13 illustrating the conponents of each case
record; SéJMMAﬂW?HE"IN'\’ENﬂGﬂ“ ng a process flow of the diagnosis system
in accordance wth an enbodinent of this invention; Figure 15 illustrating

a pr oce3bhefdtmvecdncothes eroblems ars selved Rinduare adgande instheaaitiy madsr by @ss
fl ow of s?ar.chi ng case.reco

concept _t%lt tigpaty a?ﬁ%é:gs? @B?%@%ﬂ%és sgsﬁ% u%'gq 'lq?ﬁ%h‘% g’f %ir:&f.d%gc‘g%” Mase

BE% grR |d Ptrrlnsd\l FNFEHLIBANCA fivst BddantagBast arepbtedt i RicBotdanesat with thiDERMentidn is
that the system may be installed in existing monitoring system. Hence, no
additional circuitry is required. A second advantage of a system in accordance with
this invention is that, it improves traditional case based diagnosis system
performance in terms of case presentation consistency, solution search efficiency
and robustness. A third advantage of a system in accordance with this invention is
that, there is no additional effort required to redevelop a new software system even
for a complete new environment because the new system can be configured for
any new environment with minimal effort. Therefore the new method can save up
to 95% of the total development time which is normally required to build a new

knowledge over the traditional KBS or CBR systems.

In accordance with embodiments of this invention, the system receives the fault
report from a monitoring system. The fault report comprises a node value pair for
each error detected. When one or more error is detected, a fault signature
sequence (FSS) is generated. A solution search program will perform solution
searching and display a case record associated with the FSS to provide
recommendations for trouble shooting and system restoration. The system may
then prompt a user to input additional recommendation for the case record. The

case record is then updated to the database.

In accordance with one of the embodiments of this invention, the FSS is generated
by serializing a fault signature list (FSL). The FSL contains a list of node value pair
for each error detected. The FSS is serialized according to a substation number,
panel number, time stamp, or alphabetic order. One advantage is that the system
ensures that the fault signature sequence (FSS) is always in a consistent manner
so that a FSS is a unique diagnostic representation of the faulty system symptoms,

even if the power network has been altered and the network nodes re-organized.



This invention relates to fault diagnosis and recovery system More
particularly, this invention relates to a conputational nethod and system
t hat enplwpofiasbtsasi gnat ure- based system Still nore pactriscab@mobygiot hi s
invention relates to applications stored on the nedia and | oaded into
execut abl e nmenory of a systemto cause the systemto performfault

si gnat ur e- based system for diagnosing, trouble shooting for conpl ex

Syst ens|n HoFRARETRRA Be I 6T e 'embddiffent of Sthet embodihents] ithe. FSEgIs e 3
illustrates a processing system 100 that may include a fault diagnosis and

r ecover pagitioneth intp subgraups ccgprding Hpssubsialinn sHuciure FPaRelestBUCtiFe @ssi ng

100 . h j I ; , f
our pose gt ing SHIRES pAsHT B e 3B e AT R80E b pARRIShHg iSTRACHRL
conput e FSRAcamiekTithpigfararionaiithe tsysten stataptiiegpartitomedh BSS into merumberut er,

or any system having a processor, nenory, and interfaces for co ni cating
with a RbEUD-Grewps gsylpstationerLipuit radedeve!Rilowsa B?%’i"@rﬁ%’%ﬂ'.m aqgay l e

of a NDQLJ%QQ.'%@ grrgph]f'é'QSbar i in Figure 6 and will be described bel ow.

In the s processi ng system 100 i ncl udes display 105,
keyboard 130, and nouse 140 that are connected to the system as descri bed

in Fi 4 to, allow i ti i th processi tem 100 . .
Pr 0o 1T CEIRIARRE I ool Hot GHRROUIANE o dhEinHF IR B S3ER BRI c
di sk drigeRerAQd fEPEAGRLS ﬁ{é#ssssdﬂlgﬂfdﬁ%d I W& sABigr6a@p isthskavHiiabte ilhd O

al I ow processing system 100 to read data fromand wite data to optical
di sk. Medgtahidse, di ckse secardewillche iassignedgioethiec case lnumbere The user will he

processing system 100 to read data.fr d ite t j sk,
Bt hor RETEPIER B IneLl nseljB8 dnfolts@uph P, ARcodie [t uhf cHREREEOM Wil
ports 13%r balkterel Mvitie YSRbasETb! fullredefdreAcés connect to and interface

Wi th processing system 100 via an UBS connector. Although a transceiver is

not shown, processing system 100 nay include a RF or other type of signal

tr ansceii%%rcc“baa%cgl Wit ofifY Eﬁﬂﬁ)dﬁrﬂﬁﬁ%naﬁﬁ{is tiﬁ\/ég'{figni, SHhRftRsY sha PRAEESSI ng

system via si gna'l I'i'ng using a Known protoc such as Bl uetooth. Thus,

i n accoiasasionalt ddthbaseé nferntretimblea guar teffitientrestioragkevand issaenhngleof ce
that connects to a processing systemto allow data to be read from and
writteni8MRalRR-a storage nedia in a connected device. The only requirenent
bei ng that the device has sufficient nenory to store the instructions for a
fault diagnosis and recovery systemin accordance with this invention.

Fi gur e BRIBRUBESSRIPTION QEKTHE DRAWINMGS he processi ng conponents of

processi system 200, t hat, execut es_| ructiens.. A i gatipns to
provi de T%%d?éﬁm) 3(‘% C&Q§§ ta‘gxgp%ggg c%'?éj 3%%3”%3 P ﬁ %a%'bgrawﬁr)%;{)ﬁgg? atga%et ﬁt?réh?

i nvent i Qfiagridss S§SERDirt netErdaRbd Wiflt thigaavértivi afe Besaritrsi ingtHenfdllowsiy))

205. CPU 2905 iS a processor, mcroprocessor, or any conbination of

pr ocess detailgdesceiptipn epdsare showndn the delipving (EawWings; ons to perform t he
processes in accordance with the present invention. CPU 205 connects to
menory bus 210 and I nput/Qutput (I1/0O bus 215. Menory bus 210 connects CPU
205 to nmenorikgur220 Alodtratag ta Hiernshical dtruetusedofi thet casei mesndryt mesiel t he
menories and CPU 205. 1/0 bus 215 connects CPU 205

known in the art;

Figure 2 illustrating a network structure of categories, cases, and index
pointers known in the art;

Figure 3 illustrating a system that includes a diagnosis system in accordance
with an embodimént of this invention; »

Figure 4 illustrating a processing system that performs process for providing
a diagnosis in accordance with an embodiment of this invention;

Figure 5 illustrating a functional block diagram of a software system for
providing a diagnosis system in accordance with an embodiment of this invention;

Figure 6 illustrating a schematic representation of an electric power system;

9



WO 2011/ 056144PCT/ SG2009/ 000410 to peri pheral devices to transmt data

bet ween CPU 205 and the peripheral devices. One skilled in the art wll
recogni zewdhatidsé@sbus 215 and nmenory bus 210 may be corbirsedodonveione bus
or subdivided into many ot her buses and the exact configuration is left to
those skilled in the art. A non-volatile nenory 220, such as a Read Only
Menmory (ROM), is connected to nenory bus 210. Non-volatile nenory 220
stores !nstrPgdrmsu@étﬂat%téwﬁ,%w@brb@e%ﬁbaw SuBSiatiBh apdicont®l parelsf
processi ng system 200 and™t o “boot the systemat start-up. One skilled in
the art wi || Figare@rnllusiratingta noge nalveapaitf t ypes of nenory may be used to

f hi s_f {qn. . A.vol ati,l . .
(R i s ol LS h ALisAuES resipfio BB boresn T il siaiaHF L B EC T
i nst rucfdmgmr@%@é}%@ed by CPU 205 to perform software instructions

for processeS such as the processes for providing a system.in accordance
with this inFigwredN.illasteating parstioningtaf dault sidnature, saaigRcs dntorub-grovPsurber
of types r . be ovide volatile nmenory and the exact
type us38&%9Iﬁ%tyués@'ogle%ﬁaﬁ%%g?@@%@ those skilled in the art. 1/0
device 230, Fkryupeardilldthating satitiyning df favitsignaldre, setptenceknidestbegrozps and
any nunber of other peripheral devices connect to |I/O bus 215 to exchange
dat a wi BaCAPDPiocifct linge i n appl i cati ons being executed by CPU 205. 1/0
device 230 i &; i i tiotaRE& or receives data from CPU 205.
Keyboar d ZSSF@I% @g}e{:‘é#f‘?t@gﬁbgg‘y@%ﬁ graevig'ce that receives user input and
transmts thEigurpud itlestERidgahe .cotpunentx afpaeh case réa@rdevi ces i ncl ude a

, P | Digjtal i stant ( PDA ther USB l.j ' :
D spl by 240 PPV B IGReging Sapaers SANCBLInsoReEhast: Ry b aksetRfiees®
screen {\fh Fh 5®odirfeit MhisVBHtbN245 1s a device that transmts and

recei ves data to and from CPU 205 for storing data to a media. One skilled
in the art wFigured&diljustratingranpraaess fiomeef @ gaseeadsifuction: nay be connected to

system 100. anpl.es.,of [ j . ' I KK ive 115 and
magnetic di sB(%ﬁg\;‘g’s'ﬁ‘gﬁr%ﬁ]%%fo%%%g@?vebqgé%gﬁmgﬂégr%%? egﬁo((%kgﬂaand the |ike
t hat connect Figurer vr ¢fifstrating Vs tooricépiay idatabasePimage foktseardhirdg vstoengS0
connects CPU 205 to a network for transm ssion o% g_ata t? and fram ot her
pr ocessPg retfievingsof case regerd iRecomdanGeId Gy HBadient o s MeNliga; ot es
bl ock di agram of a power system diagnosis system 300. One skilled in the
art will recognize that this diagramincludes physical conponents, process
steps, DETAREBEWDESCRIRIIOMtSs used to provide power system di agnosi s

T ustr 3R EpERRB e 0 S Rk adhas ant BofSal BySte o MR o dfeiany a0

Conpri Sg§is dnféntidn TEIGRAIR B B6MBERItIOFBM MhéthddSand sigbfﬁrﬁl rtilaC afmldys Faldr
i

nodul e 322, a user interface 324, and a storage nedia 330 for storing the

syst em digngturerzasatovsyster. i n Stillsempreyr pasticelaly, affist eventiger relatesenfo

i nformatio 34 Th r [ S: ' ' ting
embeddedPRIeEL R Ol b8 aFe flEH) dhe Badedint BOETRBIMAIY il spueRt

syst em 39alsy tHesysierodieaforivi fabitsignatutecbased systeanios tHagrosing, yrpiubbe
nmonitoring systemis a SCADA system Mnitoripng system 314 nopitors the
power sypbpetingifor Wh‘ehﬁﬁtﬁmn@%ﬁ’%ﬁ'@l@ﬂ‘&g@ SB%?WSP?E‘&F%’QV%‘FE‘ dr awn
in dott?gstb't%%% to show that these conponents are external systens that
interact W system 300 in accordance with this enbodi ment of the

i nvention. The nonitoring system 314 sends fault report 316 to fault

(oot o Ehadees IRtratn patrssing Syatemood ATHREE it st bRgRbsRind hor
322. 1In r%%v%g?%?g%m’écc&%%&e WRESRESINVEAESAS M Figdred® hrotessiny spstem

bui | der re conponents executed by a processing systemto
per f or miDBcisddowT Bed ¢anventionslesktapcpensgaateomptitert HilaweyeiofMRHPOSES t he

invention., For each ESS, library ca buil der .3 r.
For - eactilithishveatch mivkaseind Prtary 180 3tak Y cdessiss Helor SPniet 8
record ijgptopepéAefal i hgmteﬁ,Ba-cd?ﬁmr Stepinfialj Rbeverptrooter 334, arsushstas
substations and panels definition, circuit line definition, is also saved
in the drayinghe PROGLASTIANEIOBY, and interfaeessfor cOHPMHcAtingaWith & @Wﬁt&\'ﬁ‘gat or
326 and know edge 1/ 0O board 328. In accordance with this enbodi ment, user
interface 324, diagnostic navigator 326 and know edge 1/ 0O board are :
sof tware processes executed by a processing systemto provide the functions
descri bed. Upon receiving fault messag]e% fromthe fault nessage processor
318, diagnostic navigator 326 displays a fault nessage by



WO 2011/ 056144PCT/ SG2009/ 000410 blinking the faulty el enents which are

| ocated on a sinplified power network system diagram which is drawn by the
syst em acwordimgets@ power systeminformati on 334, store@Cr/sGRimw/ 08640 age
medi a 330. A user can click on any blinking element to activate the

sol ution search program 342. User interface 324 nmay be provi ded by devices
el ectronically connected to the processing system provi di ng di agnostic

syst em 898teph t1B50r  OREOEHMMler Gda Monitored Syt arBo inskowR i Rigueed dnd | nput
into the electronic device the information for storing or retrieving

know edydll bedesgaheshbaiongnosti cs and restoration purpose. Once sol ution
search program 342 is activated, solution search program 342 performs a
sol ution searching processes and returns recomrendations 340 in the form of

a dit spl &ytt{& snxt)wnieiﬁprﬂditndm bﬁicegtlgg sylsmm PIOf mclmdgswwayamcu(bygomd
system restoration e reconmended sol utions can be co user
i nput udBAgand eroyss 349 dhat aresconneacird F‘b%ﬁﬁ@'ﬁ‘t?%ﬁ@s‘éq@‘i fﬂaglﬂﬁé?l?‘e@ The

conf i r mghb AN, 3440 raéthﬁ’i A GricRs8hg e $rvedsdiAg d)RterhofpaIsEedi a
era E quent g{}' éﬂ I 9 I

330 for “consi 1on 1n sub e n electr engl neering,
li ne drmlu@mbwtg:&dskairwa"r‘sﬂ:]aadtrm;gnﬁlecdlﬂodrwm\mﬁ Qpticaidishas jrsested

Ho f b d spnplici | if d h
i ot 19 GRCEE AT 4T haPialwt BachsSingrsxpteBaft & Feethdste APMANG: or e
i N accopgpaeatatd Bp ﬁ&ﬂ ﬁﬁ@CMé%@tlém@ﬂsﬂﬁ@értéﬂ lﬁtB'rﬁadgﬁétWISR'@iflvé%@@V\ﬂ in

Figure 6. Figure 6 IlTustrates an el ectric power em 400. Power system
400 i nchliowprocessing aystem 100 toreagkdariaftam amd@vrlt@ Cé@ tomagnetistdiskrer s 404
to lower the distribution voltage to the | evel used by the consuner

equi pnent; the transm ssion and distribution |ines 414; substations 408a,

408b. . FhpBBrAbreMprédedsity spstem s0G ineindeaUnisefsal Seeial EUSKUSB)tp@ﬂsﬂZSm

substat lons to the consunmers normally at relatively | ower voltage through

net wor kthaif allgve & USB Ganepliant . destﬁ%ﬂ%tqoaﬁgchtxe@ndom%ﬁcwﬂm RroSessiide
swi t chi ggsét%pt‘ﬁguaogn%%ﬂﬁ%&{) eqw pnent as wel |l as one or nore
n a

transfor arge su I'on, circuits
Although a transceiver is not shown, processing system 100 may include a RF or
other type of signal transceiver that allows devices to connect to and interface with
processing system 100 via signalling using a known protocol such as Bluetooth.
Thus, in accordance with this invention, a portable media device is any device that
connects to a processing system to allow data to be read from and written to a data
storage media in a connected device. The only requirement being that the device
has sufficient memory to store the instructions for a fault diagnosis and recovery

system in accordance with this invention.

Figure 4 illustrates a block diagram of the processing components of processing
system 200 that executes instructions to provide applications to provide a
diagnostic system in accordance with an embodiment of this invention. Processing
system 200 includes Central Processing Unit (CPU) 205. CPU 205 is a processor,
microprocessor, or any combination of processors and microprocessors that
execute instructions to perform the processes in accordance with the present
invention. CPU 205 connects to memory bus 210 and Input/Output (I/O) bus 215.
Memory bus 210 connects CPU 205 to memories 220 and 225 to transmit data and
instructions between the memories and CPU 205. 1/O bus 215 connects CPU 205

11



WO 2011/ 056144PCT/ SG2009/ 000410 breakers are used to interrupt any
short-circuit or overload currents that may occur on the network. Smaller
di stri butworostssisans may use re-closer circuit breaker ecorschoupssofior
protection of distribution circuits. Substations 408a to 408n may, although
not necessarily, include power generators. O her devices such as power
factor correction capacitors and voltage regulators may al so be | ocated at

a subst g beAphéraffewtesd fetrahsmiti dath bedkess CGRUI 206 ke the\peripheralcivisbsat a
substati on can be hosted in a panel. Fl/(gure 6 uses rect angl es to represent

the sub&ne sidlied inthe 8 withsecegnize Hatd/@ basi2 Kyard saemeny Byt ed8rmagditel s or
D oK b, G cREp b2 BT ] S o ReE by g

enl ar ge on-| as a nore strati on.

subst at iceAfiguragien isNeftrtowsosé skidleelirsthelart. the first row includes two panels,
412d and 412e; the second row includes six panels, 412f to 412k. In one
enbodi nent of the invention, the power grid elenents, such as breakers or

e ot FOREnSLRRIAE G SHE. SUhIRIE R Ead O Horfors{REOM). BrhorfiRRRLeEb as

Subst ati ons e nunber of substations in the power

syst en) memosj isus 20.0Nom-podlatie menary 2200steresdastrisetionspares dataceeded t81 | ows.
Subst ati ons = {Nodei, NodeZ2, de3, . .. . No — de, .NodeNds}
(1) It iogerﬁ;feé%mpHatsqbﬁssfsﬁ%“ab'\%ﬁosmlgg_ay_sﬁ?,m R0 qnd f%BoﬂhPﬁ)?e?y%?"hﬁggs

| ocat ed gj4h-Lpe Ghé skiMBAtAthEart WErethhiel thab afy runibet 6t tybis of nsershat i ons
and panel's, as part of the power systéminformation 334, is stored in the
syst em 304y be usedim performdbisdubctic®ef erring to Figure 6, any

el ectric-distribution system such as the power system 400, involves a

| ar ge anount of suppl enentary equi pnent to protect generators 406,

t r ansf orAgsigtidHediddy RRBNSIGH a5 Rarldone Acédds MEnsoryy RAM), 49)aIsof darmeicted udes
devi ces designed to regul ate the voltage or other cha,racter'gtics 0 ower
del i ver é@ memepnhbus9. Velatile maempre, 229 staresdbe '%trUCélpeﬁr@sz e '&e‘?}iﬁ&gr
system fir. ' ' :ﬂg‘%[ I IHeChy

operati 5’9(26?’@{?%@ b%ﬁggﬁessro S g‘éﬁ&b@gﬁgr{gpgﬁdgsggg SgBrr*ﬁlac%\;/\fg%. ﬁ?ﬁggsees

br eaker Jorcpmoviting argystamiih dvesrddrate witle thistinverttion. aOnerakiliedain| theiart wile

t of a short circuit t i tion that , WO : .
2011/ 056e5AREY Snslonl oWy B BRSSC MSTRICREY; &% Uspd.lg, PEide 1R | <

al so varh&ug | LG iHd ERlct &b BBEd FPRHT A a dekighhoitiee thbsk RRilbaws the BRt em A
e

typi cal exa IS network swtch 418, which provides an alternative
conponent for controlling electricity current.

I/0 device 230, keyboard 235, display 240, memory 245, network device 250 and
any number of other peripheral devices connect to I/O bus 215 to exchange data
with CPU 205 for use in applications being executed by CPU 205. I/0 device 230
is any device that transmits and/or receives data from CPU 205. Keyboard 235 is a
specific type of I/O device that receives user input and transmits the input to CPU
205. Other examples of I/O devices include a mouse, Personal Digital Assistant
(PDA) and other USB compliant devices. Display 240 receives display data from
CPU 205 and display images on a screen for a user to view. Memory 245 is a
device that transmits and receives data to and from CPU 205 for storing data to a
media. One skilléd in the art will recognize that more than one memory 245 may be
connected to system 100. Examples of memory devices include optical disk drive
115 and magnetic disk drive 120 shown in Figure 1; and memory sticks and the like
that connect to processing system 100 via USB Ports. Network device 250
connects CPU 205 to a network for transmission of data to and from other

processing systems.
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As shown in Figure 6, sone panels are outgoing panels which provide the

el ectric power connections to other substations, for exanple, the panel
412a prowvoestialsenitsri ¢ power to the substation 408b by aoTisceamiongipanel
412b. In this case, a circuit line or route is forned. A generic formof a
circuit line, denoted as Line (¢c =1 to NL, where NL is the nunber of
circuit lines defined in the power systen), including a plurality of the
power grid nodes, can be represented as follows. Line = {Nodei, Node2,
Node3,, Node,, NodeNdc-i, hbdehhc}%Z) In Expression (2), Ndc is the nunber
of node§iguiech ilstratas block khagram:of & power, system diagpasiscwstem 30% Onecui t

line is t; S k = . to ; skl | J: ' t will
recogni %gmgﬁa@ dtg"é ngﬁgﬂ@aﬁcggﬁgﬁy{ﬁ gvtﬁlgealgyg%n [ Iﬁgﬁﬁgsp%ﬁv%érlgégyds%%%oﬁg’pomr
g i stri bgt(»?nssastdps,oal'nd tebﬁ\pare}ooempwhe?islnqsécbto\mrwrifm pbiwee Egzﬁem diagnios i;. e
i gure al so ows a ical circujt . line, ich is mar usj.n .dotte
e 1 Qustent S 1R ferordatie ol (Blssinyaion, H5a e PRESENER Jor JHUStATLE
t hr ough f ; ioon | [ jHon
ghpéou%’s%_dh%?étaﬁ&flgas?gﬁ ?2"8‘-’ oﬁ&@s{s;)gyﬁbnﬁéé@)conqirﬁbtg ﬁ'gfguuo

line 414, station 408b and 412c) and finally to
t r ansf omessagégaocesorinedule 3dBharlibcanymaise hdildes magiule 322,64 userinterface

accordi ngly uch, as_ circui ine 410b.. Those ski.lled.in th rt. will
recogni §g4t ﬁaa q floragy mﬂ#ﬁ’ éﬁb(ﬁ)r toﬁ\n@r@lei §)g§?%rp PYULR'? kf‘PWE%“%ea'E ?ﬁ'fret of
t he poWRbrayy B32MahaftAe P sy3&dn ihreiafbAB34N The storagemedia 380 hadwn in
Figure 5. Each of nodes in the power grid has an identification nunber

desi gnaPErressingysit| for executieg |embegded mragranisissicht a®the rEakutian seards

wel |, fg; il)émg)é a node I D can be S02-03, where SO2 is substation ID
while 08'% panel~ I D. Follow ng is generic forrmula for constructing a node
ID. Node ID = [Substation ID]-[Node 1D (3) Wen a power systemis

nonitored by a nonitoring system the state of the power sgstggn can. be
descri bEWRYIsHy systarat3QF gk bepHitegiated Withh@ MeMtaring system gd4vaigs. The

moni t or Fﬁ%qﬁénim%stt% i?%{%&éﬁrﬁ( SR MBhitdeYg SFst W‘Mrﬂdﬁitgi‘é}ﬂfee 6.

The nod status ue o node construct a odee al ue pair, denoted
by NVPk powearsystgn 342. tBathrmodeitorimigusystanr 3 14 and quisver systeyaddi2aare dgRin can

i gur o 8 choad inebys iy eotiesel IBSoRrs NBSRSEE SRiPN Vel Esa.
The Val ygtks sOStem e30ESENAccordandd alitts thisl emiidiMiedelof6the. ine@sienskitheed in

the art will recognize that the Val ueks 884 nmf/ further include two
el enent snonitoringusystegpdiéseendsdfat repast 316k fauthanessagr procereon Bid. at

ne) <", S RRSBhbEe bords ESST 201s el ALY et buedd el ¢

fol |l owsand will be forwarded to library case builder 322. In this embodiment, fault
message processor 318 and library case builder 322 are software components
executed by a processing system to perform the described functions in accordance
with this embodiment of the invention. For each FSS, library case builder 322
creates a case number. For each fresh case number, library case builder 322
constructs a case record in the case library 332. Power system information 334,
such as substations and panels definition, circuit line definition, is also saved in the

storage media 330.

User interface 324 includes diagnostic navigator 326 and knowledge 1/O board 328.
In accordance with this embodiment, user interface 324, diagnostic navigator 326
and knowledge 1/O board are software processes executed by a processing system
to provide the functions described. Upon receiving fault messages from the fault

message processor 318, diagnostic navigator 326 displays a fault message by
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Val uek= (pFk@k) (5) In the above expression, the synbol @nmay read "at"

whi ch can also be used as a delimter to separate data el enents pFk and tk.
The node woavussvatue, pFk, nanely Fault Typek 686, canPb@/Sengoopaddae
selected froma range of possible fault types: pFi 690 pF2 692, pFNf i 694
and pFw 696; where Nf is the nunber of possible fault types which may be
returned by the nonitoring system Following is a typical exanple of the

possi bl gliflkiHgithé mﬂ? glefrigmes whichhareGoE8ted i & BimpiifRRl dwéY etkibeis §ystai on
OCTri pOver Current Trip Status EFTripEarth Fault Trip Status WO

2011/ 056iagramTwhichos sirawodnothecsistemagcordingta pguer system information 334,
stored in the storage media 330. A user can click on any blinking element to

activate the solution search program 342.

User interface 324 may be provided by devices electronically connected to the
processing system providing diagnostic system 300 either through wired or wireless
means to enable a user to input into the electronic device the information for storing

or retrieving knowledge for system diagnostics and restoration purpose.

Once solution search program 342 is activated, solution search program 342
performs a solution searching processes and returns recommendations 340 in the
form of a display or a print-out to help the user perform trouble shooting and system
restoration. The recommended solutions can be confirmed by a user input using
user interface 324 if the recommendations are implemented. The confirmation 344
of system restoration is then saved to the storage media 330 for consideration in

subsequent searches.

In electrical engineering, line drawing diagrams are frequently used for power
system analysis. However, for brevity and simplicity, a simplified schematic
diagram is drawn to represent the network structure of a power system being
monitored in accordance with the described embodiment of this invention, as

shown in Figure 6.

Figure 6 illustrates an electric power system 400. Power system 400 includes
power intake 402 or generator 406; a set of transformers 404 to lower the
distribution voltage to the level used by the consumer equipment; the transmission
and distribution 'Iines 414; substations 408a, 408b...408n at which the power
system 400 is further distributed from substations to the consumers normally at

relatively lower voltage through networks of electric circuits.

Substations 408a to 408n generally have switching protection and control

equipment as well as one or more transformers. In a large substation, circuits
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Hi PressH gh Pressure Status H TenpH gh Tenperature Status LowOi 1Al nLow O |
Level Al arm H TenpAl nH gh Tenperature Al arm Bat AlarnBattery Al arm

Bat Chr Tr iwBabtwsy1aCharger Trip PLTripPilot Trip Status PcifsGrogDod4fio Trip
Status SBEFTri pSBEF Trip Status TFFault Transforner Fault Al arm

breakers are used to interrupt any short-circuit or overload currents that may occur
on the network. Smaller distribution stations may use re-closer circuit breakers or
fuses for protection of distribution circuits. Substations 408a to 408n may, although
not necessarily, include power generators. Other devices such as power factor
correction capacitors and voltage regulators may also be located at a substation.
Each of the circuit breakers and other devices located at a substation can be
hosted in a panel. Figure 6 uses rectangles to represent the substations 408a to
408n and solid black squares to represent panels or breakers 412a, 412b and 412c

in each substation.

Figure 7 illustrates an enlarged view of substation-j 408 as a more detailed
illustration. The substation-j has two rows of panels 412; the first row includes two

panels, 412d and 412¢; the second row includes six panels, 412f to 412k.

In one embodiment of the invention, the power grid elements, such as breakers or
panels, are also named nodes. A generic form of a substation, denoted as
Substation® (s = 1 to N, N is the number of substations in the power system),

consisting of a plurality of nodes, can be represented as follows.
Substation® = {Node;, Node;, Nodes, ..., Nodey, ..., Nodengs-1, Nodengs} (1)

It is noted that in the above expression, Ngys is the number of nodes located in the
sth substation. The definition of a plurality of substations and panels, as part of the

power system information 334, is stored in the system 300 as shown in Figure 5.

Referring to Figure 6, any electric-distribution system, such as the power system
400, involves a large amount of supplementary equipment to protect generators
406, transformeré 404 and transmission lines 414. The system 400 often includes
devices designed to regulate the voltage or other characteristics of power delivered
to consumers. For example, to protect all elements of a power system from short
circuits and overloads, and for normal switching operations, circuit breakers 412a,
412b and 412c are employed. These breakers can be large switches that are

activated automatically in the event of a short circuit or other condition that
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TFDoor Li m t Transformer Door Limt Swtch SEFTri pSEF InterTriplnter Trip
According to Expressions (4) and (5), if Over Current Trip Status -"OCTrip"
is triggewedotimseaamode with I D "S02-03" at tinme 6/4/2008CcIEG3i09hbosdd a
sanpl e node-val ue pair, denoted as NVP, is expressed as follows. NVP =
502-03: OCTri p@14/ 2008 11:37:45 AM6) A fault report generated by the SCADA
system can be presented in a text file. The report file often includes of a

pl ural i pyodiicebaalstiddes ¢isk i dutrdnit NErher&as Y vahisud erRRtridal clifent eo6tidl
describes a fault or alarmtag, alarmdescription, and date/time at which

t he al affvicag usediinitae ower syptegend typicak exarplgrisnefyorknewitehed 18 hHwhich
A typi o BroVdE AT Biteiys U TdHeAf ordoriiEl dIeHpYfy sffrehl 3 gt T T ™)
OCTri p@/ 4/ 2008 11:37:45 AM
As shown in Figure 6, some panels are outgoing panels which provide the electric
power connections to other substations, for example, the panel 412a provides
electric power to the substation 408b by an incoming panel 412b. In this case, a
circuit line or route is formed. A generic form of a circuit line, denoted as Line®(c =
1 to N, where N_ is the number of circuit lines defined in the power system),

including a plurality of the power grid nodes, can be represented as follows.
Line® = {Node,, Node,, Nodes, ..., Nodey, ..., Nodengc1, Nodengc} (2)

In Expression (2), Ngc is the number of nodes which construct the circuit line, Line®,
each node in the circuit line is denoted as Nodeg, where k = 1 to Ng.. Those skilled
in the art will recognize that a node can be any device used in the power system for

power distribution and control purpose within the circuit line construction.

Figure 6 also shows a typical circuit line, which is marked using a dotted line 410a.
Circuit line 410a starts at main intake 402, and continues through the transformer
404, substation 408a (panel 412a), distribution line 414, substation 408b (panel
412b and 412c) and finally to the transformer 416a. Similarly, other circuit lines can
be defined accordingly, such as circuit line 410b. Those skilled in the art will
recognize that the definition of a plurality of circuit lines, as part of the power

system information 334, is stored in the system 300 as shown in Figure 5.
Each of nodes in the power grid has an identification number designated as node
ID. A node ID may contain substation information as well, for example, a node |D

can be S02-03, where S02 is substation ID while 03 is panel ID. Following is

generic formula for constructing a node ID.

Node ID = [Substation ID]-[Node ID] (3)
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WO 2011/ 056144PCT/ SG2009/ 000410 The above alarmtag states that the Panel
with Id "S02-03", that is, the panel nunbered 03 |ocated at Substation with
subst at i omol2D1186B&i44has a reported al arm " OCTri p”, the alpam/sckeny/00@3o
triggered at 6/4/2008 11:37:45 AM An exenplary conplete fault description
line can be as follows. S02-03 OCTrip, Substation S02 OC Trip at P-03,

@/ 4/ 2008 11:37:45 AMIn the above alarm description line, com is

del i m t gyhen adfoviist hAs rhénifdr t &ehoni tsybien, tHaZstake 4 ihe dwét 03"
is alar %vr&%r;?ri pti oﬁg%‘ﬁﬁtﬂr’%'ﬁicgg rﬂtyha’eiﬁ}oenctgrigét_s?%%é?ﬁbl 4/ 2008 11: 3% 45 AM'.
|t shoulsystes wencbetdescribed usingna tlisy, ofalher mamitertad modes with their status

wni i mepeSGe ThbiTEPLAEE o Pall e, L Potlbl oty % pbERR RO
ski || edFigurehg. aTihe Wode &R¢ agatusevdilatofi theandod® @ohstraciealmedd vate pair,
reported nore than one tines although the same fault nmay be reported_ at

di f f er eflenplaseBy NVRs angapingctheb he agde-vadug P?Btfpbrﬁloﬂﬁngén Agnergle NV er ed
out by EQﬁ bfezé%ééeggeifggﬁlﬂ,&qessor 318 of the system 300 shown in Figure 5.
rent’s T au

In sone “enbo nessage processor 318 nay ignore these alarm
description |ines which only contain alarminformati on and do not generate

any power systemfailure The fault nessage processor 318 may igunore these
al arm nessagé‘év%ciﬁ?lﬂa‘ﬁdbt]l\%w@ sxl armtag sel ection policy whi (,(% is

predefined and stored in the system 300 as system paraneters 336. The
sanpl e node value pair NVP illustrated in expression (6) represents the
node faiNaw refemingtofliguteh8, modle walue pair '6O02irgRrdesTht as hlodee 683dand &l ue

pair NV, is .al ns{,der ed faul t signature of  the de. illed in
the art YAYe's ﬁggeﬁi{?’ﬁa a r$e6§‘ia{ﬁprcﬁ§8"?3aﬂ7et ?P%%ié’a#é%/ of)}?cheﬂo%%d%osf
par ti culsRiileld Nt BNE CaripiD fdtdgRal tRdte thed Wlie's 8B4 Mhay fLRREE iAEIddE Ot eX.
In this case, these faultg nodes forma fault signature list 302 shown in

Fi gure elermenisi d) Sault fypet B8O eand Ahikimes tcffil, uviaene; 4t iste HEespEWhIGT the | i st
of nodelsxg{aigg f&%&%;no%pﬁ?&@&n By%%ysiﬂggx VSMB%W 21Ct0 Nf), Mﬁ’ﬁg&&%ﬁ In -

NVPNr . .
general, the node Value® can be expressed as follows.

Value*= (pF@t) (5)

In the above expression, the symbol @ may read “at” which can also be used as a

delimiter to separate data elements pFy and t.

The node status value, pFy, namely Fault Typex 686, can be any value selected
from a range of possible fault types: pF1 690 pF, 692, pFni.1 694 and pFne 696;
where N; is the number of possible fault types which may be returned by the

monitoring system.

Following is a typical example of the possible fault types defined in a SCADA

system.
Type of Alarm Description
OCTrip Over Current Trip Status
EFTrip Earth Fault Trip Status
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where the index k =1 to Nr, Nr is the nunber of faulty nodes reported by
nonitoring systemin a single report. The fault signature |list 302, denoted
as FSL, owo2bey/mwspunessed as follows: FSL = {NVPi, NVP2, pti¥R82009/000410

NVPk, NVPNr-i, NVPNJ(7) The presentation order or sequence of the node val ue
pairs in the fault signature |ist 302 can vary significantly because the
faulty nodes are triggered at different tinme and the faulty nodes in a
report are appwied by the mew OAStagissystemin a random nanner. In
accordance with the present invention, the inconsistency in sequence of the
node val ue p&liPEessn the faulHigRiPgassuiesStatust 302 is elininated in order to
provi de a congi nt and ro I .S system As shown in Figure
9, the consis gé@;’ of the n%ﬁ@ﬁ\fgﬁ&érﬁ]g{rr&%y@esquence is achieved by a
serializati ohow@itiss 306 i howOillLevbeAkeaquence of the node value pairs in
a fault signature list is regrganized or re-ordered using a predefined
serializati on ARTRAM One oﬁ"'g'%g-ewqrﬁtqrﬁaﬁ'?% met hods is a tine based
serializati ogJiRidped- For ”B%ttfe?*'méf odes which are connected serially,
their node value pairs are serialized or re-ordered according to the tine
stanp tk 688 BaChiloyn i n Fi @atengChangemltp net hod, the faulty nodes are
sorted accordjng. to their ti t.a date/time tk 688 in ascendi ng order.
The seriall yglé‘g%\‘?ect ed nodeg'rl‘éF ”Pgé%des which are in a circuit line 410a
as shown in pigpse 6. For arsgrmplS@tudicture, the time stanp tk 688 is

i nportant because failure of any node may have significant inpact on other
nodes in theSBERUIp |ine. AREhdrips¥atud i zati on nethod is based on a
predefined p yst em net i i s nethod arranges the
position of ﬁ-\lﬁ!% de val ue ;}E{B&fghﬁgfﬁg[@éﬁ% si gnature sequence |i st
accordi ng to THDRIdrLpGIs t i on TiranéfbemaeDebr Eiait Switeat wor k 400 shown in Figure
6. This nmethod is applicable to power grid nodes that are interconnected in
a parall el neeliP The met h&ﬁFmay al so be applicable to all the nodes in

t he power sy . For exanpl nodes | ocated in Substations 408a shown
in Figure 6 zrﬁtgpﬁcr:"nnect ed tcl)ﬁt%‘emgarre busbar as the Substations 408b. In
this case, the tine stanps tk 688 that is associated with the faulty nodes

in the . report can_be ignored. as do_not _have,significant, {nfluences.
Ther ef oAACCORING HBEEPERSETr @) Sk ABh Ve CHBERL SRR T TR

node vak@eﬁéﬂ S aPhGIWItR DS 0208 AtitiMee bA/DDOS 1 1E3W 85 P, ASERIPECABAE- | N
the substation. For exanple, 412d, 412e, and 412f, 412g, 412h, 412i, 412j,

412k shoalue pairidanotedras NVR;ds expeassed asdfollawszat i on met hod, an
al phabeti cal order based serialization is provided. In al phabetical order
based serialization, the other node value pairs in the fault signature |ist

are ordered apeRE=ISOZOBIOCTHPp@GI4IZ0DZet1:38dBeANe. Figure 9 shows)an exanpl e
of the result of the serialization process, the fault signature list FSL

302 is changed into the Fault Signature Sequence 308, denoted as FSSE,

whi ch CW ePBREHeTatdd Hythe¥EADROS sten 3 Be Pi¥Eented YRS text file. NMRK: - - -

NVPNr ,
report file often includes of a plurality of fault description lines. Each of the lines in

the report describes a fault or alarm tag, alarm description, and date/time at which
the alarm tag is triggered. In general, the alarm tag includes the following
information.

[Substaioh ID]-[Panel ID]_(Type of Alarm)@(Record Time)

A typical example of the alarm tag is shown as follows.

S02-03_OCTrip@6/4/2008 11:37:45 AM
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Nr-1.,(8) Note that only the node val ue pairs sequence has been changed
according to Expression (8). The subscri bed indexes of all the node val ue
pai rs remmonotieesiane as in Expression (7). Figure 10 slrowschendobosdo gnat ure
sequence FSSE 800 in a unique description of a state of a fault system
Typically, FSSE 800 contains a | arge anount of information about the power
system Therefore, it is necessary to partition the fault signature

sequencaheSgbowd Gilarih QaySthtds Hiab-tHe OPAselB@Rht lar SEN08”, Pivat ii§| fHe paner ocess
806. One partitioning process is to rouB t he node val ue pairs according to
&

t he conhufiereddl3 located: at Sybstationrwiiz sppstationsiDy S§2s hasa sepprtedvalaimEi gur e

6. For e e, . i S Ps12 810, and NVPs13
812 are ég:ﬁg’@t 'etg%ﬁlgﬁ‘ %@aégﬁé&%ggo*%hyy@géﬂargﬁgs si 814. These three
nodes are grouped because the three nodes are located in the substation

I ndexed St A simlar partitioning nmethod may be used to sel ect respective
el enent &Y exampiasecemplate fahdesaiptiondinecasube ge flfoWsas shown in Figure 10,
i.e. FSSs2816, FSSs3 818, and FSSsn 820. The partitioning process according
to the configuration of the WD 2011/056144PCT/ SG2009/ 000410 substation is
depi ct ed as FSEES03 (QCTtipt SubjtatiohSa2 OQ Frip aé PAAGH@6/42008.4Nt37:4%A8 at | ons
reported in a single report generated by nonitoring systemand is shown as
follows: FSSE = {FSSsi, FSSs2, FSSs3, . . FSSsn}(9) Each of the sub-groups

may i nchpyidRe ARV alBRHEISRARLYR 1@, RBhisS ]gs 4BiimiteHb-SY00P OB'THpt iLBIdMh MY

be used for construction and retrieval of trouble shootihg and recovery
know edtrg;diSubstatioat$@h Q& Vp at W03 hisvalatmm besesipticn, @dniredukasdihe regorsk . As

D e Dol SBPER0ME 113760 ot B 630,587 Peks TR Shi e, Ao
Fi gure @esdfiption idnd ailataeftiggéring dRitétime tfoenelation! maynodss withadifesrent n a

circuit line structure.
SCADA systems which may have different reporting format and fault definitions.

Those skilled in the art will recognize that in a report, one fault may be reported
more than one times although the same fault may be reported at different times.
These duplicated fault description lines must be filtered out by the fault message
processor 318 of the system 300 shown in Figure 5. In some embodiments fault
message processor 318 may ignore these alarm description lines which only
contain alarm information and do not generate any power system failure. The fault
message processor 318 may ignore these alarm messages according to the alarm
tag selection policy which is predefined and stored in the system 300 as system
parameters 336.

The sample node value pair NVP illustrated in expression (6) represents the node
faulty symptom for the node with ID “S02-03". The sample node value pair NVP is
also considered as fault signature of the node. One skilled in the art will note that
more than one faulty node may be reported in a particular instance when the
monitored power system is large and complex. In this case, these faulty nodes

form a fault signature list 302 shown in Figure 9.

Figure 9 illustrates fault signature list 302 consists of a list of node value pairs:
NVP,; 302a, NVP; 302b, NVP; 302c. . . NVP, 302d. . . NVPy..1 302e, NVPy, 302f,
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Wth reference to Figure 11, the sanme fault signature sequence FSSE 800 is
partitioned into sub-groups FSSci 916, ..., FSSch 918 according to a
circuit Iwoeostossptture. The node val ue pairs NVPci 906, pRYRG29D0OGLI0 NVPCc13
910, NVPcl4 912 and NVPcl5 914 are selected from FSSE 800 to forma
sub-group FSSci 916. These nodes and their faulty type val ues are grouped
because they are located within the sanme circuit line (C). Simlar

partiti eytgng theeirdex k s 12, &Nt is the ALisber bty triodesaepored dyfmonitdrisige 800
to construct other sub-groups_shown in Figure 11, i.e. FSScn 918 Af ter

partiti S¥ste§ in @ singlsEepgt. beTEfWeéavltsseaMa list 13012 tdenotrd BaseaL+ san tbe

S|gnatu groups is depicted by FSSck (k =1 to n) and is shown
as foll 0\%})?%%%@%6?&@&8 FSSc2, FSScn} (10) The fault signature sequence

sub-groups FSSck (k =1 to n), where nis the nunber of circuit lines
reported in f age report ach f the roups consist of
one or nore #ge‘zémfeng rsNVH; s s’ﬂ Tor- OU@V\WML '\Bégmged for Astruction
and retrieval of trouble shooting and recovery know edge at substation

|l evel, which will be explained in detail later. It is inportant to note
t hat t hdheepieskntadionoorder ot essiuende pdirthé tnodei vaju mairssip theyfablt signdturered at

di ff F | h ial | b
ceri ol Jeu3p2 Gt vl sENEeBRly Hettud by daud el ARoHGsre 2t el o
based otinfd BR@tAE fAURENOAREEA & RspcH bFdbdRgedtBNthE nidhitotiRg §y%térh in a

si gnature sequence FSSE is partitioned according to a circuit |ine
st ruct urend@npyaguent |19 acgordancerwithotheepriesent mwemonethﬁ)mQ@saﬁé@m%w to

t he sub- | [

st uot uPBadElive AL e SubBledihiché BMHGPEREE lhiio2 Rigihbtidaindler o
in the sepravidea conlsuamht At fobushfault diagnosisisystem HoAeshownandeigliee9,
serialization and partltlonl ng policy, is determ ned the polic ?ihould not

be chané'%% canpistRpayhel thitonadeivalug ipgir HPeqyRNCEy|s Aehiey B

previ ou f t e
e babipess 10 inhhich the RBReRte Bf fdld vl pals in BBUR st i e
sub- gr ongergBBiekl qrice=ortieter n$ing Ehpredséinédisedalizadionpnetteds wil | sort or

re-arrange the node value pairs in each of the sub-groups FSSck (k =1 to
n) according to their time stanp, date/tine tk 688 in ascendi ng order.

Those slgdd of the ddRlidatiorViméthb86 8T Tithd BabedfderinlizatidramatRbd ONFaNthe
partitioning, the tinme stanp tk can be renoved fromall the fault signature

sequencéaléit)’ongﬂ%ﬁu mhiclrgse koanactedsaciallyr theireneds valueppaies ar seedalizad of he

node val 0 [ si on
(6) may r%—@r@%gﬁg%cggf %lnSEBQﬁ:TQH%% ﬁ(ﬁzt" %ﬁr eeégovgrgs% %gmnstﬁg n%é%gé
sequenceise Faealty modesi arel ortedlacddrding te tthéiy time sstzahfp adatgitingd tf 688 in

si gnature sequence wi thout partition, FSSE. The sec t e is the, fa,ult

si gnat uAsceRding Rides ubhg sstialy rerRected apdes ang timne St bt inh cisgt
part | L1 A6 (E0SE AR 1 P BUINS RS sitiawrdl 4 f.me tbing R

si gnature sequenc s FSSck ( are obtal ned
partiti impadafSSecaeseofailurg of anginodei may ihavedignificantdmpact\on other nodes

2011/ 05614hePgIéu 009/ 000410

Another serialization method is based on a predefined power system network
structure. This method arranges the position of the node value pairs in the fault
signature sequehce list according to their position in the power system network 400
shown in Figure 6. This method is applicable to power grid nodes that are
interconnected in a parallel manner. The method may also be applicable to all the
nodes in the power system. For example, the nodes located in Substation; 408a
shown in Figure 6 are connected to the same busbar as the Substation; 408b. In

this case, the time stamps tx 688 that is associated with the faulty nodes in the
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Table 1 Type of Fault Signature Sequence SIN Notation Description 1 FSSE
system fault signature sequence 2 FSSsk (k=1 to n) substation node fault
Si gnat ur eweequEIscE4 PCT/SG2009/000410

report can be ignored as they do not have significant influences. Therefore, for
nodes that are interconnected between Substations, their node value pairs are
arranged according to their physical arrangement in the substation. For example,
412d, 412e, and 412f, 412g, 412h, 412i, 412j, 412k shown in Figure 7.

In yet another serialization method, an alphabetical order based serialization is
provided. In alphabetical order based serialization, the other node value pairs in

the fault signature list are ordered according to their alphabet sequence.

Figure 9 shows an example of the result of the serialization process, the fault
signature list FSL 302 is changed into the Fault Signature Sequence 308, denoted

as FSS;, which can be expressed as follows.
FSSs = {NVP3, NVP4, NVPy, . .. NVPy, ... NVPy,, NVPy.1} (8)

Note that only the node value pairs sequence has been changed according to
Expression (8). The subscribed indexes of all the node value pairs remain the

same as in Expression (7).

Figure 10 shows fault signature sequence FSS; 800 in a unique description of a
state of a fault system. Typically, FSSs 800 contains a large amount of information
about the power system. Therefore, it is necessary to partition the fault signature

sequence FSS; 800 into useful sub-groups 802 through a partitioning process 806.

One partitioning process is to group the node value pairs according to the
configuration of the substation as previously defined above with Figure 6. For
example, three node value pairs NVPS'; 808, NVP®', 810, and NVP%'; 812 are
selected from FSS; 800 to form a sub-group FSSs:814. These three nodes are
grouped because the three nodes are located in the substation indexed S1. A
similar partitioning method may be used to select respective elements from FSS;
800 to construct other sub-groups as shown in Figure 10, i.e. FSSs; 816, FSSsg3
818, and FSSs,820. The partitioning process according to the configuration of the
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3 FSSck (k=1 to n) circuit line fault signature sequence Each type of the
fault signature sequences is associated wth a specific type of diagnostics
know edgewoRori/dsesttance, FSSE is associated with the knecorsdgesabosyst em

| evel , such as generic system di agnostics and recovery guide |ines; FSSsk
I's associated to the trouble shooting and restoration procedures at
substation |level; and FSSck is associated with the diagnostics know edge at

ci r cui t stibstatibavig! depiotédt be FE8HS (lneh 36 miprwiterel nr i #&d nunthbddr efkally and
relays in order to restore the circuit line functions, Referring to Figure

12, theSHBSalIONS Teporieq sineth Si0QS ERRASH GRAGIated opy Aneritarinde sy$tagt andbisar i es:
case |Igﬁ I ééﬁ)&w 4 stores the generic system di agnostics know edge and
systen1recovery gui delines, case library (2) 1006 stores the substation
troubl e shooting and restoration procedures; and case library (3) 1008
contains the circuit line trouble shooting and breaker resetting)sequences.

The system ufﬁszz’eé':%%?1e5ts§st2.(f$§ﬁﬁe{ . af®Ssnbre the rel evant entPlies, data

el enents and knowl edge in the case library system Now there is provided
detail ed description of the fault report, library case ID and |ibrary case
record &achafthe Wublgroepe neycacludeforguoembde nblde viatug pairepPhis sulhy- gmmplllz

represents.a typical mermory nodel of the fault re or geper at ed
moni t or PAF W@fﬁﬁme&beays ‘%J Rh CoRstEGinE: and feideyal,p trpegl% ?R%E"égstanfllz

may '”CPéEBi‘/ve(as reg %%Qta%nflé}eltwhﬁzﬂ%ﬂl deq?xmémtaa i§ depaltidter. | 1 st

(FSL), as we |ng tinme, type and I ncharge. The recording
tinme is the tine when the report |s generated After serialization, the

resul tant fault signature sequenc SSE which no | Iy _cqntains re than
one f aufs RENIks; desiried aistgh odss o7 paas dnay of@aste fitgranpeety Hoos
for Caséablﬁ)diﬁéﬁtdlﬂ&hh%nnét%rl@i\ﬁ%'%&%r@@g% EIREAT Hh@ GsOSIRIVAY iR Figuréhg.

si gnature sequence sub-groups FSSsk (k=1 to n) obtained by the substation

based pdhubiit knusefg togdentiy sheseigvitgapdesthaiaregn a circuit line structure.

With reference to Figure 11, the same fault signature sequence FSS;y; 800 is
partitioned into sub-groups FSSc1 916, ..., FSSch, 918 according to a circuit line
structure. The node value pairs NVP®'; 906, NVP®', 908, NVP®'; 910, NVP®', 912
and NVP®'5 914 are selected from FSS; 800 to form a sub-group FSSc; 916.
These nodes and their faulty type values are grouped because they are located
within the same circuit line (C1). Similar partitioning method is applied to select
respective elements from FSS; 800 to construct other sub-groups shown in Figure
11, i.e. FSSc, 918. After partitioning, relationship between FSS;y and circuit line
based fault signature sequence sub-groups is depicted by FSSc (k =1 to n) and is

shown as follow:
FSSy = {FSSc1, FSSc2,. . ., FSSchn} (10)

The fault signature sequence sub-groups FSSck (k = 1 to n), where n is the number
of circuit lines reported in the fault message report. Each of the sub-groups may
consist of one or more node value pairs. This sub-group will be used for
construction and retrieval of trouble shooting and recovery knowledge at substation

level, which will be explained in detail later.
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will be forwarded to Case Library (2) 1006 and the fault signature sequence
subgroups FSSck (k=1 to n) obtained by circuit |ine based partition wll be
f or war dedwbolsidzsmny (3) 1008. The case | D object 1114 eomtsgrom®/aogase | D
and the fault signature sequence (FSS). A case IDis created automatically
by the system according to the fault signature sequence (FSS). It is noted
that for each FSS, there is only one unique case ID created and stored in
the system In fact, the fault signature sequence can be directly treated
as case | D although a case | D can be generated according to a predefined

pr ot ocollt lsweertaeg@r@pt@tihebthemr@lléamrapr@eﬁﬁﬁr@mawt@wng@r@mm@v be

i nf or ma Ison

restora e%r ge ang% cgé'gé)?ée rdl ng |ﬁ%l ngi)rf'atﬁ%] sﬁgTﬁ{hfd}' in
the art b@éénd@@@@rﬁlbzz@ fé@ﬁ%lgﬁéﬁﬁrefﬁqwh%emﬁbs@étc@r@&@ tda sthetereClBasdee one
or nore case records in the case |library. For brevity, the know edge

cont ent ®riaiphaheterder rbeeeddsefml@@tlomweonnwmpgume faulb signatere: se@eenase
attribu for 1006 e, the s ation, troubl e shooting
Shd 1 osForst bATTPRet A Bklingid SRt dine sinictires St Stk b3

ot her alskFibRAdtioh 'ﬁﬁ?é/thébS% %;ﬂb@r@@' the %ﬁﬁ%r@@ﬁ@ 6@[@9’(& aftert bﬁﬂltloﬁﬁ%
skilled in the art will recognize that the above is only provided as an

i || ust r &cromlinghtp eifeuitling straetre. g&uahiebrormﬂmeﬁ wilhunderstansdthat slifferent ef t
cont a nenanganit it dfe priagati andbadiiafpb S Hrssid ABweler diie e

noted t isehamaelonm patidodingasolieyliy deternigsd) the poiibe shobMdt nati b etiarged
records may share a sane case | D. The know edge contents may vary wth the

case |i lS’PHF‘?“B‘?/M’@@'e kfigdirge of thenapplicdiencont ent shown in Figure 13 may
i nclude the fault description, isolation and recovery procedures at
substation |level. Those skilled in the art will recognize that the
know edde dascribad previeusipt aﬁgerrmrﬁtiemingwccbmimg/m einguitlirte staptturezdhé tiore hunman
experts and stored in the stem.f r e use. Follow n n exanpl e of
ol ot § bASEh T elaih, R Heiapated o JBenfauinSnahee e R g e aKer
S02- 01 msacg (LS & hpTRS SiRaidhn §R7cé%% Wil Y 610%2-8irakhe 1RSSR
| sol ation of S02-05 & S12-01 Isol ation of incomng Crcuit

pairs in each of the sub-groups FSSc (k = 1 to n) accordlng to their time stamp,

date/time t, 688 in ascending order.

Those skilled in the art will recognize that after serialization and partitioning, the
time stamp tx can be removed from all the fault signature sequence sub-groups,
FSSck and FSSgk for brevity purpose. Therefore, the node value pair “S02-
03:0CTrip@6/4/2008 11:37:45 AM” shown in Expression (6) may be changed to
“S02-03:0CTrip”.

Three types of fault signature sequences are shown in Table 1. The first type is the
original fault signature sequence without partition, FSS;z. The second type is the
fault signature sequence sub-groups FSSg¢ (k=1 to n) which are obtained by
partitioning FSSy according to substations. The third type is the fault signature
sequence sub-groups FSSck (k=1 to n) which are obtained by partitioning FSSy

according to circuit line definition.
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Recovery Procedure: Ensure CGenerator switch to "OFF" Verify Insul ation
Resi stance of Switchboard Busbar Recovery substation SO07 Recovery

subst at i omoSdii/Bemavery substation S12 I n the above i solpatriscno@mdosmecovery
procedures, the breaker nodes with ID S02-01 to S02-10 are | ocated at
substation S02. S07-01, S11-01, S12-01 are breakers nodes which connected
to S02-02, S02-03, S02-05 respectively. The substations with ID S07, Sl11

and S12 receive el ectriTaH@veTypeloitaulf SRRatlve Setirdndel on S02. The

know edge cpntents for circuit line recovery include the detailed

st ep- by- st epSPgd¥atatiens to reset |HPesatiptionand 0/ C rel ays for recoyery. The
case record e tf g rat+oen—ay—ahso— '“'"IfUdrf othetr—fiscellaneous—f or mati on
such as, buf not ’:Il ted to, datg %’ﬁbe’l‘iﬂ% 8'9”?@58589,”‘33?% an

i dentificat[en afgg REFRS Y Nat SR & ] unber of
I npl ement at [ ons |of Srt’]sr%e( cagengol ut|i on. galitlidq?ﬁrr‘g@élflgfsg ié(}g?ge%ﬂ%v\%hart of the
met hod 1200| 8f fld&83ckrikstdaga) pr ogediuitdinedfadlt Bigrnaharefsmguendéssage | Processor

318 | n acco dande-with ona anmhodillmant aof tha nreacant | nuvanti aon )
A% EAAY vur L BLIL A4 B A2 TTIOUUT T TTU T LB rJl LTI T TrTvoTroeT A2 I ) T 1

particular, nmethod 1200 is described using fault signature sequences as

singl e-i | | Inpi : | I
et 1 oy R e SRR Shat fo S erichS I8 aRspriakar A sadR B of

begi ns idiagnostics knowledge. For instance, FSS; is associated with the knowledge at

system level, such as generic system diagnostics and recovery guide lines; FSSg
is associated to the trouble shooting and restoration procedures at substation level;
and FSSc is associated with the diagnostics knowledge at circuit line level, and the
steps and sequence of re-setting breakers and relays in order to restore the circuit

line functions.

Referring to Figure 12, the case library system 1002 accordingly contains three
case libraries: case library (1) 1004 stores the generic system diagnostics
knowledge and system recovery guidelines, case library (2) 1006 stores the
substation trouble shooting and restoration procedures; and case library (3) 1008

contains the circuit line trouble shooting and breaker resetting sequences.

The system utilizes objects to model and store the relevant entities, data elements
and knowledge in the case library system. Now there is provided detailed
description of the fault report, library case ID and library case record objects.

With reference to Figure 13, the fault report object 1112, represents a typical
memory model of the fault report 316 generated by monitoring system 314 as
shown in Figure 5. The fault report object 1112 may include information such as
fault report 1D, fault signature list (FSL), as well as recording time, type and staff-in-
charge. The recording time is the time when the report is generated. After
serialization, the resultant fault signature sequence FSSs, which normally contains
more than one fault signature elements, will be forwarded to Case Library (1) 1004
for case ID construction and case knowledge recording operations. The signature

sequence sub-groups FSSg (k=1 to n) obtained by the substation based partition
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step 1202. The systemreceives fault report 1204 that is generated by the
nmoni toring system 314. The systemthen proceeds to step 1206 and generates
a fault rweag@ssngl uded in the fault report, into faul Pcsisgnetownedi st
(FSL). Subsequently, the fault signature list (FSL) is serialized to form
fault signature sequence (FSSE) in step 1208. The fault signature sequence
(FSSE) is partitioned into sub-groups FSSsk (k = 1 ton) in step 1210

accor di {4l be fbhﬁar‘éi@@sfoa@h% L%SréHP(Z)rﬂ)OG)éﬁG'thétféuﬁtsl@r%tgfe 88qUdIRYe sub—
parameter. FSSE ma further partitioned into subgr oup FSSa, =

to n) igraupspF33ae l%dc'@rfmﬁ Mamdd:yr@mwt linenbaskd partitioprwill he torwakted |tﬁ the
menory Eb @gg gﬁg of the system 300. There are two outputs fromthe Fault
Message % §18 as shown in Figure 5. Firstly, fault signature
sequence sub-groups are sent to visual diagnostic navigator 326 for
information display. In step 1214, the fault nessage is dlspla ed on the

vi sual dhagerss il0 ehiergad of @Zﬁa'nﬁrﬁ sasecbhamdntha faylh signatyre may
b t f aul t
o enmont B SShoih 3as8 [} R bRay damstiodly’ By 8. éﬂ’fs?%g'ﬂr?‘ﬁ.&? (Lol B ol tY
t he sansignatere sdmcéa(ﬁss,) dt snmoted tbat fmbjmchstﬁytheusedlybqne lueuqmeogr am

5ol it oRese P Creped LS9 VB SYRET Jofait s (GUL OraG Setisncs thfp@n
troubl ey, érH?l%tbc't 8Qre?§t§(ﬂ’%saé'é§er®c?| ughP4 %@Q‘JDeéaﬁ Belgtmeratet- acT:Bleﬁ%
ub- orwa ui | der

signhature s roups are al so rded to the case Library Case

322 f or pozdsfineD protewol.on and case recordi ng case construction in Step 1216.
For each of the sub-groups, a new case IDis created if the sub-group does
not exist in the system The new case IDis saved to case library. At the

sane ti Mased ré&oral aibEe&asmse@@ﬁtdnr@mdse:anyemr@é Wppedh ofs irfematich:edi t h
the case I D. Those illed in the art will recogni ze that the corres:gi)ndl ng

case soldantifipatiem infermatienir @ teauble sheatinatand fresteration kpewlegagtand (

et hod £900 Enaiis ot Su SRl B 1R el vhL PR A Sng B e e 15

is afl omcase b uhierattan detdree oemnard sasé rédurds s theccansst libratyi.on 1300
performed in step 1216 of method 1200. Case construction 1300 begins with
1302. Case construction 1300 receiving fault signature sequences FSSsk (k =

1ton) F%?Qa‘?ev@(;%é lfﬂﬂvhbege 'o@n&é?ﬁsé?ﬁtthé“ddser%%%'o%ﬁedthﬂtmt PEFRASE 13

construction trales the details for constructing a |ibrary case
for subshit descraimjthma&hbute@ublr@mbthrag' €hd10RG.over the suhatation trouble ar

T br ar y SHARIEY OB eS PTART PBRRIYSenooT B R Rne Py ERRAe MAYHSL O

1306, t heripaed mapldobé sioted FWBathths@récnd. Furdient erie kkitled i thenatt idien
proceeds to step 1308 to create a case |D for evegj?:J fault signature

sequenc&ecognizecthpl thee gbewe cigs@nyD Rrevidry @s1ant dlustration sand Wiy exagh e
1312,
const rucPirayh] AR NBRIEAIE s Bh 10 Bhe BERRAESUNY in el 1202, Case

ID (I Dsk) exists. If case ID (1Dsk) does not exist in the case Iibrary, t he
net hod proceeds to St6891314 and creates a case reco[(d f.or, the new ca

with a 8% Faserdentiication leloretionontans a Lompesite key Iaduding g JECaN h
sai d Ca?\%m)ﬂ%r( %@?@( goﬁf ﬁklbl ﬁ@(@d' %att "tﬁ'nearctasé‘ tcof® HREBNbAK bRalrebbRY case

record nu case formul ate a conposité key of the now
case remmbernbuhd;ffeeem reccmiamyay s&tﬂarera same &BedD.t he case construction
cycle counter k is increnented by one at step 1316.

The knowledge contents may vary with the case library types. The case knowledge
content shown in Figure 13 may include the fault description, isolation and recovery
procedures at substation level. Those skilled in the art will recognize that the
knowledge contents are not generated by the system, but captured from human
experts and stored in the system for future use. Following is an example of

isolation and recovery procedures.
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If case ID (IDsk) exists in the case library, case construction 1300
proceeds to step 1316. In checking step 1318, the case construction cycle
repeat s iwotzha/isesie construction counter k is | ess thanPoI/SE3uel00a4a0 m
where mis the nunber of fault signature subgroups. If the cycle is to be
repeated, case construction 1300 returns to step 1308. O herw se, case
construction 1300 ends at 1320. Wth reference to Figure 16, a general
flowchart illustrates a nmethod 1400 for providing solution search program
342 by using the fault diagnosis system300 in WO

2011/ 056144 Pd0/atipn&4m00410 accordance with one enbodi ment of the present

i nventi on. W%@Qﬁo&é?%r&f)%ir%é-aﬁéqa 1402. The search program captures the
it any, by e

click event, usef, which occurs on one of the blinking

faul ty obj ect/solatio bESOPDEE SOAQMOSt i ¢ navi gator 326 at step 1404. Wen
capturing a click event, the sproaramwi Il read all the information enbedded
in the obj ect’§0/§ﬂ%°5§ogtq3e€t 1%48%tification informati on and case 1D

(denot ed as I,syg*ié,pbkggb_q]§8%1ﬁoqase record may not contain a solution.
ate

For instance, only nplate case record is stored in the library if no
sol uti on has /badatiorr apSaL&6 &rincorning @readt ri cal engineers. In step 1408, the
search program 342 retrieves a case record available in the case |ibrary.
If the case record is available, the search programw || retrieve all the

sol uti ons t hgtedbephPitRgeRse | D (1Dblinking) and display retrieved
solutions in a predefined order in step 1410. Those skilled in the art wll

recogni ze t hdnsune Glinepatay svytebitoi'©@Fkét er mi ned by pre-defined system
initializati ar er s,3 e ser i nts the reconmended
recovery pr 08&5&’(@W%@”u@ggg%i&o&%@c%ggr%%bsﬁt he inplenmentation. I|f
i npl ement ed, RdvvehPSHBsTatigIS0Fs the case inplenmentation information at
step 1418 for_future use. Otherw se, the search program pronpts the user

whet her to cdrRGaYes sybsiation &' 7st ep 1420. The search program goes back to
step 1404 if i est to continue. O herw se, the search
Rl el Sl Safon 512

program ends
In the above isolation and recovery procedures, the breaker nodes with ID S02-01
to S02-10 are located at substation S02. S07-01, S11-01, S12-01 are breakers

nodes which connected to S02-02, S02-03, S02-05 respectively. The substations
with ID S07, S11 and S12 receive electric power supply from the substation S02.

The knowledge contents for circuit line recovery include the detailed step-by-step

procedures to reset breakers and O/C relays for recovery.

The case recording information may also include other miscellaneous information
such as, but not limited to, date and time of records; and an identification of the
staff that saved the case record and the number of implementations of the case

solution.

Figure 14 provides a flowchart of the method 1200 of fault message processing
used by the Fault Message Processor 318 in accordance with one embodiment of
the present invention. In particular, method 1200 is described using fault signature
sequences as single-indexing key elements to store diagnostic knowledge into and

retrieve diagnostic knowledge from the case library system. Method 1200 begins in .
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When there is no avail able case record in the case library, the search
programwi || search a relevant case record for the user in step 1412. The
user may woeni1esdstsat he rel evant case record and t he updategceemmossacord
will be saved to the case |ibrary for future use in step 1414. As
illustrated in Figure 17, all the case records stored in the case |ibrary
are constructed into a solution space, A 622 in an n-di nensi onal space, Q
620. Eaghepf1d02e Cchse éy%téiﬁne&%%%s féiﬂﬁ‘?‘ep@ﬁdm@tf kRt t@lg&érﬁebebyxufw
Unl i ke conpl ex network “structured nenory nodels in the prior art,

pr esent mmeloeysteml31z4esThe§ystﬂm thenprgcerdsutar step, 1206nang generates a
singl e-i st ruct tQ or e, di.agnosti c W edge ip the ¢

i brar y ahemiracs ok Ta7 i, el pecy datl HHuE: Foeelive fist BE L1 he
case COIsibseglently,i thet it SiyRatiire Uikt WFSL)SisSs&imIRedawd famt a0t dighatasee can
be automatically constructed and added into the case |library. The

si ngl e- isederne’)(S3P1)dn step $988.em i s robust and does not generate conflict
outcone for a given case ID. The reliability of the systemis high because
its brevity and sinplicity in nenory structure. In addition, the sof twar e
devel oprmal faeftSdig ﬁétqreexéa@énd@(me{)a%ermmdl Pt sOBIdrb G FRS oegh The
strategy used in the present invention reduces the tine needea or the

sol uti om)seestelh 1B 0f atcarding tththes sbibstiation ssiaumturee tpaneb structuce detbelsub

et b S WG NSRS AR5, G P
kl'i Nss} Gd blep '191§aa%°coquL? %%lr?hﬁqan%séélnmf‘oﬁ RBAPEBRSN | tH?aVﬁ@nH&g étB

t hree subsets I'n ExXpression I's the subset t I ncl udes the cases
associ at38 ofithé sgehem 8Q0di agnosti ¢ know edge and systemrecovery gui delines
(i.e. Case Library (1) 1004 in Figure 12); t112 is the subset that includes
the cases associated with substation trouble shooting and restoration

pr ocedurlderg aretwdagtputs froar the(2aultiMessage Processor 3118 dsvshoven innieigetehBet

that includes,the.cases associate circuit, line ubl e shootl and
br eaker #181 Gy el T SEGTENE S Hralbs 2i5CH et p S PRGBS MRVl o

12) . VWheazeshrlisfrmetid®disblap! Uni9ep clasie, thefadlt ghasiagkais! disglagedion the
sequence, FSSE, sub-groups FSSsk or sub-groups FSSa, sequence, the search

progr amvisual giagnoskie diavigater S@bsetn aAeembadiment| the; faylhmessageduande

C01 ut 1 ofRlesEREHOR 2 RSN BlnkAG A0S iFs e Rt flinadio Ry BoRER et "

such as faulty substations, panels, or faulty circuit Iines. At the same time, these

faulty elements or objects may be used by the program to allow the user to select
fault message handlers in order for the solution search program 342 to perform
solution search and recommend trouble shooting steps and recovery procedures to

the user.

The fault signature sub-groups are also forwarded to the case Library Case Builder
322 for case ID creation and case recording case construction in Step 1216. For
each of the sub-groups, a new case D is created if the sub-group does not exist in
the system. The new case ID is saved to case library. At the same time, a
template case record may be created which is associated with the case ID. Those
skilled in the art will recognize that the corresponding case solution can be
captured and saved into the case library at a later time. Detailed method for case
construction is illustrated in Figure 15. Method 1200 then ends with 1218.
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y 626 is nmuch smaller than the solution space set A 622, the search tine
required to reach the solution set 630 is significantly reduced. As

di scussedwpreuw/sesity, there may be nore than one recor dPavsiGkeaioloeodiin t he
solution set 628. In this case the search program 342 will list all the
solution records in order. The solution display order is determ ned
according to the systemsetting paraneters 336 pre-defined by the user. For

exanpl eFigute $5!igt &oflowetet diustritingeti sleltilscdf aheocaéa Gonstrutirt 1300
i mpl enentation records, or their record date/tinme, or _conbipation of both.

On the Berfammed in siap, 12160f meiod: 12Q0. £ase Gonstrueliny 4#39@hegins W 1383 ut i on
030 11 clil cHRHARRDRC B feldlitha BRI Khhukile 'ééc{};%ﬁg&éngg.éet%kgkuﬁdﬁftét nd

t hat nummerous variations and/ o I ons nma the i nvention
as shown304. t Taosb osidilezirimdtheeamt swilli tdvoghizeetiet t thegcase roonistrustiorn i1300r
scope of the inven igi?ﬁ%z descri bed. The present e | ments as, descri bed

above allEstratasdng stals 108 copRtveinGa "Prarwqas%gpéu@gg%n and panebirpyileang
not res&ﬁb&ﬁddﬁﬂg rEENR. Howe V! aﬁmafmttﬁabé cHhafIee B U toduadray’ | d

syst em conpri'si ng: receiving a report froma nonitoring system
conpr i scasesafqr aigaehetiy diEgnestio libram endi ciraitdimeotrostle dsholoting landyresbvetyr or s
conpri sgg a_node val ue pair; generating a target fault signature
sequencdPf@Et - is an ordered listing of said plurality of errors;

conparing said target fault signature sequence with a plurality of
signature fault sequences stored in a database; determ ni ng one of
sai d pl I step 1306, fthe|casei gensticiione 3R dritializes: angawnes kst d. @adgthen

signat ub?oge%ﬁls;ttoss‘?gﬁ'ei%g 'to create a case ID for every fault signature sequence. The
newly created case ID (IDsk) 1310 for the fault signature sequence FSSsy is then

forwarded for further processing.

In step 1312, case construction 1300 searches the case library to determine
whether the case ID (IDsk) exists. If case ID (IDsk) does not exist in the case
library, the method proceeds to step 1314 and creates a case record for the new
case with a new record number, CsNsx. The new case number is associated with
said case ID (IDsx). Those skilled in the art will recognize that the case record
number CsNsk and case ID (IDsk) formulate a composite key of the now case
record in the case library. After step 1314, the case construction cycle counter k is

incremented by one at step 1316.

If case ID (IDs) exists in the case library, case construction 1300 proceeds to step
1316.

in checking step 1318, the case construction cycle repeats if the case construction
counter k is Iess.than or equal to m, where m is the number of fault signature sub-
groups. If the cycle is to be repeated, case construction 1300 returns to step 1308.
Otherwise, case construction 1300 ends at 1320.

With reference to Figure 16, a general flowchart illustrates a method 1400 for

providing solution search program 342 by using the fault diagnosis system 300 in
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retrieving a case record associated to said one of said plurality of fault
si gnature sequences that natches said target signature sequence; and
di spl ayi ngo=aiwhserse record. 2. The method of claim1l weersicrowabeiiet ep of

generating said fault signature sequence conprises: generating a
fault signature list conprising said plurality of errors fromsaid fault
report; and serialising said fault signature list to forma target

faul t shgadidhee W %H*A%ﬁr‘ﬁbﬁt i %Fe'é.éﬁi thnt‘iEn.eN][éﬂﬁéd Qﬁ@?idégﬁas in

; {
predefi ned sequence base on sal d node val ue pair of each of sai
pl ur al i stepo14@2.r The searctaprbgranmgeapttieas thestligk®vent ikamyudyclbe Wser;Twbiokhet hod

di | ai wher ei. ' de, val ' . . '
unber SRETSATLORE ob i DR 3ty PeEF Pl Blel R8BS RivBatit i "
conpri sgfep 1404. ordering said plurality of errors in accordance with said

substati on nunber in said node value pair of each of said plurality of
errors. 4. The nmethod of claim 1l wherein said node value pair conprises a

| said i Q.8 ai sl ana
oy i e cAPthnRg ekl HEROMAT fuf et Pt infl RO dmBERIER
panel nwgesbjédt, SuicH B9dsbjest iderificatiol iafaeatibn sandl qaser #Di (denotedtrasor s.

IDviinking) 1406.

A case record may not contain a solution. For instance, only a template case
record is stored in the library if no solution has been captured from the electrical

engineers.

In step 1408, the search program 342 retrieves a case record available in the case
library. If the case record is available, the search program will retrieve all the
solutions that match the case ID (IDyinking) @nd display retrieved solutions in a
predefined ‘order in step 1410. Those skilled in the art will recognize that the
display order is determined by pre-defined system initialization parameters 336.
When the user implements the recommended recovery procedure, the user may or
may not confirm the implementation. If implemented, the program updates the
case implementation information at step 1418 for future use. Otherwise, the search
program prompts the user whether to continue or quit at step 1420. The search
program goes back to step 1404 if user inputs a request to continue. Otherwise,

the search program ends at step 1422.

When there is no available case record in the case library, the search program will
search a relevant case record for the user in step 1412. The user may then edit the
relevant case record and the updated case record will be saved to the case library

for future use in step 1414.

As illustrated in Figure 17, all the case records stored in the case library are
constructed into a solution space, A, 622 in an n-dimensional space, Q, 620. Each

of the case is denoted as case; and marked using letter x 624.
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5. The method according to claim4 wherein said ordering of said plurality
of errors is according to a predefined circuit line conprising a |list of
panel numwersil/Bei4dhe nmet hod of claim 1l wherein sai d nosgeTisahom/op@ilo
conprises a status value and said step of generating said target fault

si gnat ure sequence conpri ses: ordering said plurality of errors in
accordance with said status value in said node value pair of each of said
plurality of errors. 7. The method of claim1 wherein said node value pair

conprises a tine stanp and said step of generating said target fault
si gnat uténl ggqg@ﬁglgxcm%qug@ructured mem%rmﬁﬁebsalfut'}ﬂ prar iary the rieseps in

d h t d
o ural 1 dovesiton ufiZes 4'sHipl! Al SRUALRE Harkly ndR b BinG AGHLRlre® U,
conpri s@torenduagpdjsth;ekncmledge iRttt sase Iubtap Ofheg avaim ativagtageiaf thersireglef aul t

si gnat ur e, sequence conprise said plurality of errqgrs in

accor daffegexing gtrughuge I maﬁaﬁ £aseg seestﬁ*pt@gl 'aqh%fd@ YRMTE 5 Simplee 30f &
sai d pl Lf.‘érfiﬁlp'lét(\s‘ égseeéérpb% a&mﬁ%ﬁgﬁféﬁﬂgtrﬁ%ﬁrQr'\cf‘gadﬁgd%ﬁi thel chde liBRry

conpri sin ) target fault signature sequence into a
pl urali tT;heofsngmgrdmxpE; atrusturel systenn ig yobtﬂsteandréoeslmot Tdanenatehodnflict

di | 9. wh
cach of CLAFAMEIRF & Bghoreee 105 Sh8-haBunhRhehe SAE S B S Birssale ] n°
sai d nodgevif} HARd RsmbliGify RRAfErRGrySStrEttatelNal Additior, B Séfevare development

cost and system maintenance cost is significantly reduced.

The strategy used in the present invention reduces the time needed for the solution
search as follows. The solution space set A 622 includes Ngs sub sets (i, k=1 to
Nss), where Nss is the number of subsets in solution space set A 622, which is

shown as follows:

A ={y1, 2, ¥3, -.., UNss} (11)

The case library disclosed in the present invention includes three subsets. In
Expression (11), y1 is the subset that includes the cases associated with generic
diagnostic knowledge and system recovery guidelines (i.e. Case Library (1) 1004 in
Figure 12); y, is the subset that includes the cases associated with substation
trouble shooting and restoration procedures (i.e. Case Library (2) 1006 in Figure
12); s is the subset that includes the cases associated with circuit line trouble
shooting and breaker/relay resetting sequences (i.e. Case Library (3) 1008 in
Figure 12).

When searching for a solution case, for a given fault signature sequence, FSSs,
sub-groups FSSg, or sub-groups FSSck sequence, the search program 342 only
checks the subset which the fault signature sequence points. For example, the

subset 626 is such a subset, which contains the solution case 630. As the subset
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11 . The method according to claim9 wherein said step of partitioning
conprises: formng each of said plurality of sub-groups according to a
panel numberoimssemisd node val ue pair of each of said pl ecalsiceyombosasr ors.
12. The net hod according to claim9 wherein said step of partitioning
conprises: formng each of said plurality of sub-groups according to a tine
stanp in said node value pair of each of said plurality of errors. 13.The

thod . . ‘ . sala f . e
et ho ﬁﬁg?é i&aﬁg:chosrﬁé than fthé %ﬁﬂmﬁﬁé@@&b%&& 622, #RSEFER Nighd réq@gnunoer

for eac plurality of sub-gro determning one of said plurality
of sub- ¢ marh the sodatioresetréBidsisigreficatigaedbeak based on sai d case nunber
assigning a case record to said one of said plurality of sub-groups;
receiving inputs froma user regarding handling informati on for said case

recor d; A%”Higcussed fdreoibggly,s érel AR Bet Mobdli tlak 38fe rBEOFI availatié dndieabase
wherein said case record includes said one of said plpralltz of sub-groups
and sai dohsind| $etg628if olmthis caselthe Searcheptagiamc 842 dvillglistoalt ithe raolutiomr t her

conpri ses: . recejVving, i.nputs .froma.user I i ! I ndl i ng
T < eSards dp octsis LR BB s Ly B S RiprhRP SRR b Bl
i ncl ude ggfling pstdividteradadpreltibfited B Bhenabenn Fon examplelahaaktion records
may be displayed according to their implementation records, or their record
date/time, or combination of both. On the solution list, the first case record is

considered the best solution 630.

it will be appreciated that one skilled in the art will understand that numerous
variations and/or modifications may be made to the invention as shown in the
above embodiments without departing from the spirit or scope of the invention as
described. The present embodiments as described above are therefore to be

considered in all respects as illustrative and not restrictive.

31



15. The net hod according to claim1l, wherein said database is a

mul ti di mensi onal database. 16. The nethod according to claim9 wherein said
node val weopaiwosepwpri ses a substation nunber and sai d stepcabogenas at i ng
said target fault signature sequence conpri ses: serializing said
plurality of errors in accordance with said substation nunber in said node
val ue pair of each of said plurality of errors. 17. The nmethod of claim?9
wher ei n (§aiflsnode val ue pair conprises a panel nunber and said step of
generating said fault signature sequence conpri ses: serializing said
plurality of errors in accordance with said panel nunber in said node val ue

pair of eagh ,of | Jty of ;errors h .0f claim9 wherein
sai d node i.al%g\eziiécfofg%fdlggﬁosés gqraq aéw%éﬁdel}gﬁsﬂﬁéﬁggg'gg- of generating
said target fault ret@ivinguae fagEURPOR FOWPra S®®hnitoring sysstémalcoAiphigireaid
plurality of errors in accordance with said status value in said node val ue
pair of each Pi#ralityi of emremsawvhereipfeashrefrsaid piuralily ofcemfes ePMPrises RN ei n
sai d node val\}éﬁetoaéip conprises a time stanp and said step of generating
said target fau Si’gnat ur e sequence conpri ses:

generating a target fault signature sequence that is an ordered listing

of said plurality of errors;

comparing said target fault signature sequence with a plurality of
signature fault sequences stored in a database;

determining one of said plurality of fault signature sequences that
matches said target signature fault sequence;

retrieving a case record associated to said one of said plurality of fault
signature sequences that matches said target signature sequence; and

displaying said case record.

2. The method of claim 1 wherein said step of generating said fault signature
sequence comprises:
generating a fault signature list comprising said plurality of errors from
said fault report; and
serialising said fault signature list to form a target fault signature
sequence wherein said plurality of errors are in a predefined sequence
based upon said node value pair of each of said plurality of errors in said

target fault signature sequence.

3. The method according to claim 1 wherein said node value pair comprises a
substation number and said step of generating said target fault signature
sequence comprises:

ordering said plurality of errors in accordance with said substation

number in said node value pair of each of said plurality of errors.

32



serializing said plurality of errors in accordance with said tine stanp in
sai d node value pair of each of said plurality of errors. 20.The nethod of
claim9 whereimssaisd node val ue pair conprises an al phalpetrisc2eapgdesand sai d
step of generating said target fault signature sequence conpri ses:
serializing said plurality of errors in accordance with said al phabetic
code in said node value pair in each of said plurality of errors. 21. A

system forgf giel nfEtRENQF! Gail 1AWPRYEIH S4idInSde VAl PaitdcanphseLS bAndl
sof tware system conpri si ng: ci rcui tré configured to receive a fault

report from aumperiand said step eihgenarptingisaig tauli signatute/seguenceompiiggsei n

each of said pluraljty of_.errors,c | se: val | [

circuitry confi _guroéétye Q? _81%@&]%6 tyagt{g'{rg%t 'ﬁf ?g%cfﬁg#ﬁﬁgﬂsé%%'&u@?%at i's
an ordered | igthidthcte v pairwf @achbf @hidepludiRy of errors.  Circuitry
configured to conpare said target fault signature sequence with a plurality

of signature fault sequences stored in a database; circuitry

oot ourer aydeh e 8,009y Bl WRLLEY 8l hha HraaRh e oes

configured t @rroes ris eactosdingste & guetdfiasd agtcaitelkhd coawridingna list shipdnel
plurality of faugt si gnature sequences that nmatches said target signature
sequence; andumoers.

6. The method of claim 1 wherein said node value pair comprises a status
value and said step of generating said target fault signature sequence
comprises:

ordering said plurality of errors in accordance with said status value in

said node value pair of each of said plurality of errors.

7. The method of claim 1 wherein said node value pair comprises a time stamp
and said step of generating said target fault signature sequence comprises:
ordering said plurality of errors in accordance with said time stamp in

said node value pair of each of said plurality of errors.

8. The method of claim 1 wherein said node value pair comprises an alphabetic
code and said step of generating said target fault signature sequence
comprises:

ordering said plurality of errors in accordance with said alphabetic

code in said node value pair in each of said plurality of errors.

9. The method according to claim 1 further comprising:
partitioning said target fault signature sequence into a plurality of sub-

groups of said plurality of errors.

10. The method according to claim 9 wherein said step of partitioning comprises:
forming each of said plurality of sub-groups according to a substation

number in said node value pair of each of said plurality of errors.
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circuitry configured to display said case record. 22. The system accordi ng
to claim 21 wherein said circuitry configured to generate said target fault

Si gnat ur ewveequéscE4conpri ses: circuitry configur @dTISG2¢®reerda0 e a
fault signature list conprising said plurality of errors fromsaid fault
report; and circuitry configured to serialise said fault signature

list to forma target fault signature sequence wherein said plurality of
errors are in a predefined sequence based upon said node val ue pair of each
of said plurality of errors in said target fault signature sequence. 23.

The syst end hddermethpd acaoirding to Tlaime? wher@ausaldww@ afgpanttiqning comppiseses a

Fault s gnat ur e s SqRGCeag s S Phufet) o SuBEak P BERR R B G BRI

said plurali tn‘ﬂnﬂferﬂhrs@rcﬁnd)dé falcierpisieeathl o s glusality ioklen@ps nunber in said
node val ue pair of each of said plurality of errors. 24. The system

according to claim21 wherein said node value pair corrprl ses a panel nunber

and sal d'ch3 S EXRANLBIRE HUIRS LR Ball SR g cBEH

sequence CONprises FCUI ured er sal Flty of

errors in accordario:enmgtdacha)fc’sahﬁpli:lralitymbeumgnoeps dcomrding/tal alemmstampf each
of said plurality of errors. 25. The system accgrdl ng to claim21 wherein

sai d node val"ﬂj§ai§’d"'9d%\’ﬁ'fﬁ?|p§érs°fe‘?a§f‘eﬁfl§§'q@ﬁu{@'t\éﬁ eH8rY circuitry configured

to generate said target fault signature sequence conpri ses:

13. The method according to claim 9 further comprising:
generating a case number for each of said plurality of sub-groups;
determining one of said plurality of sub-groups is not recorded in said
database based on said case number;
assigning a case record to said one of said plurality of sub-groups;
receiving inputs from a user regarding handling information for said
case record; and
storing said inputs to said case record in said database wherein said
case record includes said one of said plurality of sub-groups and said

handling information.

14.The method according to claim 1 further comprises:
receiving inputs from a user including additional handling information
for said case record; and
updating said case record to include said additional handling

information in said database.

15.The method according to claim 1, wherein said database is a multi-

dimensional database.
16. The method according to claim 9 wherein said node value pair comprises a

substation number and said step of generating said target fault signature

sequence comprises:
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circuitry configured to order said plurality of errors in accordance with
said status value in said node value pair of each of said plurality of
errors. 280bBhe/wystitem according to claim21 wherein sai gcmsdeoosabego pai r
conprises a tine stanp and said circuitry configured to generate said
target fault signature sequence conpri ses: circuitry configured to
order said plurality of errors in accordance with said tine stanp in said

node val ue pair Ofs,eﬁéﬁ:ih@fsaﬁﬁbﬁjréilt‘jr@f' érfrdrso"n &édopdance? withhsaid ysiibetation
according to claim 21 wherein said node val ue pair conPrl ses an al phabetic
8

code and sai fupiberin said nasie vajue oain &f epoheafaid plarality F geers.aul t signature
sequence conpri ses: circuitry configured to order said plurality of
errors in accordance with said al phabetic code in said node value pair in

each of sai 7 TpkUm®théy o@fclamcgsvhe?&n dhid AySd ealRs palrdéargptises laapanall
further conprising rcuitry conflcgured to partition said target

fault signat ﬂ‘ﬂé"bﬁ(ﬂﬂ@rﬁ%d |SFﬂR)°§ag?il‘QﬁaHF9t99' ﬁaum!ﬂlbﬁiw&p%e%#e@&l@fﬁpm%ﬁ ity
of errors. 29. Thesﬁt‘ﬁﬁﬁﬁ%%ﬁ@éfu’?&hﬁlo Fle?}d?ézﬁ W@@élﬁbﬂc a%ﬂhc

configured to parfitron rrcurtry con | gure Ip1%jor m each
of said pl ur aunmberdh saldmcgie)wdaeqxanomfcbam ¢fcsamd plmbalttﬁbf errormnber in said
node val ue pair of each of said plurality of errors.
18.The method of claim 9 wherein said node value pair comprises a status
value and said step of generating said target fault signature sequence
comprises:
serializing said plurality of errors in accordance with said status value

in said node value pair of each of said plurality of errors.

19.The method of claim 9 wherein said node value pair comprises a time stamp
and said step of generating said target fault signature sequence comprises:
serializing said plurality of errors in accordance with said time stamp

in said node value pair of each of said plurality of errors.

20.The method of claim 9 wherein said node value pair comprises an alphabetic

code and said step of generating said target fault signature sequence
comprises:

serializing said plurality of errors in accordance with said alphabetic

code in said node value pair in each of said plurality of errors.

21.A system for fault diagnosis in a power grid system being executed in a
software system comprising:
cirduitry configured to receive a fault report from a monitoring system
comprising a plurality of errors wherein each of said plurality of errors
comprises a node value pair;
circuitry configured to generate a target fault signature sequence that

is an ordered listing of said plurality of errors;
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30. The system according to claim28 wherein said circuitry configured to
partition conprises: circuitry configured to formeach of said

pl uralitywofosudegaoups according to a panel nunber in sargcred@omadue pair
of each of said plurality of errors. 31.A systemaccording to claim28
where said circuitry configured to partition conprises: circuitry
configured to formeach of said plurality of sub-groups according to a tine

stanp in said nOd%lrlié’ﬁWec gbrﬁ t6Bhpre Seid tatdet 3hilt Kighat@er Séguende. A
system according to claim28 further corrprl si ng: circuitry

configured t withenplusaldy af smaturarfaelt sequencasstoredsin aldplabesei ty of

sub- gr oups; cui t red to ality
of sub-groups is ﬁg u#rg&gpﬁéarqcﬂ 8"'8'& %rg%éfa%ggé)gu%ﬂﬁ' @ffaa@ﬁbe"%wﬁber
circuitry cogbhgeness that ARICHES s”a@@é@etg@(wéﬂn’écfaﬁmlsdq@éme?f said plurality
of sub-groups; circuitry configured to receive inputs froma user

regar di ng handl i ngircwitnyoeafigured terrelrigve 2 gase recyydassapi@ted to said one of
said plurality of fault signature sequences that matches said target signature

sequence; and

circuitry configured to display said case record.

22.The system according to claim 21 wherein said circuitry configured to
generate said target fault signature sequence comprises:
circuitry configured to generate a fault signature list comprising said
plurality of errors from said fault report; and
circuitry configured to serialise said fault signature list to form a target
fault signature sequence wherein said plurality of errors are in a predefined
sequence based upon said node value pair of each of said plurality of errors

in said target fault signature sequence.

23.The system according to claim 21 wherein said node value pair comprises a
substation number and said circuitry configured to generate said target fault
signature sequence comprises:

circuitry configured to order said plurality of errors in accordance with
said substation number in said node value pair of each of said plurality of

errors.

24.The system according to claim 21 wherein said node value pair comprises a
panel number and said circuitry configured to generate said target fault
signature sequence comprises:

circuitry configured to order said plurality of errors in accordance with

said panel number in said node value pair of each of said plurality of errors.
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circuitry configured to store said inputs to said case record in said

dat abase wherein said case record includes said one of said plurality of
subgr oupsweandiiggsd4handl i ng i nformati on. 33. A syst em ac®oms$iGrepotoeodad ai m 21
further conprises: circuitry configured to receive inputs froma user
i ncl udi ng addi tional handling information for said case record; and
circuitry configured to update said case record to include said additional

handl i ng 24 mh@éys@é}nldbo‘éﬁiuﬁg d@kl&ﬁ\% whérein e ﬁaué%meipaig cbfptisas @ 21,

wherein said database is a | tidi mensi onal dat abase. 35. The system
accor di ng tostﬂtas nyalge ward eﬁaid seirauitp donfiguied fai geneale i said @rasib&ut i on

nunber and sa |rcu Lt d to generate said target fault
%ngg;%{&%e%

signature se& circuitry configured to serialize

said plurality of cﬁbﬁi@r'yscddﬁgafé‘dediafdé@ said plusalitg of Wesiralin abcovdahee with sai d
node val ue pair of each of said plurality of errors. 36. The g ystem
e

accor di ng t o SgichstatumvalHe insaidaade value paiiaf€ashiaf sgishplurality obeamel nunber
and said circuitry configured to generate said target fault signature
sequence conpri ses: circuitry configured to serialize said plurality
of errors ZmT&rfecsysﬂancm:mfdlth@icthimam‘eWheneibaaid nodaivéluepair campeispaia  of
each of said plurality of errors.

time stamp and sald circuitry configured to generate said target fault

signature sequence comprises:

circuitry configured to order said plurality of errors in accordance with

said time stamp in said node value pair of each of said plurality of errors.

27.The system according to claim 21 wherein said node value pair comprises
an alphabetic code and said circuitry configured to generate said target fault

signature sequence comprises:
circuitry configured to order said plurality of errors in accordance with

said alphabetic code in said node value pair in each of said plurality of errors.

28.The system according to claim 21 further comprising:
circuitry configured to partition said target fault signature sequence

into a plurality of sub-groups of said plurality of errors.

29.The system according to claim 28 wherein said circuitry configured to
partition comprises:

circuitry configured to form each of said plurality of sub-groups

according to a substation number in said node value pair of each of said

plurality of errors.

30.The system according to claim 28 wherein said circuitry configured to
partition comprises:

circuitry configured to form each of said plurality of sub-groups

according to a panel number in said node value pair of each of said plurality

of errors.
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37. The system according to claim?28 wherein said node value pair conprises
a status value and said circuitry configured to generate said target fault
Si gnat ur ewveequéscE4conpri ses: circuitry confi gur @edTiSG2emr00@ld ze sai d
plurality of errors in accordance with said status value in said node val ue
pair of each of said plurality of errors. 38. The system according to claim
28 wherein said node value pair conprises a tine stanp and said circuitry
configured to generate said target fault signature sequence conpri ses:
circuitry configured to serialize said plurality of errors in accordance
with sai d 31.fesystampaceordingitnetaimv2d whasaisaidcireuitty esnfigared (0 wadtitiany of
errors. 39. Egﬁ]§%%gen1according to claim28 wherein said node val ue pair
conprises an a 6ha etic code and said circuitry configured to generate said

target fault signairouieryseanfig@edc eporedach of saidiplaality Yof Coltb-gestippsd to
serialize said plurality of errors in accordance with said al phabetic code
in sai d node a¢8PTUNGIA A time stamp dn saigh rods valkeiRajr of eagh ef saidggumglifyaef t

di agnosi s sygtemin a power grid systemconnectable to a processing system
conprising: a nenory is said fault diagnosis system and instructions
stored in said nenory for directing a processing unit to:

32.A system according to claim 28 further comprising:

circuitry configured to generate a case number for each of said
plurality of sub-groups;

circuitry configured to determine one of said plurality of sub-groups is
not recorded in said database based on said case number;

circuitry configured to assign a case record to said one of said
plurality of sub-groups;

circuitry configured to receive inputs from a user regarding handling
information for said case record; and

circuitry configured to store said inputs to said case record in said
database wherein said case record includes said one of said plurality of sub-

groups and said handling information.

33.A system according to claim 21 further comprises:
circuitry configured to receive inputs from a user including additional
handling information for said case record; and
circuitry configured to update said case record to include said

additional handling information in said database.

34.A system according to claim 21, wherein said database is a multi-
dimensional database.

35.The system according to claim 28 wherein said node value pair comprises a
substation number and said circuitry configured to generate said target fault

signature sequence comprises:
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receive a fault report froma nonitoring systemconprising a plurality of
errors wherein each of said plurality of errors conprises a node val ue
pair; wo gemssatie a target fault signature sequence PhatsGzaoanoss der ed
listing of said plurality of errors; conpare said target fault
signature sequence with a plurality of signature fault sequences stored in
a dat abase; determ ne one of said plurality of fault signature

sequences that matgRaRnSedrftiguieded strialzé Ward bﬁkhﬁt?/?(ffoéi%t%eih accordard@ ri eve
a case record associated to said one of said plura |tty of fault signature
ef

sequences t havithaaidhsubstation number inssaidanadevaluguraicef eaghyotisaig plyrality d
case record. A}Je rogge system of claim40 wherein said instructions to
generate sai PGt fault si ghat ure sequence further conprises:

i nstructions stored in said menory for directing said processing unit to:
generate a fault signature list conprising said plurality of errors from
sai d faul t 3¢l systemgaccording tg &qimy 28 avhagein said inodeivalie DAk COMANSEs F orm a

target fault n el | | f r in a
brcdet i ned sEaTEnduitiers S0 HUEHEY borffidl 1 Ydrcfald fi Rirgf ffu
plurality of signatuse sequemicd compridest aul t si gnature sequence. 42. The system
according to claim40, V\heqrj%j n %S,C?i d node val u aif. conprises a suastat I on
nunber and sai d i riCHIY: FYHGUred d@ 'éesséi'(gpﬁﬁ?@&df TIPS &y Jefargance
sequence fur 4G s§RAMPaREGRimber in said node value pair of each of said plurality of

errors.

37.The system according to claim 28 wherein said node value pair comprises a
status value and said circuitry configured to generate said target fault
signature sequence comprises:

circuitry configured to serialize said plurality of errors in accordance
with said status value in said node value pair of each of said plurality of

errors.

38.The system according to claim 28 wherein said node value pair comprises a
time stamp and said circuitry configured to generate said target fault
signature sequence comprises:

circuitry configured to serialize said plurality of errors in accordance

with said time stamp in said node value pair of each of said plurality of errors.

39.The system according to claim 28 wherein said node value pair comprises

an alphabetic code and said circuitry configured to generate said target fault
signature sequence comprises:

circuitry configured to serialize said plurality of errors in accordance

with said alphabetic code in said node value pair in each of said plurality of

errors.

40. A fault diagnosis system in a power grid system connectable to a processing

system comprising:
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I nstructions stored in said menory for directing said processing unit to:
order said plurality of errors in accordance with said substation nunber in
sai d nodewoabuaspaitr of each of said plurality of error®cT/S630090h@16yst em
according to claim40 wherein said node value pair conprises a panel nunber
and said instructions to generate said target fault signature sequence
further conprises: instructions stored in said nenory for directing said

processing unit teameridry isssaid Fahlitdiaghdsis @yseimicdrsd i N accordance with said
panel nunber in said node value pair of each of said plurality of errors.

44. The syslt em acgzﬁtmchgns staredimsaid mempsy forgliegting dPresesin@ 4nit teonpri ses
a status val ue and sai rugt ji0
q%%%]\% FAUIORS z)ohofrg grﬁ\bﬁltéﬁﬁgﬁi s&@lrggr‘? @Hgﬁ 2ory

Si gnat ure sequence furt nprise UCt I ons

for directing sai @lmamqaﬁsemgsuméretnoeam e saielapldratityiobkitoys obmerises & i n
accordance wi th sai d stat us value in said node value pair of each of said
plurality of er r ongdess| Uerﬂ%‘r,syst em according to claim40 wherein sai d node

val ue pair conprises adap, été‘ﬁ}gé{‘ Lﬁtaé@néﬂﬁérééﬁde%é that BCARGRliEredl d

target fault signature sequence er conprises: instructions stored in
said nenory for dllistkmgpﬁgaldql_lmtamycafmmrs,g unit to: order said pl urallty of

errors in accordance with said t S ai d node val ue
of said plurality of etcpmgareggld {%%egag{gémr?ig@%ewr}cg %'ﬁe?rﬁqﬂ'@"%%rel n
sai d node val ue p%ig{na@mu&% qa8n&PRBRAY inca BAEHHRBI said instructions to
generate said tar fault signature sequence further conpri ses:
determine one of said plurality of fault signature sequences
that matches said target signature fault sequence;
retrieve a case record associated to said one of said plurality of
fault signature sequences that matches said target signature
sequence; and

display said case record.

41.The system of claim 40 wherein said instructions to generate said target fault
signature sequence further comprises:

instructions stored in said memory for directing said processing unit to:
generate a fault signature list comprising said plurality of errors

from said fault report; and
serialise said fault signature list to form a target fault signature
sequence wherein said plurality of errors are in a predefined
sequence based upon said node value pair of each of said plurality of

errors in said target fault signature sequence.

42.The system according to claim 40 wherein said node value pair comprises a
substation number and said instructions to generate said target fault
signature sequence further comprises:

instructions stored in said memory for directing said processing unit to:
order said plurality of errors in accordance with said substation

number in said node value pair of each of said plurality of errors.
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I nstructions stored in said menory for directing said processing unit to:
order said plurality of errors in accordance with said al phabetic code in
sai d nodewvabugspritr i n each of said plurality of error®cTAG20008043ySt €M
according to claim40 further conprising: instructions stored in said
menory for directing said processing unit to: partition said target fault
signature sequence into a plurality of sub-groups of said plurality of

errors. V3 AQbldyAbEh RN iIREE0 QiR0AT Whefin HaR] A¥aé YEIRCHAIF dbAtrises @ ai m

47 wherein said instructions to partition conprises: instructions stored in
said menory fPanebnueber rands aaid instuetienséo @enerate:said target faulhsignatue sai d

plurality of - Q1 0 Rc} .to a substation nunber in said node val ue
pair of _eachs_gﬁegg{’%ﬂ‘ﬁﬁf?%ﬁﬁ{ IS% “errors. 49.The systemaccording to claim
47 wherein said i ngdtrudtibheRtored indaid inedtbry ddmdirentihig said processing unit to:

order said plurality of errors in accordance with said panel

number in said node value pair of each of said plurality of errors.

44.The system according to claim 40 wherein said node value pair comprises a
status value and said instructions to generate said target fault signature
sequence further comprises:

instructions stored in said memory for directing said processing unit to:
order said plurality of errors in accordance with said status

value in said node value pair of each of said plurality of errors.

45.The system according to claim 40 wherein said node value pair comprises a
time stamp and said instructions to generate said target fault signature
sequence further comprises:

instructions stored in said memory for directing said processing unit to:
order said plurality of errors in accordance with said time stamp

in said node value pair of each of said plurality of errors.

46.The system according to claim 40 wherein said node value pair comprises

an alphabetic code and said instructions to generate said target fault
signature sequence further comprises:

instructions stored in said memory for directing said processing unit to:

order said plurality of errors in accordance with said alphabetic

code in said node value pair in each of said plurality of errors.

47.The system according to claim 40 further comprising:
instructions stored in said memory for directing said processing unit to:
partition said target fault signature sequence into a plurality of

sub-groups of said plurality of errors.
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I nstructions stored in said menory for directing said processing unit to:
formeach of said plurality of sub-groups according to a panel nunber in
sai d nodeweabuaspaisr of each of said plurality of error®cTSG20he6yet em
according to claim47 wherein said instructions to partition conprises:
instructions stored in said nenory for directing said processing unit to:
formeach of said plurality of sub-groups according to a tine stanp in said

node val U94789§fhé StERCACHrdRy Yo PbIHINRI 47 YwiRdreRY lsaics ifstrdtionS ttenpakriondi ng
to claim4 urther conprising: instructions stored in said nmenory for

di recting sacdmprisegssing unit to: generate a case nunber for each of said
plurality of subgr

oups.. det erm ne one of. ' | LY Qf e
sub-groups is not 'QS@@&P%%SMG%&I 53'86{'{‘3‘5'88%?‘{{a‘i'reeg’%h§ s%iflﬁ é'%ccgé%mﬁlﬂ%tet&
assign a case record t erifichcPn®f 0aidaptiralityr af | §ub-gfoupsbageerdigy toeaei ve
inputs froma user regarding handling information for said case record; and
store sai d i nput sstbstatipn nemherrie seidi npde valve gatr i pach gisald pluality fase
record includes S%i'rgrsgne of said plurality of sub-groups and said handling
i nformation. 52. yStem according to claim40 further conprises:

49.The system according to claim 47 wherein said instructions to partition
comprises:

instructions stored in said memory for directing said processing unit to:

form each of said plurality of sub-groups according to a panel

number in said node value pair of each of said plurality of errors.

50.The system according to claim 47 wherein said instructions to partition
comprises:

instructions stored in said memory for directing said processing unit to:

form each of said plurality of sub-groups according to a time

stamp in said node value pair of each of said plurality of errors

51.A system according to claim 47 further comprising:
instructions stored in said memory for directing said processing unit to:
generate a case number for each of said plurality of sub-
groups;
determine one of said plurality of sub-groups is not recorded in
said database based on said case number;
assign a case record to said one of said plurality of sub-groups;
receive inputs from a user regarding handling information for
said case record; and
store said inputs to said case record in said database wherein
said case record includes said one of said plurality of sub-groups and

said handling information.
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I nstructions stored in said menory for directing said processing unit to:
receive inputs froma user including additional handling information for
sai d casewpeourmdsi4and updat e said case record toPCmSGaaw/osaiia

addi tional handling information in said database. 53. A system according to
claim 40, wherein said database is a nultidinmensional database. 54. The
system according to claim47 wherein said node value pair conprises a

subst at | onsAWHAteMBLRMIA It TIiINCA0 RiMher CoffiRESt € said target fault
si gnature sequence further conprises: instructions stored in said nenory

for directing sai tngirustionsisteredrin saidomemory for diegatingi seid psocessingrunit oy of

errors in accordance w th .said substatio er i Rn. sai ) v . pair of
each of said plurality rereey r G SSEPmThé; Q#%?éﬁ?lgg' @r (ﬁ%‘?&?cﬁéﬁ@{%
wher ei n sai d node jpfahgtiGafdr SHdBasS Bscord Pamel nunber and said instructions

to generate said target fault signature segue_nce further conprises:
i nstructions stored inupgate maithoaseorecard detinplydeasaidpadditianainhanding t o

serialize said ply ' . | n..accordance with said panel nunber in
sai d node val ue pg}i;frgl'%‘%ﬁ%ahgé'?%sa;?%&ur ality of errors. 56. The system

according to claim47 wherein said node value pair conprises a status val ue
and said instructions to generate said tar%et R au%{grfgqgnature sequenge

further corpA sHSteMnacERTNGN® HyPefd. nWagreinne gbash riaca Hbut(é:'ai d

processi ng uudirnehsionakdatabage. said plurality of errors in accordance with
said status value in said node value pair of each of said plurality of

errors. 54.The system according to claim 47 wherein said node value pair comprises a

substation number and said instructions to generate said target fault

signature sequence further comprises:

instructions stored in said memory for directing said processing unit to:

serialize said plurality of errors in accordance with said

substation number in said node value pair of each of said plurality of

errors.

55.The system according to claim 47 wherein said node value pair comprises a
panel number and said instructions to generate said target fault signature
sequence further comprises:

instructions stored in said memory for directing said processing unit to:
serialize said plurality of errors in accordance with said panel

number in said node value pair of each of said plurality of errors.

56.The system according to claim 47 wherein said node value pair comprises a
status value and said instructions to generate said target fault signature
sequence further comprises:

instructions stored in said memory for directing said processing unit to:
serialize said plurality of errors in accordance with said status

value in said node value pair of each of said plurality of errors.
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57. The system according to claim47 wherein said node value pair conprises
a time stanp and said instructions to generate said target fault signature
sequence wonbherse@npri ses: instructions stored in sai dpPoesoRy9f006410
directing said processing unit to: serialize said plurality of errors in
accordance with said tinme stanp in said node value pair of each of said
plurality of errors. 58. The system according to claim47 wherein said node

val ue pai r 5ZOTRY $yastémadtcddifg 86 tcldimCaT vhinginssdiid nbaé vl paingohprigeser at e
said target fault signature sequence further conprises: instructions stored

in sai d nenotiyng gtampr aed j said sasugtiansede i ganeliatet saig: target fawk signatyee saj d
plurality of _er } .with said al phabetic code i id d
| BB [ heaFg8TARS : ' sald node

val ue pair in rarity of errors.
instructions stored in said memory for directing said processing unit to:

serialize said plurality of errors in accordance with said time

stamp in said node value pair of each of said plurality of errors.

58.The system according to claim 47 wherein said node value pair comprises

an alphabetic code and said instructions to generate said target fault
signature sequence further comprises:

instructions stored in said memory for directing said processing unit to:

serialize said plurality of errors in accordance with said
alphabetic code in said node value pair in each of said plurality of
errors.
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