25 July 2005 TITLE OF THE | NVENTI ON Content Usage Managerment'dy208w and
Content Usage Managenent Method 5 BACKGROUND OF THE I NVENTION (1) Field
of the Invention The present invention relates to a system and net hod which
manage a digital content such as nusic and videos distributed via

conmuni cat | ONEFTRE OPTHEINVENTIONSpecially relates to a io technique
that is perforned in a sinple and assured manner to nanage rights of the

content and to cé&fngntiyepgendansgpment: hystemnesst CondenisUsadeest ri ct
the nunber of times to reproduce'wtap]%r%ecrolréﬁ%nlgetﬁbﬂ.‘ 15 (2) Description of
[

the Prior Art In recent years, syste tha Stribute sonme digital
productions such as nusic, videos and ganes via the Internet or digital

oracti caP UBAGKEROUN LR THERNVENTIOR: ‘20"t he mothodol ogy of ri ght
managenent musq:q@mo(?f tfle ﬁﬁ?&éntﬂﬂi tal Rights Managenent), which

restricts t unbers o reproduction (play/playback), noving and copyi ng
for the distriThet pdesentdmvertioe retladebekm asysitean dmdnmreihicdhyehiah of

i gh i on.. etc, 25, Th i onal _dj gital .
G ot ri bt ofnayeass diditdeareent sighaSuntic and videns SisEbukes Vidat i on
Nos. 2000- 48@Egm nadfli ciiEn2 93D rori@a 188, Mafel aspocidiiBL I Fdlatesa tosape

rule of the content for each user together with the content itself to a
reci pi enp sit@ehndgHgkkhal és yparfiegmpednithaysimpleaandensseradnmanper siaie.
For exanpl e, .. . S L |
e e A Eg St i EREL R FoRe bRV i Loale of N,
toget her wi tdoritentusiagie asite rastirtett ting, ndviien of ddmede to- de@Soduty th@D5

content, efc.

15 {2) Description of the Pfior Art
In recent vyears, systems that distribute some digital

digital broadcasting have been developed and a part of them is
now in a phase for practical use. For distributing these contents,

20 the methodology of right management and usage control (DRM:
Digital Rights Management), which restricts the numbers of
reproduction (play/playback), moving and copying for the
distributed content, have also been examined from a viewpoint of
copyrights protection, etc.

25 The conventional digital content distribution systems, as seen
in the Japanese Laid-Open Patent Application No0s.2000-48076
and 2000-293439, have been modeled to distribute a usage rule of
the content for each user together with the content itself to a
recipient side to make everything be managed by a user terminal

30  side.

For example, in case a user wants to purchase a right to see the
movie "Matrix" three times, the user terminal receives the content
of the movie together with its usage rule indicating, "Matrix can be

A
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productions such as music, videos and games via the Internetor




viewed three times" via communication froma distribution 22dwy 2008nd t he
reproduction of the content is under the managenent according to the rule.
Once the abovenentioned rules are sent to the user termnal, 5 the

di stribution server is no |longer involved with the usage rule of the user.

Wen " Matri XiehWed tRred tlﬁhése‘p@i%dééhﬂgl UrieatRH FIFtSmSé legﬂrlﬁhtldﬁ‘%e‘#%%rr

term naI a process to reduce y one i s executed for each Vi ew fromt'he
nunber of viahe the dwaroduatienuefidhe Wantentinigedndsrthe hmanagenent

Then, a progg | c prohi bit any views when the nunber of views
permtted b%@.@‘%@ﬁg’ %%3."}@'%0\/\5 a structure of the conventional

digital contenDngd sheiddremesntiopad Aucb§tarrlebgén@rtoseﬂmauséﬂ(t@rrmna|

equi pped Wi th a user nmanagenent = 15 database 1001 that, stores

i nf or mat on,they distsibythan geiiver isegpdosraar My ol veshwdkh tBeckBﬁ@EﬁtrUie of
i nformationyg ﬁ@t gbase 1003 that stores a content key to encrypt the content
and usage rules o 2 content, a content database 1006 that stores a content,
a user aut henWhoan i"Matmixt i$0Gi2wadtbexeprozhucisg thatbemterbstonedaa0
cont ent inf rratlon eneration unit 1004 that ﬁenerat es_conten

b6 far eagh ent

[ nformation ﬁc‘r’ﬁ‘af Mid8fe P ATEQCSTS %r’f@gr"r'tcea o PRE JP FRIFHE
key, a cont gpéwefteif RhicoRuibér 88 VaeWialIBWEd M theNfsa§OMuas mahayeRf | on

by the user's unique 1nformation such as a user ID, ettT a cont ent
acqui si 9 on bynthe teominad: Thajui @ ¥ ades2B e&acahedm@rohdutfamhwﬁws

ancrypt st et b AuriRER iV ews et Rl nERO MBS FA et on unit 1009
that comuni ciiiges IWwshbwas Usestruetaraabf 0. cdaventiopidiedidiaad, ccbﬂn&mser

tefmnal 2000 is equipped with a 30 communication unit 2001 that
communi cat eSiSiHPUEIRE BYSE@Mbuti on server 1000, an ID information storage

uni L 2002 hala shgfautidn LBEOEIYG 00 SRR iEhia 2008 (iRlgLhRine

stores the conten encrypted, a confent mat1 on decryption
that -25 database 1001 that stores ID information, etc. of the users

registered as a member, a content information database 1003 that

stores a content key to encrypt the content and usage ruies of =~

content, a content database 1006 that stores a content, a user

authentication unit 1002 that executes user authentication, a

.20 content information generation unit 1004 that generates content

information including usage rules of content and information of a

content key, a content encryption unit 1005 that encrypts the

| ) content information by the user's unique information such as a

user ID, etc., a content acquisition unit 1007 that acquires the

25 - content specified from the content database 1006, a content

information encryption unit 1008 that encrypts the content with

the content key and a communication unit 1009 that
communicates with a user terminal 2000.

On the other hand, the user terminal 2000 is equipped with a

30 communication unit 2001 that communicates with the distribution

server 1000, an ID information storage unit 2002 that stores ID

information, a storage unit 2003 (HDD) that stores the content

'encrypted, a content information decryption unit 2006 that




25 July 2005 decrypts the content key and usage rul es fr ot UMY 280Pent

I nformati on received, a usage rule managenent unit 2007 that manages the
usage rules and the content key of the content, a usage rule processing
unit 2008 that processes the usage rules 5 when the content is reproduced,

a content defgEiidt@n e tcafint LR8Y ARG YRs8gEhegest erdmPHd ec6RtE /D!
key acquired fromthe wusage rule processing unit 2008 when the rules are

met, and an inéxcrEmation nerieivad;easugage pol mamagermants uiie 2807 ctitato an

Corm nal 200benadc {08 Usfoel sl SR Rotwertrihlt ob tRec B0BEREo o
‘this digitalsapaterne grotesdiig amisy2008 thbeprocssyes ¢hkeatageorpleshase
the content, the conmunication unit 2001 in the user termnal 2000

acqui r es 51 DWASN; @GRt & reRsogdiGed eAnfARFEDDERGIRBIONSUBILREPT n
the IDinf i ' 2 ks Bl ' (d h
Lhe 1D 10" OBl ABCRYPEadna R tBAy 0tk REMRALe| BpHAMATIELRS e N
user aut hentuseye mlg%todﬂ%ﬁnggqaj{i&ﬁ@& Wwhenntloe nmlioesnarél()?e![hr (m'g? amteh

_ t t,1 .on_the distri ion serve cQ es jt w
The 1D i nf e bRl SAGRUA pheeRe Wt DR BnBRea toureiRec CondenE e Alkut o
user aut hentdygathahmagia 3d@0. passes the content purchase request to the

content information generation unit 1004 (S1002). 25 The content
i nf or matltPon gehigh-a2 ishtowiaia proogse éew: ey theicasenthe pisaretermonak BO00

o the por cRiEEhasi the RebReoh B lE ARHFIRiof R, R0 THOAR, "
;ch;en passesdti@'ﬁtaq:wrft@?ntk@;stwﬁdtjonr‘gaysit@fmr mati on of the pu_rchased cont ent
to the content, 30 acquisition unit 1007. Also, the content information

including infOMBRI oh diSehe ngsRstsul £oanduschass: kB¢ i SO§tRBLat dfind

Content | nf SORATACRHGY MR DO0LHI YR Wi Betmifat 2008 pbabirea

15 information of the user terminal 2000 which is stored in the ID
information storage unit 2002, and sends this ID information with

(S1001).
The user authentication unit 1002 receiving this information
20 through the communication unit 1009 on the distribution server
1000 collates it with the ID information stored in the user
management database 1001 to execute user authentication, and

) then passes the content | purchase request to the content
" information generation unit 1004 (51002).
25  The content information generation unit 1004 executes a billing

process for the content purchase, acquires the usage rule and the
content key information of the purchased content from the content
information database 1003, and then passes the content key with
the information of the purchased content to the content
30 acquisition unit 1007. Also, the content information including
information of the usage rule and content key is generated and
passed to the content information encryption unit 1005, and then
the content information encryption unit 1005 encrypts the content

the content purchase request to the distribution server 1000




-3 25 July 2005 information (51003). The content acquisiﬁ#%ﬁt@h?poﬁoo7
acquires the relevant content fromthe content database 1006, and the
content encryption unit 1008 encrypts this content by the content key
(51004). 5 The comunication unit 1009 on the distribution server 1000

sends the engryhadi gggend the encrypted content information to the
user term naﬁ 2008 (ﬁﬁg COhTTUEI cation unit 2001 in the user term nal 2000

‘receives the efbeymriErbacguisitian undt 4047 pcanicestbet releyantfermianion

content 'to (FRTCEERRNERRE UashbaE 1H0%, dofl U (Bhisat Srpnyafrchpe "
i nformation 1@08'@%%35 Eist den et b'?tthé\fc@rl“f%fntolﬂe d&srgp4)hon unit 2006.
~The content infornmation decrg ption unit 15 2006 decré pts the encrxﬁt ed

content Bnfor rrEheOﬁomramyca on rait @Rt oORehh e istidRyEIn ISErVaRdl 08 es
themin the NSRPE & egant Fa%%agoogl(@lomé %ﬁ@ry&té&‘ov@oﬁtﬁpcess_

flow for thé case t e us rm na reproduces e cont ent
di gi tal continférriasion lﬁotuhm uSest mmmirkdl 30610.t he user requests to

d th tent, th I i it 200
e e B o B s aeR it AL I dneirisde: fehial caod’ e
usage rule BABESERR eUNbhC | ec? 5%%%Ien%ndaﬁaea¥g1§t%dﬂgﬂﬁéﬂ clifontent

reproductlon how many times |l ows to reprod in the usage rul e
(52002) 101 f infermetios mclucbmgouluetamterst kieygand: HaAgLeFWbl & B‘H’mmatlpme

usage rul e And i) c ik mentl, tARCohER By th, et STRERGE, BRE 2002 3k
aunlt 2007 (B26P5d . (S%D(TBE cont ent decryptlon unit 2005 acquires the
r-el evant content fromthe stora uni t 2003{&82006) decedgtpts t he content

by the content NR&OHIW utaf@rme his alsgsent t© phecantal iHormagen

decryption unit 2006. The content information decryption unit
15 2006 decrypts the encrypted content information, takes out the
content key and usage rule, and stores them in the usage ruie
management unit 2007 (51007). - _
Fig. 3 shows a process flow for the case the user termlnal 2000
reproduces the content in this digital content distribution system.
20 When the user requests to reproduce the content, the usage
rule processing unit 2008 acquires the usage rules and content key
_ for the relevant content being managed in the usage rule
) ~ management unit 2007 (S2001) and checks the number of
reproduction (how many times it allows to reproduce) in the usage

25 rule (52002). |
If the number of reproduction is bigger than zero (52003), the
number of reproduction in the usage rule is decremented (52004)
and the usage rule and the content key are stored in the usage rule

management unit 2007 ($2005).

30 The content decryption unit 2005 acquires the relevant content
from the storage unit 2003 (S2006), decrypts the content by the
content key provided from the usage rule processing unit 2008,

and reproduces the content (52007).




and reproduces the content (52007). -4 25 July 2005 When 2heWIROSS of
reproduction is not bigger than O in Step S2003, it termnates the
reproducti on process. The image/ sound reproduced in the content are out put
from the content decryption unit 2005. Also, if the content is noved out
5 or copied to thyeghethal ndRtier Hi0PeptbBuLERICES HEXl HibgERCLIER G ar e
output to the external nedia 5000 via the external nedia access unit 2004.
In order toShep 82403, Haterminates themapiodudtbongpiagess.he | D

i nformati on storage uni t nt Li.nf.Qr lon_.io d ' uni t
2006 and the usagd HELITBaRRISgURG FeBfin T35e R fIdERLRRn: S TbHRH 58 o
i nf or mat i ontheec@enaitderryptilonzadit DOY 5, SARRY, i if Yhenchh kesthnesved dut
.card, and this security nodule is |oaded to the user termnal 2000. In

this case, wWiefopiRditd dhaderpal imedisaddtQu shgnimage/seitngiokdhg s

t. ferred I ' [ +.h

ansTer o Rl PR EUE (B OFESSLKANY 2800 sdo0Ty P ERFertke,
security noduédia Broeessthritu260d. rul e processing unit 2008 decrypts these
i nf ti t o diti , Wh t.h .rule, dat ed th
Do £ U8 et oy ol el T
2007, 11 I SIpNCifRrRYalBRe S&tayd Ouniend OUEL&O ddit UHfoym&Bew e

In the conventional digital content distri ution system the usage rule of
t he cont@nt desryphicn wvdt 2806aandethérusaga rilwananagement wiigr200/ni nal

erminal -1 ot Wil e ERRTLACHER WforrRntio Breridn SRR ERalteed IEA"CH

Lhe usage rgeeurity Res@aRaUdPas BR BEecat@ Anthliths demirity moyuledis re

‘having 30 high | oaded functions _on the user termnal. (2) Since the
di stributiolpadeddio faersien keonieal KG0any usage

In this case, when the information of the usage rule and
15 content key is transferred to the usage rule processing unit 2008
from the usage rule management unit 2007, these information is

rufe processing unit 2008 decrypts these information to use. In
addition, when the usage rule updated by the usage rule
20 processing unit 2008 is stored in the usage rule management unit
2007, it is encrypted once again for sending out to the security

module.
) In the conventional digital content distribution system, the
usage rule of the content for each user is managed in such a way
25 by the user terminal side. |
However, when the usage rules for each user are managed at
the user terminal, there are problems as follow. '
(1) A complex management scheme of the usage rule is
necessary for the user terminal so that it may require having
30 high loaded functions on the user terminal.
(2) Since the distribution server is not involved with any usage
and right management processes for the distributed content
at all, it is unable to track the content and detect when the

-5-



and right management processes for the distributed content25 duluRO05 ¢t s
unable to track the content and detect when the -5 25 July 2005 content
has been copied to what nedia even if the content is copied or the |ike
happens on the user termnal. (3) Wen the storage nmechanism (HDD) in the
user termnal is crashed, it is difficult to restore the usage rule, etc.
(Because 5 there is no neans other than the user termnal to maintain the
information.) (4) For those cases to performservice such as to nake the
nunber of repcodteit ¢trastbean eopiedald what hhedits 2@ Wl ehEocontentr &yi ously
purchased content if any new content is 10 purchased, or to add a new usage
rule, etc., i€opiesoaeshedkedeppensoohthresestteridnahare and software on
the di st4y bufj v u a.nal,. er.ef s el I

di fficuIQj)t ou%,er Oftf’ﬁ ﬁ:{etogél %ezrgéegsﬁ%gh{s]utw)s r\}ﬁcgﬁgougéﬁaﬁ%{%éﬁﬁmk%sage
rule or to addrasheey ituise diffculddot iresidrey thét usage ahue, betgpotBeddesd o
consi der a nogel .whi ch makes all of, each user's usage rule be.nmanaged at
Che- i stri bulers {EriarmBats CierniRat Phe Hsef SRl S AMAIBER T havi ng
any control ongs idfoenisteae)rul e, acquire the content itself (or possibly

t he cont/‘e t ken%monl If the content is encrypted) from 20 the distribution
server W% c NS ofRERE N | RErfArms s@r¥ikel. SUEBwaseto iMakecHNe case,

there is a probhfiBAsf rebr8Wiction ﬂ'l%gcednlﬂﬁgﬁ: 'ei ﬂ?tﬁ%“&&SheOMﬂre fdye use

of the content after the content has _ over to the user
ternminal, thedugdevioeshi nplurchasese choteoht dht anyt howw argontiantt atd on 25

ermoad mont & & SPATEADY 15 o800  nogd vl Ent ViEha L bronf cRECOMS ng at
provi di ng a ovedessarysdge chamggerboth shatdwaead aeht softweaeagenenthe

nmet hods, etc. ,that 30 nmake the server contr.ol . u e of a content, in, a user
terminal in 8[:llspralbution server and user terminal. Sl%%re?ore, it is actuaqu

difficult to perform the processes for such service to expand

some usage rule or to add a new rule.
15  Additionally, it may also be possible to consider a model,

distribution server side, and makes the user terminal, without
having any control over the usage rule, acquire the content itself
(or possibly the content key only if the content is encrypted) from
20 the distribution server via communication each time it is viewed.
However, in such a case, there is a problem as follows.0
(5) Since there is no contro! over the use of the content after the
content has been handed over to the user terminal, the user
terminal can use the content without any limitation
25 (especially, reproduction).

SUMMARY OF THE INVENTION
The example embodiments are available to solve these
conventional problems, aiming at providing a content usage
management system and content management methods, etc. that
30 make the server control usage of a content in a user terminal in a
simple and assured manner without giving any extra loads of process
onto the user terminal.




sinpl e and assured manner without giving any extra | oads 3° gtdee88S onto
the user termnal. -6 25 July 2005 |In accordance with a first aspect of
the present invention, there is provided a content usage nmanagenent system
that conprises a termnal device that is operable to use a content as a
digital production, and a server device that is operable to nanage 5 usage
of the content on the term nal device via a transmssion |ine, wherein the
server device includes: a right information nenory unit operable to

menori ze ri ghtlni @acaomrdainae meatht adfirst aspescdgefrithdtpoisaeme invendian,

entitled, o a user who uses the term nal device, characterized in that:
The ser vitegouic cPrdYitiets “B inpe e J8apecahaidq et (Srafdn Jhat
oper abl ecdmpgees at eearlihabrfaiteckedt idagastableatd edieest cbheand aser as
rel evant i nformation that indicates a part of the usage ri

ri.ght 1 : ht
entitl eoﬂlﬂégqqhBFQI@HFt'W: andracie e deyiparhads is ﬁ’@ed’@;’d;% ¥ dﬂ@ngﬂﬁm t he
enti ke ry hif | t i t£ket gk nal
devi o, B O O o e M e e Gt
i nf or matling, | whai@inedhey secvenedevite sindustes: of t rigRbginfarngation
I ndi cat §,C i , : ] ' | -}
recei vi ﬁg%?ﬁg%éirtagpgﬁ@légtc%ein{‘/gﬂﬁ(ﬁégﬁi t@@emocﬁ%tﬁger{ﬁ%éo% 8 server
devi ce, wsagea right eft thus agntentt eotitled to28 wper athe usesdher rmieagle of
t he content. accaording to sai.d art. gb t he usarégee I gglté i.ndi cat|ed on_t he
r ecei vedYiEEn s RRaREE 1264, iy File p&BE PERYFoeVigEa e N Clbkdes Bont ent
i nchpdegic@ise aneket iigsaahee usibdbperablenttengesidtatasa’ liephedueidiket

(play)", "qgving", "copying" of the content, ™ anting" of the content for
an 25 elRRIGDHT HEERUEHIIMAIBNATUPERAS ITRIGYRIE riglt ABfoTRation talse
operal | qR%iEds 2 | i itk Otsaldes SRt EREIBRId 0BG (thee: uder ggwn! oad
a license ticket 1n"advance). Tn the€ content usage nanagenent syste

conposeceXtaghingxsaisl epanbodf ntihe, usage i tigide frookethesantice cight
gener at G3chiparh, GHTS AbAECHNETICLAE aket T LG LMl Bviea™ ! of

t he usa
15 wherein when the license ticket is generated, the entire right

.......in.formation.....is....updated....by. decrementing said ..part...of... the. (17T [ —

right indicated by the license ticket, and the terminal device
includes: a receiving unit operable to receive the license ticket
sent from the server device, and a content usage control unit
20 operable to control usage of the content according to said part of
the usage right indicated on the received license ticket.
In this specification, “usage (use)” of a content includes all
operations for .using the content such as “reproduction (play)”,
_ “moving”, “copying” of the content, “printing” of the content for an
25 electronic book, and even further includes pre-actions for these
operations such as downloading of “license information” (i.e. to
download a license ticket in advance).
In the content usage management system composed in an
example embodiment, the license ticket issuance unit generates the
30 license ticket as right information indicating a part of the usage right
entitled to the user and sends the license ticket to the terminal device.
Also, the content usage control unit in the terminal device may control



entitled to the user and sends the license ticket to the t%?AtarR08evi ce.

Al so, the content usage control unit in the term nal device may control -7
25 July 2005 the usage of the content according to the usage right

i ndicated on the received license ticket. Therefore, it may not be
necessary for the termnal device to manage the entire usage right
entitled to the user, and usage of 5 the content can be controlled just by
managi ng a part of the usage right entitled to the user that is shown on
the I'i cef@ usa@ecpf thedcontanteaicorsing Kebthye rusagse sightl vuticaiedhpacths

requi r edd QivE89iceiRRageENt by the termnal device. Additionally, the
server evice may grasp a status of content usage on each terminal iniO
accor dance wi Ther&toid,ciéns@y indkebei necassary fbernthehndecoinahtdédcectpi ed at

the t ) l.ce, 1i. b i.ble,. kKi,ng. a quer to_ the sgrver
de\e/i cgrf a&%;yfﬁge'tgF%&%?gﬁPﬂs Itdgﬁgﬁé/%ﬁl us%pﬁ%s”?%ﬁ%no o what
nedi @m attee tecomeRtt caackeotoht®llednfjest by AsRagPrLaupart 6F 8ies ggadgtevi ce

hol ds t he age . right entitled to i5 the user, 1t nay be easy to restore
usage r uT‘@E? é’f't:‘&e%f ttPhEh‘ésHﬁerV\ﬂ'@%: &5 sSPWPe Ofihithe }yLIQQPSQnt'FKGtrt &M nal

devi ce i gheredgheemblkaBlys ordthicdike iléaé?‘?f tg;%o%é%gutr%q%n@cm?oﬁs {Hy
addi ng sone extra wusage 'rule or for providing sone service to expand a
usage rum@nagementanpye, thaidiagninab deyicrmbadditionaihedude oserver he:

usage 20 h t en t her S| t : ont r ol
unit on %giqeema&aﬁrgggi %etsg?)ﬁ ro s%&gtopggﬁg ?@n%ﬁgggﬂf@%ﬁgﬁ‘n to a
usade rigbtordahaatwithothehdicense \tarkdti d:sswagrlm:e.cMHheri tthrmmomFagr sto
prevent con t frombeing used, unlimte by the _term nal device. 25
Ferei n saPiee0ah e, femBlnai et to tfavibs SesniBle BY mekiBors st ne
user thago thecééiesr Advatk fir theopyasg peeiission, to edetert! Mhaeisahe
generates a license ticket corresponding t request, and sends the

th
l'i cense @QF&KeWaﬁotQK%nftt@r !th%\tl naediwa, _aﬂ_td Eﬁykgﬁps ask pEdhe €@ntenkenerat e
a |1 censgidy, chibaliBd! thadseAias devilehBIdY R dsdde ArighROBNRAIY donc! uded

in the usagé right enti
15 the user, it may be easy to restore usage rules, etc. of the user

also may make it easy to execute a process for adding some extra

usage rule or for providing some service to expand a usage rule,

for example, adding 1 to the number of reproduction in the usage

20 rule of the content. Furthermore, since the content usage control

unit on the terminal device controls usage of the content according

to a usage right indicated on the received license ticket, it may

assure to prevent the content from being used unlimitedly by the
terminal device.

25 Herein the IJicense ticket issuance unit may acquire a

request from the user that specifies a part of the usage right

“entitled to the user, generates a license ticket corresponding to the

request, and sends the license ticket to the terminal device. It may

also be featured to generate a license ticket that indicates a

30 minimum unit of a usage right included in the usage right entitled

to the user, and to send the license ticket to the terminal device. In

another example embodiment, it may be possible to grasp a status

of usage for the content on each terminal device in a detailed level,

when_a storage unit (HDD) on the terminal device is crashed. It. .. .




to the user, and to send the |license ticket to the term nad® Jaly 2903 n
anot her exanpl e enbodinent, it nay be possible to grasp a status of usage
for the content on each termnal device in a detailed level, -8 25 July
2005 and to mnimze the | oad of process required for managi ng the usage
right on the each termnal device. In addition, the license ticket may be
In a structure that includes detective information to detect whether any
detail of the 5 license ticket has been altered. Because of this, it
ensures aod ;toemimtimaizg &heelfoad onf procers | reguwisedt fokemanaging didance
with a sggggm A chén %etgg ﬁrt%? ﬁ'lal'?:}’e?\ﬂtcbon there is provided a server
device f 8 ‘T: ent-in a termnal device using the
content as a Iﬂgadditlpnpdﬂml bnense tickett maymbfsnma isteuchdradtimat a

right i nf o] o Fe%r‘ n
rel at ed t@gaﬁgaggﬁm% Hﬁb}ﬂx‘ﬂ' m %gEejreltasl é <
t er mal license etickata E@‘Ib@@lnl altaneat Ete@m vef ti’e!\mcd: femswms |1m:| udes

ali Censﬁrévéﬁﬁ%ﬂfﬁf@?ﬁﬁ e “%F‘El n?’oa | cense t! ckeft based on a

request fromt ser as re evan 1s7Tig rmati on indicating a part of
t he usage right agdardbedet mtl’hea userondyaspectadfi tige spreberdr inwéntibe, usage
right fr@]mthe entire right nJorma and for sendi ggqthe | i cense

t

ticket tid'4rReiS: BFGYiFgA AsRIVET %E‘?JJPH RREING WS%Q ceRtent 4n a

ener at e r b nt aid
' gart of %ﬁﬂylﬂggggbw%t UQE\? | cag@%érgcny %%eglo?@gﬁ%é GEﬁHﬁn \}a{ggoafd;nce
wi t hoa ttrandmasgiect lofiet hmsclpdﬁa_pntal mrigdnit i ivfoririadion merpmryl dadt afaiont ent
usage nmanagenent net hod for a .syste |nclugﬁ a termnal iC hat is
arranged“teg“ggérbg ’éfht”%%t dn r@i‘? pn pe 9& F‘BnaaHﬁageSE'B% e that
'S arr angfitteh® BRGALE ‘Eéageu%r t3n !‘?@%‘?H{mhf‘ dé\ﬁcé%ﬁ%ﬁé@teﬁﬁédcﬁl via a

transm ssion |ine, includi ng. ari g§5t I nf ormat1 on menory step, carri ed out
at the smatertheeserwer devicerforther inchides a ligtnse iiaketdsswanceluaiefort o a
usage right of.the conten[: En}:itlea to a_user ﬁ{n Lti] the ter al

devi ce, FieTAHNg e CERSE tiTKEt Dosedy om & reauert i the veehas rt‘% Y<%'E't

| ssyanceighemmforaidticy ifdicating BHHRTofth& ©¥he® right entitled to the user

by extractingsaidpart ofthe usage rightfromtheentireright ......................... T
information, and for sending the license ticket to the terminal device,
wherein when the license ticket is generated, the entire right

information is updated by decrementing said part of the usage right

20 indicated by the license ticket.
In accordance with a third aspect of the present invention, there
is provided a content usage management method for a system including
a terminal device that is arranged to use a content as a digital
production and a server device that is arranged to manage usage of the
25 content in the terminal device via a transmission line, including: a right
information memory step, carried out at the server device, to memorize
entire right information related to a usage right of the content entitled
to a user who uses the terminal device, characterized in that it further
includes: a license ticket issuance step, carried out at the server device,
30 to generate a license ticket as relevant right information indicating a
~ part of the usage right entitled to the user based on a request from the



30 to generate a license ticket as relevant right infornmat3d>dundPO2ting a
part of the usage right entitled to the user based on a request fromthe 9
25 July 2005 wuser by extracting said part of the usage right fromthe
entire right information, wherein when the license ticket is generated,
the entire right information is updated by decrenmenting said part of the
usage right indicated by the license ticket; a receiving step, carried out
at the 5 termnal device, to receive a license ticket sent fromthe server

device giser by te&'tf'édtﬁig deNdl cpartaof the:mﬁaegmt rigiegérgrantiiel estiep,.righat ri ed
out at the termnal device, to control usage of the content according to

said pdpfonaties, uahgeein gmen n@&:é’t‘f&ﬂ'sﬁnt'ﬁk@tI'ﬁc@ﬂ@@rﬁﬁe@«eme &HiRged. In
accor danggniiihomnbauht ik RERbChy! RECPEERFHNG N8 baR: o NEIE uskiyd S
provi de conput er pr ogra pac .X or use a serv I device in

cont ent righténdieadgdmntherease mcikenql agezehdngi step, denrieel bhatati the
operable to use a content as_a digital production, and a server device

that Si s Q%E’HBB éaviceotR r*’@Fel}?a@e ignsedickshisant from Hbe serveradeyiaa ce
via a tr h \Y; ut er
or ogr am Lot tet gl ABvicer e B ebftelt BIGE RGPS I bl
fol I ow rtgle;]heph;rwisdealoel gja;jt congmm nasage ofeths wrffntantlar?:corﬂmg rterrsaldm nlg .
entire ri t ormati on rej al.e t a 1.0 t he ntent entitle
P L ot e H8age e heIndicstacon i Heensd ticket rereived os nance

funct] on 107 SFAEEGIHAWIE 8RR th iflechaTothed Brasd MIHRRIntTGh | H1940

user as relevant right ormation indicating a part of the usage rlght
ent i10l edstma\mnﬁedlsaecomputei-qmrogeam p@ckiagel forense at|a;Iservend1erece freram naI

device, wh n when the |ice ticket enera ed, e entir r

ot or maGUSTeRt WSRER SnaBgoRaTEneHeley et e il dsdee Thahls’

| ndi cat osbdpuridaol L8 TritekElas AoldieAe 59«5@%@&1%&1@ 8 Ledr apary of
the pres I nvention, theré Is pro d"a conputer program package f

use at d&haérisi opdaraiﬂeutcecontml wsrgendf thagontenadente tepwiral devlasdi ng a
term nal .device that, i.s rge ghe to use, a content as a, di gl t al ﬁroductlon
0

and a séfiged Jé@f‘é@“sﬁ'HQt PalsoMPHt O RTAATAIR a§RCkAIERNBRERTe R i n

ItoggKggre gg@bugé‘”p%&@m’ ' ZabHANSH FohRliohs"@s the et @irevﬁ’éé)g%?ﬂf@
: includmg the following functions: a right information memory function
for memorizing entire right information related to a usage right of the
content entitled to a user using the terminal device; and a license ticket
‘issuance function for generating a license ticket based on a request

20 from the user as relevant right information indicating a part of the
usage right entitled to the user, and for sending the license ticket to the
terminal device, wherein when the license ticket is generated, the entire
right information is updated by decrementing said part of the usage
right indicated by the license ticket.

25 In accordance with a fifth aspect of the present invention, there is
provided a computer program package for use at a terminal device in a
content usage management system including a terminal device that is
operable to use a content as a digital production, and a server device
that is operable to control usage of the content in the terminal device

30 via a transmission line, the computer program package having a

~ computer program to carry out functions as the terminal device, and
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conmputer programto carry out functions as the termnal ded® ey ZHPS -9a 25
July 2005 including the following functions: a receiving function for
receiving a license ticket as relevant right information indicating a part
of the usage right entitled to a user; and a content usage contr ol
function for controlling usage of the content according to said part of
the usage right 5 indicated on the received |icense ticket, wherein entire
right information being under the control of the server device is updated
by decr eimmitiding thei follpwingffuhbtionsage macgivingnfiunctied for toeeivirgrse
ticket en th ticket ener ated, [The exanple enbodlnents are

not only F%‘?ﬁ@ f@&eééggrf?ﬁ%ant 5'%!103%*1"@99@@@@@%9 HRarkof $heddsagded as a
server dg éh%e ARMcRS B 4 réarﬂa'an%e tcfe.s% @D%?&réih%ﬁxﬁbﬁ%F he

exanpl e |nents may al so'be re |ze as a C nten usage rnanagenent
met hod usomnt;rod:lmag aisagemsftthe geabent aad:orrcbagltmﬁaltiepaﬁralétheiemage rightl t he

e e Ui BR e R TR Rns S kst orheetn bR saht inforRat B ong
I't may bBeHﬂ:i”'ﬂﬁaéFfthé dShtrBNbF @ge s@ve%%v.éé @Qi@@a@éa RE delcpé (??gnzgne i a

extensively “via transm ssion ne such as the I'nternet’, recor

(e.g. DvEdidaparksofothe 26::RRI E@fﬂEMICBTemth%ECBRAW tickeTheken atite ot her
obj ect s, ladvan&\ncg E and fe es of the invention will becone apparent
from t he''fdiTotlRg H%Q@PPB t hereof taken in conjunction with the

acconpanyi ng dragi eganpr! embddihi@hes aarePefot ighigbediigent aef abhrve
invention. |In the 25 awi ngs: Fig.1 is a block diagramthat shows a

str Jét ureoREENthHSagensEHiaran U'aﬁéﬁQ sratizadens ajusgweblﬂewﬁesqadeas Fig. 2
is a fl t o] p e on ch t he
convent%ﬁﬁﬁ{délgl{jglﬁn%c}n\tl\@rﬁleﬁl sttEQ ﬁ il%@n g{/’%t e%?eg%hﬁ ?Hg éigﬂ??%w chart
t hat shoemhadimeotesmayraisocbatraalized asepronhist usagleerrmwgememhl

di gi tal @%{h@%y& @é #Iﬁ%ﬁé%ﬁﬁ&emegﬁg tiat $edIiYePPhaLEPOL SHOVRSN

overal |
and the terminal device as program steps. Additionally, it may be
15 realized even as a program that makes a personal computer, etc.

program can be distributed extensively via transmission media
such as the Internet, recordable media (e.g. DVD) and so on.

20 BRIEF DESCRIPTION OF THE DRAWINGS
These and other objects, advantages and features of the
invention will become apparent from the following description
thereof taken in conjunction with the accompanying drawings that
illustrate a specific embodiment of the invention. In the
25 Drawings:
Fig.1 is a block diagram that shows a structure of the
. conventional digital content distribution system.
| Fig. 2 is a flow chart that shows the process when content is
purchased in the conventional digital content distribution system.,
30 Fig. 3 is a flow chart that shows the process when content is
reproduced in the conventional digital content distribution system.
Fig. 4 is a diagram that shows an overall structure of the
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to execute these steps. It may be unnecessary to mention, but the



_9b_ 25 July 2005 content usage nmanagenent system 1 rel at€Judy 2885r esent
enbodi nent. Fig. 5 is a functional block diagramthat shows structures of
the server 100 and the user term nals 200a200c described in Fig. 4. 5 Fig.
6 is a diagramthat shows a structure sanple of the user nanagenent table
111 described in Fig. 5. Fig. 7 is a diagramthat shows a structure sanple
of the user right information nmanagenent table 121 described in Fig. 5.

9c 25 July 2005 Fig. 8 is a diagramthat shows a structure sanple of the

| i cense Comigniat Usagdesanmgementi gsysenti gl Jeiated dtagrtde t paesehbws a

LT data éﬂ_@% éﬁ%ure generated by the content information generation
unit 170: . is a flowchart that shows a process respectively

eﬁecut ed on tTguﬁerishﬂrfﬂmwﬂioﬂQD%)_laoIdlcti@_@ram ét_(wbtvmaovﬁshstmuh repupthases

the content through this, system .Fig.. is a ramt hat shows a content

pur chaseﬁ'é%rSQE_Yler @)0 _aﬁ.‘g l%?/eg_usgg Wﬁﬂnéi}%&i]%“t’%ﬁac ﬁée‘idﬂ\tq%ﬂ_t 4our chase
screen (2). Fiig, @3sis cAahlam ehat lsHdiab HROMECurer S8Rl 65 RRELLYE} Y

executed on the user term nal 200a and server 100 when the user utilizes
t he cont BlNagemend @pdeckd 1 gesertbed i ifigaSdi agram t hat shows a usi ng

content sel ectpign 7 514 HlagRth that ishydl AUARAIE! safHle 6 e8! ok Usage

request screen: a diagramthat shows a re nship en the
20 usageright ednformationd mahatiemenbuttableo 1he udescrilbedd ial Bigd 5.
fluctuations in the usage rul es managed by the server. Fig. 17 is a diagram
‘that shows a relationship between the
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usage rule permtting to use once and its usage duration. Q’iﬁdulngopé a flow
chart that shows a process executed by the 25 user termnal 200a for a
case the content or LT is noved out to some external nedia in this system
Fig. 19 is a diagramthat shows a noving content selection screen. 30
DESCRI PTI ON OF THEE; PRIGERRELYiBM3aRh MASshidwv € & |struedure samipllai bdhe
expl anation of enbodi nents for ™ the present invention with reference to
figures. Fidicenssinfarngtion deacridieshdn digovsral | structure of the -10 25

July 2005 content.us nage e el.a this..e | . In
this content usagt”ﬁhﬁgggggn@ﬁgggﬂén?%$£dggég%rPghﬁgd%??iﬂgﬁgegPﬁ%#qgg%h
content, whigdharatedsbyottes comtantsarommatign estibheunitgl 70zed cont ent
such as nusic, videos and books, 5 are manage nainIgFat a center side in a

dynam ¢ fay, and &194 ildrseatilerechart B1akNawal 3oPFeERST despEdivelyr)
Is distri b”%cnﬁ%ﬁfﬂnw u%ér%fﬁhél@@bé@n&?@ér\)ﬁegbomh% EI'_?@ Lg%g}t ggt

avai l abl e to use I n"a scope of usage rules incl I'n the

to protect @apyhagssstivé cdrderdnttarudly thie systeam The systemi o incl udes
a server 100 |ocated at, a center, user termnals 200a to 2Q0c of the users
who use the conte fg'aicjr ?@oﬂiﬂﬂﬁa{&tﬁﬁt sh@t"\’/\%ﬁ(C%‘gef‘ha?u'é‘g?f—f‘\%%tsfrfaﬁ&e

el ements. Thegjserver 100 is a conputer such as a workstation and functions
as a user nanagenent server, content distribution is server, billing
server, 1and |i cenEig.mdRaiferediagr@rackhatrshpaser 6ogpesifperchage sareen 100
manages the( Eer who joins to this system1l and the term nal owned by him
accepts any g Fchase of the content fromthe user termnals 200a to 200c,
hol ds .a web pageFidiatl 3ags eptfio@nyhetudsits shows saieprodéserespaatiwety20

(-hereinafter also referred to as "LT issuance re UGSt'r'fZ frowth&ﬁ user
termnal s 2668Gu8edo0R, the bsersermyingd 08 s (RS VESnt @It WNEIY ERgdser

request comypflidOhb ot P tRI8)stefa to 200c,
15 Fig. 14 is a diagram that shows a using content selection
screen.

screen.
| Fig. 16 is a diagram that shows a relationship between the
20 usage rules extracted and distributed to the user terminal and
fluctuations in the usage rules managed by the server.
Fig. 17 is a diagram that shows a relationship between the
usage rule permitting to use once and its usage duration.
Fig. 18 is a flow chart that shows a process executed by the
25 user terminal 200a for a case the content or LT is moved out to
some external media in this system.
Fig. 19 is a diagram that shows a moving content selection

N

screen.

30 DESCRIPTION OF THE PREFERRED EMBODIMENTS
The following is a detailed explanation of embodiments for
the present invention with reference to figures.
Fig. 4 is a diagram that shows an overall structure of the

- 10 -

_Fig. 15 is a diagram that shows a content usage request




distributes the encrypted content to the user terninals 263aJtdy 2808c and
al so distributes LT to use the encrypted content at the 25 user termnals
200a to 200c according to the LT issuance request. This LT includes a
content key to decrypt the encrypted content and the extracted usage rules
taken out paidrithltuéagE amaEARnt $Ham( 1 1EA866 thiamiY PAENt.
granted to the user. e user termnals 200a to 200c are the conputer
~device 30 such adnathisrecontent cispge imanaigiars entfsysietoh, usagaaights

Speci 11 cal 1 1EeRed) 6P reifh, EPDSHBS WBTSn08r BesHad T puskr "Birdhe
server 100 gnpehddis tRetdigitized conb@ntisiuah By miidio, Vodess and BBooks| y
2005 such as the Internet browser software, send the content purchase

request andarecangBages cvairlyt adi 8t ceBteedidSehd @ Y DAMISs Weibe aNYbfuest
for using th | T e @e-h 4 thin
a scope gf t"ﬁtéaﬁ ?%‘f%@%é%@aﬁ?&mgh [el".aé}gept E)(|5 gldgjpog:gi Eﬁg (?fog%gﬁuatc anI
exfjernal necﬂia]diﬂugptbnrgggquest fhmenntmel u@@ﬁbwlcrﬁggpm@ln@tf eth&arcci‘aﬁxem d?c
and an ext ernal, I a c.fqQr the user _term na C or, ex an
o o hevaliaTI ) HeRAV DA SaRe of YEAUA Lriss MFIbEReL BN 15, <8
copyi-ng and [ ‘.xﬁa@t‘ M

t hgyi ogext erar?gwlrgggitgeggg?]an %%gﬁ,thgnggbg%%?ﬂﬁ?}g%’%se&@ght ent Sgggféﬂto
user tedfri ninelutdd aasdreend 00hecated el aacenbencuser kepoUniads t4@0a to
comruni cat i medi rovid o] ' C i,catli .

| nt er net a?@%‘l& 35‘% mvég%egéhéoﬁﬁﬁmtbg‘t icg)ﬂ%ﬁ;c%hggr%imﬁmégﬁon

;brfadcasti ngetiicrk 300sthat wodinautel theoslelenpantn t hat indicates
structures of the server 100 and user termnals 200a to 200c shown in Fig.

4. Since the funtheoBErverrlRPuise a COMBULSErSEeEh s Woplsatadopognd s
identical, gh t LN 0 r | Lgu ;
comuni cat i ?)%ﬁﬁteﬁt%\%sr kﬁéfo% ?Jsseil g@agh%%ﬁ?ﬁﬁf h%éﬂ‘viégﬁarEe:aﬁji'%*e‘gsgﬁltgjﬁ%lgg{l)s
roughl yisonperserd dillngasarver,t aba dksgnse management server. To be

more specific, the server 100 manages the user who joins to this

the content from the user terminals 200a to 200c¢, holds a web

page that accepts any requests to issue a license ticket

20 (hereinafter also referred to as "LT issuance request") from the

user terminals 200a to 200c, etc., bills based upon the content

purchase request coming from the user terminals 200a to 200c,

) distributes the encrypted content to the user terminals 200a to

200c and also distributes LT to use the encrypted content at the

25 user terminals 200a to 200c according to the LT issuance request.

‘This LT includes a content key to decrypt the encrypted content

and the extracted usage rules taken out partially from the usage
rights (license) for the content granted to the user.

_ The user terminals 200a to 200c¢ are the computer device

30 such as a personal computer, mobile information terminal, digital

| television receiver and functions as a client for the server 100.

Specifically, the user terminals 200a to 200c access the web page

on the server 100 according to the user’s operation by using tools
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system 1 and the terminal owned by him, accepts any purchaseof =~




management DB 110, user right information DB 120, content 2% AtdY #80%n DB
130, and content DB 140) which is realized by the data file, etc. stored
in the hard disk, etc., a processing unit (a 25 user authentication unit

150, user right processing unit 160, |license information generation unit
165, cont entg)jaY %:.”ﬂﬁé PAte APEEHREWAE LS frwd (b, sentae tBheeRRipWthase
encryption un|t 5, content acquisition unit 180, content encryption unit

185, and coequesiadndnrecgiveltioe cantent distetutasty sgndhdhedldissu@nagh 3o

managenent 156Gt taict; beMe g g M FhEri v B o MGl uee e S r e

as a nmenber dghtidhtswiiihedisdiirdof tRNeserRtied YSaRe tuldo ovelTpre
specific, in order to put the -12 25 July 2005 wuser rlﬁhts under its

managermeft, the udkds merEibiRe Aactoangsteriplumeria eP0nion ENEeseH nal
| D ; th [
) assi gnectel?ﬁ?!b%ﬁ%ﬁﬁphgoﬁf gk%?lbjo ’t 3?‘15 58] EEta‘?'dl) S{}ﬁ: ?HE %xﬁé’mﬁf Qgéﬁfa

i nformati on user IS a neno
mul ti pl e useG08c fenadenersiert tatmindll 200x Ay etxamptml amnﬁ@ecarl'cé) tbidre ID

f th t I th who t
the un?qﬂze{@qera%ﬂﬁm@%ﬁ@ s SSruriiied BS A Cepe i CoPuitaaT of
the user. AR F(t))?ﬁtb g"éﬁ&fﬁf'lﬁlg@%% %ts‘érre&rtrhﬁnausgbda %tth]é)

(license) i rrlpor mati on cont ent e specific e user right
i nf or mattd on edgernal medlarsmryanm 5006, mtbrepeoducingtbewcentent gntthe

information t manage the content purchased by the
user and thé’%’eéﬁ% '&agéﬁ%rﬁa%h éapﬁ cense) entitled to the user for the
content per each me:mmgmcéﬁ@h IPetnarR! 800 ey atest commumitation
copying, printi ng, usage duration, etc.) The content informatign DB 130

stores rel ategdinfsovidedty seMenyire oBAMYRICERIGRS Sushhasinadpfernet put
It concretel t n | o] er?mp(ﬁﬁ | ejcon eys
131 t hat 20a>ehrgcr%@E%hrgﬁnt‘&n@]%gco%ent cg?icgrfs m%'%éﬂt?ha gregﬁ‘gar

15 broadcasting.
Fig. 5 is a functional block diagram that indicates structures

_.of the server 100 and user terminals 200a to 200c shown in Fig. 4.

Since the functional structure in the user terminals 200a to 200c is
identical, the user terminal 200a represents all in the figure. The

20 communication network 300 is also shown in the figure.
The server 100 is roughly comprised of a data unit (a user
management DB 110, user right information DB 120, content
) information DB 130, and content DB 140) which is realized by the
data file, etc. stored in the hard disk, etc., a processing unit (a
25 user authentication unit 150, user right processing unit 160,
license information generation unit 165, content information
generation unit 170, content information encryption unit 175,
content acquisition unit 180, content encryption unit 185, and
communication unit 190) which is realized by the hardware such
30 as CPU, RAM, ROM, etc., and the program, etc. executed from CPU.
The user management DB 110 stores the user information,
etc. of the user registered as a member to this content usage
management system 1. To be more specific, in order to put the
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correl ation between the content key 131 and the content |35 dkdy 288%n. The
content DB 140 stores the content. To be nore specific, the content DB 140
stores and holds multiple contents 141 and a 25 content table 142 that
records a correlation bet vveen the content and the content |ID. The user

authent] catigpibhtd 30 B8NS RERR BRI usSPAFbiAR hent DS w3lr

aut henti cation unit he us management ta
ri ghts managesksoran hanBli)uee[:iAentaﬂiD e(tesmmlalb iDynassgnedi bfslorth&t uger

' I D h
request | redErOuASl RGP PRaCe: Che PRER CooRRs SRt AT apcding ee
aut henti cat ikge Wydr 180 MRYig/pglapferitryUsatit! B Oni@iidize nniliRtiptel ity Jul y

2005 wuser nmanagenent table 111 if a user's address, etc. are chan ed and
may add 6he reanagement ctaliesuddl kanmgistar angd manege theseshend

the user 11 SHE ueRrhERARIRAE o ¢ BRd MY AR BPGRG FEblsistsd & %t
requests andeppsiet ehd hnigughtD hifyrmatiom assogniedgtd thehasasaged the
requests. To be specific, after a billing process is executed according to

“the content‘-'sﬁlfr'maﬁ'é"qtéaﬂéﬁt BHES®Ber right processing unit 160
registers the rig ﬁeof.ls[eE ri rlﬁfbrtrﬁétl DB §5p EE&R‘Z%WED%SI& ri

nmanagenment table 1 ser right or mat 1 on Since t
billingigr othsensesehformatmnafomaﬂw eontenheTprlme«svmtecmnyéheuuﬁer rigdnhoart

-of the bill d bed t

fight s relf UERSHORIE o b Sameiosy bl teBinoLie SRHAHE iR ik

( Liage Rul erfdlit WsRIrneatioRr méhaéénwehﬁftalbﬁeshfzmsw nmaghgd therdoritent
aged on the server Is assignéd. Additionally, when there is a LT

i ssuance regueshasedebyutbe wsgntand e sermaiming 15@a iighks (m) i t

ci i ont) 1 ofn A GEhel RBsY R shelrbukht e ®h Mol B, OB ot

And, 15 example, reproduction, moving, copying, printing, usage duration,
etc.)
‘The content information DB 130 stores related information

of the content (such as a content key). To put it concretely, the
content information DB 130 holds multiple content keys 131 that
20 encrypts the content, a content key table 132 that records a
correlation between the content key 131 and the content ID, and

SO on. ,
D The content DB 1_40 stores the content. To be more specific,
the content DB 140 stores and holds multiple contents 141 and a
25 content table 142 that records a correiation between the content

and the content ID. |

The user authentication unit 150 authenticates the user.
Specifically, the user authentication unit 150 uses the user
management table 111 to specify the rights managed on the
30 server and a user ID from the ID information (client ID) contained
| in the content purchase request and the LT issuance request
received from the user terminals 200a to 200c. The user
authentication unit 150 may update the user information in the
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20 once it is confirmed, it passes the requested usage ri ght JUZ @808 the
license information generation unit 165, and at the sane tinme, updates a

right information UR-Us nanaged on the server with the details decrenented
for the extracted UR-Uc. Furthernore, if there is a notification to change

the right inige/maidRagehedht Rebke lqoﬁﬁﬁﬁtuﬁﬂy'é@cﬂresf@reﬁé(aé”fé ehd c?é@ere

is a notification to 9ad Sore. “extra mumbers of usages or to exten
usage dur at iddrd d9ay ad@hﬁhﬁn@h@ﬁtﬂ&éﬁﬂvth@ user asagementulable lide itiser

right pr oc g a iynf ormati on evenly for each
buyer . @h?cgggt’%%ﬂﬁ @ﬁéb&%gﬁ (}gﬁagﬁidt 165 generates the usage
rights of the confrd usedt hgmnpﬁoctesﬁzﬂn@atmw 160Iregisiers fine et eight

i nformati on neratjon unit 170 acquires the content key fromthe content

i nf or mat Pon IDEPIBGLIY femEbat eanteny aacordingotesthe HéUE@?ﬁ%%trQQH%?'%t i on
(LT) that ingy dte fﬁ@?@l&iﬂoﬁ‘ﬂﬁflbﬂnac?éﬁqlr%goft'h%nhgg el H&gﬁ’éﬁts

I nformati on generation unit con i nformation acquired.
- To be nore Spebefspecifie aﬂmreamtb:li:m@qrnamesrsnlsgexecantednammmdmmtam res

t he content ke 0 5 correspondi t he content by acce t t ent
| nfor at | on CoRsento nyrERiaAsE: Tedinenk Ens fisbrorilt meresona it 180 o
i ncl udes thira ‘Fﬂ@r@ntth@e# hbe @f“t‘l’f’iﬁt@é’eru%"éﬁ%hré“@sépﬁ'lb‘ﬁi mrméﬁon

| i cense i nfornatl on provided fromthe |icense infornmation generatl on unit
165. 101The ManagemMmentdatdei bAldnctypusar tgiht inferamtioptBb h&0.cont ent

added. "the cont enpiiedIe:PIASREFSERY s RT3 b E P et ¢
needed. Thi $sneantioM,i tive part ofaripd eillemgrypdiceddas ovpedesicribgdt ire the
terminal ID (client ID of the user term nal s 200a to 20Qc,

a request tB'g'-b"ﬁjeALsf’r whedueReai sy right eregirtaysd, on Hapﬁa@@a@etsﬁt
client 1D bl 638 R PrdPiddiCaFR- UL ULAGE RAILFHL Udtr Bhi §8tvd B

15 which is the user right information managed on the server is
assigned. Additionally, when there is a LT issuance request, the

made

extract the usage right UR-Uc (Usage Ruie for User on client) from

the right information UR-Us at that point to the user or not. And,

20 once it is confirmed, it passes the requested usage right UR-Us to

| the license information generation unit 165, and at the same time,

“updates a right information UR-Us managed on the server with the

j_ -~'~) details decremented for the extracted UR-Uc. Furthermore, if

there is a notification to change the right information from the

25 content provider, for example, if there is a notification to add some

extra numbers of usages or to extend the usage duration as a

complimentary service to the content buyers, the user right

processing unit 160 updates the license information evenly for

each buyer.

30 The license information generation unit 165 generates the
usage rights of the content and license information requested.

The content information generation unit 170 acquires the

content key from the content information DB 130 and generates
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_user right processing unit 160 confirms whether it is possible to




Usi ng public key cryptography, it may be encrypted by the 22dubuBP0S key of

the user. It may al so be encrypted with.a secret key shared between the

server and the termnal. Al so, SAC (Secure Authenticated Channel) in a

correlated D authentication such as SSL (Secure Sockets Layer) is forned

bet ween t he 3y ¥8htdAP ARG HALIdIF ¢ LTY) ThEtGudelaH® |i4ePBe ﬁ"i‘l‘br?ﬁat'forﬁ
and

secure communi cation channel is assured between the server
termnals, tm@\ededyfmrerthﬁI:caeseuaéas@atrwarqmebmtlos Uﬁﬁtlﬁﬁaan@rfé’te

randat oY), Ak L Inf ot R 6 b SRk B e o

LT encrypti dnf@fmptizesgenedationt A€ 15 eng|uited mehcohEeaerkey 130
termnals. The content acquisition unit hyoaacqw res the Sr?lé i ed content
|

from t heScor¥KESPRNEUAY ERothe costens g by accese thersemte QIENAEISR uni t
180 refers t[S’BtfgocW"fr?%ft ?B'naﬁﬁ‘ﬁ(ég teliiec? tze”éngléeﬁéré%y I?IO%?hldﬂ?’ 140
t 141, t | D, and

and acqw res the conten rrespon cont ent
passes it tonchsdesrtthemccmirerwtpkew tire nemactedwsmeemiee(nblwmm)oanml t

185 t tent t ly, .th tent.
s 155 BB roRSuasibh, pooSAET e S JFRThSE NIRRT
185. The ‘@j@r%\’fati‘@ry dRRdi@s. this encryption. A communication unit 190

comuni cates with the user termnal 200. To be nore specific, the
comuni é&t i on uni Theggongens indaninatéan encrypbiomedit wh Bhensrypts ithed by

scripts, %ﬁﬁ?&'@%@ﬁtb&@m ed on the web page that communicates \|N|tth

t he user 0V0c via the communi cati on network 300.

anal yzes Comndssm:ﬁeaﬂyganheantthfer Qoritentukey tardr fodter 2004 T @r00c,

and based upon e result uest a process to .the user
aut hent i cat ﬁé’ﬁ'efgo he G tiestl KorHeatign € CrEPERAMMIE rof® i8N EMEP iRl dht

encryption e r S 0 f T
prov?lged frgabﬁ%%ﬁi%%t@gﬁta'iﬂﬁgrenrwﬁa‘?!%ﬂpghéﬁég%?ﬁ{ﬁpﬁ% ténfggbf% t'p%géﬁ gt
term nals 20Qathe teootinaddd {hbiengdiz) afdhe user terminals 200a to 200c

which has made a request to issue LT. In such a way of the

termlnal holdlng the cl:ent ID.
Using public key cryptography, it may be encrypted by the
20 public key of the user. It may also be encrypted with a secret key
shared between the server and the terminat.
Also, SAC (Secure Authenticated Channel) in a correlated
authentication such as SSL (Secure Sockets Layer) is formed
between the server 100 and the user terminals 200a to 200¢, and
25 if a secure communication channel is assured between the server
| and the terminals, the encryption of the license information is
optional (not mandatory). However, in this embodiment, the
explanation is given based on the premise that the content
information encryption unit 175 executes the LT encryption
30 process and that SAC is generated with the server terminals.
The content acquisition unit 180 acquires the specified
content from the content DB 140. To be more specific, the content
acquisition unit 180 refers to the content table 142 in the content

(e
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SAC with the server. On the other hand, the user termnal ‘%éuillézgé?éi pped
wth a 20 comrunication unit 210, operation unit 220, ID information

storage unit 230, content storage unit 240, LT storage unit 245, content
i nformati on decryption unit 250, license information processing unit 260,

content decriyBt140 HAdt a&ﬁguaésjtﬁét @bﬂ@éntn}‘iﬂla VAR RGP Totrpespafds 6 tHie
communi cation unit 210 conmuni cates with the server 100. To be nore

specific, tHOHeRHcanhbragses it [ReLoniamuanesy PR HNdk 485, which
communi cates w thihe c%z{t\cé‘_?lrtl ?ﬁgg}géh{’)r} %;E%”éﬁemg&- REMEh AR Ugd N9

the browser software a message”f content” purchase 30
request and pudr it tte)ricrretetwamhe centent ancwpltlog umit mseqnesypti ridre t he

operation unit stor content sent fromthe  server 1 he
cont ent §tor°<9gjkteur&| PrOM egt F@Q"L @OCPH@G[HE eGSR @rt‘mptn'f%gg alh
gener at es SAG g 8Rc E|0n16 25 July 2005 190 on the
server 100. The operé)?l on unltﬂ;%o H user I nterface, which accepts

user's operat i onsA mmaplaﬁonh@mbblﬁﬁge:mnmudm@ﬁ twith ddvesarsai100,

AT St el i s 2 G TR A P i
storage uni g e3fhraiueTiestidrdint@rils cé hev hidhoiser & li 2ad HPS@PI?J\tSO@‘J'b)graW@edded

“for each terminal. Also, the IDjnformation storage unit 230 may hol d the

public ahd Bifvaitatreyen rthﬁévwbpageképattoc@ﬁwwgﬁab% wékh e'i’ftﬁ*y-p‘-’ief'ng
LT, or the §Sg|j"ﬁhalf§3206‘a.tt}begﬁtfé‘?ﬁakﬁ¥e Hﬂhh%laﬁtﬁ.@gwo ggocon,{e

st or age unit I'S conpri se for exanp St ores
engr ypt ed camgdyprzes Themitasids agel meSsﬁQEss&:enEefrbﬂh tée userntetmindks

communi cat i Lt .Th t ent f or mat decryption . unit 250
dgmglt gat Lg%ouan{:o 2%19(:, and base rt]Jpcl)rqt e resluolg may¥*gqluestua process to
the user authentication 150, distributes the content provided from

15 the content encryption unit 185 to the user terminals 200a to 200c,

distributes LT provided from the content information encryption

SAC with the server.
On the other hand, the user terminal 200 is equipped with a

20 communication unit 210, operation unit 220, ID information
storage unit 230, content storage unit 240, LT storage unit 245,
content information decryption unit 250, license information
processing unit 260, content decryption unit 270 and external
media access unit 280.

25 The communication unit 210 communicates with the server
100. To be more specific, the communication unit 210 is a
‘communication interface, which communicates with the server
100 via the communication network 300 using the browser
software, etc. It sends a message for the content purchase

30 request and for the LT issuance request according to the request
from the operation unit 220, stores the content sent from the
server 100 to the content storage unit 240, stores LT to the LT
storage unit 245, and generates SAC with the communication unit
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unit 175 to the user terminals 200a to 200c, and then generates




content key and license information fromthe received contZnduly 8086nati on
(LT). To be nore specific, the content information decryption unit 250
decrypts the content key, etc. included in LT 20 stored in the LT storage
unit 245 by using the client ID, the private key in the public key

‘crypt ogr aphy; 9@ronh faesespfér K9 i n the shared key encryption method. The
| icense information processing unit 260 identifies whether the content key

can be used based e WpeHatiensenit222ithfisrarsusan interface, Twhieh naceepts

" epr oduct i o3¢ FoearErloRsy "o hE PR (e el PROE AR Y Fnehe
content decrggiieen1 00, tand®éd and nonitors that the reproduction process for

the content hand| ed E) the content decryption unit 270 follows the
extracted 30 usadde dPeformaation skorame rymiti 330usteres d Dybrtormaation:

content engr.y; c oful] L h [ :

I nformati on g?l%téggs[?xgtf&ﬁiet P@'te@%%t?é? ?%ctsﬂqﬁspﬁgwééhm%tﬁfﬁ@)rgayﬁny
iOOS depayé?t?oagaru'tn]nitlzZBOdsbmsanf arichaodds iy etigaet ehenm%grbaéougm ent
ey provide om i cense, i nfornptj on processi uni t, an .

Febr bduces. ETBDEAAEIOT ARG ERHETHARAGARN LS TONEIOF ThkoB St @asH
processi ng ' g‘ﬁé}‘, e t ha ﬁ“aﬁ:@s b i t i ~El r

t he conten?Boq LT orﬁ%i(g]hﬂt?% Pﬁgﬂiecxma[)ﬁne m%'%% ﬁfq;[ e @Etbgfn(ﬁé‘ﬁ
medi a 500c. CTHptagbaphyforoprarymtingslor,mit the saaeidewin thesshared keyor age
uni t 245, cqnt ' Lgn decryption unit 250 and io0 license
information(églrcg-gbysqqﬁgﬁgﬂil'@azm are located in a secure nodule of which
hardware is tanpeTheesoftent stbeagenghiN240 B cbfmptised Of eyt Bgatnple,! t-in

mcro chip. In_this case, the decryption of the encrypt ed |icense
i nf or mat i on AR, B1€- pABEeSEONES thaeeneEHes CORtBRkati on may take place in
the security nmodurge .Vﬁ’{alraasé“c%rﬂi? 15 eNGors OPTOTsLRE IF-6RPS&he
information is optional if [

15 communication unit 210.

The content information decryption unit 250 decrypts the

information (LT). To be more specific, the content information
decryption unit 250 decrypts the content key, etc. included in LT
20 stored in the LT storage unit 245 by using the client ID, the private
key in the public key cryptography, or the secret key in the shared

key encryption method.
) The license information processing unit 260 identifies
whether the content key can be used based on the license
25 information or not. To be more specific, the license information
processing unit 260 decides if the reproduction is possible. If
possible, it passes the content key to the content decryption unit
270 and monitors that the reproduction process for the content
‘handled by the content decryption unit 270 follows the extracted

30 usage rules.

The content decryption unit 270 decrypts the content
- encrypted by the content key acquired from the license
information processing unit 260. Specifically, the content
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content key and license information from the received content



acquired fromthe server in a situation where SAC has beer?S d8{%800hed,
the decryption process is executed only for the case the |license

i nformati on has been encrypted. Therefore, it is a stout design against
any fierce physical attacks to steal these 20 confidential informtion, and

nmekes it i nupbsaiyptgohourany 2 efealy ptenttiley dcrt J}dt@ﬁ'd‘dnws\mtﬂ’hetlﬁl ent
I D, content key contained in LT usage rules an critical &

confi denti aICQ"iﬁQﬂtrTE@Vd?fQWdﬂ%fﬂqfﬁlﬁhe éme@ts@yrnf@ttn@tl@@eer%ﬂssmeumt
security no e t r s

i cense inf E)Ier(Jsrrgtgﬁéll Egp@%ggggl ﬂge U%WB Lﬁ?éé%aﬂ\t oca%hgge%e'ﬁlgegure pl ace
of the user ligerse maformattdmpconewtngmagé Zﬁ(DIagement system 1 structured

t hi , th i ght f t f h t ent
managed Baq) al |y THIS (RCEITE TBGEIBnAGEasS WAL CORDoRLLBUEEn UL S0
pre-cont r acthteit bl“q_'lu%?rbd)ﬁh RCENE LBk G | SHEAE 500bh6r t‘F@“b@(’ﬂérﬁhPr age

unit 240 of the user termnal 200a. If the content stored on the user
term nal 200mediadP@auced, noved and copled the request and LT issuance

ueer term nal 2001 e tlsahigegn TP Tarotntatilt sroFaE LI 2307

UR-Us for tRkeoeggkenit Z4Ssteshidnt tinform@tiogndetiyptione uaiie 2589and ghts
of the user, it distributes the content information and LT that includes

"1i censd®i nfiGaREa JAFORMATION I QCRISIAG K&t t2oBharedecatedein i@ sreure
| nf or mat i 0N ph §4GERY \ﬁm‘i’%h%r‘?:{wgtélg ‘#?gér ,rgsq Oﬂ?ﬁ Rista ‘?{t{]é’dé'ﬁttton
er mn

nDV|ng and copying o user uses ¢ content
iny the way caednhat/auiglat hmét-lmcmmsleo |crh‘|pr nixt ithis dalse, %mmcr@mmnesf an

i-adi vi dual ntent t hy ough t he 1 ase, .. the usage ruI rd| ng
the cont ent CREGENFEMPIS liaRne dFfodNaEo i thebPrARSs ORI Tickd

right infoymmiirRRtidh HQth@kreh | R M?thé%cJﬁté rﬁt&@%lesméeér%me@ay
per use nodel. This systemis a so applicable to other nodels such as a

subscri bed tbeeecftﬁﬂyrpem@dpfrrblmel l:cemsesunﬁormﬁdonn@lopa@nal if LT is
-acquired from the server in a situation where SAC has been

the license information has been encrypted. Therefore, it is a stout

design against any fierce physical attacks to steal these

20 confidential information, and makes it impossible for any external

entity to illegally access the client ID, content key contained in LT,

usage rules and any critical & confidential information in the light

: ) of copyright protection. The security module herein may be the

tamper-resistant software. Also, the license information

25 processing unit 260 may be located in a secure place of the user
terminal.

In the content usage management system 1 structured in
this way, the right information of each user for the content is all
managed basically at the distribution side. The content purchased

30 (or pre-contracted) by the user is encrypted and stored in the
content storage unit 240 of the user terminal 200a. If the content
stored on the user terminal 200 is reproduced, moved and copied,
the request and LT issuance request messages are output on the
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established, the decryption process is executed only for the case




15 the formation sinmilar to a tier paynent (billing) appliZuJuly 2RES
broadcasting of which billing systemallows all of the prograns in the
perti nent channel be seen once a channel contract is signed. In this case,
the user right information DB 120 retains the contract information as the
user right i n hagr t ' i
sanpl ¢ of the voor Oenfrcl hyshy TeRfhglan, TR serrer oAt AT
managenent ttid asage rule;dmrcsntraﬁt)tlua Usefor bheasonfentl neguéestaddy who

!‘ﬁ?ofﬁ;??ﬁﬁp“eﬁﬁﬁé? S iF Kgreere usalR antE STHRE Urgto FEtiburgS SRF" 1.
" E- mi' | Cdnterﬂ:sﬁ‘ﬁérﬁiaﬂowaﬁﬂ i ﬁ”nalsﬁ’fcm@est H%@hsenhféﬁnht%mmahd D
1", Cllent ID 2", "dient )t pre-assigned to the user

ter mi nal Susd@e sontant K%sertomhe h@e@omr@whcamgelma@aw@m IS gOrBpTisedy

means of t t S o e 30
client 1D |rsberl 3% %b@/@ggpﬁg lﬂé@'ﬁﬁ‘(ﬁnth uséP(?&/Hg%ovéq}g’ tﬁ@vkﬁm%rﬁa
devi ce havi mpmfing pérthiecubatent izand the aserberspavall ueds tHe gontent i
di agram t hat . shows a conf |echr ation sanple of the user right information

managenent the wayopeyayttedda the Hcgnse informaHoRy| y 2005 This user
I ght: f t 1 ih | t | D
right inform 'OnBFWﬁUE@F é@ﬁth?rész ahstﬁtgfvbigha; BonteRl 5hE%Bbh”~°t‘He

and the content e conte pur chase user an cont ent
| D, andl¢onpurchass, ete, Ithe dbageerubkeiregandang theloonteor- asguingdhdad by
t he server igd the 5 remai ni ng L,nforpation set per eacF age hene of the

usage righ (I'H%%nséa QHttlt QI tfot fie &d}a9 '?tenﬁ rnﬁt%"n set

per each usagforsAREBH DBIIGED on 186 RRFVierel 00! THis thpw @ﬂhlle‘d 88 PRy
usler can still reproduce, nove, copy the content purchased, how | ong he

can use it, pmvummoge.ln?btﬁ systeqnis alsarapplicatie tq gbher raodels sueh

conti nuous I

shows the né%?&gn%rlrjﬁ t#‘%& (g’ﬂat @W@Er%tr%%% 0 u;ﬁﬁ? %e con n@égsl’eg?u I vel y

for theisr ephedfmﬂmamcm osiesidar eficc.a therc antmaatd gboihirtdly @jpjreid vid the
broadcasting of which billing system allows all of the programs in

this case, the user right information DB 120 retains the contract
information as the user right information.
20 Fig. 6 is a diagram to show a configuration sample of the
user management table 111 described in Fig. 5.
_ This user management table 111 is comprised of the user ID
) assigned to the user who has become a member of this content
usage management system 1, the user information ("Name",
25 "Address", "Tel No.1", "Tel No.2", ..., "E-mail 1", "E-mail 2"..),
associated with this user ID, the client ID ("Client ID 1", "Client ID
2", "Client ID 3"...) that is pre-assigned to the user terminal used
by this user in the content usage management system 1. By means
of the user management table 111 structured in this way, once the
30  client ID is identified, the user ID of the user who owns the
terminal device having of a particular client ID can be specified.
Fig. 7 is a diagram that shows a configuration sample of the
user right information management table 121 described in Fig. 5.
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the pertinent channel be seen once a channel contract is signed. In



i ndi cates the time duration counting the content usage as 2hdtly 280end an
accunul at ed usage duration shows the accurmul ative tine duration that the
content can be used. In the details of usage rights, an initial value is
pre-defined for each of the contents by the content provider and the

server mmnager aqesdigur Fl@chl?lf@)‘PmﬁﬂbnSn‘fﬁﬁég@H\téﬁ ta'*BFé 4199 ikt EEWJy

value 20 is aSSaned as the remal ni ng i nformation of |icense at th
time of thdheortiegnt pilpchaseservdp fmdthbes@mteomém ofi fthe]ecrsratmt are

e S Saferl Sy FBY R SRS AREIETE, 3Pl BRrHBASEA 1 HEZD  ne
purchase prigfethdhwer's igagenpightad( U RF Usehagadgdd dy the ddrseisgndehee

decrenented . accordi ng Ig@f romthe initial value for each of the usage
rules and | |r@éﬂ§lﬂ,"“|nt9f oRHRIAM BRI Ak t5&ic PEX eBﬁBeHSQEGnSFHSWHGe@f dher usadeance

request, or ﬁ?ht@ﬁ%@ﬁﬁﬁﬁﬂed%’o h et‘j‘é'é’nstTl’Pé rbh?aﬁﬁﬂgemfoPﬁ?%ggﬁ;S%l

service offe user rlg I hf ormat ron man enen
30 nmanages tpﬁr wssade usagm $yh ¢ e unehcdafks i tespctivaky rtiaara&tgehblwa mainght by

th I t IL.D. Fig. d h f t I f th
[ cense. | nt 81 GR<lelleShoiin SRl TRIObEESS AN, 2668y TS FRREG
i nformation §icHRIRIAL ABWMIbhdl h% Q8T Y, URBYE a9 p rfﬁfo@?@a'ﬁié %ant he

i nformati on of m ni mum usage ruIe el ements in the usage rul es, and
conpri séd ofmake, @tcmAlsppitbe aradinaum s ténuatisrusagerdyEakioni set ané! use

Froma - par ancashen it chbfa AR MOTsHBy ShSNTHE aek RN Tedtb "

i ﬁor mat i onofortimesacéllowed tepnpshicthen cdhtdartdi conescetiaellp/ dosahthe
ormation for an action of novi ng and r indicates enabl e/ di sabl e for an
act i on of cB%PfﬁaUCﬂ%‘ t Ppecese 18t6.-ne anurient ofechdoBn ireshalgdh alue

ot or mat | 0N ERASOfh & Nem & i Aocohintiffy ERE! EBhtant Addgudks tdifcg e

of the m nimum usage rI
15 and an accumulated usage duration shows the accumulative time

duration that the content can be used.

for each of the contents by the content provider and the server
manager according to the content's attributes, and the initial value
20 is assigned as the remaining information of the license at the time
of the content purchase. Even for the same content, if the sales
are in the style of having different prices depended on the usage
ruies acquired by the user, the initial value may be different
according to the purchase price. Then, the remaining information
25 of the license may be decremented .accordingly from the initial
value for each of the usage rules and license information extracted
based upon the user's LT issuance request, or may be incremented

by a request bf the content provider's service offer.
Although this user right information management table 121
30 manages the usage right by the user ID, it may also manage the

right by the client ID.

'Fig. 8 is a diagram to show a configuration sample of the

s

license information described in Fig. 5.
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_In the details of usage rights, an initial value is pre-defined =




expl ai ned here, if the user makes a request, it is all oned@XdulydhBpate as
many extracted usage rights as requested, i.e. not 1s only the
enabl e/ di sabl e information, but also it is allowed to generate the |license
i nformati on which includes the usage rules for multiple nunbers of tines.

Fig. 8 also showsTjsanekRsehatformatiore i9f geheeasedi Wik et & oaxtra@eaposed
of arule for nultiple use of the content; "however 1s also possible to

It
structure edtgRg® righbofnexampla the dnfermation®l BHNABUNJUpaBReRile

i nformati-on, Ltimle I |

it or mat i on S SATERES 10, e pSIEROPELES. 08 RLBIMAHSLRT de e maftie

st ][ ucture ofertZdSMe/ddEm@lm inﬁmfrmaii%pr?_g%aré%ilgb tkoarse gxfbﬂne Ebﬂtenm &aich

i nformation eneratjop,.un / 00 generate t he cont ent

i nf or mat f on Afe @%‘at‘?%ﬁél%*ﬁabgf@ i'@fctré'ﬂﬁ'ﬁﬁ%d'sofs'irh’é:tléféﬁeéﬂ%'ﬂ 16Mnd

i cense inf ' I a Lon e operatifg ai

cont ent, ongﬁgﬁﬁﬁgp%r E*ﬁgétpgﬁﬁ?gg Eﬁ%éﬂ?é) %§0#1E20#ﬁﬁ%0 Eﬁogﬁgkgﬁ$ﬁies,
etc. for thenddeddisale Linfoomationkdprt @n bactions30f andpradticticsy, 640.

The LT header ,61Q i i sed.of .a.LT identifier 611 that . sh t his, dat
'sthe It celadiitacce SRERIASEERe iftotrmatin | ofar abtlalgbraBifa, dht ' ®
versi on nunber jfdi¢atestersdiodsy dibgbi& foPan Bio?D8P cosfimRmieé type and

specifications defined in the content usage managenent system 1, LT size
613 that0shéhe dqatmbsirz@fothehenatlie/disablednfermationsdenend RokSea

content ID %&#iBEt&S’erfﬁaeﬁﬁag%ﬁ‘ d wth this LT, URUs ID 615 that shows

an | D of UR- origrnate | ssuance, starting tine 616 for a LT

effective peridod Almow%iwﬂ}e hﬁasdﬁacbfemegpﬁﬁn’rmumrusta“%s rEghlaeﬁasebeen .
effective, ending tine 617 for the LT effective period that shows the date
o L1 e EXPIATMEd ThePae dhothe nUBRELTIASS L TRiNRE CodEn T e 06 15

that shows 'gtenémienasgﬁﬁarw%%c%dLEsiaaeaH dakr paypReLEge”. demyal
to io sone é&xternal nedia or another user~ter naI, an LT encryptlon
“nethod 619 ohdy thewenablejdisghleonnfetmadiqgmeEdurEgscetit. is allowed to
generate the license information which includes the usage rules

for muitiple numbers of times. Fig. 8 also shows a sample that a

piece of license information is composed of a rule for multipie use
of the content; however, it is also possible to structure each
20 component of the license information as independent information,
and multiple components are bound and handled as license
information for one content.
) . Fig. 9 is a diagram to show a data format structure of the
content information and LT generated by the content information

25 generation unit 170.
LT 600 generated by the content information generation
unit 170 is comprised of the LT header 610 and license information,
i.e. an action as the operating details of the content, one or more
LT action tag block(s) 620#1~620#n to show the rules, etc. for the
30 action, LT content key tag block 630 and LT footer 640.
The LT header 610 is comprised of a LT identifier 611 that
shows this data is the license ticket handled in the content usage
management system 1, version number 612 that shows the
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applied to the LT content key tag bl ock 630 and LT footer 4%dulyrg80pT
action tag bl ocks 620#1620#n are conprised of the action ID 621 that shows
the IDto specify the action details for 15 the content, the maxi num
conti nuous usage duration 622 that shows the maxi mum | ength of tine to
operate the \cemtientof spesﬁmﬁhwa‘s;deﬁmtedanwirte dentsnbustigeestan ageatert 623

that i ndi t t t t.h t t
bnoe, 5 Rt T B el Bhal SeOi dakd sitm SRS R e b eeeh e e
for the contmm\u that@h’%M a é@ﬁtéﬁﬁmcwtﬁbaé&%éﬁ@sgsoéwtéu J@%ﬁué hat

shows the accumul ative tinme duration that th content can be use

Regar di ng t Hd: ndR-MsmIBo@limuibad sbaws EtIUrI& iafnUR-dts exdgintatedbis tilough

| oot oqucel ol s uAnEeh MR AMERTE FGE S KP RERITE BABE TR PROEE LT
set |onger tdwte andhme wiien tlhﬂ§Il_a‘rﬁécomé@!elfﬁéctﬁéeeﬁ@ﬁnglﬂlﬁi@ﬁl%ﬁélle
duration is_ ,used to have nore strict control over e usage than the

nmaxi num corthlenh-&?sf?ﬁ%i@{@ periad shat showsdhe ¢a§6ta'ﬂ6r@€}e M’ﬁﬂnimédﬂ's
but shorter 2t CountlrEEﬁéEHWec "I*'n'l‘ﬁﬁ?rtgg %éﬁtflgﬂ éigrthgﬂpsh'&%s’fmf:e

hours). If t ecl sion res count's as
once when trmowmgethe o ke b o A tﬁa@)allcmetfaﬂtm ond hesars¢erntinain taal

200a. A f tain ti dur.ati ' f t t -22 5 J
2005 i + HouneaeShiroalaiedd pEhddednusar darntinalaarit eeoareton " I
t he nunber meﬂﬁ@a 626 tﬁa@@ﬁéﬁ@t sﬁ eh%typtidﬁe rhaeheaegefesmAEﬁ Ea‘i!é

content takes place. However, if the count decision eshdl d val ue |s

| egj ective (.aipnlted $oridie L3 gontent Keyntgg dlockabB8daad ET fheteviGAOmhen t he

Gec st on 1 hr eshor g cSEkRn, . BRERS 620 BAUERAAE Bk Belekia st o
done only dbhertg:ttdm ID:GQ&ecIn@t shoepethaeilOnto Apddifpthelactié Meidtai® for

durations S?I}l rrgm mum cont i nuous, usage duratigon 622 and for the
accunul 4 edthg oA Hmt €i HRAXIBUSLERREIIOUS UseBeddHERIRIN B4Adhat

operation shows the maximum length of time to operate the content

”|nd1cates as the tlme duratlon countlng the content operatlon as
once, a number counter 624 that shows the maximum number of
20 operations for the content with this LT, and the accumulated usage
duration 625 that shows the accumulative time duration that the
content can be used. Regarding the maximum continuous usage
) _ duration, for example, even though the content is a 2 hours-long
movie and you have to suspend (pause) its reproduction for some
25 reason such as going to a bathroom, it is usually set longer than 2
hours (for instance, 4 hours). The accumulated usage duration is
used to have more strict control over the usage than the maximum
continuous usage duration, and usually set longer than 2 hours,
but shorter than the maximum continuous usage duration (for
30 instance, 3 hours).
If the count decision threshold vaiue 623 is "0", it counts as
once when the content operation (usage) is started on the user
-~ terminal 200a. And if certain time duration is specified to the value,
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time of the content. The tine duration set for the maxi num> JEHY i29us
usage duration 622 is subtracted even during the pause, whereas the
subtraction is stopped during the pause for the time duration set in the
accunul at ed usage duration 625. It shows 15 enable if the value in the

hunber countiercdifkd 8slofée wrien ith@ufchell 8RBl @uiratidn. m@osmévs/dme gepi mum
usage rule if 1. Therefore, nunber counter 624 may al so be used as the

enabl e/ di sadnNethe AruNbEr epu nter B2 s srsu@ﬁr@ﬁteqk@wara{g ipnedihesgperafion

Contont - aeior A acoRPRAER R "RIEE, PRIWETRD Tie" i FORRE Hetiefin 1

cont ent associ ated Wt I'S an
optional bl mkesh@udrmuerlsnaﬁenme bif itis adteth"), fltastoaﬂly@ubtralmm @l ue

by SHA-1 al |thn1|s st or to avoi d any alterations on LT header 610
to the pgrtgc%@ RNt vtheR ﬁ?\% ¢anseeutives APeratien ia'ﬁ'&ﬁso%hé"%afﬁ@"

the LT contgnlcHey t%?gvé’hfé:kngﬁ%rcégwogﬁ@lsﬁaﬁ ﬂﬂ‘&sﬁ;ﬂ% g?agf’é ) tfﬁé”ec'

into the LT header 0 on thi e cont ent set as an
i denti fier tsabtaasbicirat of t blee conuraberi rdoarmisar dis vdehet lonigordwring aie

thereby it 30 may hecone inporta n co ten i nfor

tpeci fled by ATEGRiE Rpefaa At Fk the Fal Shtiant et Tordhe |
such a case maklmmb@ﬁtnﬁms Usbbe aaaaabfncezzF@garf@rrtmé Becoenifitedisage
management system 1 in the nbodi ment of the present

i nvent i of aysggejcdurraédoab@ne su!mracaedu ﬁhm@mﬂﬁ@ witl §bﬂt@ﬁﬁ"§tirodhase
hal |l b f
0. ? ex;elrﬁl n%ﬁl lﬂﬁbo‘ﬁon[‘{"em r-? rﬁ%ﬁsg@@tg'g{g@sggxecﬁarﬁé% pect | veI y

10. Fi ow ch shows
at the user cbatmmuahszmagamcbmﬂiba $Veis Hibtrhebedaevetr duringasese t he

content in this sys em Wy cont_ent IS pur sed, e user t t he user
term nal 2002WRserYy %eﬁﬁé?'t‘f’p Erastioniis %Q@P%ga&%% tBe\,@@,usg §é the ¢ he
server 100, tffid 4@raGonPsétfh ERBIEHuPY SE8G isHgEHuration 625. It shows
15 enable if the value in the number counter 624 is 1 or more, shows
disable if 0, and shows the minimum usage rule if 1. Therefore, the

information.,
In the LT content key tag block 630, the content key and the
20 decryption key that decrypts the encryption of the content
associated with this LT are stored.
The LT footer 640 is an optional block that may or may not
) be attached. If attached, a hash value by SHA-1 algorithm is
stored to avoid any alterations on the LT header 610 to the part
25 just before the LT footer 640, which means the part up to the LT
content key tag block 630.
Although the content ID has been stored into the LT header
610 on this LT 600, the content ID may be set as an identifier to
associate the content information with the content, and thereby it
30 may become important for making the content information
specified by the content ID acquired at the time of the content
usage. In such a case, it may be stored in the tag block.
Regarding the content usage management system 1 in the
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number counter 624 may also be used as the enable/disable =




io (1) indicated in Fig. 11. The content purchase screen (23 JUdy #2888 up of
an indication of categories which are available for a netmnrk purchase I n
this J systen1such as "nusic", "ganmes", "electronic books", "novies"

, "paid TV prograns”, a check box to select these categories, a 15 " Next "

button, a %ﬁﬁbod?ﬁéﬁ@ ofa'ﬂﬁlesﬁréﬁeni:flri\?%ﬁéheﬁ@r%tﬂjcttd‘r%c?%@ﬂé tip e

purchased I S nusic, user operates the operation unit 220, clicks on

t he check b@ctuemrt@émcﬁongthe) contend" pusabapeeskal bacexpiBifrech elgw

hi < cgﬁtkiﬁtv%@ﬁr R BB UASISH BB At ShalVBiR, K-8 cqory. Theiai s of
“cont ent “ti Fig." 10 risght fliov ocin@it, owhich” shbees mnac&éss‘arr extexuteatks

“belonging to nusic check box to selec hese trac a " Pur
but t on, g %epeo&utqlwrat@%eusmetermlrgwtﬁﬂbﬁoaﬂatqrbﬁ ilﬁg ﬁe@ nal

usage ruI es asg%ghz‘?ﬁ%a?&%grﬂgee%?@n@e\;wgh, %té% the ini t [ aI val ue,

nunber of reproduction er of copying, usage
duration, etc. |f When tth@cl«:clim)télﬁ plsrqhaszl’dase;d Sihé - usern@teehﬁgeuselt he

user oper at t.he o ation u clicks on th eck X :

cor r espondi ﬁ& rpynal S&?b rPBPﬁa op%r %Peggets%tzﬁg %IQSFQ'%ﬁEEea W& on
to enter 3qdUeé diPBhEN¥emidcone a’re&u.%ﬁts ubf thédontentapueehase saeerpy
the user to purchase the cont enf, comuni cation unit 210 in the user

~terninalo20dd) igelieatea@sndAg. wih the comuni cation unit 190 on the server

user terminal  2obtercentelpBietant st Cats thal AP g katiogh "
‘and sends idfecgtay@rbspwhibpsere ensisdbresoage nelwilodkr}gutd:hase[)n this
ormation to the server 100 (&i). This, cpntentpﬁ E’ @ "re, uest 5, nmessage

is conpri se§Y§fien'f SHCB.@PpMUSIE" nEg3ES| D eled Bt ent- s
pur chase, a?t‘]m’i'?np {agrQFn?he CEPE%W HRAURS sefetP th@%@‘ﬁa‘t@?}@i’e sihe

client 1D of the use aI’ requests the content purc
15 "Next" button, a "Back" button, and so on.

If the category of the content to be purchased is music, the

corresponding to "music", and presses the "Next" button. This
makes the content purchase screen (2) shown in Fig. 12 displayed.
20 This content purchase screen (2) is comprised of the
category, details of "content ID", "title", "right information",
"sales price" for the tracks belonging to music, a check box to
) select these tracks, a "Purchase" button, a "Back" button, etc. The
- "right information " shows the original usage rules set by the
25 content provider such as the initial value, number of reproduction,
number of moving, number of copying, usage duration, etc, If the
track to be purchased is "Surf-riding George", the user operates
the operation unit 220, clicks on the check box corresponding to
"Surf-riding George", and presses the "Purchase" button to enter

30 his content purchase request.
If there is a request made by the user to purchase the
content, the communication unit 210 in the user terminal 200a
generates SAC with the communication unit 190 on the server 100,
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user operates the operation unit 220, clicks on the check box




Once the user authentication unit 150 receives this 1o i HOPHE PORSt hr ough
t he comunication unit 190 on the server 100, it collates the received ID
information with the IDinformation stored in the user managenent DB 110
for the user authentication, and passes the content purchase request to

the user righien BEOEFESS BAUID!inFBPMSAbN [QidNt ID) e LRl tdfainger i s
authentication unit 150 refers to the user nmanagenent table 111, specifies

the user | DXGQhateizistoned By the hdnfparsddonnstaage ymit 238,condent

160, Sari e SR AT SRt BREchasC gl st et g iR MRig ERS, BB O ¢
user right pnfoeasation uaitheléérv@gilﬂﬂe(s1Pg€ms&rdmtemigpt1rchafserrrapmnt for

t he content purchase to the user right in [mation DB 120%83%:._ .

Speci fi cal | ﬁeﬁﬁ@gﬁgémmemsgﬁ@ée I ayample 1 ponessadei iy Batipdicates i ght
I nformation sty - T5Y) tc'?ﬁ]ﬂé?ﬁ:" e,
East XX) V\h(tjﬁ.glrﬁtgﬁasespﬁﬁgh%fgitﬁgﬁtntgpgn%qﬁeﬁﬁi%r I paﬁéég%ﬁ%@r@lccess
the user ri gt puntbasadi dheDsliend.IDved thenserdarseinali gt pequests iheuni t
160 stores Tr%cktl respectively to a field of the content 1D on the user
right infor f8-6R"M 53&159‘?1; table 121 and stores the ID, "right
~information A" angrdes digéaikseof ataentidtitibAl GARL | 980URrdbeiv@s 3ehibr ack
1 respectively to fields of the license information per each content ID.
For thel@et Hiflornaption thirquah ther cememilsicatiorhenit 208 on A e seoreral 0Om

(Nos. of re L,Qn L NG [0\ Qi el Hes set
by the cont é&{]@%g@;t\?gdé?g?gé@%&@bg&@ %‘gagg"aﬁi{)ﬁ %’d@é E@%ein[? #'-ngﬂ)s{%lrlaﬁi ght
processi ng stoted & thasgssr Mhignageirment|Btiol 0 foe thentisat authemntitation,
‘generation unit 170. The content infornmgtion generation up'it 170 ac_% i res

the rel at e@NAnfRAPRES oﬁhfsﬁ@ﬁ't%‘_tt HRUSA St TRGYESHf t?hé Eordz®hel
content froprbAessMy eiinit {‘flclgtgag('cgc@s.gggé?’ﬂaﬁ@‘qt %B?\‘E::r%;;éﬂ} | Yghd h nt ent

i nformati on" generation uni t He cont ent or'fat i on 30,
~acqui reb t hautbenéicatkey Wt oo mefposdonthe user management table 111,

specifies the user ID from the client ID, and then passes the user

user right processing unit 160.
After executing a billing process for the content purchase,
200 the user right processing unit 160 registers the user's right
information for the content purchase to the user right information
DB 120(S3). Specifically, the user right processing unit 160
) specifies the user ri'ght information management table 121 (See
Fig. 7) for the user (for example, East XX) who purchases the
25 content from the user ID "pana 01" by access the user right
information DB 120. And then the user right processing unit 160
stores Track 1 respectively to a field of the content ID on the user.
right information management table 121 and stores the ID, "right
information A" and its details of the right information UR-Us for
30 Track 1 respectively to fields of the license information per each
content ID. For the details of this right information A, the
remaining information {Nos. of reproduction, moving and copying,
etc.) of the initial values set by the content provider is entered.
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ID, the content ID, etc, as the content purchase request to the




to the content IDwith reference to the content key tabl e 2B3Juliagl80Spasses
the acquired, content key and the content ID to the content 10 acquisition
unit 180. The content acquisition unit 180 acquires the concerned content
fromthe content DB 140, and the content encryption unit 185 encrypts this

content witTHdwe, eRatesér kRyht Egobessrmgmwsqiso pasddietiseioriteracHlity ti on

unit 180 accesses the content DB 140 and 15 acquires the content
cor r espondi t§e 60nERNE dRf@iTnafonoem erasicdt aifdbst Q- t he content table 142,

and passes the acqyld ey Rt fiibrnt foR! LERrbRo @t kNE2p00Lenkrdetne

received fromthe "content infornmation géneration unit the cont’ent
encryption refateddafofimatéont Euckeras ythig condent k&8%)eot thet soncernedei ved

communi cAL i GRTUANE HOUT HhE CORFEIM JBIG TRk LBO1G0 (h8)- cePeEmGibysends
the encrypt %ﬁé@@ﬁ%‘é&?%&ﬁf&?ﬁg‘ﬂﬁ% dgetidhaton 2ift {70)acddied PReaitiitaEd

content is receive communi cati1on unit 210 of the user
termi nal 200nfermatiare DBohB6ptaaquires tencontestdiagel Jhicorrespondiage it

erm nal 2059 Siscantehs EEHeR R8P fRe RCEe SonEiikLy WBble ddpindiace
i's conpl et e?as%.@sﬂm@%c%‘bﬁré& aanerat Ry kidepe ¢dRteREID! & thaatoia and
the server 100 and the encrggt ed conmuni cation takes place with a shared

sessi onlfkey afAUgitiamainié n for the content purchase session, it is

possible L0 bt evefhe RBARReALaRERRIP Y ARIIRY acdirdd THEY cBitBrngeoace

from bei ng exposed on tTThe netwo a chart to’s
processes coodtenédromethectontent DB Uk uand thee wortentOdaceyplion nhi

'server -100 the user.uses.the content in thjis s e 5 If the content
s Used, t he ARERCRYPERENIR BPNEEREMIEN thooron ek Kedh TorBe pers SRAF It
220 to disptgy ddiftetit BBGERERSH unit 180 accesses the content DB 140 and
15 acquires the content corresponding to the content ID with
references to the content table 142, and passes the acquired

content information generation unit 170 to the content encryption
unit 185. The content encryption unit 185 encrypts the received
20 content by the content key and passes the encrypted content to
the communication unit 190. The communication unit 190 on the
server 100 sends the encrypted content to the user terminal 200
(S5).
| Once the encrypted content is received (S6), the
25 communication unit 210 of the user terminal 200 sends the
content to the content storage unit 240 to have it stored (S57).
Throughout these processes executed respectively in the
user terminal 200a and on the server 100, the session for the
content purchase is completed.
30 Since SAC is generated between the user terminal 200a and
the server 100 and the encrypted communication takes place with
a shared session key within the session for‘the content purchase
~session, it is possible to prevent the content purchase request
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content, the client ID, and the content key received from the




selection screen shown in the Fig. 14. This using content 22V88Y 2895 screen

I's conprised of the title, content ID of the content purchased by the user

at the user termnal 200a, or a io pre-application of the |icense ticket

for the content pre-contracted, etc. and check boxes for these contents,

“Next" and msagélﬁtdmnbewgCaxﬂcﬁsédﬂ@m(thteenét\iv@rhsed the user operates

t he operation un|t and eﬁ;ﬁ&ségl s usage information of the content to
r

be 15 reproduced.Figo gﬁt'ﬁ @ arty ta saanethqyi RiA GRS ah€and weted
content sel qeldyuLi3¢ERL i‘ﬁeg.gk:"ﬁ\‘;té(ﬂnfhgt 262 aﬁagén Qﬂeté‘gr\?é}eitﬁo Rgred o

t he content he wants to repr for ex George) and
clicks on tH&e Neer"ubes the. cantentém thie Syd;lteml.ays the content usage

Fi 15. The ,20 t ent t
Conpr sed of act; dhaT SOMERE isofisefin Ui 4oL the Leaite SR AbROLA and
copyi ng, chersﬁfenkaiveé Cthesqi@étattbﬁ @nﬂhtutozzot ot cﬁ@ﬁlé\P ﬁtéeﬂstrtg coRBeAt of

actions, "Deci de" button, button, etc. a part the entry
for the usagfeelﬁﬁtl&nrﬁt:r@@n &h@anI@rtheflgpelr-fhtEbla usn@@oatttemrt sglectiao,

partioular SESSTE, R EAEMIGE o aknendiigs) EhteRe "B el (dbient
(Surf-ridi npuikedrasdd @it ethe tm@eﬁurmerﬁw@f Uﬁlﬂeﬁér&n‘iﬂtal t RigDParpkc ar
exanpl e, (aonce)" for nDV|ng) in the

" f t
text bod0f orp%éptﬁmféfgﬁéftﬂtﬁ?ﬁ%ﬁé%n@%ﬁsl fgr Hheceantent pre-eaBERAHSH,i s
mar ked, the digxt 5heK dﬁe@t@f Bagteg?tf\t)ms’cggfgsea%om%ntgg' "Naktﬁasﬁyf“‘aea cKhen

if the user wants to use or nore, can si enter the
nujrber he wanttsons, tate. -27 25 July 2005 text box. If there is a content

T-eproducti on requ he user co nicatjion _ynit 210.in the user
terminal 200 geneié%@ %%@ZE &tshutsﬁéf'c eé’a?P‘Sﬁaﬁﬁﬁ FHfg@p‘Sﬁat‘H@ Wi er
| 1?0 chw:g&c{ B&n@l |dhdrisOrtimmt iade! ivfrmhBlio?h dhethseEoheentngy HY
stored in the

15 reproduced. To put it concretely, the user displays the using

content selection screen as shown in Fig. 14, marks on the check

Surf-riding George) and clicks on the "Next" button. And then, he
displays the content usage request screen as shown in Fig. 15. The
20 content usage request screen is comprised of actions available for
this content, reproduction, moving and copying, check box to
select the action, text box to enter the number of actions, a

_‘ ) "Decide" button, a "Back" button, etc.
) _ As a part of the entry for the usage information, the user
25 operates the operation unit 220, marks on the check box required
- for the requesting details (in this particular example, reproduction
and moving) of the content selected (Surf-riding George), enters
the nu‘mbers of requests (In this particular example, "2 (twice)"
for reproduction and "1(once)" for moving) in the text box for the

- 30 requesting details being marked.

If the check box is marked, the text box is defaulted to "1"
as the minimum usage rule. Then if the user wants to use it "2
(twice)" or more, he can simply enter the number he wants in the
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box for the content he wants to reproduce (for example,




i nformati on storage unit 230, and then sends the LT issuandeJWs

message including this IDinformation to the server 100 (S11). This LT

i ssuance request nessage, for exanple, is conprised of the nessage ID that
i ndicates the LT issuance 10 request, content ID (for exanple, Track 1) of
-~ the content textbboxused, content reproduction request, i.e. the requesti ng

i nf ti Twi ce_f d : f t hat tes th
details of the conf SAEraIRGLCPBERBLICRRBCUCHAR MFBUHSSTTOBX S WSChals ) of
the user terdﬂrﬂ%uht@ét:éﬁqﬂﬁ&t 9 10 SHE Uskr E{t’lﬁh‘?apéﬂo g‘éfri@r%tt'e%a Siagh

unit 150 that receives th information via the conmunic on unit 190 on
the server Migh ttme|c51msnune:amnnrnﬂbrtrrh900nnrM|amwew 1001 meqwres the

and pasdes ThEMGmaferCfaleRt BT A ERE Uant termedl 2Rl T ELERERDS"
the user ridhfophetessi Simra gé ufi® 031) antP rReisengdeiéd i Crl issuaridee
user aut hentlcatlon unit 150 refers to the user managenent table 111,

speci fi es ttf@q}k%‘i NMegsage tinsludinathip IDhaferaatinn desthersenes 108 and
the client “t?ﬁfs 'E[hugﬂb'SﬁEle“ rﬁcﬁh%ﬁ%@&sag&tcfoﬁseﬁ;ﬁ%ﬁ“ id 0

‘reproduce t ntent to e user ri processt g unit e User
right proceSISngl‘lHBd dB(tme)nIFrieseagéteIDsdzhartl didlicateborthet il0N seudrte

~ cont ent requested whi ¢ egj stered t S | tion DB
120 (S149 " gBuate datent Lbilar Bimbe, deasks 7 h e eBntenteitde ne
user right i ma 1 ec he er ht
nanagerrgnt tuagbﬁ 1t2df(?ft(eg*(§e t%ﬁ lezldgl'&@lc?rﬁ) i’é gs&seruﬁforgﬁeé;arr% @u@% XX)
who uses thenfcarcmaémnf(TﬁmmefoserreptDodpmtmn, omieen, fqmem;s\emg)| gthat
processi ng r.ack he. fi el ont ent 28
prosessi 19 ke 1 BERahe oF il chpk Bt 1RaldechSafibet M BESH ] Rpr
confirms i teﬂaeﬂpoeiuntatom)amtrt@\um BEemshal l:haﬂf?b tsned Nsui€nd, ni ng
‘information (UR—US}] of Track 1, if nunbers of reproduction and noving
request &8 are sti Ther eHBEhi rﬂj—'mﬁmﬂ@at'@ﬂ’br WMt ol 5Qndhad oFeceives this

information via the communication unit 190 on the server 100 -

______collates the ID mformatlon recelved WIth the ID mformatlon stored_

in the user management DB 110 for user authenticatlon and
passes the user mformatlon and the content reproduction reqguest
20 to the user right processing unit 160 (512). To be more specifically,
the user authentication unit 150 refers to the user management
_ table 111, specifies the user ID from the client ID, and then passes
) the user ID, and the client ID, content ID, requesting information,
etc. as a request to reproduce the content to the user right
25 processing unit 160.

The user right processing unit 160 confirms the user right
information for the content requested, which is registered to the
user right information DB 120 (S13). Specifically, the user right
processing unit 160 accesses the user right information DB 120

30 and specifies the user right information management table 121
(See the Fig. 7) for the user (for example, East XX) who uses the
content from the user ID "panal1". Then, the user right
processing unit 160 refers to Track 1 in the field of the content ID
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s In the case of a subscribed nodel (pre-contracted nodel )2,5 JegnOPRat i on
to the user right information is conducted by the wvalidation in which
subscription (contract) the requested content is included, and whether the
user holds the concerned subscription or not. 10 Wien the right

i nformation dl@lthéam@ldbi‘ghtqntfbﬁn'feﬁt%lﬁﬁ‘h%%ag?émfe@ftttatﬁel IZhuded tonfirms

regi stered right information q(_I814 the user right proceSS| ng unit 160
reports the IEnERPQAISHBNe AN fIHOMERDo AT Stlébriﬁﬁl}!ﬂﬁ!@n'rbatﬂ'&l eMmapRing ght

i nformation ; e nqgere e
details of t ?oﬁ@,%tlé |E1\f g%ﬂa@f gi?;% gr 1I’§?r%g tgrnéjnra(félg%ﬁg?r%ﬁ? %ﬁhénndunber
avai l abl e fanorvepgmmmesne)d ang sﬂ;tlbremammg mtmwmaﬁormatlbn iarfdswednon DB

120 (S15 The i e informati on generation i 165 at es

| i cense ?5nf or mat i %é@%g?t% Sk hlﬁ?ﬁjd’ﬁ‘ocg"g {I?'Ef‘ed:q Qétjee')t ght
rocessin f i on

e 370 ?si“%f‘f'f%'@%é?@p@%. Uder 9‘%’2%#“??5’*@%‘?&?25%”%%“ TR

shown in Fi g/alidatiopdin m;hnchlsuhsmqjtmnr(ammtraatmztttuh@qreqmsted ¢@mtemt/| ng

For the use® IHuGEREENR% otk GEBSRE iR SR EDhERr Rear A SEIbER, i

and 25 "3 tigrgotfor copying. In other words, the usage rul es (UR—US) for
reproduction are decrenented from10 tinmes to 8 tinmes and for noving from
3 tinmesPo Twi ce, VhREN FRe|nigbksieformatian &r rgpredaciog the remeg@sses

the 1 cense depithEl! AtiBedvh W [85istePROMMY AFRalIg F5114] FHRYT N9

to. the content |nfor on un 0 the
user term nalse200gighds pfroce\tsnrﬂt_r,e dirdtr et6®n refpdrts slﬂ're/erermlnie/dusabte al so

bl t dth ht LT e
P Ol e L0 s ot PR S, Brsetios ne rleht Mfortmafion o fe
even i f thell'é%‘e?fse ﬁﬁfd’ﬂlﬂ% $1FYeRLFatibh UriEl 158, TapEaTuseahRIS oDt The

twi ce, sending the reproducti n right for once &s es It poss
15 right information for reproduction (decrements the number

available for reproduction) and stores it to the user right

__Information DB 120 (S15). The license information generation unit

165 generates the license information based on the information
provided from the user right processing unit 160 and passes it to
20 the content information generation unit 170 (S15). To be specific,
the user right processing unit 160, as shown in Fig. 16, updates
"10 times" for reproduction, "Twice" for moving and "3 times" for
‘ ) copying in the remaining information of the content ID for the user
B ID "panal01l1" to "8 times" for reproduction, "Once" for moving and
25 "3 times" for copying. In other words, the usage rules (UR-Us) for
reproduction are decremented from 10 times to 8 times and for
| moving from 3 times to Twice, and the license information
generation unit 165 passes the license information of "Twice" for
reproduction and "Once" for moving to the content information
30 generation unit 170, and makes it send to the user terminal 200a

as LT.
At the discretion of the server side, it is also possible to
send the usage right as LT, which is not met with the usage right
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reserve the policy for sending the nininumusage right evétyJulyg085
according to the business decision, etc. The content information generation
unit 170 reads the content key information for the rel evant content from
the content information DB 130 and generates the content information (LT)

that incl Ud?@q{k{gsfte%loﬁ*cﬂﬂt itf'fgyu%‘ld_tblc‘ﬁzihb?.e%? EREAAPRL | 80ehSFoRhe dfser

Speci fically, e content information generation unit 170 generat es LT 600
“which is coftpritdadlorequeséadéhesidght Ttacrepiodugg tihrekcenbent hwicag " 2"

bl ock 620 #5aaNg e RASBARHON Tiaff thb hifks SRRk etk ' 20
moving, LT gerkpib they pdlicya®riasdiripbheminimientiesaddigiheveopttime

informati on encryption unit 175 encrypts this content information (S16).
" To be nbre aEoOEring ta Hae dyisia@ss aeeisi@ni &iCencryption unit 175 encrypts

the LT tent k 640+ T ' |
it 190 on the s3rsacdite Mot gridtaliin (it hrpceEMY thid on
I ihcense i nf @Emeir?m@ﬁtibfotmatim f?sd:ha ?elgdvmiht Qﬁ_ﬁtﬁ?h_fr?m ﬂite_[x:cﬁltze{cnﬁf

the user ri i nf or mati gn_ does n contain,the ri i.nf.or mat.i on
reproduct i Ognéqﬁmtag@r} Qgeégbd arkcg,qeé';ﬁr,atgsr Eé?o@ﬂeg‘?%_ 'Hifgﬁmaé'?@sgo%e
ressage S Sk (HCATAESIAS ESHHSHE KA bAd BReUsSEnseNRgANaton (B16).

reproduction disab response nessage Is conprised of, for exanple,
nessagel0 D Spetifigaliyy tthe icontent r dsformation tgeneTatigsuantits eddést

CTneo® ner GerETAEe B TO G IRR IS i lsad R EPBEAGRF M0 S X B8R,
- Ihe user tersgnslock0820 el Mg 2atinothem il midr ecaiternga ke fopthent
taformation sénds LT and the client ID stored in the ID.informati.on

storage uni 8CkEm of rapoGwetien: kinpstan itag B&@@;ﬁa%r#aﬂ?@vﬂm)n'&?t@r t he
(7 has | “30.85 Ak 2085, BB 17l . HhEI T ARG 2B BIE), e

cont ent ntormat | on decr I on uni ecrypts the erfcCrypted content
15 tag block 630 and LT footer 640. The content information

encryption unit 175 encrypts this content information (516). To be

_more_specific, the content information encryption unit 175

encrypts the LT content key tag block 630 and the LT footer 640.
The communication unit 190 on the server 100 sends the
20 encrypted content key and the license information as LT to the
user terminal 200.

In the Step S14, if the user right information does not
) ~ contain the right information of reproduction for the requested
content, a reproduction disable response message is sent from the
25 server 100 to.the user terminal 200. This reproduction disable
response message is comprised of, for example, the message ID
indicating that it is a response for the LT issuance request message
and the status ID indicating that the reproduction is disable since

there is no UR-Us pertinent to the request.
30 On the other hand, in the user terminal 200, the
communication unit 210 receiving the content information sends
LT and the client ID stored in the ID information storage unit 230
" to the content information decryption unit 250 after the LT has
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i nformation (LT) by the client ID, and passes the |icense 2% At&¥ #80n and
the content key to the license information 5 processing unit 260 (S18).
The license information processing unit 260 checks the reproduction
enabl e/ di sabl e information of the license information (S19). If OKto

reproduce (3&8n stor@pspp the EPntsQGFa?QY_drﬂttQQIS_ cORten! Ther Yint@ntuni t
270. To put it concretely, the license to information processing unit 260

checks if theforinBélONtSiREyPEHOR UniHe 254 idacryptsephe dRRENHHed COHeMor €.
If it is 1 « 1 €%, L o y h e e lon
uni t 270. Tﬁ@f%?grﬂﬁ ggﬁ ypyi o{rﬁ%n?{ﬁ% g@(w}a(rhe&s ﬁﬁ]gg%n{@rﬁj P::Cé%tstehe
content stolimfrmabidn 240d( 3219 , cdatenpt keyhetaobhenticgnde t infocomdion key,
and 15 reproduces Track % & rf-riding George" under the nmanagenent
accordi ngy t ®rOGESEING AN AP i%]‘é)r-ul es in the license information

processing unit 26fq( %nsé?’}’intfpﬁ 1 ?H;'b‘?o%jésémgoﬂn‘itagzﬁboﬁhe@%@#%hfeor

the action of reproduction inc count i sion threshold val ue,
the 20 maxirepnodoctiotuenableidisahlednfonmahidntafethe ticemsst fousaation

duration begj t-he er._count er l.ye.., Therefo f or. cant ent
repr oduct i ozsg‘@ttﬁ ggfgtrg,p,{?)ﬁglc,e Kgiot;jpd‘:ip@sssaesrréﬁﬁo%o'?%erﬁe%lgéfeto the
reproduct i ogohteAXedecepeitGe umita 2 Z®! TR M @eritodopkréteny, hatise pHeepdesi nce

the start of reproduction. 25 By distribut ier}a(t his information about_the
~certai nlper If@ronatione preegasing W iki26Q gherks & tae numben cpanigrifa e.
It is also | Qk et h I r t

r epr oduct i oﬁq‘?:d(%t' (Z'P tdgdl,aé}?'té/q ééﬁgﬁﬁiisegq)a@ﬁ]ogn%é.%dswsftmﬁgg'\?\Aflsjﬁisr? eg
certain pertiod adntemte Keyohot e soartiendf debey ptiorodwit i270. Iheampntent

r-eproduction acts, are regarded as.the sane reproduction and rmtted. The
PP ormt i ondERaY SRRy 374 8paUIAP Hac i taM M thkiConeshEFTRsegRe
time limt § ta h ' 2@%,5
ot her V\Drds,ﬁﬂéts sﬂov&g?p'ﬁ%lg&?il)?ggg{? %m?sngm@gpt%?&ﬂtédt ? aht
15 reproduces Track 1, "Surf-riding George” under the management
according to the extraction usage rules in the license information

__processing unit 260 (522).

By the way, the LT action tag block 620#1 for the action of |

reproduction inciudes the count decision threshold value, the
20  maximum continuous usage duration, and the accumulated usage
duration besides the number counter value.

Therefore, for content reproduction at the user terminal, it

M applies a method to decide reproduction is executed once if a

certain period of time-has passed since the start of reproduction.

25 By distributing this information about the certain period of time

from the distribution server, it can be variabie. |

It is also possible to apply the method as follows. When

.content reproduction is started, it is counted as once. And if it is

within a certain period of time from the start of the reproduction,

30 any reproduction acts are regarded as the same reproduction and

permitted. The information indicating its scope can be distributed

and treated as the time limit for counting the reproduction as
once.
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period of time is set as the count decision threshold val & Jule2005
reproduction is not counted as once if it is less than the tinme (for

i nstance, pre-reproduction). And reproduction is counted as once 5 when it
reaches the count decision threshold value. And if the time is set in the
nmexi num cont i nuougpugeBerdNbatisOhas ishod@A reFigza 2, akl R &s aestanhene,
whi ch nmakes it possible to make’ a suspension (a pause) during reproductlon
because it Jmeifmé&@fctilm ist et @gghheocordbr dagigiopnthigshelsk valyey Hdhe
content can C r | I tk | THS'?‘
cont i nuous IQ}:‘pa'lgo(e&ILE g ﬁgi\ll%?éfr&%agg%e%egfgrﬁ 'teﬁé éﬁ@?ﬁ?ﬁ m:easﬂiisiei% I h the
accunul at ed nmsagacdwpme oeprbdectmﬁ)en&ndairemmw@mnl Bt coahyedraprootgeed
until it reaCHes the a cu | ative ua 8e dur t|on \Ggrefo e, ﬁ e
variety of cHAEEn el‘:?é’”d?‘b edisiondhrgsholg dihEhRdi®e { he
policy for SHRRS § pd an
be changed ggg%%lg!)rg%ﬁﬁe con'[lliia)ﬂltTF Q?Qg? g? %ﬁp@%&@?eigg &%2?8%

a reproduct|fb@xmleam$ageasﬁohemﬁpswigeh| gnakesi Vigd pm:btemtmhmeheVa 100
(S17), and the license,information i s una .0 reproduc t e

Lorn hates (HERFESEICGPA SRBRERRraySchRnbRPaRR iR LSt BEhcles
reproduct i orth@d sgbhe icf regiroldreioh OFopX aiitles, a i hreeScEmﬂtS@ntﬂEééﬁgfbe
formed with the Status code ERROR URUS, which |nd|cates that there is no
usage 230ri gRProdused pesieaically umdil Bgreaches the Maxipuie contiaLos
may be noti fds%fb%"&ﬂré{;o ONhid ﬂ‘gat i r?‘cﬁ%ﬂBdtetﬂ“ lﬂlrﬂ%k |§2ge9f in Wéh
reproduction ef ~coun er val ue I's set I cens

i m or mat i on axtaymdasd tsagend erationanthe omﬂxéntusanobeeacthmmatevnew

' ormati on processm un 60 30 deletes this |license information after
Lhe cont ent. TRBTOAEE, URH oforeathed I 1ot HOWIRENE WARBnGRIration

effective, amﬂer%f%‘f'ét %Smfi‘depvé’ﬁéﬁz dfocBHtéhf Xig alfgge kbﬁeﬁéepﬁd\fl‘éféfﬁtb%e( LT).

In case the I'icense [nformation contains mu action -32 25 July 2005
15 user.

Furthermore, the policy for making decisions on the period

type (for example, movie and music).
When a reproduction disable response message is received
20 from the server 100 (S17), and the license information is unable to
reproduce in Step 20, it terminates the process without
reproducing the content. In this case reproduction disable is
D | notified, for example, by a response message formed with the
status code ERROR_URUS, which indicates that there is no usage
25 right UR-Us relevant to the request. Also, reproduction disabile
may be notified with LT containing the LT action tag block 620 of
which reproduction number counter value is set to "0".
Also, when the license information stipulates the content
can be used just once, the license information processing unit 260
30 deletes this license information after the content is used, or
triggers the flag to show it is no longer effective, and executes a
process to nullify the license information (LT).
In case the license information contains multiple action
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rules (for exanple, reproduction and noving) and a conbi nat® dily @00bhose i s
handl ed as the |icense information for one content, only the rule
pertinent to this particular usage (for exanple, reproduction) is
nullified. 5 Also, even if it is a subscribed nodel, on one hand,

unlimted nyqnes %r%ﬁﬁ’l@)’ r’é‘br@‘%ﬂﬁit’iéﬁ%ﬁ@ rﬁ@Q/th‘) ér'i'@ a(‘dlfmﬁnﬁaflb@f

exanple, tier b|| %‘ but on the other hand anuP limt is defined
for the usad¥ trl’lﬂ?@ i Frandéedms él’leﬂh'-‘@llﬁﬂ)qum’natlotﬁf orRoRErEMNiERh ALY i s

200 v, Lo o s A 4, DR

val'i dat es whephreduichibnis&s nglified.he usage rule of the concerned content
(validation of the pay per use nodel) after the afor nti oned cinntr ct is
val i dated. Additi One@i ygV‘E-‘He if ulerisr |3gk§U|Pﬁ¢6 esk i yodsd, 190 neen aé}ﬂ?

o the datgiipited hubiéPeof PsaaE! mBlOBR AR B diHISUTH! s

to be manage respective i cenSe information allows to nove or
copy the ccmmlemtu(nTormmmmphtenjsdbagr)amgmrmesqm@rmand tan sippersi bl e

to nove the ri 1 LN 0 saerules and t he gon ent ke t he
content to t“rTB ?ﬁ %Q’é LFQTEXPH'BP [:I%?ﬁ%{?p%'éﬁlnawa%cess
unit 280. Iny mﬁtrﬂycaﬁsrgéhg 5000 yehnfcﬂ* PR/ ()paySPértiév@nyl IEQpicae Riter
it is converted into the data format supported he external media 500b

and 500d¢0 Mbheowpper lnit e ébecuﬁageSrtdue,(atatl@ﬂcqq,xmrm@twa QoRdsar to
e Son = it T REIOREL | RaTEIAHRL, RN BBy B, i Tl e SO0
cof respondi mglé of the cntcem edcortied valpdetibadof uyetpim/ p)en-arsmmmel)a
500b and 500c¢, ng the external nmedia in this es |t eto
use the conB&kRr, tbﬁdaaer@m@rgté@@eﬂ. ﬁ@nté@cfcéﬁy\fa'ﬁﬂ g@%m Aduitiohs e b
penagenon: LR HEhEThEARIBAR g, L20 b €pieints e Ditasaatorsace
supportisig the contradt infeageatiomagertkfior dyst ervage muiee for beemanagedt i on,
't is -33 respectively.
~If the license information allows to move or copy the
content in this content usage management system 1, it is possible
to move the right information (usage ruies) and the content key
20 with the content to the external media 500b and 500c via the
external media access unit 280. In such a case, the right
_ information is moved and copied after it is converted into the data
) format supported by the external media 500b and 500c. Moreover,
encrypted conversion (re-encryption) is conducted to the content
25 in an encryption method supported by the external media 500b
and 500c. Similarly, the content key is converted into the
encryption key corresponding to the encryption method supported
by the external media 500b and 500c. Using the external media in
this way makes it possible to use the content, and at the same time,
30 copyrights of the content are protected by a content management
method different from this content usage management system 1.
However if the external media is capable of supporting the content

usage management system 1 in the present invention, it is
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25 July 2005 unnecessary to have the data conversion of tHeJulyREOS

I nformati on and encrypted conversion of the content. Fig. 18 is a flow
chart to show the process executed at the wuser termnal 200a for the case
the content or LT is noved out to 5 the external nedia. If the content or

LT i s noved,unhecessarytot hgvestie deittl cahverdidm oferrat erghthenfarenatiomn
unit 220 to display the noving content selection screen shown in Fig. 19.

Thi s novi ng Etflﬁ]teé']ﬁrYFg@F'e@@nBﬁr%'@ﬂb@ﬁ the eeRpeNted of the title and content
I D of the io cont e

the |Ii cense ti ckg]éj gtg}:%]%z@g?"g)eé@taf}ﬁ Hgtsjggﬁg;ethghgsﬂggé%%t%re*r?tdwecﬁgg%hegoxes
for LT, a mssnrdbérrbuuabamh:t €or The mse tHiespbaysnt e LEdganovead ent to

sel ectlon sc‘th&e/ in Fig. 19, marks on the check box for the content
he wants 3to QXE?UP &M%, Surf-riding is George) and clicks on the

"Decide” button. If thE%@ntén@o?q_quﬁ‘i’né@édmtwe“GsbP%tCE’rﬁ'é Yer tAMING]

-user, the license infornmation processi ng unit 260 in the user term nal

200a passes 2Hea cppenated ther eparaticie uDil rﬂ%@nﬁﬂl mSBlEt}f aee umavingzo

docrypti on moritessoSeiRRTbl Bt sndun I £126 80 fifls, Alal NG Lt o o

the encrypt ggigetibanscraéar icomprised dfythidetitlel @lﬁid |CBrEted1thISSeS thiee
| icense information and the content key to the |icense tion

p

processiltg l‘}ﬁ’ﬂte@éopumaﬁeﬁelﬁﬁeth%ﬂ’cﬁ%@tGﬁ\epﬂé@és’éﬁ"rfﬁ”lﬁlll8 ehdhEs t he

25 enabl e/d| [ n [ en f h%g_@

deci des Wnet%?rﬁs‘% t%l&%mte'te rfeg::elgEﬁ ﬂgoéﬁgghcl%h g %%? %ﬁgééh%]dgc

Mheft her t he bowesefor diptel'Dedide” ibutton, Lé’ccacThenuseg dllspd)aks &t@#asfage t he
i on of m)vm t he cas bef ore use’ aft% use

gnd OK to 99& t@@i?f'[-'q'} SFE&?@ Wﬂdﬁl E*%ol?o fﬂéékw&thﬁ féh%‘i
external neghp ﬁ@@bcéhtém e alvBals "BE1 fnofBOqfYRl kstatepld hroueh ridig

content encryption unit 0 and the external nedia access unit 280 if the
LT can b p gr)}aod ﬁbCkS(QIBZ)'Ie "Decide" button.

If there is a request for moving the content from the user,

200a passes the client ID stored in the ID information storage unit
230 and LT stored in the LT s'torage unit 245 to the content
20 information decryption unit 250. The content information
~ decryption unit 250 decrypts the encrypted content information
(LT) by the client ID and passes the license information and the

) | content key to the license information processing unit 260.

The license information processing unit 260 checks the

25 enable/disable information for moving the license information,

and decides whether it is O.K. or not O.K. to use, in other words,

decides whether the number counter value in the LT action tag

block 620#2 for the action of moving is 1 or more (in the case of

"before use" or "after use and O.K. to use™) (S31). If it is available

30 to use (Yes in $31), the external media 500b or the external media

500c validates through the content encryption unit 270 and the

external media access unit 280 if the LT can be processed or not
(832). '
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-34 25 July 2005 If it cannot be processed (No in S32), t > IBBREES

I nformati on processing unit 260 deci des whether the usage rules are
formatted to the informati on converted into the content control
information (S33). More specifically, the license 5 information processing
unit 260 deci des Wipt fer cahfoex ey nEi'océggéé Ny on 1B Ext gi@alliceeten
500c can manage the content wth the_content control information in a
secure, tanpBfoFBGtiQRMmroGassing. unit 260cdecid@agehethen theeuspaenseles
Ofor mat) on RN ARed ]GRO FABYAIE SOk oV BRI IR teo o fidh ¢2
for moving to the 1o content control” Information , and passes e
converted «omteol cioformatiohor (833n aMbrde spatifidalkey thet hdicemgent

d t] it 270, Th tent d t] it 270 i th t
T PheS totfbsrmatinngerrresing Uik s s hides WhAther fie: AEtebRabnt
key, and paspegid s008chy Rhedespoteat niddid B deé c‘"a‘?f‘h%‘hagfé“tﬁ@'content

i nformation provided fromthe license information procesSing unit 260 to
t he exter nalwitbdihe sordentaantregdnfartreation énrmisestdea tastpes-rgsistasd

noves the degr d nt.ent._and h tent. control. infor.nati vi ded
fromthe cﬁ‘f@ﬁ?ﬁguéﬁ?E%gﬂo'ﬁ'%tﬂﬂqée%gﬁo%%@c >%t5§r ﬁgpr %F'WSB%C‘%&%
external 2qned60 todwdrE8The IV setioh thaehACERD ¥ fiemddihd o the
possi ble, the license information processing unit 260 passes LT to the

content 10} geatepti sonNinpt BrformadopodSatt) dehd ppasaesnithex Ty nejitade s

t he content .fr h e | , LYP t t 25
t he content CEg?/gyﬁdE%gg@snifr?z}@ée@rg@p;égicﬁ ct@ﬁ%)gr??ﬂ%r% E%yp?(gw edfd]#tré(:)}#lthe
I enSﬁ i nf dembeimgmﬂéé&e?@nghei toRBOnt dedwpeir?mgnﬁt ngaimqlﬁcesihejgi t

280. The externa i a.access .uni.t 280 noves crypted content and LT
Srovi ded 11 SANCABLUERIBANE GOREML STPTRAY Uil 1901 MEG@YRES IS katteHoon

or the extepfh TR e mOREy( Ouipiébéi‘itﬁ_eca %ryebédcwﬁﬁéﬁt%kh@ on

unit 270 passes the content W th aving it decrypted to the external
medi a attessontient zmtrahdnformarian muiovidedafracodde lisensesmfeamation

processing unit 260 to the external media access unit 280. The

the content control information provided from the content
decryption unit 270 to the external m‘edia 500b or the external
20 media 500c (535).
Also, if the process in Step S32 is possible, the license
_ information processing unit 260 passes LT to the content
. decryption unit 270. The content decryption unit 270 acquires the
content from the content storage unit 240, decrypts the content by
25 the content key and passes the decryptied content and LT provided
from the license information processing unit 260 to the external
media access unit 280. The external media access unit 280 moves
the decrypted content and LT provided from the content
decryption unit 270 to the external media 500b or the external
30 media 500c¢ (S35). In this case, the content decryption unit 270
passes the content without having it decrypted to the external
media access unit 280, and the external media access unit 280 can
move the content being encrypted to the external media 500b or
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nove the content being encrypted to the external nedia 506 duly 288525 July
2005 the external nedia 500c (S35). Therefore, through the external nedia
500b or the external nedia 500c, the content is available for use in other
termnals such as a nobile information term nal and a digital television

5 receiver. thle bktésndlomeayial bablce($3h)use in Step 531, in other words, the
nunber counter in the LT action tag bl ock 620 #2 for the action of noving

is "0", or the exil®argforediaresagh e exdesrakbnmediab80b osdhe exfapral

manage t he teMhth t. - WePINl| i i 5

Caper - r os STaHIA e the” sPRyellyie I (B ool SEnEh fedfifial |

unit, 260 teuihaes tingbityiindorpradeasterindnal ared at digitpyrigevisiomever

i nfringed. Although the noving process has been explained in this

fl owchar®, MECEE¥ERal so be applied to a copying process if Step S35 is s

changed to the pr?Ff—‘@% het ﬂﬁ%q}’élfa‘% féy %u%edn?ﬁ’sg%e@3!t,Tiﬁ“c?tlHéreﬂldﬁas?ctY@CG
the medi a t he I d

can be noved or copied to ext er nal b or external "nedi a
500c. As nemurbed edonter in the bbssitior tag bitak 620 #ahfenthewdetgenodf each

b d.mai.nly., i de i is. 20 T, ,
the server clRVTad 0 atdhe ExiEtadb et i 4 it Rerlal i’
Al'so, in cas®@c Ceahfot SPaHage! Ther ovpAReht dwgth O thesPéSheénE aepaltBn)

etc. to expand the right that has already been acquired by the user, it
can. si mpy BRfQEARLOSH im@ S@@@F%dt@@"RWE'F@%Gtaﬂtgﬂﬁ‘tOleﬁ‘omTéttﬁé’nS@@@rtb@ on
the distribytl Ll u Ie LU Qr=rclels
control re§F83§& ﬁ@ﬁgﬁhnéﬁon%%@%%%gg té'{}@t %ggeggérgﬂ'ﬁage#i ‘?Ea%se nbo

:c nf or mat i onpracetslbafrﬁetroeleanegus cfnﬁymngIHﬂaie; n@h\mryimthTgaedi ?adeOf procelsses
f-or managi ng conpl i cat ed usage rul es. so, the 30 centraljze sage_rule
mariagenent at t heAFNAYIRLERSMQYinG @?Qﬂ?@ssces'ﬁsa&@%’ aﬁWplﬁiQ@t‘:ﬁdPi Eté'(? use

by the termRalcREFY ittaH GG bePBpplied to a copying process if Step S35 is

15 changed to the process for copying. Also, oniy the LT acquired in

advance can be moved or copied to the external media 500b or the
__external media 500c.

As mentioned above, it is possible to make the content

usage of each user be managed mainly at the server side in this
20 system. Therefore, the server can grasp the usage status of the
content at each terminal. Also, in case a certain service is provided
due to a special campaign, etc. to expand the right that has
already been acquired by the user, it can simpily be realized by
upgrading the user right information stored on the distribution

-\.._./:

25  server.
Meanwhile, the user terminal just needs to control
reproduction, moving, copying, etc. based on the license
information, so that it can get rid of having any extra loads of
processes for managing complicated usage rules. Also, the
30 centralized usage rule management at the distribution server side
can avoid any unauthorized use by the terminal such as alteration

on the usage rules.
As has been clarified from above explanation, by means of
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on the usage rules. As has been clarified from above expl &wdibh2089 neans
of -36 1 25 July 2005 the content usage managenent systemrelated to the
conformation of this enbodi nent, the server 100 generates LT that is the
right information to indicate a part of the usage ruIe owned by the

ﬁ’ggg(l?:‘ 222 'l[Jhe ri Wéﬂkor W&téﬁrrm%%é%&ﬁgat usage ru%gé)c(%‘lelr]e cont ent

owned by thecorsfmrnmﬂtlousm tinis embodimenmatheos)ervemd(lmnegeeqnabes flifom
ser rmat i

h f h th f
teﬁe?aflrg:\m[]#q%n ?h’aghts'ew@gn?&) %éngts%?et‘?c?@ph%} IOQGBQ uﬁﬂgrét Mel€iser

termnal 20Qayhad B ?/thué RPBA¢ Ml h@ér%ﬁ@d"d‘rﬁ‘théms@r Iri infdtra8tion
recei ves LT sent omthe server 100, and the license information

processi ag UPBt lzﬂaowwmhcmemmaes the Ug@tofnﬁqrewabmrerrelat%@rm ide o

Lorminal - ded e diah OF theeE aHnAuhs® HEF Ehyctert whACLEER: fas ¥kt on

~ owned by theewstinali 2008 @nd m@reqlJeshe‘romrth@ewsemnmhewusan,am ng a
part of the user's usa aut horization indicated on the I|cense¥|é| cket so

that it ext@fbﬁ“@é]%ﬂ w&buéee caBteDRABTRFMAtiRRsgen_LaF oSy UWHE 1 A8 that
management tga?et Hd! é’bE t%esce‘(i)in I§indl 38032l Nen§ ¥hE L ViieniFaifbbed &

grasp the s ent usageé at each term nal device In
conj unctibon eqmlppetmwtm ¢heseommk|encas|smaunet 2edewhichareopives Litsent

t t t.ak t th t det t what ti th
Corenon S A s sertern Ty Sni the GiriSe B FeBhatioh il s Fac OBl o
perm ssion, Mp CiwHTBKSSoh Erol8 Thiebliget &F Kﬁéﬂ:dﬁt@d‘t atcoh@imprbaie usdge

Mof eover, because the server device holds the usage authorization owed by
the user, tRRaithogigationdndicated arséhe reeciveghlbe restored easily even if

t he storage nmecha ) n § t

can easily conduc?ht%ﬁlg%gpgcgigeéPﬁghg&?e@hg%e%%%ge: d%e@gﬁjﬂ%ﬁaﬁ%%@vqge

serviceiso ekpandaykeauthgeizati®es amabd by the user, is able to control the
content usage just by managing a part of the user's usage

_.authorization indicated on the license ticket so that it extensively =~

reduces the loads of process required for the management in the
terminal device. Also, the server device is able to grasp the status
20 of the content usage at each terminal device in conjunction with
the license ticket issuance. Even if a copy of the content is taken at
the terminal, it can detect at what time the copy was taken on
what media as a query is made to the server device for copy
permission, which makes it possible to keep track of the content.
25 Moreover, because the server device holds the usage authorization
owned by the user, the usage rules of the user, etc. can be restored
easily even if the storage mechanism (HDD) in the terminal device
is crashed. Also, it can easily conduct the processes to add some
usage rules and to provide service to expand the usage rules such
30 as to add "1" automatically for the number of reproduction in the
usage rules for the content. Furthermore, it ensures to prevent the
content from being used unlimitedly by the terminal device, for the
content usage control mechanism in the terminal device controls

i :
A
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30 as to add "1" automatically for the nunber of reproduct?%&‘-‘ihﬁzmé usage
rules for the content. Furthernore, it ensures to prevent the content from
being used unlimtedly by the term nal device, for the content usage
control nmechanismin the term nal device controls -37 25 July 2005 the

use of the ahevenendforied sPoVERiepEioPed "B riterithacedrdng Ay be Labigen
i ndi cated on the received |icense ticket. I n the enbodi nrent above, the

content, whiddHhoizationcigtigated, on dhe: ererivied ligensentieKEtDB 140, and then
it is 5 encrypteg,a [ I t [ f t ;cha (FLg.
10, S5). Homever,%h@c%n?éﬁ&gqfe@ggﬁ t 6eﬁ\éée’r C@?@lﬁﬁgﬁl@én%%ﬁ%she{%g
content in ahenyptedndist stored oiredthe tbhateott ®B DEO,4Gndnthéns it case,

when th [ h _ t f t he. th ted nt
be sent ds INICTHAtER RRAAUSETIONSES 21 Eie§iME phanpEerkoUrsiass: (Htoddds on
the server m.tnewé\}@ﬁ%é tBRteht PHSEH% sArver 100tdh @ﬂ&??ﬂ?%e

e or ont ent and

above, the expl anation has been gi'v the case to send the T
LT vi a conmidindanitom advandea aing #i soshosad hncha comtenthdBecbAlerdin dhis LT

t hrough is hroadc Lng..ln this_case, (f the |i se i nfanmtjon_of .t he
user s i SeRoRiePo el dtr & Bioiase, rentEST: RO B A USBrorthdhe
content or therypteantonténtTcat @t akriuivdcht nidltesatpdds®le W
broadcasting, it beconmes possible to use the received content inmediately,
and coné%quéﬁﬂ!—'ﬁei Eh‘#r{ﬁla ef ﬁmqfésQ@nB'éev&ﬁaWthénEst@HtaéﬁﬂCVstlﬂ%@cPf
Al so, sinceghh L?%é]r elimnate the conmuni cation process at the tinme of
content usage, e | oad of process on the distribution server can be
reduced. AdditionAldg, imnrtheembbainmemt addmones, theoegplamaticonhast been
i-nf or mati on encryfpti nunit 175 excﬁn%Ht es tpe enz{c}/ﬁ_i on gr ocess . 25 for LT
at the sameHYHR T8KANE CGSFetASEN IR ¢PRIGRE @ r Yheh &P ETMUHY CaRYpt i on
process forplt fand esisyy boesiAat e8! deHdr elRé! @ont@Mt Hitld OITURhFolhdh My
be omtted. Also, In case the license information Is not yet encryptéd

15 broadcasting. In this case, if the license information of the user is

distributed to the user terminal prior to the actual use of the

via broadcasting, it becomes possible to use the received content
immediately, and consequently it improves the response when the
20 content is used. Also, since it can eliminate the communication
process at the time of content usage, the load of process on the
| distribution server can be reduced.

"~) Additionally, in the embodiment above, though the content
information encryption unit 175 executes the encryption process
25 for LT at the same time SAC is generated with the server terminals,
the encryption process for LT handled by the content information

encryption unit 175 may be omitted.
Alsg, in case the license information is not yet encrypted
when the license information is acquired from the server, it may be
30 encrypted by user-unigue information such as a terminal ID (client
ID) and stored when LT is stored in the LT storage unit 245 so that
disclosure of the content key, any unauthorized alteration and any
~ unauthorized usage by other user can be avoided. However,
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when the license information is acquired fromthe server, 32 Jaly2085 30

~encrypted by user-unique information such as a terminal ID (client 1D and
. stored when LT is stored in the LT storage unit 245 so that disclosure of
the content key, any unauthorized alteration and any unauthorized usage by

other user caicRHFYAIdeot IFRRIVEASd if tR@ EP stelrigd0Qhit 2AS KdrEANTZEE Pt
required if the LT storage unit 245 is realized in a tanper-resistant

har dware. Al&b&amperdgsiggint herdwareor mati on that some recorded nedia

such as CO-ROV D E%O\Alt [ rJ.o t . 5 r |%9ﬂ)t are
recorded is dist ri\Ag-ﬁ ed a&'%s%%%%gn@n#%& *ﬁgg&%{ﬂgsfzﬁgﬁdy@tﬁ?user red
purchases onhgdidoseache ds KeB-ROM| t DMEY-R@IMs otcapwhych ovah drigieonof hat
a distributor side djstributes various tges of contents in age\{/ancet b

usi ng thé digfigiRiehRONERRRRAIre ieanTslask s disly | DHERA A% ATHRPHBENOL he
content St Ogrﬂﬁ§a£zﬁnégl tan%f?ﬁg'sﬁé\#rﬂpﬁ.ﬁgh‘é%‘ners Bﬁiyﬂ}tpékezﬁ@qa'ké‘é‘ﬁdrhﬁ Wiy

pur chases ose’ he Se cases, the user takes a
~appropri at e alpor aipgdyg pootkeeufea;mbbion i ghat af diséribatoensid@edisigibltides is

ated in th i ght inf ti 120 th 100.. doi
Jo it beconarionsePepes el qaudnl 18 cadence Mg iind bhEL aidtjbubrncn’
he uses the (R 98E in bPoaAcastitgBhlales BhEFfstdred if thediterOstdizge

content distribution can be restrained as nuch as possible, the effect to
restrai n0t hairgki 240owithia tbateser itespninalad20a, sangdetha geseePunahasgs al so

apply to the fiorpmtion. .t t r aedi

DVD- ROM whe é‘:l?htglaoéénecﬁgdpg%sCﬂ'ﬁ{:éﬁggl@%&ﬁﬂg@%%&@ég%@??ﬁﬁr saatr(ree way
as, t he regulpurchasiagsrocetho®,dthe tighit rofgither abintenpr tieedusert Hkes sy
user who purchases such a recorded nedia, the ri gh% of tz%e pur chazﬁdi
content is IESHRRLEEMIN fhertsersEight GHormatpRabBoh 28000 0% SerMer ddider

- 100. 25 The Feafder:qi @@ﬁ@”g& i f LT i

every tinme t eegl)ﬁgest'n ! Iitsls%sed. A@g??f@ﬁg y{,sﬁ)?n the ennﬁ)gg?na-'e_r%eaa ngt,%

t hough the iSsue LT when he uses the content. In this formation, since the cost

spent for the content distribution can be restrained as much as

_-possible, the effect to restrain the price of the content itself can

also be expected.

It may also apply to the formation that the recordable media
20 such as CD-ROM, DVD-ROM where the encrypted content is
recorded to is sold in the same way as the regular package.
According to a registration procedure taken by user who purchases
) such a recorded media, the right of the purchased content is
‘ generated in the user right information DB 120 on the server 100.
25 Then, hereafter it becomes possible to request the LT issuance

every time the content is used.

Additionally, in the embodiment above, though the LT
issuance request is made as soon as the user requests
reproduction, it may apply the method to confirm any LT existence

30 at first in the LT storage unit 245. If there is LT, it validates
whether reproduction can be executed with the LT or not. Then, if
the reproduction is possible, it reproduces the content. Only if
there is no LT, LT issuance can be requested.
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| ssuance request is nade as soon as the user requests repﬁ%e’ﬂ&?@@? It may
apply the nethod to confirmany LT existence 30 at first in the LT storage
unit 245. If there is LT, it validates whether reproduction can be
executed with the LT or not. Then, if the reproduction is possible, it

reproduces the copfies} in ®hleyfarmathet ofi then@blolerhénitksved eembadiheent,
requested. 39 25 July 2005 Also, in the formation of the abovenenti oned

embodi ment , if thendsaswvhaneeaugatsts repregueaddte wentent: daesdaat hld hol d
the right tQqpLens CeAli St:ep 40N & )P . eprHpdugtion
disable is (r?gtei m@ﬂy E%V\}S;Sél?;gdll@ei slﬁaﬁgg)) pﬂgss% e $§r4t]tr'1126|:5|gcrii gl:ﬂqbﬁ ieon
server to coeguodudtmpdisabke &snatifieldi Howwaler,ptiriskese possibis for the

ducti rjight b d th ith th b . it
aoreemont | RUEVARUBIOTE, SRk For RaRGICt (Uls onreeRsn #sa8ne aduitiinal
case, the aghpiehdse PoF GRISROTBHUIGR! Hbht! BEsOd! GRATe RISERENS®s Withe 1 ¢

only bills those that are used. hough the expl anation was given for
the case th&het bserl btebyeai faditnagreanment dnsseadeotngivingdias aotice of

par anet er LlLowi,na.to do reproduction, Vi Qg ._or | n it i.s al so
Posei bl e f ofepREuRtlsh afishBifnalrt s i S prEBRio iR P Chashe FBeE oo
show t he periingdifgntionl pyufdiasdqrcded®ie shewlit rnlgdbigeAbsef thaobrrent
reproduction, and the paraneter either to show no perm ssion or unlimted
perni ssi®n &S€€ontent noving. In this case, when the license information
shows unlimted p ) 55/ | £ | nformat i essi | 60 in
the user term nal ﬂ&%?g@n%ho% BégxQﬂﬁe@gﬁﬁewgské%h%&%\/ﬁ%?%?%\%@sttpée
content keylicenske imfimatiatecrggnifainsunthe 27@nable{disainbee, panameter
ticense information, vari ous téﬁeg_ of the rule for the content can be set
by a conbi nQ!'Pé'H”& tRuFE pPRrOBRERIAN (iNAGYINT | M GARXINGh Ot B 180 only
the reprodu b's@ibl%]?fcﬁ"@f% ﬁ/c@'n%%bi‘rﬁ“o'rﬂi@iﬁﬁtﬁd)igwncééﬂ‘éE pERYMSter either

enabl e/ di sable iInformation are distributed, a conbi nation of these can
realizets toshow the permission only for once or for an unlimited number of

content reproduction, and the parameter either to show no

when the license information shows unlimited permission, the
license information processing unit 260 in the user terminal 200a

20 holds the content key and always provides the content key to the
content decryption unit 270,

Furthermore, in the license information, various types of
the rule for the content can be set by a combination of multiple
enable/disable information. For example, only the reproduction

25 enable/disable information, and the moving enable/disable
information are distributed, and a combination of these can realize
the process called “Check-in/Check-out.” When the content is
duplicated, “Check-in/Check-out” doesn't simply duplicate it, it
enables reproduction, disables moving (naturally, copying is

30 disabled), and establishes a relationship between the parent
content and the child content to prevent the child content from
being moved freely. In the case of this license information, the
“Check-in/Check-out” information is held on the distribution

"&..J"
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the process called "Check-in/Check-out." Wien the content 35JuliugPPeat ed,
"Check-in/ Check-out" doesn't sinply duplicate it, it enables reproduction,
di sabl es noving (naturally, copying is 30 disabled), and establishes a
rel ati onship between the parent content and the child content to prevent

the child coydemir;fromoweveg rmvméfre@rhybié/d:baeléasewﬁomﬁaﬁudn cengge

i nformati on, the " Check-in/ Check-out" inforrmation is he on t he

di stributi onChegk4s/Ghecloost” kerhek csppeiably wnéﬁdbaé/ dheapicense

f t dt
1o et o forr et THRRR YR BpBARSITRRE Shiohy PG Falle |
child (st oracg'aldre(mm)ra\gmrrnletd[@ v\mmk'&dw nf Checked-tnfChegkddrantfeis at

t he server side or he r |ent si. de, ?_l it can be expressed as the

di stri bufi ndN@ 9"‘6%/" e LoniNeareEP et roéu iocaghbe
movi ng. Thergf O[Wé%se‘d a%ﬁ!ﬁ‘é d'rétrﬂ?ﬁﬁh@' Fhfb‘?méﬁg‘r'\CSnW mbFhatRirfr s
distributed to the user term nal | oad pr oces on the user

termnal, araf seppwucblcxmramcdn miavioger Theeef@reyr dit innakespitpostible &0 to

prohi bit copi m.t h chi to th rapd t he

ont | qur at | QU eBoDbBRES oAl ARG Db e pe st ERRBINh ¢ ne
LT footer 64hd ia ld@d dfmploeess i thef esaptepmihe @ﬁcﬁ@iﬂr@ﬂy%c@h&e@atlon
to check the proErl ety by 15 each LT action tag bf ock 620#1 to 620#n

Al so, iA0st QY&ruEBecgenssaticshiseRiaentsuemasitet prebikiy copiesmdsom the
information Hr%sgetfhg_ﬁréfﬁac\“ﬁlﬂ stored in the LT storage wunit 245 in the

user term nal be stored tenporarily in the external nedia
500b or the exterAdad;oanrtheWmaﬁaﬁdm oftamwe'emboclaﬂﬁenﬂ)ethmmghttarem nal

2 noves the content to the extern dia 500 500c he er
Corninal . 265aPV GRS ‘HEEkSH imangobT nfPaker S4tbadt MAYSHGT |
server 100 SRSt %m&e@m{@ iyt ggtéi%%%d)ﬁ% eAeek Eﬁe nIy i'g:nfiffd! a

500 is capable of processing t I nformati on, S
capabl e]5t heastr LEradidonnag béack t620#1 to 620#n.

Also, in structure of above embodiment, the distributed

unit 245 in the user terminal 200a, LT may be stored temporarily
in the external media 500b or the external media 500c.

20 Additionally, in case the user terminal 200 moves the
content to the external media 500b and 500c¢, the user terminal
200a validates whether the moving was allowed. However, the

) server 100 may pre-determine whether the destination of the
external media 500 is capable of processing the license

25 information, and only if it is capable, the server 100 may send the
license information that permits to move the content to the user
terminal. At this time, the distribution server communicates with
the user terminal, acquires the information of the external media
as its destination, and decides whether it's OK to move the content

30 or not.

Also, it is possible to make the external media access unit
280 in the user terminal 200a authenticate the external media
500a and 500c¢ and the user terminal 200a decide whether the
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license information that pernits to nove the content to t I J¥&f 2008r ni nal
At this time, the distribution server communicates with the user term nal
acquires the information of the external nedia as its destination, and
deci des whether it's OK to nove the content 30 or not. Also, it is

possi bl e to aptetridiemRdiar 980ae900casFeapble of§rddeddifguae IEnsaal
200a authenticate the external nedia 500a and 500c and the user term nal
 200a deci de ipfetmatione or-whatscgnignbooptrekinfioranabiodi is possibkobe ke e
capabl e of %l‘?ft%%?é?:g the license information, or what content control
information s possible to be processed. Furthernore, in the configuration

of above enbodi mefRurtheemdrsdnvidie 0o fitanadesn ofidieovedraboditient), the
billing, etc. in b%kﬁh]together with the right nanagenent; however, it nmay
f

(1.9t [anageme!
be confPgur¥ives BEMAGESt RENLARE: AisEriRpEPay eyl ling, &f6: et bulk
di stributi onfodithdr Gyt Cthé42ri§ﬁt3%¥1 et hGwehvalrTes | ﬁﬁa%- tfé
content usage “managenent system that conprises a‘termnal "device that is
oper abl e t o asHiguredt tmtfarsnaedchi vél the dulruttion, sapdratelyefeer coetént
that is opekfgte t%.nangﬁﬁﬂusa e of the content on the s term nal device
via a transifl ?BH 19 el Sr 'the server device includes: a right
information nenory unit operable to nenorize right information related to
a usage right of the content entitled to a wuser who uses the term nal
device; characterized in that: 10 the service device further includes a
| icense ticket issuance wunit operable to generate a |icense ticket based
on a request froma wuser as relevant right information that indicates a
pﬁ;t of the usage right entitled to the user by extracting said part of
the usage right fromthe entire right information, and to send the |icense
ticket to
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15 the terninal device, wherein when the |icense ticket i 2Ydnéy 2088, the
entire right information is updated by decrenenting said part of the usage
right indicated by the license ticket, and the term nal device includes: a
receiving unit operable to receive the license ticket fromthe 20 server
device; and a content usage control unit operable to control usage of the
content according to said part of the usage right indicated on the

received |license ticket. 25 2. The content usage nmanagenent system

accor di nywhat@satlairhed igerein the |icense ticket issuance unit is operable
art of the usage

to ac [e _are st fromthe user that ec
e LLE A AR Henaeemanad SRl e ey ST (Rt coom e gt ERURA o t o
the requgelicaffat 9s ekdnle #d esess ééﬁi@ﬁt bg 4 *tﬁcﬁit%ﬂ rﬂﬁwu@whcemd 30 3.

The content usage managl.l enent system accordi ng aim1l wherein the
li cense a.s,e(eften devimecthanis operai:gierfé;bnfeamaﬁemagg olutke msentg@:mem

I |cen§e Eél‘ﬁlf l %%agrsﬁﬁﬁ.“gg@dmﬁ%umt of a usage right incl uded I n

the uUsage rig ent Ied to e user to send the license ticket to the
~termi nal deviwhersimth@hsenan éaviae dyel utlesigenent system accor di ng to

Claim1, wherein Ilcens L cket includes 0

enabl e/ di sabl® “ﬂFgr'ﬁl&Pr Ilé@ 'Flﬁ'ﬂ&r)fo”ﬂéitor?f‘s@g’éengé ‘W?éﬁé’ rggg, 5u age

nanagenemfosmt@@naﬁemtédngot a Gbalgre 41911@ othehei ronltenenahtitlet sablze

i nformati on i ndi cates, whet her, one roducti on, \éh@g and copyi ng
t"ﬂéo n

actions WeFr R RRE t@"”’é’ﬁ‘é’él%ﬁ”&ﬁ cgrized tent usage
manggement S?‘c‘f?@eﬂ@%"dé‘ﬁlc@f@ﬂi 4ncﬂ§dé‘§‘eéeh@eﬁ§§ ﬂ@ﬁ@tefs@u%ﬁfm&

i nformati on cates that usage hecontenti s al or not all owed
once or udieopREablnte gemerales; adlwsenn@tﬁmbas@dsoafa ﬂ‘Eﬁﬂ@St?fFOTmhéi

content ysa0e SRORISTR gAY ShEgHASRS I Rt R dibatd® & part of the usage
right entitled to the user by extracting said part of the usage right

from the entire right information, and to send the license ticket to

15 the terminal device, wherein when the license ticket is generated,

‘the usage right indicated by the license ticket, and
the terminal device includes:
a receiving unit operable to receive the license ticket from the
20 server device; and
a content usage control unit operable to control usage of the
content according to said part of the usage right indicated on the
received license ticket.

- 25 2. The content usage management system according to Claim 1,
| wherein the license ticket issuance unit is operable to acquire
a request from the user that specifies a part of the usage right
entitled to the user, to generate a license ticket corresponding to

the request, and to send the license ticket to the terminal device.

30

3. The content usage management system according to Claim 1,

wherein the license ticket issuance unit is operable to
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20 wherein the license ticket issuance unit is operabl e t22dwdy 2005 cense
ticket to the termnal device after the license ticket is encrypted, the
term nal device further includes a decryption unit that is operable to
decrypt the license ticket received by the receiving unit, 25 and the
content usage control unit is operable to control usage of the content
according to a usage right indicated on the decrypted I|icense ticket. 8.
The content usage managenent system according to claim7, 30 wherein the
decrypt i gonenate andiceheec titkett tHsEaedte504 minirh udh euAitt 8ARELTRRE St ant
securlty.ngguje. -4% 25 July 2005 9.  The content usage managenent system
accor di ng9hs N1QAUARY, | iUragre MigbkRrtitieckde the dsrs and do is¢a

i nf or matiH |ilce nsdetiekbt WRetHE ey ndeidiviseof the license ticket have been
altered. 5 10. The content usage nmanagenent system according to claim1l,
wherein the content usage control unit is operable to verify whether a

| icense i f f . e content
has %eena'u?@%f cghggﬁé‘g L%Ieé?@e% Eﬁ%ﬁgpgﬁﬁegls&égﬂ?taﬁg%ﬁgwitgeégéem{i iqdket ifoit
does not al | omhetéin Ehéiceorsee hicketajreciuaiesy ementors pst Kiplac oardbegs taf cl ai m
10, whe '?(135 t/g]e tﬁ{?gl nfall device further inckud S an external recordable
nedia tH le/¢dsalie pformationsregarding EARtERLMSaqft rol unit is operabl e
to store a license ticket in the external recordable nedia if the |icense

ticket b fi_re usi nlg the content and the license ticket after using the
cont ent Thaf€ GRPELRE UsgaehElaNagdga Rt systeBhesrPrdig &@ ERifbde t he

conygnt. 20 dherHif ﬂf&‘teﬂ’i‘ébl‘é?@@ﬁaewfi‘ﬂ Stio¥S 1R GREY Wr{&r{eﬁat@hi@;m 11,

wherein the ternminal device further 1ncludes a decision uni
oper abl ©ft gFepsodgsticiet Heoving endererpyingcactibhs fiedi the coantenkdisto t he

term nalelggme%eo'\,sdiggmé)&_ed wth a control unit

6. The content usage management system according to Claim 4,
15 wherein the enable/disable information indicates that usage

—-of the content-is allowed or not allowed once-or -more than onge

including unlimited numbers of times.

7. The content usage management system according to claim 1,

20 wherein the license ticket issuance unit is operable to send a
license ticket to the terminal device after the license ticket is
encrypted,

the terminal device further includes a decryption unit that is
operable to decrypt the license ticket received by the receiving unit,
25 and
the content usage control unit is operable to control usage of
the content according to a usage right indicated on the decrypted
license ticket.

8. The content usage management system according to claim 7,
30 wherein the decryption unit and the content usage control
unit are a tamper-resistant security module.
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that controls usage of the content according to the usage 49 ¢nly 2085

I ndi cated on the license ticket, and the content usage control unit is
operable to store the license ticket to the external recordable nedia if
the external recordable nedia is verified to include the unit to control
usages. 30 13. The content usage managenent system according to claim 12,
wherein the content usage control unit is operable to convert the license
ticket into content control information in a different -45 25 July 2005
format if the external recordable nedia is verified not to include the

contr ol nit for said content usage nagepent syst 4. Th t ent
lsage moagbeerenESat LeRde Bt AG oM et a7 aTe 8CHREN LI tPHAERabl of di sabl o
information iwdepafrtstie gRfkhdd ofickbei ingl@ged Hasbetilar idrsidation e

content is used once, and the content usage control unit decides that is
oper abl edetgctawbiedber ny datadlsnekhbeilicenss tinkat Bavedeantaltecemdi ti on.
o 15. The content usage managenent system according to Caim 14, wherein
-the condition is set according to a usage style of the content. 16. The
cont ent 1Bagheneontentntsages managentenhgysted acootding 16 ahémelp t he

condition is tjinme duration ent reproduce the . c d.t cont ent
usage controﬂNhﬁr?”]éﬁ%bé¥ﬁﬁggttﬂggggiggﬂgﬁg uf%ﬁﬂéngB%Ethﬁggbﬁggﬁyased on
duratiorwaeene{ta) lﬁe@ngéutiek?he%lllomt ?rgty f\%ﬁtﬂé’r J%@ﬁgeooftetme usBgent |
managenent system accordin 0 ai , erein e content ,usa contro
e et thecCoBErabas hehn uah 280 Eb Actelenar sPotbvalidets theurat i on
froqpa gi@dsetidkde? iFfieRiEV Aot Idw. W thin time indicated in the

condition. 25 18. A server device operable for nmanagi ng usage of a content
in a termnal device using the content as a digital production via a

11. The content usage management system according to claim 10,
wherein the terminal device further includes an external
recordable media that is detachable, and
15 the content usage control unit is operable to store a license

~ticket-in-the-external recordable media if-the license-ticket before.... ..o

using the content and the license ticket after using the content that
permits further usage of the content, allow to move the content.

20 12. The content usage management system according to claim 11,
wherein the terminal device further includes a decision unit
that is operable to decide whether the external recordable media
connected to the terminal device is equipped with a control unit
that controls usage of the content according to the usage right
25 indicated on the license ticket, and
the content usage control unit is operable to store the license
ticket to the external recordable media if the external recordable
media is verified to include the unit to control usages.

30 13. The content usage management system according to claim 12,

wherein the content usage control unit is operable to convert
the license ticket into content control information in a different
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transnission line including: 30 a right information menory2eily £2605
menorizing entire right information related to a usage right of the
content entitled to a user using the term nal device; characterized in
that: 46 25 July 2005 the service device further includes a license ticket

-issuance unit for generating a license ticket based on a request fromthe

user as relevant right information indicating a part of the usage right
fromthe entire right information, and for sending the license 5 ticket to
the ternfoahaddrithe, exbaieiinr-edordatile ineciasie verRield het teerilatdedthd he
entire rlghg mfornFtlon,cLs updat ed by decrenentin said part of the usage
right i nBPBEERQIQUBIE fQfeSaicd- eaBkent sade Manggenaeny sysiglice according to
Claim 18, 10 wherein the license ticket issuance unit is arranged to
acquire a request fromthe user to specify a part of the usage right
entit| edléel RBecoRANt HBagENBENag@Mantea¥stamcacco@NGetpdraimgbio the
request, and i 1 t; - termn Y G . 20. The
serv? devi ce\k’g]gzgﬂgi'“Ian;éatéoﬁ%@%7%&1%&%9%8?@?@%&%&I'ﬁgé%te idcke n%@'s&u—gnce
unit i s berrep@esdatibasigefter deeidingi tea Loniteckes adad omack,cahds a m ni num

unit of a usage right .ncluded in the usage right entitled to e user. 20
21. The serve %e%'g'@%éb%ﬁ%gc%t@ aiurﬂ'ﬁls,geﬂf&f%e&‘aetrH%nagﬁr?bpe a€Q1ui re

i nf or mat devideethhedhicocentennid useeooaell basedi on apeneshditioho the term nal
device fromthe term nal device based on a request fromthe user

including: a decision unit that arranged to decide if the external 25

recofaby g, M%oﬂ%h@i&% t'ﬂﬁ%gla?'é?ﬁgﬁ?%fs‘fbﬁl YRRDF AP tt%ec%gla%

according t e usage ri ated on ‘the license t?cket.

term nal deviwbesgir the coaditienpis sessacgorsting tera eisagey istgle of the
transniségﬁ¥bﬁﬂne and to use a content as a digital production 30
including? aréeceiving unit arranged to receive a license ticket as
rel evant right information indicating a part of the usage right

16. The content usage management system according to Claim 15,
15 wherein the condition is time duration spent to reproduce the

--con-tent-,---and- -
the content usage control unit is operable to decide the
content is used once based on duration spent to reproduce the
content.
20
17. The content usage management system according to Claim 16,
wherein the content usage control unit is operable to regard
the usage as being taken place once if duration from a start of the
reproduction is within time indicated in the condition.
25

18. A server device operable for managing usage of a content in a
terminal device using the content as a digital production via a
transmission line including:

30 a right information memory unit for memorizing entire right
information related to a usage right of the content entitled to a
user using the terminal device; characterized in that:
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-47 25 July 2005 entitled to a user; and a content usage <oAbbRO0Ri t
arranged to control usage of the content according to said part of the
usage right indicated on the received license ticket, 5 wherein entire
right information being under the control of the server device is updated
by decrenenting said part of the usage right indicated by the |license
ticket when the license ticket is generated. 10 23. The term nal device
according to Claim?22 that further includes a decryption unit arranged to

decrypt a licefse ddrGkge dEPRRY YaFtHEOM EIRIdLe|ivERGelficket WissUintet he
content usage control unit is arrang&i to control wusage of the content

accor di rignitofenderaALinggAt licRaseatiskednbased o 13 JEesh fkefm dB&r ypt ed.
24. The 1.-nal ' r @ sChak 22 4 e t age
cont o Usat 4 refeVahe AR foenAiphtiduraring ™ colct U AR BRhges
further nighydrom tthe eotirentigittt mforpoatiba, camd dior sapdirgithesdicensed t o

del ete th I gen ti f. Lf | es .al Th ] . devi ce
acco%di n &f%é &%aiﬁ:ﬁmeﬁgtsﬁ}lphlra%“@%ﬂdiv‘ﬂgé)'éeiﬁd%ﬁ%;@f% Iéé?é?%glegégoﬁdabl e
Inryadi a, ﬁ{em\bﬁ&:t%td] the mﬂ{ht@m‘lgl;hﬂsagﬁondmgltrm iymnd?&cﬁbyﬁ_IMehmgtigge a
‘license ticket to.the external recaqr nedia,f the license ticket

bef or e G?Vﬁgp@ﬂéoﬁgﬁﬁeﬂ§agﬁdqgh 'PﬂHE%§§FPWb liganse H§$ﬁ§'the cont ent
that permits further usage of the content allow to nove the content. 30

26. The term_nal device according to Claim25 further including a decision
uni t ar rkiged ® sg¢sveddavisenaecardingxt@(laimr é8er dabl e  -48 25 July 2005

medi,g connect e Qi€ the" Mdsdeticket' Is§G4hPREL At s 2arPanEel to
| acquire a request from the user to specify a part of the usage right
entitled to the user, to generate a license ticket corresponding to
the request, and to send the license ticket to the terminal device.

15 20. The server device according to Claim 18,

generate a license ticket that indicates a minimum unit of a usage
right included in the usage right entitled to the user.

.20 21. The server device according to Claim 18, further arranged to
-~ acquire information related to external recordable media connected
to the terminal device from the terminal device based on a request
from the user including: .
a decision unit that arranged to decide if the external
25 recordable media contains a unit that controls usage of the content
according to the usage right indicated on the license ticket.

22. A terminal device able to receive permission of a server device
via a transmission line and to use a content as a digital production
30 including:
a receiving unit arranged to receive a license ticket as
relevant right information indicating a part of the usage right
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unit that controls usage of the content according to usage?? VgAY 200di cat ed
on the license ticket, wherein the content usage control unit is arranged
to store a 5 license ticket to the external recordable nedia if the
external recordable nedia is verified to include the control unit. 27. The
term nal device according to Caim26, wherein the content usage control
unit is arranged to convert 1o the license ticket into content control
information in a different format if the external recordable nedia is
verifi edentitiddtonelugee: tdred control unit. 28. A content usage nmanagenent

met hod for a systemincludin 15 a termnal device that,is arra d to use
A content as & CATHENY USR@BctRRfioH WAl Arcnged Wogomrohysate afrfised o

manage L@t?’@ﬁar?dc acTcB‘Pdﬁﬁ)gatiﬁf‘fsaiid' [55'& of' fRdals iﬁghfiiﬁ_oﬁcéf@d‘%ﬁ S§ieon
line, including: a right information nenory step, “carried out at the
servi ce rexeived beense theeli ze right information related to a usage right
of t conte i o) d . 1 {
char ta%gteri ze(r}klpﬁp%wa%ﬁﬁrtef E%I#Zﬁ{flonc uﬁélégsb%rﬁleq ‘élgl:ldsgemp%]%ck%t\ﬂt’?gfsggntpee st ep,
carri ed senveat devicadsvapdadedcby decpemsardirgasaicead of dhet usageel evant
right information indicgati 5 . a _part of the usage right ent.itled.to the
user bas@ghéin' 8'|£é"(%gst % rﬂfqﬁt ﬁgeﬂggr tw(eé:xtwli@f'i %gesahcgarbsﬁté'gkefhg usage
right frgenehgtedntire right information, wherein when the |icense ticket
is generated, the entire right information is updated by decrenenting
said part of the usage right indicated by the |license ticket; 30 a
recgigvi ng3st ehe C%éF#ﬁHaPUHe?icéh%dc%rrmﬁ‘@' tdeVERAm 22 €ERAY € fudtHdicense
ticket sent fromthe server device to the"termnal device, and 49 25 July
2005 a iochi@as asapcrypiionl usibprreageddioudearypheat dcansgl tideete, to
control f n : rding to said part of the usage right
indicatégﬁgﬁs?ﬁéTbﬁggﬁgﬁpﬁgéwiﬁﬁﬂgggfved.

wherein the content usage control unit is arranged to control

usage of the content according to the usage right indicated on the
15 license ticket decrypted.

24. The terminal device according to Claim 22,
wherein the content usage control unit is arranged to decide
whether the license ticket allows further usage of the content after
20 the content has been used, and to delete the license ticket if it does
not allow.

25. The terminal device according to Claim 24 further including a
detachable external recordable media,

25 wherein the content usage control unit is arranged to store a

| license ticket to the external recordable media if the license ticket
before using the content and the license ticket after using the
content that permits further usage of the content allow to move the
content.

30
26. The terminal device according to Claim 25 further including a
decision unit arranged to decide whether the external recordable
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5 29. The content usage managenent nethod according to C &MmuBs20@kerein,
in the license ticket issuance step, the server device 1is operable to
acquire a request fromthe user that specifies a part of the usage right
entitled to the user, and to generate a license to ticket corresponding to
the request, and to send the license ticket to the term nal device. 30. A
conput er program package for use at a server device in a content usage
managenent systemincluding a termnal device that 15 is operable to use a
cont ent mcﬁadtghnettedothcthieoterramialadmmzensdeqmppetlawml’s Dwardbde to
control g t he cqntent in th devi c via_ a transm sj on
l'ine, thlé |:a,t E‘Bﬁ[:e?OBF éﬁFaHﬁaSEch @“ﬁa%’ﬁbe'i{ EBgPﬁthFo l}y out
functi oni;gdisatdrd ors hedicleye ¢iokead i ncl udi ng the foI | owi ng funct ions: 20
a right information nenory function for n'em)rlzmg entire rig

t

i nf or mati on réhgred ttBeaCQBBQ;;'ét Usgae sontrel doit d a@'r@t"lgef@ctot §t0%{3 @er
usi ng trl‘?cér%(f”l f‘i%lke@.e\fbcefp t"érgl'a?eFééongﬁpé S HianGe tHeCEXPBrhSS

generating a license tic ase request fromthe user as relevant
right zsaqmt@hietmd:anam@mﬁﬁgl to packudd theecoRbge unight entitled to the
user, and for sending the license ticket to the term nal device, wherein
when the |license ticket is generated, the entire right information is
updat ed by. dél'd’rerltenn“imglcheaacmﬁlngaw&gﬂn 26ght indicated by the
license ticket, 30 3 co er_pro m a_tern,nal
devi ce'in a WBRTE theageninhgends coptrShinitis dhghaed tareavetEs 25
Jul ¥ 0200he desdrese tﬂ@ketslrﬁberc@@iténtocéﬁ(tr@l JaRsehatRs airdi @i dffferent
productlon and a server device that is operable to contral usage of the

content formathif the @xternabveserdable medinis yarifiedinet te Haclude the
programc cﬂﬁqgg% paving a conputer programto carry out functions as the 5 ,
termi nal device, and including the follow ng functions: ,

28. A content usage management method for a system including
15 a terminal device that is arranged to use a content as a digital
- production-and a server device that is-arranged to-manage usage of -
the content in the terminal device via a transmission line,
including:
a right information memory step, carried out at the service
20 device, to memorize right information related to a usage right of
the content entitled to a user who uses the terminal device,
characterized in that it further includes:
a license ticket issuance step, carried out at the server device,

to generate a license ticket as relevant right information indicating

25 a part of the usage right entitled to the user based on a request
from the user by extracting said part of the usage right from the
entire right information, wherein when the license ticket is
generated, the entire right information is updated by decrementing
said part of the usage right indicated by the license ticket;

30 a receiving step, carried out at the terminal device, to receive
a license ticket sent from the server device to the terminal device;
and
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a receiving function for receiving a license ticket as rel2¥dmy 2005 ght

I nformation indicating a part of the usage right entitled to a user; and a
content usage control function for controlling usage of the 1o content
according to said part of the usage right indicated on the received
license ticket, wherein entire right information being under the control of
the server device is updated by decrenenting said part of the usage right
indicated by the license ticket when the license ticket is 15 generated.
50a 25 July 2Z0080nkEsT RASAgEobattoUssigs , Muargimtndubyat ebhandeGonbght

compr i scQCRaICH CPBEHURag808! CaPP raanAEND GG ta; 97 KoPaBF G on and

a servelisd§@ rgheghiicateanencthé Mretet eltkek tddegvager termnal  200a over
a conmuni cati on network 300; wherein the sever 100 io includes a user right

I nformati on DB 120 that nenorizes right information regarding a usage

ri ghtg of>¢4he goat i t t ' nd a
cont tés'nt_ %?ﬁ or mat i %ﬁt%eqéat on&lﬁatgﬁ%e%g?églgﬁgr g?géﬁéiﬁ%%ﬁégwi ght
informat28n indicating a part of usage right entitled to the user based

upon a is re o] t. t T, eyer.. t erm nal
200n: and t e eeeiteliths HoBhs® HckaRsSEBRER R ot el “UEkice
recei vesistdapel:ébgaggo ia:qxurinr’eha mf:[wa;t tﬂﬂnaf thl%md;ércehae sp’etfiﬁleg_aai part ]
pr ocessi nit t hat, control s, usage of the content according to the
usage ri%ltHPnﬂﬁégﬁeH'gﬁ'H: ﬁﬂ‘&'ttl%gem/éﬁ" Hs&p F G generate a license
10 ticket corresponding to the request, and to send the license ticket
to the terminal device.

30. A computer program package for use at a server device in a
content usage management system including a terminal device that
15 is operable to use a content as a digital production, and a server

terminal device via a transmission line, the computer program
package having a computer program to carry out functions as the
server device, and including the following functions:
20 a right information memory function for memorizing entire
right information related to a usage right of the content entitled to
a user using the terminal device; and
a license ticket issuance function for generating a license
ticket based on a request from the user as relevant right
25 information indicating a part of the usage right entitled to the user,
and for sending the license ticket to the terminal device,
wherein when the license ticket is generated, the entire
right information is updated by decrementing said part of the usage
right indicated by the license ticket.
30
31. A computer program package for use at a terminal device in a
~content usage management system including a terminal
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device that is operable to use a content as a digital production, and
a server device that is operable to control usage of the content in
the terminal device via a transmission line, the computer program
package having a computer program to carry out functions as the
terminal device, and including the following functions:

a receiving function for receiving a license ticket as relevant
right information indicating a part of the usage right entitled to a
user; and

a content usage control function for controlling usage of the
content according to said part of the usage right indicated on the
received license ticket,

wherein entire right information being under the control of the
server device is updated by decrementing said part of the usage
right indicated by the license ticket when the license ticket is
generated.
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