RECOVERY OPERATIONS IN STORAGE NETWORKS TECHNICAL
FIELD [0001] The described subject matter relates to electronic
computing, and more particularly to recovery operations in storage
networks. BACKGROUND nd store the
contente8 EQ Y ] o3 288100’y :
Data may be stored in parallel to safeguard against the failure of a single
storage device or medium_THoin 5 | @Adrd-bELHD first storage device or
medium, the system may then retrieve a copy of the data contained in a

sefooul forape devicthed mesjeon nieefildyesasipspteiRnebripLiig and

contents of the storage device also facilitates the creation of a fixed

mb?egfgrﬁéﬁwlyﬂ§@5%F' SfAplichioRdgusiaayrRs allows users to

recover a priof version of inadvertently edited or erased data. [0003]

There are space and processj iated with copying and

storing the contents of a stormample, some storage

devices_cannot accept input/output (I/O) operations while its contents are

beiR§®dpied he-aRHMIBruRlicale At P BNE SNt 8 el ¥igeg device

cannot be used for other storage needs. [0004] Storage systems and
anstonpgetaottieatonerodutsteg proystrnwayatd maykedposhdriedtimepespited to

of disk volumes. In some of these products, the copies may be made very

safieticidsd \aghimst sigeifigdoty dfsturimg espicajionevitingrtmediakm. Upon a
volumes. In other products, the copies may be made space efficient by

faADREINT SHY FRRHIREHPAGLCHSPRYNT MR HISkNOMR HaHay then retrieve a

copy of the data contained in a second storage device or medium. The ability
to duplicate and store the contents of the storage device also facilitates the
creation of a fixed record of contents at the time of duplication. This feature
allows users to recover a prior version of inadvertently edited or erased data.

[0003] There are space and processing costs associated with copying and
storing the contents of a storage device. For example, some storage devices
cannot accept input/output (1/O) operations while its contents are being copied.
Furthermore, the storage space used to keep the copy cannot be used for other
storage needs.

[0004] Storage systems and storage software products can provide ways
to make point-in-time copies of disk volumes. In some of these products, the
copies may be made very quickly, without significantly disturbing applications
using the disk volumes. In other products, the copies may be made space

efficient by sharing storage instead of copying all the disk volume data.
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1 200406419-1 [0005] However, known methodologies for copying data
files include limitations. Some of the known disk copy methods do not
provide fast copies. Other known disk copy methods solutions are not
space-efficient. Still other known disk copy methods provide fast and.
spkQQalriciEtRWRYBShERO Wt S thRAQlBaisS arseaRypR: dakritilae dnclude
table-driven virtual storage system. [0006] Storage systems also present a
liméati dos efficiaet 0& dbedmyovieditionspy metbodatdss adhueyidetfiast copies.
hardware, software, or data associated with a primary data set. Thus,

Otherekreynaingisknessl fonsmudy edlcoion & age fattrepeeecyffigioperstivhsther
in storage devices. SUMMARY [0007] In an exemplary implementation a

kriBRRAHA EBRPHHEM GoRY 6 VITP RSP R RIS thabsHIRIDUt do

network. The method comprises detecting a failure in a source volume,

g el e B B S U A e
refreshing the source volume; copying a backup data set to the source

volBRilanPIRFABEN VSRR Math SEEEMeiRg MBifedOTadiHilRGla FERVErY

snapdifference file; restarting communication with one or more
opgplioasdndieavpst erbeelaidure dndbesharchwaseusodiwalemer: aa@ associated

recording I/0O operations to the source volume in the snapdifference file.
wBREPIIESCRIERT 12N OFhilis]EHaRAVMM(AS EDB08H Fior Improselderoptcand

illustration of an exemplary implementation of a networked computing
faflFEerBdhAE N EeRf GieRIfA1aBEIKyices.
SUMMARY
[0007] In an exemplary implementation a method of computing may be
implemented in a processor in a storage network. The method comprises
detecting a failure in a source volume, and in response to the failure:
terminating communication with one or more applications that generate 1/0
requests to the source volume; refreshing the source volume; copying a backup
data set to the source volume, and while the backup data set is being copied:
activating a new snapdifference file; restarting communication with one or
more applications that generate 1/O requests to the source volume; and

recording 1/0 operations to the source volume in the snapdifference file.

BRIEF DESCRIPTION OF THE DRAWINGS

[0008] Fig. 1 is a schematic illustration of an exemplary implementation

of a networked computing system that utilizes a storage network.
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2 200406419-1 [0009] Fig. 2 is a schematic illustration of an exemplary
implementation of a storage network. [0010] Fig. 3 is a schematic
illustration of an exemplary implementation of a computing device that
can be utilized to implement a host. [0011] Fig. 4 is a schematic illustration
of KIO@REmiTigy Tnipie stalemate Blustsabieryolcan. quemplany IBplgsieEdion
an exemplary memory representation of a LUN. [0013] Fig. 6 is a
ofsthtaregicritbsvation of data allocation in a virtualized storage system.
[0014] Fig. 7 is schematic illustration of an exemplary data architecture

fofoopmerigoEsrepdifritate flRsimntsiastan ertwplariofhpldritriation

a schematic illustration of an exemplary file structure for creating and

oﬁmﬁ?ﬁﬁf&éﬂ&%ﬁﬁ%ﬁh BSRRIE I P NN ) g, 9a-9b are

sch strations of memory maps for snapdifference files. [0017]

Fi is a flowchart illustrating aperatigns in an exemplary method for ..

I e S i ST

operations in an exemplary method for performing read operations in an
ofhHirsAaserRithat utilizes one or more snapdifference files. [0019] Fig. 12

is a flowchart illustrating operations in an exemplary method for
pel@®iaihg Wige Dpéustietes ianaxemplannmeambet taprassrdati@r of a LUN.

[0013] Fig. 6 is a schematic illustration of data allocation in a virtualized
storage system.

[0014] Fig. 7 is schematic illustration of an exemplary data architecture
for implementing snapdifference files in a storage network.

[0015] Fig. 8 is a schematic illustration of an exemplary file structure for
creating and using snapdifference files in a storage network.

[0016] Figs. 9a-9b are schematic illustrations of memory maps for
snapdifference files.

[0017] Fig. 10 is a flowchart illustrating operations in an exemplary
method for creating a snapdifference file.

[0018] Fig. 11 is a flowchart illustrating operations in an exemplary
method for performing read operations in an environment that utilizes one or
more snapdifference files.

[0019] Fig. 12 is a flowchart illustrating operations in an exemplary
method for performing write operations in an environment that utilizes one or

more snapdifference files.
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more snapdifference files. 3 200406419-1 [0020] Fig. 13 is a flowchart
illustrating operations in an exemplary method for merging a
snapdifference file into a logical disk. [0021] Figs. 14a-14d are schematic
time-series illustrations of a data architecture that utilizes snapdifference
fild99R b coldey dperstiantojyebatrilusisatingn onRiRkie Nt st amexemplary
operations in an exemplary method for utilizing snapdifference files in
metoddor opengitigrss SEPTAfeED @ ECRP B i fad 2BjKDescribed herein
are exemplary storage network architectures, data architectures, and

megudyg forRigpatingaandidising sifferense filerivesteratadteisriksofl hedata
methods described herein may be embodied as logic instructions on a

ar_EHﬁR‘HEﬁé‘Eﬁéﬁéﬁﬁ@é‘%ﬂH@iiﬁé@&ﬁb@’ﬁ%tﬁg@Eo%@{)?%%%?%oﬁ@? logic

Instructions cause a general purpose computing device to be

pr med as g special-purpgse machine that implements the described

A, T rsedsct, JIRA R L SR Bt R o mbtary

execute the methods recited herein, constitutes structure for performing
MEtBQGLEQ BRUZIRG SRARdi HREFRpRF) a9 dRNE A MG BN RREIRIET®024] The

subject matter described herein may be implemented in a storage

architecture that provideE Vitllaf4e D6 BRUPAdEM a system level, such
that virtualization is implemented within a SAN. In the implementations

?oeﬁélgmﬁd hEredorithel chenpiitinges etemsl anpt stilizgestosagerkrarehttsetdires,
data architectures, and methods for creating and using difference files in
storage networks. The methods described herein may be embodied as logic
instructions on a computer-readable medium. When executed on a processor,
the logic instructions cause a general purpose computing device to be
programmed as a special-purpose machine that implements the described
methods. The processor, when configured by the logic instructions to execute
the methods recited herein, constitutes structure for performing the described

methods.

Exemplary Network Architectures

[0024] The subject matter described herein may be implemented in a
storage architecture that provides virtualized data storage at a system level,
such that virtualization is implemented within a SAN. In the implementations
described herein, the computing systems that utilize storage are referred to as
hosts. In a typical implementation, a host is any computing system that

consumes data storage resources capacity on its own behalf, or on behalf of
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hosts. In a typical implementation, a host is any computing system that
consumes data storage resources capacity on its own behalf, or on behalf
of 4 200406419-1 systems coupled to the host. For example, a host may
be a supercomputer processing large databases, a transaction

SYiSHeRISsSRIPLIVEY thsidtafhind AaRXaRtRIA: racBRSE, THAY R Gk@ipercomputer
Alternatively, the host may be a file server on a local area network (LAN)

processiagirdarpetviatalagedy) thatrprsaiisnstpragesisgvices\ver amaintaining
enterprise. [0025] In a direct-attached storage solution, such a host may

transhedivonecordi)airddibls ¢iketrllessnatiRAD thertitsiarmpdifig it derver on
manage multiple directly attached disk drives. By contrast, in a SAN a

a [1R30 SREARIVSNALANY df REe8IRAGR KRR PUARE SRLEARBGI storage

technology such as, e.g., a fibre channel (FC) fabric in the particular

seg?%@sp{:g?.aﬁ)sg,%%@}gg_ualized SAN architecture comprises a group of

orage ce e each storage cell comprises a pool of storage

devices called a disk group. Each storage cell comprises parallel storage

colii0he CA\BAES HEALIER §10RIE R LIBR U b AR e A one

the storage devices using a fibre channel arbitrated loop connection, or
orthHnstig sk ctdine ath eis BAibee condinhlsrfapeiafiguradile maragtoragdiple

controllers may also be coupled to each other through point-to-point
dicectheatiaohdd eiskideitiersMBY conpesttirely Stdhadeiheqmesestadithe FAN

storage capacity to computers using the storage capacity. [0027] The
iNNSOMALE NS LIPS HRSFERP L HRRREIBPIREARbRgY such as, e.g., a fibre
channel (FC) fabric in the particular examples.

[0026] A virtualized SAN architecture comprises a group of storage
cells, where each storage cell comprises a pool of storage devices called a disk
group. Each storage cell comprises parallel storage controllers coupled to the
disk group. The storage controllers coupled to the storage devices using a fibre
channel arbitrated loop connection, or through a network such as a fibre
channel fabric or the like. The storage controllers may also be coupled to each
other through point-to-point connections to enable them to cooperatively
manage the presentation of storage capacity to computers using the storage
capacity.

[0027] The network architectures described herein represent a
distributed computing environment such as an enterprise computing system

using a private SAN. However, the network architectures may be readily

scaled upwardly or downwardly to meet the needs of a particular application.
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distributed computing environment such as an enterprise computing
system using a private SAN. However, the network architectures may be
readily scaled upwardly or downwardly to meet the needs of a particular
ap&%:ation. 5.200406419-1 [0028] Fig. 1.is a schematic illustration of an
ex

BRlry ifmiSlemisntatiite R Nﬁm@a%emﬁﬁempmimsmaﬂon

utilizes a storage network. In one exemplary implementation, the storage
ofpddietn0nkey tenivpplingesysidrasldOvthatlitdtzesoasierpgelretwiedcridadone
in published U.S. Patent Application Publication No. 2003/0079102 to

eXenhblary, éhalleifencisidasure altvraigh [sodhcorporaigd hergipldmented as a

reference in its entirety. [0029] A plurality of logical disks (also called

Vi l‘?@é‘??ﬂe‘dﬁi&o‘?é’\(rhiyl'gébl 1124kt AR RO BAIRGRAGD Wi @é%@fﬂgﬁg’fﬂ%ation

110. Each LU a, 112b comprises a contiguous range of logic

dresses, that ed by ,host devices, 120, 122. 124 and 128 .
P T B LTS, SF Abcane itatsde AR is

. device to the uniquely identified LUN 112a, 112b. A host such as server
ingoRA{alRH BeHa T RISERRCEHE HE SRHRY or data processing systems
or devices. For example, client computer 126 may access storage pool

110020% hadtpluthl iy senlegirad. dssksdatses cabgdhlogigalfilenite@icesINS)

to client 126, and may provide other services such as transaction

11Pactssmmagread| coa@dl seithiestetagéipood, IdENtERVideIR6ITRy, A12b
may not directly use the storage consumed by host 128. [0030] Devices

cozigg\fieﬁg"'ss Vﬁ;@gﬁf%%%\ﬁ@? 6!‘%}9'6&!“&9@@3%@5 1R4t veRohealRRIFESEd by
, may logically couple directly to LUNs 112a,

host devices 120, 122, 124 and 128 by mapping requests from the connection
protocol used by the host device to the uniquely identified LUN 1123, 112b. A
host such as server 128 may provide services to other computing or data
processing systems or devices. For example, client computer 126 may access
storage pool 110 via a host such as server 128. Server 128 may provide file
services to client 126, and may provide other services such as transaction
processing services, email services, etc. Hence, client device 126 may or may
not directly use the storage consumed by host 128.

[0030] Devices such as wireless device 120, and computers 122, 124,
which also may serve as hosts, may logically couple directly to LUNs 112a,
112b. Hosts 120-128 may couple to multiple LUNs 112a, 112b, and LUNSs
112a, 112b may be shared among multiple hosts. Each of the devices shown in

Fig. 1 may include memory, mass storage, and a degree of data processing

capability sufficient to manage a network connection.
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112b. Hosts 120-128 may couple to multiple LUNs 112a, 112b, and LUNs
112a, 112b may be shared among multiple hosts. Each of the devices
shown in Fig. 1 may include memory, mass storage, and a degree of data
processing capability sufficient to manage a network connection. 6
2064584194 (a4 Ruabnasudal L@ﬁ%%lﬂé@l@@'&ﬂﬂé@%e@r@né)& more
more redundant stores (RStore) which are a fundamental unit of reliable
regtonelgiat storarSRGEoceMphiisan arfimadamstef phitsifalediobdgstorage. An

segments (PSEGs) with associated redundancy properties and is

RSmraicen entesyivibhieegineteof gshyviedlt storgysesdirbéntsBiPaEdeywvith

to conventional storage systems, PSEGs are analogous to disk drives

asdpcisaan r'@&%%ﬁ@y?‘:gﬁe ertfed BAUDISIREHSiREl RIS NWithu@!dihgle
of drives. [0032] Thé PSEGs that implements a particular CUN may be

s SRR Rl AR R ST RN s

configured to implement a variety of storage types offering varyin
ATE ZRRYOHS b IS R ARB PR Neaines, 6 QM e 2GR ML BRkage set

may represent striped, mirrored and/or parity-protected storage. Other
canNisvg rdprebiEnodiarigs.capacity that is configured without striping,
redundancy or parity protection. [0033] In an exemplary implementation
an[632conTpres @S & Gybtwitoinpiymeatsiiskpdrtiaulagitd Nemeg be spread
Allocation Domain (LDAD), and may include from six to eleven physical

acgéiﬁisé’éa%rﬁ‘t{)’mﬁhﬁéﬂ 6N yPYRIENN3BIaARYdiskSE RIYRIERIH MRS PRGEIES Ttorage
parate capacities. Physical drives within an

capacity that a particular LUN 102 represents may be configured to implement
a variety of storage types offering varying capacity, reliability and availability
features. For example, some LUNs may represent striped, mirrored and/or
parity-protected storage. Other LUNs may represent storage capacity that is
configured without striping, redundancy or parity protection.

[0033] In an exemplary implementation an RSS comprises a subset of
physical disks in a Logical Device Allocation Domain (LDAD), and may
include from six to eleven physical drives (which can change dynamically).
The physical drives may be of disparate capacities. Physical drives within an
RSS may be assigned indices (e.g., 0, 1, 2,..., 11) for mapping purposes, and
may be organized as pairs (i.e., adjacent odd and even indices) for RAID-1
purposes. One problem with large RAID volumes comprising many disks is

that the odds of a disk failure increase significantly as more drives are added.

A sixteen drive system, for example, will be twice as likely to experience a
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RSS may be assigned indices (e.g., 0, 1, 2,..., 11) for mapping purposes,
and may be organized as pairs (i.e., adjacent odd and even indices) for
RAID-1 purposes. One problem with large RAID volumes comprising
margldlsks is that the odds of a disk failure increase suu}uﬂcantly as more

dréivg dal e A00BMroCE ety dR SPaubianesreLahpiEvirBk Hidgeuld an

likely to experience a 7 200406419-1 drive failure (or more critically two
eighhutiaviectistive falacaspethiatavputdeatiogigist dprendysweiinBenatkssS in
data protection is spread within an RSS in accordance with the present

aotveioe, with tokasresshniitipleiBeSsd diskadadsseninRipeRRSI3a s Ndisk
effect on the availability of any other RSS. Hence, an RSS that

fallPEETASINE AES3 PG RRFEBE ShSHHECRDARBING, 'BHURY BIHAINRIES RAgnce,

rather than two fallures in the entire system Because of the pairing in

ar{;i@g% ICU aHr?(g)qnaea[kf h?&gnves WI {pﬁ?%&l gﬂt{)se ﬁggégc?)&rltté]m

to_fail (i.e. the second-to-fail drive must be aired with the fII‘St t -fail _ .
thg Rrep rtmerattm.%{acf RIS IAJES BRSSP SRS HERERRIFING IN
RSS can be managed independently improves the performance,
RAJIRGHitynpletnersatenky NSt dardythidisg have tHel westéa. [uibl) A paNicular
manager appliance 109 is coupled to a management logical disk set
REBLbyt1d havticiias anveshdhtadrivdsindgtiiastreoRgShalsyicaltrsreetores to
used to create LUNs 112a, 112b, LDADs 103a, 103b, and other logical

fafl HCUTRR USRDRY-IBS SISO AMRARIOR YalinecP Wit ahe 9IRg%0 CRIPRE W e).
available in storage pool 101 is reserved as quorum space 113 and

This atomization of storage sets into multiple RSSs where each RSS can be

managed independently improves the performance, reliability, and availability

of data throughout the system.

[0034] A SAN manager appliance 109 is coupled to a management
logical disk set (MLD) 111 which is a metadata container describing the logical
structures used to create LUNs 112a, 112b, LDADs 103a, 103b, and other
logical structures used by the system. A portion of the physical storage
capacity available in storage pool 101 is reserved as quorum space 113 and
cannot be allocated to LDADs 103a, 103b, and hence cannot be used to
implement LUNSs 112a, 112b. In a particular example, each physical disk that
participates in storage pool 110 has a reserved amount of capacity (e.g., the
first "n" physical sectors) that may be designated as quorum space 113. MLD

111 is mirrored in this quorum space of multiple physical drives and so can be

accessed even if a drive fails. In a particular example, at least one physical
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cannot be allocated to LDADs 103a, 103b, and hence cannot be used to

implement LUNs 112a, 112b. In a particular example, each physical disk

that participates in storage pool 110 has a reserved amount of capacity

the first"n sical sectors that may be designated as quorum

dras%&% 3skaciaias v_ttt% 3k Tinleh) ReEeDARARN R Mk 11

drives and so can be accessed even |f a drive fails. In a particular
(designated at Teasromedringital SANomasagentedtiappsiansedidtethaytivish to

each MAD 103a, 103b includes a copy of MLD 111 (designated a
asSptutemirddveiatisANUciaasgemenitapafme 0A May 08ah 1038ss0diRIENS

information such as name strings for LDADs 103a, 103b and LUNs 112a,

115520130 meéﬁﬁfs%?fdﬂg&%ﬁ%é[@sf aciatgciERe IRY Bhior,

management agent uses MLD 1 to store this information as metadata.

th%bgqﬁ t’?‘neﬁ? % 'W/IE@ %'Po é) %ﬁ%q MIAO n]]a%o?i Ja% etagdata.

aorum s s use ore mformation including physica
store ID (a unlq ID for e S|cal drive g version control information,
M&Pe](hhb?r&ﬁ?ﬁts HUBH?M ISR RES36WHRAR S8R Bk

belongs), RSS Offset (identifies this disk’s relative position in the RSS),
stfPage]ceRuo B s thlwhscusetbragioteinfsmpikoneiaekehing phgsical
size, as well as state information indicating whether the disk is a quorum

stoiek| Mor(aexaigpe. IDhifometatiaph 3tab dibefontagicra ¢UHEG! finfolistdtion,
the entire physical store, probably in the form of an allocation bitmap.

ty?é’d m/ﬁéﬁ’f BepAre RES confaiigdhaisEts allrfieHORSSOtHR disk
PSARSs) for every PSE on the physical disk. The PSAR comprises a

beﬁ’%@)?'ﬁ%“@f&?t%ﬁnﬂes this disk's relative position in the RSS),

Storage Cell ID (identifies to which storage cell this disk belongs), PSEG size,
as well as state information indicating whether the disk is a quorum disk, for
example. This metadata PSEG also contains a PSEG free list for the entire
physical store, probably in the form of an allocation bitmap. Additionally,
guorum space 113 contains the PSEG allocation records (PSARSs) for every
PSEG on the physical disk. The PSAR comprises a PSAR signature, Metadata
version, PSAR usage, and an indication a RSD to which this PSEG belongs.
[0036] CSLD 114 is another type of metadata container comprising
logical drives that are allocated out of address space within each LDAD 103a,
103b, but that, unlike LUNs 112a, 112b, may span multiple LDADs 103a,
103b. Preferably, each LDAD 103a, 103b includes space allocated to CSLD
114. CSLD 114 holds metadata describing the logical structure of a given

LDAD 103, including a primary logical disk metadata container (PLDMC) that
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version, PSAR usage, and an indication a RSD to which this PSEG
belongs. [0036] CSLD 114 is another type of metadata container
comprising logical drives that are allocated out of address space within
each MAD 103a, 103b, hut that, unlike LUNs 112a, 112b, may span

CORAKISIAD IRBY ﬁsﬁesﬁﬁﬁiprﬁré?élmﬁgwMAW&G’?&C@%@Y&M@&OW
space allocated to CSLD 114. CSLD 114 holds metadata describing the

usedsioyleseeh dlwd dif 12 gividi2 bMmpl @ ntiedl wditgretbei B D 3id 30 dikdb. The
metadata container (PLDMC) that 9 200406419-1 contains an array of

Ceeserigiprintpidied RSPaLthatitesdsiveerariyRiSterefonsasksysaahhas disk
LUN 112a, 112b implemented within the LDAD 103a, 103b. The CSLD

crédfidfPRMANE MRBGAIAIRANS, r‘?@fé@@{)‘lﬁﬁﬁdoréﬁék? SERARIBRK  This

creation, leveling, RSS merglng RSS splitting, and regeneration. This

R o T TGN ENEE o e e R R SO it TEeares
vailable e., a missing drive that has

Wheliaie ﬁ}%ﬁ@}ﬁ%ﬂfﬁ%é%&mﬁﬁdgeém@n%eynm S ERegied). (i Missing”

drive is marked for removal and data must be copied to a distributed
(i.eparn\itabied geMerginghe(ickive isnissingilbiveatiaptehasraeappeared and

regeneration of its data to a distributed spare). [0037] A logical disk
mdedernnfrmBliR}didtafereictige),in'REhIBCE14(iseq  theeaviyeofislimbiiNed for

112a, 112b in any LDAD 103a, 103b. An entry in the LDDS comprises a

e e Sl e
drRRINRRA NG RASFR R M BN PSR data to a distributed spare).

[0037] Alogical disk directory (LDDIR) data structure in CSLD 114 is a
directory of all LUNs 112a, 112b in any LDAD 103a, 103b. An entry in the
LDDS comprises a universally unique ID (UUID) an RSD indicating the
location of a Primary Logical Disk Metadata Container (PLDMC) for that LUN
102. The RSD is a pointer to the base RSDM or entry point for the
corresponding LUN 112a, 112b. In this manner, metadata specific to a
particular LUN 112a, 112b can be accessed by indexing into the LDDIR to find
the base RSDM of the particular LUN 112a, 112b. The metadata within the
PLDMC (e.g., mapping structures described hereinbelow) can be loaded into
memory to realize the particular LUN 112a, 112b.

[0038] Hence, the storage pool depicted in Fig. 1 implements multiple

forms of metadata that can be used for recovery. The CSLD 111 implements

metadata that is regularly used for tasks such as disk creation, leveling, RSS
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corresponding LUN 112a, 112b. In this manner, metadata specific to a
particular LUN 112a, 112b can be accessed by indexing into the LDDIR to
find the base RSDM of the particular LUN 112a, 112b. The metadata
within the PLDMC (e.g., mapping structures described herembelow) can

MBEIIBEa EPmER| HiEHoAN L PesREEANRba iR ABNNe BsiRta k] fpdsispown

Hence, the storage pool depicted in Fig. 1 implements multiple forms of
lonaétailaa eaah cliskoeomsainsonesadaiarin TS L Imentapidorntthat is not
metadata that is regularly used for tasks such as disk creation, leveling,

mEPEdLArRe0AMdEy L hergiag, RS Sceplitivos vanshregedehtfoomT e known
PSAR metadata held in a known location on each disk contains metadata

Ioﬁbﬁdﬁ%eréﬁgﬁ’éﬁﬁ?‘éﬂ RfEralah i Ak §)sidRgd into memory, but can be

accessed when needed from its known “location to regenerate all

m indhe system. [003 f vjc in. Fig. y
T herta TR0 diicrs T & T DR o nass
capabi:i??{gséufﬁcient to manage a network conne?tion. The computer

SUNra Yedicdedi?aceb RRAFSENRD praRaRH R ificignt to manage a

implemented in the memory of the various devices shown in Fig. 1 and
nesnatile¢pyneigata POy IpRIBRAGT GRY ikesidesasserdancerwith . the
[0040] In an exemplary implementation an individual MAD 103a, 103b

presayicimvestioncate froplemsdetechimfthe diskndrives theagarieny devsessshbwn
thousand disk drives. In particular examples, a minimum of eight drives

inﬁﬁj"?.M@Hdsef%ﬂﬂ'@@%)tptﬁé‘@ﬂ%tﬁﬁd&ﬁﬁ@iﬁﬁéﬁﬁiwﬁ? H3ge Y S in
Fig. 1.

[0040] In an exemplary implementation an individual LDAD 103a, 103b
may correspond to from as few as four disk drives to as many as several
thousand disk drives. In particular examples, a minimum of eight drives per
LDAD is required to support RAID-1 within the LDAD 103a, 103b using four
paired disks. LUNs 112a, 112b defined within an LDAD 103a, 103b may
represent a few megabytes of storage or less, up to 2TByte of storage or more.
Hence, hundreds or thousands of LUNs 112a, 112b may be defined within a
given LDAD 103a, 103b, and thus serve a large number of storage needs. In
this manner a large enterprise can be served by a single storage pool 1101
providing both individual storage dedicated to each workstation in the
enterprise as well as shared storage across the enterprise. Further, an enterprise

may implement multiple LDADs 103a, 103b and/or multiple storage pools

1101to provide a virtually limitless storage capability. Logically, therefore, the
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paired disks. LUNs 112a, 112b defined within an MAD 103a, 103b may
represent a few megabytes of storage or less, up to 2TByte of storage or
more. Hence, hundreds or thousands of LUNs 112a, 112b may be
defined within a given MAD 103a, 103b, and thus serve a large number of

VIlidah GEOFRARISY R M E nAGRAETAR R8r W EhiBRoREeSRAN dRs WaplicH tfters great

single storage pool 1101 providing both individual storage dedicated to
flexibil o rrstatibigunatien entkantsssas well as shared storage across the
enterprise. Further, an enterprise may implement multiple LDADs 103a,

10glvanp/ommyltiple siomorinanlistid LSttt Wituekyriplilssstorage
storage capability. Logically, therefore, the 11 200406419-1 virtual storage
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configuration and access. [0041] Fig. 2 is a schematic illustration of a

emplary storage .n rk 200.that may be.used tqQ implement Qr
L AR B R A SRt A e 2o
of storage cells 210a, 210b, 210c connected by a communication network
210, CappaiRa-RY s 4R RISatah ASRO e Ahieniariel 58lkhe1Hamaib,

communicatively connected storage devices. Exemplary storage devices
2%iRelnarythe BMIDRNEIBY GRS IHenadretopage deltakvalymannesigy storage
available form Hewlett-Packard Corporation of Palo Alto, California, USA.

deVirRnuERatiplaretelotagd 2l evigeb e itipident e ST ARABEWORK chted of
network such as, e.g., a Fibre Channel (FC) switching fabric.

st&*&%@’ﬂ@\’/%\ésR%Hﬁﬁér@[aqmﬂ@gﬂ@%ﬂﬁt‘*‘@\m%ﬁzﬁwa?@ Corporatjon of
implemented using public communication networks pursuant to a suitable
Palo Alto, California, USA. Communication network 212 may be implemented
as a private, dedicated network such as, e.g., a Fibre Channel (FC) switching
fabric.  Alternatively, portions of communication network 212 may be
implemented using public communication networks pursuant to a suitable
communication protocol such as, e.g., the Internet Small Computer Serial
Interface (iISCSI) protocol.

[0042] Client computers 214a, 214b, 214c may access storage cells
210a, 210b, 210c through a host, such as servers 216, 220. Clients 214a, 214b,
214c may be connected to file server 216 directly, or via a network 218 such as
a Local Area Network (LAN) or a Wide Area Network (WAN). The number of
storage cells 210a, 210b, 210c that can be included in any storage network is

limited primarily by the connectivity implemented in the communication

network 212. By way of example, a switching fabric comprising a single FC
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communication protocol such as, e.g., the Internet Small Computer Serial

Interface (iISCSI) protocol. [0042] Client computers 214a, 214b, 214c may

access storage cells 210a, 210b, 210c through a host, such as servers

216, 220. Clients 214a, 214b, 214c may be connected to file server 216
SVHiF@&W,noF\%CQWéQWo?@Pé 50R¥e ROTES| BrQYIAiag ReRvSHRI{iDAQ] Hrgdreds

Wide Area Network (WAN). The number of storage cells 210a, 210D,
ofztomgeacelinh 20 mAl0bdAnhCmin steiagte istaiagk ietWwared primarily by

the connectivity implemented in the communication network 212. By way

of aBple, Ay teniBg Zabriereampidalng giteneehfed 2200ARI4dGiputers.

switch can interconnect 256 or more ports, providing a possibility of

Fi%ﬂ”érf‘éjé QhBiRrage itklkrafids: &1991&%9@@5&6%%&{9@%%@@% that
043] Hosts 216, 220 are typically implemented as server Computers.

co e R R s oM SRR R G e o

one or more pProcessors or processing units 332, a system memory 334,
MR HESIB Qh R RERRHE HHELS X RtV LM BARIBRLY iddthciRg dhBus 336

system memory 334 to processors 332. The bus 336 represents one or
thetgreuptl e y i ey Shesteyp o BTDB DS BE iR alNeS) ¢h eSS A BIRBI9FUSEr to

memory controller, a peripheral bus, an accelerated graphics port, and a

prptesssen B8P loThkbings Bdarepesdrasvanetyr aidrasofiramjteftoeeerdlitypes of
system memory 334 includes read only memory (ROM) 338 and random

an accelerated graphics port, and a processor or local bus using any of a variety
of bus architectures. The system memory 334 includes read only memory
(ROM) 338 and random access memory (RAM) 340. A basic input/output
system (BIOS) 342, containing the basic routines that help to transfer
information between elements within computing device 330, such as during
start-up, is stored in ROM 338.

[0044] Computing device 330 further includes a hard disk drive 344 for
reading from and writing to a hard disk (not shown), and may include a
magnetic disk drive 346 for reading from and writing to a removable magnetic
disk 348, and an optical disk drive 350 for reading from or writing to a
removable optical disk 352 such as a CD ROM or other optical media. The
hard disk drive 344, magnetic disk drive 346, and optical disk drive 350 are

connected to the bus 336 by a SCSI interface 354 or some other appropriate

interface. The drives and their associated computer-readable media provide
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information between elements within computing device 330, such as

during start-up, is stored in ROM 338. [0044] Computing device 330

further includes a hard disk drive 344 for reading from and writing to a

hard disk (not shown), and may include a magnetic disk drive 346 for
NGRYAHRGI6-SHRraAE RhitPE Ry RGN SHYEORSIRRIB S5 Ughiresh program

optical disk drive 350 for reading from or writing to a removable optical
maitissardiclihes A@D ROKDoILtieg agiderndSdia. AliBough ihigledemplary

344, magnetic disk drive 346, and optical disk drive 350 are connected to

erthigdniaciRalbycailsedSiarenifent Ry o Isaanelisiher parnmvetiiéemingeacalisk
The drives and their associated computer-readable media provide 13

3480QAQGAHEInb PAUURNIEFAIA989S COMEIIGHES dFRIm MEHFEANh IR e dia

structures, program modules and other data for computing device 330.

st e e AR e TSR B SRR G tom
’ media such as magnetic cassettes, |

other types of computer-readabl
2RE3H FARIE S Ay o) DB PRSI Csbsa dheclike, may also

(RAMSs), read only memories (ROMs), and the like, may also be used in
batwseskimiprexepelain greraitgraBmir Q0OBItA number of program
modules may be stored on the hard disk 344, magnetic disk 348, optical

digRE], R@MhGBHherr 6 Avbgddmimmbalihes anagpegadtogesy steth8G&rdngisk
or more application programs 360, other program modules 362, and

R AR S DS o
operating system 358, one or more application programs 360, other program
modules 362, and program data 364. A user may enter commands and
information into computing device 330 through input devices such as a
keyboard 366 and a pointing device 368. Other input devices (not shown) may
include a microphone, joystick, game pad, satellite dish, scanner, or the like.
These and other input devices are connected to the processing unit 332 through
an interface 370 that is coupled to the bus 336. A monitor 372 or other type of
display device is also connected to the bus 336 via an interface, such as a video
adapter 374.

[0046] Computing device 330 may operate in a networked environment
using logical connections to one or more remote computers, such as a remote
computer 376. The remote computer 376 may be a personal computer, a

server, a router, a network PC, a peer device or other common network node,

and typically includes many or all of the elements described above relative to
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keyboard 366 and a pointing device 368. Other input devices (not shown)
may include a microphone, joystick, game pad, satellite dish, scanner, or
the like. These and other input devices are connected to the processing
unit 332 through an interface 370 that is coupled to the bus 336. A

COMBAEIBHDVAE S RRP 1A A NAY AR KIS @I Eewdees e ligsbeen
336 via an interface, such as a video adapter 374. [0046] Computing

illostrizied 80 i@y dperheelvgicakoannesti ers/depicientinsig Biicklide a LAN
connections to one or more remote computers, such as a remote

38 ameLEaeNAIG. 382 remote computer 376 may be a personal computer, a
server, a router, a network PC, a peer device or other common network

”Oﬂﬁmﬂ"d Ypieaydagifed RAKAWIHAhY e RISEERS HSssHRRAIRG Wévice

relative to 14 200406419-1 computing device 330, although only a

o TR ORATIGERRT IR, ERCTR G AN pioARRscB Gploes o

When used in a LAN networking environment, computing device 330is .
aapiplettit MAMDNIHEEH ABRVYYR BEBEMYBLIHAS SIAWBRTRRL CRIBRTING device

adapter 384. When used in a WAN networking environment, computing
33k viypicilytypickilgencridBdanbddh 386 optberermasans for establishing
establishing communications over the wide area network 382, such as

cdimriotécationhevenoidenwsaeé , amuchetvagrke3dReraatiorasxteenbitésnet. The
connected to the bus 336 via a serial port interface 356. In a networked

mEB¥HPBEENHIEASHRY BROMIRRaFBPISIeS FAIRTHY R SRABEI SO RPHHEBRSY3B via
330, or portions theréof, may be

a serial port interface 356. In a networked environment, program modules

depicted relative to the computing device 330, or portions thereof, may be

stored in the remote memory storage device. It will be appreciated that the

network connections shown are exemplary and other means of establishing a

communications link between the computers may be used.

[0048] Hosts 216, 220 may include host adapter hardware and software
to enable a connection to communication network 212. The connection to
communication network 212 may be through an optical coupling or more
conventional conductive cabling depending on the bandwidth requirements. A
host adapter may be implemented as a plug-in card on computing device 330.
Hosts 216, 220 may implement any number of host adapters to provide as

many connections to communication network 212 as the hardware and

software support.
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stored in the remote memory storage device. It will be appreciated that the

network connections shown are exemplary and other means of

establishing a communications link between the computers may be used.

[0048] Hosts 216, 220 may include host adapter hardware and software

to b a GSheERRYN IR SHRIAURTOSESIPHEtRORIIPULIAG divieetidAGoare

communication network 212 may be through an optical coupling or more
progriaemiedd\coneansivd casiingtitsesioneg @ tHEfemndwiones in the various

requirements. A host adapter may be implemented as a plug-in card on
corapietingadalleestddgdinssial 6f 2A0 wam puleie MeRb GraysUAMEbPErating

host adapters to provide as many connections to communication network
sysferRS F'ﬂﬁ)?a&?é’t’ﬁfﬁn%@l‘? FOF MBI RIRP Ol 171680 0Bk 1 (984RbMs, or

Generally, the data processors of computing device 330 are programmed

f instructions.st ifferent.times.i various

eI BTN .t T TSR L BT ABRY Smgroory of

operating systems may distributed, for example, on floppy disks, . .
CoPIDIRSMAb ERERHBRICHIR, PIAGTATE K8 SRR PR DFRUANY into the

secondary memory of a computer. At execution, the programs are loaded
COAN REHEE Nt AN I EDEGTEORISNIARRIIY primary electronic memory. [0050]

Fig. 4 is a schematic illustration of an exemplary implementation of a

stgoO el B0 thist ansthomatsed kostnatiementia sk@mpdace|irspténaentation
210a, 210b, or 210c. Referring to Fig. 4, storage cell 400 includes two

ofedPak e TNaas ERAFABS B NSt MSHIERIRHES dRortyliBkIRL@N as 210a,

controllers, 410a,
210b, or 210c. Referring to Fig. 4, storage cell 400 includes two Network

Storage Controllers (NSCs), also referred to as disk array controllers, 410a,
410b to manage the operations and the transfer of data to and from one or more
disk drives 440, 442. NSCs 410a, 410b may be implemented as plug-in cards
having a microprocessor 416a, 416b, and memory 418a, 418b. Each NSC
410a, 410b includes dual host adapter ports 412a, 414a, 412b, 414b that
provide an interface to a host, i.e., through a communication network such as a
switching fabric. In a Fibre Channel implementation, host adapter ports 412a,
412b, 414a, 414b may be implemented as FC N_Ports. Each host adapter port
412a, 412b, 414a, 414b manages the login and interface with a switching
fabric, and is assigned a fabric-unique port ID in the login process. The
architecture illustrated in Fig. 4 provides a fully-redundant storage cell; only a

single NSC is required to implement a storage cell.
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410b to manage the operations and the transfer of data to and from one or
more disk drives 440, 442. NSCs 410a, 410b may be implemented as
plug-in cards having a microprocessor 416a, 416b, and memory 418a,
418b. Each NSC 410a, 410b includes dual host adapter ports 412a,

21095 20 FoChy Rele R eAdR i ISE t1alHeaE, ReCOmBgication port

communication network such as a switching fabric. In a Fibre Channel
428042 ¥ntHtedre naddesdaposn ponication, cannpciaa s} 381 hetwegrothe NSCs

implemented as FC N-Ports. Each host adapter port 412a, 412b, 414a,
A¥04E noknaghs tuerndinisadontesiasecyitth a38vitelying fafpienmntes as a FC

assigned a fabric-unique port ID in the login process. The architecture

pdibERRISSIMe Clhibeioder diltvdecwndan SRie0s GelbRN oM FieIgation
NSC is required to implement a storage cell” 16 200406419-1 [0051] Each

rlslt%%fma, 410b further includes a communication port 428a, 428b that
PrRatles a communication connection 438 between the NSCs 410a, 410b.
The communication connel%}ion_43 may be implemented as a F

poiALeshooirD cAn RPN hu T ﬁmﬁrﬁm%héNgﬁﬁab‘}é%mﬁi%céH&her

protocol. [0052] In an exemplary implementation, NSCs 410a, 410b
infilde e Pt Bya gfidrdiry chemmel Avbiirsedbrerdd Codp a4 Aat426a,

420a-426a, 420b-426b that implement an FCAL communication
420mA@étortivaith ianplemadity cdrstdr@gel desopesiumgatéoraysorindistiairivesth a

440, 442. While the illustrated embodiment implement FCAL connections

plENHpeoRr s gE Bl CHevas (4 Qe SmdlisRedinpars120d 423t thyhile the
communication connection with
illustrated embodiment implement FCAL connections with the arrays of disk
drives 440, 442, it will be understood that the communication connection with
arrays of disk drives 440, 442 may be implemented using other communication
protocols. For example, rather than an FCAL configuration, a FC switching
fabric or a small computer serial interface (SCSI) connection may be used.
[0053] In operation, the storage capacity provided by the arrays of disk
drives 440, 442 may be added to the storage pool 110. When an application
requires storage capacity, logic instructions on a host computer 128 establish a
LUN from storage capacity available on the arrays of disk drives 440, 442
available in one or more storage sites. It will be appreciated that, because a
LUN is a logical unit, not necessarily a physical unit, the physical storage space

that constitutes the LUN may be distributed across multiple storage cells. Data

for the application is stored on one or more LUNSs in the storage network. An
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arrays of disk drives 440, 442 may be implemented using other

communication protocols. For example, rather than an FCAL

configuration, a FC switching fabric or a small computer serial interface

(SCSI) connection may be used. [0053] In operation, the storage capacitf)]/_
ANPCAGEN bihatenerdyster ardesaritie datm METesy dagkcPmRwer. which

storage pool 110. When an application requires storage capacity, logic

refristvastibasiaia roosthw nidiNant® syaididheadatakpfitbmagipliagtion.
capacity available on the arrays of disk drives 440, 442 available in one

or [0054stoi@ge siterotevtl the apprapatelH0Heza0SE 2 IdUN thé storage
logical unit, not necessarily a physical unit, the physical storage space

néfiFdAeDBIES iisoletheMaY R AR REraGEOSR AN B aIAag% 233y of

Data for the application is stored on one or more LUNS in the storage
. 0 419- licatign.t ess th
e B A SRR A A R R KL o he
forwards the data to the application. [0054] One or more of the storage
P*B@!Q%%QF@POB?%@Md%H@%@oFQgéoﬁ%t(%é)H@éﬁtrHéEﬁinfEﬂ%‘rPeﬁYSt%mS are
RAID-based storage. RAID (Redundant Array of Independent Disks)
typicpdlye shstanterizeddiak gy ef ssbmaliahiBRibIeart enuneenatgéidsnder the
storage capacity is used to store redundant data. RAID systems are

adaigatly RpdDcterdreld AHDNG airchitactbredsires déskuraanatedysierar that is
acronym RAID. A RAID 0 architecture is a disk array system that is

oA ion I, S [
reQVAGME architecture, RAID 0 is often omitted from a discussion of RAID
systems.

[0055] A RAID 1 architecture involves storage disks configured
according to mirror redundancy. Original data is stored on one set of disks and
a duplicate copy of the data is kept on separate disks. The RAID 2 through
RAID 5 architectures all involve parity-type redundant storage. Of particular
interest, a RAID 5 system distributes data and parity information across a
plurality of the disks. Typically, the disks are divided into equally sized address
areas referred to as "blocks". A set of blocks from each disk that have the same
unit address ranges are referred to as "stripes”. In RAID 5, each stripe has N
blocks of data and one parity block, which contains redundant information for
the data in the N blocks.

[0056] In RAID 5, the parity block is cycled across different disks from

stripe-to-stripe. For example, in a RAID 5 system having five disks, the parity
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[0055] A RAID 1 architecture involves storage disks configured according
to mirror redundancy. Original data is stored on one set of disks and a
duplicate copy of the data is kept on separate disks. The RAID 2 through
RAID 5 architectures all involve parity-type redundant storage. Of

blpgkiératnhidrelsBlEARATHES RO diiribliHe Sita BRdA3AKY block for the

information across a plurality of the disks. Typically, the disks are divided
segnocqlrily sitglt dutdpssthefeastiefdisiedtie parisiotketkafeetlad ihatkstripe
from each disk that have the same unit address ranges are referred to as

mighines orntRAR D, ¢k stiibsohas. N Helaeltstpfidlatk dod sunceedity stripes
block, which contains redundant information for the data in the N blocks.

tyBE2), Mo Rsses g ARIIMIROGSIS Y GIRA RS PRt U RS R HISERRRID other

stripe=to- stripe. For example, in a RAID 5 system having five disks, the

o BRTR t ea hTE RER R R0
T R T
drives in a helical pattern (although other patterns are possible). RAID 2

RAMOLR)ase MTIp lerapsTiRe dEURE ATRST teBi RAID 5 in how they compute and
place the parity block on the disks. The particular RAID class

imfpesEntefiig. roililmstoatantariOdethplaryb niestone sepressatatitanof a LUN

memory representation of a LUN 112a, 112b in one exemplary

11PlaMER I heA dREMSRANE B RIBHRI h eSae Riletho A/ MBPRISENtation is

structure that is implemented in memory of a NSC 410a,
essentially a mapping structure that is implemented in memory of a NSC 410a,
410b that enables translation of a request expressed in terms of a logical block
address (LBA) from host such as host 128 depicted in Fig. 1 into a read/write
command addressed to a particular portion of a physical disk drive such as disk
drive 440, 442. A memory representation desirably is small enough to fit into a
reasonable amount of memory so that it can be readily accessed in operation
with minimal or no requirement to page the memory representation into and
out of the NSC's memory.

[0058] The memory representation described herein enables each LUN
112a, 112b to implement from 1Mbyte to 2TByte in storage capacity. Larger
storage capacities per LUN 112a, 112b are contemplated. For purposes of
illustration a 2Terabyte maximum is used in this description. Further, the

memory representation enables each LUN 112a, 112b to be defined with any

type of RAID data protection, including multi-level RAID protection, as well
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410b that enables translation of a request expressed in terms of a logical
block address (LBA) from host such as host 128 depicted in Fig. 1 into a
read/write command addressed to a particular portion of a physical disk
drive such as disk drive 440, 442. A memory representation desirably i

aSsPHAPRFHHIL N o TREMRE AN Qb R oHADIARANR o MRS KB EH &) [g’éiata

readily accessed in operation with minimal or no requirement to page the
protentitny repyebentatdemeaatesthavisbtroatsepisG:dNebis;. [d@bsiatiethat a
memory representation described herein enables each LUN 112a, 112b

fittst iraptgment dupioal Mipsiedgdedddyte (NBRsRAD 1epPoiiy. lgeirctwrdedata,

capacities per LUN 112a, 112b are contemplated. For purposes of

arllUS YRR & TG 2RI ARIRURE SatReq D i 98SeHPHAR heeE RIRID 5

memory representation enables each LUN 112a, 112b to be defined with

PP e Rt e R R S et
o AR S S BT U, o

(LDASs) correspond to unprotected data, and a second set of LDAs within
dawsEeauireaxaessie tatRsineleResnt RAID 5 protection. Hence, the

data structures implementing the memory representation must be flexible

to [005dP this persisientetaffiaiénheuabriivay LrbieskhgaiciLehown noFig. 5 is

require excessive data structures. [0059] A persistent copy of the memory

mmﬁﬁggﬁi{?ﬁipdﬂgygg%?eﬁgg@e@?yg nady) ek iy Hedr&ritbefore.
The memory representation of a particular LUN 112a, 112b is realized when
the system reads metadata contained in the quorum space 113 to obtain a
pointer to the corresponding PLDMDC, then retrieves the PLDMDC and loads
an level 2 map (L2ZMAP) 501. This is performed for every LUN 112a, 112b,
although in ordinary operation this would occur once when a LUN 112a, 112b
was created, after which the memory representation will live in memory as it is
used.

[0060] A logical disk mapping layer maps a LDA specified in a request
to a specific RStore as well as an offset within the RStore. Referring to the
embodiment shown in Fig. 5, a LUN may be implemented using an L2ZMAP
501, an LMAP 503, and a redundancy set descriptor (RSD) 505 as the primary
structures for mapping a logical disk address to physical storage location(s)

represented by an address. The mapping structures shown in Fig. 5 are

implemented for each LUN 112a, 112b. A single L2ZMAP handles the entire
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The memory representation of a particular LUN 112a, 112b is realized
when the system reads metadata contained in the quorum space 113 to
obtain a pointer to the corresponding PLDMDC, then retrieves the
PLDMDC and loads an level 2 map]éllr_ZMAP) 501. This is performed for

Lidbrl2an112ba, EasB, LatNoldBain Brdisy Ryssanseriny Wl dMAPS

once when a LUN 11 2a, 11 2b was created, after which the memory
503 pubesetdttopaticile inumbenof Ad\itAPL1563. epeodl Amotiiezactisd address

mapping layer maps a LDA specified in a request to a specific RStore as

spaed! alsarni oftlidostdn dheaRpigigeRefereing Rstbe sobatimenxishowlyirfor
Fig. 5, a LUN may be implemented using an LZMAP 501, an LMAP 503,

al RRARICHBPAR YRS IRISTHRF IR SHItOGRRIIAE MRGH¥N ?)téuf%{#g'g%fefage

mapping a logical disk addreSs to physical storage locationts

T T P AR A R B s i

entire 20.200406419-1 LUN 112a, 112b. Each LUN 11243, 112b.is. .
FigeprseHiste Bt msRserieatie sehormier §erpascifdisipENiing data

LMAPs 503 depend on the actual address space that is allocated at any
stglotremier REIllosaBARIoragst only for allocated storage space. Using

this split directory approach, a large storage volume that is sparsely

pojodatdd witbMicRakdd sinchgdeshe phualitg sfoentiiesFighérefieaiemtigntry

represents the allocated storage while minimizing data structures for

re&%ﬁﬁfﬁ% 1‘53?539%&@9&3 $AAAPRAINAUIES RUPNIrediDs Of epFi@Berefore,
L2MAP 501 includes 1024 entries to cover the entire address space in the
particular example. Each entry may include state information corresponding to
the corresponding 2Gbyte of storage, and a pointer a corresponding LMAP
descriptor 503. The state information and pointer are only valid when the
corresponding 2Gbyte of address space have been allocated, hence, some
entries in LZMAP 501 will be empty or invalid in many applications.

[0062] The address range represented by each entry in LMAP 503, is
referred to as the logical disk address allocation unit (LDAAU). In the
particular implementation, the LDAAU is 1MByte. An entry is created in
LMAP 503 for each allocated LDAAU irrespective of the actual utilization of
storage within the LDAAU. In other words, a LUN 102 can grow or shrink in
size in increments of 1Mbyte. The LDAAU is represents the granularity with

which address space within a LUN 112a, 112b can be allocated to a particular

storage task.
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represents 2Gbyte of address space. For a 2Tbyte LUN 112a, 112b,
therefore, L2ZMAP 501 includes 1024 entries to cover the entire address
space in the particular example. Each entry may include state information

corresponding to the corresponding 2Gbyte of storage, and a pointer a
coWQ@%ﬂndiﬁ@ LIMMARIe3BAp@X18153. 0N Stafe fehmatibl Bndnssrmeant of

are only valid when the corresponding 2Gbyte of address space have
allnsatedliadaitess, spanee, Holess thaneGhyie mist@agendlicoaserhpityagparticular

invalid in many applications. [0062] The address range represented by

Leachieptry in 201AMB03nis refeardB0Gasstredodicd) distepetgreis 2Tbyte of
allocation unit (LDAAU). In the particular implementation, the LDAAU is

stofdEY IR OSeANOFCIARRBINSEYIANG PR3 Q! cachRloRAiRS BB Iudes a

irrespective of the actual utilization of storage within the LDAAU. In other

o B PR S T S BB So ey
LUN 112a, 112b can be allocated to a g&ﬁj@lﬁr stora%e task. 21
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of allocated address space. If less than 2Gbyte of storage are used in a
topaRidnfard R physicalidemaiy-akien itva Fog ok slisk paedtiomefeus Rbtore.
2Tbyte of storage is used, 1024 LMAPs 503 will exist. Each LMAP 503
I nirecipaie i al ol eraliyddrentt e VRS ECE ésla doticabunitally ctoragpahds tpans
a redundancy segment (RSEG). An RSEG is an atomic logical unit that is

mggfggm%@mﬁﬁﬁ%“é%%Y&Pﬂlﬁ@rﬂﬁiﬂa@kiﬁrmé&ﬂwpmmtire
RSEGs within an RStore are bound to contiguous LDAs in a preferred
Implementation. In order to preserve the underlying physical disk performance
for sequential transfers, it is desirable to adjacently locate all RSEGs from an
RStore in order, in terms of LDA space, so as to maintain physical contiguity.
If, however, physical resources become scarce, it may be necessary to spread
RSEGs from RStores across disjoint areas of a LUN 102. The logical disk
address specified in a request 501 selects a particular entry within LMAP 503
corresponding to a particular RSEG that in turn corresponds to 1Mbyte address
space allocated to the particular RSEG#. Each LMAP entry also includes state
information about the particular RSEG, and an RSD pointer.

[0064] Optionally, the RSEG#s may be omitted, which results in the
RStore itself being the smallest atomic logical unit that can be allocated.

Omission of the RSEG# decreases the size of the LMAP entries and allows the

memory representation of a LUN 102 to demand fewer memory resources per
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In a particular embodiment, an RSEG is a logical unit of storage that
spans multiple PSEGs and implements a selected type of data protection.
Entire RSEGs within an RStore are bound to contiguous LDAs in a
preferred implementation, In order :%(%reserve the underlying physical

M@yiepatreianagice AdicsagiluphialhaiReiS fI%e d@rhB I easrberaiper than

locate all RSEGs from an RStore in order, in terms of LDA space, so as

ormuthizgnthin onyesedl b Riudg. akdgeirerenvpissislioalsnieassshdenrard for

scarce, it may be necessary to spread RSEGs from RStores across

meinipiptraseascet at b epantbefaticeabist rddidadtyneiciiechtoraic logical
request 501 selects a particular entry within LMAP 503 corresponding to

urfitRSY e1aH & SRR (RAFGIYIACRY ERRRIMIB FOMPKIR Bk anSRRGR fore, be

allocated t0 the particular RSEG#. Each LMAP entry also includes state

o PR et B Tt ARG e e Rstore e

being the smallest atomic logical unit that can be allocated. Omission of |
théqgé #EE%r@a%@sl?ﬂén eRSITHE [RMAFRREHES Al that contains
memory representation of a LUN 102 to demand fewer memory resources
mptadata 2Eseoban g -theBHte 16 Biordeh Ahereaitiespanding G GiAxisdsn As
be increased, rather than omitting the concept of RSEGSs altogether,
shownhialfogdes;rélas dRSI2masiddes anetongdarcpwiceagy tet sedpettre(&SSS)
decreased granularity of the atomic logical unit of storage. The RSEG

thEtZREIURIEPL TR HRI AR RSPHPEB €28 éﬁ%”Séﬁ’i%rﬁﬁi@é’tme@ﬁﬁ gl ember

needs of a particular application. [0065] The RSD pointer points to a

seFREFHIC BROODRAIGAMAGS. The physical member selection is essentially

a list of the physical drives used by the RStore. The RAID information, or
more generically data protection information, describes the type of data
protection, if any, that is implemented in the particular RStore. Each RSD also
includes a number of fields that identify particular PSEG numbers within the
drives of the physical member selection that physically implement the
corresponding storage capacity. Each listed PSEG# corresponds to one of the
listed members in the physical member selection list of the RSSS. Any number
of PSEGs may be included, however, in a particular embodiment each RSEG is
implemented with between four and eight PSEGs, dictated by the RAID type
implemented by the RStore.

[0066] In operation, each request for storage access specifies a LUN
112a, 112b, and an address. A NSC such as NSC 410a, 410b maps the logical

drive specified to a particular LUN 112a, 112b, then loads the L2ZMAP 501 for
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metadata describing the RStore in which the corresponding RSEG exists.

As shown in Fig. 5, the RSD includes a redundancy storage set selector

(RSSS) that includes a redundancy storage set (RSS) identification, a

physical member selection, and RAID information. The physical member
th@éi/ele’cl}%riL%Ze'&@rmﬁmO%YliitlbﬁH@bﬁif%@Y dreentdBdMABRSTseEerably,
The RAID information, or more generically data protection information,

albetdhpd\iARypadRERSs footbetibbNF 240§, areatagdetpicivemenianytias well.
particular RStore. Each RSD also includes a number of fields that identify

ThautiDAasfREEiedbyntier sottiein ibaisddvesiatitheiptysicaimeraber which in

selection that physically implement the corresponding storage capacity.

tuRPPdIRedd” 8 EECHRE SIROTMSHR ONfAASee *ﬁﬁ@ddﬂi@r‘é&eg}&i‘ﬁ@d in the

physical member selection list of the RSSS. Any number of PSEGs may

includ e in. ticular en iment e '
e e B e e R TR AR gt e
type. implemented by the RStore. [0066] In operatign, each request for
S iy e B S HESHONONIG 108, oS LRSI A FOSER npsgBtumed.
such as NSC 410a, 410b maps the logical drive specified to a particular
Oncenthe RSEGH ishkshavaud ieecopragromdingoR2200888a0ed titad dentify
102 into memory if it is not already present in memory. Preferably, all of

spirefidPSEGHIh &R Ah)s rfeertie dsldii the 2 etheridanieg se¢pnenetranTst aetadita that
The LDA specified by the request is used to index into LZMAP 501, which

erlBb 4 AQIES 49 GaSRACBCONR AR MO SpddifiddaraRTapRs A et dadhiehe

request is used to determine an offset into the specified LMAP such that a
requested data. In this manner, an LDA is readily mapped to a set of PSEGs
that must be accessed to implement a given storage request.

[0067] The L2ZMAP consumes 4Kbytes per LUN 112a, 112b regardless
of size in an exemplary implementation. In other words, the L2ZMAP includes
entries covering the entire 2Tbyte maximum address range even where only a
fraction of that range is actually allocated to a LUN 112a, 112b. It is
contemplated that variable size L2ZMAPs may be used, however such an
implementation would add complexity with little savings in memory. LMAP
segments consume 4 bytes per Mbyte of address space while RSDs consume 3
bytes per MB. Unlike the LZMAP, LMAP segments and RSDs exist only for
allocated address space.

[0068] Fig. 6 is a schematic illustration of data allocation in a virtualized

storage system. Referring to Fig. 6, a redundancy layer selects PSEGs 601

based on the desired protection and subject to NSC data organization rules, and
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specific RSEG that corresponds to the request- specified address is
returned. Once the RSEG# is known, the corresponding RSD is
examined to identify specific PSEGs that are members of the redundancy
segment, and metadata that enables a NSC 410a, 410b to generate drive

asspRIRS dBRTM 0 dEaaia Redundant Slokestd R staresin thikensahRéPak Ep ahat

is readily mapped to a set of PSEGs that must be accessed to implement
cafirgspamdttosypaditpudst. MO8 T anistorageRatarsuitkesrel igtes per RItore".
112a, 112b regardless of size in an exemplary implementation. In other

Datargssttigibd VIAES invlydes ubriikst cheePBE Creveititie 27 REeoreaisnlvvated
address range even where only a fraction of that range is actually

orpdesaied Wik d/ Nt vitRlh YelsarcreiGieriaipe Bahy ﬁ'iﬁ@t'@n'iig%ographic

L2MAPs may be used, however such an implementation would a

o A e Lo A AR S SETIRY SRRELERE Tpotve

Unlike the LZMAP, LMAP segments and RSI)s exist only for allocated .
SttigHe saLPsR e NARRI e ETAVESchEIRMIRY RfusBIREBnESCHat Wifo CRFBRIES

a virtualized storage system. Referring to Fig. 6, a redundancy layer
mydidesREEESs the regasdansty thy elesfrdeemtrsetiol vert subassuie NG the
data organization rules, and 24 200406419-1 assembles them to create
P Stedsirdarse Bictezs fiid Btardsks Tthatssdt (sl IBShe thdata retgodiach toriteria, as
particular redundant storage set are referred to as an "RStore". Data

wernoiseign 5nglpamﬁwgggi@ﬁ%@ﬂd@%ﬁ@ﬁwithin an RStorg are located

on separate disk drives, or within separate enclosure, or at different

ISRIYEH'C Rstores are allocated in their entirety to a specific LUN 102.
RStores may be partitioned into 1Mbyte segments (RSEGSs) as shown in Fig. 6.
Each RSEG in Fig. 6 presents only 80% of the physical disk capacity
consumed as a result of storing a chunk of parity data in accordance with RAID
5 rules. When configured as a RAID 5 storage set, each RStore will comprise
data on four PSEGs, and parity information on a fifth PSEG (not shown)
similar to RAID4 storage. The fifth PSEG does not contribute to the overall
storage capacity of the RStore, which appears to have four PSEGs from a
capacity standpoint. Across multiple RStores the parity will fall on various of
various drives so that RAID 5 protection is provided.

[0070] RStores are essentially a fixed quantity (8MByte in the examples)

of virtual address space. RStores consume from four to eight PSEGSs in their

entirety depending on the data protection level. A striped RStore without

redundancy consumes 4 PSEGs (4-2048 KByte PSEGs =8MB), an RStore with
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locations. Basic RAID-5 rules, for example, assume that striped data

involve striping across independent drives. However, since each drive

comprises multiple PSEGSs, the redundancy layer of the present invention

ensures that the PSEGs are selected from drives that satisfy desired data
Ak RRURL RANTERES 2 PREPSDE R BUHIRKBHiF AR RASHMES R Sk ERECS to

[0069] RStores are allocated in their entirety to a specific LUN 102.
InRBroTent ifey8hdyaeiabnudliakaduegsespegenents (RSEGS) as shown in

Fig. 6. Each RSEG in Fig. 6 presents only 80% of the physical disk

CajEaTty] COASUREIHAS B raslbgdoring KA1k iskpsaityditfexing in that it
accordance with RAID 5 rules. When configured as a RAID 5 storage set,

AP damRrShatPailoNT AISIES. ARSI AR Ofhan
a fifth PSEG (not shown) similarto RAID4 storage. The fifth PSEG does

ihute tothe overall e ity of the RStore,whi .
o R TR SR SRR T Aok Ve spperise
RStores the parity will fall on various of various drives so that RAID 5

MYHRIEHRRI B AARRPIERSY 8] RSIBHS BralEd SEiRan, WPHIBE fuhtigentional

(8MByte in the examples) of virtual address space. RStores consume
sys@isour to eight PSEGs in their entirety depending on the data

protection level. A striped RStore without redundancy consumes 4

P3E072][4-2A048 €BytermSIEtEs HEVB)ivas REBHmayithe 2@0H Hd1 Leihoved

4+1 parity consumes 5 PSEGs and a mirrored RStore consumes eight

fromEASIID ArPleoehdle BMOY Qi HEH A ARAreasrRAERI GRS AR can be
RStore is analogous to a RAID disk set, differing in that it

spread out over more drives while removing drives means that existing data
must be migrated from the exiting drive to fill capacity on the remaining drives.
This migration of data is referred to generally as "leveling”. Leveling attempts
to spread data for a given LUN 102 over as many physical drives as possible.
The basic purpose of leveling is to distribute the physical allocation of storage
represented by each LUN 102 such that the usage for a given logical disk on a
given physical disk is proportional to the contribution of that physical volume
to the total amount of physical storage available for allocation to a given
logical disk.

[0073] Existing RStores can be modified to use the new PSEGs by
copying data from one PSEG to another and then changing the data in the
appropriate RSD to indicate the new membership. Subsequent RStores that are

created in the RSS will use the new members automatically. Similarly, PSEGs

can be removed by copying data from populated PSEGs to empty PSEGs and
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comprises PSEGs rather than physical disks. An RStore is smaller than
conventional RAID storage volumes, and so a given LUN 102 will
comprise multiple RStores as opposed to a single RAID storage volume
in conventional systems. [0072] It is contemplated that drives 405 may be

CHRAGATAAIE AR VB VAP BRI AD IEBIS RIS AR Aty SPREAVRDIT the

existing data can be spread out over more drives while removing drives
R&2anktithiserisimgroaie melistioashijgrbedadanptisiertistptpe aodillogical
capacity on the remaining drives. This migration of data is referred to

presasiealynesf thealiogigb evaling astainptsusly sneerdsthtm toupdateent s kiflect
102 over as many physical drives as possible. The basic purpose of

chr\é‘ﬁ'ﬂ%@oiFa% Ui ENE Pry s iIarRE0 iRl RINROR (epresented by

each LUN 102 such that the usage for a given logical disk on a given
S Bﬁﬁﬁlﬁgéﬂég E,Igrsoportional to the contribution of that physical volume to
physical storage available for allocation to a given
logical djsk. [0073] Existing RStores can he modijfied to use the new .
o SBI8], Koty ASRETork Br PSR t SRRGHSE Red ERERRY files
the data in the appropriate RSD to indicate the new membership.
refiiekqlent eRtesithasarpditieiengen tfiteRserwisnapslifferes@e  objects.

members automatically. Similarly, PSEGs can be removed by copying

Srubai ffersruepfilatear & $&iG e sodesi ghe & $é- Conalmia & G2 a0t 8eteristics of
changing the data in LMAP 502 to reflect the new PSEG constituents of

srﬁ%ggﬁD(il@.FhE?aﬂa%ﬁ‘@eVeméiéﬁ@iwh%mwe@@tﬁhm@ﬂ #1Q(R%E8BE and
predecessor files when there has been no change to the data during the life of
the snapdifference) with time characteristics of log files. Snapdifference files
may also be used in combination with a base snapclone and other
snapdifferences to provide the ability to view different copies of data through
time. Snapdifference files also capture all new data targeted at a LUN starting
at a point in time, until it is decided to deactivate the snapdifference, and start a
new one

[0075] Snapdifference files may be structured similar to snapshots.
Snapdifference may use metadata structures similar to the metadata structures
used in snapshots to enable snapshot files to share data with a predecessor LUN
when appropriate, but to contain unique or different data when the time of data
arrival occurs during the active period of a snapdifference. A successor

snapdifference can reference data in a predecessor snapdifference or

predecessor LUN via the same mechanism.
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presentation of the storage can be continuously managed and updated to
reflect current storage environment in a manner that is invisible to users.
Snapdifference Files [0074] In one aspect, the system is configured to
implement files referred to herein as snapdifference files or
iRbrerR¥ OWYCl SXapEferamRidmifed L ofite AGEYR Nt 1:00pm
comblne certain characteristics of snapshots (i.e., capacity efficiency by
Searipdaty 200da Snapsiftarence pretiédedsbr iﬁlaetWeefmarreﬂe(}ﬁhmrbeentil

no change to the data during the life of the snapdifference) with time

2:00pracBujstiosoel I filee0SnaStifiedeffercfites 2nef alsNbAUBEddive from
combination with a base snapclone and other snapdifferences to provide

2:BspARityAe I"ig‘.’bérf @m%@@fl@at@%&’ugibﬁfﬁer@%Q‘Fﬁ'ffﬁferl‘_ct‘?N A,

files also capture all new ata targeted at a LUN starting at a point in

Sﬁéﬁﬁré%%nap saipdlemriaLelte-pdierease, ang BB A el

s may be trOGtIr e RIMmila ¢ snapsho
Snapdifference m se metadat uctures similar to the metadata
met é8 @Pél%lgu ‘Ea%ot§ﬁ§ ﬁﬂ@egﬁ%pkmrégwgr%% data Mt gas
predecessor LUN when appropriate, but to contain unique or different

chaaged fahthsegiam britxtal Aheviidsedngs sehams theeditfverperitar 4:G0pm to

snapdifference. A successor snapdifference can reference data in a
2:p0pecassosimrapdiffenthee datpradecddsdt AN Siapitiffermece 2 contains

mechanism. 27 200406419-1 [0076] By way of example, assume LUN A
urifgRetys & MAELHASRRanged from after 2:00pm to 3:00pm and shares all other
data with either snapdifference 1 or LUN A. This data is accessed using the
above mentioned indexing, sharing bit scheme referred to as a snap tree. So
changes over time are maintained — LUN A view of data prior to 1:00pm,
Snapdifference 1 and LUN A view of data prior to 2:00pm and earlier,
Snapdifference 2 and Snapdifference 1 and LUN A - view of data 3:00pm and
earlier. Alternatively, segmented time views Snapdifference 1 view of data
from 1:00pm to 2:00pm, or Snapdifference 2 view of data from 2:00pm to
3:00pm.

[0077] Hence, snapdifferences share similarities with log files in that
snapdifference files associate data with time (i.e., they collect new data from
time a to time b), while being structurally to a snapshot, (i.e., they have

characteristics of a snapshot, namely speed of data access and space efficiency

along with the ability to maintain changes over time).
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September 12, 2004. Snapdifference 1 of LUN A is active from 1:.00pm+
until 2:00pm September 12, 2004. Snapdifference 2 of LUN A is active
from 2:00pm+ until 3:00pm September 12, 2004. Data in each of LUN A,
Snapdifference 1 and Snapdifference 2 may be accessed using the same

virt8Y ShetdRitEQMHERIRG HEYhSURDEIRAIFEICIRESUCE i sE Upligife With a

data that has changed (at the granularity of the indexing scheme used)
thirdagdfitter tiroepnottel Z0apaiftaransiearsaylinstiusedaia priavidgnamalways in
Snapdifference 2 contains unique data that has changed from after

syAd®9pnirio 3P rapabidishaiescathaineinglata fothkithessaigistiftevence shace
or LUN A. This data is accessed using the above mentioned indexing,

eFFMING R SHRABPISIRUB AR PORSTAPIHAEN SR BVRAIATRHEh G are

maintained - LUN A view of data prior to 1:00pm, Snapdifference 1 and

L iewof daja.prior 19 2:00pm n?] rlier., Snapdifferepce 2 and
A eRia TR kROl TR AT BRARIE TS e daa
Alternatively, segmented time views Snapdifference 1 view of data from

arghiisiTe SIBBHRAT B SN SHRRAEHERBRCS JiGs of datariam Pobsimoa source

3:00pm. [0077] Hence, snapdifferences share similarities with log files in
vahamesafditse eompdedilts assoanalerRrtd0ithiimen (ireaythes sopsenernalized
data from time a to time b), while being structurally to a snapshot, (i.e.,

syl draver alpusttienatitisa snapafmimt, namely speed of data access
and space efficiency along with the ability to maintain changes over time).

288089 64A3- 1,400 "R BICAMDIRiAs KedeRBARBNIEENMBFIORECRAEIE to a

structuré with a
snapclone that synchronizes with the source volume 710 before the snapclone
Is split from the source volume 710. A prenormalized snapclone represents a
point-in-time copy of the source volume at the moment the snapclone is split
from the source volume. By contrast, a postnormalized snapclone is created at
a specific point in time, but a complete, separate copy of the data in the source
volume 710 is not completed until a later point in time.

[0081] A snapdifference file is created and activated at a particular point
in time, and subsequently all I/O operations that affect data in the source
volume 710 are copied contemporaneously to the active snapdifference file.
At a desired point in time or when a particular threshold is reached (e.g., when
a snapdifference file reaches a predetermined size), the snapdifference file may

be closed and another snapdifference file may be activated. After a

snapdifference file 730, 732, 734 has been inactivated it may be merged into
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the log file time model snapdifferences may be used to provide an always

in synch mirroring capability, time maintenance for data, straightforward

space efficient incremental backup and powerful instant recovery

mechanisms.é8079] Fig. 7 is a schematic high-level illustration of a
thetenagelanea’ derite HeoRRRdtifR e Hige BRYDROSCkeddiAIig fotape

Fig. 7, a source volume 710 is copied to a snapclone 720, which may be
drivprsurasitapidsiveptiand 44,/ gostnormalized snapclone. [0080] As

used herein, the term prenormalized snapclone refers to a snapclone that

sy[adsaizemwishethingslernentatione a1Qmgiditfdhmenafitdorie et and
from the source volume 7 10. A prenormalized snapclone represents a

adbR/BNet ABRE A A BESAIIT RO LIRRIBRIBE AGTREENIE SRAPELGRIlone

split from the source volume. By contrast, a postnormalized snapclone is

R SR ot S R B e
[0081] A snapdifference file is created and activated at a particular point

0
iy TEREESH s SHGBARSAARIITSHRNSEIHE #3H- affect data in the source

volume 710 are copied contemporaneously to the active snapdifference
fild00R3] deSnapdbbriencaniéles wridh bep&xelamethréshgraaterederdll with
(e.g., when a snapdifference file reaches a predetermined size), the
refeepdifevchice Bemigy Swe Sty seahigsintohes sriaipdiiesndcEifie SwPbere
activated. After a snapdifference file 730, 732, 734 has been inactivated it

scREMAIR: MIRISEE IR 28r2RRAREAL Inbpb ersPapalomierérhdd AitkkitioReferring

snapdifference files may be backed up to a tape

briefly to Fig. 8, in one implementation a memory mapping for snapdifference
files begins in a logical disk unit table 800, which is an array of data structures
that maps a plurality of logical disk state blocks (LDSBs), which may be
numbered sequentially, i.e., LDSBO, LDSB1 . . . LDSB N. Each LDSB
includes a pointer to an LMAP, pointers to the predecessor and successor
LDSB. The LMAP pointer points to an LMAP mapping data structure, which,
as described above, ultimately maps to a PSEG (or to a disk in a non-
virtualized system). The predecessor and successor LDSB fields are used to
track the base snapclone and its related snapdifferences. The base snapclone is
represented by the LDSB that has no predecessor, and the active snapdifference
Is represented by the LDSB that has no successor.

[0084] Fig. 9a illustrates a memory mapping for a snapdifference file in
which the sharing bits of the RSD are set. Hence, the LMAP 910 structure

which represents a snapdifference maps an RSD 915, which in turn map to a
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drive such as tape drive 742, 744, 746. [0082] In one implementation, a

snapdifference file is created and activated contemporaneous with the

creation of a snapclone such as snapclone 720. 1/0 operations directed

to source volume 710 are copied to the active snapdifference file, such as
Pr§ﬂ§ﬁ%ﬁﬁ@réﬁé€¢ﬂﬁ%0¢?®@8@]@ﬁ%é&ﬁf&%’ﬂ\%é@&ﬂ&s%ﬂmgebéfbeﬁe%930 of a

greater detail with reference to Fig. 8, Figs. 9a-9b, and Figs. 10-13. Fig. 8

diﬂ@mntg@ambcmwe.s&fémmtﬁammmsl\dﬁﬂé}ﬁa@ mapeckssor of LMAP
snapdifference files. Referring briefly to Fig. 8, in one implementation a

920emdrhareppinddes wiaptiaengofilghdeqnamozipgiapt diskRED 925,
table 800, which is an array of data structures that maps a plurality of

wiAgHh Ytk 174 st8%{?§ f@é%ss?s@ Whieh MapLe BHVE*?@&FH@R%%@EEQ% (or

i.e., LDSBO, LDS131 ... LDSB N. Each LDSB inclides a pointer to an

omters to th dece ran(ﬂ S LMAP
o PSS BI TS praCEessser AN EeeR HRSAIPRAVA crory

above ultimately stoa PSEG (or.to a dISk in_a non- virtualized
MapRisey OfﬁeSBPé@éﬁpé%‘FeaﬁéesbrbMB%rth9§@f@9?5&%§@8 RBStagie not
the base snhapclone and its related snapdifferences. The base snapclone
seis ireprebdeiels BtsbarsB Tihet hA4AD Prédeanssto, amR e Qebvavhich in
snapdifference is represented by the LDSB that has no successor. [0084]
tuFrign@psltestrafes S 966Mehichangpsaéoplaysivab difikrepaee 06 57 (onic RSEGSs
sharing bits of the RSD are set. Hence, the LMAP 910 structure which

in"gRiPRRINIZ:d ShsragETsysfeR)Maps an RSD 915, which in turn map to a 30
200406419-1

[0085] Figs. 10-13 are flow diagrams illustration operations in
exemplary methods for creating, reading from, writing to, and merging a
snapdifference, respectively. In the following description, it will be
understood that each block of the flowchart illustrations, and combinations of
blocks in the flowchart illustrations, can be implemented by computer program
Instructions. These computer program instructions may be loaded onto a
computer or other programmable apparatus to produce a machine, such that the
instructions that execute on a processor or other programmable apparatus create
means for implementing the functions specified in the flowchart block or
blocks. These computer program instructions may also be stored in a computer-
readable memory that can direct a computer or other programmable apparatus
to function in a particular manner, such that the instructions stored in the

computer-readable memory produce an article of manufacture including

instruction means which implement the function specified in the flowchart
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predecessor snapdifference or a base snapcone represented by LMAP
920 of a different data structure. This indicates that LMAP 910 is a
successor of LMAP 920 and shares its data with LMAP 920. The LMAP
920 maps to an RSD 925, which in turn maps to an RSS 930, which

b'ﬁ%@ﬁ@'&ﬁﬁncﬁhl@?@ﬁ%@ PIBYTGIMANSERLONS Maviakin o8 Lesaggkonto a

system). Fig. 9b illustrates a memory mapping for a snapdifference file in
caniciteth e rsiodiniery fricg v aREDapRaraitss&e, ceuserchedason§hepetational
The LMAP 950 maps to an RSD 955, which in turn maps to an RSS 960,

steyRieb apsrfoirhydidaltislcopqreaddasr (o ot sy immanviiileliggdratus to
storage system). [0085] Figs. 10-13 are flow diagrams illustration

prBRGERNIANE A SRR SRRIRES Ho5 e H RN E O tIEIh O which

and merging a snapdifference, respectlvely In the following descrlptlon it

e*?gk%moa R AR BB s

computer ram instructions, Thes ecom ute rogram jnstructions
o H&?‘a\o%ﬁﬁﬁﬂz@r'& BRRAIPAREIS to
produce a machine, such that the mstructlons that execute on a

prie86dr oAstwsdinolyanbloskie Gfpatkeusiivaisaninethsttions  support

implementing the functions specified in the flowchart block or blocks.
cohesritonsputdr pnoggasn ifstrupkefts miay alteebesgiecitth afometiorer- and
readable memory that can direct a computer or other programmable

CORRBATSRSIOFURERSTHY POFOIAWAG TRNSBECRIED HIRCIEHEISITURAANGISO be

stored in the computer-readable memory produce an article of

YRGB S GO UGN G RSRE SR ORI of

specifie

blocks in the flowchart illustrations, can be implemented by special purpose
hardware-based computer systems which perform the specified functions or
steps, or combinations of special purpose hardware and computer instructions.
[0087] Fig. 10 is a flowchart illustrating operations in an exemplary
method for creating a snapdifference file. The operations of Fig. 10 may be
executed in a suitable processor such as, e.g., an array controller in a storage
system, in response to receiving a request to create a snapdifference file.
Referring to Fig. 10, at operation 1010 a new LDSB is created representing the
new snapdifference. Referring again to Fig. 8, and assuming that LDSB 0
through LDSB 3 have been allocated, operation 1010 creates a new LDSB,
which is numbered LDSB 4. At operations 1015-1020 the LDSB successor
pointers are traversed beginning at the LDSB for the snapclone until a null

successor pointer is encountered. When a null successor pointer is encountered
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31 200406419-1 block or blocks. The computer program instructions may
also be loaded onto a computer or other programmable apparatus to
cause a series of operational steps to be performed in the computer or on
other programmable apparatus to produce a computer implemented

thprBEHSRINE dsaHasRt HsRAKHGiestimRAWky sEaRtesh RSB kap6tation 1025).

other programmable apparatus provide steps for implementing the
Hemeetiondhpscifetio depitiercihafigodk hebtdckes$o0dslirtecdaimdrayversed
blocks of the flowchart illustrations support combinations of means for

froerfoDBR) hespeDbBRiunstioDsS®d] whithinaiprs niiHtepsdessor pointer.
performing the specified functions. It will also be understood that each

oﬁé?ﬁh‘dﬁ theikp peclardt i Y RIQS ARAIFREPOINALIBREOE BIPHSiAR 188 DSBA4.

owchart illustrations, can be implemented by special purpose

B e OP B o ALE LR et AL Of the
instructions. [0087 I%g 10is afl wch&rﬁ illustrating og_arations inan

e LriRyS FRkindi BF SHEBAHO SCRISIRIHE e L TR dakassn Rodpter of

Fig. 10 may be executed in a suitable processor such as, e.g., an array
LRSMrdilés Fetaterreigé toybiomBirsreddtnspattimivaigaded0etanbigure the
create a snapdifference file. Referring to Fig. 10, at operation 1010 a new
high¥éd detaterhpefoetentngpiiidferencerfalediffeier oeveR déewingntegmapgping

Fig. 8, and assuming that LDSB 0 through LDSB 3 have been allocated,

(i epergan #LQ apRtes® eV PBEGs WPighistamRRéRddeBPBsAmay be

operations 1015-1020 the LDSB successor pointers are traversed

PRSP RIAFPAARG HRRE (o1 e BR0G ARFHBIR 1Y above.

[0088] Fig. 11 is a flowchart illustrating operations in an exemplary
method for performing read operations in an environment that utilizes one or
more snapdifference files. Referring to Fig. 11, at operation 1110 a read
request is received, e.g., at an array controller in a storage system. In an
exemplary implementation the read request may be generated by a host
computer and may identify a Logical Block Address (LBA) or another indicia
of the address in the storage system that is to be read. At operation 1115 it is
determined whether the read request is directed to a snapdifference file. In an
exemplary implementation snapdifference files may be assigned specific LBAs
and/or LD identifiers, which may be used to make the determination required
in operation 1115.

[0089] If, at operation 1115, it is determined that the read request is not

directed to a snapdifference file, then control passes to operation 1135 and the
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successor pointer is encountered. When a null successor pointer is
encountered 32 200406419-1 the null pointer is reset to point to the newly
created LDSB (operation 1025). Hence, in the scenario depicted in Fig. 8,
the successor pointers are traversed from LDSB 0.to LDSB2, to LDSBS3,
reghiEaNSstamay ReBipdidtem dperbidrdeidieddiy fhe Jeacksearest
pointer in LDSB 3 to point to LDSB4. Control then passes to operation
purssatinoviocmeh @ pecaidng gsocedunesr dByheomisast, DS apeeationthdls it is
scenario depicted in Fig. 8, the predecessor pointer of LDSB 4 is set to
depeiniited B8 IhEhecaperagons ok Fiirddicepnéigareihpdifighelese! filketa then
map for the snapdifference file. The lower level data mapping (i.e., from

opBRdidRR 12006185 BleScXePME R Hialeted fﬂ%rﬁils‘ﬁ?ﬁ]%%’igﬁ‘a@ﬁ%@% Files

accordance with the description provided above. [0088 isa

tol%;é’&‘i}é%ﬁé'Eé%\afgg.,ﬁﬂg@}hoﬂ%ipet%@ a@g&ﬁg&llary method for performing

Opera ons in an environmen 1Zes one or more
snapdifference files. Referring to Fig. 11, at operation 1110 aread .
olUR90Ts AL oREAION ALAY TeagGh NEPUITIEBRa DS, Serwamingd to

exemplary implementation the read request may be generated by a host
deterpotevdidneayne e RgLbYicsretsdiedh ydiesthe B B oraediftad in the

indicia of the address in the storage system that is to be read. At
reapesaii@stlitiszit i$f dedeshainiag bitatheottisetraahli choineltatedithatethdonative

snapdifference file. In an exemplary implementation snapdifference files

srAIRY AErasELonRdiABRIIES hEATARMOMhERJERTHERTE B ISRy MPol §dses

to make the determination required in operation 1115.
to operation 1135 and the read request may be executed from the LBA in the

snapdifference file identified in the read request.

[0091] By contrast, if at operation 1120 the sharing bit is not set, then
control passes to operation 1125, where it is determined whether the active
snapdifference file’s predecessor is another snapdifference file. In an
exemplary implementation this may be determined by analyzing the LDSB
identified by the active snapdifference’s predecessor pointer, as depicted in Fig.
8. If the predecessor is not a snapdifference file, then control passes to
operation 1135 and the read request may be executed from the LD identified in
the read request pursuant to normal operating procedures. By contrast, if at
operation 1125 it is determined that the read request is directed to a
snapdifference file, then operations 1125-1130 are executed to traverse the

existing snapdifference files until the LBA identified in the read request is
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[0089] If, at operation 1115, it is determined that the read request is not

directed to a snapdifference file, then control passes to operation 1135

and the 33 200406419-1 read request may be executed from the LID

identified in the read request pursuant to normal operating procedures.
lopatedhn&HBErif 4} SpsnafshiiereBae idilgeRimiinéd hE&t tﬁ'@dretgé rb&Astsisread

directed to a snapdifference file, then operations 1120-1130 are executed
(opetediansd 8y aribtiely greabdiftbeciecpigitinobost foperatioB A ldétified in

the read request. [0090] At operation 1120 the active snapdifference file is

expo0ord (Fidetermipeantietbenatte ithmtiadi i apsesiidad Witthexdplary

identified in the read request is set. If the sharing bit is not set, which

mEtASRIES %gﬁ&ﬁﬂ%%n?@%%ﬁﬁ&%c%ﬁ%i@ﬁwﬁrﬁ&‘ﬂ H4R Wi Bs one or

identified , then'control passes to operation 1135 and the read

request be exeguted from the L BA in the . snapdifference fi .
A S O TE0 g o) ot s R s it

sharing bit is not set, then control passes to operation 1125, where it is
regUestnifhEBCRIVEthef Bhe LRI AL ARBIANIA iR @ HQiages %M. In an

another snapdifference file. In an exemplary implementation this may be
exgsplatiyietnplemmenationtHée DBBeideqtiist! Byasheacyeserated by a host

snapdifference's predecessor pointer, as depicted in Fig. 8. If the
copnpdeaesndrisayoidestippditiegicat BlectgwdeegsalllBagesrtanot@iaiimticia

1135 and the read request may be executed from the LID identified in the

of BRASENESS RYReUAB g PRANAIRH BIOSRHE PR tieRTsaRtel®l. At

operation 1125 it is determined that the read request is directed to a
operation 1215 it is determined whether the write request is directed to a
snapdifference file. In an exemplary implementation snapdifference files may
be assigned specific LBAs and/or LD identifiers, which may be used to make
the determination required in operation 1215.

[0093] If, at operation 1215, it is determined that the read request is not
directed to a snapdifference file, then control passes to operation 1245 and the
write request is executed against the LD identified in the write request pursuant
to normal operating procedures, and an acknowledgment is returned to the host
computer (operation 1255). By contrast, if at operation 1215 it is determined
that the write request is directed to a snapdifference file, then operations 1220-
1230 are executed to traverse the existing snapdifference files to locate the
LBA identified in the write request.

[0094] At operation 1220 the active snapdifference file is examined to

determine whether the sharing bit associated with the LBA identified in the

35 200406419-1



snapdifference file, then operations 1125-1130 are executed to traverse

the existing snapdifference files until the LBA identified in the read

request is 34 200406419 1 located, either in a snapdifference file or in a

LD, and the LBA is read (operation 1135) and returned to the requesting
reﬁ%@(&kﬁ‘é?dﬁo‘-‘r?tllhfoBh ]fiQdJ'iis@atfR%dHBFFhlu%ﬂ‘&ﬁF@ 6Bétréh%r?§“Ve

in an exemplary method for performing write operations in an
snapdiidererce filet ingizdesomodatadre tbadgdifitied deBifesthrRefedntrgkpasses

Fig. 12, at operation 1210 a write request is received, e.g., at an array

toaspdrationin Zootarrbtheystie rdguast exgyriaydcopengaiasiomsieByiia the
request may be generated by a host computer and may identify a Logical

SBIREIFFAEAERSH IE-RION GBSl MeH R QJUbS 2HXNGHEUB ARPRIGREE that the

system to which the write operation is directed. At operation 1215 it is

WS oA T (o st ealiscinadn By SRERBITEBRER 6. o

nan exemp ary ement snap erenc e ass gne
specmc LBAs and/or LID identifiers, which may be used to make the

thRe Sk ARo R USLIRNTATBIKE atisn kBAS (609958 ¥ TBrat¥Hte29Befation,
determined that the read request is not directed to a snapdifference file,

dependiagiipppdssceonfigheatioonof 2186 sisiee write request is executed

against the LID identified in the write request pursuant to normal
opEABD pByechmaasand ah aokrativled@2@ this seanmgdio ihaboset, then
computer (operation 1255). By contrast, if at operation 1215 it is

cdﬂﬁFSf”ﬁi&%@sﬂf@tdE@r&F% regpsSiiheieeniad etRnnsiifancaeR fiteifiive

operations 1220- 1230 are executed to traverse the existing

sraPAPHITEHRACE LSS BIOFRIENS is another snapdifference file. In an

exemplary implementation this may be determined by analyzing the LDSB
identified by the active snapdifference’s predecessor pointer, as depicted in Fig.
8. If the predecessor is not a snapdifference file, then control passes to
operation 1235 and the RSEG associated with the LBA identified in the write
request may be coped from the LD identified in the write request into a buffer.
Control then passes to operation 1240 and the 1/O data in the write request is
merged into the buffer. Control then passes to operation 1250 and the 1/O data
Is written to the active snapdifference file, and an acknowledgment is returned
to the host at operation 1255.

[0096] By contrast, if at operation 1225 it is determined that the write
request is directed to a snapdifference file, then operations 1225-1230 are
executed to traverse the existing snapdifference files until the LBA identified in

the write request is located, either in a snapdifference file or in a LD.
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LBA identified in the write request. [0094] At operation 1220 the active
snapdifference file is examined to determine whether the sharing bit
associated with the LBA identified in the 35 200406419-1 read request is
set. If the sharing bit is not set, which indicates that the active

Oppegiiafie réade eI s dBeRRatdsH e Gabifiit RSEGherBeREdY the

passes to operation 1250 and the write request may be executed against
wrie Dpgxatiahd ngm Hpeitiree sodjdiidersifeedfilethe write request. It will be
appreciated that the write operation may re-write only the LBAs changed

by[0B9Write ApersteonalsvE)dreoticei RPlemestatorainrgpaetdpére file may
changed by the write operation, depending upon the configuration of the

béﬁﬂ\%’-’b&%@,ﬂ.@Y&Qﬁ‘éﬁﬁtﬁg@hE’é’?fl%tiﬁf%&%%oagﬂﬁléfé@rﬁlga@(f)é%ﬁﬂf pBint in

then control passes to operation 1225, where it is determined whether the

. active  snapdifference file's predecessar is.another snapdiffer. ncef'i[ N
R e A e W A B g har
..LDSB, identified by the active snapdifference’s predecessor pointer, as
illyelRYSg iRRSERUBNS tRedprée Y i§RHds Rl BRI & rifBaRdlifference
control passes to operation 1235 and the RSEG associated with the LBA
filiglemifeedain kogioalited iskquslitim @ bee @ pethrosnans loIm identitiedaie the
write request into a buffer. Control then passes to operation 1240 and the

snbfitifftacncih ésvaste cee st Thevaspgedions tfeHiyfe8 Maptisd heatuted as a
passes to operation 1250 and the 1/0 data is written to the active

ba?g??agtiifgﬁf?gg%ﬁ?’@fﬂ% HeAskO Wl neeng Berieghdretdiosiatticular
event or series of events.

[0098] The process begins at operation 1310, when a request to merge
the snapdifference file is received. In an exemplary implementation the merge
request may be generated by a host computer and may identify one or more
snapdifference files and the snapclone into which the snapdifference file(s) are
to be merged.

[0099] At operation 1315 the “oldest” snapdifference file is located. In
an exemplary implementation the oldest snapdifference may be located by
following the predecessor/successor pointer trail of the LDSB maps until an
LDSB having a predecessor pointer that maps to the snapclone is located.
Referring again to Fig. 8, and assuming that LDSB 4 is the active

snapdifference file, the predecessor of LDSB 4 is LDSB 3. The predecessor of

LDSB 3 is LDSB 2, and the predecessor of LDSB 2 is the LDSB 0, which is
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[0096] By contrast, if at operation 1225 it is determined that the write

request is directed to a snapdifference file, then operations 1225-1230 are

executed to traverse the existing snapdifference files until the LBA

identified in the write request is located, either in a snapdifference file or
the, $npprlgBe0eR 808l pkF2Bh < 1885386 She tHestetiardifference

copy the RSEG changed by the write operation into the active
filenahitferetedtime@ranntesthetenpablone, in one implementation a

snapdifference file may be time-bound, i.e., a snapdifference file may be
acfpetedjat@mpatide RORU imitimesant ieaytive deagtthatedhteacPEIEG in

point in time. Fig. 13 is a flowchart illustrating operations in an exemplary

edd1PRATf9R E“?ﬁ%@aﬂea ThaREIUREBATR MR BRI R OYCak Bk adh a3 5 0there

the snapclone with which the snapdifference is associated. The

BPREIPRC AR TN BEUISE oAU IR ses o

periodic basis, or may be trig ya par event or Series

events. [0098] The process hegins at gperation 1310, when a request to
ORI thalh RS e MINES (BRI, sk 85 Aiiipnal RS TORES to

implementation the merge request may be generated by a host computer
anahyZfay identify one or more snapdifference files and the snapclone into
which the snapdifference file(s) are to be merged. [0099] At operation

13091104 ] olifestt bpeeqtitiiict 8a6etfibrdsaiecadelititmab RSB Hiaryhe RSTORE
implementation the oldest snapdifference may be located by following the
toPEPRBFASSASHCESSFOI RRsyes gl PdhRibR SBZ0aRR MY 30 is determined
whether either the successor sharing bit or the predecessor sharing bit is set for
the RSEG. If either of these sharing bits is set, then there is need to merge the

data in the RSEG, so control passes to operation 1355.

[00102] By contrast, if at operation 1330 if the sharing bit is not set, then
control passes to operation 1335 and the RSEG is read, and the data in the
RSEG is copied (operation 1340) into the corresponding memory location in
the predecessor, i.e., the snapclone. At operation 1345 the sharing bit is reset in
the RSEG of the snapdifference being merged. If, at operation 1355, there are
more RSEGs in the RSTORE to analyze, then control passes to back to
operation 1330. Operations 1330-1355 are repeated until all RSEGs in the
RSTORE have been analyzed, whereupon control passes to operation 1360,

which determines whether there are more RSTORES to analyze. If, at

operation 1360, there are more RSTORES to analyze, then control passes back
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LDSB having a predecessor pointer that maps to the snapclone is located.
Referring again to Fig. 8, and assuming that LDSB 4 is the active
snapdifference file, the predecessor of LDSB 4 is LDSB 3. The

predecessor of LDSB 3 is LDSB 2, and the predecessor of LDSB 2 is the
tOLQ@S@%OO\/ﬂa%vsVW civGedaradhe ﬂ@@%rﬁﬂ@ﬁ@'%éﬁﬁ%ﬁmﬂg@é%5 for

represents the "oldest" snapdifference file, which is to be merged into the
thersetettetbRBOQIRIE Operation 1320 initiates an iterative loop through each
RSEG in each RSTORE mapped in the snapdifference file. If, at

OpRLios] 132 thpeeativaNofmars Risio(rghin 869 ReTopatlantiyzaere are
then control passes to operation 1360, which determines whether there

nFRGERSIORES(S %ﬁacly?e FhApEeatiof1PIAdl A ORGTeRsE oMt Basses

are additional RSEGS in the RS ORE to analyze, then control passes to

o £ S LR I R e e

these sharing bits is set, then there |s heed to merge the data in the
LIRS @Ssoriafhttoniis 8as 8RRl Peanis 365 (oD i, Winaucsessar of the
operation 1330 if the sharing bit is not set, then control passes to

L& dhiahviasmargeeh o/ SREsatioaats dhththb QSR thahwarseed is set to
copied (operation 1340) into the corresponding memory location in the

N retleceffeotiviedy, tieeranaiignehd\texistericen dB4hdhenshgathd IDISB res@his

in the RSEG of the snapdifference being merged. If, at operation 1355,
prﬁggﬁﬁﬁﬁyrﬁ@%&%{%@%d%&'@@e‘é’ﬁ?@ﬁﬁlé?g@rtﬁb’zgld@?ﬂ” SRAYRIRAEARE Hles
into the snapclone. This also frees up the merged snapdifference LDSB for
reuse.

[00104] Described herein are file structures referred to as snapdifference
files, and exemplary methods for creating and using snapdifference files. In
one exemplary implementation snapdifference files may be implemented in
conjunction with snapclones in remote copy operations. A difference file may
be created and activated contemporaneous with the generation of a snapclone.
I/0 operations that change the data in the source volume associated with the
snapclone are recorded in the active snapdifference file. The active
snapdifference file may be closed at a specific point in time or when a specific
threshold associated with the snapdifference file is satisfied.  Another
snapdifference file may be activated contemporaneous with closing an existing

snapdifference file, and the snapdifference files may be linked using pointers

that indicate the temporal relationship between the snapdifference files. After a
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operation 1330. Operations 1330-1355 are repeated until all RSEGs in the
RSTORE have been analyzed, whereupon control passes to operation
1360, which determines whether there are more RSTORES to analyze. If,
at gperation 1360, there are more RSTORES to analyze, then control

sngpgtHergReR @éez*mb@aagl9&%&&%@1@@2@%%@@%%@%&@6
operations 1330 through 1355 for the selected RSTORE. [00103] The
wiipendtionstds assEthiedigh 1360 are repeated until there are no more
RSTORES to analyze in operation 1360, in which case control passes to
DareRdtoveriyaSmndtibasuccessor pointer in the predecessor LDSB (i.e.,
the LDSB associated with the snapclone) is set to point to the successor

of E@Gléﬂs%%%Wfi‘ﬁdf’}ﬁiﬁﬁﬂ_eﬁ\bﬁﬂﬁf@_ﬁ@ﬂsﬁﬁ?@iﬁ?@rér%@3“5@%‘@3 be used

merged iS set to NULL, effectively terminating the existence of the

foSLAB L LR RIS FES VY. O CRRERSY Ry ueSERR N IRIRe for

snapdifference fileS in snapclone. Thisalso frees up

merged spapdifference LDSB for reuse. [00104] Described herein are file
ST b eTor St S L dF R ATHE AT ol e DTS

creating and using snapdifference files. In one_exergiPIar implementation
14napdifuhielR amsshamatie tfciadasdl ustredigns moiéﬁﬂﬁgﬁaq@@%u@sthat

in remote copy operations. A difference file may be created and activated
utdores repapdiiéereneatiiitee gemecatrenyobpesatpoknandl/Bigpéttinvsdhat a

change the data in the source volume associated with the snapclone are
fl6araTaed indse Aty e spandidesenae e 2ReASI¥Y method for utilizing
snapdifference files in recovery operations.

[00106] The operations of Fig. 15 may be implemented by computer
program instructions. These computer program instructions may be loaded onto
a computer or other programmable apparatus to produce a machine, such that
the instructions that execute on a processor or other programmable apparatus
create means for implementing the functions specified in the flowchart block or
blocks. These computer program instructions may also be stored in a computer-
readable memory that can direct a computer or other programmable apparatus
to function in a particular manner, such that the instructions stored in the
computer-readable memory produce an article of manufacture including
instruction means which implement the function specified in the flowchart
block or blocks. The computer program instructions may also be loaded onto a

computer or other programmable apparatus to cause a series of operational

steps to be performed in the computer or on other programmable apparatus to
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snapdifference file may be closed at a specific point in time or when a

specific threshold associated with the snapdifference file is satisfied.

Another snapdifference file may be activated contemporaneous with

closing an existing snapdifference file, and the snapdifference files may
Preguffke ngBLB%Kn!EFQ%Hﬁﬂ%cﬁf@@ﬁ@téﬁ'ﬁbrﬁ]ﬁ‘elﬁl%d@ﬁﬁ[ﬂﬁ@ﬂﬁéewh'Ch

the snapdifference files. After a 39 200406419-1 snapdifference file has
exeeuteclusdbe theniputanpb@hergpodietmakieapppatietusitbroxids steps for

associated. Data Recovery Operations [00105] In exemplary

impleleeraiigtinefusictioaisiepenifictiés meayibevdisad Bycknpidriiking
failure recovery procedures in storage networks and/or storage devices.

OngeHeh '"KE@H?@FH@ PN B1attratrd yAE rARKRAGS i fiigtrafitAslGipport

which are schematic Time-series illustrations of a data archltecture that

cQiSARMRPOHerses e n regaenraReralions ROGFIG) 15, MRS Sng

rating operatlons nan exe plary md utift iZINg

snapdlfferenc files in reco ry operations. [00106] The operatlons of Flg
ORI BRSIAbIETR R BF QH%h%rhﬁcﬁB%d‘f fuacHResThe YWl also be

computer program instructions may be loaded onto a computer or other
unstergtanthihplecappdrbaok &f thedflewehaddhinstyalieRsthandisgembinations of

instructions that execute on a processor or other programmable apparatus
blocaténmibant] dordhapteitiestiagahs, feactimmsmphsii@ad thye Speathlpgurpose
block or blocks. These computer program instructions may also be stored

hdPIVERTIRISES - CBATRRIG RS thalieRNEVRITR BRMENEEIfRICCTIRCtions or
programmable apparatus

steps, or combinations of special purpose hardware and computer instructions.

[00108] Fig. 14a illustrates a data architecture 1400 that utilizes
snapdifference files in recovery operations. The data architecture depicted in
Fig. 14 is substantially similar to the data architecture depicted in Fig. 7, and
includes a source volume 1410, a mirrored/split snapclone 1420, and may
include one or more snapdifference files 1430, 1432, 1434. The source volume
1410 may be implemented as a virtual disk or a LUN in a virtualized storage
network as described above. Further, the snapclone 1420 and snapdifference
files 1430, 1432, 1434 may be implemented as described above.

[00109] The data architecture may further include one or more application
transaction recovery logs 1440 that record I/O operations. An application
transaction recovery log is an artifact of the application and is commonly

referred to as a transaction log. This is a secondary backup mechanism

provided by the application, during the period when a new snapdifference file
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to function in a particular manner, such that the instructions stored in the
computer-readable memory produce an article of manufacture including
instruction means which implement the function specified in the flowchart
block or blocks. The computer program instructions may also be loaded

IS opRbecttmpatar Subthar JiBhradhnbasle Xpankeds toldHBskon sdiuesotis to

operational steps to be performed in the computer or on other
ulprogieliyieabiecappnatiaiest Aakdaiedaetovenrselqdus catapieeaived by the
implemented process such that the instructions which execute on the

applioaticer sinotherpragntibiecopparprisrpionsdmstencte, if the cause of
implementing the functions specified in the flowchart block or blocks.

thEOQS'émJrﬂ‘[ﬁ?ﬁ“ﬁﬁﬂ'%@'%%t%f|%W8h%big%b?ﬁfatioﬂﬁpﬁ‘iwﬂfﬁd transaction

combinations of means for performing the specified functions an
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functions or steps, or combinations of special purpose hardware and
trajnngiter ineNRINoleg (DO BNEIda stoMhdstratss e tisaly sepaedeukd Moand

that utilizes snapdifference files in recovery operations. The data
maychitgdiQ eogeatieasifirdrig ndl ip el isspatetiy istileormptiterdatad/or source

architecture depicted in Fig. 7, and includes a source volume 1410, a

appITERtRSHSPIT RO 2BAEYAAA P datim e KISHRARAE A8 Eon recovery log
snapdifference files 1430, 1432, 1434. The source volume 1410 may be

142{?‘@@%‘5&8%? mgté?)lpqiégt%rﬁ LUN in a virtualized storage

[00110] Referring to Fig. 15, in normal operation I/O operations are
executed against the source volume and active snapdifference file (see
operations 1510-1515). This is depicted in Fig. 14a, in which 1/O operations
initiated from one or more applications are transmitted by a host computer to
an array controller, which commits the 1/O operations to source volume 1410
and to the active snapdifference file 1434. In one exemplary implementation
I/0 operations may be written to the active snapdifference 1434 using Copy
Before Write (CBW) operations. In an alternate implementation I/O operations
may be written to the active snapdifference 1434 using Copy on Write (CoW)
operations. If an 10 to a snapdifference is the first 10 to the address range
covered by the virtualization granularity, the 10 will be written to the active

snapdifference 1434 using the appropriate CBW or CoW. In subsequent 10s to
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network as described above. Further, the snapclone 1420 and
snapdifference files 1430, 1432, 1434 may be implemented as described
above. [00109] The data architecture may further include one or more
application transaction recovery logs 1440 that record 1/0 operations. An
theppAes SHARGHEERER ecdberyabiifdArasardanee i anrationavils be
commonly referred to as a transaction log. This is a secondary backup
wriggsh midiregiky oot Ispapdi Hippticerien j dsiramyatha jheniald (Khepesation.
snapdifference file 41 200406419-1 is collecting data, but has not yet

befpoyaifaiag. deveribedlhevels snapliffiatehceetiverimiheatestivated at
validated recovery set, plus data received by the application since that

préd&eHfihdbEBRAEAHCRME S ASF B HeliGatRe AT plRBERIFHRIR points

can be understood and isolated. Application transaction recovery log

PG e R e P S SRR ek &, e,

transaction recovery log 1440 ma stored in an entirely separate LUN,
m%tﬁ“HﬁBﬁEfg%7@0@39@%%&#&%&@% SIOHBSH ondhBRaHEAReySNd

source applications. The coherency of data in the application transaction
whesovaeysiapdiffeoeiaot iHade descthetashicsuthseoont smeredrbieiagae file is

Fig. 15, in normal operation I/O operations are executed against the
castienspovaheveshndaintatesapnpdifefenoediio (seeivpdiCtope dtbdis 1 €159. or

This is depicted in Fig. 14a, in which 1/O operations initiated from one or

mm@rﬁmai%ﬁﬂnﬁréﬁ%%@@?ﬁ&?%tékéd&@ﬁ ERMPBIBEERSGNHERYas, e.g., the
controller, which’commits the 1/0 operations t0 source volume 1410

array controller, to: (1) validate the data in the snapdifference file; and (2) to
merge the snapdifference file into the snapclone. Hence, each snapdifference
file represents the mirrored data set at the point in time at which the
snapdifference file was deactivated. Data validation will be application
specific and an artifact of the application.

[00112] Fig. 14b illustrates the data architecture in the event that the
application generating 1/0s to source volume 1410 fails or source volume 1410
otherwise becomes corrupted (operation 1515). Source volume 1410 is closed,
and 1/0O operations to source volume 1410 are terminated (operation 1520).
Any 1/O operations directed to source disk 1410 will return an error to the
originating application. 1/O operations to the active snapdifference file are also
terminated. At operation 1525 the source volume is refreshed. The data in the

source volume 1410 will be marked as not written and the data mapping

structures used to allocate memory space for the source volume 1410 will be
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and to the active snapdifference file 1434. In one exemplary

implementation 1/O operations may be written to the active snapdifference

1434 using Copy Before Write (CBW) operations. In an alternate

implementation 1/Q operations may be written to the active snapdifference.
reiaiRad, s eRsEtNIARD (e \astiysetagaidTerenca dils ss<iripifticrentwill

is the first 10 to the address range covered by the virtualization
algpanautaitycamneupediata written to the active snapdifference 1434 using

the appropriate CBW or CoW. In subsequent 10s to 42 200406419-1 the

safoesIBpditenportiontis Semaastiass seogssLie miedmtiansimd e most
written to directly to the snapdifference as just an additional 1/0 operation.

cUREht VhhgRESSHapdiffoNReSHARJIGT NERIRTMRL KRR Bt AFeplaces

predetermined points in time, and may be deactivated at predetermined

B R 0B o AT R Brence
sequence, and when ope snaégaifferenc file is deactivated subse%uent_

filgnaphiHerdnRe Mg iEMBLFRFRES aR¥ ol 1AtV Afe SUNG OB AaD active

receive 1/0 operations. One or more background processes may be
snepetuteddly thgrrpesssenrseiah srardiffeneacarifile cantrairpyiog (the drfatset
the data in the snapdifference file; and (2) to merge the snapdifference

replesemdthebgntircknpdiféaencearbesiftieddfdiencierdisnapodseataltmg with
mirrored data set at the point in time at which the snapdifference file was

e I s o s
stEYENHPone mechanism of background normalization in conjunction
with on demand unsharing. Fig. 14c illustrates the data architecture during the
recover process. In the architecture of Fig. 14, snapdifference file 1432
represents the most current validated replica data set. In one implementation
the empty but allocated source volume is attached as a snapclone to the
snapdifference file 1432 data in the source volume 1410 is populated using the
snapclone mechanisms mentioned above. The snapclone of snapdifference
1432 includes the sharing tree of snapdifference file 1432, such that the
snapdifference 1430 and the mirrored/split snapclone 1420 are included in the
snapclone.

[00114] Execution of the snapclone operation restores the data in source
volume 1410 to a data set that is validated as of the point in time at which the

snapdifference file 1432 was validated. Data from the application transaction

recovery log 1440 may be retrieved to restore the data in source volume 1410
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application generating 1/Os to source volume 1410 fails or source volume
1410 otherwise becomes corrupted (operation 1515). Source volume
1410 is closed, and 1/0 operations to source volume 1410 are terminated

(operation 1520). Any 1/0 operations directed to source disk 1410 will
toragaiaanet tortisaHeCTS A AR iR M6sud dpdhsibmerpenoairmuveen

snapdifference file are also terminated. At operation 1525 the source
valglatimiofesresptiffererce didanlts? snokdbe dritieelazeniill Datmasitedved
as not written and the data mapping structures used to allocate memory

frepackeppicaoidiTenpikiveokd tboilk e WY 2D eHdR-Baatalitkded\tbefore

operation 1530 the active snapdifference file is deleted as it will also

beiRG AN RRIFUREEARIR0((RE 1 GbIRPeIaUeN 15BRi& IREOVEYREP %R igation

iniflated using the most current validated snapdifference file. An

o S R R AL AL S Bl o dpeciric
implemented by making the source volume an active snapclone of the
mdQPLdrbnk WhaddtreBHEEAES S8 cHRIANGTEY S eVl st LR RYETY

the snapdifference tree (the split mirror/snapclone along with the selected
praaesslife Execiintge réhde W espliitheeser dite vislamitvatedo(apergtion 1540),
standard snapclone mechanism of background normalization in

whiphjuisctizpiovdth as deapthifferesbaring3#ig. The iHogtrateptitfeiatace file is
architecture during the recover process. In the architecture of Fig. 14,

Io%ﬂ?&fﬂ}ffﬁ% f9eif} BredBRESSANIE R BABEGUAKRI Ve 2 IARISHCER RIS which

ata set. In one implementation the empty but allocated source volume is

g BS ShEPARSIR R 8 0fce volume 1410 may be restarted (operation

1545), and data from application transaction recovery log 1440 may be
recovered as described above (operation 1550).

[00116] The process of copying the data set into the source volume 1410
consumes time in proportion to the size of the data set. Advantageously,
applications which generate 1/0 operations to the source volume 1410 may be
restarted while the data set is being copied to the source volume 1410. The
copy operations may be executed in a background process. Similarly, the
operations associated with retrieving data from the application transaction
recovery log 1440 may be executed in a background process. Accordingly, the
operational downtime of the source volume may be minimized, or at least
reduced, when compared to conventional recovery processes.

[00117] Although the described arrangements and procedures have been

described in language specific to structural features and/or methodological
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snapdifference file 1432 data in the source volume 1410 is populated

using the snapclone mechanisms mentioned above. The snapclone of

snapdifference 1432 includes the sharing tree of snapdifference file 1432,

such that the _snapdifference 1430 and the mirrored/split snapclone 1420
opgratisad i the BRapBRRTEIqeR 1 hAtEtheitHest thaakieapeRiaed in the

operation restores the data in source volume 1410 to a data set that is
apptivieedlasas thaponacessandyatimiiet théhesppdifiertrats e aAqZEEONS

validated. Data from the application transaction recovery log 1440 may be

degiribudd toRetiere the dpfecifisofsarimuarel Léperad@04064dBddoed as
data set that reflects 1/0 operations executed in the time period between

préfbftRGR S RAMFRIRRAR HptAd 3annddhndallwsupyent iatar retrieved
from the application transaction recovery log 1440 may be validated
before being written to the source volume 1410. This use of the
application transaction recovery log is driven by the application and is
application specific. [00115] Fig. 14d illustrates the data architecture while
the recovery process is executing. A new snapdifference file is activated
(operation 1540), which is depicted as snapdifference 1434. The new
snapdifference file is logically linked to its predecessor as described
above. Applications which generate 1/0 operations to source volume
1410 may be restarted (operation 1545), and data from application
transaction recovery log 1440 may be recovered as described above
(operation 1550). [00 116] The process of copying the data set into the
source volume 14 10
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consumes time in proportion to the size of the data set. Advantageously,
applications which generate 1/0 operations to the source volume 1410
may be restarted while the data set is being copied to the source volume
1410. The copy operations may be executed in a background process.
Similarly, the operations associated with retrieving data from the
application transaction recovery log 1440 may be executed in a
background process. Accordingly, the operational downtime of the source
volume may be minimized, or at I€3stimluced, when compared to
conventional recovery processes. [00117] Although the described

WHARRSSRIEAEE fyd procedures have been described in language specific
to structural features and/or methodological 45 200406419-1 operations, it
is to he un d that the subject matter defined in the appended

1'clairn% i@%%i%r ;@ﬁggg}ﬁyﬁmt&&’ tORH! I;l,%:ecific features or operations

described. Rather, the specific features and operations are disclosed as
prefePRIBCiHng 8 Sitwa dma saHECYURRdd HHaseubject matter. 46
200406419-1 Claims What is claimed is: 1 A method of computing,
comphdiegpansetuiteafdadiies in a source volume (1410); and in
response to the failure: terminating communication with one or more
applicationsténatirgeiney atarifourdgaistswatthersoor erorelapystichibd) that
generate 1/0O requests to the source volume (1410);
refreshing the source volume (1410);
copying a backup data set to the source volume (1410), and while
the backup data set is being copied:
activating a new snapdifference file (1430);
restarting communication with one or more applications
that generate 1/0 requests to the source volume (1410); and

recording 1/O operations to the source volume (1410) in

the snapdifference file (1430).

2. The method of claim 1, wherein detecting a failure in a source volume
(1410) comprises detecting one or more instances of data corruption in the

source volume (1410).
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refreshing the source volume (1410); copying a backup data set to the
source volume (1410), and while the backup data set is being copied:
activating a new snapdifference file (1430); restarting communication with
one or more applications that generate 1/Q requests to the source volume

3.(1410)heRetRAb ATk bpuhsieinstestHeaBig COTEIHAC LTV fRee O
snapdifference file (1430). 2. The method of claim 1, wherein detecting a

mexitapiHcaonsdbatofienerate 440 )requestistasttie teaiiing votuora{dAl0)
instances of data corruption in the source volume (1410). 47

coRprioesiidriiBatling e tmdopfrtaienappliteieis terminating
communication with one or more applications that generate 1/O requests
to the source volume (1410) comprises terminating the one or more
applications. 4. The method of claim 1, wherein terminating

o SR, R A O o
interface with the one or more applications. 5. The method of claim 1,

MR FHIQRsi Hiph e aeiate A3 I AHGEH 1D F e S UBIBE G E)data

from the source volume while leaving a data mapping for the source
coppnisesitepatting a communication interface with the one or more

applications.

5. The method of claim 1, wherein refreshing the source volume (1410)
comprises deleting the data from the source volume while leaving a data

mapping for the source volume in place.

6. The method of claim 1, wherein activating a new snapdifference file
(1430) comprises establishing a logical connection with a predecessor

snapdifference file (1430).

7. The method of claim 1, further comprising:

closing the active snapdifference file (1430);

contemporaneously activating a successor snapdifference file (1430);
and

recording 1/O operations to the source disk volume in the successor

snapdifference file (1430).
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6. The method of claim 1, wherein activating a new snapdifference file
(1430) comprises establishing a logical connection with a predecessor
snapdifference file (1430). 7. The method of claim 1, further comprising:
closing the active snapdifference file (1430); contemporaneously
activating a successor snapdifference file (1430); and recording 1/0
operations to the source disk volume in the successor snapdifference file
8.(1430hagetuemef chils’ ThethesthomprisiagmErginpéhe shaseaging
merging the closed snapdifference file (1430) into a snapclone (1420). 49
snapa#derehelfile (1430) into a snapclone (1420).
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