SYSTEM AND METHOD FOR A W RELESS MESH NETWORK FI ELD OF
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[0002] The nonitoring and controlling of devices
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honme smehisqed slecbntmllad gBog:-apiples atondtbeag had eontrolling devices within
hlstorlcally coIIected data | ocally. But to. .col]lect
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di spersa neters to physically read the neters’

dat a. thpi0Q8y be biokyeatem, hmndre:cbfeemwa}ce aHewewedrf hardwirhdwenitoring and
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residential homes dispersed in a geographical area have historically collected data
locally. But to collect that data, utility personnel have had to physically travel to
each utility meter throughout the geographic dispersal of meters to physically

read the meters’ data.

[0004] However, in recent years, efforts have been made to'develop automatic

meter reading systems for utility meters such as electricity, gas and water meters
that avoid meter reading personnel physically inspecting each individual meter
within the geographic area of meters. Some such systems incorporate low
powered RF transceivers in the meters that broadcast system information, such as
consumption data. Thus, the broadcast area may be such that meter reading

personnel may drive near the location of the individual meter to collect any data



personnel may drive near the |ocation of the

i ndi vidual nmeter to collect any datastored in the
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personnel may drive along a street of houses with

nmeters equi pped with such RF transceivers that

communi cate with transcei vgrs in the personnel!
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stens

is | imbkesbr, @Ffiduesds in E@Iﬁﬁlﬂllcéﬁﬂg tHeataed acabdsehptand Buethat carries
i ncl uded installi ng, nodens and of her cQ ni c

devi dugh |Vﬁ1t@g¢eelp@ﬁ§1ﬂ:3é |h9s pwp‘@aeq-@lagy diffig 16%35}8]6&7 tna)akmg this
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pr Opomhmumcaﬁtmt devices imvthievremotely located meters that couple to phone lines
and other communication links in the residence or commercial location. As a
nonlimiting example, such a modem may connect to the homeowner’s telephone
line to periodically communicate usage data and other information over a
publicly switched telephone network to a modem at the central monitoring and
control location. However, the problemi with this proposal is that it involves
other parties, such as a telephone company, for implementing the system and also

suffers from a lack of priority. For example, when the homeowner is using the

telephone line, the modem in the meter cannot acquisition the line. Requiring



ot her parties, such as a tel ephone conpany, for

i npl ementing the systemand al so suffers froma | ack
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the tel ephone line, the nodemin the neter cannot

acquisition the line. Requiringutility consumers to

procure second tel ephone |in for ter.cq S
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communi cati on net k 10
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data ‘can noni t ore also controlled froma
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sol uti on d[(?Ir,@{gussed above tg ﬂrﬁ( i npl enent ed, such as
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distributed meters into an integrated system wherein data can be monitored and

also controlled from a central location has caused some of the inferior solutions
discussed above to be implemented, such as requiring meter. reading personnel to
drive through areas where meters are equipped with limited broadcast
capabilities. Moreover, the prohibitive costs associated with installing a great
number of portals and/or repeaters in an area so that each individual utility meter
can be networked has stymied the development of wireless automatic meter

reading networks.



capabilities. Mreover, the prohibitive costs

associated with installing a great nunber of portals
wanwemsi1epeaters in an area so that each indi vCdwakoos031797

utility meter can be networked has stym ed the

devel opment of wireless autonatic met er reading

net wor ks. [ 0011] As a re r et for un dre
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DRAW NGS [ 0012] Many aspects of the invention can be
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drawi ngs. The cOmghgRYSHONSFH AN IS WPIEGSO!

necessarily to sc ced

[0012PON Cl eakiaty iakbaetst datht igvehtion pan bel bptaéramdérstdmd Wlth reference to
present invention. Moreover, in the drawi
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B s
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| i nk$oreFPoafmemaes fhyprghonble SSFRIWEYS 0015] FIG 3 is

[001§]ag' agr anpRf § h? a”ﬁﬁtgraﬂ?tomﬁé‘ nsh Mefvork WithNarP a8delginBde and a

o node on | ayer hi ghlighted to illustrate the
r epegilenliyadfeadib andgsr ocess i npl emented by radi o nodes.

[001 %(](?”Oi ﬁ] t EL&%Q? tl_)sszh J&fgé%\év]o ard s%rfe ?@r&ﬁ@g ViR ¥5 Bidirectional

sel eq E%laaurtﬁ@%ﬁ@ﬁoct@rshmmmm cating with access
node of FIG 1. [0017] FIGS. 5A and 5B conﬁ)rlse a

[0016hart di agfczara iofa chmamecgﬁﬂ@tmash sk dds Nﬁthe%agléaadw node
by a radi
e e A e RS By s
wi t h adib nodéd. 0 nodes i n an unregistered st ate. [0019]
FIG 7 is_a diagramof_ two nmesh neiworks ﬂ |m64 £
[0016D 1 ho neERG b aae HoBhit Giatrym i dhe proces Bt Haitsio nodes o
nodes;, EP Y i n’?‘etn? %or@e#e%%eﬁ %@Eﬁ@?ﬁ}? caﬁtﬁ%ﬂﬁtn&% %Q%C%Jwess node of

FI G I'Ss a a ram net wo
shovmmg}_tlhe dynam c reconfiguration of the networks.

[0017] FIGS. 5A and 5B comprise a flow chart diagram of the registration process
implemented by a radio node of FIG. 1.

[0018] FIGS. 6A-6E are diagrams of a mesh network like the network of FIG. 1
with all radio nodes in an unregistered state.

[0019] FIG. 7 is a diagram of two mesh networks (both similar to the mesh
network of FIG. 1) wherein select radio nodes may register with either mesh
network.

[0020] FIG. 8 is a diagram of the mesh networks of FIG. 7 showing the dynamic

reconfiguration of the networks.

[0021] FIG. 9 is a diagram of the mesh networks of FIG. 7 with the radio- nodes
dynamically adjusted and load-balanced.

[0022] FIG. 10 is a chart representing the distribution of time’ slots for
communication between the access node and various radio nodes of the mesh

network of FIG. 1.



[0021] FIG 9 is a diagram of the nesh networks of

FIG 7 with the radi o nodes dynam cal |l y adjusted and
woOaew/bel4anced. [0022] FIG 10 is a chart represems2wg031797

the distribution of tinme slots for conmunication

bet ween the access node and various radi o nodes of the

sh net . FI 1.10023 LS, - '

100 rosh netur b1 & gt et Bbls iy § B B herwork of
i || uspRAiiNgstREas agesageRedlidaidon. [0024] FIG 12 is
a flow chart diagram of the nessage consolidation .

[0024] ocess, &$Cshdima flawrghart @ggra{noqjg@]: npysggge epnpelidgtion process, as
di agr f. ocess for consolidating outbound
nessa%‘gé‘?l 13%2%‘ Diown in FIG 11, [0026] FIGS. 14A and

[00254B conpr iF$@. 3 {d odiabant oflihegramesofortdoasdidetisg paithbund messages,
nodes execute thpci){muni cate alarmconditions to the
acces¥ShPWaIP PG L1, [0027] FIG 15 is a diagram of

[002%9 mesh neti\gg ki A4 Fid MB tOmpAS: MBSV MREHNOSL the Gepdradio nodes
IFlustrating the alarmreporting process of FIGS. ?L4A
and lexBcute 0Q2@8hmEhicse alBm conditibBtacibapedesenddesyl; ldGat t

I agrans the.process far co icati.ng, large scale |
1005] 5 Sdcast £ 18n1 SibRGAE TR e CR BRIk e s, HEh Betwork of

[ 0029k 1cE 1 Giluskting i AndOFepBitBiy pRodEBSHf FIEIMLK dnbldkBi S

an al ternative enbodi nent of the nmesh network of FIG

[0028] [OOEO] GBS, 168 angl 368 equnprise ofloviahertpdiagigmshof the -process for
net i | i
ot ot St ads® shAIE LRERGL A R it derfRURIAAG. 1

, [OOEP]G 19 i ¥1@. U7 g diapein aha exeiméiamoyk thadisanditenative embodiment
shown and described |n this disclosure. [0032] FIG 20
, i s a eldghe mesh nefyoskehiGarly di agram of an access node

shown SGI ' ] [ T
008 <R P11 [383@]é ?ﬁa%g%fjlﬁglﬁh 2 "353?62%’ ngsg%lHEDtO the mesh
di scusgwdrkadfd®IE, 1tichinslediestbidgitendmonipster viaeswidaend network.

re enbodi men il ted in the ‘ :
1003 0ve r of SHBnELE GBS TREHEURRY B e 45 o Vh e described
to |itistddcRsiiescl osure to a single enbodi nent or

embodi ments that are disclosed herein. On the
[00323nt r ary, RlGe2 it emonlimiting exewptary(diagsam of matdcoess node as shown

gg:j”%&g#agri%gdgr&g? Sghj]:b\é&le:_ent s included within the

DETAILED DESCRIPTION

[0033] In addition to the drawings discussed above, this description describes one

or more embodiments as illustrated in the above-referenced drawings. However,
there is no intent to limit this disclosure to a single embodiment or embodiments
that are disclosed herein. On the contrary, the intent is to cover all alternatives,
modifications, and equivalents included within the spirit and scope of this
disclosure and as defined by the appended claims.

[0034] A system for an access node coupled to a computer to wirelessly
communicate with a plurality of disparately located radio nodes each coupled to a
meter or other sensor is provided. The radio nodes within the communication
range of the access node orient onto a first logical layer to directly communicate

with the access node. Additional radio nodes beyond the communication range



di scl osure and as defined by the appended cl ai ns.

[0034] A system for an access node coupled to a
woanpuse7t o Wi rel essly comuni cate with a pl upariusyosn3i797

di sparately | ocated radi o nodes each coupled to a

nmeter or other sensor is provided. The radi o nodes

W t hi n.t;he_communj cati on, range. of the. ess node .

or i onpt Gk 38 Tt Rt POy Bicateq it 1EE AR B8de by detecting
conmmupdaiuficMiédy frhra r@&@&@ﬁe@@ﬂ%wﬁdl@gichpmﬁérs rtegli @e closer to the
nodes beyond the comuni cati on rangeof the access node
i ndi r &eoePsy nedaidhiselgetinaptiadionsodec pbdle defgetedyradio nodes to be a

det ecfe]'p@?celc 204 l‘f’eagellé%% {e@@aﬂ%ﬂ I?OQIiet al %gﬁﬁabf)enmlefﬁgg gﬂogcity and a

| ogi ca ayers that are closer to e access no

sel ectuitapleapoaeh Rveloeqedlify he adedpeatte dvitield intaynpetislidably change.
be a pepeater naqde. The selected repeater node has

avai | éﬁfssg e §restya ireghly conupicAsdiojsnarcasepeqe for further
Lo quadhi¥inRtich foePSRkELG cofpuel. may periodi cal 'y

change. Sensed data is directly or indirectly
[003dmuni catldé. il as & Wiagame ©f saesb detwook 10 wotipesing access node 12 and a

i cati . backend 0035] FIG 1 i
O o R oG Bt TS 16REBM T4 T louedS, gy v} gendomiy
and apRHRI 183icAIBdreuptddeSundSdesss 3 dé 0 hidhofes dda controller for

The radi o nodes may be randomnly f()l aced but Io?i cally
gr oupte gewuI Avcasssgaorry 102 heek end axstan &se F1G. 18). Access node

cont 1 ) L&Y 1ElubIE p0 R 39 A0 A ARBY ek B flg temet, o

back en yste ACCESS “node

coupl &¢d Hayk andvsgitera 36a (K3, VIB) khad ahy(td farthd@lore SuGpled$o a central
the Internet, to the back end system 360 (FIG 18 62 and 364 of
an O

that a9 menitogingnerllestien aadpr «gnirel area dpchads Witsa

nnnitpg%g%, col l ection, and/or control area (such as

uni ts” 36 g’nd 364 of FIG 18). [0036] Each radi o node
[0036§uch as rBEmthoadiodedi{yudhams cdivmode aecad tébmmnorese with access

node 12 either directly or. indirectly._ through other )

Fadi onosad. S HESHRoR iTRESCHy hkorlah other pEdRadpges In this

nodes,{ifniiag! &alniple, IFHRURRHL | RodelY &S 1dgdically grouped in layers in
correspondence to the number of |inks to comrunicate

Wi t h emtspendeocetd the Mimuber dhlinks & pomnuniceienyiteasngss enode 12.

in Fl 1, radio.nodes 14 .16, . and 19 a ayer, o

0" bec S % ECURERIE rotiele RS 1 Bfetted 1€ 7519 are on
bi di r RGéd OMbadst NKosel tallioagdiRs han@dedidedt bidiR3MdnaEamR with access
nodes 14, 16, 18, and 19 may wi rel essly conmmuni cate

via amP®RHZmdem (or other comunication means, as
003201 B BES AT 15 £ SR SAT R o o
art e (or other communication means, as known in the art) that is configured to
communicate two Wéys via RF links, as one of ordinary skill in the art would
know. Furthermore, each radio node includes an RF modem and one or more
application dependent devices that perform functions such as the following
nonlimiting examples: data acquisition, information display, power up, etc. Thus,
as a nonlimiting example, radio nodes, such as radio node 14, may be coupled to
an electric meter, gas meter, water meter, or other monitoring device such that
data that is monitored and collected may be communicated by the radio node to

access node 12 for communication to the back end system. Likewise, the radio

nodes may be coupled to controlled devices, such as a pump, which may be



know. Furthernore, each radi o node includes an RF

nodem and one or nore application dependent devices
wohede/pexf or m f uncti ons such as the foll owi ng PCT/US2005/031797
nonlimting exanples: data acquisition, information

display, power up, etc. Thus, as a nonlimting

exanpl e, radio gfdl? radi o P‘?

coupt WA PECRT e iR R0l B Fodtitp (PRlpsared by che
or otfeessydetiori ng device such t hat data that |s

nonitored and col |l ected may be communi cat ed by

[00384di 0 nodeéds igd aé@ésebovmd@hqzwfl@rlﬁbdﬁnﬂ;% gt | oﬁetl%cafweon layer 0

back %{éﬁd 3y $h nHalc(eeMdescﬁPf Filladadi @ da0de SIn@Xee@ﬁ’lché%nonhmltlng

coupl 0’ con ces, such as a pu
may b@tab;l’[ﬁh@dascshoﬁrﬁdn 6. b,ythbdwadmdmotdem dd,el@pld?n aadh 19 are the only

i nstructi on_copuni cat d by the access node 12,

8]
As i ndfioapedesaBoleG. dalib nygeamauinicais dijget yaw&hl@?caﬁsenode 12
| ocat @&a&% 4cBY8 rnoge: ?@% WEY:n S TBARLERE S LBEE bDealth Haho node 14,
access node 12. In at least this nonlimting exanple,
as shoawi8i ammdr195. 1, these radi o nodes 14 16, 18, and

are the only radio nodes i.n Fl
[Ooézmmni catidede i[ngg)tnpgyr%q Hoieéclgggesﬁorbeiw L% &%g%sﬂwned such that
accesgePed§edidvd ﬁarYMrﬁﬁﬁdhstcﬁﬁn&Qfémé&lﬁéﬂ Sﬁﬁcc[eé‘é'lﬁ&ieoﬁ Similarly,
each radi o node 14, 16, 18, and 19. [0039] The
r emai tnarmgnmmsofr@mmess modeslA eranglbk raw@ivedeby the remaining radio
Cgﬁlr]gxlil&%gdrégrgﬁg c{?jong/ Cdc? ergcsl’l%ﬁoggg hégel 6! i@%ﬂ] 1%%'6%%8 devices for

tr ansmrﬁﬁﬂdﬁigslnffémmt@ﬁ GefSs ﬁ@l@&teHZatthbglcbbldcet@cﬁi \bad those radio
by the renmining radi o nodes, Therefore, not only dq
r adi onaflsaalsongpeat gvireless tREMIBYoR% Fapaivad ‘Tegaw flco@ihtioradio nodes in

forrgg@gfgawgﬁpﬂpatlon that is collected at that

ocatron, but those radi o nodes al so repeat

[0044i]r el ess tIn alns MosBMmitig axempley awsh notwdrk é 0abhwinsrfadi layers, which

nodes, |n sh network 10. _[0040Q] In. thi nlimtin
exanpinglud e Hekamrlqu:/@r 2daveiinand javer §. 3@? yariqyiragio nodes are

| nc| ul%%lc'aﬁ%/ %ca%d 05 thds@YRE lgyeré aBﬁtr asgmdﬁ:%dla%bf% just radio
4. The“various ra o nodes are | ogically |ocated on

each oddesHds&6,fidyend 49 dre: a Buectésdlrawouaitladt witloeecess node 12, as
j ust adloﬁ%fd s 14 160 18, and 19 have a direct

bi di r BEY 15 o1 TPgicalie¥ e Yaccess node 12, as they reside

[004N | 0gi calTHeaytBér @diol AR hisel Roeqibhendicaside dH08essiti Qayer that is

néar by radio node on a |logical |layer that is closer to
t he adlesssdo tasleccess ogde 12danemmpunicagnavwvith thhacogssceals 12. Radio

Eggg S&%dﬁ:s lerg 'el(rgyegol ﬁgormguﬁl%%(tgr w;th ! rhoﬁ@st %n\Mla{}Jgr ranﬁ Oorder to
communicate with the access node 12. Radio nodes on layer 2 communicate with
radio nodes on layer 1 to communicate with the access node 12. Layer 3 radio
nodes communicate with layer 2 radio nodes, and layer 4 radio nodes
communicate with layer 3 radio nodes.

[0042] As a nonlimiting example, radib node 22 on layer 1 communicétes with

access node 12 via radio node 19, which serves as a repeater for communications

between access node 12 and radio node 22. To communicate, radio nodes 22 and

19 are placed within each other’s communication range.

[0043] In similar fashion, one or more radio nodes on layer 1 may serve as a

repeater for the radio nodes on layer 2. Furthermore, radio nodes on layer 2 may



conmuni cate with the access node 12. Radi o nodes on

| ayer 2 communicate with radi o nodes on layer 1 to
woansiaate with the access node 12. Layer 3 pawdius2005/031797

nodes comunicate with |ayer 2 radi o nodes, and | ayer

4 radi o nodes communi cate vvith Iayer 3 radi o nodes.

[0042] As a nonlimting,.exa 2

I ayerseri’e@éﬁ?ﬁﬁﬁ‘ie Egl \Ng‘ihﬂ g ecgjslaﬂ?f eOFfﬁﬁg' gérrggﬂ podes on layer
node 319,y WHERs RBEHAS f@SorR o ARVEbEIhe rRTio GOME¥LIN lagdridons

bet ween access node 12 and radi o node 22. To

[004épmmuni cafteshonlddheonatediBxt 2z w@u;gawseomhgd@@h\,@quqk 10 do not
? ZEEII%EQSE%Hz c%?rg%go%g ?;a' quﬁ/ﬁglgﬁnoc[eog a8l anL@ 3 REs node 12 or

1'0 nodes on 1 may serve

as a #n@pfRdrefadfoohoddrelisedidpa nagtess @enéta&ezs 18gical space and is not -
Furt hernore, radi o nodes on | ayer 2 mayserv

r epeateg¢3§amlyra phy@ma]agrpgplﬁg @b sadap, nP‘éei?er $3a n@ﬁﬁg‘tqng exaple, radio
r adl 9 gogﬂ ﬁﬁ tﬁ@ sllrﬁ% q%; cggyacﬁﬁﬁ %eal%c:%@(?‘[%g(@fﬁ% ?ﬁys@d&? distances

e’ra s on {ayer
s h oul fiorh ehdadcesh nddatant heayviotineosssriy de grafpet Hegatizghbut may still

network 10 do not necessarily co dt
| ncli iete Sie OSSR O SRBLOT FBRTE KL BESorrsa8080 13y Neygrtheless, a

ot her, Flﬂ'gﬁuﬁceﬂﬁq idikddEibHA Fink FndyedsidbiiskbRANReEbndmy radio node and

| ogi ca pace and Is not necessarily a physical
gr ouphagcaess naidild afdeseshisetaomolfl.i mi ti ng exarrpl e,

di o nodes on the.sane er can act.ual | .
[0045 var yi ng Sphy PRt %%%?%%SCWIBWW% %%ss no% g%athhed
rmy nt?(%]m NEEE T8¢ i1 |7}’ wARhAE OHRSLEr YO &ﬁ&cﬁ:@ﬁ& ndidt 127efn this ddnlimiting
have the same nunber of hops or repeats to the access

node @amplevatic hedets commupivanvediRoR 15108127 &8t lpiial, which also

acoosOrmieds’ i RS aRE Rt a2 Bl B34 O taver 2

nonl i d¥nirhiig c@¥ammthesad@ondden2T ahllay*erp]awhlé’rﬂltaeif/ cbmmumcates with
established fromradi o node 17, which is g
to acedwsnefsdty op layer Q.hiAs AsaisseH £bovs: é@ég 3 mfﬁmumcates

node 4« WE&%Eseﬁ &’3' H]sﬁ Cin%: BiAfECt apﬁnﬁ Qﬁ%ay?’be estabhshed

whi ch aCﬁg conmuni ca es’ W|t radi o nogj | ayer

Egdl Othftﬁl J 65} tﬁérﬁaaﬂeayﬁps Br ansmissiost thsou@trhdmamdes rh%,dEQ 24, and
on |la ic nicates with ra

22t s g gnalinigel cneTeHHE J0 BE Pl eHtD bagreen radio

CommﬁHd%aitﬁaﬁfl% ﬁh&y@ W th access node 12 such that
bi directional Tink 20 may be established through the

[0046&peat ed Mpksmsa&MmmesbitaihbeIQW; ouagtio nade atteraple 40 !Ignimize its
2B B P s SR ety i
accesgsef0fogially close as possible to access node 12 in terms of the number of

repeats or hops for communicating with access node 12. In this way, each of the
radio nodes of mesh network 10 may be bidirectionally linked with access node
12 through the radio nodes logically located on a lower level, thereby creating the
mesh network 10 of FIG. 1.

[0047] FIG. 2 is a diagram of the mesh network 10 of FIG. 1 with the
bidirectional links for all the radio nodes in this mesh network shown. As stated
above, each of the radio nodes on the higher logical layer attempt to minimize
their distance to access node 12 by searching for repeaters more closely logically

positioned to access node 12. In focusing on radio node 19, it serves as a repeater



[0046] As discussed in nore detail below, a radio node

attenpts to mnimze its distance nunber by preferring
weharetoars4r out es to | onger routes, thereby pl acrPam/us2005/031797

itself as logically close as possible to access node

12 in terns of the nunber of repeats or hops for

comruni cati ng th agcess node 12. In.thi

o0 v e TS paedtodR Btk HEimRgs SXamSES" Although
bi di rc%ﬁfrhrﬁﬁ@eltloﬁ link@l@qgls ‘é’lrﬁiﬁy%%ﬁ YesdnPEE aBedel ddigbe 3Bon layer
radi o nodes logically [ ocated on a | ower | evel ,

t her Sogoromenicking erlnerad@snp%e%"mmhéc}wswfradlpmodf 22 ogpleypr 1 as a
d| a f th t
1S, st B PR L s n e

i Nt somshiches Wathkragloowde 36Sor151a§éxell \allileh dtselé actnahicates with
the radi o nodes on the hi gher | ogi cal Ia er attenpt to

mi ni ipdie nodei2e. dingd amdiscuserdeatoregadigdide wlneegr%srr@th radio
for r e ely logically positioned to
accesngﬁggg E[Sldfg&b%d%%g\asr ng on radi o node 19, it

[0048r ves as Radioepedt e9fs‘mppedtsmnactolnﬁm1al fhédiieotioned elinld |branched out

thlsnonllmlngex cqmuni cation |i

20 ey Ry adaus % B 6 AbdSesd fndio node
layeryg3,£9 C@+1%§ ﬂ@nﬂ? 5RO ARIE gy Wihih BRESctional links
radi o node % as a repeater ?I

C O MTURtle atuhergremaﬂlbr mmmmdrmnhdoelg)f racﬁlhewds:e logicadliyograwpis around

38 on | a er omuni adi,0 nade 3

50 ocertieddi? oo ReCs wifibited S B A g0 F0ds e serve as
as d'I%ﬁéé%é@@or%@c\!seposftﬁﬂb@ off ‘Pé%ca@l% 16 QMR Elaydkt h

radi o node 19, as describ ove. [0048] Radlo node

[00499 suppor Qsit afialh i nad@rmdesathat rI@éQ th@rramerspmﬁe}aé(ﬁm@aber some

ggg i{ﬁ r 38??% r}gé;fg%'u atgngﬁ ‘%e‘%o %fgfm(%qaﬁ é‘ % el%gﬁflr F¥F Fad%o nodes on

Cons egpienlly highaf ﬁ‘a@ﬁﬁbet@@d@yeﬁkﬁ By adTed ﬂtf&rﬂmate between radio nodes
bidirectional links with theoretically unlimted

nunberased ondby degreriet ablél@r tapirye g @u@eeﬁt%rp Seffrak pade in mesh
node rge%vvgﬁg %' 9&9 ﬁtgsatoradgtylfnfuhgé Qf%t g\nﬂ)fer.t Ng, at least one
radi o nodes may sBrve as repeaters or nodes

posi tn@ﬂmﬁtlﬁg’leiangjl@ahdhy nlodwermﬂm higher polvdrayperter vil0e18E generally
Qut of all the radio nqdes that share ti&g sage .

speci crqe@erlatyelre A SPLIG B8 TRRRAES © 1E;f'i;’i’r tadiq, ppdgs withplgwer power
ot herlﬁ_]nltl é’ | BY dRfuked %@?@de’c&PBelB@%a@h@9&18%0@@ computes its
| ogi cally hrg nunbered | ayers. So as

di ff ecr\emq)oazbeninabemeand peanhdmaﬂpd@thas‘redlecghthEg dahe eledes of its
of abjli to serve epeat er ach_r.adi 0,node

mesh SrstTRERed O SO o TOF Riest i fiate IS may g vorth Siven some
nunbelynsidera@bnd €ast one nonlimting exanple, radio

nodes w th higher power nunmber values are generally
[0050] As a nonlimiting example, the power number may be in the range of 0 to 1

and may be computed based on the following formula:
PN = Xpattery * Xpuffer
In this nonlimiting example, Xpatery is @ coefficient in the range of 0 to 1 that
corresponds to the battery status. A value of 0 corresponds to a discharged
battery, while a value of 1 corresponds to a fully charged battery or constant
power source. ‘
[0051] Likewise, Xputrer is a coefficient in the range of 0 to 1 corresponding to the

message buffer status, or available memory. A value of 0 corresponds to the



deened to be nore suitable as repeaters than radio

nodes with | ower power nunber values. As discussed in
wounows/odeai | bel ow, each radi o node conputes i PETMAB05/031797

power nunber and periodically infornms its neighboring

radi o nodes of its determ ned power nunber. The

process his_m

consi %oe tP%tﬁhe FB% dﬁler}&% otf?h V\g&dfo c?ln é? gl)ys qﬁt?hls s&tlhatlon the radio

power nduéndaghotsivels al rBIf)éafEQ dﬁlalﬁcgﬂledﬁctﬁh&tdts]mﬁﬁdryﬁawlb eln serving
conmput ed based on the follow ng formula: P _N
Xbat t & § 1ePORIF fstances 4y sOGe8h IS}l‘Ph fhaﬁdh%%%@u@de stores messages

Xbat t f n t
corr erg%éél\n/%ﬁg f?og’f ?rﬁ)élgéb %Heﬂé };/érslt g%lﬁ S'&% ﬁ'&hﬂn# Q dertdi@tamount of
cor r empmodsint the aadlo si0tar @h@b athe eadio nmﬁe hes ao xmalﬂablecrhemory for

éo:/:\gﬁg g onlg; h r%%s(ggaaeff ule: égwt gétgaes)@oqd bg?%:at&err yISlEéWI%g nasxt/eaue of 1 for the
coef f i, grentiaih hdis HBRABe FheBadeObdffGOMERDBP NI LAYt ,&I @nd can store
t he message buffer status, or avail able nenory.

val uemefsagesdortragsiponds t o thenotion that the buffer

nory of ode ull, In thi i tuation,. . .
1008F e r AaF o HIGRS R Bo dorts oh icsh meudief e Hef asibtity and
fact {dmhuhicShimBMMiNe hetwbilkl topolbBy.SStaridR@oer Way, each radio node is
repeater, instances may occur such that the radio node
st or elogieelix agete phitenesest heighbersdieswhish it gis restabljady and maintain
t here c
radi csbblpfich, ° &5 b ATRIRE e FRRIY 0 drifiges o send o

menor medsage it RckRGodelth) the sfldgesde thikes annstardgicoasd&ision about
repeater. Likew se, a value of 1 for the_ buffer status
meanswhighto tlﬁ@%%%@w wevser?émeat@ orpelgying @ ragssage to the
store, n 5

nodes aggs% &g]ﬁslrg et %/g{ek hﬁ: 1%| l?ndc%egtggellsg{eh&féﬁ a{saagi‘e cater in turn
comufolloasithe tsyme prédess aet vlordses opobbd ity nestesit mighbors on a lower
anot her ma eacg)radlo node is |o |c 1y aware 8f its

near e%‘fm]?Fé r S’FWWS&FGPW%W pSodnd< In this way, a
Al ntﬁﬁﬂe&ioﬁﬁﬁcoﬁﬁﬂﬂ}@a’u&ﬁtﬁnﬁn sudlS adei bbegh BROVE, is established
when a radi o node prepares to send a message to access

node Ulwetrthenodaslitbatnowey melk alsreetly | qostraurtieate onigh access node 12.

deci ut which.gf its nearest nejghhor

ae a Nefelelt B B st TRAES T PR RS0 B ifes its own
node ée%ernhhz!&ﬁw £580 whith rdidide estesetRatrepsatd elvBich @thydseriodically
a repeater in turn follows the sanme process and

choosehsngnbase onpewierairakars ped ghpiotiiciin ag dessiibed below.
[OO%'inber ed lé:géig_ll ?:c]ha%t’e{n){ Pgleatﬁes% AERER R of FId., qa&fﬁh radio node 33

cess no
on layer 3 highlighted to 1llustrate the repeater selection process, as described

above. Radio node 33 has a communication range 49, which means that radio
nodes 17, 27, 38, 42, 24, and 36 are within range of direct bidirectional
communications from radio node 33. Likewise, in this nonlimiting example,
each of radio nodes 17, 27, 38, 42, 24, and 36 have a transmission range that
overlaps and includes radio node 33. (The transmission ranges of these
respective nodes are not shown for clarity, but in this nonlimiting example, their
transmission ranges each encompass radio node 33.) In this nonlimiting example

of mesh network 10 in FIG. 3, radio node 33 must determine which of radio

10



bi directional comunication |link, such as link 20 in

FIG 1, is established between nodes that may not
wdio®oBis47 communi cate with access node 12. PCT/US2005/031797

Nevert hel ess, each of the radio nodes in nesh network

10 nakes its own determnation as to mhich radi o node

to use s erlodlc change . .. .
basediet gdner dimberd S & Repci ¢ Eqneger O nicating with
descrjhes hkbqw, [0053] FIG 3 is a diagram of the
mesh network 10 of FIG 1 with _radi o node 33 on |ayer

[008thi ghl i gHtlEa4 ioa flpwishert diagrann 81 pEBedresess 81 which gglio node 33 (or
gggﬁﬁ%ﬁyc a@?lo ga%?(g %ﬂ)d’e glgéllggv ﬁet\&Rﬁg |1§) &?ﬁ%ﬁ‘ieg ?%Q?‘%ecﬁmé asrepeater for

17, 2domd@nicéizng %th albdeSBGn(ﬁieelw t Riponr engmendingi the Cprocess for
bldlrectlonal communi cations fromradi o node 33.

Li kewsdecting @ repraternidiq nade; 33gmenizarp fe, coggeppieationg gy gther nearby
nodes 3 , d 6 vV

omger bt oles, b, sféwn o @PTSE TR ot AANHESLDY performed
t r ansperislicallyrtayngesradio nbxiﬁs,eamiasrpettaawteomdmﬂlram$g nexample, this
shown for clarit

, but in this n i.ng
© hor TmoRern SEIoBs T ssemiedh Eons R Ratioy aede o figages in this
33 ) hﬁeﬂlﬂg SmRbédAudd Bohe XRABY Gaib I’I@EE‘ rﬁ‘%?}I Yﬂb'hlﬁielgothnthe layer
3, radi o node 33 nust determ ne which
r ad| onmgdes d@id, p@wer B@8nber2in gular Rfthaosteduem aBhide contmuously

Fr g ST SR i e ST il Ay noces

whi chiibadiie RRERoRE dddimaiyatRhbehs KBE® iNOH& 157, mﬁﬁfm least one
network 10) executes for sel ect i ng a repeater fo

communddaniting expmpleatiedist oqatinupusiymsiustesnbih 61%]gsttfh%’ also be
pr oceg& ugt 3l acséglr {d apréfe@é?r %ferd 61‘1%8 2 d}%q)? o§c§nary skill in the art
moni t OF or co nlc t ons Rer e yra
nodeswoaﬁl asmmw n st ep 54. Thi s noni t ori ng pr ocess i's
ferforned riodically by the radlo nodes in

[003%ast one Itheristiin @St@:béﬁh?ﬂ gadip ppde %ﬁnga@ﬁ; PPgStﬁl? é&e\gléwh is the
is ex tant ol et
| st S RHEE OBE IR off he Sk 00 e RRAP o the Dl mumber,
i ncl udseeﬂnhng ak Iparﬂaayautenm,mndronalm:lpcpmmmmher;‘miescehding, a secondary

regul ar SSi 0 Wi |l e conti nuously. receivin )
{ heseditetins e Bane Rl oot §8 wletip refaiety| nogSror radio
of NegsdRys NEUES3 ) aR8A b fis m&lgfn%%e%m%ﬁﬁﬁ cQiunitition range
shown in step 57. In at |least one nonlimting exanple,

this #QQﬂGlé)contlnuously adjusted but the list may

orlod. b ;ﬁe&%mva% A Nﬁnfbﬁ% o v Neer
know. 1

36 2 0.75

27 3 1

38 3 0.5

17 4 0.9

42 2 0.2

Table 1. Ordered List of Nearby Nodes for Radio Node 33 of FIG. 3
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[0055] Once the list is established, radio node 33

engages in step 58, which is the ordering of the |ist
wofodsla1zaear by radi o nodes based on the | ayer RAWWS2005/031797

ascending, as primary criteria, and on the power

nunber, descending, a secondary criteria. The

foIIovmngther sents the qgrd d.list

[005@bdes f or RrdAPEI: %g‘@@‘:?sr—tf’ ep§ BRICE JlTsHS r?(go B85 ¥ move to
surr %@@bﬂ&nr@* ENRG! 1 WA nBAGORTHN SRkdORiRAARat4R less than a
(FIG 3). Table 1. O dered List of ar by Nodes for
Radi @ohfigeatia tiukshelds, As p@n@ﬁ@]mtmoﬁmmplm 3@iogddla Aé ds configured
to ste 1, which d|r
bot ¢ otiesfhe ) o oot Bt B Q08 Feitd I pOTRBabE o Bepeater

that rh§ol@as4s %Gld&ae@ﬁ&ﬁdd&d radb@tonhbL£iH6 %bﬁacc&ﬁilrfg to step 61, even
nonlimting exanple, radi o node 33 is configured

such though ihisynsdaeer lﬁﬂmbﬁé?d Jagers2.t frafisgussed abayeeigip Rage 42 may

be unusabl e as a Lep [

nove a?’ % at?low%ol%% (f% du% ﬁgtl%ag)g\g?%é&ﬁ@ %Pé}g’ %t.att,us' Thus,

even Hebig dfihis 1ew ﬁﬁm@eﬂ oade nodeTd2 iedndesiyshle as aAspeater, and it is

di scussed above, radio node 42 nmpy have a power nunber

of 0.2zceidingloelimigated fopn ey copst RS 81EReFEr Thus,
[OOS?ﬁcause of fgep'r%oﬁggl)ﬁ'z gnﬁl%r listh g?“ IgdBOHGde%Z rh@io node 33 thereafter

deS|rab € as a repeater, I's accordingly
el i mdeadrthek rvdratien rtlhdwpaswmnsnlmbe rodtthemdas nader apthattcm of the list is

0057] Aft o
Eadl SRR e ’rgé%ggef ﬁg?&ﬂgeﬁﬂ‘%es WeReiPRdpa ttﬁg Hﬁ)mrnumber 18
nu ”b%elcﬁ{é olshe tﬁl@ﬂbﬁlﬂf?ﬁﬁ? eﬁﬁm‘hﬁe— Itagi?) Rfde BRGedort§ hatiSto step 54 and

above t confi gurab hres not - neani ng
t hat dghim pmnmsnbenltomgaéblommnslmq@ﬁpm é)ynm?ﬂrby‘nrmdﬁfg for the
exanple -ra ode 3 orts ck to ste and
agai rPuEB(?Fﬁé’g é‘étg é’lﬁ 19 B?dqumw ThYS r?sregeater

[0058ar by no@@ﬁni AbnliniEnpUkAApR Ml ehewh il TablRAL, h?@dlo node 24 does
radi o node that may serve as a repeater. [0058

In
t hi s inded; lmvpmgomam@l abad ingregpsthan A.5Tabtde 1, also shows that
radi o node 4 es i dee po e |
gr eat 8111 %ﬂ 03s aPler %ulgﬁéslroogﬁ %glﬁ #H‘Hé %F téxli] ;Hé monlimiting
24 haescafnﬂl@m@d hzisttma?ér Rfmber oRadh@wmmats:ﬁ)wen numbsr is 0.75, which

nonlimting exanple also has a_|ayer nunber
howevie lowertiBarthaee wist rwaber of radipgiodgRf ¢ H*CP%ldllfkﬁbérfa@lHa{wde 36 is

the p%%%rbeﬂ) %f %Jdlerzadcfs% g&ﬁgﬁr‘épaﬁé}%f Hadgote 3padi o

node iSTa ow ra as a potenti al
[00Sogpeat er Radior ﬂ(ﬂie@m batea Idyer AT} oRAd lvﬂndol:kehlglierh’dnan ahe layer

| ayer nunber. of 3, which h an the | ayer .
e b o otz bR el SR raio node 27
even ﬁég?fyo Bigné V&ér'}ﬁ%egZhaﬁaﬁdﬁ MR, iRAWMEer-RHHRE Nayer number

t han 6, 1ts higher-valued | ayer nunber
causes it to be placed third in the list of potential repeater nodes. -

[0060] Likewise, radio node 38 is placed fourth in the list of potential repeater
' nodes behind radio nodes 24, 36, and 27 due to the fact that it is on layer 3 and
has a power number of 0.5, which is at the minimum threshold. Finally, radio
node 17 is placed last on the list of nodes that may be used as a repeater
(irrespective of disqualified node 42) due to the fact that radio node 17 resides on

logical layer 4.
[0061] After radio node 33 has executed steps 54, 57, 58, and 61 of FIG. 4, radio

node 33 selects the node at the top of the list, which in this nonlimiting example
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causes it to be placed third in the list of potential

repeater nodes. [0060] Likew se, radio node 38 is
wobkem@diFourth in the list of potential repeatecTnS2®s/031797

behi nd radi o nodes 24, 36, and 27 due to the fact that

it is on |layer 3 and has a power nunber of 0.5, which

is at.the.mni t i v hadl o, negde 17 j

pl aced Pdgiééndégg??é %@?yg#og%ofega% tgtra%)yh(gdg ggea %Sﬂegeater for
r epeat@nminicasp edth ueesf nodes qDakliekétsdforndiey 42hidideiohal link as
the fact tha adi @ node 17 resides on logical |ayer .
4. 10 % FIG $~a3?eﬁa4§8§@°@§aq§%§°§§@§&?eé AT ¥yexecutes this
57, 5 . . , i . h .
mode SEs RS iferpidenfif, 1 AAURE b S Lol ac i modificd
exanpigiamicalii andnexoigin@elislyRadihe medienc@Borkel (eittedf bageld on the actual
node 24dat? a.r eq?%&r for communicating wth access

node YPUYGHE R mng a bidirectional |ink as shown

[0062] FI G 2.ARRsAHS® ERCRsAfHOIoNddenfliniBs eﬁ%ﬁféf KaslBo input in
executes this series of steps independentlTy, the

r epeaPlioStAMBingey canieoliog sterngpeasig apdfesrashomedn mesh network 10 of

Y ool Pkl df B RRSQIERT o il v TR R taegpositon in the

[ 0062hethoeie tstich @dasl@ noRlefiRingi ex@miple, tihh Sadl®Moldslid bhdtioned on a
exanpl.e, has no input in progranmng or controlling
t he r BpEng deyicesueleas abusshibanmpyesiagad qut ologommuenigftion ranges of

FI G Gihed {;ar{d.u'ﬁadifi %?%éé),ﬁg%\%@;; %fs‘(‘léﬁﬁ% tfn RE! ﬁ’ggiéﬁg]rg-e%éﬁtion of these

change position In h™as,

nonl i gerick 0§ stepsafop kelectiny mw rRpéating@odies ® OSIshodn €2l ABcordingly,
a floatin? gevice such as_a buoy that noves in and out ]
of collist ehpedss 3¢ shejes nfable Heay apriefisaladiapes dhrasly, ensuring

ther efpys é&‘ﬁLihaiifvﬂﬁlaf f&d{opﬁodaq{a}s qdist of ﬁb@ﬁﬁﬁ%&ﬁa@% for serving as a

these series of steps for selecting new repeatin
r out esptaeaoc esmmmostetidgto adcesomnddail.y, the |ist of

des as shown ipn.Table 1 nn eriodically.chan
100300 aby” erit AReiEY nanER T R oalis Fh abe LR8P gpay be o
l'i st gddePBheRtdedlly sRRALERE @SthE %esﬁq{e’kﬂ}sf%}ggg}s o%grrgdrl]l@é}foﬁﬁ that has

for communicating to access node 12.

addi t icoprearatodbd b &imepnépamwet dailurgdéto. nlodibis3Gsef radicGnode 33 is
3 may _be a node that is new y.introduced to the
net gl iy 3 S DR st oo pfer imital
a_r ecgdberPiViiter halindnest cehnunlidatibh iveitie al$ &nowAdefzhBOMEo transfer
33 is configured to inplenent a registration process

wi t h Aemaggmieaitered stateriato 4 1eRisteasd Pefger or after
0o 09, 0T oRTLY F3L LB MLkF s SORB AR B e
st at enode to the access node of FIG. 1. As indicated above, when a node is initially
powered up or has previously lost communication with all known neighbbring
radio nodes, the radio node proceeds to re-register with the mesh network 10.
[0065] Steps 54, 57, 58, and 61 in FIG. 5A are executed, as described above in
regard to FIG. 4. After determining that the power number of the node at the top
of the list is above the configurable threshold of step 62, which in this
nonlimiting example is radio node 24 for radio node 33 in FIG. 3, radio node 33
thereafter sends a registration request message to the access node 12, as shown in

step 69 of FIG. 5A. More specifically, radio node 33 wirelessly communicates a

registration request message to radio node 24, which serves as a repeater for
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[0064] FIG 5A is a flow chart diagram 68 of the

regi stration process of a radio node to the access
woadw/0f54F1 G 1. As indicated above, when a NnOBETIUS2005/031797

initially powered up or has previously | ost

conmuni cation with all known nei ghboring radi o nodes,

the radi o node oceeds to re-register,wth.th h
net ORI 5] Teregs ioadiopipdo 32 aih 1. i i @ hocess node

5A arg gxefNRdn sApsdBSEld hedraay 8Bl NAL a8@bthddes B4 322, and 19
4. Aftér determning that the power nunber of the_ node

at t henplopensfstepse7d mnd MsofaBy.eSBheackonf ihpse apres inserts its own
teggesfglgll_(%g ?I{tggﬁeggﬂg %%ct%\g}l (ﬁj}pe'a ?rg%%‘a'gé ﬁ@%@@aﬁéﬁnﬂ?ﬁ ragi’o node 33,

radi o5ReeRn IBsibpeseafter sends a registration request

nmessage to the access node 12, as shown in step _693% .

[0066] G 5A. Wiveriualbedhd mesngsreagheginecaspedsly wrpdledisyata section
co i cat ' ' r ot leBifically, th
o 0558 LGOS AL VA SURSleaiRnans, Wofetencay, e
t he negsagtrd fequedimessagesodld iaolidd 9 ianthtd kemionrthe sequence of
access node 12, as_shown in séeeﬁs 72 and 74 @{1 FI G

5B. ASPFRRIP 84nbdand 2%, Asgess ande 1btherrgiiehiaves Disipuiend uses itin
and Rvake fdComafini@RAP Al HeSladaRid ARRMss 1S own

address 1nto t ection of the nessage
[00679mMruni cafedldr $Bn stepd? b progities ARt aacess hodin12 magtcbpose4o accept or

[0066] Eventually, the nessage reaches. acces ode 12
carr y%% ‘igﬁ rPglétr%H’Pareﬁlé%slt if%%gﬁgﬁﬁ%préi]ﬂ e g%?’t@se% on'the DNA
t hr ough, i FReduagiAERSRIS3 .  TAY ONed nuibeLissReRiehtifd thit, indicates
the registration request nmessage would include in its

dat a dwitei specificeinfmqatine sudf as epesiane herdware zapabalifips] gpplication
Access, node é? %hereaf&ier..saé/es ﬁjhi s route and uses it
in relkOS@er i donfifint ISR IPPe messages to radio

[ooddpde 33. [QQEkIndde I GayR caifRfred/toPaepides djididiclasses of DNA
access node 12 may choose to accept or deny the

regi stumbdron Aeguestlingiisg syampleo #eeesingdn ode 183 Prasepfigured to
gﬂnggﬁ%pgé\rb% ggye?‘aggd;i]{flgl{eP eﬁg?ﬁgﬁ Apﬁ%ﬁg%lg)g? o the At IMMAstrucrure; or may

n i es device specific
i nf or pealikeviss et gagedvie rsstact, ushgy Wvateeorcafeabdeldct agdications. As a
application I D,  owner ID, etc., as nonlimti

exanpiugier pouBElinacE@ERlen Bgess130del? BaY bs r?PPEg‘FrSQJ tq gecept DNA
accep . . g .. .
el et SUF AT IS BRI S, B s sl
t 0 suppwer inefeedpplidations, besemnd frthpesndizumpph itheatdfons on

t he same infrastructure, or may he |ikew se confjgured. .
100658 ot 1 cACctgapele b drierBines Thelbes & SErerd i oSt G bistation
AS a Ifeklﬁéslﬂﬁro oRld Mde! T3 RLXABR S DNL ¢8ADeNRORep 27 MBaccess node
be configured to accept DNA .
12 denies the registration request from radio node 33, radio node 33 resorts to
step 54 (FIG. 5A) and again begins monitoring for communications by nearby
nodes in an attempt to find another access node for establishing communication.
However, if access node 12 accepts the registration request from radio node 33,
access node 12 stores the repeating route (via radio nodes 24, 22, and 19), as
shown in step 79. Furthermore, access node 12 communicates acceptance back
to radio node 33 via the same route, but in reverse. More specifically, the

commﬁnicated acceptance travels from access node 12, to radio node 19, to radio

node 22, to radio node 24, and finally to destination radio node 33.
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nunbers corresponding to electrical neter

applications, gas neter applications, water neter
wappsiosetsr ons, or sone further configuration therassn31797

[ 0069] Access node 12 determ nes whether to accept or

reject the registration request fromradi o node 33

sed on its \ nunber in st 77. |If acc noge 12 . ..
100788 et nASEBPLERAH ST SR e o s e mode initially
radi QeRF8; 33 LesiRrhe &i@P &f dddde cadhualei@gaiffom nearby
begins nmonitoring for communi cati ons by nearby nodes
i n ameighberipg radiof noresathst mshio awde smandageddopegin transmitting an

est abl i shi co i cati.on. wever, .if ces :

acce p‘f‘glaﬂﬁag%ﬁqeségnl’gr Poa]?? Bﬁgli’ntéoéﬁgsr? XIP Moy agﬁeon?%gh dlg) ?g?g,r%&o nodes
accesgitnadee d#nsaliQi@sartdef thepealy figtalled tRlid Mo magbe configured
nodes 24, 22, and 19), as shown in ste

79. i
Fur t Herthereadter aespend th awenmlié@iﬁ%ﬁig@éwgﬁl nEpbpirapwaission. Each
back i yr ﬁ{}gefngmﬁgﬂg ?’?ag\é:‘?’#ﬂ‘? hém R er Egtta 129 well as time

rever se. re speci conmuni cat e

accepyaciaenizittore iifofninivnac Tas mendy énstdlledt mdicadbde meege thereafter
19, to radio node 22, to radio noa%:% 24, and finally to
dest i S5kct ®FePeaisT Bdiorrdesss deserrpnd 39V apbRgsisreYiythe access node

examhﬁe&gﬁmo&f a newy installed radi o node

initially resorting to a nonitoring node to detect
[007¢Dmruni catAidditRonblly the eidinatine iof) kesldr hode 335 ds showd és FIG. 3 and as

the radi od i nst begin transm tti
i ] G B g T4 6 3P, SefigHbat f b O Holbavhere other
The ngighbaed Ag aﬁl"égdyoreﬁli%@@& Whd Rlesh Aok ?(F‘Esrﬂrﬁ@e@ﬁing network.

area of the newly installed radio node may be

conf i Jowedkrt arcumetanedstieay amsspulneh mesht egwprki k0 iglcommpsashof 100%
signal w.th reply transm,ssion. Ea reply .. ..

tran Sqﬂrg@ﬁslﬁcaiﬁage)g .c%)lq‘le“?‘ilmf?uﬁg\%fesﬁ L?ﬂ‘g%ﬁg'd (,}{12(11%851%’?@, Jione of the
ti me yRGRHe Mt #Rki O rebi}iratioicq0est bdda@sdahydib R6d& doatbt proceed
radi o node nay therearter select a repeater radio

node, bexendistseridbeldF Kb oVe dupdo ey fast dhat wpethradine nade kegaains in an

node in,the ne n r . i1} . e
1o S e BRI SR R bl s
as degptidpedlay, NedchGS A radid Bddles ngsyerodouone nandtir@sto initiate a

network 10 where ot her radi o nodes are already )
regi stosrBUEnigdion Rl hesewrs one pls the Tafer Hoflesg are registered, no

net wo Ver: . 6l ri NRRIS. 6A-6E
et wor R B B R SRS e
nodesdiagratis fac p@sion ddbe hitsh netwdrk ofFIGudt c@figunmingich that all

of the radio n.odels tr.ansE%t a regi.’st ration request
becau@diorodes 48ieb et duEady B WP r e St?é‘i/ond step 54
[00791 FI G 5AQHRiateOmt h&pifBtion hiddes€8E the r88b Ho08IM mesh network 80
remains in an endless | oop of nonitoring for i
c ommuefi [6t i6An scdessomodst Rebroadadists arsynesoniSitimadessage which extends
to broadcast range 81. Broadcast range 81 encompasses radio nodes 82, 85, and
87 on level 0. Radio nodes 82, 85, and 87 receive the synchronization message
from access node 12. Because each of these radio nodes determine that they may
directly communicate with the access node 12, they logically orient themselves
on layer 0 in mesh network 80. The synchronization message broadcast by
access node 12 is broadcast periodically by access node 12, as access node 12

may be unaware of any power outage causing all radio nodes to resort to an

unregistered state.
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anot her way, each of the radio nodes listen for one
another to initiate a comunication, but because none
wohodsa1sadi o nodes are regi stered, no conmuni eaTiUSEN05931797

initiated fromany radi o node. Accordingly, FIGS.

6A- 6E are diagrans of a portion of the nmesh network of

FIG 1 configured such.th |1 radi o, nodes are at .
[007Bgast i ni ﬁeéﬂg’i%%ﬁ‘?sﬁ’ "ﬁ’r?nLhW%{stg rté‘?js%}cafoél}z 186757 radio nodes

i ni tigt @514 §788LSter HlithQBeddt A6@SE2, 0 shidven sl Medwlek 80 in FIG.

in mesh network 80 of FIG 6A, access node 12

br oaddhs Mora speeiBentlyntheat rasio pedesdgaicelly eriend thepggdveson layer 0

¢ ad o gL iSE adler R RISk AMReal EAFRITORSES )

[0078p, and 8Onkcecgieye fddes S§2)CBS.0nNE aBT oremeghagedS rtheir respective
access node 12. Because each of these radi o nodes
det ertrnseissipns withesecessynode L2 @tq Jetecierhbinradin odgs o, 9583, and 97
acces . t L.call r . S
oy or g 8 iy, o A8k BREBh pieRdrRilo WARETE, 4357, as shown
mes s aigeF Ty, o] c Thksdoyadic aeks od8, 93, msd BT aad pasitioned beyond the
periodi cally by agcess node 12, as access hode 12 nm
be unFRAFBSOREHYT BLRES nQsit lggé% aﬁfs‘?%(@nirfhe FoyiGE range of
0 1 eRONH kO oRNafti’ $I1 AlBFRALIS! Bich bORRI nodes 91, 93, 95, and 97
Neve?t?lﬁerfogsg,o u%%@n br oao?cacgltqgl ?19 t he synchrngn?szat ion !
mes s agyeblisiatiemsalvdess BRles 85 Jogarad 18%r t end stle pn et tpdes 82, 85, and

accesgs node 1 as _shown .in nesh network 80 in Fl

o o O et For SRy g TR e S R 2 S it 1. 6D.
(007811 ent t heys@lUas RO shAWeh RBH, @8 whtlescdntlinisilons ranges of

bidirectional link with access node 12. [0074] Once

t heseradiodesle82], 85 95..amd G ondpgicaldgyertleare deteglge by radio nodes 101, -

ot ot By PRAPG ASHBEVit ulguRegEs ARG Aifgs o1, 105, 105

Wi t hi ghdt g 16%1615{15%@@& tRmseEegen biyer Adhdutiiodate Bdio Sles on layer
and 87, as shown in FIG 6C. These radi o0 nodes 91

radi .93
95, ahdn@tayer & powpeatenidar beyoNacetae Bridtreast nodsnife Thus, the

of access nod i | Gat i
eSS LGOS R BT, SRR nevorkc r
r adi orepReieed S bifidecti9bal laisl a esablistrdiveith 4deesselde 2. as

nodes on |logical layer 1 and rely on the nodes 82, 85, .
[0078hd 87 on Hagheseigratin redypthinssadei tReFLVGC By ACeB0ds Jdeontains the

12, pe: n\é’r}{)h{é. ’ﬂo@ei{es 1e[{3G%8] cASa [dPiERELAREReSARage sent by

in Fl oD, e wre communi cat 1 ons ranges of
r adi oradipd@sd®1,0598ntdhs ianttie 9datmrsebivyi ©dl the apessage dhe sequence

detected. hy radi o nodes 101, - 103,,.105, and 107. As ..
i kewPSBIHNG %?&&H%%o‘fﬁe?f{dt%@enﬂﬁﬁd% Risasen 112 sfpygs this route
105, anflih 7 ad Qe  hdePhdBE nddaerB&InNMe S REksaRYRIck %0 radio node

and utilize the radi o nodes on | ayer
105.

[0077] - Each time radio node 105 chooses to use a different repeater to send a

—

message (assuming as a nonlimiting example that a node appears on level 1 as an
alternate to node 95, which is not shown in FIG. 6E), the new repeater inserts its
address into the message, thereby informing access node 12 of the change. This
rule is repeated by all repeaters on the path between radio node 105 and access
node 12 so that all changes in the route are captured in the message, thereby
informing access node 12 of the latest repeated route to radio node 105. Thus, as

a nonlimiting example, if radio node 105 had an alternate route through radio
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1 and layer 0 as repeaters for communicating with

access node 12. Thus, the nesh network 80 of FIG 6E
woO00emasabl i shed as all nodes in the nmesh net ROTHUS20068/031797

regi stered and bidirectional |inks are established

wi th access node 12. [0076] Each registration request

nessage, r cce nta| s.t he .

repea eq,eg9e7c E,orla 1010 |1@9 CPHI r_qs e6r|4__;upe through radio node 97 or

regi SM@IghQﬁdifoQﬂideS)fS ﬂ@?%@l@ﬁﬁlnﬁﬁﬁﬁ% ythr RdésR Hode e 218&ending upon

contains 1n the data section of the nessage the

sequenbeleyarroaiervaigaadlablg #ing Wéegﬁdaﬁidh‘? titheo Hewever, if one of

85 Aﬁa[%er teg%i?edlgr é/aé) ([ﬂg 5 1%@ Avaj RBB e toI fqf }1 ! FQ(S?rllgdm node 105
en AcCeds hode hds a nmessage backK’to

r adl owbaldeseldbthe AARet 7 thabEss Assuhii®y thadl the d’[ﬁ@fewdsﬂﬁill available at that
chooses taq glse a differen repea er to send a nessag
c

( assulifg Bther Wynpeesss p mef Hf the frierd f%‘&ﬁéﬁg dhereafter
on | eyeiatek %5 ﬂﬁstlﬁht ﬁﬁa%oho 1rp %ga1%5 to Wakih rfoge Nods for future
shovvn n Fl e new repeat inserts it

addr essnmnhioatidns baels gagdio idderldby Freviowsontps anecmisieleted but are

node 12 of the an This rul
opeat D wirdanapR asah ot it errBrEny§ g atest route does
accesg,NPEBaity W&kt hat all changes in the route are
captured in the nessage, thereby inform ng access node

[00782 of the Amre@term%@elabedimeoufoe informiagditlee avsdss nods .12 of a position
Thus, exa

an-ai 0EPgG0E PouPuta APOG AT P misbabyfor O] apdnng Yothe change

r adi omagdgeslby 60 idsdediBg th@dIOsEdRs ehdotmb ar@ﬁhrﬁutﬁl@eﬁﬁ)n route is
97 or through radi o node 95 for conmuni catin

accesdltaigtieAs 2 noghpéing exgmppo radip aeds, 805 eaud ge \ﬁe@ﬁgured to notify
i | abl
R S e S LT R L

radi oithegeattPFor ¢asthonivailey Vb thoutess ebes:tlzt rtepcm keegipt of this
that is, assum ng that the other was still avail able
at t haesspegrethe E3oCRsr nqgsy 12 oukk be rondiguredi o saeofhiegew routing

of  neielyALASH i Qker AfinNAY ALY ppdates Tt routing

nformation I'n regard to fadi o no for future
[OOIQL}mTum cat’mﬁn&s&mc;ﬂonttm t}asilpmmohts ilﬂBlveH’rae\sirrgﬂs acauss emde with

are not.deleted, but are e al ternatives
i th@gtca & Poriabrehiadh Bp et T ol Fa s fofouEh as access
does poje | RS € ¥r WREK nefwP 8D. ASovidlcRl 4 ﬁﬁﬁtﬁbﬁ may exist where

enbodl nent or informng the access nod€ 12 of
p03| t mohipbhaovges nades beistriagieogmpliied podxitiy tmesth mtetlv\mc}q that one

B Speel 1 o TG TESOSE IO P L SSUED . e
al t er gdhendifig pdRNhé ReIhiRY lc%&i&ml%{}%redr pebitorRads 4@Sadio nodes can
y

coul d be confl gured to notif
achieve respectlve to the access nodes available. As a nonlimiting example, the

access nodes from a plurality of different networks may be in pro?clmlty to each
other where the radio nodes may be able to communicate with multiple access
nodes, even though the applications associated with each access node may be
different. Nevertheless, even in this situation, as long as the access nodes do not
deny registration to the various radio nodes dispersed in the mesh network 10,
then the various radio nodes may register iﬁ each of the networks at different

times.
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the access node 12 that it had selected a new radio

node, such as radio node 97, as its repeater for
woansiaat i ng with the access node 12. Upon r eCEiUsto0s31797

this nessage, the access node 12 coul d be confi gured

to save this new routing infornation in simlar

oo 1, SRS BB R BT L SRR s e

| 0gi cRldcy r4295 hbd@nB degigdi & BiAL DrahOHsh hb®vosks'¢odvn therein. In
access node, such as access node 12 in FIG 1 of nesh

net worliG. 70 the-mgehedrnetworks t1] tare somisisaskefse fagiaregvork 114 around
T BT IR P e BeEPEY PERER B 19, 1

dy nanghsaddn¥indling Bxdnfie) esh @eweks1 Nomeludes arjbdltrhbtly of radlo nodes
dependi ng upon the relative | ogical |ayered posi t]|e1
t hat QlﬁéfffieédliVér lgered Ochh Lo ne e, WagRRTIPYENHOkye 8 comprises a

acce i
ScoosRuARNESs AU AR RipdSed Db P AOHRIRY Byptho. 1, o
may bIe2 ' mSFH ﬁmﬂﬁnﬂtlylgte&amgkeh raglidn aodeshb]@eartdh&ék acki 1mt1ally a part of

nodes y ble to. co ni mul tipl e, acc
odesmeR BHvERotGh Bhh bR Lo s MieBbarestig Ry o node 123
each QnGRSS-RNOIGiTBYcRE Hbdd e1@NIa aNRYERED 84 \8S ShateBides radio

inthis situation, as long as the access nodes do not
deny meeigs si2@t il8R, tandt Hi@9var iSowdantydiradinodede dilypeecgemumcates

n t P@gﬂgﬁgpﬁﬁ]wgﬁgﬁg%ﬁ npaeg ?]néehe fojgleg 1&{ ?1?—1 - Yia Eﬁe repeated route

t' ”esthmfi%&%efﬂa&}onz)déssm dbagr@mepf two mesh networks
wherein the access nodes enabl e sel ect radi o nodes to

[0081ggi st er im tleis tnoalimifing exammehe pidwaiionkyas h@Wh whpsr miesh network
In FI shed net wor ks, 1 s f
first e{SV\H%’rQ(%iC%E a&?%’lﬁln%ccg%s Ode #)bd gucilt%gtnpa agg%e%oln% and 136

mesh dgeitwer &)rﬂﬂ;ﬁmb@tﬁﬁﬂhh&p@@ ameslsdmd@ 13%n indrotdbétion, the two
nonlimting exa mesh network 114 includes a

e,
pl ur ampghyn wo%glfﬁeldé&@gmdp@ﬁ@ﬁ%@ewepewwéwsm LI,
[oos'zﬁ and L3y %@%&% 1 gﬁééﬁ%fgk%h%% <§SP

urality of radio ersed over ree IFeve

i ncl uginaghid @etﬁhﬁgthlﬁtloﬂ_bf tlaen detaddrk. AsInathmomlsﬂamd, Itragsmlssions from
exanpl e, radi o nodes 123 and 124 are jinitiall g é
of - mesRionRackoRH: FRIShARAY CAPHE eHPRYRIqns Wil Fasid node 136, are

speci %&ﬁloworeaaaﬂacae{ée%a 2P Q'l?@taﬁé 19417 {RGHERBwork 114.

node 6 via a repeate i ncludes radio
nodesAd aBcust@Babovadrad@®hodBs pelhcailct@ly adpdt theiroejgeatc? dable, as shown

conmu bi di t L th de 116
roan ekt ket BF deeREHfag s taneRomts R o P tes
[00g33di 0 nodeg élgélhn"haﬁg 18 dradio node 123 is established as a layer 3 node

that communicates with radio node 126, which is a layer 2 node for ultimately

showing the

communicating with access node 116. Likewise, radio node 124 is a layer 3 node
that maintains bidirectional communication with radio node 125, which is a layer
2 node.

[0084] Upon detecting communications from radio node 134 of mesh network
118, it is determined that radio node 134 is a layer 1 node and therefore closer to
an access node than -either of radio nodes 125 or 126. Assuming in this
nonlimiting example that the power number of radio node 134 is above the

minimum threshold of acceptable power numbers, as discussed above, radio node

18



[0081] In this nonlimting exanple, a situation may

ari se where nesh network 118 is introduced around
waceewgs1aode 119 such that radi o nodes 134 andpdB@S2005/031797

create a conmunication link to access node 119. Upon

i ntroduction, the two mesh networks 114, 118 begin to

gialag:]];% %/{ile%ehgfa cf) :??[Ct IDgf%g'éﬁ)gig 8{1 Q%Sr%g?atcif%@lg.?k/gr I%dlo nodes 125

t he dyaarmector emmﬁdst rat iaod 103, redpRciednoEken 1fihd bd)\Ser number of
I nstance, transm ssions fron1rad|o node 134, whjch

conpriedie rasenhidiie dask G the PAVPTRIBDS o dadiggodesy 1254ngol 26, radio
f
moni t 1%439\6 ?g gjj@i&é? Xéﬁ gtlﬁ %)aé;f%gllgal ch%Sl 3%2% ﬁo’%érgd& to its closer

mesh ne ove

per i ogbisitnling Rdiniskcedshode. Nepadictsss,t wfbe madng tmavmffement access
Tabl e 1 above, for determ ni n%\# e shortest pat, g‘%ﬂt
accesio 6’&@”01i<0@833}5trﬁ§0%131iﬁ’6?ﬁ5' libesgestethpt doscr ove.

[OOEﬁgde 123 i§zes Sﬁfghl'rag%.ﬁzgonﬁe ﬁlekl‘?}{&(vwﬁksnﬂ‘@)eoftﬁi@t 7, but with the radio

“communi cates wit node is a [ayer 2
node fiaies dypamigtléy ydjesehand load bmlgnwdt Hn aerogsigingoddio node 134 as

116. Li kewi se, radi o node 124

ot P Pt Srarrearaint daflo sRtEH 25 eMBR Ryt S higirectional
125, N Ghhk&di6 nb@Y £34, Hh@As 1ink&PBAhdibRRAe 494 BftdoRBnunicating to
communi cations fromradi o node 134 of nesh network

118, aqcessmcxdletlé PriSiedathardioawide 136 ¢stablishes ¢ badiregjienal link with

gio;'j ﬁer% %dfj‘*o{?gﬁg %1%?10%2%%: Rﬁ ﬁﬂ te\}for{{galﬁ4 In each case,

nonl i pkfd REd@X e lhed tinat ndvi &oRBNETicalé! REAET a@éesg @dil® 119 of mesh
node 134 is above the m ninmumthreshold of acceptable

powernatfwatket 58 m@adi iof @eepse aodh bl of megh getvwak 134. vipy makmg this

over e el BchRERady Pl thd 174 FRAR sk Hphotive tayer

123, ﬁlﬁﬁlﬁ@ﬁdrﬂﬁyyr3B/l@?erljmtehﬂqm@mm number of radio
node 134 is |less than the gower nunber of radi o nodes

[008625 and 126, & aldiriben gupaéimigng a%ﬂryré% wpdip S04 | l‘blraef"\é’rwh may
radi o d?l%gﬁmg:%té vAth Qcceﬁpr?&feelc} Vlgp ahér I‘Bhfésc%%qé)frlslng radio nodes”

p03|t|on|n 0 an access no el ess

nmovi npi4, 0143, dindl f120e mayadadlagy rtbdlamlitmﬂlwmdjust dts repeater route from
registration pr ess wi || ecuted, as,d riped e
abov eaCCF@O’B‘B‘je IE fo gogegs a{log? aﬂa a}ﬁlﬁorfiglphgo% e“?%&r pplimiting
110 o if theb%& Pirhuthbbh6f FRH RodrOHES: qﬁgwemtﬁaai Jaio node 144,
adjus(%xeg1 id v{)ananced I'n re%ognleng radi o nog%no :
134 amdm mndefléﬂ reay adiyme s ecpeatee rourt@peast orestiRBsh z hidiirectional link

node 12 tablishes a bldlrect|on i nk

node 48h GG T4 Rr ARG SHE PO Aot 1R |y B 1hR case, radio

COMUR a1 Nmbhs %qgfé% 1¥d st Rouldl HB ol hyer h‘igﬁﬂt than radio node

node 124 establishes b|d|rect|ona link Wt
123—a layer 2 node. Thus this instance is one wherein the dynamic adjustment
of repeater routes is based on power number, which may be in regard to battery
status and/or memory availability in the respective radio nodes 123 and 144. As
the power number of each of these nodes adjusts over time, radio node 141 may
oscillate back and forth between the repeated routes in mesh networks 114 of the
aforementioned repeater routes in mesh networks 114 and 118.

[0087] As indicated above, mesh networks 114 and 118 may actually be

networked for unrelated applications; however, radio nodes 123 and 124 may

select communication routes through either mesh network 114 or 118 due to the
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radi o node 134 instead of radi o node 125 of nesh
network 114. I n each case, radi o nodes 123 and 124 now

woamsiaate with access node 119 of nmesh net weck/usi®s/031797

i nstead of access node 116 of nesh network 114. In
maki ng this dynam c adjustnent, radio nodes 123 and

124 i pprove their respective |ayer n fr r .
124, 1245 UL o ARSI G AR RS aept i
nonl i Bideb it RYAH for £adIrAIdIOARs bdonlintitieh ek@ple, radio node 123
communicate with access node 116 via a repeater route

conprhai rp readpled ntders poven4utilitys meggrd angomapgPe configured for
simlarly dynam | ' ' r e f :

Bt A BB M 1 e, s
As a fenbk 14 meayexBoPdoeaprist fabie pedesr coupiddeto efectradineters for

node 123 is higher_than radi o node 144, radi o node 141
may aopuRHni¢atiag appliction relaigd data doraleqtCihsonstnetion
pdirecti i i ' :
0058 o b R PRl oupio g o et o
r adi amontigetidgd dxangpte) fis cnimydcatBigngdeconasmptionvau habekenode 119

'?'E (ljs l’tlall%/tﬁg gor}%zv%g}%rg ﬁ% git neg &]gq?%l?%r@?agp%%g’ h%t%@%%ﬁoéatpo%da%'access node
ﬁﬂ{]%zlﬁl%em?\%ﬁthﬁlg&? QLE] tHoAbh Bfst fetRRRIcARRARWRAIo nodes that relay

y be in regard to battery status )
and/ dnfomeatory dvai ldeirentt yapphicatiesy edipec tsinyidarr gefinstruction  and

nodes 123 and.144. t he power nunber .of each
thesecoﬁg’a‘érgcai’éljl Xs?giﬁ‘\?e?lett‘%gg PEHCS Tdle I}O%gﬁ Prria?’y and 124 to
0sci | dogtrurl@t¥ ot@deifiRE tieshelewp@R t1deor BIRatRfedtiddticfsthe specific
in mesh networks 114 of the aforenmenti oned repeater

r out expplicatioestf thetindividsalipdicaneties that qopmeirp the network. It should

i ndi cat b h t 114 1 .
0 A R S SHICH Sl U LR, 18 ooy

howe gsrrared dhindRBRE SutbaBtiadlty d24disaydeedreatided and deleted from the
conmmuni cat’ion routes through either nesh network 114

or 1lIstweks rad anibsiprvearnlers pl the sespaetiyeglodebenes f
ch net K I.f e .t hej oc h
00 pene: va bl RGF % SRR a8 Sl BRI 5 it mes
exanplegworkadhp a0 decdi2if anaicdse nodelfdilzd Aoaaophméting example, the
utilitg_neter and may be configure%ifor coggunic
©

ting.
el ecti i nqrles o JuepBticWOtko! i BEH P 8nz@dm!e 464 i 118 if access
Li kevﬂo%i%’ll%efgﬁ .nelﬂl“mfsknolﬁiﬂﬁﬂﬁé’ e e CABRLAIS S1008dbOmesh network
nodes couple to

el ectric nmeters flor conmuni cat i ng
appl i Clst wilh ntiglatt ®ovatidd athboneaby cnashaictworkensuehpasi wash network

[ 0088]. Mesh ne rk 118 _my rise radi o nodes .
coupl ¥ % H@sgg%\é\gpgqvg. ( RS éelg'g‘gﬁf% RTPHK e%ngdlé)tetupancy in the
CoMUR)e Jhggwgggng&pﬁgmpgion to access node 119 that

Is forwarded to either the same or another centralized

[0090pcat i on Rstmoings® Ade 2, from a timing perspective, communication is

organized among the various radio nodes and access node 12 in periodic cycles,
each cycle having an outbound and an inbound period. The outbound period is
used to indicate the flow of messages sent from the access node 12 to the various
radio nodes, such as radio node 17 on layer 4. The inbound period is used to
indicate the flow of messages from the radio nodes, such as from radio node 17 to
access node 12. Each layer of the mesh network 10 is configured with its own
communication time period and sleep period during both the inbound and

outbound periods of the cycle.
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116. Neverthel ess, even though these networks conprise

radi o nodes that relay information for different
wappleioset4r ons, the simlar construction and PCT/US2005/031797

communi cability of the networks enabl es radi o nodes

123 and 124 to communi cate over either mesh network

4 or 118 irrespective the specific,. |Lcati f
[009the i ndi v?{#{xa[ Ilga'i @%&gg PR AP Igﬁpt}lf: scggﬁﬁ%ﬁor?e%\%\gﬁﬁe slots for
It sheunthidasion Metwndems teoshstivat Laski ofricesiadio nodes of mesh

networks 114 and 118 periodically rearrange thensel ve

aut omatwarkl 10y As discbssdrrbans, e Comtauicaling Qeleels vided into an
fromthe networ n t: - upder inl € d
o AR BB o LB RIS st BE outpound
r eal iighvmmdtiimés t38]i lG5nedpsctivelya tit fdoesenddenashearht kaperkof radio
may al so occur .if an access .node fails...As a C e

nonl iN9Aes h@leé(%n@’gedtqqglm%?aéloﬁ&%g &Ylt}]%gﬂmﬁmlgn time 157
114 1Y .d &l 18 150, RRS BoRRMIPGKdidAS] td re@GeRE T oRRBihidatns from
fails. i this nonlim i ng exanpl e, the radio nodes of

mesh lagtrWordded (Bownlih FiGgi@ae Thanande secdndrpariden ipydesignated for
mesh networ.ks, such as nesh network 118 .as de i hed

Abov RIS SO BT RSEpr 5 CabeD RERGD %O RRdinGhdy o Tor)
i Nt heyEWeRE 1hsRP pAtieR DT coRBRinicatibatide 150080]ayer 0 nodes are in a
Returning to FIG 2, froma timng perspective,

comumeiaidng qriien of gheil zespeetitisngommanigaiomo tigier 4.0 In that way,

o B0 A0SO PSR A UL e B st

out bapdmpe mheRshees tdIBQEr 1 MmoderiwdigethiNattdr| poxti@f of communication
nmessages sent fromthe access node 12 to the vayi ous

r adi draneaitdime; [xbhtodayer ddiodenhdad sa orh foupe 684913{%1' -1 where N
I nbo i ' i ndi f

oo BTN IS5t HALASH IR 14100y e o
17 t ol (aefIESs 2nahkecdi@muitaetiod tiyerl 62 ffort tvaesres His byaowkuld include
10 is configured with its own connuq%ﬁg i on

per i Fofiesh aecg}vgégpp%pp & reGHegeI5RINs }}en%%{t] :I]gv%%ﬁ,llayer of nodes
out boﬂl?g?&?ﬁitﬂﬂ%@%oftf& ONESmit A8kl ek 1&thel fode§ oA the most outer

chart representing the distribution of tine slots
f or dayenufitteaneshmebeorkeen t he access node 12 and

various radi o nodes of. nesh twork, 10, As di sed

[009§gov e, the¥y fIARgmIE R 0’3398:]]27“\1%0%1?9 CHREhS 8%?11%16 162 for the
out baysReh PRMhR thysPSf Ws, Ao dbdROthe Gufke 1dyeflark 30 theletdivdportion of
t he out bound ang'inbound times 153, 155, respectively,

the abeieseoomodscaiod Baehl¢haycthust af 48 Gnf gfethentareivig time of
desi gnat ed .communi cat | | { t hi LAty :
time CPEBOIHnication . Lnle i A &]i?g%tgynfg ks oqulé\%s BeBfl propagated

§S° no st porti
dedi catqghb@ thesesvhdagofdoriFIGaLi ons from
[0093] During the latter portion of communication time 165, the most outer layer

nodes begin inbound transmissions back toward access node 12 in reverse
fashion, as described above. Communication time 164 for layer N-1 nodes
includes a receiving portion Trgc that coincides with the transmit portion Txyr of
cdrnmunication time 165 for layer N nodes. Thus, the outer layers continue to
transmit toward the access node 12 such that nodes on layer O have a
communication time 167 that includes a receive and transmit portion, wherein the

transmit portion overlaps with communication time 169 for access node 12.
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| ayer 0 nodes (shown in FIG 10 as TREC) and a second

portion is designated for transmtting outgoing
woresagesd’t o | ayer 0 nodes (shown in FIG 10 aBCTXiNI)05/031797

During the transmt portion of conmunication tinme 157,

all layer 0 nodes are in a receiving portion of their

respective commyni catio yay

[Oo%ﬁde 12 tﬁﬁ‘ﬁ%%’é’ 6’(9980F?‘T°’g arredsu%%g%%d? thayer b¢ a%gﬁgémed as
whi cht L herBafdeTsERANSBit dediesipgese tduty ayele, Jrhaomsage power
during the |atter portion of communication tra

ti me coBYMRRiqnaisedecteasnde axkingnt Possiblgriorextandrthh glé%@tf 6‘#110 nodes
| ayer h t t

v oo T Pl 25 SRS kUL Rl U R ftion e
FI G Tooamt [tan coemabeirenasd camdt ithe s]ﬁ:’p ftmiie Mges om thd sincreased,
| ayer. woul d include a first ce|V|ng ortion to.

r ece.lv@n%g@gge’éom%apﬂ@%e ge PORERT 11 @F cQFBgalion time can
and tﬂ%ecﬂscﬁag&?ﬁsrgle&edge rthd Afnihfint Elélfé?f&ltcaﬁﬁéiﬁﬁgﬁsthé @adio node to
t he nodes on the nost outer |ayer t he” mesh net wor k.

[ 0092¢pddt thenmessage thedisreceivedr Sta@d anaer orays ﬁ@ch radio node has a

conmunj cation ti second ast
modednnpagtar iR ot o) EpRBREN Pk 8 R R e ¥ ansmit
por ti:pd dssideeid aCARMAeRit6 adnsmR thieMEigh&D . levEl US, plﬁbalilh'@' that the
end of the receiving tinme of conmunication tine

al | cuesgagany rmé@a@hmwdsé @ﬂdfprMs#@a@%@f wﬁewg rk%nath utilize a

t he nesh networ f Dur

| at t 7P 117005 © %ﬁlr‘%un{r%‘t% |2%nr?E ll"%‘es, Wﬁ%&‘{;}gstthe speed of

out ercohni@iicatfe dr,0Ryi dxamplyy uhel niddens bhsdiidtls thacklso determine

toward access node 12 in reverse fashion, as descri bed

abov econgaweationdimaet the feiousadig nogenand the meghygtwork 10.

cl udes t Bnd

0095 RS SSENA0eB0CR AR I AL SRR i sces

for lmye rlz\bmblesncrasets ,wmhbet mutretioh.ayers dong,ithe@venage power

transmt toward t cce de 12 such t n.es on
I ayerCOGS‘HﬁR’/té"“ac%gﬁ‘r{F%i ﬂb"ﬁe 3 readine E‘P‘Fa{;% 13 8§ ayy battery-
recei 156%%‘%@1” [ ARSIE. tHERES: OBy inthakRbRhd Bited ﬁﬁi%SI'EUEEp of the radio

porti‘on overlaps wth conmuni cation tinme 169 f
acces®dended 13206{3909493 OEan%hrlmﬂW@rknb@ethheﬁgdeaeﬁWyS ¢¢adized in the

ggiﬁ e(ga %/eﬁge%[ rﬁ_)g f elg]etg Cp@%h ﬁ’é’%}ﬂ?fl cc&?{%agy, f§}’ each practical

consuplitAidn or HREK fasRe: 10BkicAsnableRRaHrdthRe iDg@staiycthchieved
the |i'fe of radio nodes that are battery powered. To

decr datwearhthe datigrydifelaad theaccepighlernetueikotpeed. mAs thgsnated above
e HRARE RS HERRel ol SbTELGA0 BE wronemit and

i ncr e m one ano
that {bgve ampdni ]Dﬂexﬁm@ﬂlet iré@ng@atime, the radio node’s main functlon is to

,_:

transmit messages. Likewise, during the receive time, the radio node’s main
function is to receive messages, either from the access node or from one of the
other radio nodes.

[0096] As a nonlimiting example, each transmission between radio nodes and the
access node may include an ACK and a NACK response. Even during the
transmit period, a radio node may receive an ACK/NACK message as a response
to transmissions. Likewise, radio nodes, even in the receive communication
period, may also transmit the ACK/NACK messages as a response to receive

messages.
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be decreased is related to the m ni num accept ed

capability of the radio node to repeat the nessage
woOheie/Bs547 ecei ved. St ated anot her way, each radCo/usew®s/031797

has a m ni mum predeterm ned anount of transm ssion

time so as to be able to transmt the nessage in a

oo AR R85, Rt SRR g e i

of I ngieagethd &b Hédd iiZ efolloge€aber adMORYNACK type message
conmuni cation time T COW - Moreover,. the speed of

comnmil@alﬂm@?ﬁed &1y, theorreqsieng | Rarty ke the deansmaibag pary: This link

; adl o ﬁg\g‘nggqu ?%gg %gé%géﬁlgsf‘%rl% %%éﬂ?f Q{%%a]fllfeny ¥ | BYSreement to

Nev erdshehe sespoisileilis e pfutthererefraBinkiBRgodnd/dreproaessimgsthe message.

radi o_nodes_and._. ccess node be i ncreased
wi t hotlis ALSENATR gresstas 56y ewf%% the peway Bv3RE: podeyeribed above.

cons uﬁﬂ{s{ fl‘? PleH{%nfaﬁgH Ged; 1dabebRbYoRihBRg] e&gmbtbefor periodically

battery any batterypowered radi o node.
Howe vemmimicatingr pasdrmgurnbe isfarmption fe tie Seighbodig rdtko nodes as

radi o nod and a

L e pe o BepBEF SR bis R G BEierR rpdid odes. which
of -t heuetdsaskne Asem@nadtng! Vin fe@there agdtarReAGlcighdbbring radio nodes
application for nmesh network 10, a reasonabl e

conpreoniigeously PertrAOMmEetion da il SMEERINt REALKY/NYGK messages
life anﬁleg h‘la‘acﬁg ﬁg&t '@badﬁu Fﬁ§ Hﬁlrolf n@aﬂﬁg gadl&gocgz:g S&%scb%gsed above.

above comuni ca

[ooggpnponent So thae the aafkoud Tand drﬁC@kgtepEmMSbetBleem ngdlbhﬁodes on
transmt tinme, the radio node's main function is

t r ansafiacenidgualy et synslkenized at leattiong hoREmEGRgRDls eludes n the
the ry @ﬂ#&cﬁ?ﬁ X ﬁ@ésggé g4 ‘éhc?ﬁm'fe%a{aqmitqg SR Raa@aSthe access

ei t he romt access node or fromone of the other
r adi Onddl@deSMo[ré)Qﬁédlﬁéﬁlya ACIKRINACK mgssegespdng, fr@ach lower logical

. transm ssi on_ bet ween no the a cess
may | AETER DN OB S erﬁg aelggeﬁgcﬂgaglo ay, }rfcﬁﬁi% a date and
the t&30s9ht JFehé Wverdaf@dhioNRME, WIS §RElY y@dhronized to either
ACK/ NACK nmessage as a response to transni ssions.

Li kevinther lawérologisdekyersd aadip modp @r te ¢he gesess node. Thus, the date
conmuni.cati on

msssaad’éls g el eeﬁgot??g eacP%ss %od%l %et? %%%8%@ e%%%e network

specifkpgiatl Yisin@aeBulaf RIS FuFR| @Artictlafly ahé ddikoA CEUNACK messages
anot her radi o node or an access node is followed b

ACK/ Nrrmitjgsle orrgles agdourdniathi ’élaﬁh@dnwlmlﬁ@g (AT né‘herefore all
par o 8 8 0T Bt N ke SR i
di saggceessgidtie.t 0 '

[0099] As discussed above and shown in FIG. 10, during the outbound
transmission period, a radio node is configured to communicate with radio nodes
on the higher ordered layer. Similarly, during the inbound transmission period
155, a radio node communicates with radio nodes on the lower order layer. Thus,
communicationé flow from the access node to the radio nodes on the outermost
layer, énd then back to the access node.

[00100] As another nonlimiting example, the ratio of transmission time to receive

time may be adjusted so as to allocate more or less bandwidth for inbound traffic

as compared to outbound traffic. Thus, as a nonlimiting example, an application

23



assume responsibility for further retransmtting

and/ or processing the nessage. This ACK/ NACK nessage
woayosioaci4nde t he power nunber, as descri bed ab®e¢®Us2005/031797

Thus, this inplenmentation is at | east one nonlimting

exanpl e for periodically comuni cating power number

i nfor i on t t he n borin g di o.node .
tor @%QH% %aé’&elﬁéfogﬁn hl S 4 RPEPHRTTR r%é?%g‘%%e& less than
radi o RAHRSan WhHIAL6O 'dlrécté@ RS WaRich anditbldinay Hane ei trdnﬂmission to

|nstance nei ghbori ng radi,o nodes conti nuously nonit
conmuAtRies 18R areaigrrthan Ls d-ikeisrpn eualioRalun @Q%@stefms of
enabl

o e RolA Ll JROSue AL Ha e'Dplghe QAR BY pransmission ©
var i quseivieddlio &?endzaEFﬂBE(; \pblchwkshobmtm@é@ fadi o nodes on

adj acent |evels are sync Iea

[0010AbnI i mi ti HyORRRRIEIMES Omé a‘%qw’@d}‘?en?(o ﬁmween the various
nessargﬁiiodﬁzi@esagp tﬁé %sﬁaﬁ&%h@t th'esra%i/d" GRpan 'n?a%/d bW &dhfigured to

the access node. Mre specifically, ACK/ NACK nmessages
sent donsotidate themneskaggs dal bdthyldioelddraadlloathwd@ tiaffia In the case of

e S hc.gr edingnads g e Fo T eHES SRR B hher lovel
i t selffySYAshBlZRAink @ REdiNeerfdtiod 8 conM@icdiid@ithad, as shown in

| ayered radi o node or to the access node. Thus, t he
dat e Efid 10i ingo wa¢ genselidathé naf@ms Hosaegeacs iptiapdaiad dol a lower

thro hout t he ne rk r RF
{1 IR ety ARt R e B AP ol AT C
[0010RT ansmi tt UG oN1tisea thtigb@ﬂ net @&hbshl Retirdils 176 ncﬂepimm,gn gonsohdated

.exanpl e. Therefore, all radlo d th
v bR R TOSSTES Sy MERFOCE T A oRHTEHEAS with various
acce above and shown in
FI G S@E}){a g'FSI (LR%Q aﬁ% out go%ﬂg'???gnsm ssion period, a
[00108adi O node\slrﬁemagefs iagruecaaim tuoi catednfnoni n@dee onithé ouiarjlayers 4 and 3 to

nodes_on the hi gher ordered Ia er ri in

t he |thﬁoa&ﬁ%§st?%§sm65§9r8ﬁs rll%ers 2’r§ ’11%1 ﬂoglée ngessages are

Co““ucwn%(ﬂﬁcﬁ&:dv“b}; bnd @Qﬂl&hsn ? 1ﬁr}ohﬂ%eto| AWBEs RERLN76. Thus, for a
communi cat 1 ons fromthe access node

t 0 t heessagh conmodeisated fioheradic acvdaols7t8 tozagesss nadel 17highe message is

back to thec%((gess node

ol i SAPETHC RS et B 1307 5308 R HRSksveh i e sgme time

recei M8iot if¥e M¥6 PR 2dinufiin@dtis® a$ indoahd OGadsegdTOdse wdll, it is
| ess bandwi dth for inbound traffic as conpared to

out bowrmeintmiadted to rafinusodeatBaantbiten ip radig nedadpt-e Atdhis juncture,

£ ansnios PR 8k Py bR O e Bl Y Gl ipel messaee

app! i @at ik aerehiffeeede@uhicade vo edicanierldl. may have a

transmission to
[00104] At the same time in this nonlimiting example, radio nodes 194 and 196

may communicate inbound messages to radio node 199, which consolidates the
two separately received messages into a single message that is. communicated to
and repeated by radio nodes 201 and 204 until reaching radio node 191. Radio
node 191 consolidates the message from radio node 204 and the message from
radio node 184 into one single message that is thereafter communicated to access
node 176. By consolidating messages, each radio node sends fewer messages
and is able to fully communicate its payload within its designated transmit time

because the length of the consolidated message is not significantly longer than a
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receive ratio greater than 1. Likew se, an equally

bal anced network in ternms of the inbound and out bound
wonefsfodcs4may be configured such that the transRCTAIS05/031797

to receive ratio is exactly 1, which is shown in FIG

10. [00101] In order to minimze RF traffic and reduce

col lisigns _between the various radio nodes of th .

et wo R RO, b i MR A M PR P ' Bl ebon. By

cons Qioingélicﬁtihﬁ 8 MBSsReake taultibgtniessageositichada dne b¢dderisedtion and
traffic. In the case of inbound traffic, a radio node .
wi || yfdaseqtivgat dep thred SKEGNACK enrresnendingFreponsgyefent once in the

I ayercaggg]tgc&gtgﬁﬁaé[g&%%&gﬁg receive period of its

conmmuni cation ti , as sfAown in FIG 10, into one
[00108pnsol | dafféd. Essadlew diursdinpasaglthesmessages tatseliddtiongprocess as

| oner | ayer eatipng no durjng.the transmt per. od .
e e EE 0o oS B4k RS R es PlR s receve
net Wog ke LirifleRh$ hiddghotONRRY le8@l el floRbPUheAN er node. If not, the
out bound nessages. AccCess node 176 communicatés with

var i aadiorzmiepenfodus stop &1 lang eends a mesragh td thearexi lower layer node
[ 00103],,As ssages ar.e comyuni cated from nodes  on.the .
out erk4goiets G IHEE: FrBuah £ A Ao a S e s e er if 2
I Nnermbayed Ss Zecdkved@By £, paktiilFefRia0edar &iring its receive time, a
consolidated by the various nodes in route to access

node consolidptagsmedsage is cangiatsd coidining elhobthefrpenivadagssages from

node 178.t0_access.node yit S ' -

commul ?ilé%hé?a ??Vngga%els’ogsn%%f é’g 3 ?e% ﬁEzt; 6%‘%%“%8%?53%6 is constructed,
HowevigE radib nalle themaaitetet thie coradlidated arssb@l té the next layered node
comuni cat i n&ean i nbound nessage, as wel |, '

61 fe n |
commandiait odtheoaseathi BOtode SBBNaMdSERer! 5t ohr@iﬁo%a*&e 218, the
164. Busbillated HOGA fncilo8 1 acBOG0AE4 THRY 1698 AUIE3RE (FIG. 11)

e nessage conte I'nto one single nessage tha
t her eatdiess messaged frameddioonodedi 188 nadel 829 thotlf 00 T0@] 1 B during its

(b SamE LT LA NErATALTE EXOTRl e, (A0, 0008 s e

node 1990 1i MELRSARS R 1a8RURII 1108, WRh IRPMAy&oksolidate a message
recei ved nessages into a single nessage that is

. commenéived Bdmtrediamdde 3@kt itsccopymvricatpnrivokety azodss ande 176.

4 until reaching, radi o nqde .191. Radi 0 node. 191
001 nsol i dartss § HEHbetadort A RIS ate 204 WM [e intializing
Mes S a@fnh 1R A RwWBAOR b def bRe BiYer BpdtOiseidBEGAYS reduced due
that is thereafter comuni cated to access node 176. By

consoloi thatfacighatetbs dighsr lavse radiadirge ifoorly Seanamitiinguarsingle packet
vrrf ts f”a &3 gﬁ:ggé‘t? cggi g é’%‘?(regﬁ{sérar%{}b‘ff %@%ﬁ%gsshées t}f&?ytl PR received.
Because the initialization time is constant for messages sent between radio nodes
regardless of the message size, a reduction of the number of messages sent
resulting from message consolidation furthermore results in a reduction of the
overall radio frequency traffic. ~Consequently, the likelihood of message
collisions is significantly reduced.
[00107] Message consolidation méy also be implemented for outbound traffic from
| access node 176 of mesh network 175 as well. In the case of outbound traffic,

the access node 176 may group outbound messages togéther that share a common

sequénoe in the initial portion of the respective routes.
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because the I ength of the consolidated nessage is not
significantly |onger than asingle nessage. Each

worsmaged4has a header section and a data secti 8aT/uBg005/031797

consolidating n nessages, the resulting nessage wl |
have one header section and n data sections. Al so the

001K QST SREN AR LESPANGE b iete 0ES Dby oubound

[001

[001

f1 ow mhRsdesdhRErABWAS int FRG.MEESA@EstEPN39)] tdakdcess node determines
process as shown in FIG 11. In step 209, each radio

node wetlear iy eutbgund mgssages ¢antain ¢ €ORIGAR TAHET NS4y nonlimiting.

nmessages re r bV i r _
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Howie\eopmoR befwie atie P e%”_ﬁigeﬁgg&naﬁﬁg 15@@?%9%% node 241. The
radi o, node, dikd PGwkbis aid?&ﬁbd’eeZél' 4 raléiocxﬁﬂé(ﬂ%qﬁ&lﬁ_&’es radio nodes

message 1s constructed containing all of the received

mess ayds 246,amdt 256. hif gloegonireee kouto thedsteragnghbywacdess 8e&p 176, the

214. Once the ssage.i s coO ructed, .the radio npde .
commATEarde PP EarL Y FaRCLU oL ab dEoRal ufdf esage to it
| ayer fdiinede R0 OHokwRvE)en akis afnliiPEEs eREnFIBOSMINON routes are
step 216. Finally, in step 218, the consolidated

ness adptermérzesie sxisheetweerths degitnatiompedes 258, 2¢ld e Hefde
4 (FIG ,11 i i .
A8 (ELC, L, 19 JURGHCRH B P A0, s «

radi o:oneélRlaleddn&n dnehatiag all B8R m@ssry dat aadk thecommon route
forwards the consoli dated rressag”(; to radio noge 191,

whi cralongs evith ey reerisibei peifiens okebe dguter K epasBdmeisgrs. In this
radi o n . 1N 4.t i i ' t C :
e TEIRIREE bl oAU, 49 LA . By c8ERuse o i
messagriss 25825 e F66rcoinmpirisingl the comgmoonmuies datcribed above and the
bet ween, radi o nodes one | ayer apart is sjgnifjcantly..

r educiBgivifiiel mEssees An4dPmRRARS RS iﬁ‘?rgeﬁél‘ Obgﬁé]?‘il?@a?lﬁxdm nodes.

l@ide I s o?xlsyatr{& SRt 029 0aRe! AL 1PE MM OARD R consolidated
instead o

2>

a packet "preanble for every message that it
i t sel hessegealueg theBormusr rdute Whith, iaa¢drdiagite this naeliniing example,

constant .for nmessages n et ween radi o d
r egar GFudes gt ]iaalé’ rﬂgig gggew&?etﬁg PFESS 5?2}%% %? epfi of the common
numbefuRf RESSFPED33EMhe MBES! ot ithg ehd 06 tRSE@EMon route splits the

consolidation furthernore results in a reduction _of i
t he oscmselidatedadessage wtpuisheyeinalangssages.Gsns sgneds] yhus.padio node

l'i kel { hood of ssage _col || si 1.S..Si.9nl f .
r educ% . ST e%gsg%eec%r%ésn%ﬁf (f]d at rlagir?gur?réa{/e %fg;‘gﬂoﬁ% the remaining
i mpl eggRéIedhtddomedbd Bstn@dior addek Q61 raamh 266¢ eSs aciding 76 step 235,

of mesh network 175 as well. In the case_of outboun
t r af fiadio node 241 separately communicates the original message to radio node 258

and a still consolidated message along a common path to radio nodes 261 and

266.

[00111] In this nonlimiting example, the message communicated to radio nodes

261 and 266 remains consolidated because the route is common for each radio
node 261 and 266. Thus, as required in step 229, a consolidated message is
commuﬁicated along this common route and in step 231 reaches radio node 259.
At this point, radio node 259 splits the consolidated message into two individual

messages according to step 233, which is thereafter communicated to radio node
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the access node 176 may group out bound nessages

toget her that share a commobn sequence in the initial
weanteioars4of t he respective routes.[00108] FI G PeB/US2008/031797

di agram 220 of the process for consolidating outbound

messages, also shown in FIG 11. In step 222, the

acce node deter.m nes et her Vp OUt bo

o0 21 S S P M08 AR L BRAP G ESA e
examb @adid Goas 966 0daaylef 6, AR Yedqiied inisitps LBAand R3Mad FAG. 13. By
nmessage for radi o nodes 261, 266, and 258. In this
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However, 1n this nonlimting exanple, conmmon routes o

are datagredipient. t i eexddss nbdd weahle thdewels adeackivn anerjamunication

258, 261, and 266, [00109]. Access npde 176 perfor

step 2 G AQdp ﬁ‘% QRIS BES SF ﬁ)gt?lg ag%eﬁg 8?%[661 g{'}% {pe message

Ness4gquentid Nhiegepling Ghdibh@odessagefepbdiat ok r f¢Blierthahen the
common route along W tgh the remai ni ng portions of the

r out enfecvepting tedimeserdegeay bapemmitiedtonimmediatply reseaysppnsd execute the
access node 176.constructs_a.si.ngl . ' '
oded o8t it 4R Sk eRR A nERERR TR 2kn f BEbus roue
[00119pscri bed Aabovenianfinghexaintpid, it du HIGIES SRQYES @ile 176 transmits an
remai ni ng routes for each of the individual r iio .
nodesQu_ﬂP@@ljﬂ rm@gsaggsacglreﬁésé fagtragioppagle Zoc@y i}gﬁn@g ayey g, a previous
Comr%hf\ieh%%ﬁpgogﬁib%qgftﬁ%é &%Est%ge (B 286 Q) GofNfe ﬁnggéDﬁbde 176,

rout e, accor IS nonlimting exanp

i ncl udesdjoussder 241i, ao nadie Yik. 24 en rhdie muds 25Ge anédodre inally to
the end of the compn route,

. ! in st 31,.th d
at t HisstrmioniragiRenesniron HBWFggrs %{Yaﬁg’eﬁfé %%Snésofl 183? Ziﬁtea and
”essax%ei{/é‘{r%ls&ﬁ'%ig{ 'fﬂinﬁ‘ ?Adi&ﬁé&@ﬂﬁ/son ReichMa$eP rédsé node 255 will
de" 24 {

Thus, radi 0 no separates the message” conponent
for redive tiedeonh8nitatom frive radivanoden?iZctns td phatvese intended for

nmessage, for, radi o_nodes 261 d,266.. So accordi.ng t :
step rggg), nqdzfd?% ' nU%Qn Zﬁ‘f‘%‘&%gﬂ%fré’fli}mé% e 5?‘%% %toﬁig 247, radio
ori gi e 78S 5R30EnIL& fRMI0iNAReInZIBedRecipiest fdrl the communication.
consol i dat ed nmessage al ong a common path to radio

nodesTin6] rather 186, W{iiod 10 reeqive fhes codmunigrtipm@ second time from

exanpl e, .t he SS Q ni ga . radi e :
o o TR 5055 Y B R2S AS25BRM e s
coMMUOgY fiRr cARGnit@&Mn® Thus, radio node 255 essentially elevates its logical

position to logical layer 2.

[00114] In similar fashion, if radio node intercepts the communication from radio
node 247 but instead recognizes that the intended recipient is, as another
nonlimiting example, radio node 258 on logical layer 4, radio node 255 may still
intercept the communication. In this instance, radio node 255 may intercept the
communication and forward the message to the intended recipient rather than
waiting to receive the transmission from radio node 253, which is according to a
previous communication pathway. This process shortens the communication

time of the transmission from the access node to the final destination. So by
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node 261 and 266. Thus, as required in step 229, a
consol i dated nessage is communi cated al ong this common

woauie3anad i n step 231 reaches radi o node 259. P&r/USHI0S/031797
poi nt, radio node 259 splits the consolidated nessage
into two individual nessages according to step 233,

O A A et B B RHERE R e

formaﬁﬂgwﬁ@ﬁumﬁéﬁ@genaﬂ@ﬂ@d|o node 266 on Iayer 4, as
quired in steps 235 and 237 of FIG. 13
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|ct|onfromara relay
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per mi aoflésdonsdetwerndionmen radiecoidopanthifle agesstnedes he
[001 lgissage r c@gfdlﬁﬁBZQhé’\ﬁkée' ﬁglte afar] ﬁb]%?li%s? 2%@% FRES A9 and 14B sets

cordi ng VI OUS®T O
nonl ifaithi the @x@m evhicH then r&diés nolled eaears fonedmntiféeating alarm

transm ts an out bound ness ssed for radi o nod

255 diPnfiBigne4p theagespssanodg b@g@@?gfgsfr dit ¥t résthmgmso@m each

that Lhe ﬁ@%‘c{ﬁ%%shsnfﬁgéﬂm@' ST ‘hgﬂéﬂi&ﬁs ACOIBWIRO of steps
I 0 node i 0 no

176, tor tora 247, to radi o
node R%&e sanding e nldnmatdsyee to adesss inod¢ iLdn In adp @4hotte radio node

253. However, if radjo nod 255 i .a Ie etect and

recei ngﬁ Vaﬁ%%fr???st{“ IHigh; %“ 35}‘? tﬁ %CE? @85‘3‘ thereafter
| ayer ré% arbagt Qlaﬂﬁ%s@a%% M&lhéhn% QLA En LHE SRIMKY Mo8ahd®Bss of the
from o node 247 that is ofherwi se intended for

r adi aepodieg2&Bo nofon recei ving t he transmission from

radi o node 247 ode 255 r nizes that it

[00117he i nt end§eP &t %%g q ppde wats %hﬁg RPEAPTOR P GFWSSTREC (FIG. 11)
r at hegs fabmm@hichfich tithel BGRAY B tHdesiBIoratLibiCat 4lefn anessages from
second tinme fromrepeating radi o _node 253, radi o node

255 | higherdayquedradéaisodes that communiopée withjthaitpagicuigigadio node. In
gfmﬁ Iepgﬂd Xk ragﬁ) c1de adiRs 10 gn&t al m%§§aggﬁt feBily! H{%her layered nodes

its pOSIti 0 ogi car 1ayer
[ 00114 tHig nShllimitfmg dkampledn Onicé atladithe nlate mestages apt ceived, the

t he communi cation from.radi i nst ead
r ecogidfligerodeniy stehé> | rﬁl@ﬁ%@g F%@ rﬁf’eé}ﬁftdb‘iﬂérm Jessagst pih the same

alarm code and same time stamp as the message prepared in step 241. It should

be noted that a configurable time deviation is allowed to accommodate for
differences ifl the clock synchronization between the various radio nodes of the
fnesh network 10 in FIG. 1. In step 254, the radio node extracts the sender
addresses from all of the received messages filtered in step 251 and then includes
the extracted addresses in the prepared alarm message that the radio node

constructed in step 244.
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nonlimting exanple, radi o node 258 on | ogical I|ayer
4, radio node 255 may still intercept the

woamsidi@ati on. In this instance, radi o node 2B6TM8005/031797
i ntercept the communication and forward the nessage to
the intended recipient rather than waiting to receive

e transp ssi di o node 253, i LS
[001 1§£cor di ng“-16° & pf’é\ﬂ? ggrc?a V& alf?eBnm\é@td%&] ib the, prepared. alarm
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coupled to radio hodes at once, they may each attenpt,
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node, cohfiftidafieh BliMAARS ceBRIbng tHae PRl otieraie @cbtﬁ&n alheafm of a large
nmessages si nmul taneously. However, the mass

conmamileagian, ovhigh rng@| etheivdantcans the defioc HAAeS itenattempt to
Mess acgﬁﬁ%%ﬁr%ﬁ Etft%g Qamg tt%i e MG tﬁ)@dtmm? of Hlels% gg%ﬁénsmltted

bet we adi"0 nodes an access node

16] AgC@E dadighydest toahd ac@ss sedl 2 ﬁls@nﬁlﬁi@hﬂg esdilcﬁdltbyihlavmg each
FI GS. "14A and 14B sets forth the steps in ?)‘E fh
r adi gadigdede sxrselifiae pof dagmsipias gieﬁﬁ@ge%ir%&smlﬁ By thegpdio nodes

to the lﬂggeg%‘f‘de'}(?%% S]'lgﬂi(P&fleF géle%% gx ]masahﬁa%\t mir@bdribe 'nﬁbssages per alarm

process eacC 10 NO net wor k
FI G cbn'dmphe Reodess 2@ alsolrésolts My irsedasiof the ep@ralb @fsmeetage of radio

sendi n al arm message to access node 12.
241, 1 A5 TGS CATERS ) TS SR Do siaioge apin Be event of a
condq&gggcﬂgggnhn step 244, the radio node thereafter

repares an al arm nessage including the alarm code and
[00120ﬂ1e node &idr Esis ofiaghm oepesht netyorkad] ocomprésed[cf@ecesy pode 276

| SLeR 2404 N6 SEU SRS bl 5 AR Gy et

for nagei RKeRsgeebpd, B3, als3r NRTEIRAQOS, me% gzl%r 299, and 301
| ayered radio nodes that communi cate with that

par t | expkuence adiire ¢radigions in §w1@tﬁnm1®y theramezpfirigdrpfdine (within the

recei ves such

o TS IR B I o) Bheted, AR o

TS S a@AS 9 teansReed | MRl mekii@ed Rdiadionaste, 2960 Ridip ndbd 296 generates

filters all of the recejved al arm nessages_wth_ the

same its own alarm message and includes in it information from radio nodes 298 and
299 that also transmit alarm messages. At that point, radio node 296 discards
messages received from radio nodes 298 and 299 and transmits an alarm message
to radio node 285. Radio node 285 receives the alarm message and listens for
any other alarm message during its communication receive time. Upon receiving
no other alarm messages, radio node 285 communicates its alarm message to

radio node 279 after including its own information, which communicates an

alarm message to radio node 278, after including its own information as well.

29



al arm code and sane tinme stanp as the nessage prepared

in step 241. It should be noted that a configurable
woiom/odesrati on is all owed to acconmodat e for PCT/US2005/031797

di fferences in the clock synchroni zati on between the

various radi o nodes of the mesh network 10 in FIG 1.

step 254, .1 he_r adi ode extracts.the r -
[OOdalEdr esses ér cgllrlf%]aﬁap%oft 1%twﬂeijhr etgjegi vngghérr@s%ag%g& E |EI’ t reard ed node 301
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t har SRR A e GRutF e 5 AR o e B during the
per i oghrloPdtiddrthés radib) ndder2 ®hammad e @¢ flarrR $nessage to radio node

prescribed in step 261, so that the radi o node can
theredf®er transmt the consolidated alarm message in

o0 4E, 25% 08 R AR e B RE oy 1P RS i noc
[ 001 28§ gheratestiBowid al@fn RiSgpratRSRd24M, it Dledddreksof all the radio
introduced into the timng of the transm ssion so that .
not aPedesmantigned ehoyriis dhomsssagn Huh inthersre eprpmpigated to radio
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whi chradiynatch @7Mané 282 uaé ttahanitathewsingde elbrh anassdgentptaccess node
to co nicate a sane tinme. In additign, the :
numbed ot Afgess g@é%% HPORiTEIeRYnS Phe Harm seRditon gsssags from radio
the 55781088 ohiZed $hat ek ¥ g R34 sensed
eachaI?%%i %wﬁog%gcoﬁsﬁai%gg?gméﬁ%%g? 1tohggjgi gmlc%ezt:?réa sensec of
mes s adptscted ainsuwh bf gt dagfiotriveles Ad3,27002&S 286, DI QREP, 291, 295, 296,
order_layers i one single or just a few nunber of

e 55 g3

nmessa m condi tion. Process 240 al so results

[001232 i nCr easiRdadche RYREAT tHSERNBLE nRl bALRIAREES0 efficiently
that are able to transmt infornmation fo access node

12 i nbrodcasy/ rge siveh ditareckscial all dicaradio pebs2g] theigssh network.

15 is di.agr am of sh._n r 7 0 [ )
acc esgﬁ‘liliso é%“g i%ssaﬂ%&gs%l@ t% “;‘(’e\l\&r"3 g’d %%gsrﬁ:‘;ed ggs)crhoirS1a%P()a3§/i ]Ze)crless 6& rwate ot
t hr ouglinedecorhMutibatfonitdrhetet 1aBlgs € alapdetsize duik Blobl @RS be split into
278, 279, 283, 285, 287, 289, 291, 295, 296, 298, 299,
and 3Bversk persasercel amarimuEe Alewebsize phichuBt then pgreassembled by
the s ri of 4. it Qi h r E M. ..
e, SOSRRETbRET IR’ g SN i schemcs
r adi odgsodes aH98e ang be Wplenmntaditd bedadeart thessagesagdso
radi o node 296. Radi .o node 296 Hener at e,f .

[00124] FIGS. 16A and 16B comprise flow chart illustrations of the process for

communicating large scale broadcasts throughout the mesh network shown in

FIG. 11. In step 307, the access node 175 (FIG. 11) may be configured to

generate a list of messages uniquely identified and having a type broadcast.
Thereafter, in step 309, the access node 175 waits until its transmit
communication time for communicating with radio nodes on layer 0 (such as
radio node 241 in FIG. 11). At that point, as in step 312, the access node 175
transmits the first message in this list, .identifying the broadcast type in the

message header. Radio node 241 on layer 0 receives the broadcast and performs
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its own al arm nessage and includes in it information

fromradi o nodes 298 and 299 that also transmt alarm
woremagesd7 At that point, radi o node 296 di scapPd¥/US2005/031797

nmessages received fromradi o nodes 298 and 299 and

transmts an al arm nessage to radi o node 285. Radio

node ' . g Y

any. oRapPEFEbN SeA el BMRRFRPER ARkl SHRRagl I the messoge

r eceiheg rot BReadyimen raebiedibygadio midaer 1 alThus) inessepadyiels radio node

radi o. node, 285 communi cates its al arm nessage to radio

node Zgomber 0 datermmenyhrbsr ehreti the ieisner das beg reRetved. If so,

co b a6 908028] AlFATARAH&sAR a3 TPARI BiE& n@fli@er action.
including 1ts own information as well.[00121] At the
sanme histep 318 thdialinoodd 241t omipyex Bmstferms thgi taskniddhe 8Bssage has
cormungixéat es an al arm nessage to radi o node 295, which
i s fIhSPILEF8tadi o node 283 via radi o node 287.

[oo12¥fen radi amedep2A3, i oTthe heiorthliRated! B it MESAGES executed,
during its communication receive time, it receives an
al ar magiossedse24l om lpxati G walgampigdhe Hansmigsipwdisee dwvr arrives for
al arm condi.t.i radi o T '
S6a. cosramiA PR B R Qb R 2t s JBIPIBRAIC. 1) on

278 duydrng ab hestep3e9 pavieddhé hansniadine Tagear?vés, radio node 241 on
communi cates its, al arm nessage go adi o node 278. .
[ 001 2gyerUpit Feenied ithiymarsaenrit %Saé?%‘ YSPS S PAEPBIGHdadle past X

2179 %rgﬁgl-leré iljsgzé)gﬁ ableP t Qgg@ﬂﬁ%&ts??geoé@ra Qilﬁaﬂé'&st, as shown

nessage a I nc n it the dress of all the
r adi oinrsogheI2 1InEHGI iBgd above in the nessage that is

t ft ' t t di o,.nod 76. At that . .
1001360 1 - 1 a5 TOUPISPS o Lus B o8 el et Jaukb Pugges umtil the
f rom {adiQn ORAES, 2 Porisd WidDhe kst MRS 76 eoegig@,zaggéﬁgét@p 324. In

al arm message to access node 276. Access no ., )
upon sterd&ionge thedrasmitrtino it PHtherasessageds | dirbegins, adio node

node 278 ecogni zes that the alarmcondition,is a
ar g csn S ERmSinedisherculs it By RS bil b1 pRACK message
radi opnggesadid Bnode’ hdid®dg #B8Smeddhde W8RKifiet91l TRROACK message
296, 298, 299, and 301. [80123 The access nodes of

thi s cinzphwsaied iy apeess boda ‘ indiceigs &af the wprdopst messages were
roqes i veh B M RAEHaoRD MBI HEFR LOB: 84 O and thereatier

e e access no

r endt gbiddapad astio @adds onadgler notkdeedfiayemnvar e or sone
communi cation paraneter tables. A large gi ze dc%téa .
(001Kl ock ey Ibeteap3RP andid | sbgamasestisicngasd der aodea,enngnsrs higher

o A8 SHEF 1L, s S L gt e s
“ti m ngetwotketesadio nodes on the outermost layers. As the message propagates
throughout the mesh nétwork, each radio node forwards an ACK message back to
the access node indicating to the access node that the broadcast message was
received by that particular radio node. This process is again repeated until the
access node 176 receives ACK messages from each of the radio nodes in its mesh

network 175.
[00128] As indicated above, one of the factors that affects the power number of a
particular radio node is its battery status. As discussed above, a discharged

battery results in a power number of 0, while a fully charged battery or constant

power source results in at least a battery coefficient of 1.

31



descri bed above nay be inplenented to broadcast these

messages. [00124] FIGS. 16A and 16B conprise flow
woheoeto3id4b ustrati ons of the process for comunicatismgs/ 031797

| arge scal e broadcasts throughout the nesh network

shown in FIG 11. In step 307, the access node 175
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br oadgiast they! BRI @84 i ConjufictineRitB AL pb%@red&@dﬂ.&&mﬂéﬂ eFIG. 17 is a
175 waits until its transmt communication ti

commutigraimi aignedht tetverd hwbics isan aipmative & gﬁlﬂ&é}t of the mesh
radiq %E AHa 1 Eﬁ Bf‘?% %%:twd%lg 3&(?,250%%8'@% 385 id &@iéa&o various

(S
312,I¥ access’ no ransm Irst mes

in thAG pgolwgted ncm%etdnfmyerrg [10h & 1bandidlasin m;qoaiteimattvlaeambodiment
nmessage header o node 241 on layer O r

br oad®dstheahl w@ﬁ%ﬁ FRdhaodgspPhichaTe AL R &P %:egh%/r Y 10264 nodes,
t riggs %ﬁq baaid gg%er §50eed hH@wﬁF@SﬁQ@MOﬂ bs tdpBatBRS SﬁgseAg powered

has not al ready been received by radi o node 241. Thu
i n stregio3ibdes (sach as mddnenml%élém atrayger thémekdvesron lagers and construct

whet her or not th rressa be ived. If so,

t he rrﬁmagnﬁé%esztﬂih‘?j??ﬁ%ﬁ 3%%} aﬁgiﬁ 'S’SSFRO S ep 316
[0013@]3d t akeslrpﬁhlg Hlidrifiveashbiment! tife! BRteBlBowéBe noael, uch as radio

on layer O perforns the task if the message

has rmude Bée mandezdbnm‘edark{:mglxg;slps)pﬂeeqrolgb@@ o servipg as repeaters.

is ction |cated S

excecuph e Eine Sulaog B Bo L e S AR 1 gacpygg the bater-
t r ansgywesd PRI Aikied XMEh 5&5 &adi@ﬁo&@mmﬁam sAatd 00 ithdt case, the
radi o nodes gsuc as radi o nodes 246 and 247 of FI G

11) ondioapde 346 indisqualified progy serving @R aRRead dfsHRsErigdAbove. In
TXMT Jar k| ve

t he r&a 1n davxrf]er&%%b%eﬂgfejﬁ t%se R)g%(ldgél r@{énngta Eée}?é asrh ﬁ?ﬁé&&% %d do not
past e%ralﬂgw thefnsbieeeonaiyars Cazrthd g(DrpﬂWGeéd nddeamsaii gsgadib@ode 344.

as a broadcast as..shown t 32
00131@3) [ooﬁzé} batterypowesg redip gad ‘be{l&tS a4 ]aﬁéééolsr?aa@gmed to

241 o%nl:ﬂ%(rﬁ&%tg diRbiy® Wit dt dle&s'? Snlerd B%fbﬁr@aﬁloTPﬁME such as radio

peri e access node 176 beglns as in step
324. dodesddp BRGrdinglgentilie this aosliniting erampldyibatierytpuevered radio

de 176 b di a_nod | .
T andES 46kl 408 DRCBBEHS ALHOAL ARSI 798 H4AGR logica

rressqgfe 10 SG%VE@%&I%EQ%OH@Q& 3ak idoss hbeseRs 8A8 8epeater, it is still
i dent ssage communi cated to the access

node abYcﬁta cudiroanieate toitkt aqchszs node 342 as a nfa:@sfag egItg\emaprising radio
e D, 15 R 44 A BB R s 3 347
hi ghes4gnietBesedlite@¥SIASC powered radio node 344.

[00132] Also in this nonlimiting example, the AC powered radio nodes may
maintain receiving mode even during sleep time, as described above and as
shown in FIG. 10, since power consumption is not an issue for these nodes.
Consequently, the battery powered radio nodes, such as radio node 346, wake up
periodicallsf and initiate communication with their respective AC powered radio
node repeater, which in this case is radio node 344. As stated above, radio node
repeater 344 receives the message transmitted from the battery-powered radio

node 344 and forwards the message to access node 342.
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[00127] In steps 329 and 331, the process is repeated

for nodes on |layers higher than | ayer 1, wherein the
wonomdcestr nessage i s propagated throughout thecmasmos/031797

network to radi o nodes on the outernost |ayers. As the

nmessage propagates throughout the nmesh network, each

001355, PSS, AR S0 A, U5 SRR i B ot

NES S dgBefBfowetsnodRE Ja¥h bhaddiPasdd 44, afayrtrogreativoeidended. Thus,

This process is again repeated until the access node

176 s cimbedimeik mess s¥iged the Hmectos thapiery: welacaaey, may be

init .net 128] As indicated above,

one g?p%ﬁsg‘gflggt%@éﬁe%%?ﬁa Qgct s the power nunber of a :
[0013@prti cul aFIG.ath ¢s modiegiam iof snidtipleemysts nettwesks Agnilar to the mesh

di scussed_abov di scharged battery results in a
O e o ie? L mdeL 8 ok LR G b neon
Consgl\ﬁ&th RWEcs S8YI G654 ra%ﬁ@SWSmM{: Is edeBPHrecdsdpaiatemésh networks

coefficient of 1.[D0129] Neverthel'ess, it is possible
t o exhanoay b@gd:dgjrzq:hd;fall&aep@atyd fone eeclh atberi e yetvmpart of the same

they are used in.conjunction wt C _power.ed radio
_nodeél.e“]i?r copynynicaking. 3@? 5w%yer[i5§ﬁac5§slsv%1flﬁ arep Pt ?r(l:qh359, such
I s ansqhd RiEIRLt Weor8 FRQEidHER! mesh AdiRofeT2 Mg elude@h access node
FIG 1. In mesh network 340, access node 342 is

couplaed 2 plwalityoefsrad® pedes sdidioawscash saupladsto, @s ¢ nonlimiting
and L2, Ip this alterpati dj .
power 8 PSai%oP %%%e‘étﬁltx\h%%tﬁle‘aﬁerﬁ%ghglmer?ﬁgﬁ%gﬁﬁe@%eme powet
col orpdsuigstRm, and wehnamidatstihat dunge Bd4hcceds godd inomest rebwork 352.
function as repeaters, The AC powered radi o nodes

(suctBash tegis sodroeriadionllya FoOmAYBICEISE MRBTS cOISHIPUG L data to the
and ¢ r tj t; 3

200 SOBLHGE JLSHER AT ADHEE RN DBE RS0t B one of
enbodiuftrt of thambaichisry lipieyvas ede nbdeknarg ukill iaghe adivpould know,

node 346 (and all pan-darken nodes)., are ohi bjted
f r omtg &¥ige ﬁ’@’“ae\?t‘?‘égéé? er¥Ive %ggtls ﬂg%‘&‘?e 8?1‘@’1‘1%{% le'detqr?‘?gnetwork
exanij@’anﬁl?ﬁagg[@w{fe MRS conhuGesBd 8§ teRcess node in mesh network

bat t er ypower radi o nodes, such as radi o node 346,
may [BS2set to 0. In that case, the radio node 346 is

| squalifie r.Qmservin repeater s,.descri bed -
[0013gi)ove. I nhhg@nlg %leg‘b’{ﬁ@%ﬂmli‘la%f”%s?ﬁsg?% ‘feog%gs gglated with
CannNghdiR&iodes 8supl @PRAF I Ailidy BRIt Lalehaqgetbsh network 354 may
t hensel ves on | ayers, as the AC powered nodes such as

 adi dnclodeagackes{ gate3uifh Eabhalisaof ssdjo podasrceupied dp gas meters in a

node, ..such as radio.node 346, is _configd .
com*rﬂfflé’ﬁfﬂé SR A5t hﬁgﬁhcfrgl% ’ 121%%1 i@é’é@g’?%dn ay include an
radi 0,c88de10ds Weth adsuBEi of radid @0ddswhAeinaoliengdiy nadeh dre coupled

this nonlimting exanple, battery-powered radio
to gas meters, some coupled to electric meters, and others coupled to water

meters, but yet all a part of mesh network 357.

[00136] The radio nodes of FIG. 18 therefore may be coupled to any type of sensor
or other device that provides a signal to the radio node for communicating data
back to an access node for ultimate transmission to the server 360 across wide
area network 359. As an alternate embodiment, one or more of the radio nodes as
shown in FIG. 18 may also be coupled to an actuator such as a pump or other
device to be controlled. Thus, a signal communicated from the computer server

360 and across wide area network 359 may be communicated to an access node

33



nodes 346, 347, and 348 communi cate with AC powered

node 344 on | ogical layer 2. So even though radi o node
wGB26rethoe7not serve as a repeater, it is still pabius2ds/031797

communi cate with access node 342 via a repeater route

conprising radi o nodes 344, 349, and 351. In this way,

bat t er y- power ed r adi 34 347, and 348 .
sat eISPf\“/]% 8% 1} gyes @W&%@ng %Sra%qngfo}ilggec’%a% “Tf?o(l’g%‘]% r%ﬁﬁ gqodes in
in t hh&hneRVéRiRNg exanpl e, the AC powered radio

nodes may mai ntain receiving_node even during sleeg )
[00137] e, as  Mieshmptyesak Abrbwe 2aqalimiingrygmpien may de coppled to wide area

sinc e 3 SQ%Sw@égs?%gh%%{R}di@Qta DLW 'éh%ﬁy be configured

nodes.” Conséequ tery” powered radi o nodes,
such agasordagi © dede B4k, wistlkss stindaeds, aslionalof prdinaty skill in the art
initiate_communication with their resgect've AC

poverRRI? X8PY- ndté TBHEUERG SXAPRIEHD; o4 ECTE QUEeq gommunication

radi q;edg éﬁ(#h RS R&RbAd 38H0ME, udRFH14H18104 evlvqirrﬁé’ﬁa&ﬁﬁmunication

344 receive e nmessage transmtted fromthe

bat t exherpowerckd asadinplenwited3dy dovef oBGtr eyt peovide a wireless

message to .access.no 342.100133] I.n_thi ernative
o ORISR (e ier s nos of btk Bl 4 (1 o of

[0013kfie batt ety -pawes 88 s898es60, P orasioreadting s 8634864 maY also be
be greatly extended. Thus, this enbodi nent may extend

t he tdomplefloto Iservere YO riop|assistinentn dete cpllerdipnpenalysis and control
expensiﬁetin a large nmesh network. [00134] FIG 18 is
a di PR nultiple nesh networks simlar to the

[00139fsh net wprds, 19 i9fa Hagrand 370U efl ekomplabackdientds yst gown and
via a wide area network. Mesh networks 352, 354, a

357 raeyenikedriasthist dispwie. s ngroft @dingsh siHBt Rk &1t ngﬂg know that
be g ' :
;rz%/ érellélglﬁfegcgo?&@ 1%%%}19/ an%ﬁﬂ&'ié’?ﬁ%‘?atforng%?ﬁ?&n@&eg &fa X t?%ce, and that

e sane networK conmuni cating ba
ser vethis3BRistgtiodss medl armaliméting exandd®,of saehsuab itipéementation.
I nternet. More s_ecificall%, nmesh net k 35 maﬁ]8 iced of th
i ncl ubisars o deBEMiBgecRPle FIdR A0 ‘f%fmra&d % Chggagec of the
whi C%rﬁ%ﬁfcﬁ?ﬁcﬂ HAWR I{ij&ga'test ea@ldagﬂlnfeﬁffaké BE QYRR BoryB75. An

power y neter. power utility nmeters . .
sens eopetily systesLOTt indrepaticatibampacific abfwaieal78daenbe gontained in

t he access de in sh. net war.k 352. h radi p .node

per i JBFRAN $705c o%ﬁﬂ%ﬁ?t@ WERbF S@%W@WE%& B H’ﬁﬁ‘:ﬁletoge or more of
the age g?&eﬁgﬁe&fibé@%vgﬁﬁmmahe nhireh is then

forwarded by any one of a nunber of communi cation

[00140] nks, as Asniedightedrbipvearnyadirinode mpytigecive & sigsal @pwiniom another

to wide.area.netwrk,359. Server 360 is |] i .
coupl ¥'%o SUGhRS allreleetiic SR E VEY R bfay a%% gegﬁgi (is/ogltrto gignals to an

dat a LM WALEfhah bet BFredcif@B 8s BOEe: B9 BEFNGNEY.Wotdcordingly, a
signal is communicated from device 379 to the interface 380 for processing by
I'Drocessor 371. Radio node 370 also includes RF transceiver 382 which may
receive and transmit communications with other radio nodes and/or an access
node of the mesh network via antenna 384.
[00141] FIG. 20 is a nonlimiting exemplary diagram of an access node 12 as shown
and described in this disclosure. Access node 12 is comprised of the processor
395 that communicates by a local interface 397 with memory 398, which may
include an operating system 401 and application specific software 403. Access

node 12 includes an RF transceiver 393 that communicates via antenna 391 with
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352. [00135] In FIG 18, nesh network 352 may, as

descri bed above, be associated with radi o nodes
woauplets4t o power utility meters. Likew se, nmeBaT/UuS2005/031797

network 354 may include an access node with a

plurality of radi o nodes coupled to gas neters in a

di fferent geo

G Srent eogr A g2 SE (VIR MRSy TFRL PG dces

radi 98e4eS10MT8F EHMmMSAIBADE @ aﬂﬁd@%rearrﬁtmhmwdmt}oone or more
gas neters, sone cougled to electric nmeters, and

ot hedsvicen phahchstservens e asmbpwndn FHat18et al |l a part of
[0014£[]E8h net néysgd bg[ OOlﬁ%sl%eghﬁla{ q éoab%anésc?iioe&: | Ghbotfinents and

erefore ype of sensor or

ot henoARMmiteR 6>Jéﬁiplé%faﬁé’ ngkeel QJoSSl’gle&lxammeEh)é‘ 1m@wrm:ntalidas merely
for connunlcatlnggﬁata bacK to an acce

)
ul ti sett forthr Sovsarickesr amderstandiag <fr (e rprEse si%t'sc 3]&%@8%{ fgrein. Many
area Al VoLk g 0d1 %Hs ﬂlla E?ﬁ“id@ t& MOU@ '&Escn‘%@@ el‘ﬁbodlment(s)
mor e VARt RS AP TRGHES® BY Shown in Fi G may al so
be couplmalitmtian eaahplas ovitlout depestiog ;subqbarmallm the spirit and

device to be c ntr | I ed. cat ed
f r omprineipies fhietosed Sgtetie A @ %arﬂadliﬁ a\‘Rﬁ?H gleg[}oélg ate intended to
net Wehn@ﬁtﬁeﬁﬁéréﬁ‘ﬁ VUL GRS R of FhidNigt6ReS aA@dRsKERd by the
as in nmesh network 352 for controlling one or nore of
t he rfaldbwingete®si n mesh network 352. [00137] Mesh
. network 354, as a nonlimting exanple, nay be coupl ed
to wide area 'network 359 by w rel ess neans accordi ng
to tower 366, which nmay be configured according to one
or nore wirel ess standards, as one of ordinary skill
in the art would know. As a nonlimting exanple, in
areas where wired communication links to wi de area
network 359 are unavail able, a w rel ess conmunication
schenme such as inplenmented by tower 366 may provide a
Wi rel ess comruni cation path to the access node of nesh
network 354. [00138] In addition to server 360, one or
nore conputers 362, 364 nay al so be coupled to server
360 for assisting in data collection analysis and
control applications. [00139] FIG 19 is a diagram 370
of an exenplary radi o node as shown and described in
this disclosure. One of ordinary skill in the art
woul d know that rmultiple configurations and
i mpl ementati ons of radi o nodes may suffice, and that
this illustration is nmerely a nonlimting exanpl e of
one such i npl enentati on.
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Thus, as a nonlimting exanple, radio node 370 may be
conprised of the processor 371 that communicates by a

woaemwlodisaterface 373 with nmenory 375. An oper aPCm®S$2005/031797

system 376 and application specific software 378 may

be contained in nenory 375. The application specific
software 378 may i ncl ude onmﬁre of the processes
descri bed above and shown i igures. [00140] As

I ngkepigd above, a radi o node may receive a signal

i nput from anot her device, such as an electric, gas,

or water neter, or can send control si gnals to an
actuator, whjc y-he [ f

F G 13. Ac é% X gstﬁ% {/& %r{ g?%egg l%%e? do ﬁg Cegt%%%zﬁtep to wirelessly
devheundoh®e With hipturabtyerffradie n3&6 efad’( cqupbaiet si sagsdpycomprising:
processor 371, dj o, hode 370 al so i

es
transcei ver 2@t ipgicaklang,pToag aF 1orey lotrf“‘glﬁ%ﬁ? in a communication

comuni cations W Eﬁ%eOt(ﬁerthé agdiQsNOHER and Qfonﬁgul%GCQ§S directly
node of the mesh network via antenna 384. [00141] FIG

20 is a nonlim ticognexsegit with thi @gtmmOdC, an access

node 12 as shown and sSCr cl osur e.

Access node %% qrsm(&rgnaéﬁ?‘tkoélapgqglqaﬂ éayspo%agbﬁgp%g%n Prafrore radio
conmuni cates by &ddes&at bf¥ Sithide ehe3SomMuhitati®Bmge 3F8he access
whi ch may include an operating system 401 and

appl i cati on specirode agéﬁwﬁﬁlﬁechmndm]éscﬂm‘é}é%@ with the access
| ncl udes an RF tr %@% C\%hgr%fn gacﬁ g%t "i'z%eo% ﬁﬂbl% additional

ant enna 391 vvlthél of hore ra o no

FIG 19. Access negiealllyadss®ldeiach uadis rfbﬂeldnt erlf)@ed kh@é that is
for communi cati ng over a wide area network 359 with
one or nore devi degicallyeleserstodhe geqeswperieds bengyigpepisr radio node

FIG 18. It Shou'f?@f{)@xgre%@ Qﬁikrﬂ glohgache tsQL%ctlon of the regeater radio
anpl e

above- descri bed I nment’s an nonl i

are nmerely possi odeedetsrplimsl adcordipng eamm dbglozﬂslayer number and
merely set forth for a cI ear under st andi g

principl es di scl GOSET Heghes 0 NE@‘F; 7diq gp eoﬁ¥a13?1t8 as a potential

modi fi cations may..he. t84d:hRqabove- descri bed
enbodi ment (s) an © #q?nrﬁ& ng ‘exanpl es wi t hout

departing s ublﬁranttha iplyraliityorfi tathie sqsies icomanuhiqatd deth gb ghe access
di scl osed herein. | such difjcati

d
variations are i MO&fidEY TBOHE"E ntBI Eeys h%eracg]ivﬁdv\fr?‘?ﬁ fhe  sensors

the scope of thi Scoqgfeelt@ﬁiér&u@ri@ drradieabest. by the
following clainms. CLAIMS W 'claim 1. A systemfor an

access node coupled to a conputer to wrelessly
comunicat e

ith a rali radi o .nodes each
coupl ed2 ‘to "s?esﬁ’gtspf,)o ccglﬁ’r’&\t %\”ﬁbﬁlcompﬂsmg

logic in the access node and each radio node on the first logical layer to
synchronize a transmission time and a receive time for
communications between the access node and each radio node
on the first logical layer; and

logic in each radio node to synchronize the transmission time and the
receive time for communications between the radio nodes on

adjacent layers.
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a first logical layer of one or nore radi o nodes
W thin a communi cati on range of the access node and

woaondeiogissed to directly comunicate with the aeCc®a$2005/031797

node; one or nore additional |ogical |ayers each

havi ng one or nore radi o nodes that are outside the
communi,cat i range af th ccess node and configured

to indﬁrectﬁgwéﬁﬂ%ﬁﬁ$8@FE%MﬁFﬁwfﬂgmggwg%s node, ‘
wherein eac Wogi@dédhﬂ%ﬁfé@ a dshdlish eardrouiByudd adethinuaitation time,
| ogi cal |ayers selects a radio node on a |ogical |ayer

that is |ogical | ywherasapessages jee eQrpmynicaigd diamy thrpageess node to
repeater radio n ir.eless transm ssions, the

sel ection of the%%gﬁégggfk$h%ﬁ% node det erm ned ‘
accordi ng t Qogibeorfygirahio dseptish aidbenndocnponientionutiines wherein
of each radi o node evaluated as .a potential repeater ..

radi o node; and VEFEEH a{en@napmlgqttpé)%ro& the 08F &Y Ay dadio nodes

communi cate dat af gtRe.a068ss node corresponding to

signals received rom t he sensors coupled to the

plurality of radio nodes. 2. The system of claim1,

further co i sing: | ic i.n the.access node and,.eac

radio Hode e_terét%PW ?ﬁ?la}l%&i’ _é@erq”% & R OL TRER FEHY ?85%5 on the
t FRAS THSSAI0Mayet MBreaNd 8 [QERieY Qofiniidalibn mode during outbound
conmuni cati oris bet ween the access node and each radio

nedmnomidation finreswhileohye eedess myderis inmtransoyt eonmuiigetipn mode.
radi o node to synchronize the transm ssion tinme and
the receive tine for comunicati ons between the radio

nodes on adjBeafitem®dfIEm34, Witeeif ot efmoke fidid Mdes on the one or
further conpri si | ogi c configured to establis

L 1 NQ. an
ourdre @ddntlomhiggﬂc@lgw%ﬁ aie] 1, TCOR BT é‘i’lﬁm#@§§té‘§b’§log‘? uring outbound
communi cat.ed .from t:h e n radi 8 JRWSoical 1
SR REE g b %, OESRSS AR hReAEer B8 R IRWical Layer
C QIBEFHoGHE heRsd hote is hetraismit@asagesatinanadzimuni cat ed
fromthe one or nore radio nodes to the access node.
6. The system of claim 3, wherein the one or more radio nodes on the
first logical layer are in a transmit communication mode during inbound

communication time while the access node is in a receive communication mode.

7. The system of claim 6, wherein one or more radio nodes on the one or
more additional logical layers are in a transmit communication mode during inbound
communication time while a radio node on a logical layer that is one logical layer

closer to the access node is in a receive communication mode.

8. The system of claim 1, wherein the selected repeater radio node of
each radio node evaluated as a potential repeater radio node has a logical layer
number that is the closest logical layer to the access node of each radio node
evaluated as a potential repeater radio node and a power number that is above a

predetermined minimum value.

37



B S T N )

—

4. The systemof claim3, wherein the one or nore
radi o nodes on the first logical layer are in a

woeewinses4zonmuni cat i on node duri ng out bound PCT/US2005/031797

conmuni cation tine while the access node is in a

transmt communi cation node. 5. The system of claim 4,

wher ei n,one or nore radi;o _ngdes o e .

addi ti ofial I@Eﬁ &5y 5’3 ecll%lma ’ewiﬁﬁregl ?ﬂé%cseei?%gedofep 846 radio node of
Coduak thdidtnode dvRtRtdduid B potantibotupdaten paticinodt ihas at highest power
while a radio node on a logical layer that is one

| oyimeler vrlye of all raie podes oprike desestlogighidysidojthe gpcess node.
transmt comruni cation node. 6. The system of claim 3,
wherein the one or nore radi o nodes on the first

| ogi cal 10.ay eThasystdnd ofi claima s miheretro theupoveea tnivorbenizdbe product of a

during.i nbound cqomunicatjon tinme while the access

e e RO eB g BAIbi eSS PR, o e SR ngflg expiuated as
Of 5 Gttt PepBRBT&IiS O LR a2 FBREGCiEREofefRHBMAD thdBatRPLstatus of
or re additional logical |ayers are in a transmtt

c cthrermaiic aodeosvahmathsl agwrpotentinhispesier rediomnede.cati on tine

while a radio node on a logical layer that is one

| ogi cal layer closer to the access node is in a

recei vel COMYRd GRitk@ANoMBEEn B, Whaeinyikefbedficiehtatdtrebponding to
wherein the sel ected repeater radi o node of each radio )
noaveilable memers eapacitypelt batrpdip nodpsutlanted agiacpaiendial Kepsater radio
a |l ogi cal,. layer nunmber i i C .

" el el Y R OBERR R o dnd PReleD iBkel B R dyemoty
as a potential repeater radi o node and a power nunber

that is above a predeterm ned m nimum val ue. 9. The

\ h .
system bF cl Bharsstenpéckin 10n evhseis theetperipenitcaresnaaiipg to the
norga%tegf stafd§ %f Gl 10%11&% SURLBALRD %&ceﬁiaﬁ’ oL 20! ?Adi(]) node equals 1
repeat’er radi 0 node has a hi ghest ‘power nunber val ue
of whdd the dditery podesng thetdogentibrepedter ragioalle IsafyBy chargtde
access node. 10. The systemof claim@8, wherein the
power number is the product of a coefficient
cor r esppdi n@hﬁf sys?éfﬁ'ok RIS 108 WEwirf BRAUFNCift doR8sponding to the
radi o node eval uated as a pofential repeater radi o
noshgtemynstatas ob dlid radicemtdecorivetdmsdi pygentml répeateatades pode equals 1

stajus.of the radi o node eval uated as a patentia

" ot b peeatel Hotrer TR0 niEn SDu R ARG shie.
wherein the coefficient corresponding to avail abl e
menory capacity of the radi o node evaluated as a
potential repeater radio node equals 1 when a nmenory
buffer for the potential repeater radio node is enpty.
12. The system of claim 10, wherein the coefficient
corresponding to the battery status of the radi o node
eval uated as a potential repeater radi o node equals 1
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when the battery powering the potential repeater radio
node is fully charged. 13. The system of clai m 10,

wohere@3s4t he coefficient corresponding to the barwseops/o31797

status of the radi o node evaluated as a potenti al
repeater radi o node equals 1 when the potenti al

:nee? ﬁgg ?f}o % meﬁ@ﬂ%?ra%ﬁgs?v%é%nﬁ) 18aa1nﬁae§{AC I%%%.(/ﬁlg rlélurdﬁty of radio

PlBA&! dnidYanOfccésd Glole BOEREmARIdats RviBLhe $8cd39Hedd, @omprising the steps
comuni cate with the access node, conprising the steps

ofof: nonitoring for wirel ess communi cations by nearby

radi o nodes; n%ﬁgg %rt 1083 RS Qg}dﬁéa.rﬁ}dleamd fdRd
fromthe nDnl ore ess conmuni ca ons 1 nto an

ordered |i stading ﬁdlr&aﬂ:@dﬁémaﬁﬁeﬁ itientfiecdfromethe cmgnnmted wireless
relation to the access node;. determ ni

n, he
nearby radi 0 nod&OPEHIEGHTERT o "i“hor ﬁ‘@délghg}ééiml rfog‘FS %c(fﬁrdmg to

serve as a repeatfl 1o QIRA% M/ ResThbidng data
wirelessly to the nearby radi o node ranked first in

t he order ed detesirifig Metmemewafoadadxon@de rardiel distfinrthe ordered
in the ordered |IS£ can serve as.the ater radi o

node: and t ransmiltt P RS a\/ﬁel?eéfeé&ql?/n >anot her

near by radi g pQdRtihddithSiRISiS a6 tHe rihrbyfratiberode aadked first in the
radi o node ranked first in the ordered |ist cannot

serve as the r ep@é‘ﬂ@ﬁd Hatdf therrsgeby sapiornads repked lapleiathp ordered
radi o node retr ari{sg] se%vr% asqgé I%R aggrqja&%qlodf: 9yt he

first radi o node The actess ectly or

indirectly ag@ehiiingdite wirtessly tmﬁcehadﬂmﬁyyomub node in the ordered
repeater radi o nodes. 15. The nethod of claim1

further conpri si At tlﬁéhesﬂ%bibﬁadl‘éd]o%tr?ﬂ&dt Het dap d%‘i’ ogdered list
[ist according to LG RONeL. AUTHGLASAAE AR heldh the repeater

each nearby radi o node romthe nonitor
wi rel ess conmuni aadioomsle rbGanshiies tiet duted rakivet dirom 1the first radio
wherein the power nunber conprises,.a

roduct of a .
coefficient corr é%’ﬂérﬁ%llfﬁ‘gactcﬁsstrf?éelﬁlgﬁf& g@&??ﬁy gigcordfpg to one

near by radi o nod d&ashdi-Siant &%ﬁmondl ng to
the avail abl e neerPtg?lS&S? the ne re by fadl o node. 17. The

met hod of claim 15, further conprisi ng the step of:

g?gt,leg? i Lin? he gtﬁm?of &algnbﬂ f{nghear c\éranp%glng the s%ep ott 0

adjusting the ordered list according to the power number associated
with each nearby radio node identified from the monitored

wireless communications.

16.  The method of claim 15, wherein the power number comprises a
product of a coefficient corresponding to the battery status of the nearby radio node

and a coefficient corresponding to the available memory of the nearby radio node.
17.  The method of claim 15, further comprising the step of:

configuring the power number to a value of zero to prevent a radio

node from serving as the repeater radio node.
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node from serving as the repeater radi o node.18. The
met hod of claim 15, further conprising the step of:

wdeowiisrgg7each near by radi o node identified freariisens/031797

nonitored wirel ess comuni cations that has a power
nunber bel ow a predeterm ned val ue down the ordered

list. . A methad faor.a first radio node.i et wor k

havi ng:l-g' pl Jggmefqu claingi 15- ﬁugglggc%%nsé%g tgggtee sol%'node

to communi catBotthd Ratlencafiessdiogrle tenfifiedifngnt the monitored
steps of: selecting one of the plurality of radio ]

nodes as a repeatélelesssoBInBHtions s 195 1% POPEL Pyt delow 2

cannot ‘est abl 1 sh . i Letl Bl GBGH AgkcSATRN cat i or

link with the acfess ho ransmtting a registration
request nmessage to the repeater radi o node, wherein
the repeater node forwards the C{?(e}gi strat

' t . .
messageddi r dempiof dotnrsheadinsRodeghé r{g}wq)r:lggygylégt URjﬁ‘iaBtY of radio
t BGaR%HASH %9&@ n@gcggf_ A9 hiate RA tHthe ABERs ASHY, th@PAking the steps

repeater radio no evaluating the registration
reguest nmessage to determ ne whether the first radio

node registration request is.accepted or denied 1
access node;sg]ﬁ?fglgc‘ﬁ’r?ﬂ#ﬁﬁ%ﬁfﬂlfﬂgy QFFaéléopB?éeé % raorﬁl?eiag% 1hdi§ node if
access node to thg firStadidiode NQ@ROLC ehRishi AYdigdtt bidirectional
i ndi cation of acceptance or denial of the registration

request. 20. The coemhwétatpn dhlaivithibe agegsstpde;

conprising the step of: .accept| | ShraLi ‘0 nod
request rresg%gmlt?&t ﬁéegléﬁaﬁlg 8 rrg(ilggttrlgrgseﬁég%got ﬁlrergé%%gb 3 radio node,
contai ns a predetygepdifnate idpdtdrf hale Godeards2thé. regisaation request

nmet hod of claim 20, further conprising the st f:
denyi ng the regi stessagechrectyiRiic sesapdeion "F‘ﬁgecay to the access
registration requ C 1 8580 A8H radio nodes:;

i dentifier code. @ééa%g(ﬁﬁ%ﬁw%% Ag?n%fzgflﬁqgo, : er eil% 10 node

t he predet ergvhingghd teniepfsiratiors edeest méssafestoddetermine whether the
corresponding to a specific application tri%/ﬁe. 23'd Tlae ed by th

met hod of cl ai m A0St rafiermena 1egdrabpR aetusstds Aggpied or denied by the
identifier code i . owner | D. 24. The nethod

of claim 20, mherag?éﬁygﬁ(ze’%g%ponse communi cated from

the communicating a response from the access node to the first radio node

containing an indication of acceptance or denial of the

registration request.

20.  The method of claim 19, further comprising the step of:
accepting the registration request message'if the registration request

message contains a predetermined identifier code.
21.  The method of claim 20, further comprising the step of:
denying the registration request message if the registration request

message lacks a predetermined identifier code.

22.  The method of claim 20, wherein the predetermined identifier code

includes data corresponding to a specific application type.
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access node to the first radio node routes to the
first radio node along the sane route as the

woegiesiBIari on request nessage. 25. The net hod 8€TaiS081031797

19, further conprising the steps of: configuring the
access node to periodically communicate a

Conmondtn; ey aRge aF 4 28ChBePoR AR AR pengtier code

t B 1SR GhMez b ON message fromthe access node. 26.

The nethod of claim 19, further conprising the steps

of: transmtting an initialization signal to one or

more ofy,t he pl.ur ahid ¥r Qhind Q@'V_Qherﬂ& & $BAInsBEEMARAIANK from the
to request a response nessage; and receiving a

r @s@Rnaedd tootire tihe radie node pmntes tofthe fiest phdio abi¢ yloog the same route
radi o nodes.that are nearby, the response containing
d@s thed 5P EsHINEARS! BGSRA®t her the responding radio
node may be used as a repeater radi o node for

communi cating with the access node.1 27. A nethod for
a first25r adihenoetbod of daifi 1% tfumlesrwomprikiag tliegsteps of:
plurality of 2_.radio podes and a .first acqgga node to

align to a é@@gﬂgngicgﬁsfﬁgﬁﬁ §ds 40 pRHoGcaly ypmumicate  a
having a pluralityngfrofiaghidd NeResage COBPI 1a8iNI nbll&®  within  the
steps of: 4 nonitoring for wreless communications by
near by radi o nodewmnimunicationZange of jilee dccesstnodeicindecond

ks; 6 Ki h I b ' ' f
The Tirat arbeRonBms wavhneeey fisid FOET ReRRibe®

nmoni tored w rel ess conmuni cations into an 8 ordered

list of radio nodes according to the logical |ayer 9

nunber 26f ealte methedof ¢laign & Avdlercemprsingthe fiepsialy st

or second O " rei ' ;
navi g the | BsEpgE A TaMAELE JLAfRl B bARIR: BERRSluralty of
hi ghest in the ordéineddtd thht ar neadpyist iengest hecspamseimepsage; and
of nearby radi g nodes in e%ch o£ t he first(gq% 3 . £ radi
second net wIEREVIREA FR§PYHE MG GRE ST MYE; ¥alfe Plyafity of radio
numper 4 accor di rlg)d{ag haPOYRS RUIBE’ el YEpoer &drflaining  data
the nearby radio nodes havi ng the hi ghest power ,

number on the sanmriespursingbtol whethel tHeagespondingheadicanede may be

ranked hi gher than near r adi o .
anked higher t aused e a? %epe%gerorag{)od fode for communicating with the

access node.
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~nmet hod of clal

7 on the sane | owest |ogical |ayer nunber having a
| ower power 8 nunber; and 9 transmtting data

woizowslesaly to the nearby radi o node in the seeomasn0s/031797

network that is ranked first in the ordered Iist,
wherein the first 1 radi o node becones part of the

second t woy k d cofmmnicat S.W th t S .
access i‘](g_de.Afn%g‘?d Eﬂﬁ@ RS Tode 4 ﬁidr#tf% ?Wg&%gl%gﬂlghaeplurahty of
firh&b ARds QndadardBYcsy BDesvenliby t@ ar erbhdacdess hbée of a second
first network to comrunicate with the first access

noweverk hakimgrramlityzofiradip sodesd eompmuagthesteps ofn t he

ordered |ist_j t : | : : : i h
BT E RS SHE i ORe b rebofSradag i e

forwardi ng a regisftthafitsoand egosbhetmessage to t he

second access node 3 that is repeated by.t nearb
radi o node i#iRE ﬂ%"e‘??@&&’ TREORS lf‘lr?&‘(fjll Pﬁtwgﬁ%éagﬁ?@# networks

in the ordered |igtyifaekdhihd Renfi&8d Hifeddss @Bmeunications into an

request nessage contains an identification nunber.30.
The met hod of cl adnde2?, listueft mastio candes i ascerginghéo shedegical layer

of : accepting the_registration..reqyest ssage

received by the s’é%el% Oggﬁctek%%eaﬁbaldrgﬁpr%or#ﬁﬂeon Of the first or second
radi o node if the;ekondieACHBESInNAEELY Sadi®Rotighedng ahe lowest
accept the identification nunber; and denying th

registration r equl@gica}ﬂéﬁ@ra@@lheé%féif%@@d@gheﬁféné]é“c@efﬁ@red list;
de fromt fi i 0. i
Zggg:: ﬂgdg qiﬁgsﬁfggr}g% ﬁ%ll{%l%ﬁ' rgggl%%bgggcgg 'trfotd%g % 8840 the first and

i dentification nugesd nd¥orld Isywiigee fsathe dowesinaditdl aydr number
di spersed radi o nodes coupled to sensors to

conmuni cate with aaeorkingtosa pewer RymberelygyMmherein the nearby radio

conprising: logic fi t '
conmmuni cations t r%%s%?ri}iatgl ge‘gi h?%ﬂégggk&%r Bﬁ{lber on the same lowest

e cess node or one
or nore radi o- nolgkal lharmeintbea afe msltedgrighyy then meadiyoradio nodes

nodes receive a synchroni zati on nessage from an.access
node; logic in th&? "Fhersé{’leé?%??ﬁ 1‘&5103?[2@%5“%8%%}‘“1% a fower power

configured to tr & #hdregi stration request after
recei pt of the syncﬁr ohi zati on nmessage fromthe access

node, wher ei tnardshsttingrdata grielesslyftorthdinsarhydedicanede in the second
accept ed t'o the nr?ett\%rrkkt;hat is ranked first in the ordered list, wherein the first
radio node becomes part of the second network and

communicates with the second access node.

28.  The method of claim 27, where the first radio node may subsequently
realign to the first network to communicate with the first access node if the nearby

radio node ranked first in the ordered list is part of the first network.

29.  The method of claim 27, further comprising the steps of:
forwarding a registration request message to the second access node
that is repeated by the nearby radio node in the second network
that is ranked first in the ordered list, wherein the registration

request message contains an identification number.
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logic in one or nore radi o nodes outside of the
comruni cati on range of the access node configured to

wdebmaB1#r ansni ssi ons fronml one or nore of thePETMSL005/031797

group of radio nodes; logic in each of the one or nore
radi o nodes outside of the communication range of the

equest Lo al BN Shelern 7 rarr e Bliphe Aop gl o

nodes for fusdcbgting FiRN sdpishotion rtQudshenaspestceioe® by the second
after receipt of transm ssions fromthe one or nore

first group of rawicessiwdedonpiheriapiragioenagsdl tie sgepnd access node
radi o nodes out si C ' ' : .

rocess mode are. absalielf i REEIE ALhOR. 3R AR BE: bhE

addi ti onal radiyéndhe esigdiasiba rddugstpossideanedvdd ipmht Becond access
access node configured to dgt ect .t ransga’égsi ons _from

anot her radi o nodBat, fromdbestiishadip nade HdReseopdecess node is not
coupled to a COMPUffiyld Y ERPEAR i YerGHIRIH SALSW th a

plurality of radi o nodes each coupled to a actuator
conprising: a first logical |ayer of one or nore radio

and cont 1-gur ScYFRIGRT BERIYR o AR R FE O CRRPISE 1 sensors o
ACERBRUMCHE it RbedIROEe ﬁldedﬁetdzv@ﬂ@bomﬁﬁéiﬁgzl layers

each having one or nore radio nodes that are outside :
t he comuni clgicoponfigngrs tof moniEon feteeemmutisations transmitted by th

configured to indjrect '%e%?mﬁ‘ér&%?ﬁg rX‘AiB.*}lthse \;\?’%&%‘?% first group

node, wherein eacHFEAMGNOIE" oh € one or no

addi ti onal | ogi cabf kaienpdeeheriw a syadhonizaten afesgage from an
| ogical layer that is logically closer to the access

node to be a repeéﬁcéﬁisnoéééi o node for wrel ess

transm ssi onf'o’ézit he &e lcfl?r%% ig?(glpgﬁg trP(%o.rﬁ‘ fe@t EnloffdCt0 transmit a

node determn accor ogi cal | ayerr nunber

and power nunber gdgisBatitn fegqdésd afi@decsptadiibd gthch®nixzation message
potential repeater radio .node; and wherein the ra%dié),
nodes cormmuni cat effgBythe awereqdsnuhergiot the frs g of radio nodes are

transmtted from 5&@13@&%3&1@ n@R}Qﬁk;t o a radi o node

coupled to an
logic in one or more radio nodes outside of the communication range

of the access node configured to detect transmissions from’ one
-or more of the first group of radio nodes;

logic in each of the one or more radio nodes outside of the
communication range of the access node configured to transmit
a registration request to a radio node in the first group of radio
nodes for further transmission to the access node after receipt
of transmissions from the one or more first group of radio
nodes, wherein the one or more radio nodes outside of the
communication range of the access node are accepted to the
network;

logic in additional radio nodes distantly positioned from the access
node configured to detect transmissions from another radio

node
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actuator for controlling operation of the actuator.
33. The system of claim 32, wherein the actuator

wonowioddes7a feedback signal that is comuni cat edTig2d08031797

radi o node coupled to the actuator to the access node.
34. The system of claim 33, wherein the feedback

signal js repeated ' j .
regei ptgzby t esyéfegaegér %ggiggerss ql%glee cro%p |68 tr&og ec%m%{l{egrtotv?urelessly

communicate with a plurality of radio nodes each coupled to a actuator, comprising:

a first logical layer of one or more radio nodes within a communication
range of the access node and configured to directly’
communicate with the access node;

one or more additional logical layers each having one or more radio
nodes that are outside the communication range of the access
node and configured to indirectly communicate with the access
node, wherein each radio node on the one or more additional
logical layers selects a radio node on a logical layer that is
logically closer to the access node to be a repeater radio node
for wireless transmissibns, the selection of the repeater radio
node determined according to the logical layer number and
power number of each radio node evaluated as a potential
repeater radio node; and

wherein the radio nodes communicate data corresponding to a signal
transmitted from the access node to a radio node coupled to an

actuator for controlling operation of the actuator. .

33.  The system of claim 32, wherein the actuator provides a feedback
signal that is communicated by the radio node coupled to the actuator to the access

node.

34.  The system of claim 33, wherein the feedback signal is repeated by one

or more radio nodes prior to receipt by the access node.
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