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Such a fault tolerant semiconductor memory systom Is disclosed In US-A 4,748,627 desctibing an error
correction function used In conjunction with 2 refreshable memory but providing the abifity to end the error |
correction function when data is fo be tead from cells that are questionable. Multi-lovel correction aspects
and the rofe of hard errors do not appear to e considered.

The US-A 4,335,459, R. L, Mifler titied "Single Chip Random Access Memory with Increased Yield and
Relisbility* appears to disclose a multi-chip memory system in which chip Includes Its own on-chip error
correction (see esp. column 12), However, there dass not appear to be any appreciation of the nesd to
effoctivefy turn off on-chip error correction to cotrect hard errors $0 as fo be able to make the use of the
complementrecomplement algorithm, or of the desirability of doing 30 in terms of overall memory refiability.

{EEE, July 1887, "Cost Analysis of On-Chip Error Control Coding for Fault Tolerant Dynamic RAMs® by
N. Jarwala and D. K. Pradhan, pp. 278-2B3 appears to disclose a cost analysis for two different error
correcting codes that may be employed on-chip in high donsity DRAMs. Multi-level coding schemes do not
3ppear {0 be mentioned.

While there are many dlfferent ermror comection codes that are applicable and available for use In
conjunction with memory systems, one of the most popular class of codes that have been employed for this
purpose are codes with 8 minlmum distance of four between code words, Such codes ere capable of single
error comection and double error detection. These codes are well known and easlly implemented and have
2 proven track record of reliabllity and ease of manufacture, particularly in terms of simplified circuitry and
minimum consumption of chip “real estate™. Clearly, single errors, whether hard or soft in nature, poss no
problem for such codes. In eddition, such codes ¢an detect the présence of double enrors, of elther the hard
or soft variety, but cannot generally correct them. In the event of two soft ervors, it does not appear that
corraction is generally possible using such codes and decoding techniques. However, the presence of two
hard emors or one hard and one goft emor, does lend ™ itself to the utilization of the
complement/recomplement algorithm for double error correction. This algorithm is aiso referred fo as the
double complement algarithm. This method is, for example, described In an arficle by C. L. Chen and M. Y.
Hsteo, “Error-Cormrecting Codes for Semiconductor Memory Applications, a Stats-of-the-Art Review", IBM
Journal of Research and Develapment, pp. 124-134, March 1984. This algorithm takes advantage of the fact
that hard errors are in general reproducible, As a result of this It is possible o be able to identify bit
positions which are in error. With this knowledge, double eror correction can in fact be carried out. #f is
thus seen that the reproducibliity of hard errors renders it possible to improve the refiabifity of information
storage systerns which are subject to hard-hard emors or hard-goft errors without increasing code word
length. Thus, aspecis of memory chip design which tend to defeat hard error reproducibllity. also present -
barders to system level double error cormection sspecielly in systems which ere deslgned around existing
single error correction and double error detection codes and circultry.

Memory architecturs itself glso plays a role In eror corraction conslderations. In pamcular. it Is often
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error det ec%ﬁ" affer asmultiple ecror in the chip data as occurved. Such uncorrectable ervors at the system
d to cause major system failures. Upon occurrence of such an ermor, subsequent mernory
operations genecally cease. At the same tme, if Is also seen that it s desirable to employ systetn level
error corraction and detection circuitry to increass memory reliability. ft is this situation which produces the
problem which is solved by the present invention. In particular, at the system lsvel it Is desirable to beiable
to employ the complementiracomplement algorithm to increase overall memory systom re!labﬁ‘ty particu-
farly throgh cormrection of double errors which would not otherwise be corrected. However, the
complementfrecomplement algorithn dopends upon the gbillfy to be abls to reproducs herd errors.
Howaver, it is noted that the on-chip error cotrection capability can actually mask the presenoe of hard
errors assoclated with a given chip.

Accordingly, it Is the object of the present invention to solve the antagonism that can exist between chip
level and system level error correction systems in fault tolerant memory systems.

it Is a still further object of the present invention to provide semiconductor memory chip designs which
facilitate the reproduclbility of certain chip tevel errors, to facilitats the correction and detsction of hard-hard
and hard-soft memory system errors, and to ensble memory systems to apply the double complement
procedure to racover data when there is an uncorrectable errer in the system levs! error correction coding
circultry.

The solution is described in the characterizing parts of claim 1 for the system and of claim 5 for the
method.

In accordance with a preferred embodiment of the present invention, a fault tolerant computer memory
systern comprises a plurality of individual memory unlts. Each memery unit contains a plurality of memory
cells and unit level error correction and detection means. Also present are a plurallty of unit level means for
indicating the presence of uncormrectsble errors, these means being associated with distinct ones of the
memory units. The uncorrsctable error Indication means operates to disable the .unit leval efror correction
function upon the occurrence of an uncomrectable arror. The memory units are preferably linked together
through a system level register which recelves data from individual memory units. The memory system also
preferably includes systam level correction end detection means which receives data from the system level
register. In preferred smbodiments of the present invention the memory units ars best thought of as being
individual semiconductor memory chips with on-chip eror comrection and detection msans. Addltionally,

~each chip is best percsived as supplying & single bit (at one time) of informetion to a system level word-
size reglster which is also provided with system level error corraction and detection capability.

One of the sffects of the operation of the present invention {5 the carrying out of an effective temporary

“chip Kill* upon the occurrence of an uncomectable error assoclated with a given chip. In effect, the
occurrence of such an error on a chip causes the unit fevel error correction function to be disabled, for
example, by providing an all 2ero syndrome. While this is aimost certain to gsnerate subsequent systsm
lovel error indlcatlons the repmduabla nature of the forced chip error &till renders it possible for system
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| n parti cbliteeceuring in selestddorord line 14. Of these 137 bits, 128 bits comprise dats bits with the remalning @

bifs being parity check bits. This is sufficient to provide on-chip single. error corraction and double error

detection. The 137 bits of cell array information 18 ars selected from word line 14 and passed on to chip

level error correction circuitry 20 which provides 128 bits of corrected data to static register 8. Memory

untt 10 is also supplied with address ficld Information (not shown) which is employed by decoder 22 to

select a single output bt from stsbic register 18. The oulput of decoders 22 In chips 1 through 72 are

supplied fo corresponding cells in register 25. These cslis typically comprise flip-tiop circuit elements. In

particular, it Is seen that system level register 25 Includes 72 bits of information of which 64 bits compriss

data with 8 blts comprising parity check information. Again, single error correction and double error

detection are possible with this degree of redundancy. The specific nature of the code or of the detection

and correction circulfry employed either at the unit lavel or at the system level are substantially ircelevant to

the practice of the invention. Any suitable code may be employed for this purpose.

The disadvantage of the system shown in Fig. 1 is that hard errors such as “stuck at" faults occurring

in a particular cell array 12 render it impossible far system level ecrar corraction coding methods to employ

the complement/fracormnplement method for recovering from hard-hard and hard-soft emrors (that Is, double

errors which are herd in aature). It ts further noted that the specific structure of the memory systemn shown

in Fig. t should not be construed as limiting the present lnvention. In particular, the choice of codes, as

indiceted above, is relatively arbitrary, as is the number of chips employed and the parfioular word

organization of cell arrays 12. The rolevant aspects of Fig. 1 encompass the dual level emor correction

capabllities and the independent organization of the memory units, parficularly with. respect to their

supplying independent bits of information to register 25, '

In order to more fully comprehend the problem associated with the memory system of Fig. 1.

consideration is now directed fo a simplified example of the problems that certain hard erors such as

“stuck at” faults can engender. In particufar, consideration is given to a memory structure In which each

word comprises 8 bits, the first 4 bits being data bits and the fast 4 bits being parity sum check bits. In

particular, and solely for the purposes of explanation, it is assumed that the error correcting code matrix is

the one provided In the table below:
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Attention ts now specifically directed to Fig. 2 In which memory enits 10 have been modified as
indicated in accordance with the prssant invention. in particular, It is seen that ia Fig. 2 unit or chip leve!
emror correction circuit 60 is employed to provide an uncormrectable emor detection signal froim syndrome
generator 91 through AND-gste 83 and OR-gate 56 to latch 55, which provides a correction inhibit signal to
decoder 92 of chip level ECG clreult 80. The chip Is firet infllslized to have cotrect data and parity bits in all
the ECC words “behind" the on-chip ECC. Upon complstion of the Iniialization, the SET MODE A signal
lins is used to set latch 52 such that the uncorrectable error detection signal from syndrome ganerator 91
can sot latch §5 through AND-gate 53 and OR-gate 58 fo disable unit level error correction. _

The SET MODE A signal line is employed in accordance with standard known methods such as
applying an over voltage for an existing Input or inputs or in accordance with newly defined JEDEC
standard in which CE and W are active before RE and In which addresses at RE are decoded to provide
the SET MODE A input signal. The reset input R of laich §5 is supplied in generally the same fashlon as
discussed eariler for tho SET MODE A input. The RESET MODE A slgnal line rassts only latch 55 aflowing
normal operation to ratum after system error recovery s accomplished and data can be read from the amray
until another multiple error is encountered. RESET MODE B, again supplied by method given above, Is
used to disable the feature of data correction by inhibltion. SET MODE B agaln is supplied by techniques
previously discussed and is used to set latch 55 through OFi-gate 58 to allow memory bit mapping by
inhibiting chip level ECC data correction.

The use of RESET MODES A or B or SET MODE B Is used in conjunction with system error recovery
% allow the data from the bad area "behind" the on-chip ECC to be mapped and corrected and placed info
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emor correction circultry. The disablement of the on-chip etror correcting circultry actually enables the
double complement algorithm to be camied out at the system fevel and furthenmore allows dlagnostic
mapping of the memory to be done. This functionality is very desirable during memory test operations
when it Is deslirable to be able to determine the presence of faulty memory locations.

More importantly, this provides the abllity to reproduce hard errors, a property which is necessary for
the proper operation of the complementfrecomplement method employed for error correction of hard-hard
errors at the systsm level. In this way, when the memory unit moditications shown In Fig. 2 Is employed in
a fault tolerant memory system, greater systom reliabifity is achievable. Without the memory unit modifica-
tion, whenever there Is a double error at tha system level, the data is not recoverable. With the memory unit
modification, all harg-hard and hard-soft errors at the system level are correctable.

From the sbove, it should be appreciated that the present invention provides a mechanism for
enhanced fauit tolerant capabiliies in memory systems, particularly high densify ssmiconductor memories
comprising & plurality of integrated circuit chips. More particularly, it is seen that the present spplicants
have provided a counter-intuitive approach in which chip level memory system emor cotrection functioning
is disabled in order t¢ Improve overall system level error cormrection capabilities, Thus, applicants have
employed the sesmingly paradoxical approach of forcing errers to improve error comrection capabifities. it is
therefore ssen that applicants have contributed to significant advances in the areas of memory architscture
and ervor correction. It Is further seen that applicants have done so at minimal cost and with a design which
is applicable to any memory chip employing on-chip error correction capabilities.

While the invention has bsen described in detail hereln in accord with certaln prefarred embodiments
thereof, many modifications and changes therein may be effected by thase skilled In the art. Accordingly, it
is intended by the appended claims to cover all such modifications and changes as fall within the true spirit
and scope of the invention.
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| ocati on 02, Mendey systom ofetalirer] chaddcler2ed Ors i s ascertai nable. According to
still arbytroede switchiag inoaris dpBrblp tecontib] the vetiricleald tisdblomentmelispVi ded a faul t

tol erant cMamionys systymtas sotsbiihdn clefae ¢icigateddir ess i nf ormati on and which

suppl i edbydystem lavbiamortcr@ction and &:ewwmam“cd\ﬁm data frchn AipRindity oBsaRs iteory units
conpr i siahg belag qpemblalic ¢osrectthanti egrotscthy avtivation yf seidinit deve! disabBdy reapd.ur al i ty of unit

| evel err of- Meporyerystamias aetdorthda clelm bor fyetmrgsdzedai d neans bei ng associ at ed

wi th di vieret cognetion efid detactionesns) foniat kast twh distingt oneset silhigvatn d laket eretdf sgid ,
errors ileyelaBeieg gapahie ofrexhibitiag heth hasd padssofhprotsiand sai d menory units; a plurali ty
of “uni t b &FEss for disabling tea epormienef, a lawerdevel aneshisaifiorys coection atd defaction msensyod
menory d'?_?i '?‘E?‘E pwiigieieferss o di sabl e the operation of at |east one ‘

associ ate %ﬁmﬂesﬁe&mwsmﬁ I8 d pi fophaagteized and system | evel f
error c%’[’a AN EPBW%ﬁfﬁé%ﬁféW gngie 'ﬂ@“‘lﬁ&?’?@f‘é’r’ﬂ%‘%"m‘?%mts
sai d systemeve B@f’?’ﬁ‘n and detection neans being operable to correct
hard errors by actlvatlon of said disablenment neans. According to still

anot her aspect of the present invention there is provided a fault tolerant
conputer menory system'which receives address infornation and V\/m ch
supplies data information in response thereto, said ne

conprising: a plurality of digital nmenory units each schﬂ1 ugyt havr ng a

ot ST 2 blur I




‘celys and unit -1 evel error correction and detection neans for correcting
and detecting errors in data read.fromsaid frenory cells, together wth
means for disabling said unit |evel error correction and detection neans;
system | evel error correction and detection neans receiving data froma
plurality of said nenory units and being operable to correct hard errors by
activation of said unit |evel disabling neans. 7 In accordance with a
preferred enmbodi ment of the present i'nveption, a fault tolerant conputer
menory system conprises a-plurality of individual menory units. Each nenory
unit contains a plurality of nmenory cells and unit |evel error correction
and detection neans. Also present are a plurality of unit level neans for
i ndi cating t hgApLPYODERANT COMPOTERCNIERIORY SYSTEMSAITHITHS ABIEMENT REATURE
associated with distinct ones of the nenory units. The uncorrectable error
i ndi cati on means operates to disable the unit level error correction
function upon the occurrence of an uncorrectable error. The nenory units
are prefABSBRACT nked together through a system|evel register which
receives data fromindividual nmenmory units. The nenory system al so
preferably i nel adeemerys sysien esoanprising acplutalityof memerst oits k®nsackhp rwhich
receives data framthe systemlevel register. In preferred enbodi nents of

the presRossessenamt-leypl emer sarfRstign eapabilitiss2Bband eachiRfiiWhish ase tisdita @ system -

i ndi vi dual .sem conductor .nenory, chips with o :chig error cgrrectjon and
h

det ect | ORVSFeERer SRRRFIAM gD (@t riEmply TRl Sorhaniad PuSIEHIE e
et st erEAHPLRoT SEading s Boir sl b0k St QbR Tl Sty 18 e g he
nvent | cBRBRRL bt ol whBfrelanle Wixdf, kEBRE of bl Wierl B i SRRk

the OCCUa[tpE)%HE:ﬁ WhicB HisHBER" di £8P CErrEeton! fRSHSH horeRkleds (dhnndd WErﬂhﬂgoW

ef fect, e occurrence of such an error on a chip causes the unit |ev

error CcojykRad tediability 6int® it dnables thid énaglbRtent!d¥rthe saiplementitécompiédhn sigaFthad |
zero

Opdd

which depends upon the presence of reproducible errors for proper operation. Thus, chip
level error correction systems, which are increasingly desirable at high packaging densities,

are employed in a way which does not interfere with system level error correction methods.

Figure 1.



éyﬂd;gne._V%ile this is alnbst certain to generate subsequent system | evel
error tndications, the - 8- reproducible nature of the forced chip error
,Still renders it possible for systemlevel error correction and detection
icircuitry to perform conpl enent/reconpl ement correction. I.n spite of the
fact that the present invention disables unit level error correction in one
of the nenory_units, nonethel ess overall ﬁé%nry systemreliability is
enhanced be04;§E fo the reproducible nature of the forced errors that -

result. According .ycH lyghly counter-int iibv result i-s that overall
menory T el iggiot=t- o] an epfor correttion-conponent is
ef fectivel | W ' r which/is regarded as the invention

is particullagly poi out _and distingtly cldinmed in the concl uding
portion of |t mmm_w eftion, hquever CHIPh#E2t o

n

t

or gani zat i g MEDOM?RESIJINEJ getheNwN h further objects an

e

a
advant ages e g stjood
descriptionf fak %& )
Fig. 1 ifslayparji ally sg¢he LCs RIlOCK di
or gani zati gn w-'crji nafii‘icularl\z]guu &

| evel errof qorredtio\:; Fig.\ I S

Fig. 1 but i ch foart gcul arl y\' ust}é
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‘of. 7.2 IJ’]dI vi dual nenory chips 10. However, it should be appreciated that

t he pvesent invention is not linmted to semi conductor menories but is
general |y applicable to any conputer nenory systemin which a plurality of
menory units each provide single or multiple output bits to a register and
I n which both unit |evel and system|l e§% error correction circuitry is
enpl oyed. In the system shown in Fig. each of the 72 nmenory units 10
supplies a single bit to system| evel ‘or’ Wregl ster 25. RegREISET25 is also
seen to s Iy out put data through system LewdR error. .corrg@pEnAcircuitry
30. Furth é is also seen that chip or dnit |evel &fror ycorrecting
circuitry 20 |s prowggm_onmmof the penory uRESETr chips 0. In the
particul a o seMOBRaB celljarday .12 is

organi zed}in word i _ in $el ected word | gnejld4. O these
137 bits, ) g@ @‘gﬁgli&éw?jth tlhe renai ni fgOepi-t-d=berng =

cl ent proyi deS&T ch] prstgl ¢ error l
¢ "tif—‘& "*el?MﬂDE Afl cél | yar yay

correcti of
i nformation 21 and [passgd|o Lhi p | eVel
error-correction ci rcwtry Rrify i des 128 Wi fic rchﬂ d data‘ to
static register 18 I\/Erm#y n|t 10/is al so suppt=ed-gi=t h|a éa
i nformati on (pe P e s—>érpt-eyed by delcoder 22 oS Iect a Hgle
output bit frpm stat t The qut put [of df 2 —c
through 72 ark suppliﬁa ﬁ.@ Eﬁéégﬁndl ng fcel | s linrk § 25. These cql I s
typically confw el Qe f1ip-flop mrcwtlelemq‘téfgﬂkn partlcula ,
I s seen that syst‘em_ | evel {regi st ér 25 includes _72 b g%t i on df
which 64 bits ¢ 5{39 gel{g a wi tUNCORRECTABRLE di ng paryTy chec
i nformation. Aght+, error corERRORon and[dgubl el error detectign are
possi bl e a8 this degreefof reduyDETEGZTIlDNe sga c.bat ur t he dode or
of the depaqtd op and, corréction circuitgy enpl emﬁhé_[ﬁte e unit} llevel
or at theBITS /;' _ -;f \ I ] A |
1 1 ([ synoroveE |4 ! seT ||
{ L GENERATOR [T~ l MODE B | |
| i, 91| : R s ;
| 9 |
i | CORRECTION I l K I
|| oEcobER [4— JI <R :
l . '- ~~ ‘-\
LATCH}
b — =)= =< Ts9 : | 55 }
128 :
92 — 1 l
* BITS 60 - o e e y

—~
128 \ S0

TO STATIC REGISTER 18



§ysteniléve* 4re substantially irrelevant to the practice of the invention.
Any "sui tabl e code~ﬂa¥pbe~eﬁp#UV*H”T6F thi s purpose. The disadvantage of the

system shown in Fig. errors such as ] .au..
occurring in a part\ﬂ“‘ 12 render it iTpOSS E m
| evel error correct Gds to pgpl oy the A@ﬂ)econplenent

nmet hod for recovering fronihard hard and hard-soft errors (that 13, touble
errors which are hard in nature). It is further noted that.the specific
structure of Bhe NMEROLys WSiTans owNsé® Fbiskh 1is NOLA Th NDJ be construed as
limting the presen&FHpvention In particular, the choice of codes, as

I ndi cat ed above ?ﬁﬁ%ﬁ%ﬂbitrary as is the nunber of ChIpS

enpl oyed and the particular word organi zati on of cell arrays 12. The

rel evant aspects Oféfsﬁfcfe%eé'ﬁg% sgnt:&e éi&aéeé ) +1 S <§%e€&5£f§£i on

capabilities and th or gani zation o nenor
particularly wth mespgectreceiviong dabppl ixony 4 rpbpeatibty @ftsam
| nformation to regiglir?Sunik %&&rb@mﬁeﬁ%iéf €9NpsEReRE hlgqpr obl em

associated with the nmenory system of consideration s now_ directed
to a sinplified ex@FAE DY iﬁcﬁ%tb% @ﬁa%a%‘ér‘t“éﬂ-ﬁ hevelcdispblingh as
REPLACENENT SHEET meansll - "stuck at" faults can engender. In particular,
consideration is given to a nmenory structure in which each word conpri-ses 8
bits, the first 4 bits being data bits and the last 4 bits being parity sum
check bits. | r.parMemory syskemoasl getofortle pnrebaim bfoexPlanation, it

I's assuned that th ting code matrix is the one provided in the
table below 1 0?&[{1&’&1&0{%&8 01 1 0o 1 01 0 01 1 12 0 00O
1 00 1 1 1 0 O 0O 1 TABLEI

by error correction and detection means for at
least two distinct ones of said levels, a lower

one of said levels being capable of exhibiting
both hard and soft errors; and |

f
by means for disabling the operation of a lower
level one of said error correction and detection
means upon the occurrence of multiple errors.

5. ‘Method for operating the memory system of claim 1
or 4, characterized

by a step of disabling the operation of a lower
level one of said error correction and detection
means upon the occurrence of multiple errors.

This Sheet Has Been Reﬁaced

AR




-----

It - |s @ so assuned that there are presentstsy "st ugk ?“ﬂﬁl&@%‘%éﬂﬁﬁ?ﬂg
in-the first two out put bit positions of tthe nenory ay b&og(feegcrr ed.z
If four bits of data 0000 are witten into the memar ¥; Zthe Mor d e eWF”fﬁd"-
into the array is 00000000 in accordance with the natf r-‘@x??d@%tfeabove aged ...
However, the data read out of the menory 1 s 1100 indl'-tat-f“ﬁ@ian EFFOr-- xﬂzﬁd -----
pattern of 1100 because of the two "stuck  at" faultis. However, if the data

0100 is desired tq be ed in the m)r arr.a ) VR

array |'s 01000111 AGORERD IRIGRE AR AL AHfoPISHIt (G oDrERRRNaRT PRI ety
matri x given above. However,_ again because of the two "stuck at" faults in
fhe first t\MFWﬁM%telﬁl@%m&ons the word read out of the array is
11000111. However, because of the unit |evel error correction capabilities,
the data read out aanulttlhlevmsm:age systermbiaving digtingt edrbd Goréatimn| mednsfdryatrigasin
error pattern of 0000 since this is the same pattern witten into the
menory. Thuswotdistincs enes dffvaid ledelseanlbivieg onp off saiddewiy being ichpable oNéxhibifiag
menory, the existence of "stuck at" faults can be nmasked. It is -12- in

fact the magpktikhr@bnd 5688 6rrd@dlddds Whi ch woul d normal |y prohibit application
of the conpl enent/reconpl enent algorithmfor correcting hard-hard errors.

1T parn s B Wl Mo oo YO gt ey o

8 READO DA-(I)-A r\y\ms mult1p1e errorsd).% S?I%WCB le\6:l a§ deﬁf:cteill%kﬁ Worrec 1%nDATA
11 0 0 0 1 1 1 1 0 0 ERROR 0

0P O TABIPEeaF’Fa?ﬁPF@F?EEVQ‘FPF%JHBBFréﬁéblaWcaI ly directed to Fig. 2 in

wherein an error correction means at an upper level of said storage system is
operable to correct otherwise masked hard errors by activation, of said disabling means,
by an upper one of said error correction means.

According to another aspect of the present invention there is provided a method
for enhancing reliability in a multi-level memory system having distinct error correction
means for at least two distinct ones of said levels and in which a lower one of said
levels is capable of exhibiting both hard and soft errors, said method comprising the
steps of disabling a lower level one of said error correction means, upon occurrence of
multiple errors at said lower level, and then correcting errofs at a higher level in
response to-a hard error present at said lower level.

According to still another aspect of the preset invention there is provided a
digital memory comprising:

a multi-level storage system having at least one lower level which supplies
accessed data from a memory location at said lower level to at least one upper level,
said storage system havihg error correction and detection means for at least two distinct

ones of said levels, wherein a lower one of said levels is capable of exhibiting both hard

REPLACEMENT SHEET

and soft errors; means
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whi-ch’ menory units 10 have been nodified as indicated in accordance with
the present invention. In particular, it is seenthat in Fig. 2 unit or
chip level error correction circuit 90 is enployed to provide an
uncorrectabl e error detection signal from syndronme generator 91 through
AND- gate 53 and OR-gate 56 to | atch 55, i ¢ch provides a correction inhibit
signal to decoder 92 of chip level ECC circuit 90. The chip is first

i-nitialized to hay orrect. data an arity.bits in all th CC .wor ds

behi ndthe. on- cHPpBRRTE ISR Be st e Pl pifrsetian g JefRreion maceagy
MODE A signal line is used to set latch 52 such that the uncorrectable
error det ectdPen the epsurrencenfmultiple srrerspssetesnined gy anuppes avel apdh 55 t hr ough
AND- gate 53 and OR-gate 56 to disable unit |evel error correction. - 13-
The SET MODE A si gnedns lat areupper devel foyedrreetingdand erzors ocourtihg st aloover devieh byn
met hods such as applying an over voltage for an existing input or inputs or

i N accor dancetivating sarldligatdingi miexis Db redcasssidp dfrom thé sahe [dcativty] diVasstéred
active before RE and in which addresses at RE are decoded to provide the

SET MODE A iapBaill 16WeRvel, Whereb§ SR prestpieé afl Ricatici fothérwise Hudkell harll érffors
generally the sane fashion as discussed earlier for the SET MODE A input.

The RESET Arsinghig! 1ine resets only latch 55 al | owi ng nor nal operation
to return after systemerror recovery is acconplished and data can be read

fromthe array untj!| another _.mqultiple err i s_encount ered, RESET B,
agai n suppl i od by Aeserne & ol st asere Qfcton Proseth mption therer s Fropided p
data correction by inhibition, SET @E B.again.i.s, supplied by techni ques
pkevi ousl y dnethed ferjenhancing relishility oisa myltideys! sigiteh msmpny brviggia lswst ge
al 'ow menory bit mapping by inhibiting chip |evel ECC data correction. The
use of RESEToweDESelwhich Buppliesate aR frem asmempry loeatjomras saidrower levelytet em
error recovery to allow the data fromthe bad area "behind" the on-chip ECC
t o be mappedtieadt o uppet keelasald peagorg havihg emonddraiction ad/detection means for at
least two distinct ones of said levels, and wherein a lower one of said levels is capable
of exhibiting both hard and soft errors, said method of enhancing comprising the steps
of:

disabling a lower level one of said error correction and detection means upon
the occurrence of multiple errors as determined at an upper level; and

correcting, at an upper level, hard errors occurring at a lower level by
activating said disabling means and by reaccessing, from the same location, data stored
at said lower level, whereby the presence and location of otherwise masked hard errors
is ascertainable.

According to still another aspect of the present invention there is provided a
fault tolerant computer system which receives address information and which supplies

data information in response thereto said memory system comprising;:

a plurality of digital memory units;

[ WEPLACEMENT SHEET |
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with the use of nornmal chip sparing nethods. SET MODE B is used for system
di agnostics by inhibiting on-chip ECC error correction so as to allow
renory bit mapping of bad data | ocations. The circuitry shown within block
60 represents additional circuits enployed on-chip to carry out the present
i nvention. Accordingly, it is seen that e data fromarray chip 12 is
supplied to register 16 which is capable, in the exanple shown, of storing

137 bits of information.. These 132 bits inclu 28 data bits D (i = 1, 2,
a2 O R e IR erd Foadtebfioh YA olesioR Mol ek motes BiTig | s
data bits D directl, 4,o_error corrector 50, Additionally, register 16 al so
suppl i es al #ssquigte i"Ylé" iptingt paes of gaidyemoryiugits. fREsFRSting ARl dateRting errosydr one
generator 91 and decoder 92 operate to generate a corrector which is
entirely zedadareadifram avemary cellg withinsaidgnemeryamits; Furt hernore, in the case
that errors do occur, syndrone generator 91 and decoder 92 operate to
supply a binary oatphutlityesf miit hevel digablemsnt memsd associatedt With distinti o oh
which it is desirable to correct errors. The binary output vector from
decoder 92, sdidl hemddry MalitS bh® bpdt@ig foQdiSabld the HPBALIA BF aff oA OhE BssdY RN
vector in ways that are well known to error correction code practitioners.

Thus inits r .0n, en a single error is detected the
1eNEl %CM&H detoRRL HdaRE antth

out put generate y syndrone generator 91 and decoder 92 represents a
vect or having, 12 sitions one of ich is a binary 1.in.the sition in
Wbt ch t ho. STRATR TR arton J0rs it Fud H0efiibe' el teBAiihe AL B B gt Pom
decoder 92 to be Exclusive-ORed with data bits DI fromregister 16. For
exanpl e, i f URifRePald SEstem lqulépnpﬁennc%&deﬁet?woaime%mwe e HerpreRst Bard t
D57 is Exclusive-ORed with bit position E57 fromblock 90. This

Excl usi ve- ORrosdyactivstidnsofsardrdisablement meadx cl usi ve- OR bl ock XOR57, as
suggested in Fig. 2. Thus, the Exclusive-OR blocks in error corrector 50

operate as condi t Acbaidingntoestilleamtica aspery ofi thzopresanit imwentigo therd1 s pronitetion
t hat

fault tolerant computer memory system which receives address informatio_n and which
supplies data information in response thereto, said memory system comprising:

a plurality of digital memory units each such unifc having a plurality of memory
cells and unit level error correction and detection means for correcting and detecting
errors in data read from said memory cells, together with means for disabling said unit
level error correction and detection means;

system level error correction and detection means receiving data from a

plurality of said memory units and being operable to correct hard errors by activation of

said unit level disabling means.

REPLACEMENT SHEET
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an error has been found in a.specific bit. However, in the present
i fvention syn Yerat or 91} provi des an uncorrectabl e error detect
si'gnal to AN gﬁi% *5%" and decoder 92 can receive back a correction inhibit
signal froml dtdh 55, which féré¢es the input syndrome to the decoder 92 to
be set to all : Adigit menory systemrconprising: a
mul ti-1level st ing distinct’ error cory ' hegfil
| east two di st}nk S of said Jevels, a |lower one oﬂlﬂﬁﬂ“ﬂ?iﬁﬂ!ﬂ@#mg
capabl e of exhibiting both-tasd—and sofelL&MPrs: and '4hg a
| ower | evel on said error correction neans upon occurrence of multiple
~errors at said | owkr | evAldigital demery sybtény comprising:or correction neans
associated with said upper |evel; and wherein an error correction neans at
an upper |evel of saultidé¢vel sigeags\sgitemn iavingpiistimbt errérocotREti @ meahd o \Wt fst
masked hard errors by activation, of said disabling means, by an upper one
of said errofwe aistiféitdres of6afdevels, a lower She WXt ARF1HEIS RIRAMPEBIS of Rikhidiidd t Y
in a multi-level nenory system having distinct error correction maanfs O'rd
at | east twopghh S . id levels and in which a | ower one of sai
levels is cagggﬁltgkdc: deéxsl |0?%'r?§&both hard and soft errors, said nethod
conprising the steps_ of .di sahl.in | ower .| evel. one of said error
co;nrjecti og neans, 8188?? & c‘fjﬁt‘i’gﬁg% g"fwﬁl}ff?‘ﬁ‘ s of ?abcf?rg‘f ngfqﬁlopﬁ%gznq AR
hen rrecting errors at a higher leve] in response to a hard error
SP (Callstente af Osﬁ?cdlmleﬁ%ef"f I“é%}(séll’l.e egrors a Sa?S& lonver; fexel ‘?‘?e%?p‘iﬁe‘% 8¥ihe $r1RE cogrection
multi-level storage system having at |east one | ower |evel which supplies
acsessed dat meapsassecistedrivith spidowpeoievelt anshi d | ower | evel to at | east one
upper level, said storage system having error correction and detection
means for at | east wherimas efroctorraetion aicansatdan epretr develbf s#id RtorageOsyBtenp e Of
said levels is capable of exhibiting both hard and soft errors; neans for

di sabling a bputeble k@ y¥6rrect BthePlrisé fiatked Hadd 186X b9 GlbiivlionNsr Ge! SsiVING HEARS
upon the occurrence of nultiple errors as determ ned at an upper [evel; and

18 neans at Eﬁaﬂﬂﬁﬁérdn@%?gaiﬁgfg?%&fe%ﬁ&ﬁHﬁaﬁ’sf?‘rd errors occurring at a | ower

| evel by activating said disabling neans and by reaccessing, fromthe sane
002t on e, 21050 2 Ak B pl B IS 4 KGR R3] by
having distinct error correction means for at least two distinct ones of said levels and in
which a lower one of said levels is capable of exhibiting both hard and soft errors, said
method comprising the steps of disabling a lower level one of said error correction
means, upon occurrence of multiple errors at said lower leQel, and then correcting errors
at a higher level in response to a hard error present at said lower level.

3. A digital memory comprising:
a multi-level storage system having at least one lower level which supplies accessed
data from a memory location at said lower level to at least one upper level, said storage
system having error correction and detection means for at least two distinct ones of said
levels, wherein a lower one of said levels is capable of exhibiting both hard and soft
errors; means

Rt
for disabling a lower level one of said error correction and deitécti'é;r means

upon the occurrence of multiple errors as determined at an upper level; and



i s ascertainable. 4. A nmethod for enhancing reliability of a nultilevel
digital menory having at |east one | ower |evel which—suppties accessed data
froma nmenory |ocation at said | ower level to at |ea ,
said nmenory having error correction and detection rreammml“mwmmlm

di stinct ones of said |evels, and wher eilrg a | ower on cSsakL evel s is
capabl e of exhibiting both hard and soft*®errors, said nmethod of enhancing
conprising the steps of: disabling a | ower | evel one of said errar
correction and deneansiabAn HERESdeVehENT coOFECNERAS emers osPurFng of plewedevl byas
determ ned at an upper |level; and correcting, at an upper |evel, hard
“errors occuactivatingsaiddisabling means|and py acaccessingn fronwthd sane dosiation, datasterednd by
reaccessing, fromthe sane |ocation, data stored at said | ower |evel,

wher eby t heatpaiisienerlexel] wherbyitheprbenot land tocatonref &therwisy nhaskeddrasd egors
ascertai nable. 5. A fault tol erant conputer system which receives

addr ess i nf@e@kiapabRrNd Whi ch supplies data information in response thereto
said nmenory systemconprising: a plurality of digital nenory units; a

plurality of unitylevel sohibod G6F bbb PRGBS G0 il IEAD Sigibifldl53ns

bei ng associated with distinct ones o mefrory units, tor correctrng

and detecting.errqrs in data,read.fromnmenory cel ithin said nmepor

i tse o RgE sl o ¥ 1G] Poich BPP Shthe i ote Hoim A PR BEITRIR M ¢
di stinct ones_ of said nmenory units an? ‘%E)ergii ng to, di.sabl e the operatjon
of at | eastSaheoWIdevsldp &f 16t png BRRSE Ievsh.rseid MEMoRh baviBg £EPT GRFRtigR<andangd
system |l evel error correction and detection neans receiving data fromsaid
REDDry uni t éetection means don 4tdeast tvadisinat poes efrrdiddevals and wheeein g lpwemepe of
operable to correct hard errors by activation of said disabl enent neans. 6.
The menory sajdieveisds capablawfexhibititig béth datddamiesvfir grrars)i sasl metlpd iof enhancing

sem conduct or nenory chips. 7. The nmenory systemof claimb5, in which
said unit | gxfprisies RGidpef:and detection means performsingle error
correction and double error detection. 8. The menory systemof claimb5

further i nol udi ngqfiRAeeSyidRicig BRADS LR B8P GrdoRlof A WilectSiPrdehd YALT O

sai d di sabl enent neans.” 9. t tolerant conputer nenory system

esponse t HEFQEEERE 3t HGITBeyS0a S00thr & BRe SR AS "o Gigita
Tevel er or - cor r cEATGNEnat 4B, KRR dAvele dAE. FEPTCBIPERTY 1 Srleveoreed %y
errors in data read fromsaid nmenory cells, together with nmeans for

di sabl i ng sagtivating said disabling means and by reaccessing, from the same location, data stored

at said lower level, whereby the presence and location of otherwise masked hard errors

is ascertainable.

5. A fault tolerant computer system which receives address information
and which supplies data information in response thereto said memory system
comprising:

a plurality of digital memory units;

a plurality of unit level error correction and detection means, said means being

associated with distinct ones of said memory units, for correcting and detecting errors in

data read from memory cells within said memory units;
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|l evel error correction and detection neans; system|evel errer—eorTection
and detection nmeans receiving data froma plurality of said ne i '
and being operable to correct hard errors by activatibn\e\m‘ﬁwmﬂmlnrmmel
di sabl i ng neans. -17- CL Al MS Afault tolerant:s SITERDI' Y
systemwith a plurality of digital nmenojg, units which refei ves address

I nformati on and which supplies data information in response thereto,
tharacterized by a plural ibty.of on.chip unit |evel error .correction and
det ecti on neans &@%ﬁl&pg%gﬁgﬁﬁgﬁ%&ggg &qagf’eﬁg%". & i ?‘ﬁ@i‘“o‘ﬂﬁé 0%t
said menory units, for, correcting and detecting.errors in data read from
menory cel SSAPERPTY WitsAdapg ng 9 3§?ﬁ5§hea°rmr qfﬁﬁ%ﬁt R 2sseciqted umit

di sabl enent nmeans (Fig. 2), associated with distinct ones of said nenory
uni ts and denxel gerrenfiongngddetgption mpanspprst at i on of at | east one associ ated
unit level correction and detection neans; and by system | evel error
correct i on systemdievelcérramcoreeetion (@80 )deteetieon meags dedetvifg datastom sadrmemoryi t s
said system | evel correction and detecti on neans bei ng operable to correct

hard error sty sa@l syéfhri WveDéorfeetion @ha delecti®neaRAbeing dperablYBdoyresty Bargm Of
claim1, characterized by node sw tching neans operable to control the

activator Qiro3éhfadivafth 8F B di¥B8Rent means.

—

6. The memory system of claim 5 in which said memory units comprise
W semiconductor memory chips.
7. The memory system of claim 5, in which said unit level correction and

detection means perform single error correction and double error detection.

8. The memory system of claim 5 further inéluding mode switching
means operable to control the activator of said disablement means.

9. A fault tolerant computer memory system which receives address
information and which supplies data information in response thereto, said memory
system comprising:

a plurality of digital memory units each such unit having a plurality of memory
cells and unit level error correction and detection means for correcting and detecting
errors in data read from said memory cells, together with means for disabling said unit
level error correction and detection means;

system level error correction and detection. means receiving data from a
plurality of said memory units and being operable to correct hard errors by activation of

said unit level disabling means.




