SYSTEMS AND METHODS FOR REMOTELY CONTROLLI NG COVPUTER APPLI CATI ONS Thi s
application is a continuation in part of a utility application Serial No.
11/ 068, 610 2hod/maveen February 28, 2005, incorporated hereirruskysneder ence,
that clainms priority of provisional application Serial No. 60/548, 726,
filed on February 27, 2004, and this application also clainms priority of
provi sional application Serial No. 60/601, 244 filed on August 13, 2004.
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BACKGROUND OF THE INVENTION

Currently, there is a perceived need for devices capable of both remotely controlling
the execution of a computer application running on a remote host and presenting the
application output. Such devices should be robust and should be able to decode encrypted
data sent from the remote host. An example includes remotely controlling a media player and
viewing its output.

This application provides a methods and systems where the processing power
required for running a computer application is separated from devices that control the
execution of the application remotely. This allows such devices to be simple and

inexpensive.

SUMMARY OF THE INVENTION

[0002] In a preferred embodiment, the system and method disclosed herein enable a

Digital Media Receiver (DMR) device to run, control and view arbitrary computer operating
systems and applications (i.e., Microsoft Windows, Apple MacOS, Microsoft Word,
Microsoft Internet Explorer, PC Video Games, Microsoft Media Player, Real Networks
Media Player, etc.) that are hosted on remote computers. The disclosed systems and methods
provide for concurrent delivery and control of a host computer application via an audio and
video stream and a network control channel. The real-time audio and video streams are
referred to as Application Interface Media Stream (AIMS). The AIMS is sent from the host
computer to DMR over a computer network. The DMR then receives AIMS, decodes it, and
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referred to as Application Interface Media Stream (AIM5S). The AIMS is sent
fromthe host conputer to DVR over a conputer network. The DVR t hen
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[0005] In particular, in one aspect, a method for controlling computer applications
remotely is disclosed that comprises the steps of running a computer application on a host
computer; establishing an electronic data communication between the host computer and a
remote receiver over a media channel and an application control channel; sending application
output from the host computer to the remote receiver over the media channel; presenting the
application output at the remote receiver; and receiving at the host computer of a command
related to the presented output from the remote receiver over the application control channel
is disclosed.
[0006] Also described is a receiver for presentation and control of computer
applications running on a remote host computer, comprising: data handling means for
establishing one or more communication channels between the receiver and the remote host;
data processing means for decoding application output data received from the remote host;
data control means for encoding control signals from the receiver to the remote host; and

input means for entering control commands by a user of the receiver is disclosed.
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network interface 260 connected to the network interface 310 of the Host Computer 91. The
network interfaces 260 and 310 may be “wired” (i.e. IEEE 802.3 Ethernet) or wireless (i.e.
IEEE 802.11) hardware devices that use Transmission Control Protocol/Internet Protocol
(TCP/IP) stack 100 and 300, respectively. The stack may be provided as a software
communications service and should at least provide standard TCP/IP and UDP/IP packet
switched data communication channels between the DMR and any TCP/IP based device on
the network, such as the Host Computer 91. The network interfaces could also be USB,
[EEE 1394, etc.

[0011] Session Setup and Control components are used to establish communication
session between the DMR 90 and the Host Computer 91. Session Setup and Control
components on the DMR 250 may use Universal Plug and Play (UPnP) as outlined by UPnP
Forum. For the DMR the Session Setup and Control component 250 essentially provides:
[0012] 1. An IP address for the DMR, using either static or Dynamic Host Control
Protocol (DHCP) based assignment;

[0013] 2. A method for discovering and connecting a compliant Host Computers on
the network to DMR.
[0014] 3. A method for negotiating, establishing and tearing down session based

TCP/IP based socket connections between the DMR and the compliant Host Computers on
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[0018] 2. A method for negotiating, establlshmg and tearing down session based
TCP/IP based socket connections between the Host computer and DMR’s on the network.
These socket connections are both TCP/IP and UDP/IP based communication channels.
These socket connections carry Real -Time Video, Audio, and control messages between the
DMR and the Host Computer. )
[0019] 3. When applicable it also negotiates Encryption/Decryption Keys for secure
communication channels as well as Digital Rights Management (DRM) platforms. It then
forwards the decryption keys to the Encryption component 450 of the Host Computer 91.
[0020] This exchange occurs over a session control channel 20. Once the session
between the DMR and the Host Computer is established, the media streams may be sent from
the Host Computer 91 to the DMR 90 over Media Stream Channel 22, and the control
messages may be sent from the DMR 90 to the Host Computer 91 over Application Control
Channel 24.
[0021] Application (Event Loop) 410 which runs on the Host Computer handles and
processes all control events. It has direct access to all application sub-systems as well as the
GUI interface. Application Sound component 430 generates audio specific to the application
such as operating system sound beeps, or audio indicators that are generated as a GUI
auditory aid. The Audio Encoder 420 compresses the audio streams using compression

codecs that are compatible with those used on the DMR device. Application Window (GUI)
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[0019] 3. When applicable it also negotiates Encryption/Decryption Keys for
secure comuni cation channels as well as Digital R ghts Managenent (DRM
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packets ar 1(2 . .
packets to the DMR via the IP network over the Network Interface 310, where appropriate

headers are appended to the packets by TCP/IP stack 300 over Media Stream Channel 22. It

should be noted that RTP can be replaced with Hyper Text Transfer Protocol (HTTP), or any
packetized streaming media format.

[0023] The DMR receives the media streams on its Network Interface 260 and
processes the packets extracting the payload by its TCP/IP stack 100. The A/V Jitter Buffer
110 manages the receipt, synchronization and sequencing of all real-time media packets that
are sent to the DMR. It separates the packets into stream type (audio and video) and then
manages the optimum Jitter Buffer length based on the joint inter-arrival time of each media
stream. The Decryption component 120 decrypts all the encrypted media packets that are
sent to the DMR with the decryption key which was provided to it during session setup by the
Session Setup and Control component 250. A/V Framer 130 separates the decrypted audio
and video packets from the A/V Jitter Buffer 110 and encapsulates them into hardware
dependent media stream formats. The video stream is then forwarded to the Video Decoder
140 which takes video frames from the A/V Framer 130 and decodes them into a raw video

stream. The raw video stream is then forwarded to the NTSC/PAL Encoder 150, which
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encrypted by the Encryption conponent 450 using the encryption key
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Host Computer 91. The Control In component 230 is a physical interface by which any

controlling devices (i.e. keyboard 231, Mouse 232, joystick 233, infrared (IR) remote control

device 240) communicates with the DMR 90. The controlling devices are used by the user to

manipulate and navigate through the application interface displayed by the DMR as well as to

control and manipulate the playback of arbitrary stream of media (i.e., video, audio, photos)

through the DMR.

[0026] The Decode Control component 210 decodes the electrical control messages

received from the controlling devices 231, 232, 233, and 240 by the Control In component

230 into a data control code. For example, when a button is depressed on the IR remote 240,

an electrical signal is generated within the Control In component 230. This electrical signal

corresponds to a physical button that was depressed on the IR remote 240. The Decode

Control component 210 then maps this signal into the data control code which corresponds to

the physical button that was depressed. The decoded control message is then encapsulated by

the Encapsulation component 200. Any control protocol can be used in this component.

Typical examples are Real Time Streaming Protocol (RTSP), and HTTP. The encapsulated
message is then sent over the Network Interface 260 via TCP/IP Application Control Channel
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the el eqigriwd) ¢ Bﬁafn@hoéﬂiﬁ%oﬁgﬁ%uﬁﬁc?hé’@gccfd'épmottﬂgn PR eI B slevi ces 231,
232, 233, and’ 240 t he ntrol I'n conponent 230 into a data control code.

For exanpt%agmthea\mh@&t@n (Eentleprre §$@ avideh handles md proeasses2i@ontzel el ectri cal
signal ig.ggnerated within the Control In conponent 230. This electrical
signal corresponds to a physical button that was depressed on the IR renpte
240. ThqoiEgode Cdikredond empoadimant of 1k inhemiomiyzshdnmticaldy dioslatédin®1Ghe dat a

control code ' corres t he phy ton. that s .depressed.
The decodde Hﬁwﬂ#gﬁlﬂﬁ%t%ra‘g@‘ ﬁéd’taﬁ)é ?\&iﬁ‘i‘hfzgt E‘L{ES? eFWBd‘EWBt\Q%?L}?%?Fi on
conponentomfifler Phas Sévietal edditsrat on6@B chifip & tha HbRICHnpAMPINEfhe Typi cal
exanpl es_are Real Tine Stream n r ot ocol Sw)ba,r and HTTP. The

RT
encapsul fisednbadingge Peglf'tcml,ﬁ t @Sté?@mpuieh@(ltmé@ Rlays 92 cpataws odedis a TCP/ | P
Appl i caty QBHEPREMse BIBNSRI il Sonkdifs 1h|9§ﬁlamg'§r§156 dl;@ fortAB hafsoput er 9

1 receives the packets on its Network Interface 3 processes t hem by
t he TCP/d4n@ ogmauﬂcr @Blpessgble lopationph suary andie virdep mid%mt@fﬁl@ heaileblgdeket s to the

e o ke
not ed t Hatativhevhetnthe aldipint idwl filesad phgsicallg atoredl fsncdmputar andéal el t 0 ot her
control Im’o(t)c;[ ch?uve § 68 t}(ljali gs t{le lto(c)ation where the photo files are physically stored for

computer retrieval. A/V Archive 520 and Photo Archive 560 can be local to the Host

Computer 92 or stored on the network (IP, IEEE 1394, USB, etc.) device attached to the Host

Computer 92. The Media Location DB 570 communicates with the Application 410, so the

content of the database may be transferred to the DMR 90. Once the user at the DMR selects

a file which he wants to retrieve, and this information is propagated to the Application 410

from the DMR 90, two situation are possible: the file is an audio or video file, or a static

photograph. If an audio or video file is requested by the user at the DMR 90, the Application

410 will access the A/V Parser 530 which converts audio and video files into seekable

packetized media streams. The A/V Parser 510 supports common media control commands

such as play, pause, stop, fast forward, rewind, and seekable rate with and without time scale

modification, etc. These commands are supported through primitive file seek and read

commands. Once the A/V Parser 510 locates the index within the file that corresponds to the

absolute time requested by the DMR it proceeds to send frames of audio or time

synchronized frames of audio and video to the respective transcoder components along with

an absolute real-time stamp of each packet of media. The absolute real-time stamp is used to
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support arbitrary applications. For exanple the proprietary |ow
menor y/ conpl exity protocol can be translated to RTSP or HTTP so that it may
support Dvgi2oalo2biwsee Wor ki ng Group (DHWG) conpli ant hostcmgisamsioessat i ons.
The Decoder 400 then forwards the control nessages to the Application
(Event Loop) 410, which handles and processes all control events. [0027]
The sec I in FIG
2, uhor ORGP ITERLN B LM A e O TRL LR e b i By

errbodl meswbsequirg peasssingoenmpoeent9Rithin sheswstemal addi ti onal corrponents conpar ed
to the Comput f the f n th Host
Comput el_[%ﬁi h I\/ledllg1 Iﬁué%/%?rag% georr?!tog%nussggpol\fgg)n% {auglg’?c?%n & %lt%e 570
whi ch cosbrad isformite suppottediby thg MR 99. This i gqhe:vedbyﬁm decbmlpiﬁasﬁﬂgltl‘ﬁonput er
addressabl e | ocation of evser%l udi o, Vi deo, g’r,‘?hoto file available for
conput eraugiq.cheanelsrinto iy Audio hd thep secopBrassins u‘tﬁ“{l REULCFIOPHORH Ar chi ve 520
that is stu?ﬁorkéaocﬁytth@DNM% EThdBNVRpPoreddhulliodsm fdsluels fodmBts R Relo6@diby stored
for conputer retrieval and Photo Archive 560 t is the | ocation where the
phot o f i dusingsessionsgipc o theabsplyteagalitine %me%samp@tlg frequgncy aediffretii ve 520
and Phot ; red on the
net wor k t??‘éfhg% é%aﬁﬁ%fﬁﬁ%ﬁ%&ueg%% d%\l/eltrggdlgﬁfgg Eglga lfbtg%%%g‘%lr—g{e a%%%rrput er

The Medi Imckﬁeaﬂn@rmwaﬁmocbﬁmm paraetl‘éer b ¢antinhees Apith pcaithon pddOscalso t he
content of transferd s t he DVMR 90. Once the user at
t he DIVR%’%ﬁhgﬁ%lon (B%éee[wﬁ%%ﬂ%ﬁ% wants t gfekeglf:eve and this information is
pr opagat [@d29]o t he TheplideaTiandtodet 330 isaned Meﬁkﬂ?aﬁ@deotdhmmlstwlﬁ&ﬂ Q@nay e

possible: the file is an dji o d , a_st hoto raph. If an
audi o orSiFedy B'bttofrf"lltés‘ﬂ@o’r't%cgﬁé Pg”/ﬂ%éb ﬁglsﬂr% leé{?‘i %@%&ﬂs esﬁ“ﬁ% Bpplication
410 wi | | vias&ranandih@idYaW Hadosat t@ﬁ@ed&ﬁip@é@sﬁg’méﬁf With @U&hﬁre%’itﬂl fehAgo files

i nto seekabl e packetized nedia streans. The A/V Parser 510 supports conmon

medi a cofPPtedRyheRYR 8% chheaMR %bpporffédwo cgpppessipy frmpis piRdiegotiatedni nd, and
seekabl e d connands
are s upp%l{rt gg OH% S‘g‘ %)%érn%?g%et %lﬂﬁléﬁeg%é m% ﬂgggé m%%e d%%irﬁt he A/V
Par ser 5Shén the ealgmsl sahwlihgn ﬁeq(uevwx tne sdateemédifientiohas pasormedpen ths videot he

absol ut e ti;e (S Ejeggcr%g 1%1021% n can Cl% c OCO% 1d1§0 tSo ggcr:]rgtefdrea S %fn tRUdI 0 or
time syn%aﬁ 0 % i 4 6™ éil torRe respec ivestYanscoder
corrponenisersqdrﬁe@nw. tWhen the selected file is an audlo ﬁle, there is not Vldeo channel and the

=

Video Transcoder 530 is not used.

[0030] When a user selects a digital photographs for retrieval, the Photo Parser 550
converts the photographs into a raw video stream. It performs this by first decompressing the
photograph into a raw still image frame. The still image frame is then resampled to a video
resolution and scan structure supported and previously negotiated by the DMR device 90
during session setup. Typical video resolution formats are as follows: interlaced or
progressive 720 x 480 pixels for standard definition NTCS-TV or 720p, 10801, 1080p HDTV.
The video frame is then repeated at a frame rate supported by the DMR hardware. For
example, based on the knowledge that the DMR supports NTSC devices, the optimal NTSC
frame rate will be selected. The raw video is then passed on to the Video Encoder 540, which
is similar to Video Encoder 470, and then to Video Transcoder 530.

[0031] The outputs of Audio Transcoder 500 and Video Transcoder 530 are then
passed to A/V Media component 460, and then processed and sent to the DMR 90 according
to the method described for the first embodiment. When the user at the DMR 90 requests a

media file from the Host Computer 92, the context is switched. In other words; the video

-8-



an absolute real-tinme stanp of each packet of nedia. The absolute real-tine
stanp is used toidentify fast forward and rewi nd commands that require the
medi a t o we 2n@xangwBed in tinme by subsequent processing eoEmusa@S02894 t hi n
the system [0028] The Audi o Transcoder 500 is used to reformat audio
channel s which are not stored in formats supported by the DVR 90. This is
achi eve L L ugh i 1.0 and then
o o R RS e o ed A G0 " The VR
suppor t eldteaygicd by dreprsessieanest ardthe sondgxé cancipowitghedbagl et any médsi on setup. | f
Uhe absofiss] 22! Tl TR AT AAaSATPhIN orEANGREN Rl Slcglby baan | he
ori gi nal ~sanpling frequency Time scal e moditication 1°s perfor Over the
audi 0 pasdesiphry dhleodimengs berainalistinded, sinad these enshodendnitseare bgerclodids nuous (with

or without pitch scale nodificat.ion). or,discrete depending on the user's

or ef er enusPHERTE R Apdris TRy at, ARSI SRS SRR o rendadd
channel spanpitleih tirseopbaif tihik @fvestidn ThddedBlatosupedfit2dndyf thhgivElYRn3®. This is
achieved by first deconpressing the video channels into raw video and then
r econpr eitiog to Hoss thow agd ée%?ﬁg%%%fir% wilh perame cppgientiie thops skilld ipiR 200, The
DVR suppesh b ld60 s Gespibass | Qith itfaiRhBorafe ASIRidnalER MG BESIHON

setup. If the absolute real-tinme stanp and sanpling frequency are different
t han t heofdh¢ gipaadedsiaips.i ng frequency tinme scale nodification is performed
over the video packets. The tinme scale nodification can either be
continuous or discrete depending on the users preference. Wen the sel ected
file is an audio file, there is not video channel and the Video Transcoder
530 is not used. [0030] When a user selects a digital photographs for
retrieval, the Photo Parser 550 converts the photographs into a raw video
stream It perfornms this by first deconpressing the photograph into a raw
still image franme. The still inmage frane is then resanpled to a video

resol ution and scan structure supported and previously negotiated by the
DVR device 90 during session setup. Typical video resolution formats are as
follows: interlaced or progressive 720 x 480 pixels for standard definition
NTCS- TV or 720Cp, 1080, 1080p HDTV. The video franme is then repeated at a
frame rate supported by the DVR hardware. For exanple, based on the

know edge that the DVR supports NTSC devices, the optinmal NTSC frane rate
will be selected. The raw video is then passed on to the Video Encoder 540,
whi ch



is simlar to Video Encoder 470, and then to Video Transcoder 530. [0031]
The outputs of Audio Transcoder 500 and Vi deo Transcoder 530 are then
passed t ov@/2v0dd20d6a conponent 460, and then processed amrdTasaaosoessshe DVR
90 according to the nethod described for the first enbodi ment. Wen the
user at the DVR 90 requests a nedia file fromthe Host Conmputer 92, the
context is switched. In other wordsﬁ]_é_@svi deoconpl etely repl aces the GU
seen by the user. The playback of t cted file may be interrupted by
t he userW¥ ClefdiMst and the context can be sw tched back at any point.

[ 0032] The invention described and claimed herein is not to be limted in
scope by the exenplary enbodi nents herein disclosed, since these

enbodi neht s ak eethed dprchettrelding boraputerapplitasions remeted, spmprigieg the sps othe

i nvention. Any. equi i re | nded to be within the scope
of this inven P%ﬁé.]b?{ﬂla@g%f,a gg%ﬁgﬁgg%r%a?fﬂg%g%%ns of the invention in
addition to tdabkshilpanrelaidnides@coimatinivetial betwednl thdbeso cengpapandat to t hose
skilled in the art fromthe f Fle% i ng description. . .Such m)difkilcati.ons are
2l s i nt ended ¢ BTN PSRV (IhEERRSHREE (D A RpRliCRIEN sr Ak NS v
CLAIM 1. A nghdipdafpdicatfonrtiubk FloMGhe REBPLdBFut@RP tHeGahbR Rece R PBER e,
conprising the steps of: running a conputer application on a host conputer;
est abl i shi ng anméfliachgwak c data communi cati on between the host conput er and
a renote receiven Vtﬁé alé{ﬂi):at%ddu?plﬁgﬁtﬂ@ﬁémd?@&cﬁ@ér-% application control
channel ; sending application output fromthe host conputer to the renote
recei ver overreterangraidhahasheampiter b eegamandhtplatérbtodhppressatedontpptfrpmttheat t he
renote receiver; and receiyvi 1 C er of a command related to
t he presented ofjefnﬁ)ﬁ?ref?lgerﬁoxh@g?gsr%]tcgt?ornle]cgg%ﬂ\)/lec?lg%\%r t he application control
channel . 2. The nmethod of claim 1l further conprising the step of nodifying
t he presgnt atq | d i : i in
responseto (18 e (EIAEY MERY BRoRhE itk otp ERBAITHRNE HEREAAL ", o
appl i cattheapmichian outputrpt the esnats exceivertie rdspase &nidle saaivdd codmaihe nmet hod of
claim1l1, wherein the step of establishing electronic data

3. The method of claim 1, wherein the application output comprises user interface and
sounds.
4. The method of claim 1, wherein the step of establishing electronic data

communication comprises:
obtaining a network address for the remote receiver; and
negotiating parameters associated with the media channel and the application

control channel.

5. The method of claim 1, wherein establishing the electronic data communication is in

accordance with the Universal Plug and Play standard.

6. The method of claim 4 wherein the host computer and the remote receiver are

connected by IP computer network.

7. The method of claim 6 wherein the step of negotiating comprises exchanging

encryption and decryption keys between the remote receiver and the host computer.

8. The method of claim 7 further comprising:
-10-



conmmuni cation conprises: obtaining a network address for the renote

recei ver; and negotiating paraneters associated with the nedia channel and
t he appl iwetzo@m2ewat rol channel. 5. The nmethod of cl ai mpCI/Ush@smRsvel
establishing the electronic data communication is in accordance with the
Uni versal Plug and Play standard. 6. The nethod of claim4 wherein the host

comput er and the LRk BOSINHor M BROABELE DI BudRULAT netvork. T,

The net hod of claim erern negoti ating conpri ses exchangi ng
encryption and dedeytpptingrth& eytputlod thweppli¢aion or Hetrempeceiciver. and t he host
conputer. 8. The nethod of claim 7 further conprising:encrypting the out put
of the application on the host conputer; and decrypting the output of the
appl i cat9.on dhetnshadenfoiadm bedersie the sgep of kendingt Frotheodonpirisbsn 6 wherein t he

step of sending further .comri : i of o .J.nto a video
format which the rféf r}]t?n tﬁeelg%r b“i‘“'??"‘.% ﬁ@‘ggg{#gféé?‘%@@?%Fﬂﬁg;&%{é{ﬁ?%"gu“}ﬁgfst he
sounds into an audi o f oipable ofdecddirighe renote recei ver is capabl e of

decodi ng; conbi ning the encoded. vi deo .and t he .encoded audi a into
qud o/ vi deo st earfick bRt SUHGS PRI YU S R ARkt s

10. The nethod of cl ai gr&celligsei n the step of presenting further conprises:
sendi ng the packets to the renote receiver; reconstructing the audio/video
stream from t he p&ewbiningotherepeoded Fisiee apdibeeyeaded aydininig idivedencoded

audi o and the encoded g{rgﬁp; decodi ng the video of the graphical user
interface; sending the vidéo of the graphi-cal user interface to a video
out put devi ce; dedoahattingttheawlindvideoftraamantgplote paaltston sounds; and sendi ng
the audi o of the application sounds to an audi o out put devi ce.

10.  The method of claim 6 wherein the step of presenting further comprises:
sending the packets to the remote receiver;
reconstructing the audio/video stream from the packets on the remote receiver;
separating the encoded audio and the encoded video;
decoding the video of the graphical user interface;
sending the video of the graphical user interface to a video output device;
decoding the audio of the application sounds; and

sending the audio of the application sounds to an audio output device.

11.  The method of claim 6 wherein the application executed by the host computer is a
media player, and the method further comprises the steps of:
displaying at the remote receiver a user interface for browsing through one or more
media files accessible by the host computer;
receiving at the host computer a selection of one or more media files, the selection
being made at the remote receiver; and
sending the selected one or more media files from the host computer to the remote

receiver.

12.  The method of claim 11 further comprising packaging the media files with Digital
Right Management (DRM) platform.
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11. The method of claim®6 wherein the application executed by the host
conputer is a nedia player, and the nethod further conprises the steps of:
di spl ayi nyoavodtasssenot e recei ver a user interface for pconscevgoesyspugh one
or nore nedia files accessible by the host conputer; receiving at the host
conputer a selection of one or nore nedia files, the selection being nade

at the 1 pi0t el eaahyelfo 1SRG ARBISELERLALLR0G RIGIRLA MR 8 111 es

fromthe st conputer to the renote el ver. od of claim1l1l
furt her samprd isiphgnepeatikn gf thg Digital Reglht ManagesennDRMDphifoash. Ri ght Managenent
(DRM platform 13. The nethod of claim 11, wherein encrypting of nedia
files is performed with a standard inplenentation of the Digital Right

Manageneht ( DRMmehed ¢fwlaim 124wharnia deetyhes offmesiafiles Sperfamesdevith dlecr ypt i ng
of medi a.fi ' for L, i ' on of the Digital
Ri ght mlﬁ%g%ﬁ%nrﬁla?%ogﬁfg%%lﬁ @@twn%geg%‘%“@ﬁ%w%’%@em ation and

control of conputer applications running on a renote host conputer,

conpri si g data.Rang hfé&:n@ﬁi%ﬂ%né 9&}%1%%?&)&&;;%@%&%1& orﬁrruﬂﬂ?xgggoﬁé)f@ﬁ%@é cation
channel s between the recelver and the renpte hoSt; data protessing neans
f or decodlishepragydrj eapirisingout put data received fromthe renote host; data
gon,(taf)ﬁslhisi%al s fromthe r.eceilverl'stbo the renote

control neans, for epncodin
host; and i np%aqﬁggﬂrég?%arngér{tegrl ng TRt oM oto %ca&?nﬁ PE&P PRV e
receiver. 16. The recebet merthofentdtahent;16 capabl e of automatically obtaining a
conput er net\r/@&k address. 17, (gqle receiver of cl gi m 16, 08%“ i ng means for
decrypting erfAMPessanmesnser dirodng pRRICHIAN-LHRYE 410 EepeiVPO FORHEC Fit e host .
18. The recei vepo®f claim 16 conprising means for decrypting data packaged
with the Digital R ghts Managenent (DRM), platform

data control means for encoding control signals from the receiver to the remote host;

and

input means for entering control commands by a user of the receiver.

16.  The receiver of claim 16 capable of automatically obtaining a computer network

address.

17.  The receiver of claim 16 comprising means for decrypting encrypted application

output data received from the remote host.

- 18.  The receiver of claim 16 comprising means for decrypting data packaged with the

Digital Rights Management (DRM) platform.
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