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YO 2 5205 PCT/ US2004/ 003387 NODVA CACH
BACK%%% Field of the Invention 5 [0001] The UoX04/003387
invention relates to security devices for protecting
sensitive data frominappropriate access by 1/0
devices. More specifi PPMAGRCH  ention relates to

a cache for a NoDVA table that tracks the segnents of
menory that contain <SRACKIGROUNIDa. Background 10

[ 0002] Financial and personal transactions are being

- Fipht ébOtheddventiotonput i ng devi ces at an increasing rate.

‘However , ,[(l_{ge. conti nu%ges%r ow h in the a nunber of such
[99%ahnci aThedayuion teldestaseqrity dexipes bor profechipggensitive data

t. . t Supper tii e,.

b Bl e ST P G TR At AR g etates
to@daane & ((1I9EDMEA ABIO AR Habkd SheRESMRAEs dFFALMBEAY 1@ dontain
access to or loss of 15 sensitive data. Loss “or
seppifiveldotd.zed access of sensitive data (e.g., social
- security nunbers, account nunbers, financial data,
B ount . bal ances, passwords, authorization keys,

di u . . .
—eteoy results in a loss of privacy, theft of private
[daomnci alFndakal afd fefbihl PinsHB drisl 26 PeRG PRRFmMdARP31
One technique used to attenpt to access protected data
computhng desdcesfat a tnaressingrade cidswever thestantimmaibrgrowth in the

S R e o Cobe i
Uy LWL R8P o
ge

BNgRAUBE) envifthrhiéets €f preveRf inA/kessed aeteestosor loss of
froml/O devices can circunvent the security neasures

sepTiBve del@. hysuer epurthetiseg ayesaseriiive datp (Bg.2ocial security
Rt e T R S T T

autiiizatisn QY S 16 feb@tSIAGTBA oﬂ_gri»%é:?,t B Privhte financial data

desi gnated” for 'use by the peripheral device.

and similar malicious actions.

[0003]  One technique used to attempt to access protected data is the use of
memory access requests from peripheral devices through the direct memory
access (DMA) controller. A DMA controller allows peripheral devices such as
network cards to read and write to system memory with minimal usage of the
central processing unit. The use of memory access requests from 1/ O devices can
circumvent the security measures provided by an operating system. This may be
achieved by makmg requests for memory access to segments of memory

containing sensitive information that is outside the segment of system memory

. designated for use by the peripheral device.
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SEHYBHON OF THE DRAW NGS [ 00041 Erbodi mentBCTEYS2p44003387
invention are illustrated by way of exanple and not

by way of limtation in the figures of the

acconpanyi nBRIEFDE§ERIATIMNGDE THEKDRAWINGR es

indicate simlar elenents. It should be noted that

] Courimbpdimiges siuBe cufbfioy HollohBaay wey of example and

oGO TR limiB i ol ARLEL SHOESEARLAYink SRR 1RR5 which

lisysf@encadhditatgiilaNgEMonsa ththoul BO Bbteki &H{f Rfdehcesdo Yan"
bl ock di agram of input- and out put datafl ow t hrough a

oqbnehelpb@ ithensin i disalgsteeBivanof pe@zsarlly guthe Bnme& a

f he st 0008] F 4
oS P T rer R R G ERY Gt em  DETALLED
[GRBER PTI i ' pleel e Nt
—of a conmpu ereoggﬂbé%k%%&fé‘ P%%F%F%&gyﬁﬁlﬁlp@et ggn

N()DMAtchclhnfldge ) 117, a set of central processing
units (CPUs) 105 and system menory 101. In one

e di me the s f 105 is onnected to the -
l?&'ﬁbﬁolhbri 3‘5@%12718@%3 %ﬂ%@@@m ipagt and ouipptglagatiow through a
hgég% E'Fe% system 100 contai ns nul t] pl e
ocessors to support mul ti processing in a server
envi ronnent. | n another enbodi nent, conputer system
[O0AY Jnay Figured isdeliwgrsdnrtgflaa\IéBMAEh&le%yﬁicamenerrory 101
"I's connected to the northbridge 117 via nenory bus
em nmenory des_a no direct nenory
[Oi@éés %FEB\WL)ISF IWeC "30 g eWMA cAckaRy s bodi ment |
system nmenory 101 is a set of random access nenory
devi ces such as a ISyP&IVIED WSS EN AN andom access

menory
[0009] Figure 1 illustrates one embodiment of a computer system 100

including a chipset (“north bridge”} 117, a set of central processing units (CPUs)
105 and system memory 101. In one embodiment, the set of CPUs 105 is
connected to the northbridge 117 via processor bus 119, In one embodimeﬁt_,
computer system 100 contains multiple processors 105 to support multiprocessing
in a server environment. In another embodiment, computer system 100 may
include a single CPU. The system memory 101 is connected to the northbridge

117 via memory bus 121, System memory 101 includes a no direct memory access

" (NoDMA) table 103.

[0010] In one embodiment, system memory 101 is a set of random access

~ memory devices such as a synchronous dynamic random access memory

(SDRAM), double data rate random access memory (DDR RAM), or similar

| devices. The memory system 101 may also include registers and similar storage
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RAM), or simlar devices. The nenory system 101 may
al so include registers and simlar storage 2 WO

S SRR el s o
s 1 . i .y ,
SERERIL @k ST TR Ky LS EODAE, B ca

"G AHElutY sBARRESHY MIARGL aﬁneﬁﬁgs@ Fg%)ﬁ mﬁ‘g’%ﬁ% BRpevonds, and

passwords, and simlar data.

-siffiBirdiatsa can be used by an operating system (0OS) to

restrict access to nmenory segnents contai ni ng

sensitive data by flagging an entry in the NoDVA _
[@@blE 103 hedNoBdpb tatiled02 dathlvan be gsadby af operaing system (OS)
.containing the sensitive data and allow ng only those
toFegigichAscebhigumemery sagnpnts eadainingesneitiyesiaia by flagging an

i,nfor [ 0 cess the protected sections of nmenory
enty %@Wﬁﬂ%@%@ﬁ%ﬁﬁﬁ CRERePPORYIRE doihmseament gk meznory
Lt es. ;Pages can - vary in_.size as

COg\et er % %gégﬁﬁyg}“ﬁg 8&895@%%“%%{)@:}??53 FrogHame b atsrent |
dth8riz QPR &G ef R RS ckdbs B 5 | rnor
? enb%zdi ment C tshg %%&m%fﬁﬁeﬁ%ﬁg&f’ ?H%ﬁo&%c%%%é% hggs gpﬁlemory
10600t bgel enbodfhedd sydtdnt nRasHy r'§§ésgeﬂ81' i .

menory 101. If a p)%asge 15 cont ai ﬁs enS|t?c?\1}g8(§%tg§§t eé%tscan
vagpén size ag dstpsmirmadvinyt the 'opetdting sshinl, Boiiasibodinia s the -

t hat age_in the NoDVA table 103. The base or start
Pages w@ommytawesms is relocatable in system
menory 101. |In one enbodi nent, an operating system

(OR3R0C ot o %%t%#ﬁhﬁ%ﬂ%?@éﬁ a%?@%é%éé&@?%éi oot
~Qf e 103 | [ 20
coRleBdsy S Bt B heh@tefing 0 aindec ACReFEredo ieihee

O R ot R POCRR P By il hel TR RS S P tha

pagein HeabBNIA #ble 205; CFRAhsh Yr Hart dfPhe RUTAEAMBLe 108 is
checked agai nst the table 103. [00131 In one
releediabierie nystetnhmeNo BV dhlogie kadhodsmahi, g e@etBinpt Fotenst
a .
basic input output system (BIOS) or similar system can relocate the NoDMA table
103, for example after boot of system 100. NoDMA table 103 is located in system
memory 101 based on the start address stored in the base register. NoDMA table
103 is sized according to data stored in a size register. When NoDMA table 103 is

enabled, all accesses by an I/O device must be checked against the table 103.

[0013] In one embodiment, the NoDMA table 103 is aligned to start ata
page boundary and end at a page boundary. This alignment simplifies the use of
the NoDMA table 103. In another embodiment, the NoDMA table 103 may start

at any address in memory 101 that allows sufficient contiguous space for the table

103. Each bit from the starting point to the end point of the NoDMA table 103

3
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W@Q@Mm%gjary and end at a page boundary Th'P%TéIIISZOOrHOOSBS?

alignnment sinplifies the use of 25 the NoDMA t
103. In anot her enbodi nent, the NoDVA table 103 may
start _at any address in nenory 101 that all ows

mé&ﬁﬂfﬁﬁ&h% ﬁ@ceé%mwlé%a%@r BoRtd Y aacessReof eashepage@s mempery 101
b iR T zﬁé’)%@%%@%?% i offesiSes wote
pljo?éjdnecc?t@% %Eﬁﬂuﬁﬁ@r@%&lﬁ st}eg éﬂe\ﬂz gﬁcegggg rgVJf 2 eg%or a
PRl b AR LR, T ERie RA .vﬁ%% o0 rbBles26E R e
beREGESHhe odIMbBidRE 117 h&0R%edAb tRe Stﬁfclﬁ'fg #ddrads GrAHe dRDMA

can determ ne easily the access p Il eges for the -
tabled@3 antidhapage addrenostithd paDﬁM&: Bélaccbed aThastheo the
starting address of the tabl e 103 and the page
coarpdpending NPk Aptahle 103 dnéryacrdssedly ddodatedrend accessed.
correspondi ng NoDVA table 103 entry can be easily -
cal cul at ed and accessed. 0014] In one enbodi nent,
G&Inpr i dyena ebpeivaenisn %Jdmﬁ BEPHERANISHEPR M

bRy g o s P AACs s LDERRIG L5 Win pebridge
Ty %%&%%ﬁ AR CERT o (ERktes HEERRE RAMEY ©

act@BréRlestsk GRHCHITPRS, IS UEe#E) ardd shipadidhSS CeRial @tl)ntrol

processing of incom ng menory access requests and :
blédi@DBpiregae) B Rindiel iadid HroRERE bﬁmc m@ﬁ@ cess
requests waiting to be procCessed CDB 10
redurséy dratfindl FBoemseingtob vatpding premiests. I\M@@&c&@sﬁ raqdeﬂ')B
interface 113 process rrermcére quests from /O devices

~ wajting t@h@vm@seﬂém@%éw 08 (DR interfasg dle mamaradinipeues,
15 The northbridge 117 i udes
Céée?f) Fﬁifg%g% B}%eﬁ%%ﬁa%re%wgw&%é{ E?gé%%r 5

and gk eg*é%séa?a Eflepifaceapd MY R RS,

queues (FIFGs) or enploy a simlar 20 queue managemnent
[09GBETE. Tﬁ@nﬁﬁﬁﬁﬁ@% %&%ﬁe@h%@: df "(‘Igleﬁé’se@la@stjﬂ?%ommg
cache 109, which Stores recentl quest ed
andl @btgoiag nidrery atbéss réAches Q9 rbﬁd and write requests). In one
embodiment, the queues are first in first out queues (FIFOs) or employ a similar

queue management scheme. The northbridge 117 also includes a NoDMA cache

109, which stores recently requested NoDMA table entries. This cachejQQ is

maintained-and-used by the CDB interface 113 before accessing memory 101.

CDB interface 113 also manages incoming and outgoing messages in their
respective queues. In one embodiment, the northbridge 117 also includes a set of

registers related to the function of NoDMA table 103 and NoDMA cache 109.

‘These registers include status registers, a base address register that indicates the
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@al ned- and- used by the CDB interface 113 before
§q9§1za° memory 101. CDB interface 113 al sd(aRaYd403387
| ncom ng and out goi ng nessages in their respective
queues. I n one enbodi nent, the northbridge 117 al so
addrebaidesemose10bovhate NeDiMA edlde 169 sthag and 4 diee fagicter that
. of NoDMA table 103 and NoDVA cache 109. These .
indiggitent the size of INeddM4t tablesl 0B dy spstemanemotya®¥. addr ess
regi ster of indicates the 4 WD 2004/095205

19815 1 odners abodiRentnar: j@@”ﬁ@&é’wmw

‘{Cﬁeﬁ%ﬁ n%%ﬁ%%é\e&é SRR RS R 8 ST RPlRgiad data
e e PR RO R s ?Fovtg& ﬁné?@%’é%oz i
arll pif ¥dstch l&etnczmkaa Rt At &E’% &e% sFLtAk ARlRR PAIRENRRE

Static and pages can m)ve into and out of

ngtitbreddeed 7aisat NODMA table 1ea‘aﬁd NBIAA cdeBe tLbPed serorckifiis
uses DVA tabl e 103 and NoDVA cache 109 to enforce

systens. Noldv AraciMoBaidaihibe 100 miridsmiancd. Ha dre@mbodiment,

performance. I n one enbodinment, 1/0 access to.a NoDVA

I/ %‘3@331@3 Nelgivéh tfﬂ?le ﬁ@ﬂ?@wm@fﬂﬂ?@ow Welyis abienyedeniodaven

- whe KPR agB &, 3@&@%3@%&%@5@3 a?qgéssa te”pgip% of system
ml® 1R RSt 1kt B e petip el PRt ﬂ??@fih

sya%ngﬁ fgyuni cation control device (" southbrldge )
handl es comuni cati on between peri pheral devices

(e.g., 15 storage drives, nodens, network cards and
[im]l ar deeitespuiied18tiE bdLedhthddatidf \ohadl Qbvithe

nort hbridge 117. The southbridge 115 or northbridge
("sorthbmdged{avenichrhindlps eorhinOnimitibs behatercperigieeral devices (e.g.,

configured to varlous wi dths of ports. The I/O wunits

S’fq,faﬁe éaﬁ pomodesninaaiwenk condanst Yadlas deviees) dindgpther peripheral

dei"me% PE @{ﬁefi%%hk(r%fa ﬂg EE Eléﬁﬂﬁl‘ih&}f 3&9 5{§%§$0r%%%§&¢ L7y have

Y RIGRG: H0R IBY B AedL el §8hidR FREHS b RHETheT) P

units can support communication protocols including PCI-Express, Hublink (HL
), Peripheral Component Intei‘connect (PCI) and similar systems. A separate
NoDMA cache 109 may be dedicated to each I/O unit or a subset of the total units
in order to improve the performance of the NoDMA verification. In another
embodiment, an I/O source 115 may be a set of peripheral devices directly
connected to northbridge 117.

[oois] Figure 2 is a block diagram of northbridge 117. This diagram
illustrates the structures that support a memory access request from a peripheral

device 217 to system memory 101 and the return of requested or outgoing data.

Network or peripheral devices 217 communicate over a physical layer 215 and

5
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order to inprove the perforrrance of the NoDVA
W&%O?‘V%’g’tﬂﬁon In another enbodi ment, an |/ O RoNjP$2804/003387

115 may be a set of peripheral devi ces directly
connected to northbridge 117. [00181 Figure 2 is a
libk teler 81 3gnt thnmbdummd prduesdor ge 1ckly209Emdsoutbagnd mracessor or
illustrates the structures that support a menory. -
lagicBldnfd AQuart 250: dnbeupd piqehsson P09 hegives MENTONYRCEESS treqnests .
nory 101 and the return of requested or outgoing
messagRs fpsn tlleblrnlﬁérfﬁrpwéraar rlacss dhepemessagrinitirihe Hthound

ape 1o B AP caseAiia fieund ﬁ@.eugi S R ek fgneue 208 are

SR Sq%%ootaﬂu%%s%%%%%r% e Dol 5552 Rl s ofetinge
o RRE s R AR %ﬁ?@%@?iﬁ%&%ﬁ%r HRS0R 440 contol
2019 Bagkd the hibvehfne Bp@&tartﬁﬂhﬁghlqﬁéaa noh GBeueis204d BPEDB

out bound queue 203 are 5 each conposed of a nunber of
irterfated 18 h@DBiawdridver1dB @recesqe ehdrérylacpessabqi@ssagbmagr

- request or a defined set of requests or nessage types.

geneae nespmee messages ¢4.g., BOPn procgEsg tével oparetiens) thit are sent
datathro hqueue 201 which is read by CDB interface
torthg Ouét@aut waup2dd. Pepflowteeugh owémn;i Gtepie 283 is controlled

re est and ate response nessages (e.g
(%’gg?ﬁ%‘y‘ﬁr%]g‘?frb@éerati ons) that are sent 10 to
the out bound queue 203.  Datafl ow t hrough out bound

[GOL9 contr oI I er I %8%&%088%51]?9f nér%%a lgl yﬁ%ﬂ% Eaélrdembound
quiHek 201 £n@U0D THALAREL SR RHBE m&EERE ST ARIAPhceSE types used

that correspond to the nessage, or nenory access types

. byBEHExpyesHCE:, IXBRESShertdimilRE) Zybwmsatcbaruosump@tebsm 211 sends

Systens. Qut bound processor 211 sends 15 the response

thd aesponve raternyer itmklihlalayer 2IB3raphypioptlayat 21%&ieperitiralo
peri pheral device 217. In one enbodi nent, outbound

d%@ﬁ 72irong R Prbewdlogictld andipbpand IE’éOCQSSOI 209
R Y R T I e T

ath'different speed than northbridge 117.

[0020] In one embodiment, CDB interface 113 and CDB 107 perfornt
predictive prefetchs of requested memory by looking ahead in the inbound
queues 201. The CDB interface 113 is responsible for making requests to the CDB
and servicing the requests. CDB interface 113 enforces access righté to the system
memory 101, tracks outstanding requests to CDB 107, services outstanding DMA
read requests, performs DMA writes, tracks inbound completions, interrupts and

similar functions.

[0021] The CDB interface 113 performs the access rights checks for the

memory accesses from I/O devices to ensure security in the system. If an 1/0O
6 ‘
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00201 I n_one enbodi nent, CDB interface 113 and CDB
O2PEPFEPm 20 predictive prefetchs of requeRETEps2004/003387
menory by | ooking ahead in the i nbound queues 201.

The CDB interface 113 is responsible for nmaking

dedadaidsso heceb18 rédbn reR@nRry Vb oWhEhlih@odRWeeE acddbBrights,

“interface 113 enforces access rights to the system
theartbe CDDhterfacadi8 denies hereds trgthaerpgaests Foo nEbRordéads as

- .sim]J]ar functions.

servi ces outstanding DMA read requests, perforns DVA
wigk jap @By ageese fant needacoanpletipn.dt samds 2 magter-alkgst sespatise 25
021] The CDB inpnterface 113

0
ingligating e theeqnesies @1[% Hymicsessigasinvalid. Felememarymyrites and

oGS e B s S eSS e RS b iy oo
e LR BT B E e R ID By el by
n Iqlgégfg access to that request. For nenory reads as
wel I d@% any access that needs conpletion, it sends a

‘maste€r-abort response indicating to the requestor
[ooea] t he DB @63 imadicisiwigh titb CEBrinteefoe Y13Mindresryang ihterface

- other transactions that do not need a response, the

15

23y CPY s intesfrze @22hsnd hther omerfates 228 ¢0 cowt anfdo@pBd data
interface 113. In either case, the security violation

 batween ghadmpii- Outpit whit 29 @racepsorton 43§, aoghmentory bus 121. In

OByt A5 b danfle B Ga IR LA

' f t d. f d bet.
Ml A IE RIS TS B A B R FEA G &5 R
nR¥scd21l. In one enbodi nent, CDB 107 al so handl es

I nput and output to a System Managenent Bus (SMus),

Joint Test Action Goup (JTAG 225 or simlar

[0023yr f acén oh@ezbbdimentntheamsatithritietll7 checksahs NoDM@ecache
117 checks the NoDVA cache 15 109 and NoDMA table 103

10Gtaad NeloblA tatge BhBwhen IFAising AW Brisn TG, ant sinfilac énterface
accesses. These interfaces allow system adm nistrataors

acggssetar Lhese ipgeriaensmdowt gystem administrators or service personnel to

monitor and diagnose a system. Memory accesses from SMBus, JTAG or similar

interfaces are processed similar to memory accesses of peripheral devices. The

. memory accesses from SMBus, JTAG or similar interfaces are checked against the

20

NoDMA table 103 and NoDMA cache 109. This prevents even system

administrators or service personnel from bypassing page protection mechanisms

~ of an OS and accessing pages with secret information. In another embodiment,

northbridge 117 can be configured such that SMBus, JTAG and similar interface
accesses are not checked against the NoDMA table, or a security level setting can

be adjusted to enable or disable the NoDMA check for these interfaces.

[0024] Figure 3 is a diagram of the structure of a NoDMA table cache 109.

In one embodiment, cache 109 reduces bandwidth loss caused by accessing
_ ‘ _
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nmoni tor and di agnose a system Menory accesses from
BBHLYO5PAG or sinmilar interfaces are procesReUS2004/003387
simlar to menory accesses of peripheral devices. The
menory accesses from SMBus, JTAG or simlar interfaces

NaDa/shelslk 803 804/sesh nidiory2@1 NTRMAI TN Aetab 31 (BRgh dNREIMAL09

cache 109. This prevents even system adm ni strators or

- elarinaicthemerd dmmneblotkmap by pessoydo pade ppped withisedrets. In one

nmechani sms  of an OS and accessi ng pages with secret
erhedinpat oemorn acoeseh & canpuhic spsten 100are hptindgpel fot Fystem

can_be confjgured such that SMBus, JTAG and similar - '
cache bpe sizes- Hhewsisam caghe hebe dreerea! eaphieder memorRaoigases to

o G A B e

interfaces. [0024] Figure 3 is a diagramof the

IO et he Bt RPN D i Rel%ontent y 1y
acﬁﬁ'Giﬁs%EIeQﬁeliom@ @9&5@9@3@@4&1%2&%%%@%&9%

table 103 in‘ system nenory 101. tabl e 103

startuedORe CHM strelktuie bot sotkanfiee@tibAin GroblsO CRAMR00f
menory to track pages with secrets. In one : ‘

coerespoidestotan andrypie\g. acpasesesrecy irelicgtat) én tisy BB AQEblale3
optiim zed for system_ cache |ine sizes. The system

strgdfie speemgnemery)tie falone gsethodimenherdylsiructure S6% stoges or
B A LS N SR Al o
o Rt e o 0P Rl SBror BBt RRGTraeEm ohel
enfiddifleHE, %%g%%vi CoMLREL S6T HE& r{%’g %\EO%L EHided fg@'!{ é%ﬂ.c?tﬂ'asmce

In' rows. rOwW COrrespo an entry

thPRGE: SEREREYN BRdkEatALd khdwh RRudPOWY tableoka3 tcl%—xa\ index.

stored in systemnenory 101. |In one “enbodi nent,
structure 301 stores or inherently includes an index
[0926The | Adéd streicged0bis dddressedh by hiddressed stoteddn thagddress
repl acement _schene to-identi {%dand. repl ace |ines of
tag gfomee fialdopl. Yalidditerage bitifiedd Sindiqates whethgnar wetdhe
ot. store the i.nd 303 explicitly since the logic,.
enlly ot v 1 Velie: Haa RaEe CRRBTNAEI BRERSHE row 18 waitien to
or SREEGTREY ﬂ?e Yl Wolﬁ?d—%(é cleared because the contents of the page are

no longer known and consequently it is not known if protected information is

stored in the page.

{0027] In one embodiment, CAM structure 301 also stores cache
management information such as a least recently used bit 309 (LRU). This field

309 of CAM 301 is used to track the relative age of the entry so that older or

infrequently used enfries can be replaced with recent or more frequently used

entries. Any cache management and replacement scheme may be used for the

NoDMA cache 109. The secrecy information storage device 302 stores two
_ age eVt ous

separate secrecy indicators for each entry in NoDMA table 103. Page secrecy field
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CAM structure 301 is addressed by addresses
qévt%oirog“gﬂ?glgr?sthe address tag storage fields 3055CFUE403387
storage bit field 307 indicates whether or not the
entry for the rowis valid. If the page correspondi ng

Jtlantlivetes adiirhempage ofrhémery 101 containb pestected heformbtion. The
valid bit woul d be cleared because the contents of the

PigsrecrecE nqicatoo nggrbeanioinnr satdf biss ted eantde/thetstdts ohidie page
known if protected information is 20 stored in the

 (efagontginmgArotestesHiatamasigriat corpapandsie the NoBdMA e

ores cache manage t informati on such as a | east
a %f&%ﬂrmt@ea@@arwto?%@g%& . This field 309 of CAM
301 is used to track the relative age of the entry so
old ] .entri n_he
LA e R M ot P B D o EEs 9% pages: 0
‘ - - d: o
WRHHthe Pag BRI sty AWETAM oS %gﬂ%?ﬂ%ﬂ'}d eSS Rion. In

may be uSed for th No secrecy

- onddrabddiiniedi, asgxq;re@m%edguis@teoﬂ%@ﬁﬁga@ﬁ@ﬁa 40 The 8RaIAkE
rs

“secrecy indicato or each entry in DVA tabl e 103.

supsgegeeandesef by bl oferding 89<en) BEDS oPEitild32009/a06 3B&he

311 _indi cates whether a pagLe of menory 101 contains _
empbestigeng dherefase bR peges iech pingepage: s oyeiendicdiment, Hig/bits

 ofgNEOREA e ket v Fseipasea bR Gg ki e of
ds tq.the NoDMA t abl dd in the.
R SRR o bR B e sp B el o g mey

) R ’ e
pag eglg gﬂ(]:ltﬁ%lsag%rg W%)e/gf {% ﬁ%’ g}@%m&é?% ngs,”’ tih% %FB %@a%? cl)stt %‘g(fué%ted
whét QRERN®H is bihdeQRR RBPRIA FaiHe 108, SUPE PRIRs kor@sifiding
of contiguous pages. The size of a superpage can be
toslat superpagope raticned alosizemth BlEpeerficSiage bar cosabbvadiag to
In one enbodinment, there are 512 pages in each
the npwreptiyanta themachastio diheenbits atedogicalty TR of ta dhiebine the
ai abl e 103 are grouped_into superpages corresponding to
valyeoiq sipglgsuperpage bmie aBe embed nentdthestpeipage dempresented
Si zes age secrecy. i ndicator, 313 nm he.a._,
bygpffiite B “Bhe Shmsrites Tothag) clculsRd BYemb IREEH Ot e
deRHBRAPAR Ir5hE BUSRLATEDS the superpage corresponding to each bit. For
example 512 consecutive pages may be represented by four superpage bits in the
NoDMA cache 109, each one corresponding to a set of 128 pages. Superpage sizes
can be adjusted to correspond to the size of the accesses. A single superpage or
multiple superpages can correspond to the size of the cache line access, In one
embodiment, the size of the set of pages is equal to the natural access size of the

memory controller.

[0029] In one embodiment, the address tag 305 of the CAM is comprised of
two parts: a super page and a page offset within the superpage. When1/0 Uit

- 250 receives an access, the incoming address is passed through the CAM

9
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e ew entry is made i nto NoDVA cache 109. Al of
%eﬂg‘mggméorrespondi ng to the Superpage ar ePCT/US2004/003387
retrieved along with the specific page bit
corresponding to 15 the new entry into the cache 109.

sttnesee bEsch mvecdmpaea khiy indoRing atl Grade t@ g a[tliirtaé“s&a% 305 if the

val ue of a single superpage bit. In one enbodi men _
velhid bifiip setp Iderd arerthree@oesiblechuttymen ot ieptterdy t BirstTheth the
superpage.is then cal culated by using a logical 'OR

- SEB-TPaEt BndPAge ekeds srateniand veldds sesh secsid; halysibpenpenpege

r.responding to each bit. For exanple 512 .
Oggﬁéré‘%@ﬁ%%‘egﬂ%@%ﬁdﬁ%%r@ﬁ wdichised psd.dhirdstheta is age
' i Rt cache 109, each.ane correspondin
apisti o e 3o e BHO R A ot o0 S TR 3he FERRRIDRY 1n
] ' . Sk t. esses. - A
O O R R SR et BB oo oG AR e
a€@bs AERRITOr (e ihitinfieZRldRlss tHLIEaRAR 0 HRe8CRqRSst, fithe
one eéenbodi nent, the size of the set “of pages Is equal
irtconihg addtass ednrat bessaishatbwith thé SupdfPERE ¥nd 98%6 Olfdedd of the
25 [0029] In one enbodi nent, the addreSs tag 305 .of
addesing 308, themprdagketrost withwosyperpage affset pertclpsasednis the
age offset within the superpage. Wen I/Ounit 250
S'ﬁ@%@?%@%}’a’e@@é@? Hphdicatesthane ard dosesretsingaysd dhe pages

t h. t CAM 9 WD,2004/ 095205 PCT/ US2Q04/ 003387
"hsaF pRlorg e 516%%'@???% HisthRaress Tightsare r%%‘?ﬁeg g Nab@lrg@g laqk up
bit is set

i f |i . There..
of HE NYINRE Bl Aiaio et Huwflie £ 0 Pomsip S secfeey itipetor

are

R o

Li7neoessegiha SRR (61 083bi didrtnif€tDthe ARfhestdldl thémokP&icess
is no 5 mtch or the valid bit is not set. At npst” one

pagewontdins $eavets.t hés possiitie thut caudtplel entritdiatcache 809 Wikhave
correspondi ng page secrecy indicator 311 is used to
mgeRingsHneEpa gssripgh3ls. fin thatiséuption minypf doelsgwspage

e OB e v TS 1 R s SoerEsge
h - th h ith
ad?%%%,f %ae o] gﬁg @MP%&%P §e8§£@%qc%%?§%§a %V - \ému per Sag e

secrecy indicator 313 indicates there are no secrets
[00BGANY Ofin bACeRBBEBSment, the use of a NoDMA table 103 allows the

computer system 100 to scale for large system memory 101 (e.g., greater than 4
gigabytes (GB)) and for dynamic resizing of memory (e.g., if memory is hot
plugged info a system). Support for dynamic resizing of memory and the use of

superpages, as well as, pages allows for varying levels of granularity in verifying

memory accesses without requiring a system reset. A superpage may be

composed of multiple bits to control the level of granularity of the size of the
segment that a superpage represents. Additional bits allow superpages to
represent smaller segments of memory and serve as more accurate indications of

where protected information is located. Superpages represented by fewer bits
10 '
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" the NoDMA table 103 to deter
- geewmationanfdhe supidppgaindiandaiTie isgtémestatibh of 8 IRasdrbReis

}Y‘i;@t hat belong to the superpage, then access rights

MERP®d. No further look up of the NoDVAPEHEPw04/003387
103 i s needed. However, if the superpage secrecy
indicator 313 indicates that at | east one page in the

charpedsp digecdiaplesig bethe, NSDRIA W&;}s@@ﬁm arki ges

" the requeste

that nmultiple entries in cache 109 will have matching
simplifipd yehendawesbits angs15805 Thisrvartasion sn theleivelms prayulafity by
t he, su eli)p-age mat chi ng rows can be used. If no rows

- VaRygdhe bitp temesrating relpatnage slipws Sorygreated ¢nstomizatinavof

C%he I\%oDI\/A ta%ltde 103 negds to be accessed. [0030]. In
RESTEPEET ARvR oritRdueRdesRsce Sequitamentagerendsnt an itheieeds of a
Shen 20 conputer system 100 to scale for large system
“menory 101 (e.g., greater than 4 gigabytes (GB)) and

for dynam c resizing of nenory (e.g., if- nenory is hot

pioaaged i B Onderi¥Sdi®idnt, IHBREA Ea&@f1o§>éﬂa'ﬂo€éfr{b$&i§éi1&9 process
t as well ag

~of menory and the use o super pages,

apagefinairhctivhsfrelatadoythd Gurhceioal of NSDRIARRIHhRMDY.Y Thé cache 109
verifying nenory accesses without requiring a system

caebe enabled opdisphblgd hyssephmt@mstraohose Ao Enablk ihghetibh e8ables
to control_the level of granularity of the size of the

theswareafithe NaDMAgiaghe. steges albpalibbits or statdd entieslinloadte 109

R PR B 3 ol e TR o
SIS FIIRTES ke 0P & sefloiseorapogisbis ODMA cache
i [ f_th
e e R P I R B 1 b g
iridients e Pdlend OF 6ather105. TREDWMR! GPEL1 64 39 tRldigibied while
logical "OR is sinplified when fewer bits are used.

NohiMAvabled08 ereriabldcheAnh evalidefe igs@ae i dléars Rylid bk Yol
the bits representing a superpage allows for greater
eniyies smilegetlyn of 5 design toward speed or reduced

space requi rements dependent on the needs of a
Ln one enbodi nent, NoDVA cache 109 and

[‘Z%ﬁﬁg]r i E]gg%%%mbﬁﬂggg}ysa it or stored value, e.g., a superpage bit, page

~ bit, LRU bit or similar stored value is ‘set’ by storing a logical ‘1’ or set of logical
- I's in the appropriate field. A bit or stored value may be logically “set’ by storing

any value including a logical ‘0", The designated value is defined in connection

with a ‘set’ operation. Likewise, a ‘clear’ operation for a bit or stored value may

“use any designated value other than the ‘set’ indicator value.

[0033] In one embodiment, the NoDMA cache 109 is maintained by
software, such as the operating system. When write operations are allowed, the
operating system is responsible for properly invalidating references to written
areas in the NoDMA cache 109. In one embodiment, an OS updates the NoDMA

table 103 to identify secret pages. The OS also determines if there are other
: o 11 '
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NoDMA cache 109 (block 421).

ﬁ&@%gnstructl ons related to the functl on_of

The cache 109 can be enabl ed or oll)%zg%mmss'f
by separate instructions. An enable instruction

enabl es 10 the use of the NoDVA cache, clears all .
MANQLY asressed myprogogse avhentthe AoV Acablest 0562 NaDMLAS edche 109 is
status bits in northbridge 117 and cache registers
b’t"-"lﬁ‘ﬁt&?ﬁ]’fﬂd@ate the enabl ement of NoDMA cache 109. A

di sabl e instructi on di sabl es NoDMA cache 109 and .
rs of the northbridge 117 '

BRER L Scnctietie PIRa o shital i fastatiam pENRM Breoe

oS ame D AER ) A oai oS PR st DB P e @p@ o
in@dthdd 1BYEIERE0D! ICDB Hkises 118 ghtais%sﬁm EQ&%%]W 18

one enbodi nent, ‘a bit or store

dshemir[mﬁ&n hdﬂres@ a@fuesteidtfor Addbbath btoREd Bl Eﬁch@ '10§t "Pﬁ@ﬂequested
value is "set' by storing a logical '1" or set

ad drgssialconmiphrad tonthielel dagsp Itz(gsraoatsﬁjrfad &h daché 109 byQise of CAM
stored val ue rmgbe logically "set' by storing 20 any

styiggtuee 3B dblegk Ag3)a If @@am vaicHTing the seqyreateeitpagaladelréss is
def.i,ned in connegtl on with a 'set' operation.

fopnd dni %cacge 109, il’]‘@ﬁp@ﬂilﬂg waldiit is gheckedrte determme if

L B (ﬂ@%ﬁ 1355 inq Fetif bRen trsciha A Prasesecrecy
mBlRQM% AN Qﬁoéﬂ% 3 ﬁ\%dSe&éc% cilgzil mbwssegﬁ'g?l adcess is

the operating sy en Wl

de’iﬁé@ﬁ\@&' an bh®r u?agrat | ng pﬂ?&yﬁ ”If 'tﬁe E&?@Bﬁ@a&rfﬁﬁm set

properly inval erence areas

theﬂnecd}dsﬂvmma(ehle(bkﬁamw one enbodl msnt an OS updates
the NoDVA table 103 to identify secret pages. The OS
al so deternmines if there are other 11 WO 2004/ 095205

[O53H] uszo@mpo@mmimmtnwhelaenessysn icachprk@9ifess reduested page
NoDVA cache 109 is being

is Bﬂ%@%@%@%ﬁfa e&Q? é‘i ClleF%EdatOfdﬁtﬁwr@ﬁlaﬂi prstecterbinformation is

st M el HsE B0 G0 el antiaieds Bodad
ﬂ@@ks hELEhEARE Ly (Blak A0 an SRy 1YW ERAASE oAy 1o

checked (block 413). If superpage entry is found and no protected data is stored

in the superpage (block 415) then the memory access request is allowed to
proceed (block 419). If the wsu];:erpage secrecy indicator 313 is set then access is

denied and an error may be logged (block 417),

[0036] In one embodiment, if either the requested superpage address is not
found in cache 109 or the entry is not valid then the page secrecy information is
retrieved from NoDMA table 103, which is stored in sjrstem memory 101 (block

- 407). The address tag is stored in an available cache row and the valid bit for that

row is cleared. The data accessed from NoDMA table 103 is then stored in

12
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15

‘gﬁtzgrm ne if an address requested for access i s stored

- sequrity laggag cpp be defieed) G- 56k by desonaretipgigstenyr

YWR¥Y309. The requested address is conpdCEEIeP+/003387
the address tags 305 stored in cache 109 by use of CAM
structure ‘301 (block 403). If a tag 305 matching the

| ~ [peguest edtpceydryettielt sssedted irf cushe 10Niricheicpabdpagdcrecy

.then the corresponding valid bit is checked to
ingligaderddearidisuperpage secretieingtitatyr 318. Sthielstiperpage seddeog k

.40Q05). |f the valid hit is set, then the page secrecy
11}43%??‘?%%7&18 quipted el steied(bssed kn adegical OR péthaseagsesin the

indicater is.set. then access is denjed and an error |
SR PRRE @i‘b‘&e“&gk JhoRe embadiment, thespesificaageisperiesn inprmation

Ve 8 R ATt LS e R
RS0 o S T LR R g e
mal @bRespdhd ﬂ@%r@#?i%g E&g&g—:-osrdr:ﬁé:g%é tge. fvglgerg‘%%r (ﬁ'ﬁléf s 28StdPe

are checked to er page entry

velisl loit Forathé pntry fs sen (ot 425)s found, its validity is

‘checked (block 413). |f superpage entry is found and
no protected data is stored in the superpage (bl ock
1 t heWVherethemis pyotgcteddnfaregtonin hpagk toevednary 20cess is

b B gplosk 17< Rebntingroreibe e peihe aammer amsassd 2, read

e SRR s bl T i

éx‘\g, , | ntry s not valid
with e, W i - SBENSE et pidlf BEYEabey ROl AL /;
rei(‘ﬂ!tiﬂh@«rﬂe%bé 19Re ettt £4H Henisd QF&ds |
bl ock 25 g}; 7). gl'he addr ess ta%g? %ﬂ%&?%%cg{q%@%{ﬁqu&é}&ly (
analyaietl ab Hetecabinvethe oxntaand thbervabi detbirhinkql a bbdiciodsQq it or f '
~cleared. The data accessed from NoDVA table 103 is [
atteple wasmardsd Ihone Robbiinecth theligPeq t reqiest@ it géRerd error or

~2004/.095205 PCT/ US2004/ 003387 ~ [00371 The entry that
ﬁ'cgne

B R S S o
| ca&{eoftg%ytlﬁggiglg%rfaﬁl Logl SR rés%g?]t‘:rrtopsem@ﬁﬁeﬁsaclcgss}n%ea page

20

25

with secrets, or accessing NoDMA table 103 while that is not allowed. Errors are

logged in error registers. The error registers may map the appropriate signaling
K—-—_A—h___‘—‘—-v—«—.-‘—‘

‘method for a given error detected. The error registers are not accessible by an1/0

- device that maybe requesting memory access.

[0039] In one embodiment, the NoDMA cache 109 is implemented in
software (e.g., microcode or higher level computer languages). The éoftware

implementation may also be used to run simulations or emulations of the

' NoDMA cache 109. A software implementation may be stored on a machine

readable medium. A “machine readable” medium may include any medium that

13
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) /
g

(bl ock 423). In one enbodi nent, the_specific
gggghgg%?gcy information 5 will be retrieved BntUS2004/003387
stored as an entry. |In another enbodinent, the entry
will correspond to the first page in the superpage.

AR stare On Eangeh idormeation. themples of 2 mayhine reakbie theddum

.a age.in the superpage. Wen the entry is created

Wﬁédg@%q / BEOPPY ﬂlﬁhﬁge@@DyRQM@@tOp@bﬂoékk, yrd disk, a radio
00381 n. there i rotected information in a page -

f%"t‘ﬂéleﬁ%ﬁﬁl c%%%rf&l@f lhot all owed (bl ock 417).
Dependi ng on the type of the nenory access (e.g., read

A J b ‘ .
[‘(@?4\3"]' t |e])° Ina@{é éfg%rggglgsg)t%?%@gﬁ%mj@g %&gp@ h?ﬁgée%{)a%?i ed with
16fRRRRASE s PRERAGEL WM St DB oF &) P‘ﬁ@ #Jézgv&”b‘? Elflent that

response nessage). The error an aéces§ a
vhrigge thodifidations! bs@ eh@itiek Yon BAMadeqHedef ﬂ%‘h%wuegafﬁn from

cause of the error or deternmine if a malicious Tequest
thyy brpaden spidkamhscopedé thd invenigoreaded ferein tHehgpended chiims.
requests that generate error or security |ogging can
The spegificpsion adglirawdegs dg, acherdimgly aibi begregansiednin.anl itiustestive
§£bo iment, n bridge 117 responds to an access
TG QRN GrestFsHY e $RESRDVA  cache 109 by | ogging a fata
error and resetting. Errors include accessing a page
with secrets, or accessing NoDVA table 103 whil e that
is not allowed. Errors are 20 logged in error
regi sters. The error registers may map the appropriate
signaling nethod for a given error detected. The
error. registers are not accessible by an I/O device
that maybe requesting nenory access. (0039] In one
enbodi ment, the NoDMVA cache 109 is inplenented in-:
software (e.g., mcrocode or higher |evel conputer
| anguages). The software 25 inplenentation nmay al so’
be used to run sinulations or enmul ati ons of the NoDVA
cache 109. A software inplenentation may be stored on
a machi ne readable nedium A "machi ne readabl e"
medi um may i nclude any nediumthat I 13 WO
2004/ 095205 PCT/ US2004/ 003387
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can store or transfer information. Exanples of a
machi ne readabl e nmedi um include a ROM a fl oppy

di skette, a CD-ROM an optical disk, a hard disk, a
radio frequency (RP) link, or simlar nedia. [0040]
In the foregoing specification, the invention has been
descrlbed with 5 reference to specific enbodlnents

....._&Ehereof 1t wi il “however; ‘be gvident that _variaqus

modi i catl ons and changes can be rade - ‘t her. eto W thout

dapa]ﬁ;mangcémmﬁngi he broader spirit and- scope.of - the -
i‘nventi on-as-set :forth in the appended claims. . . The.

S gs.are,.‘accordingly, to be '"‘}5ff
‘-rggcg# {%‘ﬁ&%"g@ﬁg’ﬁg‘%‘gﬁw| ve. rathér than a restrictive"

sepse. 14 dains*>. " 1 An apparatus conprising a

- ch bﬁ*&m%?d!avﬂé%*g alew& ) rfgﬁﬂefesuwuedaafﬁﬁtatﬁmewwwt 7
. «devi ce ' to store.a secrecy indicator -related to a_ - R
f # Sesendmempe ;lemgmmm: B s@orsisea et uﬁlﬁaama@m thevorg euﬁeﬂetéﬁdhrdmg the -

‘frstmwg%g,%msg%recy irAdicat-or: f or-a; AENDEY; superset. -

go

first: menmory segient ;" and -a- third

ﬁq@ge deV| ‘to-16g-an error in response to -a
weHVipe tOAez&elsfgm* in geStronee 1,9 G6H W DRENOBY 2CETSRi 1y

1 fur t her conprl si.ng - a cache managenent - storage

dﬂmapmrat&ofﬂaanmfmmemou@nnﬂg claiml , further

L conpri si ng CI rcwtry to deternine  the value of the
S@@,@lmnﬁﬁ rgé@ld@@geor 4. The-apparatus of claiml,

vvherel n-tF first menory segrrent i.s a page. 5. The
a Eﬁl wher ei n 't he menory superset is

%E e#%%"g“‘mb DmBB‘cﬂgo’\t us of claim1, further
conprlsmg cikcuitry to alter. data stored in_ the CAI\/I

f "7"“‘3}&%%“6‘6%?"?@? #ghe %%%ﬁﬁ%ﬂ:awda%r ess for a -
~tabl el tatty; o

The apparams af claﬁn 1 whermn thf:: f' rst memnry scgment is 8 page

The apparam of ct aim 1 Wherem thc m&mory supersut is a '-‘.upf:rpage .

lhm appamtus of clmm I ﬁ.u'ther compnsmg
cirouitry to altcr dala stored m the CAM

‘A_menha_d comprising:

- ‘storing an address fc}r,a laﬁli:':atm__'.- T

egqﬁng'a ﬁ_rs_i secrééjnindiéatd_f fora ﬁrst, memf}ry segment;

g stoﬂng\a‘ée.éoad ééérécy indicdtor for a superset‘including. the _ﬁ:si memory segment: and "

- ‘loggmL an’ t-srrm m resgonse tn admm.d mamory accE;s l_" PRI e T

'The met}md of cla:m 7 further compnsmg‘;
recemngamcmaryaccﬁsrequest, P e

”cq_r_nparmg_a r@quested_addr_ess_tq g__a_t_nred addressi'and' i R

T
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storing a first secrecy indicator for a first nenory
segnment; and storing a second secrecy indicator for a
superset including the first nmenory segnent; and

l ogging an error in response to a denied nmenory
access 8. The nethod:of . claim.7, further conprising:

eivjn ccess.request; cor‘rparlng a -
‘&é‘é‘tﬂ@g f?féaﬁoé'%éeme%%lﬁsqt&f smté%fkes a5
E determ ning if.a second secrecy bit is setfor the
-~ 9 _.stﬁwmﬂudaféma Butlitveompetsingd - of - cl ai m- 8y further .. . ..
-« conprising.deternmining if a fi. rst Secrecy.. i ndi cator .'-s_ ‘
- Seiatemn%ﬁtg1%%31:'3&&!&?%&&:)&5?e,'im 8, further :conprisi ng:
generating a viola |on 1 ndi cat OL if thée second. secrecy - .
i C L ‘The. nethod: of cl aim 10,
N .1.0_" f% h]g&h”é%%ﬂn? W‘“W’B‘iﬁj}”ﬁg t he 'vi ol-ati oh ‘i ndi.cat or .
212 The et hod: of “ ¢l a8, wherei n ‘the superset |s a
© | susearpiinge violagisy indicatandfiie smmi awﬂ:pﬂnd&amgm saL bus;
- menpry:devi-ce” coupl et to thé bus; - a processor. coupl ed

R t OThermeshudsof clainCRY R Gippfishg! 0 £ he: memor y * devi ce tO

--"'..'_'i._store a. f| rst ‘secrecy:.indicator associ.ated wi'th a
"J_;iflkg Bhui?ﬁ 1tﬂpe stof-age” devi ceé ‘and ‘storing a .
secong secrecy In I catof to. assom ate-with-a. second
‘ @1 st or age "devi- ce, Viherein the second ..

g% 0‘?3 elaém TR agﬁseqsﬂgqqup@age .and a netvvork
~_interface deV| te-coupled. 1o -t:he ‘caches 14 :The.- :
i3 _ap?ﬁ'aiﬁaﬂtf@%@ﬂim#l@ m 1. 3; -viherein the cache i ncl udes a
" cache rranagement cucuttry :

abus :

| 'a'*?."*‘*fm*?f!dﬁ"i?#@uﬁiﬁd othebus; <
8 processor coupledtc thébu_s; . e

o a cache coupied to the memury dewce ta store a ﬁrst sccrecy mdmalor assoc:latcd witha f‘ TSt
: sogment of the :.tcrag,e dcvmc and slonng a bcc(md -:ccrecy m«;hcator to &SSGClate with a second semmnt
. of the storage dxmcc, wherem the second segment isa superﬂet ot the ﬁrst and -

a network mte-rface dcwce couplcd 1o thc cached

14. | | ‘The ﬂpp"ll'&hls of claun 13, wht-rem- tht: cachc mctudes a r:achc tnenagcment cxmum-y .l
: 1.:__:. , ’I‘hc: apparmm of clmm 13 ﬁmher compnsmg e |
 cireyimry to detemune the valua. of th(. mcmd hccrccy mdmalar -
. 16 'A The apparams of claun 1;3 ﬁmher cnmpnsmg AR
A_ -a pcnphcr&l dcvxcc couplcd to a seccnd bus whemm tha second bus xt-: couptcd LO. Lhc cacht: N
Al'?._':‘ Anappamms compnsmg R i -

o mcans;fqrcqntcnt ﬂddfesaab_le,stctage;‘ S




15. The apparatus of claim .t3 further conprising;
circuitry to determ ne the value of the second secrecy
indicator. .16. The apparatus of claim 13, further
conprising.a peripheral device coupled to a second bus
wheréin:the: seco s #:s -coupl:ed to the -cache. 17.
An apparatus ‘conpr g:-.meansfor content addressabl e

X i i~y 3 cr
R Tor #Biogd e *‘zﬁ?‘i?%%f éeé%%ém Rrbaelih e s
deV|ce a se?ond means for storing a. second secrecy
I

i ndisEeondpesms

'dewdewseaon& PRnsReaHgs aﬁese%mmwsﬁggmat .guperset of the
' first segnenti:and -a-thind neans:for anal y2| ng a -

| OQQ}%FHTE&EQFM% .Tbsl.}ggl% gius of claim 17, further

. conprising dadche nanagenent 19 .',) The.

' ratus cl furtehr conprising . "a neans for
_'l-sf de%?ﬁ?ﬁ‘ﬂ"mj ?ﬂ@ §gc%%l?f1§%‘&“é‘@y i ndi-eator value 20.-.A - .
- “machi ne- r eadabl € medi‘um t'hat -provi des- i nst ructi ons,
'--':‘,\Ahlacltﬁ&ermadmsMahy a-machi ne-cause. .'the machi ne . ta
-per f or m oper at’i ons. conpr i si ng- storing. an ‘address for &

Coet ahhea@aiaﬁﬁufa&ﬂrwrfan}ﬁrédn{pﬁsmgewecy i ndj.cat or -for .a-
S -'"_fI rst' - menory. segrent.- and.“storing a‘ second secrecy

£ the fi N
o BB el g‘éﬁ?’eﬁeﬁgﬁgry

access 21. The machi-ne: t éadabl e. madl umof claim?20 °

20" | ARl roaghly medimthat P e WECRCHRs rhctpeien exeated by machmc caise

mcmmaaﬁpae'sm%ymhmbw@ﬁ 22. The machi ne-readable"
rredl um of cl ai m20; Further: corrprl si-ng- gener at i ng a

: %ﬁﬁ%%%algglf&%tt&&e entry’t he_ Second Secrecy i ndi‘cat or _i S

‘staring a first seorecy };;dlcatu_r fq_r a ﬁ;'s_t memery segmf:nl; ﬁﬁé

 storing a second gecrecy il;dic;:lp;: _fqr_a,{ superset of the first memory segment; and

logging an error in responseto & denied MENOTY Baeess. '

2L T}ie. maclﬂliefeadabla‘mediuh.i cf claim 20 ﬁ,rrthet"' compﬁsiﬁ e

o _.del.mmnmg the valua of ﬂw sccond secrec.y mdwator
22 T he. machlne~readab1e mcdmn of claml '70 fu:ﬂ':er compmsmg

. gencrat_xng_a'\(iqlat1on indicat_gax;;iﬁ t,ha second secrecy iq;dicator is set.

RSB fsoePnd SteRETHRRe P opend e 6f o storage -



