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BACKGROUND  Field of the Invention 5 [0001] The
invention relates to security devices for protecting
sensitive data  from inappropriate access by I/O
devices. More specifically, the invention relates  to
a cache for a NoDMA table that tracks the segments of
memory that contain  sensitive data. Background  10
[0002] Financial and personal transactions are being
performed on  computing devices at an increasing rate.
However, the continual growth in the a number of such
financial transactions has also led to increased
attacks on the  computer systems supporting these
transactions and a corresponding need for  security
enhanced (SE) environments to prevent unauthorized
access to or loss of 15 sensitive data. Loss or
unauthorized access of sensitive data (e.g., social
security  numbers, account numbers, financial data,
account balances, passwords,  authorization keys,
etc.) results in a loss of privacy, theft of private
financial data  and similar malicious actions. [00031
One technique used to attempt to access protected data
is the use of  20 memory access requests from
peripheral devices through the direct memory  access
(DMA) controller. A DMA controller allows peripheral
devices such as  network cards to read and write to
system memory with minimal usage of the  central
processing unit. The use of memory access requests
from I/O devices can  circumvent the security measures
provided by an operating system. This may be 25
achieved by making requests for memory access to
segments of memory  containing sensitive information
that is outside the segment of system memory
designated for use by the peripheral device. 
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DESCRIPTION OF THE DRAWINGS [00041 Embodiments of the
invention are illustrated by way of example and  not
by way of limitation in the figures of the
accompanying drawings in which  like references
indicate similar elements. It should be noted that
references to "an" 5 or "one" embodiment in this
disclosure are not necessarily to the same
embodiment, and such references mean at least one.
[0005] Figure 1 is a block diagram of a computer
system including a  NoDMA cache. [0006] Figure 2 is a
block diagram of input and output dataflow through a
10 chipset implementing NoDMA. [0007] Figure 3 is a
diagram of a NoDMA cache structure.  [0008] Figure 4
is a flow chart of a NoDMA cache system.  DETAILED
DESCRIPTION [0009] Figure 1 illustrates one embodiment
of a computer system 100 15 including a chipset
("north bridge") 117, a set of central processing
units (CPUs)  105 and system memory 101. In one
embodiment, the set of CPUs 105 is  connected to the
northbridge 117 via processor bus 119. In one
embodiment,  computer system 100 contains multiple
processors 105 to support multiprocessing  in a server
environment. In another embodiment, computer system
100 may 20 include a single CPU. The system memory 101
is connected to the northbridge  117 via memory bus
121. System memory 101 includes a no direct memory
access  (NoDMA) table 103. [0010] In one embodiment,
system memory 101 is a set of random access  memory
devices such as a synchronous dynamic random access
memory 



25 (SDRAM), double data rate random access memory (DDR
RAM), or similar  devices. The memory system 101 may
also include registers and similar storage  2  WO
2004/095205 PCT/US2004/003387  devices. A NoDMA table
103 is stored in system memory 101, which tracks the
segments of the system memory 101 that contain
sensitive data. Sensitive data  may include social
security numbers, financial account numbers,
passwords, and  similar data. 5 [0011] The NoDMA table
103 data can be used by an operating system (OS)  to
restrict access to memory segments containing
sensitive data by flagging an  entry in the NoDMA
table 103 corresponding to the segment of memory
containing the sensitive data and allowing only those
programs that are  authorized to access secret
information to access the protected sections of memory
10 101. In one embodiment, system memory 101 is
segmented into pages. Pages can  l_- vary in size as
determined by the operating system. In one embodiment,
the  pages are four kilobytes in size. [0012] In one
embodiment, the NoDMA table 103 is structured as a
contiguous set of bits each corresponding to a page of
memory 101. If a page 15 contains sensitive data the
operating system will 'set' the bit corresponding to
that  page in the NoDMA table 103. The base or start
of the NoDMA table 103 is  relocatable in system
memory 101. In one embodiment, an operating system,
basic input output system (BIOS) or similar system can
relocate the NoDMA table  103, for example after boot
of system 100. NoDMA table 103 is located in system 20
memory 101 based on the start address stored in the
base register. NoDMA table  103 is sized according to
data stored in a size register. When NoDMA table 103
is  enabled, all accesses by an I/O device must be
checked against the table 103.  [00131 In one
embodiment, the NoDMA table 103 is aligned to start at
a  



page boundary and end at a page boundary. This
alignment simplifies the use of 25 the NoDMA table
103. In another embodiment, the NoDMA table 103 may
start  at any address in memory 101 that allows
sufficient contiguous space for the table  103. Each
bit from the starting point to the end point of the
NoDMA table 103 3 WO 2004/095205 PCT/US2004/003387
indicates the access privilege for non-CPU accesses of
each page of memory 101  starting with address 0 to
cover the entire memory address space that needs to be
protected. When the northbridge 117 needs to check
access rights privileges for a  particular address, it
can determine easily the access privileges for the
page 5 because the northbridge 117 has access to the
starting address of the NoDMA  table 103 and the page
address of the page to be accessed. Thus, the
corresponding NoDMA table 103 entry can be easily
calculated and accessed.  [0014] In one embodiment,
northbridge 117 handles communication  between system
memory 101, CPUs 105 and I/O devices 115. The
northbridge 10 117 includes a central data buffer
(CDB) which processes incoming memory  access requests
from CPUs 105, I/O devices and sources 115. Central
control  block (CDB interface) 113 handles initial
processing of incoming memory access  requests and
final processing of outgoing requests. Memory access
requests  waiting to be processed by CDB 107 or CDB
interface 113 are stored in queues. 15 CDB 107 and CDB
interface 113 process memory requests from I/O devices
115  and send requested data from system memory 101 to
I/O devices 115. [0015] The northbridge 117 includes a
set of queues that store incoming  and outgoing memory
access requests (e.g., read and write requests). In
one  embodiment, the queues are first in first out
queues (FIFOs) or employ a similar 20 queue management
scheme. The northbridge 117 also includes a NoDMA
cache  109, which stores recently requested NoDMA
table entries. This cache 109 is  



maintained-and-used by the CDB interface 113 before
accessing memory 101.  CDB interface 113 also manages
incoming and outgoing messages in their  respective
queues. In one embodiment, the northbridge 117 also
includes a set of 25 registers related to the function
of NoDMA table 103 and NoDMA cache 109.  These
registers include status registers, a base address
register of indicates the  4 WO 2004/095205
PCT/US2004/003387  address in memory 101 where NoDMA
table 103 starts, and a size register that  indicates
the size of NoDMA table 103 in system memory 101.
[0016] In one embodiment, northbridge 117 protects
memory 101 from  access by non-CPU devices. Segments
of memory that contain protected data 5 cannot be read
or written to by a non-CPU device. Protected pages are
not static  and pages can be moved into and out of
protected status. In one embodiment,  northbridge 117
uses NoDMA table 103 and NoDMA cache 109 to enforce
this  system. NoDMA cache 109 aids in the I/O
performance. In one embodiment,  I/O access to a NoDMA
table 103 region of memory 101 is always denied even
10 when NoDMA table 103 is disabled. Any attempts to
access this region of system  memory 101 cause an
error, are logged by the northbridge 117 chipset and
the  system is reset. [ 0017] The I/O source 115 may
be a communication control device  ("southbridge")
which handles communication between peripheral devices
(e.g.,  15 storage drives, modems, network cards and
similar devices) and other peripheral devices or the
northbridge 117. The southbridge 115 or northbridge
117 may have  multiple I/O units that can be
configured to various widths of ports. The I/O  units
can support communication protocols including
PCI-Express, Hublink (HL  ), Peripheral Component
Interconnect (PCI) and similar systems. A separate 20
NoDMA cache 109 may be dedicated to each I/O unit or a
subset of the total units  



in order to improve the performance of the NoDMA
verification. In another  embodiment, an I/O source
115 may be a set of peripheral devices directly
connected to northbridge 117. [00181 Figure 2 is a
block diagram of northbridge 117. This diagram 25
illustrates the structures that support a memory
access request from a peripheral  device 217 to system
memory 101 and the return of requested or outgoing
data.  Network or peripheral devices 217 communicate
over a physical layer 215 and 5 WO 2004/095205
PCT/US2004/003387  3 link layer 213 with inbound
processor or logic 209 and outbound processor or logic
211 of I/O unit 250. Inbound processor 209 receives
memory access requests  and messages from the link
layer 213 and places these messages in the inbound
queue 201. In one embodiment, inbound queue 201 and
outbound queue 203 are 5 each composed of a number of
queues that each handle a specific type of message  or
request or a defined set of requests or message types.
Inbound queue control  207 manages the movement of
data through queue 201 which is read by CDB  interface
113. CDB interface 113 processes memory access
requests and may  generate response messages (e.g.,
when processing read operations) that are sent 10 to
the outbound queue 203. Dataflow through outbound
queue 203 is controlled  j by outbound queue
controller 205. [0019] In one embodiment, there are
multiple outbound and inbound  queues 201 and 203,
that correspond to the message, or memory access types
used  by PCE-EXPRESS, HL, PCI or other similar
Systems. Outbound processor 211 sends 15 the response
data over the link layer 213 and physical layer 215 to
peripheral  device 217. In one embodiment, outbound
logic 211 and inbound processor 209  handle the
transmission of data coming from an I/O communication
bus running  at a different speed than northbridge
117. 



[00201 In one embodiment, CDB interface 113 and CDB
107 perform  20 predictive prefetchs of requested
memory by looking ahead in the inbound  queues 201.
The CDB interface 113 is responsible for making
requests to the CDB  and servicing the requests. CDB
interface 113 enforces access rights to the system
memory 101, tracks outstanding requests to CDB 107,
services outstanding DMA  read requests, performs DMA
writes, tracks inbound completions, interrupts and  25
similar functions. [0021] The CDB interface 113
performs the access rights checks for the  memory
accesses from I/O devices to ensure security in the
system. If an I/O  6 WO 2004/095205 PCT/US2004/003387
device tries to access a region in memory for which it
does not have access rights,  then the CDB interface
113 denies access to that request. For memory reads as
well as any access that needs completion, it sends a
master-abort response  indicating to the requestor
that the access was invalid. For memory writes and 5
other transactions that do not need a response, the
write is dropped by the control  logic of the CDB
interface 113. In either case, the security violation
is logged by  northbridge 117. [0022] CDB 107
interacts with the CDB interface 113, memory bus
interface  231, CPU bus interface 227 and other
interfaces 229 to route and forward data 10 between
the Input-Output it 250, processor bus 119, and memory
bus 121. In  one embodiment, CDB 107 also handles
input and output to a System  Management Bus (SMbus),
Joint Test Action Group (JTAG) 225 or similar
interface. [00231 In one embodiment, the northbridge
117 checks the NoDMA cache  15 109 and NoDMA table 103
when receiving SMBus, JTAG, and similar interface
accesses. These interfaces allow system administrators
or service personnel to  



monitor and diagnose a system. Memory accesses from
SMBus, JTAG or similar  interfaces are processed
similar to memory accesses of peripheral devices. The
memory accesses from SMBus, JTAG or similar interfaces
are checked against the  20 NoDMA table 103 and NoDMA
cache 109. This prevents even system administrators or
service personnel from bypassing page protection
mechanisms  of an OS and accessing pages with secret
information. In another embodiment,  northbridge 117
can be configured such that SMBus, JTAG and similar
interface  accesses are not checked against the NoDMA
table, or a security level setting can  25 be adjusted
to enable or disable the NoDMA check for these
interfaces. [0024] Figure 3 is a diagram of the
structure of a NoDMA table cache 109.  In one
embodiment, cache 109 reduces bandwidth loss caused by
accessing 7 WO 2004/095205 PCT/US2004/003387  NoDMA
table 103 in system memory 101. The NoDMA table 103
and cache 109  eliminate the need for a blockmap of
memory to track pages with secrets. In one
embodiment, memory accesses in computer system 100 are
optimized for system  cache line sizes. The system
cache being the general cache for memory accesses to
5 system memory. In one embodiment, the cache line
size is 512 bits. (00251 In one embodiment, NoDMA
cache 109 includes a content  addressable memory (CAM)
structure 301 and secrecy storage information
structure 302. CAM structure 301 stores information
in'rows.' Each row  corresponds to an entry (e.g., a
page secrecy indicator) in the NoDMA table 103 10
stored in system memory 101. In one embodiment, CAM
structure 301 stores or  inherently includes an index
3. The index is used by in connection with the  cache
replacement scheme to identify and replace lines of
cache. In one  embodiment, the CAM structure 301 does
not store the index 303 explicitly since  the logic
circuitry in the hardware knows which entry
corresponds to an uiue_X. 



15 [0026] CAM structure 301 is addressed by addresses
stored in the address  tag storage fields 305. 'Valid'
storage bit field 307 indicates whether or not the
entry for the row is valid. If the page corresponding
to the cache row is written to  or altered then the
valid bit would be cleared because the contents of the
page are  no longer known and consequently it is not
known if protected information is 20 stored in the
page. [0027] In one embodiment, CAM structure 301 also
stores cache  management information such as a least
recently used bit 309 (LRU). This field  309 of CAM
301 is used to track the relative age of the entry so
that older or  infrequently used entries can be
replaced with recent or more frequently used 25
entries. Any cache management and replacement scheme
may be used for the  NoDMA cache 109. The secrecy
information storage device 302 stores two  separate
secrecy indicators for each entry in NoDMA table 103.
Page secrecy field 8 WO 2004/095205 PCT/US2004/003387
311 indicates whether a page of memory 101 contains
protected information. The  page secrecy indicator may
be a bit or set of bits that encode the state of the
page  (e.g., containing protected information) that
corresponds to the NoDMA table  address in the same
row of cache 109. 5 [0028] A superpage secrecy field
313 indicates whether a set of pages, to  which the
page addressed by the entry belongs, include protected
information. In  one embodiment, a superpage is a set
of contiguous pages. The size of a  superpage can be
set by an operating system, BIOS or similar software.
In one  embodiment, there are 512 pages in each
superpage. In one embodiment, the bits 10 of a NoDMA
table 103 are grouped into superpages corresponding to
the size of a  system cache line and memory access
sizes. Superpage secrecy indicator 313 may  be a
single bit or a group of bits. In one embodiment, the
superpage is calculated  



when a new entry is made into NoDMA cache 109. All of
the bits corresponding  to the Superpage  are
retrieved along with the specific page bit
corresponding to 15 the new entry into the cache 109.
These bits are logically 'OR'ed to determine the
value of a single superpage bit. In one embodiment,
the superpage is represented  by multiple bits. The
superpage is then calculated by using a logical 'OR'
to  determine each of the subsections of the superpage
corresponding to each bit. For  example 512
consecutive pages may be represented by four superpage
bits in the 20 NoDMA cache 109, each one corresponding
to a set of 128 pages. Superpage sizes  can be
adjusted to correspond to the size of the accesses. A
single superpage or  multiple superpages can
correspond to the size of the cache line access. In
one  embodiment, the size of the set of pages is equal
to the natural access size of the  memory controller.
25 [0029] In one embodiment, the address tag 305 of
the CAM is comprised of  two parts: a super page and a
page offset within the superpage. When I/O unit  250
receives an access, the incoming address is passed
through the CAM 9 WO 2004/095205 PCT/US2004/003387
structure. Each row compares this incoming address to
the address tag 305 if the  valid bit is set. There
are three possible outcomes for each row. First, both
the  superpage and page offsets match (and valid is
set), second, only the superpage  offset matches the
incoming address (and valid is set), and, third, there
is no 5 match or the valid bit is not set. At most one
row will have the first outcome. In  that case, the
corresponding page secrecy indicator 311 is used to
decide the  access rights for the incoming address for
the memory access request. If the  incoming address
cannot be matched with the superpage and page offsets
of the  address tag 305, then a cache row with a
superpage offset match is used. If the 10 superpage
secrecy indicator 313 indicates there are no secrets
in any of the pages  



\ 1) that belong to the superpage, then access rights
are granted. No further look up  of the NoDMA table
103 is needed. However, if the superpage secrecy
indicator  313 indicates that at least one page in the
superpage has secrets, then northbridge  117 accesses
the NoDMA table 103 to determine if the requested
memory access 15 page contains secrets. It is possible
that multiple entries in cache 109 will have  matching
superpage address tags 305. In that situation, any of
the superpage  matching rows can be used. If no rows
in cache 109 have a matching superpage  address, then
the NoDMA table 103 needs to be accessed. [0030] In
one embodiment, the use of a NoDMA table 103 allows
the 20 computer system 100 to scale for large system
memory 101 (e.g., greater than 4  gigabytes (GB)) and
for dynamic resizing of memory (e.g., if memory is hot
plugged into a system). Support for dynamic resizing
of memory and the use of  superpages, as well as,
pages allows for varying levels of granularity in
verifying  memory accesses without requiring a system
reset. A superpage may be 25 composed of multiple bits
to control the level of granularity of the size of the
segment that a superpage represents. Additional bits
allow superpages to  represent smaller segments of
memory and serve as more accurate indications of
where protected information is located. Superpages
represented by fewer bits .10 WO 2004/095205
PCT/US2004/003357  decrease the complexity of the
NoDMA caching system in particular the  generation of
the superpage indicator. The implementation of a
logical 'OR' is  simplified when fewer bits are used.
This variation in the level of granularity by  varying
the bits representing a superpage allows for greater
customization of 5 design toward speed or reduced
space requirements dependent on the needs of a
system. [0031] In one embodiment, NoDMA cache 109 and
northbridge 117 process  



a set of instructions related to the function of NoDMA
cache 109. The cache 109  can be enabled or disabled
by separate instructions. An enable instruction
enables 10 the use of the NoDMA cache, clears all
valid bits for stored entries in cache 109  and sets
status bits in northbridge 117 and cache registers
that indicate the  enablement of NoDMA cache 109. A
disable instruction disables NoDMA cache  109 and
clears status bits in registers of the northbridge 117
and cache 109 that  indicate the enablement of cache
109. NoDMA cache 109 may be disabled while 15 NoDMA
table 103 is enabled. An invalidate instruction clears
valid bits for all  entries in the cache. [0032] In
one embodiment, a bit or stored value, e.g., a
superpage bit, page  bit, LRU bit or similar stored
value is 'set' by storing a logical '1' or set of
logical  '1's in the appropriate field. A bit or
stored value maybe logically 'set' by storing 20 any
value including a logical V. The designated value is
defined in connection  with a 'set' operation.
Likewise, a 'clear' operation for a bit or stored
value may  use any designated value other than the
'set' indicator value. [00331 In one embodiment, the
NoDMA cache 109 is maintained by  software, such as
the operating system. When write operations are
allowed, the  25 operating system is responsible for
properly invalidating references to written areas in
the NoDMA cache 109. In one embodiment, an OS updates
the NoDMA  table 103 to identify secret pages. The OS
also determines if there are other 11 WO 2004/095205
PCT/US2004/003387  memory accesses in progress when
the NoDMA table 103 or NoDMA cache 109 is  being
checked. [0034] Figure 4 is a flow chart of the
operation of NoDMA cache 109. In  one embodiment,
memory access requests are processed by CDB 107 and
CDB  5 interface 113 (block 401). CDB interface 113
checks NoDMA cache 109 to 



determine if an address requested for access is stored
in cache 109. The requested  address is compared to
the address tags 305 stored in cache 109 by use of CAM
structure 301 (block 403). If a tag 305 matching the
requested page address is  found in the cache 109,
then the corresponding valid bit is checked to
determine if 10 the cache entry is still valid (block
405). If the valid bit is set, then the page secrecy
indicator 311 is checked (block 409). If the secrecy
indicator is set then access is  denied and an error
may be logged (block 417). If the secrecy indicator is
not set  then access is allowed (block 419). [0035] In
one embodiment, when an entry in cache 109 for a
requested page  15 is not found, then the cache 109 is
checked to determine if protected information is
stored in the superpage. First, the address tags 305
are checked to find a corresponding super page entry
(block 411). If an entry is found, its validity is
checked (block 413). If superpage entry is found and
no protected data is stored  in the superpage (block
415) then the memory access request is allowed to 20
proceed (block 419). If the superpage secrecy
indicator 313 is set then access is  denied and an
error may be logged (block 417). [0036] In one
embodiment, if either the requested superpage address
is not  found in cache 109 or the entry is not valid
then the page secrecy information is  retrieved from
NoDMA table 103, which is stored in system memory 101
(block 25 407). The address tag is stored in an
available cache row and the valid bit for that  row is
cleared. The data accessed from NoDMA table 103 is
then stored in  NoDMA cache 109 (block 421). 12 WO
2004/095205 PCT/US2004/003387  [00371 The entry that
is created in cache 109 includes the page secrecy
indicator 311 and superpage secrecy indicator 313. The
superpage secrecy  indicator 313 is calculated and
stored based on a logical 'OR' of the pages in the  



superpage (block 423). In one embodiment, the specific
page secrecy information 5 will be retrieved and
stored as an entry. In another embodiment, the entry
will  correspond to the first page in the superpage.
In another embodiment, the entry  may correspond to
any page in the superpage. When the entry is created
the  valid bit for the entry is set (block 425).
[00381 When there is protected information in a page
the memory access is  10 not allowed (block 417).
Depending on the type of the memory access (e.g., read
or write) ,an error response message may be returned
(e.g., if a read operation  were denied, the normal
response message would be replaced with an error
response message). The error and denied access are
logged to be subsequently  analyzed to determine u e
cause of the error or determine if a malicious request
or 15 attack was made. In one embodiment, the types of
requests that generate error or  security logging can
be defined (e.g., set by the operating system). In one
embodiment, n bridge 117 responds to an access
violation from the NoDMA  cache 109 by logging a fatal
error and resetting. Errors include accessing a page
with secrets, or accessing NoDMA table 103 while that
is not allowed. Errors are 20 logged in error
registers. The error registers may map the appropriate
signaling  method for a given error detected. The
error registers are not accessible by an I/O  device
that maybe requesting memory access. (0039] In one
embodiment, the NoDMA cache 109 is implemented in
software (e.g., microcode or higher level computer
languages). The software  25 implementation may also
be used to run simulations or emulations of the NoDMA
cache 109. A software implementation may be stored on
a machine  readable medium. A "machine readable"
medium may include any medium that I  13 WO
2004/095205 PCT/US2004/003387  



can store or transfer information. Examples of a
machine readable medium  include a ROM, a floppy
diskette, a CD-ROM, an optical disk, a hard disk, a
radio  frequency (RP) link, or similar media. [0040]
In the foregoing specification, the invention has been
described with  5 reference to specific embodiments
thereof. It will, however, be evident that  various
modifications and changes can be made thereto without
departing from  the broader spirit and scope of the
invention as set forth in the appended claims.  The
specification and drawings are, accordingly, to be
regarded in an illustrative  rather than a restrictive
sense. 14 Claims .. . 1 An apparatus comprising a
content addressable memory (CAM); a first storage
device to store a secrecy indicator related to a_
first memory segment; a second storage device to store
a second secrecy indicator for a memory superset
including the  first memory segment, and a third
storage device. to log an error in response to -a
denied memory  access.  ? The apparatus of claim
1,further comprising  a cache management storage
device. 3. The apparatus of claim I , further
comprising: circuitry to determine  the value of the
second secrecy indicator. 4. The apparatus of claim 1,
wherein the first memory segment is a page.  5. The
apparatus of cl aim 1, wherein the memory superset is
a  superpage.  6. The apparatus of claim 1, further
comprising circuitry to alter. data stored in the CAM.
7: A method comprising: storing an address for a
table. tatty; 



storing a first secrecy indicator for a first memory
segment; and  storing a second secrecy indicator for a
superset including the first memory segment; and
logging an  error in response to  a denied memory
access 8. The method of claim 7, further comprising:
receiving a memory access request; comparing a
requested address. to a stored address; and  15
determining if a second secrecy bit is set for the
stored address  9 The method of claim 8, further
comprising determining if a first secrecy indicator is
set.  10. The method of clams 8, further comprising:
generating a violation indicator if the second secrecy
indicator is set.  11.: The method of claim 10,
further comprising   logging the violation indicator.
12. The method of claim 8, wherein the superset is a
superpage.  13, An apparatus comprising: a bus; a
memory device coupled to the bus;  a processor coupled
to the bus; a cache coupled to the memory device to
store a first secrecy indicator associated with a
first  segment of the storage device and storing a
second secrecy indicator to associate with a second
segment  of the storage device, wherein the second
segment is, a superset of the first;. and a network
interface device coupled to the caches 14 The
apparatus of claim 1.3, wherein the cache includes a
cache management circuitry.  



15. The apparatus of claim. .t3 further comprising;
circuitry to determine the value of the second secrecy
indicator.  .16. The apparatus of claim 13, further
comprising a peripheral device coupled to a second bus
wherein the second bus is coupled to the cache.  17.
An apparatus comprising: means for content addressable
storage;  16  n _. a means for storing a first secrecy
indicator related to a first segment of a storage
device; a second means for storing a. second secrecy
indicator related to a second segment of the storage
device, the second segment being. a superset of the
first segment; and a thind means for analyzing a
logged error 1$. The apparatus of claim 17, further
comprising:  a means for cache management: 19 '  The
apparatus claim l7, furtehr comprising  a means for
determining the second secrecy indicator value 20. A
machine-readable medium that provides instructions,
which when executed by a machine cause  the machine to
perform operations comprising storing an address for a
table entry; storing a first secrecy indicator for a
first memory segment; and storing a second secrecy
indicator for a superset of the first memory segment;
and  logging an  error in response to a denied memory
access 21. The machine-readable. medium of claim 20
further r comprising:  determining the value of the
second secrecy indicator 22. The machine-readable
medium of claim 20, Further comprising- generating a
violation indicator if the second secrecy indicator is
set.  17 


