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PAYLOAD
{
“sub”: ‘1234567890,
‘name”: ‘John Doe’,
“iat”: ‘1516239022’
}

y

VERIFY SIGNATURE

HMACSHA256{

base64UrlEncode(header) + “.” +
base64UrlEncode(payload),
your-256-bit-secret

} secret base64 encoded

FIG. 2




WO 2019/216950 PCT/US2018/055947

3/18

ID Selrver 2. STORE (rec'yq)
(eo \)\ 31 1

¥/
1 reC uid
( Client 3_/L 'D Server) 2. STORE (rec?q)
N
AN
l'e 3
ug ID er 2. STORE (rec®,q)
FIG. 3A

|D® 2. Compute: token',q
LY

req uid
| ID Server
(tokenyg) | Client 351\/’__7/362 / 2. Compute: token?,q

4. Combine
3 tOken u|d

°
<
£
L
w 363 | 2. Compute: token®yq

App\
Serv

K

FIG. 3B



WO 2019/216950

4/18

PCT/US2018/055947

B S
¥iw ~
i ™ s g
X > N

i,

A
e
;

#

5
oF
o

£

&
#19

b

o

I3
=
[
X
R

FIG. 4




PCT/US2018/055947

WO 2019/216950

5/18

FIG. 5



PCT/US2018/055947

WO 2019/216950

6/18

P "

ik wwv
e BR
PAr s

Z

TR

oIy

FIG. 6



PCT/US2018/055947

WO 2019/216950

7118

FIG. 7

%




PCT/US2018/055947

WO 2019/216950

8/18

4
g

#

Yoy
5
P

-
g
s
e

K
o
w

%0




PCT/US2018/055947

9/18

WO 2019/216950

6 OId

~0l6

(pJomssed
aweulasn)

¢

'© =) ‘g|[dwexs siy} u|
‘usMo} e abio}

pJomssed sy} JoA0D8I JoUURD SIBAlSS | — ) Auy
"U80} 8y} JoA0Oal Ued sasuodsal pijeA } Auy

UOI1eJaUSD) U0 9|dWIS

Z16 — Jo (oepe auiiyo Aqg)




PCT/US2018/055947

WO 2019/216950

10/18

0c0L —

Sy ‘sweulssn

8lL0L —

AH|

vy ‘ewleulasn

910l —

A|”|

€y ‘eweulasn

vioL —

¢y ‘aweulasn

¢lol —

m|

Hy ‘sweulesn

0L "OId

mQ @Q ka «NQ Q‘Q

(pJomssed
‘sweulasn)

aseyd uoieJisisay



PCT/US2018/055947

WO 2019/216950

11/18

0zLL —
<

Sy ‘auleulasn

)

gLl —
<

vy ‘auleulasn

ull

J

Ol — ==

“\I
ey hmEmEmem_@k

vl — =

¢y ‘sweulasn

chiL —
<

Ly ‘sweulesn

ull

J

Ll "OId

"uay 0} e abioy 1o (oene aulo Aq)
pjomssed ayj} JOA0D8J JOUURD SIBAISS | — ) Auy
‘U8 0} 8y} Jon0OaJ Ued sasuodsal pljeA } Auy

mQ .wQ \m,Q \NQ QQ Q
oLLL

(piomssed
‘sweulss)

1senbay

Zuou3l

(9seyd UQ-udiS) uolelauas uayo|



WO 2019/216950

12/18

PCT/US2018/055947

— —— Sym-MAC
~———~ Public-MAC

- Pairing-Sig

RSA-Sig

10

Threshold ¢

N
—

o
—

(sw) apis IO 8y} 1e awi uoneindwo)

FIG. 12



WO 2019/216950 PCT/US2018/055947

13/18
C
Q0
5 LAN network
UO) 20
g Sym-I\/IAC
=R ) Public-MAC
,_'C_> Pairing-Sig
o Y RSA-Sig
o 12 ]
© _
o _
e —
| .
O 8
>
(@)
O 4
z 5|
® E
o E
S oLldl An 14D 190 4% 14
% Plain  (10,2) (10,3) (10,5 (10,7) (10,10)
=

Settings of the naive solutions

C

O WAN network

s 11

S []sym-MAC
7 Public-MAC
5 Pairing-Sig
O RSA-Sig
v 105 —
5 14 g i
S 103 om0
O 102 N - [k " : :
£ 101 Ll r
() 1 % *
> £ i
O : §
() s §
= N
S ogsl N N 17 - i
§_ Plain (10,2) (10,3) (10,5 (10,7) (10,10)
e

§ Settings of the naive solutions

FIG. 13



WO 2019/216950 PCT/US2018/055947
14/18

Ingredients.
An IND-CCAZ puoblickey enoryption scheme PRKE =
{PKEKeyGen, PKE.Encrypt, PFRE Deorypt).

GlobalSetup (1%, s 8, Py — {(Isk] vl pp, 8Ky, L SK

ooy

~ Run GlobalSetup(1¥, n. £, P) — {(Isk], vk, pp}
~ Run PRKE KeyGen{1®} n times to get (PR SR PR,
Kk
~ Netpp o (PRAPKL L G PR

SignlpfC, pwd) = {Comag, b msg,

e

-~ Run *ﬁgni pg_sf_..\ paved } o (gL, ik
= Setmsg, = PREEncrypt{PK o L

Store{SK,, Comsg, ) =reg o

- Run PKE. iéeqt‘s*‘vg}t (SR, msg, ) to get oy,
- Nt PEC o My

Request{C, pwd, x, 771 — ({0 x, reg ey st

SRR

-~ Hun g&(‘gﬁ&‘%‘?{{ pad 2, 7Y - (O o req the st

Respond{sk;, xeo;, Cox,regpd = resy,

- Run Re &??{‘si‘&i{i&g\ﬁ’{“i“ DO TR, Y - RSy,

Finalize(st, {ress gy} = K

~ Run Finalize(st, {res; liop) — th

Verify{pposkoa thy - {0010

~ Output Verify(Pp. sk, x. th).
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Let the password space be P o {pwd], set s 206 o 2 et 7 be

the set of all servers in Hgpm, and set x 0,
1o Py executes the following:

SN

Run Glo §m§%§*§§s§§§’\§s 8Py~ (Isk]ovk pp)
- Run “swa{ig\ﬁ pawd} — (Moo
~ Set regy o ooy
-~ Send {pp, C) o Py,
2, On recetving the first message from Py, Py does the following:

P

- Run Rmix@\m paeed, 0, T3 = (O X, req e st
— Send {req, ey to P
3. On recetving the message i‘wm Py, Py does the bllowing:
Run ?E&Efs’i:}{}i‘}(i{ sk BROH O3, ey, Yo vey; foris
- Send {resihier o By
- Enwdate the protocok

e

& ?%mam%i{ poed, o, T (T x rm SHITER %

UV

b, ﬁé“g}em {sky, vBC; CLx,veql) — ves{ for i e 77

S ST

giisﬁim&@{xi fres] e} =t
i\}mlgmt tk’,
4. On receiving the second message from Py, Py executes the
following:

~ Run Finalize(st, fres; ey}~ th
- i}iit;;}ﬁiz th.

FIG. 15
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1602 Receiving a credential for gaining access to a computer

resource

v

Hashing the credential to obtain a first hash

v

1606 ~ Sending request messages to a plurality of servers, each
request message including a blinded hash of the first
hash and a user identifier

:

1608 ~|  Receiving response messages from the plurality of
servers, each response message from a corresponding
server including:

¢ A partial hash response generated using the blinded
hash sent to the corresponding server and a secret
share, and

¢ An encrypted token share being generated by
encrypting a token share using a hash portion that
was previously generated by the client and sent to
the corresponding server, the hash portion being
generated using the first hash and the secret share

v

1604 ~

1610 —
Deblinding each of the partial hash responses to obtain
the hash portions
1612 . .
Decrypting the encrypted token shares using the hash
portions to obtain the token shares
1614
Combining the token shares to obtain the access token

FIG. 16
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1702 Receiving a request message including a blinded hash of

a first hash of a credential and an user identifier

v

1704 Generating a partial hash response using the blinded
hash and a secret share

1706 <~ Determining a hash portion corresponding to the user
identifier, the hash portion previously received from the
client

.

Generating a token share based on the user identifier
and the secret share

v

Encrypting the token share using the hash portion
corresponding to the user identifier

v

Sending a response message to the client, the response
message including the partial hash response and the
encrypted token share

1708

1710

1712
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