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(54) Title: BIOMETRIC PRIVATE KEY INFRASTRUCTURE

(57) Abstract: [n accordance with an aspect of providing trust and authentication for network communications and Lransactions, a
network infrastructure is provided that employs biometric private keys (BioPKI). Generally, BioPKl is a unique combination of two
= software solutions that validate electronic user authentication: a state-of-the-art biometric signature system, and a digital signature
S fordata integrity. The combined solution allows networked businesses and merchunts such as financial institulions to ensure that user
authentication is conducted in a trusted, secure fashion within standard network environments. [n one example implementation, a
biometric signature augments standard digital signatures by adding an automated, non-reputable user authentication capability to the
exisling digital signature process. In contrast 10 simple verification in 4 pure biometric-based system or digital signature/certificate
3 environment. BioPKI uses a combination of biometric technology to access private keys in order to create digital signatures based

on biometric authentication and industry-standard PKI technologies.
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bi onetric signature augnents standard digital
signatures by addi ng an autonmated, nun-reputable user
aut hentication capability to the existing digital
signature process. In contrast to sinple verification

in a pure W@O2004t006076 y¥stemor digital

i —H i nt. Bi oPkluses—a————
,cpnbinatLon”of_b“onetric.technolog to access rivate ; ’
Glane dhe expiradan ol the i o pipendin e the: o L -Tgercodar apdio LH&T: exiatiops~refer to the “Guid-
(E,%Xgm“r:ﬁ_h?rqqlélﬂ t 6" 5?7 éat‘ ﬂl' giut ﬁl;l”{_(,§!li”gﬁ”azt”( ('}:' gl%,'\ 9%{% téligk'lus?[guring at the: begin-

shed i the cvent of rmyg ;
n I rng H/Sut:’; y:;-'u)%; {@\U( u? hePCl Guzente.

LOPELT i ¢ aut hent''cat’l on
chnol ogi es. . ]
(88) Date of publication of the international scarch report:
22 April 2004

3



