13 Cctober 2006 METHOD FOR MANAG NG THE RI GHTS OF AN ENCRYPTED CONTENT
STORED ON A PERSONAL DI A TAL RECORDER Field of the Invention The present
application concerns the field of receivers/decoders of conditional 5
access services, particularly of receivers that have a storage unit such as
hard di sks. Background The technol ogical evolution in thqsﬁb Oﬁk§ﬂ)§torage
capacities and the speed of the magnetic disks (hard disks) fag nag
possible to store the content of a transmtted video to nake it accessible
off-line to a user. 10 Such recorders are known by the brand names ReplayTV
(r) or Tivo (r) and offer storages of sédveral tens of hours of digital
transm ssion. These recorders, however, not directly integrated in the
receivers/ decodegI S ME;HQD@GR MARIAGROS SHE REGHTS OEAN ERCRYPTED WﬁON%’ENT Ee _
content is stored w thout n ich makes it

i npossible to collect the éﬁ?ﬁ;[%8N9%§%§§¢%§L8gﬂ5é}§th h the content in
the case 15 where the disk would then be duplicated with comrerci al

redi stributionFigktef thelyeelidely, in a digital pay television system the
digital streamtransmtted to these receivers is encrypted in order to be
abl e t o cont r olTh¢ tpeesasteapntichtion abeédrme thehield b rrdéeivensidechbdars sficdanditiange. Thi s
encryption igs L t regul ar
i nterval (t§p|g&%ﬁé&%g&ﬁb%%h%ﬂgggﬂ%%ﬂ%g%@%gégé%g%gﬁéggnﬁﬁfggggg@kgﬁ at t acks
trying to reco er, such, a control word. According to a particular

enbodi nent, ggﬁ?$6ﬁ words are changed at nuch longer intervals, which
means t hat for iven event, it is encn%pted gé one S|n | e cogtrol wor d.
For the recei vé'i‘e hnglogiog| @volugoryisthe eldidh stoeage EanAIRS rANFt E%ISW hd¥e

control words, magfetit bigkd @bidaliskeyHas sreide itfossitlle forstheg thedentbhtyf etratdngttestt r eam i n

control nessageaﬁﬁgggken%qgwgag%ghmym%ﬁkgg specific to the transm ssion

syst em bet ween eratrng s and t he securlty.nndule of the
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storages of several tens of hours of digital transmission. These recorders, however,
not directly integrated in the receivers/decoders of conditional access services;
particularly, the content is stored without specific protection on the disk, which makes
it impossible to collect the authors’ royalties associated with the content in the case

15  where the disk would then be duplicated with commercial redistribution ends.

Conversely, in a digital pay television system, the digital stream transmitted to these
receivers is encrypted in order to be able to control the use and to define the
conditions for such a use. This encryption is carried out with control words that are
changed at a regular interval (typically between 5 and 30 seconds) so as to dissuade

20  attacks trying to recover such a control word.

According to a particular embodiment, the control words are changed at much longer
intervals, which means that for a given event, it is encrypted by one single control

word.

For the receiver to be able to decrypt the stream encrypted by these control words,
25 the latter are sent to it independently of the stream in control messages (ECM)
encrypted by a key specific to the transmission system between the operating
system (CAS) and the security module of the user unit. In fact, the security

operations are performed in a security unit (SC) that is generally in the form of a



13 October 2006 -2 smart card, said to be inviolable. This unit can either
be of a renovable type or may be directly integrated in the receiver.
During the decryption of a control nessage (ECM, the presence of the right
to access the considered streamis verified in the security unit (SC).

This right can be 5 adm nistered by authorization nessag t
control such a right in the security unit (SC). O her posgﬁéiﬁmy%g@ﬁgre
equal |y possible, such as the sending of decryption keys. In this
description, we will use the name "event" for a content of video, audio
(for exanple MP3) or data (a gane progr&mfor exanple) that is encrypted
according to 10 the known nethod of control words, each event being able

to be encrypt edphi cBRAEsHM to BEANBSIRIe. ARRIURkaBitHdBbe @@ec.lan{aawu@gp@od@%fr m ned
duration of valid| téﬁg‘The accounting of use of such events is based today

on the princi plP8 554 NRIFPHPNGTECNGf t he purchase of events, or of the
paynment per tinme unit. The subscription allows defining a right associated
to one or seveP4ling thendae®leoal 2 LentethARTeIss GECMhtheerrespar &f Bdf fdws t he

user to obtai nabdes heiRilisred Birsdati WalifRd in fhergatirity Likie(SCi).givis right parelseent 1 n

its security unit.. At e same time, it i i bl e define ri. s that
are specifi tSdQW'Sﬁe\?ee%FY ag@(%za& " yesﬁgfe%igﬁ&zﬁ?ago%oﬁggﬁlSuﬁ%tac .htﬂgﬁeuser can
acquire this risehrity(unmt (5G). Htberepobeibilities anpealally aessiblenisgchegetie sandiing bk

specifically adgipinsh gsygd With this right. This method is known 20 as
pay- per-view (PPV). As for the paynent per tinme unit, the security unit

conprises a credjt that .is debit d [l t r con i on of
the user. In tlﬁr} {smsm‘/%f?”pf“%rr" “éex‘g'rl{pﬂ%g,theuﬁilﬂﬁggevg%e&pta &\?'\}elnrgﬂb\g&egé%%&bgver y
m nute on the bampie YP3) dradattaraaee pegrasy fonexayeple)dbatds enoryptes acpidiag i e

according t19 t bR khewhRkedBl of dRlr&NRAIsabdchRerit BeiM@bble td 16 @eppteatbydge NI t, 25
either in the duration or in tf]{a val ue of the assi %e% iyl me, even conbi ning
these two par SAEMLFOTELVYES FEC W'"Pﬁ@SfeHP'HEfF?‘ﬁatloﬂ YL of transmitted
event. A control nessage f(ECI\/) contains not only the control word, but also
t he conditi ons The accounting of use of such events is based today on the principle of subscription,

of the purchase of events, or of the payment per time unit.

The subscription allows defining a right associated to one or several transmission
15 channels of these events and allows the user to obtain these events in decrypted

form if the right is present in its security unit.

At the same time, it is possible to define rights that are specific to an event, such as a
film or a football match. The user can acquire this right (by purchase for example)
and this event will be specifically administered with this right. This method is known

20 as pay-per-view (PPV).

As for the payment per time unit, the security unit comprises a credit that is debited
depending on the real consumption of the user. In this way, for example, unit's credit
will be debited every minute on the basis of the channel or event selected. It is
possible according to the technical implementations to vary the accounting unit,
25 either in the duration or in the value of the assigned time, even combining these two

parameters to adapt the invoicing to the type of transmitted event.

A control message (ECM) contains not only the control word, but also the conditions
for this control word to be present in the receiver/decoder. During the decryption of
the control words, the presence in the security unit of a right or entitlement,

30 associated with the announced conditions of access in the message will be verified.



for this control word to be present in the receiver/decoder. During the
decryption of the control words, the presence in the security unit of a
right or entitlenent, 30 associated with the announced conditions of access
in the nmessage will be verified. 13 COctober 2006 -3 The control word is

returned to the user unit only when the conparison is positiVe. '
control word is contained in a control nessage ECM t hat ésgcg?%}@hgby a

transm ssion key TK. For the right to be present in the security unit, it
is generally charged in this unit by a 5 right managenent nessage (EWMM,
which for security reasons is generally-3encrypted by a different key
referred to as a right key (RK). According to a known form of pay

t el evi si on traRpgissioPRordlif fetbritd @Wh&dsdrhi@8nly YlheRi Sontafsdnas pesiivey for
decrypting an event at a given nonment: - the eveng &ln%rtygﬂtaed b% %&le or
several cont roll "RPBE! (e Is qaptainedp a-eaRteldnestads 5GY Brt {elsapEe Bdv
cont ai ni ng t he traeentisstdn kepTds (CW and the access conditions (AC), - the
corresponding right stored in the security unit allowing to verify said

access conditi gBsthe AGIIAS B Pr@sdr@inth& Baty ARiS itg8 gerlehally @RatgatIh &is @vietyta t hat i's

stored in a_starage unit 5 such har. i sk is.acconpanje | east b
one or several "g nf"raB?geﬁjggéérbeégagengﬁbfgh'gbq?rhese?ué'(t:“t That " t'%eg% cr]’g%:alrhg/pti on g
posteriori of eheyfk\byrediagskeraferied taas prighbkertRKparti cul arly because of

t he changing of the transm ssion key, a first solution 1is proposed in the
docunent EP O @A3ardRR to \whiedvnS @kt dfOphyi @lelisien tei@eimispibh,othe oblicihg Hrese
nmessages in the security unit angd re-encrypti ; he storage on the
disk. This soffaR % e\?%%safyﬁ%r‘%%%‘f”é‘r%”g}(/gtﬁ?%\ﬁﬁﬁ%’ge’?tife of the

transm ssion key, but places a |arge processing bur on the security
unit at the nonent t'?ﬁevﬁﬂtee”F@BtSFHYﬂ’be,OFWqﬂﬁﬁTtr%g{BWﬁ(gﬁgf t he recorded

content will one day be used. Furthernore, one of the fundanmental rules of
the securitly systemhd eontrol messags of messegnt FEM omitaiing Hhet goatre] egrds (CW)

and the access conditions (AC),

- the corresponding right stored in the security unit allowing to verify said

access conditions.

According to a known design, the encrypted event that is stored in a storage unit
15 such as a hard disk is accompanied at least by one or several control messages

ECM.

Due to the fact that the decryption a posteriori of the ECM messages can be a
problem, particularly because of the changing of the transmission key, a first solution
is proposed in the document EP 0 912 052, which solution implies decryption of

20 these messages in the security unit and re-encryption before the storage on the disk.

This solution solves the problem of the working life of the transmission key, but
places a large processing burden on the security unit at the moment of the recording,
without knowing if the recorded content will one day be used. Furthermore, one of
the fundamental rules of the security system is to return the control words to the user
25 unit only if the rights exist. In this case, it is very probable that these rights do not
exist if we consider a pay-per-view event. The right will be acquired during the

purchase that can be done much later, when the user decides to view this event.



25 unit only if the rights exist. In this case, it is very probable that
these rights do not exist if we consider a pay-per-view event. The right
will be acquired during the purchase that can be done nuch later, when the
user decides to viewthis event. 13 Cctober 2006 -4 This docunent EP 0 912
052 does not solve the problemof access to the right as 3§ &gé?lygﬁgnt of
t he purchase, the right nmessage EMM has to be always transmtte SO t hat
it is charged in the security unit. In this way, the solution described in
this docunent is only applicable for transmtted 5 events for which the
right is already present in the security4unit in order to authorize the
decryption and the re-encryption of the ECM Another aspect is the

conservation ofrhtRecdneBhES 0@12@5@9&)&3*& sdl-@tthélﬁroblélﬁ%f E@d’es@l@&ﬁ@h@t aven a
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that are in 10shihaf ihiechatet iadge senurty ud t h each use of such an event, the
security unit will be required to decrypt the nessages ECM and to return

t he tcont rol V\D‘rdttﬁrs waly, tiﬁ@ sbIbEI oietgcmbédi Althis dbdidtent lb@)nlyia@?toéblb fdnkraknbitied hi Sd .
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a subscrlptlon assocl a

subscri ption chamhewmwh@nd&waﬁﬁhﬂwmmnﬁhU%EéMl t he events that bear 15 t he
identifier Mare authorized and the control words are returned to the
decoder. TheseAh&tgéttaspaﬂt% thélecﬁhsaﬁsmioﬁltr%dlghm o apaldei. el @ takehfaneamptkef | ned

by an identifi el:-. ﬁ?lfj? %g hﬁ ref:%or |on {lah%s oytgs%r\énl?]?fs I\’f‘ﬁ‘qﬁll—élﬁlﬂ% %{e*;\%s t

subscription, anne resu t hat
event s recor deddft tp ti¢vethesoehmgeelsiaid thyg tolregoed ansviaveatsiibine evmfézafs%e t”ne

security unpt Wshkr &&Eé@&ltt With 858NHe bh&ick aREIEM, tM@&Qﬁmty LRewit 8é Féi]ﬁ'&fmdl ng
20 right no Ionger bei n res

new i denti fi er 19 4ecqpt V‘F éﬂpefggqhﬁén ﬁi‘l’ gW/IICOWO "foééist ﬁd% rﬁaé'g’?%ﬁagtet Ihl;lt :

t he reor gani zathatthe dfhts lirdked tvethin ebent atetprespotie thetsecurity witchannel t he
identifier J4 instead of M Fromthe point of view of the transm ssion

rights, the sSgGHEthse d#@htevérﬁ obiaiel Yy lansupsciptibnp fhetidtitdaaagef thindvdrnes user
recor dS no di Sas%omatng to the subscription channel, for example M. Thus all the events that bear
15  the identifier M are authorized and the control words are returned to the decoder.

These rights are then associated to a particular channel defined by an identifier such
as M. When the subscriber cancels his/her subscription, or modifies it for other
channels, it results that the events recorded in the storage unit will be inaccessible
because the security unit will refuse to resend the control words, the corresponding

20 right no longer being present.

This situation can also take place if a new identifier is attributed to the channel M. It
is thus possible that the reorganization of the channels attributes to this channel the
identifier J4 instead of M. From the point of view of the transmission rights, the

security unit is timely informed of the change and the user records no disagreement.

25 The consequences for a recorded event are more dramatic. This re-assignment will
result in the recorded event being inaccessible, because the corresponding right is

no longer present in the security unit.



25 The consequences for a recorded event are nore dramatic. This
re-assignnment will result in the recorded event being inaccessible,
because the corresponding right is no longer present in the security unit.
13 October 2006 -5 Summary of the Invention The objective of the present
invention is to propose a storage method of an event enchr¥if&shdroent o
words (CW that guarantees the access to this event at whichever nonent is
desired, even if certain nodifications occurred between the 5 nmonent of
storage and the nonment of viewing. This objective is achieved by a storage
met hod of an event encrypted by one or -$everal control words (CW in a
reception and decryption unit (e.g. a Set Top Box or STB) connected to a

security unit (gfmary beHe ImeRti6P! wWords (CW and the necessary rights
bei ng contained in control nessages (ECM, characterized in that it

conprises 10 ; i R rd t he
contr ol nessaggggfégkkgﬁkﬁgﬁiégﬁgpgyggﬁ%ﬁ??ﬁx%gfﬁgﬁ%%*ﬁ%?ﬂa?¥ﬁﬂ$%%ﬂfroI
messages (ECM) ep@ynterk by esonidl twordmi(€W) Jmpt, quarapiaes fije 1#Geqse PhiBisa@eass! right s
ﬁgct hi f (e\é)ent f %FP&@H%Héfﬂis}déffﬁéb,e e$@flﬂl’c}a&é{n lﬁfﬂdtﬁcatig;gs GQ\)/’&ﬁ)red befh@be g Ni ngka

eip of all or part o e control . nmessage using a secret ke
(K) cont ai néd mn}eﬂteof§§a9ﬁa{19tqﬁmo[me(ng:é;wegm. spegi ficto eachgsecuri ty uni t?/
- storing this receipt (Q in the storage unit. According to a first
embodi ment of his obieglivatis Gahieverily ¢ sloragptMetRodoeof st pyet BRFTYRiEd BYYORS Ghat ur e
?ﬁsted _olnI altlh Okevead! E:orﬁ’rﬁl Msresb @yin @Iremmﬁf (ﬁﬁ@ptﬁb@l’i&ﬁ (d.¢lteSetTop Bpeor- 1 i ght

at w en ow_t he ,subsequent of 1t v 0 '

prioritarily t ﬁ?gi ?OQE%CHWO aﬁg?ug'lrtjyeun\'/té$§§§/r}eﬁ%c?rﬁrgﬁ"‘lﬁ%g%icvh agnf\éﬁ @é {]énéeﬁ?g
security unit. rigiebgngestaieddf cantrplonessagasiECM), sherecterized ghihaeticamprisesyi ven
control mesgadee hiewihsRps:n the ususal access conditions being ignored.

- storing the encrypted event and the control messages (ECM) in the storage

unit,
- transmitting the control messages (ECM) to the security unit (SC),

- verifying if the access rights to this event are contained in the security unit

15  (SC),

- determining a receipt (Q) of all or part of the control message (ECM) using a

secret key (K) contained in the security unit (SC) and specific to each security unit,
- storing this receipt (Q) in the storage unit.

According to a first embodiment of the invention, this receipt is constituted by
20 signature based on all or part of the control message and constitutes a super-right
that will then allow the subsequent use of the event, to verify prioritarily this receipt
before verifying the usual rights in the security unit. The presence of this receipt,
once recognized by a given control message, results in the ususal access conditions

being ignored.

25 According to a second embodiment of the invention, during the generation of the
receipt, apart from the signature, a new part is added that describes how to process
this control message when it is presented to the security unit. This condition can be

to ignore all the conditions announced in this message (which takes us back to the



25 According to a second enbodi nent of the invention, during the generation
of the receipt, apart fromthe signature, a new part is added that
describes how to process this control nmessage when it is presented to the
security unit. This condition can be to ignore all the conditions
announced in this nmessage (which takes us back to the 13 @gt9h66er2086 -6
previ ous solution) or to announce other conditions such as to dispose of a
right of reproduction or to define a window in tine to authorise such a
reproduction. To determne the signature, we will preferably take a part
that is not changed for the entire evenf:- In fact, the nessage ECM

conpri ses schematically two parts: 5 a. the control word for the decryption

(or the even apdviewkdsomabiSor to BnduR€e bth@hdonBiesRSSIBR %s td disedsdrdn atrighsSofcont r ol
word. This rece msssage and the addition

ipt. allo t he marking. of a control
of ot her i nf oFREEPERN SLR AR e e st alBRE Sro T RRPIRIET, on mode. The
objective is then to identify a control nessage in an unanbi guous way. In
practice, we sbedetergtnethesigaatire1\we will praigrably ke g Pagyhat ifenah shangedifoy thei ght |
changes | ess fé&miegi@ht W fhdiatRe iBSsage HCMMoniphsed schehtitisally Swovpaiswe Wi | |
preferably choose this part to calculate the signature. Nevertheless, it

|5 not exclyded t ouebRidTkOR thiftfe MARMH6PIOdRATRE WoRls) Wor d, or the

|
group of the two parts. For the calculation of this signature, we determn ne

a uni que irrageb of ;hge. part 15.consi %{C%gtroq%ﬁ%_one-way function and wi t hout
e

collision with'these r'ﬂatngfzesf?ryitosreé’é?n | at there does not exist a

different group of data that give the sane result as this function. This
image H is problit&senlalpws e aiing et areniplsRessoge and e 2t ¢feive used can
be of the SHA-idfommatidBedtivigreto tienprotdsking inmagredetpr msde The bigediveisghaftodata i n

a uni que way. 20 .. | ow oper at | [ | R~ L06T i these data
t hanks to an éﬁ%‘r"&&f‘f‘%‘ﬁlﬂk’ﬁé@sg% 'R%gfu géﬁégglhogggﬁgﬁbgﬁcgcne' g%es)régmag%? ptl%ﬁ t he key
K, it is pdsibithatisgosaythe nesesariightl camges leas frequesty has therentidwostcess
condi tions. ThehighdwhyOlvet WBSErefbadbly ChbadB0thfsDpart to calculate the signature.

Nevertheless, it is not excluded to determine the signature on the control word, or the

group of the two parts.

For the calculation of this signature, we determine a unique image of the part
15 considered by a one-way function and without collision with these data. It is admitted
that there does not exist a different group of data that give the same result as this
function. This image H is produced by a function of the Hash type. The algorithm
used can be of the SHA-1 or MD5 type, and this image expresses the group of data

in a unique way.

20 The following operation consists in encrypting these data thanks to an encryption key
K.

Before the encryption operation, by the key K, it is possible to add a data field CD
that describes the new access conditions. The group of these data (H and CD)
constituting the receipt is then encrypted with the signature key K.

25 In the spirit of the invention, the term receipt means that it is determined by a group
of data that are representative of the access conditions (for example in the most
simple case) and unique for one security unit concerned due to the encryption key K.
According to one embodiment, it is possible to directly encrypt the access conditions
of the control message ECM by this key without passing through the Hash operation.



constituting the receipt is then encrypted with the signature key K 25 In
the spirit of the invention, the termreceipt neans that it is determ ned
by a group of data that are representative of the access conditions (for
exanple in the nost sinple case) and unique for one security unit
concerned due to the encryption key K. According to one e¢feReéiy®enbesit is
possible to directly encrypt the access conditions of the control nessage
ECM by this key wi thout passing through the Hash operation. 13 Cctober 2006
-7 According to another enbodinent, it is possible to determ ne this unique
i mge (Hash function) on the access conditions and then to encrypt this
image by a first key Kl, to add the new access conditions CD, and to

ggcr ypt t! t al :CAQ[%Fdlfh ttbeqnmme%ﬁsaqiﬂﬁém, {t9§ pwés!i% @baagmm?b Y uifidue t‘maﬁgi ef .

scription o e, Drawi n e invention e er under od wi

the hel p of th@a%EUPGW%@QE%?%FF%%?"S'H%WF\éﬁe.“&%e?%é“ﬂﬁ*ﬁd&‘é’%e E‘é? ﬁrlstg?%e to the

annexed dr awi nigf td fdatth@nev giceecamditiansreih-antl knericiyptit etk aitfpthe sama ke Kt, -

Figure 1 iIIug;Qng§e&mH§g¥Kﬂnit STB with a storage unit, according to one
n

10 enbodi nent of the 1nvention - Figure 2 illustrates a group of stored
data in the. storage unit of Fig. 1 - Figure 3 illustrates the structure of
a control n%ss%be %ﬁfﬁl'pé'(?&ﬂfmen%afvgiggne enbodi nent of the invention.

Det ai | ed description of the Invention 15 The decoder STB jllustrated in
Figure 1 recei V&sinyasion ylbe efter priessieqdy wihedher Belhof the dallowing: detaled st or ed
i n the storagaieyttiptiort{fatiiskes dafprensetontné aiexed Brawihgs Hat @reegiveneasenhorEV and
the control ssages In this way, according to the invention, these
two groups of '(thn eé?rg%’/l@grg%ani ed by a new group that is illustrated in

Figure 2 by the block of receipt Q 20 The size of the different blocks is
gi ven here as "an e@%\‘f‘?ﬁl1e'."“5\7@teéaﬁ1”%\}@t‘tt§1@ Wi a YJRge YBt Fhpng H‘é C8%ent EV
occupi es tte nggdisienpdrie indehtoncont r ol nessages ECM a

- Figure 2 illustrates a group of stored data in the storage unit of Fig. 1,

- Figure 3 illustrates the structure of a control message ECM according to one

embodiment of the invention.
Detailed description of the Invention

15 The decoder STB illustrated in Figure 1 receives the input data in encrypted form.
These data are stored in the storage unit HD and comprise notably the considered

event EV and the control messages ECM.

In this way, according to the invention, these two groups of data are accompanied by

a new group that is illustrated in Figure 2 by the block of receipt Q.

20 The size of the different blocks is given here as an example. We can nevertheless
consider that the event EV occupies the biggest part, the control messages ECM a
small part, and according to an embodiment, one single receipt is enough for the

group of these data.

In fact, if this signature is carried out on the part of the access conditions of the

25 control message, it will not vary for all of the considered event.

On Figure 3 is illustrated the structure of a control message ECM. This message

contains, as described previously, the control word CW and the access conditions.



smal | part, and according to an enbodi nent, one single receipt is enough
for the group of these data. In fact, if this signature is carried out on
the part of the access conditions of the 25 control nmessage, it will not
vary for all of the considered event. On Figure 3 is illustrated the

structure of a control nessage ECM This nessage contai ng3 qsokle20hé bed
previously, the control word CWand the access conditions. 13 Cctober 2006
-8 These conditions are divided in two parts, one part specific to the
transm ssion conditions ACB, and a part specific to the reproduction
conditions ACR This nessage al so conprBses a tine mark TP. Anongst these
conditions we can find: 5 - the nunber of the channel (or services),

parti ICul arly ;J$I%csé|cof1@]ﬁor13halﬁe )m&aqntﬁ Lmb:p@ns,lonetdm we?nr.e t@fthéf !{fr@néﬁ\lﬁiﬂn (for
exarrp e, spor S news, u - e, V rrnme. ti neg,,..a r.no
D e ool oRinaMSnE AR Bn0 4 gort shiifes & She, (fPialGien ety BGRB8 i on of

t he condi ti onsmepegsalpossniiises 4 imgmadk tHhe managenent of the event during
the reproduction. The receipt Qcan nean that it is necessary to conform

sinmply wth theméefatthédeddaditdnswedanditgt i on or it can nmean, on the contrary,
to ignore these conditions. Let us take the exanple of a geographic

bl ackout fugcti on. yINhgmbanet 1R Hah@WS(of Neervide?), bbatkimly aferbingor! gigept i on
of a sports event for exanple in the 30 km surrounding the stadium Wile

bl ackout makesSU§S<iEH¥e at the noment of the event, a few days later there
is no reason for such blackout. The transm ssion conditions ACB may incl ude
the conditions of thaéheniext Kiavemyfor exaowis: spefitsgwemaradulf). unit nunbers or by
zip code. The conditions of reproduction ACR 20 nay include a sinple
aut hori zati on f or tklevéir(pimeatiroeraftainbord ed-arsmsssioo)g as the other conditions
such as subscription are fulfilled).

- a number for impulsive purchase.

10  The duplication of the conditions opens possibilities to the management of the event
during the reproduction. The receipt Q can mean that it is necessary to conform
simply with the conditions of reproduction or it can mean, on the contrary, to ignore

these conditions.

Let us take the example of a geographic blackout function. This function allows the
15  blackout of the reception of a sports event for example in the 30 km surrounding the
stadium. While blackout makes a sense at the moment of the event, a few days later

there is no reason for such blackout.

The transmission conditions ACB may include the conditions of the blackout by
sector of security unit numbers or by zip code. The conditions of reproduction ACR
20 may include a simple authorization for all from a certain date (as long as the other

conditions such as subscription are fulfilled).

During the reproduction, the receipt Q is accessed first and decrypted by the secret
key K, to obtain the signature SGN and the new access conditions CD.

The signature SGN is then retained in the memory of the security unit with the new
25 CD conditions. When a control message ECM is presented to the security unit, it
determines by the Hash function a unique image H' on the part of the ECM
containing the rights AC and compares this image H’ value with the signature SGN

according to this example.



During the reproduction, the receipt Qis accessed first and decrypted by
the secret key K, to obtain the signature SGN and the new access
conditions CD. The signature SGNis then retained in the nmenory of the
security unit with the new 25 CD conditions. Wen a control nessage ECMis
presented to the security unit, it determ nes by the HasR,f i

unique imge H on the part of the ECM containing the ri g%tdsm%rgﬂg@
conpares this image H value with the signature SGN according to this
exanple. 13 Cctober 2006 -9 If the two values are identical, the security
unit applies the conditions defined in t8e CD conditions part of the
receipt. If this CD condition is "free access", this elimnates the

requi rement t oIS twbyalibe aeaduhtitdl RS s€hty aini apblies tHehwné@itsHsrdafinddiais §Rge ECM

and thus elim.pnates,. proble caus h tructur.al, changes.of fhe

T ans vei on ohBARERidRs S8LER, SRHBE TR oDt BB ERe” st liiesondi 1 on
CD resends t hetheepquirdmentitorerifyc thedionditiams cACRned in théegdrot washiage 66 ardhere are
no references Qs Blh‘ﬁné&&aﬂﬂtﬁérﬁs MusSd Wtruc@a%?%‘ﬂ&és_ éflﬂ%ttra%%lsgor’{é\{a}ﬁné@ tine
(structural conditions), but conditi'ons on the tine during which this

access is allo e foti I be
under st ood l? h a%ol&lgﬁ ht?saﬂgﬁg%é,m%%’%é'gg ies g&g g?]%‘lﬁ?){] g’lni Pﬁ\g?ﬂq?ethg tr%bgz;ddCt%n
subscri pti on o¢ondiionsghGfd i thiasa/eonditiens. therei ¢ aelrefrienoeg ta the chasnaia et eherof t he

recei pt. The r&eméms trﬁaeonhk?vﬁy M h QQAENral bohdtRh)2bit &RSBSHS dnt thGQiH\ebe_ of _
interest to st(fr_e ahne\t/v, recel,gt" nor. e favogra g.e t han theII olg 'l?é}l%" This is
the case not abf4iN@IVhigh NiSRRGPSS; iy &lOWSH P& A QYBDer ChUIPes aEcpsees alloyep; Udecei pt
i S generated dhe umigrstdod thatan dlge cadel, leubccerecanditions liréked ny apwbsdniptoadort hi s

i JeBéipt‘.’"i Il resend the

event. 15 fhe Gondhiedasn ﬁé;ﬁ&@&lﬂfﬁ tl}eq‘ortrﬁ:‘aitﬁn Eﬁf‘éee

conditions contained int control nessage ECM At the nonent when the
user decides tg buy.this event, a new receipt.isS gengerate hat opens the
Wy 1o a use vinergR Pt Sepndy 1S bl EeRy i BE B BRI Rt 8 "8t | ned
as such. Thi s reesiginudre fayotrabla thanzathe widt aned Thie ist the cgseonetglly ahan impolsivepl ace
the old one. _]&Jrc%gé?lﬂﬁrhis%g@a first receipt is generated during the storage without the user

having purchased this event.

156  The conditions contained in this receipt will resend the conditions contained in the

control message ECM.

At the moment when the user decides to buy this event, a new receipt is generated
that opens the way to a use without reserve of this event if the conditions are defined

as such. This receipt is then transmitted to the storage unit to replace the old one.



-10 CLAIM5 1. A storage nethod of an event encrypted by one or several
control words (CW in a reception and decryption unit (STB) connected to a
security unit (SC), said control words (CW and the necessary rights for
the access to this event being contained in control messages (ECM,
characterized in that it conprises the follow ng steps: 13 ?jcg{ljepggé@e

g .

encrypted event as well as the control nessage or nessages CM in the
storage unit, - transmtting the control nessages (ECM to the security
unit (SC), - verifying if the access rights to this event are contained in
the security unit (SC), - determ ning g receipt (Q conprising information

using for the process in replay node of the event, this receipt (Q
conprising a signature (SGY) of all Oéuﬁﬂrt of the control nessage (ECM
based on a secret key (K) contained i g security unit (SC) and specific

to each security unit, this receipt (Q being used for subsequent
processi ng of!-t heA 8PEa9e Mmafpd\nban PYSBHCHBPHIDYORE OherveRs e oWt (GMA t he

security unitip a resémioh ed tdekcypicdC@itpSTEkorinacteti@o 3t ca@e uani(sC), 2aidA net hod
according to i i i . t [ .Of id. receipt
(Q inres pecct%hf/?\n‘%'t O'Jr%s géc}/g[ ?%f ﬁ{r?eée;%%égw( E%%,foéhﬁ%\%rgset%gqﬁg%gs?\s/g@fb%_{nﬁe
necessary ri gieP@ine@in qontEo! greseages FCN mehasagtaiized ig thaAit gemprisgs Heddlowingg t o
Caiml, charsggkerized in that the receipt (Q conprises also a
conditional part (CD) describing the new conditions independent of the

structural conti. (¥ LSS . et hod
@tdnﬂ#!‘%’ éngﬁp@ti ViR ok g\%ﬁ‘?mfﬁzdoﬁﬁzl ﬂgas%%bgsog xr(;’r'egg%gfeé é%ﬁﬁ\éﬂﬁ

according to clal characteriz n tha recei pt
(Q in respedie $Pe8E Wicont rol nessage (ECM allows to use the conditional
part (CD) instead of the necessary rights for the access of the event. 5.
A net hod accotrdrsmjttingtheicantral messabes GEM td he dequritytui{SGhe receipt (Q is
only calculated if the access rights are present in the security unit.

- verifying if the access rights to this event are contained in the security unit (SC),

- determining a receipt (Q) comprising information using for the process in replay
mode of the event, this receipt (Q) comprising a signature (SGN) of all or part of the
control message (ECM) based on a secret key (K) contained in the security unit (SC)
and specific to each security unit, this receipt (Q) being used for subsequent

processing of the event and verified before the necessary right in the security unit,
- storing this receipt (Q) in the storage unit.

2. A method according to claim 1, characterized in that the presence of said
receipt (Q) in respect with a control message (ECM) allows to bypass of the

necessary rights for the access of the event.

3. A method according to Claim 1, characterized in that the receipt (Q) comprises
also a conditional part (CD) describing the new conditions independent of the

structural configuration of the transmission of the event.

4. A method according to claim 3, characterized in that the presence of said
receipt (Q) in respect with a control message (ECM) allows to use the conditional part

(CD) instead of the necessary rights for the access of the event.

5. A method according to Claim 1, characterized in that the receipt (Q) is only

calculated if the access rights are present in the security unit.



