WO 01/ 24436 PCT/ US00126880 1 NMETHOD AND. APPARATUS FOR ENCRYPTI NG
TRANSM S®Ic¥iR443¢ A COVMUNI CATI ON SYSTEM BACKGROUND OF THEpdTMuBddZesdd 5 1.
Field of the Invention The present invention pertains generally. to the
field of wireless conmunications, andinore specifically to nmethods and
apparatus for 10 providing secure transm ssions in a wreless

communi cati on SYETHOD ANIDAPPARATUSTFOR ENCRYPTING System i s

required to support a variety of applications. One such conmuni cation

systemis a CWA%@ N ' t‘éom@g 1@%2 w?md conf orns
to the "TIA EIAI §5MK/§§IF%N§¥\F& ase taﬁon Irrebgfibl ity Standard

for Dual - Mode W deband Spread Spectrum Cellular System™ hereinafter
referred to as the 1S-95 standard, or a CDMVA systemthat conforns to the
"TIA EIA1S-2000 StarBACGKGROUNDIOF THEANVENTIONYSt ens, "
hereinafter referred to as the 1S-2000 20 standard. Another CDVA standard
s the5W CDVA standard, as enbodied in 3rd Generation Partnership Project
"3GPP", Docunent, s, . 3G TS 25.211, 3G TS 25.212, 3G TS 25.213, and 3G TS
25.214. AICDI\/AI@?‘AO%‘#‘&IW%‘*W voi ce and data communi cati ons between
users over a terrestrial link. The use of CDVA techniques in a nmultiple
access communi cation systemis disclosed 25 in U S Patent No. 4,901, 307,
entitled " SPRE%@?MMMH&L erfihd NCARE OffeldlY DFEMW i EELSG
SATELLI TE OR TERRESTRI AL REPEATERS', and U.S. Patent No. 5, 103, 459,
entitled CcOBVBRRivARNDSVENHOINSOR spENHiRatiyNeo Wavethofvsand] apparatus Ciar ULAR
TELEP E_SYSTEM' , botgfassi ned to the assignee of %he 30 present
i nventt on PARYFHE SFRHFHBHBYSIPEE &7 3iee 3?8&5‘“. HUCRROBSYHEMs of WD
01/ 24436 PCT/ USO0/ 26880 2 conmuni cati on systens are tine division nultiple
access (TDWVA) systens

II. Background

A modern day communication system is required to support a variety

of applications. One such communication system is a code division multiple

15 access (CDMA) system that conforms to the “TIA /EIA/IS-95 Mobile Station-
Base Station Compatibility Standard for Dual-Mode Wideband Spread
Spectrum Cellular System,” hereinafter referred to as the IS-95 standard, or a
CDMA system that conforms to the “TIA/EIA/IS-2000 Standard for
cdma2000 Spread Spectrum Systems,” hereinafter referred to as the 1S-2000

20 standard. Another CDMA standard is the W-CDMA standard, as embodied
in 3" Generation Partnership Project “3GPP”, Document Nos. 3G TS 25.211,

3G TS 25.212, 3G TS 25.213, and 3G TS 25.214. A CDMA system allows for
voice and data communications between users over a terrestrial link. The use

of CDMA techniques in a multiple access communication system is disclosed

25 in US. Patent No. 4,901,307, entitled “SPREAD SPECTRUM MULTIPLE
ACCESS COMMUNICATION SYSTEM USING SATELLITE OR
TERRESTRIAL REPEATERS”, and U.S. Patent No. 5,103,459, entitled
“SYSTEM AND METHOD FOR GENERATING WAVEFORMS IN A CDMA
CELLULAR TELEPHONE SYSTEM”, both assigned to the assignee of the

30 present invention and incorporated by reference herein. Other examples of



and frequency division nmultiple access (FDMA) systens. In this
specification, base station refers to the hardware with which the renote
st ati onsWOMFMIcate. Cell refers to the hardware: or the 5886@8%880 5
coverage area, depending on the contextpin which the termis used. A sector
Is a partition of a cell. Because a sector of a CDVA system has the

attri but eSeofifnmhiCtidn sydtemisCaNiR@SINASEh! ARHipIe dREHE gﬂﬁl\'ﬁ@j Bgst@ﬁfs

readily extended to sectors. In a CDVMA system”™ communi ¢cat 1 ons Dbet ween )
users ar e amxhfrequency divisionaoghipde ecaess (DM Apsstanat i ons. A first user on

one renote statjon. comunicates to a second user, on, a second renote
station by traniéYﬁT'tl% PPRFLIGATION, OASE ?FétIPB\FSFOe?é to the hardwarewghawhichghe The

b tati ' 1 tg |
Station. TRPGERTE (olfinflffits” RUrfeiOl e REAAA GOHRINITRESS
statiof QfovRrSQCaRd, H@?éh&ihg_tdroﬂ\e Esntekeirs @Gadl thdter 8Tt wsed! aAigebtor The

forward link refers to transnission fromthe base station to a renote
station arig a partitiorepfa cell.nBeeartserassecton oha IO systerohas the atéributes

station to base station. In |S:95 and | S-2Q00,FDD npde..syste t he
Foruard | 1oER S thn des g derciinec b tegrms of s B R ALY | PUBTRSE 8. 1 n
the field @bipsrel ess communi cations, security of over-the-air 20

transm ssi ons has becone an increasingly inportant aspect in conmunication

systens. Secur ilny ai €EDNIAe systam t conmepghnidatimnghbetmereppusens qreotamdbcted hat

prevent disclosure of private commyni cations between parties and/qr
pr evegll0 r %u%b(mee oLt WOr @ Rase (AR o5& ﬁﬁStsE?‘x’Fl E’Bsgﬁ%rremte hStgH9fent has

not been r )Ef‘i‘ngcaétgs the &opRY ’ﬂs%i“?'ngg seEoNd g@ﬂ@%’iﬂﬁfn bggﬁéﬁgﬁﬁﬂ Is a 25

process where ta I's manipulated by a random process s t tﬁe dat a
I s made undathedr the fdverdeylink o lalthase station.e Thedbase GtaticrnteceResriptdata 1 s
sinply the process of recovering the original_data. One type of encryption
al gori t hmarsbeamreyte fbe datamta Wtﬁﬁabé&q yaggnt Hbexkyia icanemitted ap thessage

Encryptio 1 4h Lch 1S | . t
sophi st cgf) f@%%g?l}'%oﬂ n%‘gggﬁ@ﬁ%@s%é%g?%r%ﬁg%c%%?n%é%ﬂsgéﬂ%&s@"thg Sﬁg‘g%d
presendl y rexcte stdtior. r Thé forvedrddingde referoteetransmissiotnfropptheobader Aa@sises to

Tl ot S remote station and {ve reverse Lk refers o tvanstnission rom the remote =
station to a base station. InIS-95 and IS-2000 FDD mode systems, the forward
link and the reverse link are allocated separate frequencies.

In the field of wireless communications, security of over-the-air

20 transmissions has become an increasingly important aspect in communication
systems. Security is often maintained through encryption protocols that
prevent disclosure of private communications between parties and/or
prevent rogue mobile stations from accessing services for which payment has

not been rendered to the communication service provider. Encryption is a

25 process whereby data is manipulated by a random process such that the data
is made unintelligible by all but the intended recipient. Decryption is simply

the process of recovering the original data. One type of encryption algorithm
commonly used in the industry is the Enhanced Cellular Message Encryption
Algorithm (ECMEA), which is a block cipher. Due to the sophistication of

30 modern day code-breakers and “hackers,” a need presently exists to create

stronger, more secure encryption processes to protect users of wireless

communication services and service providers.



WO 01/ 24436 PCT/ USOO 26880 3 SUMVARY A novel and inproved nethod and
appar a%oilﬁr‘_,‘@ncrypti ng transm ssions is presented, whpegiugodfugsderet hod
for encrypting transmssion 5 traffic, conprises: generating a variable
.val ue; and inputting the variable val3ue, an encryption key, and the
transm ssion traffic into an encryption algorithm In one aspect, a method
for transmtting authentication variables from a transmssion end to a
‘receiving end is presented, the nethod conprising: 10 generating a
crypto-sync value at the transni SUMMARYgenerating a first
authentication signature fromthe_ crypto-sync value and an encryption key
at the transnisdioyel eand imprevied t mejhede andy Appagytvs far ueney@tinge fir st
aut henti gati on. si gnature t he.receiyin nds cgenerati. :

Ut hent | R aRisBioRn de drEsarethy FEFaR HedRelhe o SR RbRE BA5E800n on ey
at 15 5t herafesicoiiiRed gehBratBIEE Al VaGableevallgP badS putinUtheélvatiable
receiving end if “the first authentication signature and the second

aut hent i cealilonani epayption kejt,cénd dhed trengmissiong tradfie ioty pni enciypficexchange
if the first ,quthentication signature and the second authentication

si gnat ur Rl8BTHYR mat ch. In another aspect, a nethod for synchronizing
crypto-sync v r | a ' | S end and
a receiving ezrilié\u?@e g%%é;cg’n% g%,tﬁaghfémnéa %E{tg‘gr%‘??{gf‘%aﬁ?ﬁ‘ 2%2%1 et%ﬁ‘gﬂlan

encr ypt eda messagssibn @md tooa treceivirge end iis prestited ethief yietllod coniprisihg:
crypto-sync val ue associated with the encrypted nessage frane at_ the

r ecei ¥ ngg@mdating & emaiorsygct velueudty the trapsppssion yand; genesating 1o dirst

transm ssj : L vi d if t r.ran - val ue
S S AR RS SN B g Sl oS rn BRSPARER g el v
the transghes HAi3na8don f ehidle tFAHMMSMENE " tHe! Qrppiers! HRlué 41d theeffirsi ed. In
anot her aspect, a systemfor encrypting transm ssion traffic is presented,

wher ei n t #iethentinations s sigmaturgf fioc thenpreceiving endst gengratingf fd csegppes, 30
the system . conpri,sing. at |east .two encryption ele ts, wherein each of
the at | couheREaor Hanituss Tm bR ET T O SRS RS REH TG RS HUSTURXoRe of t he

at | epst the receiving end; incrementing the crypto-sync value at the receiving end if

the first authentication signature and the second authentication signature
match; and requesting an encryption key exchange if the first authentication
signature and the second authentication signature do not match.
In another aspect, a method for synchronizing crypto-sync values of an
20  encryption algorithm at a transmission end and a receiving end is presented,
the method comprising: transmitting an encrypted message frame to the
receiving end; verifying a current crypto-sync value associated with the
encrypted message frame at the receiving end; incrementing the current
crypto-sync value at the transmission end and the receiving end if the current
25 crypto-sync value is verified; and transmitting a failure message from the
receiving end to the transmission end if the current crypto-sync value is not
verified.
In another aspect, a system for encrypting transmission traffic is
presented, wherein the transmission traffic comprise at least two traffic types,
30 the system comprising: at least two encryption elements, wherein each of the
at least two encryption elements is associated with at least one of the at least

two traffic types; and at least one sequence number generator for generating a



two traffic types; and at | east one sequence nunber generator for

generating a WO 01/24436 PCTI US0O0/ 26880 4 plurality of s nbers,

wher ei n‘yaéu/&f‘ﬂpeast one sequence nunber generator is coﬁgﬂg’g&’?ﬁg#%e at

| east two encryption elements. BRI EF DSCRI PTI ON OF THE DRAWNGS 5 The - :
features, objects, and advantages of the present invention will becone !
mor e apparsiafio8t koGudRkahleBeC SFhERH e SRLILQT bhe BRLAKNNARmHeRKeEN 1N

conj uncti c}ﬁ V\?ttp{oﬁe%awkngs | ﬁ whi 04?1 Flillkeeref grglclge %Egr%%ét@;rgml entify .

cor r espondgergirytor lis cougied to sdhelatileasteivo eldrptidnieternedisock di agram of an
exenplary CDVA systemi 10 FIG 2 is a block diagram of the architecture of

an encryption schene; FIG 3A, 3B, 3C, and 3D are sanples of transm ssion

hone enar ypt 23; dat a ﬁ#&@@?ﬁéﬁﬁ@ﬁiﬂ@ﬁ Ekfﬁ’*W o C°”erl”s :
S Si ic: FIL.G .6 is.
chart 8r the oxi et HieneErll ERnifiR bhihe wimednt fygrebngPaft ol

a base st @idcafie fridre a éia‘ieﬁt Hopikéd Petailid desfRasthet fortl Mefow WheRXChange
between a LM and a base station; FIG 8 is aflow chart of an attenpted

repl ay at ttakén iaOcoFj@ctiori svith fthewlrawings éf whichx like mgferences gbasagtéron keys

upon registration failure;. Fl]G 10 is transni ssion frame for an
exenpl ary BRI TELEROR 1g§l§ttgmué}qgta@%‘y €M ow chart of transnission

signal s, wher eiﬁ(}?lqsﬁ%lé&a&fa m@aﬂ%ﬁﬁa%%ﬁ@s failure; and FIG

12 is a flow chart of transm Ssion signal nobi | e station
det ectl® a decr YFIG. Qris hdldak diagrdrhldf the\erdhite?tid 8 ©f REENABREN@CSGRmEG

FIG. 3A, 3B, 3C, and 3D are samples of transmission frame structures;

FIG. 4 is a block diagram of the process that converts a non-encrypted
data unit into an encrypted data unit;
FIG. 5 is a transmission frame structure for packet data traffic;
15 FIG. 6 is a flow chart of the exemplary transmission signals sent from a
mobile station to a base station;
FIG. 7 is a flow chart of a successful crypto-sync exchange between a
LMS and a base station;
FIG. 8 is a flow chart of an attempted replay attack;
20 FIG. 9 is a flow chart of an exchange of encryption keys upon
registration failure;
FIG. 10 is a transmission frame for an exemplary communication
system;
FIG. 11 is a flow chart of transmission signals, wherein a base station
25 detects a decryption failure; and
FIG. 12 is a flow chart of transmission signals, wherein a mobile station

detects a decryption failure.
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DETAI LED DESCRI PTI ON OF THE PREFERRED EMBODI MENTS The exenpl ary

enbodi membE24dsscri bed herein below reside in a wrel ess PETESHIGH80

comuni cati on system configured to errgl oy a CDMA 5 over-the-air interface.
.Nevertheless, it would be understood 9y those skilled in the art that a
met hod and apparatus for encrypting transm Ssi ons na reside in any of
vari ous commniEEﬂi’MLEBtBﬁé&ﬂ’ I@NQEA'HHEB&E{:ERREBMOI ogi es known
to those of skill in the art. 10 An Exenplary CDVA System As illustrated in
FIG 1, a CDVA wirel ess tel eplEMBORIMENTSrally includes a plurality of
mobi | e subscriber units 10, a plurality of base stations 12, base station
control | ers (EBesyxemplagyidembeogdiinents wlesctibedy heneinrbeglpBrreside irha MSC 16

is configured to.interface with conventional publjic sw,tch | ephone
notwor k TBSHGS FePhaTY RReniwnitefiof Xysish (iteled o rRiipE e MR, | he
BSCs 4. &QS‘F?; ; 6. PRMR S | aul
Iinesg.- Tﬁg&gack au Ir?ﬁgs may rg‘%l%%h?ih‘gﬁpggs?o sup%g?"fl ﬁgﬁ%‘e Qggé\%ral
known i niretheees thaich urettppd and. apdratis féxT khctyiptirly sransRdssigns oS, ADSL,

or xDSL. It _is understood that there may be nore than two 20 BSCs 14 in the
system Egside gy apy sqfa‘fqrmsrzonamwﬁfrm §I§$t9msrﬁ}¥‘BH§’§nEta wéde fangmet sect or

(not sho 9 I L 84 : i directional antenna or an

ant enna E%ngﬁ%nﬁg&%grt?ﬁgﬁﬁéﬁﬁgggﬁ%%ﬂ? adially away fromthe base
station 12. Alternatively, each sector may conprise two antennas for
diversity reception. Each base station 12 may advant ageously be designed
to stppoAn ExemnplaryCIDMA Spstem equency assi gnnents. The intersection of a

t da fr. ' be_ref t CDVA .
The base st afeoieesten i BIEoTH Gl v Gthart A e Al
subsyst eggcladdss bluéazi-q Df R6BER sifSdctiber RASR RS, Al ﬂ)l%@élif}ﬁdf baseusigdohd the

i ndustry to refef collectively to a BSC 14 and one or nore BTSs 12. The °
BTSs 12 #@ybaskstatinn Gintrdiess €BSCs)El4, anidtaesiobile switdhing aentee (YISC)rAdi vi dual

sectors ' BTS 12 y, be referred to as cell sjtes.. The nobile
subscr; bahe v R bty st Trieftagt Withzs S50 vBRiPLEL BUPHE SOV T
15 telephone network (PSTN) 18. The MSC 16 is also configured to interface
with the BSCs 14. The BSCs 14 are coupled to the base stations 12 via
backhaul lines. The backhaul lines may be configured to support any of

several known interfaces including, e.g., E1/T1, ATM, IP, Frame Relay,
HDSL, ADSL, or xDSL. It is understood that there may be more than two
20 BSCs 14 in the system. Each base station 12 advantageously includes at least
one sector (not shown), each sector comprising an omnidirectional antenna or
an antenna pointed in a particular direction radially away from the base
station 12. Alternatively, each sector may comprise two antennas for diversity
reception. Each base station 12 may advantageously be designed to support a
25 plurality of frequency assignments. The intersection of a sector and a
frequency assignment may be referred to as a CDMA channel. The base
stations 12 may also be known as base station transceiver subsystems (BTSs)
12.  Alternatively, “base station” may be used in the industry to refer
collectively to a BSC 14 and one or more BTSs 12. The BTSs 12 may also be
30 denoted “cell sites” 12. Alternatively, individual sectors of a given BTS 12

may be referred to as cell sites. The mobile subscriber stations 10 are typically



cellular or PCS tel ephones 10. The systemis advantageously configured for
use in accordance with the 1S-95 standard. During typical | of the
cel | ul ar M @ﬁﬂfne system the base stations ‘12 receive s‘%ﬂg{’ﬁ}z?@\?erse
link signals fromsets of nobile statiogs 10. 5 The nobile stations 10 are
conducting tel ephone calls or other conmunications. Each reverse i nk

si gnal recghyadr B¥ FCYtAIEIERSFIR! The Wstetn id adPERGEESERS Y rb8gbr base
station 12. The resulti ngﬂaata I's for %&a to the%%SCsy e BSCs 14
provi des caké¢ in acoudarceaithdhe I895atahdexdi | i ty nanagenent funct | onality

i ncluding the orchestratjop of soft andoffﬁ1 10 bet yween base statjons 12.
The BSCs 14 al s&®WHg &¥picAk opetaiqn: @f dheacallilar dele enqeysmcﬁrep 8% des

addi ti onal ly, the
PSTN 18 i n? %a%gg r\%@ I%CSE& (ﬁféf&vkgste andg%m%\geh{l]getsl nt erlalaceshv%\}l%ﬁlbt he

BSCs 145 wirheh mobiler nstand o0t hiebagndiiclingonteldphdre  talisert cthes of
forward link signals to sets of nobile stations 1 It should be 15

under st oodcommumisations. ska¢h revease kink signad seceeed by a gives bage ﬁt@}m@elz | xed
t at | t t it 1 lust

cxerp! ary B BHCEEA TS thah BRiestpPRAZ: cEhe resuBas dde it SHBERIEES L o

encrypt Vo Botaf 14.C TR BB B4 ?rﬁvuﬁ@dca%’?és‘%ﬁi‘ré@ YloeSSon WM ?ﬁdb1h§ﬁ9

architecture can be inpl enented a transm ssion end and
recei vi ng emmhagéhrenst furdtionalitf inchudingr ]pélorthsshanmabfosm"tehmdmffs t he

T 5 e S o S A B AR ™

| ayeri ng | NGt f1o)

wel | - defi ne encéps ?QS%; I%I%{ gaﬁﬁlﬁ S be?l\i\ﬁggn gor?lﬂdeergvrk\noge dée} cou thl the
processi ngPSTN 18.eSimilardy,, tthBSEN 18 limterfabes wi&nﬂieaM)SCEIﬂ)adndn&'thSCI 16t rat ed
in FIG 2, three protocol ers L1 220, L2 210, .and L3 200 .are utilized
so that Llinterfagesowitieshe &S shid,t whigh i duem contiel tbehasecttations Adi to

s1.gnals DeluReit 16, BRRS AL AL BR BRI habOarhs 38, O los o
the correc ransm ss1Ton and reception O sighallng nessages, an 3

provi des f ahdehosd By ehostess akilhghitothd babsweibernétatibho10sy@lyebe fiedlT T WO

01/ 24436 PCT/ US00/ 26880
stations in alternate embodiments.

Architecture
FIG. 2 illustrates an exemplary architecture for an encryption scheme
20 that can be used to encrypt voice traffic, data traffic, and system services,
wherein the architecture can be implemented at both a transmission end and
at a receiving end. The structure of the encryption scheme allows each of the
three traffic types listed above to be advantageously encrypted for maximum
efficiency at separate layers, if so desired. As is known in the art, layering is a
25 method for organizing communication protocols in well-defined encapsulated
data units between otherwise de-coupled processing entities, i.e., layers. In
the exemplary embodiment illustrated in FIG. 2, three protocol layers L1 220,
L2 210, and L3 200 are utilized so that L1 220 provides for the transmission
and reception of radio signals between the base station and mobile station, L2
30 210 provides for the correct transmission and reception of signaling messages,

and L3 provides for the control messaging for the communication system.

ST



7 At |ayer L3 200, voice traffic 201, packet data traffic 203, and system
servi cggo 81)2448¢ € conveyed via data units constructed i n BCTASOHI688 with t he
st andards di scussed above. However, encryption is perforned at this |evel
.upon the data units carrying system sérvi ces 205, but encryption is not 5

performed for packet _data traffic_ 203 or voice traffjc 1. In this
enbodi nent,  étdaypr 1808 voire trafic20hpacket safa érafég Zﬁgda’ﬂﬂé}’\?‘éﬁrﬁe

Ffi QS nd | . . . i d
o equente il BeC BT Hd Mo, B il Erdia B RCAGRERL iR HRpDT OF oS

aspect OftdndaresatueE abbte Thovvel €8 Encriifticn @9 bbifoaiedbat thiolewelsequence
nunber are used to construet a crypto-sync value. "A crypto-sync value is a

vari abl e upoat thes datpuimitsl carryimg eiysterpt sesmicea| Ay i hutrenerypdion ih nat
Cnenchy pPEHOREd 108 FaREryAta datbr ob ST Pad 2 BT SREPYIREDH Keys i n
that an eRef fdrP rbfkﬂ]¥e iga&eﬁeéithp%fa?ﬁ@eﬁs efhe 1 9 oRRC HRIFAVWNROE 18
crypto-sync “val ue w | ry with respect to the data units transmtted
during t implémknted loy avertlayprsot ect against a replay attack. In this

enbodi nent, the cgg( to-sync value wll vary due to a dependence ypon
either a genedd¥e cﬁﬁ}}%%t%lﬁp@el?r,o"ddéﬁl§t%§ﬂilﬁn%¥1u8?beén§‘abt“’né‘lse é9i gnat ed

identifier, Jf .S t o) t gw’rgﬁr | S used
for 20 t%ﬁrelStg tflg/tp{%&?g%%’%g%ggwl?ﬁ%h &%ﬁgﬁéf %{ge %‘é&@%pe’o {q&fer lgér\v%odi ment .
The g0y plsRrfifitentVBits®fi & sedReridee HubibedNgrey Bdd Ro edoBBicE a2Bi/prbyc Wi t h
data fromihe L3 Signaling elenent 207 and a tel eservices el enent 205.

Tel eser vivadue.ngy ceypiorsyas v3ittecin & aaviabls thafcls inputiedr to pat en@yption

L ane S SRt A w0 bR £ S PR e R0 88, 1 gre
to processyRagk ,*'thré&'%% %méﬁraﬁw%gucﬁata% &@fegwemﬁi&gﬁ@ diffdrure is

t hat each service c determ ne evel of crypti oh needed accordi ng
to servi deomezperyptientkeys ikidhet en, enanyptiom keytie sdnitpeenanemstyshzzed

I mpl nted wherein an encryption elenent may be shared. by nultiple system

ser vilBes SSriet (HBLE A SBAR O TEnBHENBHI VATHe ot SRPESF tontes ety Hrisn

el enment s : : j; P [ r

ol enont écg%énﬁﬁt‘égnrﬂlgﬁglrﬂﬁé;{%% e]leﬂﬂElhf'cf pSteSLUiRbEX RIS alfbL | Bh 88
embodiment, the crypto-sync value will vary due to a dependence upon

either a generated sequence number, a system time, or any other designated
identifier. It should be noted that one may alter the number of bits used for

20  the crypto-sync value without changing the scope of the embodiment.
The crypto-sync value is inputted to encryption elements 204 along
with data from the L3 Signaling element 207 and a teleservices element 205.
Teleservices may comprise sysfefh services such as Short Data Burst
Transmission Services, Short Messaging Services, Position Location Services,
25 etc. In FIG. 2, a separate encryption element 204 is assigned to process each
system service output. An advantage of this structure is that each service can
determine the level of encryption needed according to service requirements.
However, an alternate embodiment may be implemented wherein an
encryption element may be shared by multiple system services. In the present
30 embodiment, the output of the encryption elements 204 are multiplexed

together at multiplexer/de-multiplexer element 206. In an alternative



WD 01/ 24436 PCT/ USOQ 26880 8 enbodi nent, franes of data traffic fromthe
packet data el enent 203 are also encrypted at |level L3 200, At |level L2
210, thew(ﬂl?%f“f romthe nmultiplexer/de-nultiplexer el ené’rﬁT"p‘J%?g@ﬁgot hr ough
a Signaling LAC 212. At level L1220, negsage frames 5 fromthe packet data
el ement 203 passes through the Radio Link Protocol (RLP) |ayer 225, wherein

L _ adi ¢ . 5
encrypt i on eRfeidiheRf SR HNES BF d@ﬁééa%&éffaﬁth&gz ot Wtk Glethd:t T3 araﬁgg@nce

nunbers. In this enbodi nment, ayer resides 1 n |ayer
i s responsehtmyphed at letvehh3200.t i ng packet data traffic when a transm ssion
error occurs. Frarrfs if voice traffic fromvaoice 10 el enment 201 are

elqve

encrypted separ &t t L2 nél0y ptheo puépethydramy the  puliiplexer/sle-multplexgeous| y

tili [ ‘ofc. . ' f
ather t nanet Rt st nRBn & it LRIC 2R k) T000 eSS s s
out put s5 of fyae e tpaket dateRlemerdt 203 Pabsesethrédbh #eARAGR LiikdPabioas]l LAC
212 are mul ti pl exed together at the X and QS Subl ayer 15 227. The

advant ages (REP} Hagen cwihereinr emcryption eoeques nbasedougporri erypto-sgach of
the teleservices. and,L | gnal i ng el ement . level ;L3 can s i.fy the
evel of  cReHsteR VELT AL FRErre b, ndhssmbadietiots REE ¥ehnect od
encrypti onyss easiksin #ePa2ORh aR@SS r&dpdridfblb 'taf }éﬁaﬁéfﬁﬁﬁnggfhcﬁég)ﬁgfaem l'y
utilize system resources to construct ‘the crypto-sync for-éach franme of

traffic. Foaffixahenes tranghtission aforcodauzste Fraimen af vrdoe traffic fromp vodéce or
carryi However, system can be used as a subst te since
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15 227.
The advantages of this particular architecture are numerous. First,
each of the teleservices and L3 signaling elements on level L3 can specify the
level of encryption security performed by each of the respective, connected
encryption elements.

20 Second, each of the traffic types can expediently utilize system
resources to construct the crypto-sync for each frame of traffic. For example,
voice traffic frames do not have extra space for carrying ENC_SEQ. However,
system time can be used as a substitute since the system time varies from
frame to frame, and the system time is implicitly known at both the

25 transmission end and the receiving end. System time should not be used for
encrypting packet data traffic and teleservices. If system time is used to
construct the crypto-sync, the data to be encrypted must be encrypted just
prior to transmission in order to use the system time at transmission. Hence,
encrypted frames could not be buffered. If the RLP sequence number or the

30 ENC_SEQ number is used, then transmission frames can be encrypted and

temporarily stored in a buffer until transmission. In addition, it is

advantageous to use the ENC_SEQ value rather than a message sequence

210 and



tenporarily stored in a buffer until transmssion. In addition, it is
advant qgs&%g use the ENC_SEQ val ue rather. than a nessagenasporésse it WO
01/ 2443 00/ 26880 9 nunber MSG_SEQ because resets of the LAC | ayer
.cause the encryption of different noencrypted text with the sanme
encryption mask, which would conprom se the security of the encryption
process. rlinnber MSGCSPQ ewrauypresets of aheltACdayar kausd thdenerylptionsof ves a
5 problemof efficiency. If the encryption/ decryption occurred at_the
physi cal diffgjent nerenciyriedtext Wit the sameyenerypsioanmagk: aehigh vauld ypt ed

before an_ _ACK could be transmtt ARO is an acronym for Automatic
Ret ransm'csog?gﬁmﬁ}sgéeégﬁur\'l\%o?&h%Sﬁgfyr%{%ﬁ%oﬂrqcﬁs'checki ng transmtted data
through t ransmﬂra,egﬂaﬁﬁg% BAt et 2924 | ¥PelaahoHRMICAGNEsIvEs \not her

10 difficulty that occurs if e encryption/ decryption occurs at the

physi Gal propdem ofseffiniencyy df the erchyptiondylectygtior( GRDrréd bt the phybical

determ ning transnj Ssi errqrs at. a yeceiver ul d .be co t ed based on

un- encry ar'&gF’é.rRﬁéré)agBW%ﬁdo‘Fe@ 591%13 ieﬁ‘ﬁrmgo dﬁWﬁtg%?E?re?@, 3C,

and 3D ar e 0, ' HhSS ares in

the exemiialy OB EHAH, MARLPL AECRROYE AR RRSTREROBMSERIES |, e

f ol | owi ngrehedstls - whicheds age rhethgdh Fo't'elclieélﬁﬂt? ararestitigd datpe thraigh 302, a
y

i nk access control field 303 that generical represents various ARQ
fields, atrabsmitpd jasknomledginents and aegative ;agknoydgdgments; 3dsother 20

encodyng S . ncryption ident, fi .0 field 307,
and ot o SEALERE gk dHaghs fsufe nclypuioRoBRRaRte Sir? S REPECRIbeE " only
on speci fisahht eydie reluhlenty N6 CRO)bits W8 fbN dElermidihgdftbndthissiolB, t he
LAC field 303 i's encrypted.” However, encryption of the LAC field 303 is

pr obl enat ¢EoLgata reseives windd e comeputedriased toaduirepnryptedidiata station to a
25 base station but the base station determ nes that the access probes
shoul d be stopped with an ACK. In particular, if the nobile station cannot
decrypt th&crvifiondfsi age frame froma base station, then the
nobi | e stat10on ﬁ?@l%%?i%msﬁl ng the access probes until the maxi num
nunbeld of probBKG. 3A, 3B, 3C, and 3D are alternate structures for constructing

transmission frames in the exemplary embodiment. A transmission frame 300
is constructed with the following fields: a message length field 301, a message
type field 302, a link access control field 303 that generically represents
various ARQ fields, a message identification field 304, a message field 305, an

20 encoding sequence number field 306, an encryption identification field 307,
and a message CRC field 308. In one embodiment, encryption is imposed
only on specific fields of the transmission frame. In FIG. 3A and FIG. 3B, the
LAC field 303 is encrypted. However, encryption of the LAC field 303 is
problematic when access probes are transmitted from a mobile station to a

25 Dbase station but the base station determines that the access probes should be
stopped with an ACK. In particular, if the mobile station cannot decrypt the
LAC field of the message frame from a base station, then the mobile station
will not stop sending the access probes until the maximum number of probes
is sent.

30 In FIG. 3A and FIG. 3D, the message CRC field 308 is encrypted.
However, encryption of the CRC bits makes validation of the message length



Is sent. 30 In FIG 3A and FIG 3D, the nessage CRC field 308 is encrypted.
However , ion of the CRC bits nmakes validation of t o5esy | ength
w0 01/ 2 Y ERTRIES bers

preferred transmssion frame that is b8ed in the exenplary enbodi nent.
Generation of Encryption Mask 5 FIG 4 illustrates the paraneters that are
used to enfieldi301datpossiblan HenennFIGr $Cdsrttuipreferred whamsmission éragae thatni t
carries packet data traffjc. %y t o-sync 400 conprises an encryption
sequence rigised inghe exermplagy em "r‘ﬁmﬁpénce i dentification nunber 402,

ot herwi se known as sr-id, and a bit value for the direction of

transm ssion 403. An sr-id determnes the data service to 10 which the

sr-id corrggﬁ@aqgno@_@yﬁﬁ_}%mmﬂo and encryption key 410 are input into
an encryption algorithm , such as ECMEA, as nentioned above. It should
be not & that oflkerd diustsaies the parameters dhabareiyser ite energpt datsoit Aant

w thout affecting the scope of .,this enbodinent.. The data, unigt a S
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data wunit that rs to be enhcrypted. ce, eacth crypto-sync value results
in a diffrefeehceidentifichtion newsberf402, otrerwisekmdwnmas sexd, and ajbit valueat ed
above, the encryption at the RLP | r is agconplished . 2Q t hrough the use
of an ext eﬁ%éheééﬁeﬁ%@fﬁ%m@ﬂ%iég- rA&‘S’&h‘g HPIRES Flbehg@‘fa sqrﬁlgec?ﬂannel.
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frames t hainpufihtoaireertcrgptioh aligdrithin 420, SuSRR)s, EQER/ias hantienehpboveat ed

franes are transmtted on common channels, FIG 5 illustrates, an exanpl e of
25 an encalfsshauld b roteda thatypthasi anamptione sghemes "éﬁci’?p?%‘?ﬁ. Inn tAis 5 e

fiela - sosmbediialoRRaL ApHiRg dFSSARqr s IR MR ALELER, ©F

6 is a floussbatHrofibhahe afilyptionilgoatmalors beedmeRntayptad i cipher-
15 text.

In general, an individual crypto-sync value is determined for each data
unit that is to be encrypted. Hence, each crypto-sync value results in a
different cipher-text even for the same clear-text.
As illustrated above, the encryption at the RLP layer is accomplished
20  through the use of an extended sequence number, an sr_id, and a direction of
the channel. These three variables comprise the crypto-sync for use with
packet data traffic. In some instances, packet data traffic may be encapsulated
in frames that indicate a short data burst (SDB), wherein the encapsulated
frames are transmitted on common channels. FIG. 5 illustrates an example of
25  an encapsulated RLP frame wherein ARQ fields are encrypted. In frame 500, -
the payload of a data burst message 505 comprises three fields: sr_id field
506, sequence number field 507, and an encrypted RLP frame 508.
FIG. 6 is a flow chart of a sample exchange between elements in the
protocol layers. At mobile station 600, a short data burst (SDB) is to be
30 encrypted and transmitted to a base station 650. RLP element 610 receives a
data indication and data from DCR 602. RLP 610 transmits a service data
unit (SDU) with sequence number, data, and sr_id, to SDBTS element 612,

US00/ 26880 10 field 301 inpossible. Hence, FIG 3Cis the



protocol |ayers. At nobile station 600, a short data burst (SDB) is to be
30 encryghfshsdpd transmtted to a base station 650. RLP @refRob24s0
receives a data indication and data from DCR 602. RLP 610 transmts a
.service data wunit (SDU) w th sequenc#l nunber, data, and sr-id, to SDBTS
el ement 612, "'I1 WD 01/24436 PCT/ US00/ 26880 11 which is part of

t el eser viwkighiis gaay of tdleseBDIdES i 12ydr Biis SOBTS 612 heansBits anathep SDITNg t he
information fram Rth 0 and a EID.command, tgo_encryption elenment 614.
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nobi | e station 600. At base stationh 650, information fromthe nessage frame
i s pr BcedseMim elgroentifctormistamessageofiramefiZidion framserission oveathesirer at ed
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i nformati on added by SDBTS el enent 612, and RLP el enent 62 ocesses
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Crypto-sync Synchronjzation In the description of the enbodi nents above,
the securtheycogtentseof éﬁmﬁﬁgsnfrmeékm@ Be EM elemeant: ¢4 REPLESERS use of

i 11 a5 IR BEded BTN B EARURS, SURS PR ROLARREI Ploded® 0 " e

base st atinfdrntdtibri hdded byl éndtPpaibatdlement 614, BDBDS eldriedic6s pideekies sanme
crypto-sync to code and to decode the sanme data at the appropriate tine.

I n order iﬂfprmtiﬂrgiaddgﬁeb)sﬁm%ﬁmmw 61% qndel?ﬁﬂ’yplemew peoressgsed by g
bi | ati ] - -the-air,t | SSi t
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nobile stations (RVB). In the 25 proposed security schenes, the base

station refuses to accept the value of the crypto-sync proposed by the
mobi 118 stGrypte-syntcSyncheonizgtidre st ati on proves to

In the description of the embodiments above, the security of the
encryption process is accomplished through the use of a secure crypto-sync,
wherein the crypto-sync used to encrypt a data unit differs from the crypto-
syncs used to encrypt other data units. Hence, the base station and the mobile

20  station must be able to generate the same crypto-sync to code and to decode
the same data at the appropriate time. In order to maintain the synchronicity
of the crypto-syncs generated by a mobile station and a base station, some
over-the-air transmissions mus‘t. be made. However, over:théair
transmissions are open to attack by rogue mobile stations (RMS). In the

25 proposed security schemes, the base station refuses to accept the value of the
crypto-sync proposed by the mobile station until the mobile station proves to
be a legitimate subscriber. A refusal to accept the value of the crypto-sync
prevents a “replay attack,” wherein the RMS forces the base station to apply
the same encryption mask to two different plain-texts, which compromises

30  the security of the encryption. For example, suppose E is cipher-text, P is
plain-text, and M is the encryption mask. If the crypto-sync is the same for

plain-text P and plain-text P, then E = M+P and E’=M+P’ using modular 2



be a legitimate subscriber. A refusal to accept the value of the

crypt o-sync revents a "replay attack," wherein the RVS forces base
station %’6"&6‘81‘? t he sanme encryption mask to two di fferer’l’tCTg[Fso?P’%&sgxts,

whi ch conprom ses 30 the security of t encryption. For exanple, suppose E
Is cipher-text, Pis plain-text, and IS the encryption mask. If the
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mask M plain-text P _and plain-text P can be_determ ned. Hence, in one
specific elfarffie specifis grample of rvs atiacks ranBMY mape framgmit etgpsates: i on

messages t [ on, . Wi f t] . se the
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nobil e station (LMS) and a base station while protecti ng the encryption

c
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nication 15 Device Registrati on Method"

5,289,527, entitled, "Mbile nmu
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exchange o r - . . i 0. LMS
700t ansnipang HEaSBUARoRPERR, the b SNAMMGECSPRL LI W ke
regi strat i hereffefergbe Caltpimiatwely | refdtsed atg YVAsNn@S_BS hAandxamysat bendhiecat i on
signature. In one enbodi nent, the authentication 20 signature is,  conputed

]E)y usi ng tmi%ff%?rbpmﬁs ofa mobilgistationrntering dhe kagge pka)base statigicisr e hash
t . t - ' t ' '
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the bame sDeviceRegidirdtibriMetiesd eand igificbiisoraiibe referdricetedeial t ack by an

RMS because the RVS cannot conpute a valid
FIG. 7 illustrates a successful exchange of a crypto-sync between an

LMS 700 and a base station 710. LMS 700 transmits a registration message 720

to base station 710, wherein the registration message comprises fields carrying
CS_h and an authentication signature. In one embodiment, the authentication

20 signature is computed by using the crypto-sync CS_h and an encryption key
(Ks) in a secure hash function. Hereinafter, the érypto—sync signature or
authentication signature will be referred to as f(CS_h, Ks).

In the illustration above, the base station 710 is protected from the
above-mentioned attack by an RMS because the RMS cannot compute a valid

25  authentication signature for the CS_h.

In an alternative embodiment, the security of the communications
between a base station and an LMS is protected from an RMS that has
recorded the registration message from a legitimate LMS. In order to prevent
the RMS from forcing the base station to use the same CS_h that is intended

30 for use with an LMS, the base station can be set to increment the least
significant bits of the crypto-sync each time a registration message from a

mobile station is uploaded to the base station. The least significant bits of the

ENT



25 authentication signature for the CS_h. In an alternative enbodi nent, the
securi twoeirz44e¢ comruni cati ons between a base stati on aRGTAIS00/RM889 s
protected froman RVS that has recorfed the registratiion nessage froma

| egitimate 'LM5. In order to prevent $e RVB from forci ng the base station

to use the sane CS h.that. is intended 30 for us vi'%th an, LMs, the base
station EKPHESEM Wil hereinatten be rrierreddto as Conls iHemge, dhe cryptorsiac

crypto-s a | eyl ' g r om: e stati S
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01/ 24436 drfBodintEnt? iifbasektatidry i preventedifrbm Fepeatattii iding the rllepititgld to as
C5-1. Hence, the crypto-sync value conpriseCS_h concatenated with the

vari abl e agplio-synestini the entspptipamprocesse bnthosetinstanses svhareirethecbager om
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CS -1 assqsiiah eshn Bithbr s&%erkMECS NanBBRy oblset £8MN &qth1eh1BRS, generate CS_|
randomy or set CS | equal to Zero. FI 8 illustrates an exanple of a

recorded repl a§IGit8 dldustrathls an0exarhplenefriat recardedjireplayt ettadgi diM&t706n

message 720 to, base station 710. RVMS 730 records the regqistration nessage
720 and tiaRERIt @ lesituprieFegiialionmestagey R hgte #ationy 1Ba 210 on 710.

Base st at|] )L . US| =SYNC t he LMS
bocause (1oL0i, S sepiePtichChigself 720 nd SRS I ok Seffaiton
| ncr eifentwdssage T4letddase statioronlG.aBase syaiet #16 Wilk vt i theshheat i on

signature as the one transmtted bSi a nobil e station, then the system
det er ni neFyPkasyRhaalue as for thei bBMS bgcause dthsy leagt signjficantabiterofi thenot t he

sanme encr Lon. Kk hel d e nobil e station. A key exchange nust
t hen be p%l&%g(?g%%sﬁﬁa%erbuﬁcﬁrﬁé?% tes an exchange of encryption keys upon

regi stration ¥fahbbase stalibn @RAnbf %?k@l’hiesﬂ'@ dafte ShihhiieRtioR SHFACUred,

conprising the crypto- sync variable CS h and the authentication signature

f (CS_h, e, oneptranswittal byt mmbileisiatiGa,sthent thiei aystem Glatenmnioes thatr deuce
ggtsg \ 1’1'? %‘k%ﬁ%ﬁ %2?%%5:2 by];tf}%gﬁgéestléamlgse fot fhe éaqr?e gplgw{oinolgeykgsy hgltd the
' by the mobile station. A key exchange must then be performed.

FIG. 9 illustrates an exchange of encryption keys upon registration
failure. LMS 700 transmits a registration message 720, comprising the crypto-
sync variable CS_h and the authentication signature f(CS_h, Ks), to base

20 station 710. Base station 710 cannot reproduce authentication signature
f(CS_h, Ks) because the encryption key at the base station 710 differs from the
encryption key at the LMS 700. Base station 710 initiates key exchange step
770 in order for base station 710 and LMS 700 to have the same encryption
key. The security of key exchanges, is known by those skilled in the art.

25 However, the verification of the crypto-sync is a problem that has not been
addressed in the art. As described earlier, a crypto-sync is a variable value
that varies for each data unit that is encrypted in the unencrypted data
stream. There must be some verification method to ensure that the crypto-
sync value with which a data unit is encrypted is the same crypto-sync value

30  that is used at the decryption end. This is not a problem addressed by key

exchange methods wherein a single key is exchanged at the start of the



encryption key at the LM5 700. Base station 710 initiates key exchange step
770 in OHQ?BUIQ base station 710 and LM5 700 to have the ﬁLgptlon
key. The securl y of key exchanges, is known by those skllled I'n e art

25 However, the verification of the cryato-sync is a problemthat has not
been addressed in the art. As described earlier, a crypto-sync is a

vari abl e vadgistratidratproaedses Flencesathe erdthodsifort fittire ke @kylpdrggbsi ard he
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After the &{écéﬂﬁgrpﬁohe@l{ﬂ&sﬁﬁbeéﬁ& 1§ted By &&sahﬁ@@@?% ?hc aetieahdon CRC,
call ed MG CRC, is appended to the éncrypted data uni ong Wth the

assorted fergryptiondeydes. yAfter the emayp tﬂxtlsgenemeteﬂeet@n@msmpam a
check at t recei g n CRC enc, | 0 chec t, the.

Focet ving Sngeer ChEY ealies MSEACRE, 5 ppmeied” 5 (BE AEYF B ARABE hat a
CS_h m STE4TeelhORE skBtled feldl Ritbebebty RSH ﬁqnsmagslamewaxé idQ CkCt he
encryption key Ks was al ready verified during the registration process when
a corrkct passhentdhegk iabthe repeivingeerid, then thRGenccisralen cecked #tithe 1

HTustrateg &ivih g Tas 115k R Qe BulPR 588, b GBI Is"mide that a
CS_h mismatch has occurred. It should be noted that the validity of the
encryption key Ks was already verified during the registration process when
a correct authentication signature f(CS_h, Ks) was computed.

20 FIG. 10 illustrates a frame structure for a message transmission in a
system such as cdma2000. Frame 800 is composed of various fields necessary
for the transport of data traffic from one station to another. CRC_enc 812isa
CRC computed on the unencrypted protocol data unit L3 PDU 810. CRC_enc
812 and L3_PDU 810 are then encrypted to form encrypted field 805. A field

25 CS_L 806 is included to indicate a sequence number upon which a crypto-
sync is computed. The EID bit 807 is set to either zero or one to indicate the
presence of an encrypted message. The MSG_CRC field 808 is then computed
on the entire message frame 800.

If a determination is made, based on the CRC_enc computed at the

30 receiving end, that the crypto-sync CS_h is out of synchronization with the
crypto-sync at the transmission end, then a recovery procedure must be

implemented. FIG. 11 and FIG. 12 are two message flow charts that illustrate

1T



system such as cdma2000. Franme 800 is conposed of various fields necessary
for thewdospaport of data traffic fromone station to anBCEAISN/ERE enc 812
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.enc 812 and L3 PDU 810 are then encrypted to formencrypt ed field 805. A
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Decrypt " RBRERAR, (i, FECafillfentisifibn T BRRARAE HES Ao I} AR Bl 2NNt

regi 40r atexehangs pagmnééd. Avnhisi pmﬁg Holtk the LM 906 wnd thé base ttation 910
aut hentication signature f(CS h, and a_hook 10 exchange paraneter. At

this poi Mavepshe, samee L%p%@y%ocwe bdde JMbi 800 othen Kefyansmiss sthiee

crypt o-sync 900 then retransmts the encrypted nessage 950.
In FIG le?cr%gs%‘e%tggflxg% 910 transmts an encrypted nessage 920 to an

LMS 900. The GRIE.112, #babdstatioarolntteshsiREs aﬁ%n%ﬁatﬁéﬁﬁeséagd iooetrba@ t hat
15 there are no transm SSsi on errors, Oor a recovera bl e anpbunt of

transm siMS %0 oTbe CRGiLY of thasepoypred messdge G268 pass, srticating ORg,

CRC enc. Jhe LMS 900 then.transmts a re |st tion rre sgqe 940. conpri si ng
the dPypt BETS PHe OSTANSIYRFION, REQTS 054 5 £ F8° W‘ rarpgﬁ“ss‘gﬁ‘d a hook

exchange errors. However, LMS 900 cannot decode the encoder CRC, CRC_enc. The

LMS 900 then transmits a registration message 940 comprising the crypto-

sync CS_h, the authentication signature f(CS_h, Ks), and a hook exchange

parameter. At this point, both the LMS 900 and the base station 910 have the

20 same crypto-sync CS_h. The base station 910 then retransmits the encrypted
message 950.

Hence, in both methods illustrated in FIG. 11 and FIG. 12, a message
frame that fails to pass the decryption step at the receiving end is to be re-
transmitted as though the message frame was transmitted with unrecoverable

25 errors.

It should be noted from the examples above that the CS_h field
initializes the most significant bits of the crypto-sync for both forward and
reverse links. Although both forward and reverse links use the same CS_h,
differing encryption results are derived because the direction of the

30 transmission is a variable that is inputted to the encryption key generation

algorithm, i.e., ‘0" may indicate a forward link message while ‘1’ indicates a



paranmeter. At this point, both the LM5 900 and the base station 910 have
the 20 to-sync CS _h. The base station 910 then r ) t he
encrypte r%t&g&ségge 950. Hence, in both nethods illustrat egh?‘ﬁﬁé%m%l and
FIG 12, a nessage frane that fails ta#6pass the decryption step at the
receiving end is to be re- transmtted as though the nessage frane was
transmi t t egveisehlinkr eessageabl ln ofB embodiment, #ieowtyptoesynat gdldesomayhe
exanpl es above t hat e dnitjalizes the nost significant bits

h freld,
of the crfBFFﬁ@?‘HdnﬂtSPe‘HgfﬁEﬁ&@e{aﬁrﬂh%n%ver se links. Although both
orver o and 1 v kgt fo eyl b IR Uil 488 =

are derived becausé nsmssion 1s a varl ael e that

i s inputt eghpertante Bnsidepto Maineindhesedinifnof the@ridryypeion) aﬁlz')zpt'ogs'yrmiy
indicate a forward |ink message while '1' indicates a WO 01/ 24436
PCT/ US§0/ Zbesdd 1etr beerrepeatedk duringgever-thepis dnamamissions. t hdncopst o- sync

val ues may__ { nerenent, i ndependent |y after initialization. The choi of a
Crypto- oy bR e e AT 56Bon st o, e Smec e sanal ip ot nor der
to mai nt ai JHdiPtBelhhkimin ¥l PREFELA RO mdbt SIgHRECaIE oftheQithéhtnot be
repeated during over-the-air transm ssions. In ohe enbodi nent, the nobile

station sefpswahd lidy ptyptesyoc walue CGSqbg), arol dhe njdst siguidiednt bits e thexi mum

val ue between the nost significant hits of the current forwar | nk
crypt o- sy&H%I}U@V@gehmio&yawsmvglb@@@#@m ﬁe@&ﬁté%}i’sl Bfm?’h(g:g—bw'r ent
rever gg Iicag ﬁ:r)ypt o-sync value CS hre,,. Hence, CS h=1 + max(CS hfwd, 10
CS ha%. Thus,”"a novel and inproved nethod and apparatus for encrypting

t rgnsm‘ SSidonﬁ Hmthm,tndamvé}ajandi hnﬂrqvﬁd)mthbds&;d Iap@pa;.-aﬂm fm!rtemypﬂngl'

t that t ta, t ti, , na , 4.1 Q t , ,
bi ts,  syrseRanissaschrys bern deegribed. of Eicsrcal ekilodgndin whevatde
d H H - s, -

escripti Qi dersAlhd AdY L AAEL %L&h&g%sg%s%ﬁgn g, x%ﬂgésr?ﬂ%%ﬁ,cs%ﬂ%llggl%%% of

el ect romagneti c waves, magnétic or parti’c
particl es,sydibelsyarid thipdahh®iay! be fefefencéll Ahfowghaiti the above desafiption

PPt eclisat earte Z%tvaii‘?aege\éﬁgliyor%;rtieslelnicjesc{ Ir:o};;1 tvio\l/tgges, currents, electromagnetic waves,
magnetic fields or particles, optical fields or particles, or any combination
thereof. Those of skill would further appreciate that the various illustrative
logical blocks, modules, circuits, and algorithm steps described in connection
with the embodiments disclosed herein may be implemented as electronic

20 hardware, computer software, or combinations of both. The various
illustrative components, blocks, modules, circuits, and steps have been
described generally in terms of their functionality. Whether the functionality
is implemented as hardware or software depends upon the particular
application and design constraints imposed on the overall system. Skilled

25 artisans recognize the interchangeability of hardware and software under
these circumstances, and how best to implement the described functionality
for each particular application. As examples, the various illustrative logical
blocks, modules, circuits, and algorithm steps described in connection with
the embodiments disclosed herein may be implemented or performed with a

30 digital signal processor (DSP), an application specific integrated circuit
(ASIC), a field programmable gate array (FPGA) or other programmable logic

device, discrete gate or transistor logic, discrete hardware components such



| ogi cal bl ocks, nmodules, circuits, and algorithm steps described in

connecty,g'1, %)bﬁh t he enbodi nents discl osed herein may bepicirisgoBaeed as
el ectronic 5 ardwar e, conputer software, or conbinati-ons of both. The

.various illustrative conponents, blotks, nodules, circuits, and steps have
been described generally in ternms of their functionality. Wether the
functi onalsj teyg., | megistprsermnt FIFEs haprhe@ssomrexeofitingr @ defpefdsirnpoaret he
particular application and design constraints i.nposed on he overall
system SRFFVEPDs; ARy SaR¥en nipzegreqai@mahl%r%*@é%bqu € ofNfaAdwar e

and softwar e e I , 1,88 b pl t he
descri bé&%&%&%% I ?,yES %@ﬁ%%ﬁéﬁ; ?c%ﬁ‘asééjn %’?E)\g?i §§I{f?%lﬁ. {}g ﬁgﬁ%?rgp Ses, t he
various iddstbédiHey€inl OThe Prockdsoe Kﬁa% Imlah@?ecﬁisl)ﬁ bet$ miefsprakesor! hm
steps described in connection with the enbodi nent’s di scl osed herein nay be

i npl efenthad by therdlternatives the pro@ssoyimay bs gnsil comerdingel ROSEsoran
licati ifi.c int ted circuit . (ASI (), ield | t

r Fay  (FSGRSBfE . TGO G Bk P dpehitoy T, Softwars Rogdeccana © 0% ©

LSS, et RS AP O RO IO U,

PCT/ US00/ 0O 17 as, e.g.”, registers-and FF

set of fiEERROM nmembryatgistes, lary diskye némonablexdisly a GDREOMS of taryr e

nodul e and, a _processor, or éx,ny conbi nati on t hereof desjgned to performthe
funct i onPthaefrm 9é storageimedivire kpoyaris the atly ABRNSOHYREY PrYCeseonis

m cr gpr o eRA0 ' I t C o

convgﬁti ganal Ear%ec%é%é{)?,ﬁb%gﬁ? ?ao%tﬁé&,% #g%%cog)t?%ﬁ Iger%a ](E)Irf S %‘?@1% ne. The

sof t war e dietiirite GRfdrehatiopsSic) thé @toﬁ?%é fiedush. frl gehalieiRtive, MAtORPR! Y,
EPROM nenor EEPROM nenory, registers, hard disk, a renovable disk, a

CD- ROM dneéiu,m majidre infegralftosths precessen. uhhenprecesson ard dhe. starpgexenpl ary
processor_is. 10 _advant ageousl e a_storage negdi.um so o read
P or nat FBRCIFBATSY RS 48 ASor Tt ATIC a7 Relin S e i IR (e
al t er nat i Alfernhtife, ¥he p8EessBE G rfhérmbrage i BthRmdyPrdside B QQ&'égﬁbne.The
processor and the storage nediumnay feside in an ASIC. The ASIC may
resi dd i nThe tprbegasonanay nbe hisnplementeditdasy@, combipztiorssfon RGP tand at or age
medi um may. reside in a tel ephone. . . . .
icroprocessor, or as two microprocessors in conjunction with a DSP core,
etc.
Preferred embodiments of the present invention have thus been shown
and described. It would be apparent to one of ordinary skill in the art,
20 however, that numerous alterations may be made to the embodiments herein
disclosed without departing from the spirit or scope of the invention.
Therefore, the present invention is not to be limited except in accordance with

the following claims.

25 WECLAIM:



15 The processor may be inplenented as a conbination of a DSP and a

M Cropr oGP§HPheasp’ aS tWo mcroprocessors in conjunction 'é.pmgomgsocore,
etc. Preferred enbodi nents of the present invention have ;Atlus een shown

and described. It would be apparent to e of ordinary skill in the art,

20 however, that nunerous alterations nmay be nmade to the enbodi nents herein
di scl osed wi thout departing fromthe spirit or scope of the invention.
Therefore, the present invention is not to be |inited except i aceordance

with the following clains. 25 WE CLAIM WO 01/ 24436 P 18
CLAI M5 111111) I~ ~~I~I ~~~~ | I MS 1. A gﬂ'mwﬁmi%#”ﬂ' ng
transm ssion traffic, conprising: 2%@ Ing a variabl & value) :

i nputting the variable value, an encryption key, and the transm ssion 4
traffic into an encryption algorithm 2. A nethod for transmtting

aut henti catli on Vemehbé forf ériypting tiansntissicn teiffie tdniprisingecei vi ng end,
conpri si ng gener at iznﬂ%_ a crypto-sync value at the transm ssion end; 4
generat?ng a fi Beneralingchvardahlesialug;gngdt ure from the crypto-sync value and

val o and t he { EhRgtn therFARI SR, T Sprde kbl B e HipSRich, "

gener at4 ngtﬁfﬁgﬁga@naéﬂcbﬁgﬁéﬁatgi&ﬁhﬁ{_gnat ure fromthe crypto-sync value
and the encryption key at” the receiving end; 10 increnmenting the

crypto-sync value at the receiving end if the first authentication _
sionature gnd L Seqpnd ahenLicaLion Shpatio e e Jakequesting
cocen, 20 AR S OTAcfhnge. The 7ol hod of claim 2
generating a crypto-sync value at the transmission end;
4 generating a first authentication signature from the crypto-sync value
and an encryption key at the transmission end;
6 transmitting the crypto-sync value and the first authentication
signature to the receiving end;
8 generating a second authentication signature from the crypto-sync
value and the encryption key at the receiving end;
10 incrementing the crypto-sync value at the receiving end if the first
authentication signature and the second authentication signature match; and
12 requesting an encryption key exchange if the first authentication -

signature and the second authentication signature do not match.

3. The method of claim 2, wherein the step of generating the crypto-sync
2 value at the transmission end comprises using a sequence number value, a

data unit identification number, and a directional bit.

4. The method of claim 2, wherein the step of generating the crypto-sync
2 value at the transmission end comprises using a system time value and a

direction bit.

HE T



2 value at the transmission end conprises using a sequence nunber val ue, a
data umwgotdess i ficati on nunber, and a directional bit. BECT/UR/26880hod of
claim2, wherein the step of generati ng the crypto-sync 2 value at the
.transm ssi on end conprises using sytemtine value and a direction bit.

VO 01124436 PEILUSAMABORP 1% 5 e Bl i T

of generating éhtlcation sT gnat ure®co s using the

. CI yptD- syiithendichioAnsighhtureebemppised nudiny the Etrjﬂp&)lfsyfrlm&hlw arfd thee nethod
of claim5, wherein t e ste of "generating the second 2 authentication

Si gnaturénwmor\s]@é' ctioppt o- sync val ue and the encryption key in
the hash function. 7. A rret hod for synchroni zing crypto-sync val ues of an
encryption 2 algorithmat a transm ssion end and a receiving end, the

met hod cgnpri JiHROmethd I hih S Whedsiar WY gt y*% fﬁ%ﬂ%refth?%fﬁhé ekbfid

receiving end; 4 verifying a current crypto-s | ue assSociated with the
encr ypt eduthersizationf mgnmha‘e t:dxmplrmeel using el ;crgpiorgmenwatue aridheheur r ent
crypto-sync vaJ ue at. tqti% $SI on end and the recei vi ng end if the
current ERGHPSL é\qs Ffilq’liled and 8 transmitting a failure nessage
fromthe rece| Vi ng end to the transmssion end if the current crypto-sync
value is not verified. 8. The rrethod of claim?7, wherein the step of

verifying.the Aunhetiyd fér yricheorsiy vahgss: ofl e dérivgyptiphur al ity
of transm ssion cgcl I ¢ redundancy check CR%mm4 bits, wherein the
transéi s@lgaritbpraba frangmission end eadm mmymgsn@ﬁl@smsﬂw@m@pﬁsn‘a&ad 6

~decoding a plyrality.of encodi rein the.encoding CRC bits
are for deter:# @M?ﬂsm‘iﬂi’gg‘éa?‘?séﬁge ﬁfﬂ%‘?g’ r{gcq}gm&eﬁgnerat ed by 8
the rgcei vi ng vepdyimgt & N&FTéhtCE &syﬁ@q/avaé WBsEL9AVRE iviith e eRErypté@sm ssi on

end. 9. A nethod or generating a nessage frane, conprising:
11111111 message frapnfe atithe receiving end;

6 incrementing the current crypto-sync value at the transmission end
and the receiving end if the current crypto-sync value is verified; and
8 transmitting a failure message from the receiving end to the

transmission end if the current crypto-sync value is not verified.

8. The method of claim 7, wherein the step of verifying the current

2 crypto-sync value comprises:
decoding a plurality of transmission cyclic redundancy check (CRC)

4  Dbits, wherein the transmission CRC bits are for determining transmission

errors; and |
6 decoding a plurality of encoding CRC bits, wherein the encoding CRC

bits are for determining whether the current crypto-sync value generated by
8  the receiving end matches a crypto-sync value generated by the transmission

end.

9. A method for generating a message frame, comprising: | |“|“| mln I“" “lll “ |“l
2 including a plurality of encoding CRC bits in a data field;



2 including a plurality of encoding CRC bits in a data field; W 01/ 24436
PCT/ USO0 0 encrypting the data field, wherein a cr 5 I s used
to encryﬁ?ﬁgmﬁ data field; and appending a plurality of%’gsn@%%gi on CRC
bits to the data field. 10. The methoggof Caim9, further conprising: 2
appendi ng sequence nupber. information tqQ the encrypted data field; =~ and 4
appendi ng an en€RGFNtAEG therdata field, whersipracerypieosyns & usedibeenerypt fhae
encryptj on thé[ﬁ%l dgﬁ&t es whether the data field is encrypted; 11. A system .
for enc yp{'il ng ansmi ssion traffic, wherein the transmssion 2 traffic
conprise at | ea%f)%)éﬁﬂirlg’ @ﬁfﬂrﬁlify)’@ﬁﬁ'anérhﬁsﬁiﬁtli@ iR thel ida fRld.| east two
encryption elenents, wherein each of the at |east two 4 encryption
elements is associated with at |least one of the at least two traffic

types; and at -} east ,one uenc unber genegrator for generating a
plurality 68 s%éﬂ%@oﬁtﬁﬁ%@@mﬁggﬁw@ﬂgmﬁw&’east onegsequencegnunber
generat®r is 8 7 ' g)hﬁggn . An
appar at%)s for i ralglggg%%%n% Je@ﬁ%?‘;‘é'{“?%;ﬁ‘tﬁr’éﬁ? ﬁgﬁitﬁﬂgb\?ﬁ}}c ess &%a ﬂ&d,

communi cat and systemin accordance with traffic type, conprising: a

processor; 4 a storage elenment coupled tQ the processor _conprising an
instruckion sefPRYREIESHN ensKyptian pitdectheoencriptadedata; field, yehergt theh set
conpri se | I UGL.| : [ pt O- .value at the
transm ssi gﬂ*‘@’i’%‘;"@%@@?ﬁ% Wé'%g& itﬁtsetdag%?iﬁfean%éieté‘gﬁ%{r%asi ghature fromthe
crypto-sync value and an encryption key at the transm ssion end; 10
transmtting the crypto-sync value and the first authentication signature
to the recélvi nd etdem for enerypting)transmission fraffic, wherpin the tramsmission

2  traffic comprise at least two traffic types, the system comprising:

at least two encryption elements, wherein each of the at least two

4 encryption elements is associated with at least one of the at least two traffic
types; and

6 at least one -sequencé number generator for generating a plurality of

sequence numbers, wherein the at least one sequence number generator is

8 coupled to the at least two encryption elements.

12. An apparatus for independently encrypting traffic in a wireless
2 communication system in accordance with traffic type, comprising:
a processor;
4 a storage element coupled to the processor comprising an instruction
set executable by the processor, wherein the instruction set comprise
6 instructions for:
generating a crypto-sync value at the transmission end;
8 generating a first authentication signature from the crypto-sync
value and an encryption key at the transmission end;

10 transmitting the crypto-sync value and the first authentication

KR O A

signature to the receiving end;



WO 01/ 24436 PCT/ US00/ 26880 21 12 generating a second authentication

si gnat wy@ oip3st he crypto- sync val ue and the encrypti onpcaUsac/2488e
receiving end; 14 increnmenting the crypto-sync value at the receiving end
if the first authentication signaturéland the second authentication
signdture 16 mat chgemutdtingoh eetomp aathemivatiphi signiieyre efxotmatige cryfptohe fi rst
aut hentication 18 signature and the second authentication signature do not
match. 13. An Spsaralueanddhe epgamiinrekey 9t theaegovingendarfic in a wirel ess

"2 compuni cation system.in accaordance, Wiith traffi . | si.pg  a
orocdtsor : 4 a st origenraffiE ESHEPIbI val pf b Bcer VBB N il Bhe 1
instruction sgist QAR IRIRPYighRRIrE ARE 8% secodPh@iHentREtibA Fignttike®n set
conprise 6 instructions for: tTransmtting an encrypted nessage frane to

t he rlcei vi ng mmatch;@nderi fying a current crypto-sync val ue associated with

the encrypted nessage frane at the.receivi end;. 10 _j ncrenent.i t he
current crypt o-syncrweéﬁngta“t%rwté%%%ﬁx an%%tﬁﬁﬁélfﬁ?é‘l‘ﬂé&éﬁ}?% end if

the o rent crybhged¥nfdedcbid YfHehRdtion fffttrd daRefhiddRg a failure
message fromt receiving end to the transm ssion end 14 1t the current
crypto-sync value is not verified. 14. An apparatus for transmtting

aut hentication variables froma_ 2 transm ssion _end to _a receiving end,
conpri si ndB-neafd PPPagemsr 1 dgdependantly sneEyplingetraffie na @ amigelessi on
end; e far. e ' f] hent ' ' .ure fromthe

crypt 32- s%%%%lﬁ%%a}h%%&gﬁéc§%{(f%ﬁgE’%{gﬁ 5{#@%@}%5 éﬁ#@%# n end; 6 neans
for transmtti a@r@@gs@f;ypt o-sync value and the first authentication
signature to the receiving end; 8 neans for generating a second

aut herft i cat i ona stepageelemenbooupled tor thet prasessorvedmprising amdnstnaetion i on key
at the re(s:éati \élxggl

tgglde; by the processor, wherein the instruction set comprise
6  instructions for:
transmitting an encrypted message frame to the receiving end;
8 verifying a current crypto-sync value associated with the
encrypted message frame at the receiving end;
10 incrementing the current crypto-sync value at the transmission
end and the receiving end if the current crypto-sync value is verified;
12 and
transmitting a failure message from the receiving end to the transmission end

14 if the current crypto-sync value is not verified.

14. An apparatus for transmitting authentication variables from a
2 transmission end to a receiving end, comprising
means for generating a crypto-sync value at the transmission end;
4 means for generating a first authentication signature from the crypto-
sync value and an encryption key at the transmission end;
6 means for transmitting the crypto-sync value and the first
authentication signature to the receiving end;
8 means for generating a second authentication signature from the

crypto-sync value and the encryption key at the receiving end;

R
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nmeans f | ?;'%entl ng the crypto-sync value at the recei \ggu®igdedsh the
first aakatljedr;i | cation signature and the second authentication sﬁ%gnat ure 12

mat ch; and requesting an encryption keyzzexchange if the first

aut henfg cati on $icaRSYENF BncrbfheRRs t iR ﬁg& ALLASIE LERRe Q@ce?irﬂ%aéﬁﬁ%f do not

mat ch. 15. An apparatus for syncfironi ypto sync values o
encrypti onthe2 fiedtgauthentication sigratare ssidthesdcond authenticatiory sigrditure
corrprls2n rrcza s for transmtting an encrypted nessage franme to the
recei éndrreans for verifying a current crypto-sync val ue

associ ate t gﬁgﬁg nmeans
for |ncre?rrla}91‘l’t'"‘;e gﬁaél gﬂ Bﬁ pto-sy ﬁ{é‘eaﬁg%t %@ﬁeﬁﬁgﬁ%&é rgagn%en end
and t het feﬁ&i‘bhe“@ac@ﬁd au&héﬂ&eca@mrs@gﬁamwabmyﬂatchal ue is verified; and 10
means for transmtting a failure nessage fromthe receiving end to the

transm ssion end if the current crypto-sync value is not verified. * CL M

> 1111 15.  An apparatus for synchronizing crypto-sync values of an encryption

2  algorithm at a transmission end and a receiving end, comprising;:
means for transmitting an encrypted message frame to the receiving
4 end;
means for verifying a current crypto-sync value associated with the
6 encrypted message frame at the receiving end;

means for incrementing the current crypto-sync value at the

8 fransmission end and the receiving end if the current crypto-sync value is

verified; and
10 means for transmitting a failure message from the receiving end to the

transmission end if the current crypto-sync value is not verified.
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