[DESCRIPTION]
[Invention Title]

Device-to-device authentication method and program based on virtual authentication

code
[ Technical Field]

[1] The present invention relates to a device-to-device authentication method and program

based on a virtual authentication code.
[Background Art]

[2] Code type data is used in many areas. In addition to a card number and an account
number used at the time of payment, an IPIN number, a social security number number,
and the like for user identification are code type data.

[3] Such code data is frequently leaked in use. The card number is actually written on the
card surface as it is, so it is visually exposed to others. Also, when making payments
using magnetics, the card number is transmitted to the POS device as it is.

[4] There have been many attempts to use virtual codes to prevent real codes from being
leaked as they are, but data for identifying users was required to search for real codes
corresponding to virtual codes. For example, in case of OTP (One Time Password), the
code is generated while changing every time, but a login procedure is required to
determine the algorithm assigned to the user. This is difficult to apply to various areas.

[5] Therefore, there is a need for an invention capable of authenticating a user or device

based on a virtual authentication code that changes in real time, without providing
identification information of the user or device such as a real card number or social
security number.

[6] Recently, many websites, platforms, etc. use the OAuth authentication scheme in



[7]

which, even if users do not register user information in the website, access authority
over user information registered in other websites is given. In case of the OAuth
authentication method, a client server must obtain an access token in advance in order
to be granted access authority over the user information of the platform.

In this case, the access token is only valid for a specific application in the platform or
specific information on the website. For example, even if a specific client server
obtains an access token for a Google Calendar for a specific member, access to other
applications such as Google Driver or Google Spreadsheet is not allowed. Eventually,
the client server should obtain access tokens for other applications for the specific
member, and therefore should access an authentication server. If this situation is
repeated, the user should access the authentication server each time to receive an access
token, that is, access authority over each server device. This not only takes unnecessary
time, but repetitive authentication procedures are accumulated, resulting in inferior

efficiency.

[Disclosure]

[ Technical Problem]

[8]

[9]

In order to solve the above-described problems, the present invention provides a
server-to-server authentication device and method based on a virtual authentication
code.

However, problems to be solved by the present invention are not limited to the above-
described problems, and other problems that are not mentioned will be clearly

understood by those skilled in the art from the following description.

[ Technical Solution]

[10]

According to one aspect, a device-to-device authentication method performed by a first



[11]

[12]

[13]

device based on a virtual authentication code includes transmitting a first code that is
a source code for generating the virtual authentication code received from a client
device, wherein the first code is generated based on identification information of the
client device and used by a verification device that grants authority to the client device
through verification of the first code; receiving a second code reflecting an
authentication result for the first code from the verification device, wherein the second
code includes a hash value and role information for the client device generated by the
verification device based on the first code; generating a third code that is the virtual
authentication code, based on the first code and the second code; and transmitting the
third code to at least one second device related to the role information.

In addition, the second code further includes valid time information on the second code,
and the method further includes receiving the third code for updating an expired second
code from the second device, transmitting the first code to the verification device,
requesting the verification device to update the second code when authentication of
the client device is completed based on the first code, and then to transmit the updated
second code to the first device, regenerating a third code based on the first code, the
updated second code, and reception time data of the updated second code, and
transmitting the regenerated third code to a second device.

In addition, the second code includes a plurality of detailed codes, the plurality of
detailed codes are generated by being changed for each unit count by the client device,
and the unit count is set at a specific time interval, and is changed as the time interval
elapses.

In addition, the detailed code includes a plurality of first detailed codes and second
detailed codes having a correlation with each other, the first detailed code determines

a search starting point for the role information of the client device in the verification
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device, and the second detailed code determines a search path for the role information
from the search starting point.

According to another aspect of the present invention, a device-to-device authentication
method performed by a second device based on a virtual authentication code includes
receiving from a first device a third code that is the virtual authentication code; and
approving authority of a client device, based on the third code, wherein approving the
authority includes generating a hash value for the client device, based on a first code
used to generate the third code and included in the third code; verifying the client
device by comparing the generated hash value with a hash value in the third code; and
approving the authority of the client device by determining role information on the
client device, based on the third code.

In addition, approving the authority includes determining, based on the third code,
whether the second device is included in accessible devices of the client device; and
approving the authority corresponding to the role of the client device for the second
device, based on the second code and time data included in the third code.

In addition, the second code further includes valid time information on the second code,
and the method further comprises, when a valid time of the second code expires,
returning the third code to the first device and thereby requesting an update of the
second code.

In addition, the third code is generated based on the first code, the second code, and
reception time data of the second code, and approving the authority includes approving
authority of the client device, based on a time when the second code and role
information for the client device are received based on the third code.

In addition, the method further comprises generating information for identifying a

successful client device verification and the approved authority; and generating a new
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third code for the second device based on the third code and the identification
information.

According to still another aspect of the present invention, a device-to-device
authentication method performed by a verification device based on a virtual
authentication code includes receiving a first code, that is a source code for generating
the virtual authentication code, from a client device through a first device, wherein the
first code is generated based on identification information of the client device;
performing authentication of the client device by searching for a storage location of
the identification information of the client device, based on the first code; generating
role information on the client device when authentication of the client device is
completed; generating a hash value for the client device based on the first code;
generating a second code reflecting an authentication result for the first code, based on
the generated role information and hash value; and transmitting the second code to the
first device so that the first device generates a third code that is the virtual
authentication code, based on the second code.

In addition, the second code further includes valid time information on the second code,
and the method further includes, when a request for update of an expired second code
is received in a state where a valid time of the second code for the first code received
from the first device has expired, performing authentication of the client device by
determining whether the first code received from the first device and a previously
stored first code are identical; and upon completion of authentication of the client
device, updating the second code and transmitting the updated second code to the first
device.

According to yet another aspect of the present invention, a device-to-device

authentication method performed by a client device based on a virtual authentication
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code includes generating a first code, that is a source code for generating the virtual
authentication code, based on identification information of the client device; and
transmitting the first code to a verification device through a first device to request
authority approval of the client device for the first device. The first code includes a
plurality of detailed codes, the plurality of detailed codes are generated by being
changed for each unit count by the client device, and the unit count is set at a specific
time interval, and is changed as the time interval elapses.

In addition, the detailed code includes a plurality of first detailed codes and second
detailed codes having a correlation with each other, the first detailed code determines
a search starting point for authentication information of the client device in the
verification device, and the second detailed code determines a search path for the
authentication information from the search starting point.

According to further another aspect of the present invention, a computer program for
performing a server-to-server authentication method based on a virtual authentication
code may be stored in a storage medium.

Besides, any other method and system for implementing the present invention, and a
computer-readable recording medium for recording a computer program for executing

the method may be further provided.

[Advantageous Effects]

[25]

According to the present invention, authority authentication for a plurality of service
devices is possible with only one authentication of the client device in the verification
device. Through this, it is possible to save time and cost required for the client device
to perform the authentication process after accessing the verification device for

authorization authentication to each service device.
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In addition, by generating a virtual code including role information for a plurality of
service devices related to the client device, it is possible to prevent information on at
least one service device for which the access authority over the client device is
approved from being leaked.

In addition, according to the present invention, an algorithm for generating a virtual
authentication code and searching for a role information storage space needs to be
added, so that the existing process can be maintained. Through this, it is possible to
minimize a part that needs to be changed in the existing process in order to increase
security, and the user does not have to perform a separate step for improving security.
Effects of the present invention are not limited to the above-described effects, and other
effects not mentioned will be clearly understood by those skilled in the art from the

following description.

[Description of Drawings]

[29]

[30]

[31]

[32]

[33]

FIG. 1 is a flow diagram schematically illustrating a server-to-server authentication
method based on a virtual authentication code according to an embodiment of the
present invention.

FIG. 2 is a schematic configuration diagram of a client device according to an
embodiment of the present invention.

FIG. 3 is a flow diagram schematically illustrating a method of requesting authority
approval for a first device based on a first code of a client device according to an
embodiment of the present invention.

FIG. 4 is a schematic configuration diagram of a first code of a client device according
to an embodiment of the present invention.

FIG. 5 is a schematic configuration diagram of a verification device according to an

embodiment of the present invention.
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[40]

[41]
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FIG. 6 is a flow diagram schematically illustrating a method of generating a second
code by verifying a client device based on a first code according to an embodiment of
the present invention.

FIG. 7 is an exemplary diagram of a storage location search algorithm for searching
for a storage location of authentication information on a client device through a rolling
movement of a k-gon according to an embodiment of the present invention.

FIG. 8 is a schematic configuration diagram of a second code generated by a
verification device according to an embodiment of the present invention.

FIG. 9 is a schematic configuration diagram of a service device according to an
embodiment of the present invention.

FIG. 10 is a flow diagram schematically showing a method of generating a third code,
which is a virtual authentication code, based on a first code and a second code by a
first device according to an embodiment of the present invention.

FIG. 11 is a schematic configuration diagram of a third code according to an
embodiment of the present invention.

FIG. 12 is an exemplary diagram schematically illustrating a server-to-server
authentication method based on a third code according to an embodiment of the present
invention.

FIG. 13 is a flow diagram schematically illustrating a server-to-server authentication
method based on a third code according to an embodiment of the present invention.
FIG. 14 is a flow diagram schematically illustrating a method of approving authority
over a client device based on a third code according to an embodiment of the present

invention.
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FIG. 15 is a flow diagram schematically illustrating a method of approving authority
over a client device based on a third code according to an embodiment of the present
invention.

FIG. 16 is a flow diagram schematically illustrating a generation of a new third code
based on verification and authority approval information of a client device by a second

device of the present invention.

[Mode for Disclosure]

[45]

[46]

The advantages and features of the present invention and the manner of achieving them
will become apparent through embodiments described below with reference to the
accompanying drawings. The present invention may be, however, embodied in many
different forms and should not be construed as being limited to the embodiments set
forth herein. Rather, these embodiments are provided so that the present invention will
be thorough and complete and will fully convey the scope of the present invention to
those skilled in the art. The present invention is only defined by the scope of the
appended claims.

Terms used herein are merely to describe embodiments and are not intended to limit
the present invention. In this disclosure, singular expressions include plural
expressions unless the context clearly dictates otherwise. The terms such as “comprise”
and/or “comprising” used herein do not exclude the presence or addition of one or
more elements other than a mentioned element. The term “and/or” includes any
combination or any of a plurality of mentioned elements. Expressions including
ordinal numbers such as “first” and “second” indicate various elements, but the above
expressions do not limit the elements. These elements are used merely for the purpose
to distinguish one element from the others. Thus, within the subject matter the present

invention, a first element may be referred to as a second element.
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Terms used herein, including technical or scientific terms, may have the same meaning
as commonly understood by those skilled in the art. Some terms defined in a normal
dictionary are not to be construed as an ideal or overly formal detect unless expressly
defined to the contrary herein.

Hereinafter, embodiments of the present invention will be described in detail with
reference to the accompanying drawings.

Before the detailed description, the meaning of some terms used herein will be briefly
described. However, it should be noted that the description of terms is not intended to
limit the subject matter of the present invention unless explicitly described as limiting
the present invention since it is intended to aid understanding of the disclosure.

In addition, the term “unit” used herein refers to a software element or a hardware
element, such as a field programmable gate array (FPGA) or an application specific
integrated circuit (ASIC), which performs a predetermined function. However, the
term “unit” does not always have a meaning limited to software or hardware. A “unit”
may be constructed either to be stored in an addressable storage medium or to execute
one or more processors. Therefore, a “unit” includes, for example, software elements,
object-oriented software elements, class elements or task elements, processes,
functions, properties, procedures, subroutines, segments of a program code, drivers,
firmware, micro-codes, circuits, data, database, data structures, tables, arrays, and
variables. The functions provided by elements and “units” may be combined into those
of a smaller number of elements and “units” or separated into those of a larger number
of elements and “units”.

In addition, all “units” used herein may be controlled by at least one processor, and at
least one processor may perform an operation performed by a “unit” used herein.

Embodiments set forth herein may be described in terms of a function or a block
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performing a function. A block that may be referred to as a ‘unit’ or a ‘module’ of the
present disclosure may be physically implemented by an analog or digital circuit such
as a logic gate, an integrated circuit, a microprocessor, a microcontroller, a memory, a
passive electronic component, an active electronic component, an optical component,
hardwired circuits, etc., and may be selectively operated by firmware and software.
Embodiments set forth herein may be implemented using at least one software program
executed in at least one hardware device, and may perform a network management
function to control an element.

Terms used herein, including technical or scientific terms, may have the same meaning
as commonly understood by those skilled in the art. Some terms defined in a normal
dictionary are not to be construed as an ideal or overly formal detect unless expressly
defined to the contrary herein.

Hereinafter, embodiments of the present invention will be described in detail with
reference to the accompanying drawings.

In the present disclosure, “characters” are elements constituting a code, and include all
or some of an uppercase alphabet, a lowercase alphabet, numbers, and special
characters.

In the present disclosure, a “‘code” refers to a character string in which characters are
listed.

In the present disclosure, a “detailed code” refers to some codes included in a virtual
code. That is, when the virtual code is generated by combining a plurality of separately
generated codes, the detailed codes refer to individual codes that are separately
generated and constitute the virtual code.

In the present disclosure, a “unit count” is a unit defined as being set at a specific time

interval and changing as the time interval elapses. For example, 1 count may be set
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and used at a specific time interval (e.g., 1.5 seconds).

In the present disclosure, an “ID (identifier)” refers to a unique code-type value given
by a server device so as not to be duplicated for each client device to identify the client
device.

In the present disclosure, a “virtual code generation function” refers to a function used
to generate a virtual code.

In the present disclosure, a “rolling movement” means that an object performs
translational movement while rotating. That is, a “rolling movement” refers to
movement caused while a rotational motion and a translational motion are performed
together, and means that a rotating object moves while respective points of the rotating
object in turn touching an axis.

FIG. 1 is a flow diagram schematically illustrating a server-to-server authentication
method based on a virtual authentication code according to an embodiment of the
present invention.

Referring to FIG. 1, when a client device 100 wants to be authorized to access or use
a specific device among a plurality of service devices 200, the client device should be
authenticated and verified by a verification device 300. This is because authentication
information of the client device 100 stored in the verification device 300 should be
used to verify the client device 100. Referring to FIG. 1, the client device generates a
first code to obtain authority over a first device and then transmits the first code to the
verification device through the first device. In this case, the verification device 300
will perform verification on the client device based on the received first code. If the
client device 100 wants to be authorized for a second device 200_2 other than the first
device 200_1 among the service devices 200, the client device 100 should generate

another first code for authentication and transmit it to the verification device 300 to
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perform again the verification process. That is, in order to obtain authority over each
service device 200, the client device 100 should request an authority approval from the
verification device 300 every time. This is inefficient in time, and the efficiency is
lowered due to the repeated process. Therefore, in order to solve this problem, the
present invention makes it possible to generate a virtual authentication code including
authentication information after one authentication of the client device 100 in the
verification device 300, and also makes it possible to verify the client device 100
between the service devices 200 without repeated authority approval of the verification
device 300 for the client device 100.

Referring to FIG. 1, the above-mentioned technical solution of the present invention
can be realized through a third code generated by the first device 200_1 based on a
second code generated by the verification device 300. Hereinafter, an embodiment of
the present invention will be described in detail.

FIG. 2 is a schematic configuration diagram of a client device according to an
embodiment of the present invention. FIG. 3 is a flow diagram schematically
illustrating a method of requesting authority approval for a first device based on a first
code of a client device according to an embodiment of the present invention. FIG. 4 is
a schematic configuration diagram of a first code of a client device according to an
embodiment of the present invention.

At the outset, a first code is one of virtual authentication codes and refers to a virtual
code generated for authentication of a client device. In order to facilitate understanding
of the invention, a virtual authentication code for the client device will be referred to
as the first code in this description.

Meanwhile, the first code is used by the verification device 300 to authenticate the

client device. Specifically, the verification device authenticates the client device by
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searching for a storage location of authentication information of the client device 100
stored therein in correspondence with identification information of the client device
100 included in the first code.

With reference to FIGS. 2 and 3, the client device 100 and a method of generating the
first code of the client device 100 will be described.

Referring to FIG. 2, the client device 100 includes a detailed code generation unit 110,
a first code generation unit 120, and a communication unit 130. Meanwhile, the client
device 100 may correspond to, but is not limited to, a client server that sends a request
for access authority and data use authority for a resource server to a verification server
also referred to as an authentication server.

The detailed code generation unit 110 generates a plurality of detailed codes included
in the first code. The first code generation unit 120 performs a role of generating the
first code by combining one or more detailed codes. In one embodiment, the first code
is generated by combining a plurality of detailed codes according to a specific rule.
Meanwhile, the detailed code is changed and generated for each unit count by the client
device 100. The unit count refers to what is set at a specific time interval and is changed
according to the time interval. For example, assuming that the time interval is 2
seconds, the unit count will be accumulated and calculated whenever 2 seconds elapse.
Referring to FIG. 3, the client device 100 generates the first code, which is a source
code for generating a virtual authentication code, based on identification information
(S410).

Specifically, the first code generation unit 120 of the client device 100 generates the
first code based on the identification information of the client device. At this time, the
client device 100 generates the first code according to a first code generation function

for approval of access authority over a specific service device. The identification
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information of the client device 100 may be, but is not limited to, an ID (identifier) and
a secret value of the client device set in the verification device.

Referring to FIG. 4, a schematic configuration of the first code is shown. The first code
generation unit 120 generates the first code including, but not limited to, the ID of the
corresponding client device for the verification device and a hash value.

For example, although not clearly shown in the drawings, in one embodiment of the
present invention, a virtual authentication code is generated by applying the ID of the
client device to the first code generation function, and then a hash value is calculated
by applying the secret value of the client device for the verification device to a hash
function. In addition, the first code may be finally generated by combining the virtual
authentication code and the hash value.

In addition, although not clearly shown in the drawings, time data may be used in
generating the first code. Here, the time data may be, but is not limited to, a time when
the client device 100 requests authority approval for the first device. In case where the
time data is used, the virtual authentication code is generated by applying the
identification information (e.g., ID) of the client device 100 and the time data to the
first code generation function. Then, the time data and the secret value of the client
device 100 are applied to the hash function to calculate the hash value. The first code
may be generated by combining the virtual authentication code and the hash value.
Meanwhile, referring to FIG. 3, the client device 100 transmits the first code to the first
device to request authority approval of the client device for the first device (S420).
Specifically, the client device 100 transmits the first code to the verification device
through the first device, and requests authority approval of the client device for the
first device.

Meanwhile, in one embodiment of the present invention, the client device 100 may
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directly transmit the first code to the verification device 300 to request authority
approval for the plurality of service devices 200 registered in the verification device
300. In this case, when authentication for the corresponding client device 100 is
completed by the verification device 300, the verification device 300 directly transmits
a second code generated based on the first code to the client device 100 rather than the
service device 200.

As described above, the client device 100 transmits the first code to the first device for
which the access authority is to be approved. In this case, as described above, the first
device may be determined as a device for which the client device 100 initially requests
the approval of access authority, among the plurality of service devices 200. That is,
the first device may be determined when the client device 100 transmits the first code
in order to request the approval of access authority. However, it is not limited thereto.

For example, when the plurality of service devices 200 interwork in order, that is, if
the client device 100 should be first authorized to access and/or use the initial service
device 200 to be authorized to access and/or use the remaining service devices 200,
the first device may be set in advance. In addition, names of the remaining devices in
the service devices 200 including the first device may be determined based on the order.
The communication unit 130 performs a role of transmitting the first code to the
verification device 300. The communication unit 130 may include various
configurations capable of providing the first code to the outside.

Although not clearly shown in the drawing, all or some of a wireless communication
module; a short-range communication module; an IC chip; a magnetic field generator;
and a display are included.

The wireless communication module refers to a module for wireless Internet access,

and may be installed in or on the mobile terminal 100. WLAN (Wireless LAN) (Wi-
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Fi), Wibro (Wireless broadband), Wimax (World Interoperability for Microwave
Access), HSDPA (High Speed Downlink Packet Access), LTE (Long Term Evolution),
LTE-A (Long Term Evolution-Advanced), and the like may be used as wireless
Internet technologies.

The short-range communication module refers to a module for short-range
communication. Bluetooth, BLE (Bluetooth Low Energy), Beacon, RFID (Radio
Frequency Identification), NFC (Near Field Communication), IrDA (Infrared Data
Association), UWB (Ultra Wideband), ZigBee, and the like may be used as short range
communication technologies.

Hereinafter, a method of generating the first code by the client device 100 based on the
detailed code will be described.

Although not clearly shown in the drawings, the first code generation unit 120
performs a role of generating the first code by combining one or more detailed codes.
In one embodiment, the first code is generated by combining a plurality of detailed
codes according to a specific rule. The first code generation function includes a rule
(i.e., a detailed code combining function) for combining a plurality of detailed codes.
Various methods may be applied as a method of generating one virtual code by
combining a plurality of detailed codes.

In one embodiment, the client device 100 may include a program (i.e., an application)
that generates a virtual authentication code, that is, the first code, for authentication of
the client device.

The detailed code generation unit 110 performs a role of generating one or more
detailed codes based on the identification information (identifier, secret, etc.) of the
client. The first code generation function includes one or more detailed code generation

functions. For example, when the first code includes a plurality of detailed codes, the
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first code generation function generates the plurality of detailed codes by using a
plurality of detailed code generation functions, and generates the first code by using a
detailed code combination function for combining the plurality of detailed codes.

In this case, the first code is generated for each unit count by a dedicated program built-
in or installed in the client device 100.

In one embodiment of the present invention, the client device 100 may use
identification information of the client device, for example, the ID (identifier) of the
client device, as one of seed data of the first code generation function. As a specific
example, the detailed code generation unit 110 generates each detailed code by using,
as the seed data of each detailed code generation function, a combined serial number
that is obtained using a single detailed code generation function to combine the ID of
the client device and a serial number of the dedicated program built-in or installed in
the client device 100.

In one embodiment, the detailed code generation unit 110 may generate a first detailed
code and a second detailed code, including a first detailed code generation function
and a second detailed code generation function as the detailed code generation
functions. In this case, the client device 100 merely includes the first detailed code
generation function for generating the first detailed code and the second detailed code
generation function for generating the second detailed code as the detailed code
generation functions in order to enhance security, but may not include data on the
correlation between the first detailed code and the second detail code.

The first code generation unit 120 performs a role of generating the first code by
combining one or more detailed codes by using the first code generation function. In
one embodiment, the first code is generated by combining a plurality of detailed codes

according to a specific rule. The first code generation function includes a rule (i.e., a
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detailed code combining function) for combining the plurality of detailed codes. That
is, the first code generation unit 120 may combine one or more detailed codes by using
the detailed code combining function included in the first code generation function.
In one embodiment of the present invention, when the first code is generated as a
combination according to a specific rule of the first detailed code and the second detail
code, the first detailed code and the second detailed code may each perform a role of
searching for a storage location of client authentication information in a storage
location search algorithm in which client information is stored. For example, the first
detailed code sets a starting point of a storage location search, and the second detailed
code sets a search path from the starting point to the storage location of the
authentication information of the client device according to a specific search scheme.
That is, when the first code that is normally generated for each unit count is provided
by the client device 100, the verification device 200 determines a point moved from
the search starting point corresponding to the first detailed code along the search path
corresponding to the second detailed code as a point where authentication information
of the client device is stored (i.e., the storage location of the authentication information
of the client device). A detailed method of searching for the storage location of the
authentication information of the client device based on the first and second detailed
codes constituting the first code will be described later.

As one embodiment of a method in which the detailed code generation unit 110
generates a detailed code, the detailed code generation unit 110 generates a new
detailed code for each unit count, and accordingly the client device 100 generates a
new first code for each count. The first code newly generated for each unit count is not
duplicated. Specifically, the detailed code generation unit 110 may be set so that the

first code newly generated for each unit count is not duplicated for a predetermined
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period in a specific client device 100.

As one embodiment of the present invention, in connection with the method of
generating a plurality of detailed codes based on the identification information of the
client device 100 and ultimately generating the first code, it is possible to generate the
first detailed code based on the ID of the client device 100 for the verification device
300, generate the second detailed code based on the above-described time data, and
generate the first code in which the first detailed code and the second detailed code are
combined. However, it is not limited thereto.

Hereinafter, a method of the verification device 300 that verifies the client device 100
based on the first code, extracts role information of the client device 100 for at least
one service device 200, and generates a second code based on the role information will
be described in detail.

FIG. 5 is a schematic configuration diagram of a verification device according to an
embodiment of the present invention. FIG. 6 is a flow diagram schematically
illustrating a method of generating a second code by verifying a client device based on
a first code according to an embodiment of the present invention. FIG. 7 is an
exemplary diagram of a storage location search algorithm for searching for a storage
location of authentication information on a client device through a rolling movement
of a k-gon according to an embodiment of the present invention. FIG. 8 is a schematic
configuration diagram of a second code generated by a verification device according
to an embodiment of the present invention.

Referring to FIG. 5, the verification device 300 includes a communication unit 310, a
detailed code extraction unit 320, an authentication information search unit 330, and a
second code generation unit 340. The verification device 300 may be a server device.

For example, when the client device 100 is a client server using the OAuth

20



[101]

[102]

[103]

authentication scheme, the verification device 300 may be, but is not limited to, a
verification server that assigns and manages the access authority of the client device
100 for a resource server.

Referring to FIG. 6, the verification device 300 receives the first code, which is a
source code for the generation of the virtual authentication code, from the client device
through the first device (S430). As described above, the first code is generated based
on the identification information of the client device.

Specifically, the verification device 300 receives an authentication request of the client
device 100 for the first device 200_1. Then, the verification device 300 verifies
whether the client device 100 corresponds to a trusted device registered in the
verification device 300. That is, the verification device 300 extracts stored
authentication information of the client device 100 based on the first code, and
compares it with the identification information of the client device 100 included in the
first code. If the authentication information and the identification information are
identical or match appropriately, the authentication of the client device 100 will be
completed.

Meanwhile, the fact that the client device 100 has been authenticated does not mean
that the authority of the client device 100 has been approved for the first device. This
is because, among all the service devices 200, there may be any device for which the
access authority of the client device 100 is not recognized. For example, assuming the
OAuth authentication scheme, for a server that has not obtained an access token from
the verification server, even if the client ID and password of the client server are
authenticated, the authority to the server cannot be recognized. Hereinafter, a process
of performing authentication and generating role information by the verification device

300 will be described in detail.
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Referring to FIG. 6, the verification device 300 searches for a storage location of the
authentication information of the client device 100 based on the first code received
from the first device and thereby performs the authentication of the client device
(S440).

The authentication information of the client device 100 refers to information provided
when the client device 100 registers with the verification device 300, and
corresponding to identification information capable of identifying a specific client
device. For example, the authentication information may be a serial number of the
client device 100 itself, an issued ID (e.g., a client ID), a secret value (e.g., a client
secret) related to the corresponding ID (identifier), and the like.

Specifically, referring again to FIG. 4, the first code is a virtual authentication code
generated based on the identification information of the client device 100. The first
code may include an ID (identifier) and a secret value (secret) of the client device 100
for the verification device 300. The verification device 300 searches for stored
authentication information of the client device 100, for example, a storage location of
the stored ID and secret value. In addition, the verification device 300 may perform
authentication for the client device 100 by comparing an identification value included
in the first code with an identification value stored in the storage location.

In another embodiment, the authentication information search unit 330 of the
verification device 300 may include the same function as the first code generation
function of the client device 100. In this case, the verification device 300 may extract
the identification information of the client device 100 by applying the received first
code to the first code generation function. For example, the ID (identifier) of the client
device 100 will correspond to this. In this case, the authentication information search

unit 330 searches for a storage location of the authentication information of the client
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device 100 that matches the ID (identifier). Then, the secret value of the client device
100 is extracted from the authentication information storage location. The extracted
secret value is applied to a hash function to calculate a hash value. The calculated hash
value is compared with a hash value in the first code, so that the authentication of the
client device 100 may be completed.

Meanwhile, as described above, time data may be used in the first code generation
process. In case of performing the authentication of the client device 100 based on the
first code generated using time data, the time data (a time point when the client device
100 requests authority approval for the first device) and the secret value extracted from
the storage location are applied to the hash function to calculate a hash value, which is
then compared with a hash value in the first code to complete the authentication of the
client device 100.

In order to perform the above-described authentication, the hash functions of the client
device 100 and the verification device 300 may correspond to the same function.
Hereinafter, a specific method in which the verification device 300 searches for a
storage location of the identification information based on the detailed code of the
client device 100 will be described.

The detailed code extraction unit 320 extracts a plurality of detailed codes included in
the first code. The first code is generated by combining a plurality of detailed codes
according to a specific rule.

The detailed code extraction unit 320 of the verification device 300 includes the same
detailed code combining function as that of the client device 100, and may apply the
detailed code combining function to extract a plurality of detailed codes from the first
code. For example, in case where the client device 100 generates the first code in which

two detailed codes (i.e., the first detailed code and the second detailed code) are
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combined, the detailed code extraction unit 220 may apply the detailed code combining
function to a character string array to separate the first detailed code and the second
detailed code.

The authentication information search unit 230 searches for a storage location of the
client device 100 based on a plurality of detailed codes. Various schemes may be
applied as a scheme in which the authentication information search unit 230 searches
for the storage location of the authentication information based on each detailed code.
In order for the authentication information search unit 230 to search for the storage
location based on the plurality of detailed codes, detailed codes may have a correlation.
When the first code is composed of a first detailed code and a second detailed code, in
one embodiment where the detailed codes has a correlation, the authentication
information search unit 230 may determine a search starting point corresponding to
the first detailed code, and find a point moved from the search starting point along a
search path corresponding to the second detailed code as the storage location of the
authentication information of an actual code. That is, the detailed code may include
the first detailed code for setting the starting point of the storage location search and
the second detailed code for setting the search path from the starting point to the
storage location according to a specific search scheme.

In another embodiment, as the client device 100 provides a new first code for each unit
count, the first detailed code and the second detailed code for searching for the storage
location by the verification device 300 are changed every time the unit count elapses.
The verification device 300 may search for the storage location of the authentication
information of the client device 100 by setting the search starting point and the search
path based on the first and second detailed codes that are changed for each count.

In still another embodiment, the authentication information search unit 230 may
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include a storage location search algorithm to find the storage location of the
authentication information by using a plurality of detailed codes having a correlation.
The storage location search algorithm is an algorithm that enables searching for the
storage location of authentication information when applying each detailed code
included in the first code.

For example, if the first code includes the first detailed code for determining the search
starting point of the storage location of the authentication information and the second
detailed code for indicating the direction of the storage location from the search
starting point, the storage location search algorithm is an algorithm that adjusts so that
the storage location where the authentication information of the client device 100 is
matched is placed to a location indicated in the direction corresponding to the second
detailed code from the point corresponding to the first detailed code. According to the
use of the storage location search algorithm, the verification device 200 can find the
storage location of the authentication information of the client device 100 or a point
matched with the storage location even if the first and second detailed codes included
in the first code are changed. Various schemes may be applied to the storage location
search algorithm, and a specific example will be described later. However, the storage
location search algorithm is not limited to the example described later.

Referring to FIG. 7, if the storage location search algorithm is a k-gon (k is MY) that
makes rolling movement along a track where MY codes corresponding to the first
detailed code are arranged, and if the vertices of the k-gon move while meeting points
where the codes are arranged on the first detailed code track, each vertex of the k-gon
may match the storage location of the client authentication information, and a point at
which the first detailed code track (i.e., a first track) and the k-gon meet may be the

starting point for searching for the storage location corresponding to the first detailed
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code. In this case, the authentication information search unit 230 may apply the rolling
movement of the k-gon so that the vertices of the k-gon are to meet the points
corresponding to the first detailed codes extracted by the detailed code extraction unit
220. Therefore, when an angle corresponding to the second detailed code (e.g., a
specific angle obtained by dividing 180 degrees into MN to face the vertex of the k-
gon) is indicated at the position on the first track where the k-gon is in contact, the
authentication information search unit 230 may find the k-gon vertex which is the
storage location where the authentication information of the client device 100
corresponding to the first code is stored.

Specifically, as shown in FIG. 7, the verification device 300 performs the rolling
movement of the k-gon toward a point corresponding to the first detailed code (that is,
moves the k-gon so that the vertices of the k-gon sequentially meet respective points
on the track). After that, the verification device 200 searches for a vertex corresponding
to the storage location of the authentication information of the client device 100 by
instructing the angular direction corresponding to the second detailed code. For
example, a client device B registers with the verification device 200 to receive an ID
(identifier) and a secret value, and when 2 counts elapse, the client device B generates
a second detailed code with 2 counts applied as a function value and provides it to the
verification device 200. The verification device 200 matches the second detailed code
generated by the second detailed code generation function for each count to an angle
facing each vertex from the point where the k-gon and the track meet (that is, when the
k-gon moves with rolling by n counts, matches the second detailed code, to which the
n counts are applied, to an angle facing the rolling-moved n-th vertex) and stores it.
Accordingly, the verification device 300 may search for the vertex of the k-gon

corresponding to the actual code storage location by applying the angle corresponding
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to the second detailed code to the corresponding point of the first detailed code.
Meanwhile, in another embodiment of the present invention, the first detailed code and
the second detailed code may be codes for a reference count added as much as a virtual
security code (e.g., an OTP code) randomly generated from a time point when the
authentication information of the client device 100 is registered or when the
authentication of the client device 100 is requested (e.g., a time point when the client
device 100 generates the first code).

In a specific embodiment, the client device 100 reflects the virtual security code on the
first detailed code and the second detailed code without outputting it to the outside.
Based on a combination of a serial number (i.e., a unique value) in the client device
100 and some of the identification information of the client device 100, or based on a
combination of a serial number of the client device 100 and a serial number of a
program in the client device 100, the verification device 300 generates a virtual
security code value (e.g., OTP code). Also, the verification device 300 generates the
first detailed code of a count obtained by adding the virtual security code value to a
registration time of the authentication information of the client device, and generates
the second detailed code of a count corresponding to the virtual security code value
(that is, generates the virtual security code itself as the second code).

That is, the first and second detailed codes are generated, based on a count shifted by
the virtual security code value from the time point A when the authentication
information of the client device is registered in the verification device 300 by the client
device 100 (or a time point when the ID (identifier) for the client device is issued by
the verification device). The count shifted by the virtual security code value from the
time point A may be a count before or after a count corresponding to the current time

point depending on the generated virtual security code value.
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The verification device 300 may search for the storage location (or registration location)
of the authentication information of the client device 100 by applying the first and
second detailed codes included in the received first code to the storage location search
algorithm.

In another embodiment, the verification device 300 extracts a virtual security code
from the second detailed code generated based on the virtual security code, and then
checks whether there is a value equal to the virtual security code among OTP numbers
calculated by inputting a count within a specific range from a count receiving the first
code into the virtual security code generation function (i.e., OTP function). Also, the
verification device 300 obtains a virtual security code value (i.e., an OTP function
value) used to generate the second code by applying the inverse function of the second
function to the second code, and find a count calculating the same value as the virtual
security code value.

Due to a transmission time or delay of the first code, there is a difference between a
time point when the client device 100 generates the virtual security code and a time
point when the verification device 300 receives the virtual security code (exactly, a
time point of receiving the first code including the virtual security code). Therefore, a
count at which the verification device 300 receives the first code and a count at which
the OTP number corresponding to the virtual security code is generated may not match.
Thus, the verification device 300 allows an error range from the count of receiving the
first code. Through this, the verification device 300 can prevent attempts to
authenticate the client device with the first code generated previously, not the first code
generated currently, so that security may be improved.

Also, in another embodiment, the client device 100 may generate the first detailed code

that corresponds to a count obtained by adding the virtual security code number
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generated using as seed data a part or a combination of both of the identification
information of the client device 100 and a serial number (i.e., a unique value) in the
client device 100 or a dedicated program at the time when authentication of the client
device is requested or authority approval is requested. In this case, the second detailed
code that corresponds to a count obtained by adding the virtual security code value and
a count difference between a time point (time point A) when the identification
information of the client device is registered and a time point (time point B) when the
authority approval is requested is generated. That is, the equation for generating the
first and second detailed codes by the dedicated program in the client device 100 that

generates the first code is as follows.

First Detailed Code = f1 (Count of Time Point B + Virtual Security Code)

Second Detailed Code = f2 (Count of Time Point B — Count of Time Point A + Virtual
Security Code)

(Time Point A: Time point when the authentication information of the client device is
registered, Time Point B: Time point when the authority approval of the client device

is requested, Virtual Security Code: OTP number)

The verification device 300 searches for a location where information of the client
device is stored, based on the first detailed code and the second detailed code in the
received first code, and extracts seed data (i.e., what is used for generating the first
code among a serial number of the first code generation dedicated program or client
device, client device information, and a combined serial number of a serial number of
the first code generation dedicated program and a serial number of the client device)

stored at the location. Based on the seed data, the verification device 300 generates the
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virtual security code (i.e., OTP number) within a specific count range from the time
point when the authority approval request is received.

Thereafter, the verification device 300 searches for a point where the information of
the client device is stored, based on the first and second detailed codes, and thereby
detects a time point (time point A) of registering the client device authentication or
identification information. The verification device 300 calculates each value
corresponding to the sum of the virtual security code (i.e., OTP number) and the
number of counts from the authentication information registration time point (time
point A) of the client device to each count within a specific count range based on the
time point of receiving the authority approval request. The verification device 300
checks whether there is a count equal to the number of counts (i.e., a value obtained
by applying the inverse function of the second function to the second code)
corresponding to the second detailed code among each calculated value. Through this,
the verification device 300 may check whether the first code is normally provided.
Meanwhile, when authentication for the client device 100 is completed, the verification
device 300 generates the second code to be used for generating a third code to be
described later (S450).

Referring to FIG. 6, when authentication of the client device is completed, the
verification device 300 generates role information on the client device (S451). In this
case, the role information may be matched with the identification information of the
client device 100 and stored. For example, it may be stored in connection with an ID
(identifier) or secret value of the client device 100 stored in the verification device 300.
Therefore, when the authentication of the client device 100 is completed, the
verification device 300 extracts the stored role information matched with or connected

to the corresponding authentication information.
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The role information includes authority information of the client device 100 for the
service device 200. The authority information not only includes information (e.g., a
service device list) on the service device 200 to which the client device 100 has access
or use authority, but also includes information on a scope that the client device 100 can
access or use.

Meanwhile, in case of role information, a role ID (role identifier) and a role secret
value (role secret), which correspond to the role information, may be set. The role ID
(role identifier) and the role secret value (role secret) are set for each client device 100.
In one embodiment of the present invention, the role ID (role identifier) and role secret
value (role secret) of each client device 100 may be stored at the storage location of
the authentication information of each client device 100, or may be stored while being
matched with the ID of each client device 100. However, it is not limited thereto.
Referring again to FIG. 6, the verification device 300 extracts the role information on
the client device for which authentication has been completed, and then generates a
hash value for the client device based on the first code (S452).

That is, each verification device 300 calculates a hash value by applying the first code
to the hash function. In this case, according to one embodiment of the present invention,
the service device 200 may include the same hash function as the hash function of the
verification device. Meanwhile, because the hash value is generated based on the first
code, it is matched with respect to the client device 100. As described above, because
the first code is generated based on the identification information of each client device
100, the first codes of respective client devices 100 are different. Therefore, the hash
values generated based on the first codes are also different for respective client devices
100.

After the hash value is generated, the second code generation unit 340 of the
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verification device 300 generates, based on the generated role information and hash
value, the second code in which the authentication result for the first code is reflected.
That is, the verification device 300 may generate the second code, based on the second
code generation function (S453).

Referring to FIG. 8, the second code may include a second hash value calculated by
applying the first code to the hash function, and a third hash value calculated by
applying the role information (e.g., role ID) for the corresponding client and a secret
(e.g., role secret value) for the role information to the hash function.

The hash value generated based on the first code is then used by the service device 300
to verify the client device 100 and approve the authority. Specifically, the service
device 300 extracts the first code included in the third code and generates a hash value.
Then, the service device 300 compares the generated hash value with the hash value
generated by the verification device 300 based on the first code received from the client
device 100, and thereby performs authentication and verification for the client device
100. This will be described in detail later.

In one embodiment of the present invention, a virtual authentication code may be
generated by applying the role information for the client to the second code generation
function, and then the second and third hash values may be combined to finally
generate the second code.

Although not clearly shown in the drawings, the second code may include a plurality
of detailed codes. In this case, the plurality of detailed codes may be generated while
being changed for each unit count by the verification device. The unit count may be
set at a specific time interval and changed as the time interval elapses. That is, similar
to generating the first code based on the detailed code of the client device 100, the

second code generated by the verification device 300 may also include the plurality of
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detailed codes. In one embodiment, the first code is generated by combining the
plurality of detailed codes according to a specific rule. For this, although not clearly
shown in the drawings, the second code generation function may include a rule (i.e., a
detailed code combining function) for combining the plurality of detailed codes. The
method of generating the virtual authentication code by combining the detailed codes
is described above, and thus will be omitted below.

Meanwhile, in one embodiment of the present invention, the detailed code included in
the second code includes a plurality of first detailed codes and second detailed codes
having a correlation with each other. The first detailed code may determine a search
starting point for the role information of the client device in the verification device,
and the second detailed code may determine a search path for the role information from
the search starting point. If the first and second detailed codes included in the first code
are used to search for the authentication information of the client device 100, the first
and second detailed codes included in the second code may be used to search for the
role information of the client device 100.

Meanwhile, the role information of the client device may be stored at the storage
location of the authentication information of the client device, or may be stored while
being matched with or connected to the storage location of the authentication
information according to an embodiment.

Referring again to FIG. 6, the verification device 300 transmits the second code to the
first device so that the first device 200_1 generates the third code, which is a virtual
authentication code, based on the second code (S460).

Meanwhile, the second code may further include validity time information on the
second code. In this case, when a validity time of the second code for the first code

received from the first device 200_1 has expired, and when a request to update the
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expired second code, the verification device 300 may perform authentication of the
client device by determining whether the first code received from the first device is
identical with the previously stored first code. When the authentication of the client
device 100 is completed, the second code is updated and then transmitted to the first
device. This will be described in detail later.

FIG. 9 is a schematic configuration diagram of a service device 200, FIG. 10 is a flow
diagram schematically showing a method of generating a third code, which is a virtual
authentication code, based on a first code and a second code by a first device, and FIG.
11 is a schematic configuration diagram of a third code.

Referring to FIG. 9, the service device 200 includes a communication unit 210, a third
code generation unit 220, a first code extraction unit 230, and a role information
verification unit 240. Meanwhile, the service devices 200 are divided into a first device
and a second device in this description depending on the request for authority approval
from the client device 100, but this is merely for understanding of the invention. That
is, the first device 200_1 and the second device 200_2 are devices that provide a service
interworking with the verification device 300. For example, in case of the Oauth
authentication scheme, respective resource servers may correspond to the first and
second devices. The respective resource servers may be provided on the same platform,
or may be provided on different platforms. However, it is not limited thereto.
Referring to FIG. 10, the first code, which is a source code for generating a virtual
authentication code received from the client device 100, is transmitted to the
verification device 300 through the communication unit 210 (S430).

The first code is generated based on the identification information of the client device,
and is used for authorization of the client device 100 through verification of the first

code in the verification device 300. Although not clearly shown in the drawings, the
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first device may store the first code in a memory (not shown) to generate the third code.
Meanwhile, the first device 100_1 receives from the verification device 300 the second
code reflecting the authentication result for the first code (S460). In this case, the
second code includes a hash value and role information for the client device 100
generated by the verification device 300 based on the first code.

As described above, the second code includes the hash value generated based on the
first code generated by the client device 100 and the role information extracted after
the verification device 300 completes the authentication of the client device 100. This
is described above, so that a detailed description will be omitted.

Specifically, when receiving the second code reflecting the authentication result for the
first code from the verification device 300, the first device 200_1 approves the
authority of the client device 100 for the first device. At this time, the first device 200_1
may verify the role information of the client device 100 for the first device in the
second code through the role information verification unit 240. In more detail, it will
be determined from the role information whether the first device is included in the
service devices 200 to which the client device 100 has access and/or use authority.
Also, based on the role information, the scope of the access and/or use authority of the
client device 100 for the first device may be verified. Then, upon completion of the
role verification, the client device 100 will approve the authority of the client device
100 for the first device.

Referring to FIG. 10, the third code, which is a virtual authentication code, is generated
based on the first code and the second code (S470). The third code refers to a virtual
authentication code used in a server-to-server authentication process.

Meanwhile, referring to FIG. 11, in one embodiment of the present invention, the third

code may be generated based on, together with the above-described first and second
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codes, a time (time stamp) of receiving the second code from the verification device
300 or a time (time stamp) of generating the second code in the verification device.
For example, referring to FIG. 11, the third code may further include information on a
time (time stamp) of completing authentication for the client device 100 in the
verification device 300 or information on a time (time stamp) of generating the second
code after verification.

This is to approve the authority for the client device 100 through the third code finally
generated based on the verification result for the client device 100 when the authority
approval of the client device 100 for each service device 200 is not completed within
the unit count or a predetermined count. Each service device 200 may determine
whether the third code and the second code included in the third code are normally
generated for authorization, based on the authentication completion time (time stamp)
in the third code or the generation time (time stamp) of the second code. Specifically,
it may be determined whether the third code and the second code are generated in
response to the request for authority approval from the client device 100. In order for
the plurality of service devices 200 to perform authentication and authority approval
for the client device 100, it is necessary to determine whether the second code
reflecting the authentication result of the verification device 300 for the client device
100 is valid. This is to determine based on the generation time (time stamp) included
in the third code.

FIG. 12 is an exemplary diagram schematically illustrating a server-to-server
authentication method based on a third code according to an embodiment of the present
invention.

In case of the first device for which the client device 100 initially requests authority

approval, the verification device 200 can authenticate the client device 100 and grant
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authority. However, referring to FIG. 12, because the third code generated by the first
device 200_1 includes the first code related to authentication information of the client
device 100 and the second code related to role information, the service devices 200
other than the first device 200_1 can perform authentication and authority approval for
the client device 100 without the involvement of the verification device 300. This will
be described in detail later.

In another embodiment of the present invention, although not clearly shown in the
drawings, the third code may be generated by the client device. For this, the first device
200_1 may transmit the second code, received from the verification device 300, to the
client device 100. In this case, depending on the third code generation method, the first
device 200_1 may transmit the time information about receiving the second code from
the verification device or the second code generation time information in the
verification device to the client device 100 together with the second code. Meanwhile,
the third code generation method of the client device 100 differs only from the above-
described third code generation method of the first device in terms of a generation
entity, so that a detailed description thereof will be omitted.

Meanwhile, the first device transmits the third code to at least one second device 200_2
related to the role information (S480).

In one embodiment of the present invention, the first device 200_1 may identify at
least one second device 200_2 capable of authenticating the authority of the client
device 100, based on the role information of the second code included in the third code,
and then transmit the third code to the second device 200_2. However, it is not limited
thereto.

Meanwhile, referring to FIG. 12, it is shown that the first device 200_1 transmits the

third code to one second device, but it is possible to transmit the third code to a plurality
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of second devices 200_2 among the service devices, based on the role information of
the client device 100. Through this, the client device 100 may be granted access
authority without accessing the verification device 300 for authority authorization for
each service device 200.

FIG. 13 is a flow diagram schematically illustrating a server-to-server authentication
method based on a third code according to an embodiment of the present invention.
FIG. 14 is a flow diagram schematically illustrating a method of approving authority
over a client device based on a third code according to an embodiment of the present
invention, and FIG. 15 is a flow diagram schematically illustrating a method of
approving authority over a client device based on a third code.

Referring to FIG. 13, the second device 200_2 receives the third code, which is a
virtual authentication code, from the first device (S480). Then, based on the third code,
the second device 200_2 approves the authority of the client device 100 for the second
device 200_2 (S490).

Referring to FIG. 14, at step S490, a hash value for the client device is generated based
on the first code used to generate the third code and included in the third code (S491),
and the client device is verified through comparison between the generated hash value
and a hash value in the third code (S492). Then, based on the third code, the role
information for the client device is determined and the authority of the client device is
approved (S493).

Specifically, the second device 200_2 extracts the first code included in the third code.
Then, the hash value is calculated by applying the first code to the hash function. For
this, all service devices 200 including the second device include the same hash function
as that of the verification device 300. Meanwhile, the second code in the third code is

extracted after the hash value is extracted, and a hash value included in the second code
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is compared with the calculated hash value by applying the hash function in the second
device 200 _2. If the two hash values match, the client device is authenticated and the
role information for the client device is determined. As described above, because the
second code includes the role information (e.g., the role ID and the role secret value),
the authority of the client device 100 for the second device is approved based on the
role information.

Meanwhile, in one embodiment of the present invention, the third code may be
generated based on the first code, the second code, and time data of receiving the
second code. In this case, the authority approval step may be to approve the authority
of the client device, based on a time when the second code and the role information for
the client device 100 are received based on the third code. That is, the second device
100_2 may verify the validity of the second code, based on the reception time data of
the second code, and then approve the authority over the client device 100 based on
the role information included in the second code.

Meanwhile, referring to FIG. 15, in one embodiment of the present invention, the
authority approval step (S493) may include determining whether the second device is
included in accessible devices of the client device, based on the third code (S493_a),
and approving the authority corresponding to the role of the client device for the second
device, based on the second code and the time data included in the third code (S493_b).
In detail, it will be determined whether the second device is included in the service
devices 200 with access and/or use authorities of the client device 100 included in the
role information. Also, based on the role information, the scope of the access and/or
use authorities of the client device 100 for the second device may be verified. Then,
upon completion of the role verification, the authority of the client device 100 for the

second device will be approved.
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Although not clearly shown in the drawings, the service device 200 may further include
a detailed code extraction unit (not shown).

That is, when the second code generated by the verification device 300 includes a
plurality of detailed codes, the service device 200 may extract the detailed code and
search for a storage location of the role information. This is similar to the method of
extracting the detailed code in the verification device 300 and searching for the storage
location of the authentication information of the client device 100 when the first code
includes a plurality of detailed codes, so that a detailed description will be omitted.
Meanwhile, in one embodiment of the present invention, the second code may further
include valid time information on the second code. That is, although not clearly shown
in the drawing, the verification device 300 may further include valid time information
of the second code when generating the second code. In this case, when the valid time
of the second code in the third code received from the first device 200_1 expires, the
second device 200 _2 returns the received third code to the first device 200_1 and
requests to update the second code.

The first device 200_1 receives the third code for updating the expired second code
from the second device 200_2, and transmits the first code included in the third code
to the verification device 300. Based on the first code, the verification device 300
performs authentication of the client device 100 again. In addition, when the
authentication of the client device 100 is completed, the second code is updated and
then the updated second code is transmitted to the first device. The method of updating
the second code is the same as the method of generating the second code, so a detailed
description thereof will be omitted.

Meanwhile, the verification device 300 receives the first code from the first device

200_1, and stores the first code. If the update request of the second code is received
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from the second device 200_2 through the first device 200_1, the verification device
300 may check the validity through direct comparison between the stored first code
and the first code received from the first device 200_1.

If the update process of the second code by the verification device 300 is stopped or
the update is not allowed, the verification and authorization process for the client
device 100 in the second device 200_2 is stopped.

Meanwhile, when receiving the updated second code from the verification device 300,
the first device 100_1 regenerates the third code, based on the first code, the second
code, and reception time data of the updated second code, and then transmits the
regenerated third code to the second device 100_2. Through this, the second device
100_2 may perform again the authentication and authority approval process for the
client device 100.

FIG. 16 is a flow diagram schematically illustrating a generation of a new third code
based on verification and authority approval information of a client device by a second
device of the present invention.

The second device 200_2 that completes verification and authority approval for the
client device 100 may generate a new third code for authentication of the client device
100 for another device in the service devices 200. For example, there may be a third
device (not shown) capable of approving the authority over the client device 100 only
when authentication of the client device 100 for the second device 200_2 is completed
based on the third code of the first device 200 1. In this case, based on the third code
received from the first device 200_1, the second device 200_2 may generate a new
third code together with information indicating that the verification and authority
approval of the client device 100 for the second device 200_2 has been completed.

Referring to FIG. 16, information for identifying a successful client device verification
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and the approved authority is generated, and a new third code for the second device is
generated based on the third code and the identification information.

Specifically, after the verification of the client device 100 for the second device 200_2
is completed, the second device 200_2 generates information that the authority
approval for the second device 200_2 has been completed. Then, the new third code
including the corresponding information is generated and transmitted to another device
(e.g., the third device) in the service devices 200 that requires authentication of the
client device 100.

This is, when the plurality of service devices 300 sequentially require authentication
for the client device 100, to enable the N+1™ service device to recognize that the Nt
(N is a natural number of 2 or more) service device has completed verification and
authority approval for the client device 100 based on the third code received from the
N-1% service device. For this, a new third code may be generated and transmitted to
the N+1™" device based on information for authenticating the completion of authority
approval and the third code received from the N-1" device.

Meanwhile, although the sequential authentication and verification situation for the
client device 100 at the plurality of service devices 200 has been exemplarily described
in the above embodiment, the service device B may generate a new third code and
transmit it to the service device A even when the service device A (200_A) requires in
advance verification and authorization of the client device 100 for another service
device B (200_B).

The device-to-device authentication method based on the virtual authentication code
according to the described above embodiment of the present invention may be
implemented with a program (or application) and stored in a medium in order to be

executed by being combined with a server that is hardware.
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In order to allow the computer to read the program and execute the methods
implemented with the program, the above-described program may include codes
encoded in computer languages such as C, C++, JAVA, and machine language which
can be read through a device interface of the computer by a processor (CPU) of the
computer. This code may include a functional code related to a function or the like that
defines functions required to execute the methods, and may include an execution
procedure-related control code necessary for the processor of the computer to execute
the functions in accordance with a predetermined procedure. Also, such a code may
further include a memory reference related code as to which additional information or
media required for the processor of the computer to execute the above-described
functions should be referenced at any location (address) of the internal or external
memory of the computer. In addition, when the processor of the computer needs to
communicate with any other computer, server, etc., which are at remote locations, to
perform the above-described functions, the code may further include a
communication-related code as to how to communicate with which remote computer,
server, etc., what information or media should be transmitted or received during
communication, and the like.

The recording medium refers to a specific medium that semi-permanently stores data
and can be read by an apparatus, rather than a medium, such as a register, a cache, or
a buffer, which temporarily stores data. Specifically, the recording medium may
include, but is not limited to, a ROM, a RAM, a CD-ROM, a magnetic tape, a floppy
disk, an optical data storage device, and the like. That is, the program may be stored in
various recording media on various servers to which the computer can access, or in
various recording media on the user’s computer. In addition, the media may be

distributed over networked computer systems so that computer-readable code can be

43



[190]

[191]

[192]
[193]
[194]
[195]
[196]
[197]
[198]
[199]

[200]

stored in a distributed fashion.

The steps of the method or algorithm described in the embodiments of the present
invention may be directly implemented with hardware, implemented with a software
module executed by hardware, or with a combination thereof. The software module
may reside in a RAM (Random Access Memory), a ROM (Read Only Memory), an
EPROM (Erasable Programmable ROM), an EEPROM (Electrically Erasable
Programmable ROM), a flash memory, a hard disk, a removable disk, a CD-ROM, or
any type of computer-readable recording medium well known in the technical field to
which the present invention pertains.

The embodiments of the present invention have been described above with reference
to the accompanying drawings, but those skilled in the art to which the present
invention pertains can understand that the present invention may be implemented in
other specific forms without changing the technical idea or essential features.
Therefore, the embodiments described above are illustrative in all respects, and should

be understood as non-limiting.

[Description of Reference Numeral]
100: Client Device

110: Detailed Code Generation Unit
120: First Code Generation Unit
130: Communication Unit

200: Service Device

200_1: First Device

200_2: Second Device

210: Communication Unit
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[201]
[202]
[203]
[204]
[205]
[206]
[207]

[208]

220: Third Code Generation Unit

230: First Code Extraction Unit

240: Role Information Verification Unit

300: Verification Device

310: Communication Unit

320: Detailed Code Extraction Unit

330: Authentication Information Search Unit

340: Second Code Generation Unit
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[CLAIMS]
[Claim 1]

A device-to-device authentication method performed by a first device based on a virtual
authentication code, the method comprising:

transmitting a first code that is a source code for generating the virtual authentication
code received from a client device, wherein the first code is generated based on identification
information of the client device and used by a verification device that grants authority to the
client device through verification of the first code;

receiving a second code reflecting an authentication result for the first code from the
verification device, wherein the second code includes a hash value and role information for the
client device generated by the verification device based on the first code;

generating a third code that is the virtual authentication code, based on the first code
and the second code; and

transmitting the third code to at least one second device related to the role information.

[Claim 2]

The method of claim 1, wherein the second code further includes valid time information
on the second code, and

wherein the method further comprises:

receiving the third code for updating an expired second code from the second device,

transmitting the first code to the verification device,

requesting the verification device to update the second code when authentication of the
client device is completed based on the first code, and then to transmit the updated second code
to the first device,

regenerating a third code based on the first code, the updated second code, and reception
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time data of the updated second code, and transmitting the regenerated third code to a second

device.
[Claim 3]

The method of claim 1, wherein the second code includes a plurality of detailed codes,

wherein the plurality of detailed codes are generated by being changed for each unit
count by the client device, and

wherein the unit count is set at a specific time interval, and is changed as the time
interval elapses.

[Claim 4]

The method of claim 1, wherein the detailed code includes a plurality of first detailed
codes and second detailed codes having a correlation with each other,

wherein the first detailed code determines a search starting point for the role
information of the client device in the verification device, and

wherein the second detailed code determines a search path for the role information from
the search starting point.

[Claim 5]

A device-to-device authentication method performed by a second device based on a
virtual authentication code, the method comprising:

receiving from a first device a third code that is the virtual authentication code; and

approving authority of a client device, based on the third code,

wherein approving the authority includes:

generating a hash value for the client device, based on a first code used to generate the
third code and included in the third code;

verifying the client device by comparing the generated hash value with a hash value in
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the third code; and
approving the authority of the client device by determining role information on the
client device, based on the third code.

[Claim 6]

The method of claim 5, wherein approving the authority includes:

determining, based on the third code, whether the second device is included in
accessible devices of the client device; and

approving the authority corresponding to the role of the client device for the second
device, based on the second code and time data included in the third code.

[Claim 7]

The method of claim 5, wherein the second code further includes valid time information
on the second code, and

wherein the method further comprises, when a valid time of the second code expires,
returning the third code to the first device and thereby requesting an update of the second code.

[Claim 8]

The method of claim 5, wherein the third code is generated based on the first code, the
second code, and reception time data of the second code, and

wherein approving the authority includes approving authority of the client device, based
on a time when the second code and role information for the client device are received based
on the third code.

[Claim 9]

The method of claim 5, further comprising:
generating information for identifying a successful client device verification and the

approved authority; and
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generating a new third code for the second device based on the third code and the
identification information.

[Claim 10]

A device-to-device authentication method performed by a verification device based on
a virtual authentication code, the method comprising:

receiving a first code, that is a source code for generating the virtual authentication code,
from a client device through a first device, wherein the first code is generated based on
identification information of the client device;

performing authentication of the client device by searching for a storage location of the
1dentification information of the client device, based on the first code;

generating role information on the client device when authentication of the client device
is completed;

generating a hash value for the client device based on the first code;

generating a second code reflecting an authentication result for the first code, based on
the generated role information and hash value; and

transmitting the second code to the first device so that the first device generates a third
code that is the virtual authentication code, based on the second code.

[Claim 11]

The method of claim 10, wherein the second code further includes valid time
information on the second code, and

wherein the method further comprises:

when a request for update of an expired second code is received in a state where a valid
time of the second code for the first code received from the first device has expired, performing
authentication of the client device by determining whether the first code received from the first

device and a previously stored first code are identical; and
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upon completion of authentication of the client device, updating the second code and
transmitting the updated second code to the first device.

[Claim 12]

A device-to-device authentication method performed by a client device based on a
virtual authentication code, the method comprising:

generating a first code, that is a source code for generating the virtual authentication
code, based on identification information of the client device; and

transmitting the first code to a verification device through a first device to request
authority approval of the client device for the first device.

[Claim 13]

The method of claim 12, wherein the first code includes a plurality of detailed codes,

wherein the plurality of detailed codes are generated by being changed for each unit
count by the client device, and

wherein the unit count is set at a specific time interval, and is changed as the time
interval elapses.

[Claim 14]

The method of claim 13, wherein the detailed code includes a plurality of first detailed
codes and second detailed codes having a correlation with each other,

wherein the first detailed code determines a search starting point for authentication
information of the client device in the verification device, and

wherein the second detailed code determines a search path for the authentication
information from the search starting point.

[Claim 15]

A program combined with a computer as hardware, stored in a medium to execute the
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method of any one of claims 1 to 14, and providing financial transactions based on a virtual

corporate card.
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