DESCRIPTION Title of Invention ROUTER DEVICE, PACKET CONTROL METHOD BASED ON
PREFIX MANAGEMENT, 5 AND PROGRAM Technical Field [0001] The present invention relates to a
router device to which 10 a prefix of an IP address is distributed by prefix delegation, and a packet
control method and program based on prefix management in the router device. Background 15[0002]
As a method of automatically setting an IP address of a node in a communication network conforming
to IPV6 (Internet Protocol Version 6), there is a method of distributing an address using DHCPVv6
(Dynamic Host Configuration Protocol 20vessign6) -{6003] Methods of distributing an address
using DITCPv6 includes a method in which a DHCP server or an upper router having a DHCP function
uses RA (Router Advertisement) to distribute a prefix 25 of an IP address to a router device (for
example, seetPatent Literature:1;2). [0004] The router device to which a prefix is distributed

redistributes.the-prefix 1o a;:node-using Ray1or £xampler, Hhe-39 nade communicaies-with,the upper

router using an IP address including the distributed prefix. For example, the upper router is connected
to thednterHet, FROGRAM

Technical Field
[oo0l]
The present inventionrelates to a router device to which
1¢  a prefix of an IP address is distributed by prefix delegation,
and a packet control method and program based on prefix

management in the router device.

Background Art
15 [oooz2]
As a method of azutomatically setting an IP address of
a node in a communication network conforming to IPVe (Internet
Protocol Version &), there lg a method of distributing an
address using DHCPveé (Dyvnamic Host Configuration Protocol
20  verslon 6} .
[G003]
Methods of distributing an address using DHCPvE includesg
a method in which a DHCP server or an upper router having a DHCP
function uses RA (Router Rdvertisement]) to distribute a prefix
25 of an IP addresg to a router device {for example, ses Patent
Literature 1,2).
[0004]
The router device to which a prefix is distributed
redistributes the prefix to a node using RA, for example. The
30 node communicates with the upper router using an IP address
inciuding the distributed prefix. For example, the upper

router is connected to the Internet.
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Citation List Patent Literature [0005] PTL 1: JP 2007-166097 A PTL 2: JP 2007-251269 A Summary
of Invention Technical Problem [00061 FIG. 13 is a block diagram showing an example of a 10
communicationsystemincludingahomegateway (HOW) as a router device. An upper router (hereinafter
referred to as "router") 200 is, for example, installed by an Internet service provider (ISP) to be
accessible to the Internet 400. HOW 100 is set up on the premises to be communicable with the router
200 through 15 a WAN (Wide Area Network) 21. The WAN 21 is, for example, a subscriber' network.
The HOW 10 isrgornmunicat);e dh one of more nodes 300 through a LAN 11 to relay communication
between each noie 300 and the route" 200. As an example, the node 300 is a personal compute'.
20[00071 router 200 distributes a prefix to the HOW 100 based on a DHCP-PD (Prefix
Delegation) functior'periddically or in7response ta:a request from the HOW 100. The HOW 100
redistributes the prefix to-the node 300. The-nade, 300 combines 25 the prefix with its own link-local
address to generate an IP address. The node 300 performs communication using the generated IP
address. [0008] There is an unfixed method to change prefixes to be

Summary of Invention
Technical Problem
[0006]
FIG. 13 is a block diagram showing an example of a
10  communication system including a home gateway (HGW) as a router
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device. An upper router (har e ooAas 2x'0
200 is, for example, installed by an Internet service provider
(ISP} o be accessible to the Internet 400. HGW 100 is set up
on the premises to be communicable with the router 200 through
15 a WAN (Wide Arvea Network) 21. The WAN 21 iz, for example, a
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more nodes 300 through a LAN 11 to relay communication between
sach node 200 and the router 200. As an example, the node 300
is a perscnal computer.

20 [coo7]

The router 200 distributes a prefix to the HGW 100 based
on a DHCP-PD (Prefix Delegation) function pericdically or in
response to a request from the HGW 100. The HGW 100
redistributes the prefix to the node 300, The node 300 combines

25 the prefix with its own link-local address to generate an IP
address. The node 300 performs communication using the
generated IP address.

[aoos?

There is an unfixed method to change prefixes to be

30  distributed to the router 200 with time or the like as well as
a fixed method not to change the prefix to be distributed to
the roubter 200.

[0008]

The following will consider the operation of the HGW 100

ba



30 distributed to the router 200 with time or the like as well as a fixed method not to change the prefix

to be distributed to the router 200. [0009] and the node 300 when the prefix distributed from the router
200 to the HGW 100 is changed. As shown in FIG. 13, suppose that a prefix as Prefix 110 is changed

to Prefix 111. In this case, the HGW 100 modifies the contents of an RA packet to be sent to the node
300. Inotherwords, the HGW 100 deletes Prefix 110 and sends the node 300 a packet indicative of the
distribution of Prefix 111. [0010] When the node 300 cannot receive the packet the contents 10 of

which were;madified, thesaode 300:holds Reefix-LEQ asdhe prafix untih the life ime has.elapsed. Under

such a circumstance, the gode 300 cannot communicate with the router 200 or perform
communication thrbugithedfiterfit 460. J6LELIsFultier™ Hr8F8 id A fossibility th&t-tRE BREW 100

forwards an 12 address:intcluding Brefix 1 101sentfram:the a0 de-30Q4 el xthat a.falseprefix-s
advertised. [0012] It is.an exemplary object.of the presentinyention to,20 proyide 4. rquter device, and

a packet control method and program based on prefix management, which can prevent forwarding of a
packefincl§diRg & prefir thafshouft nof beclsed: S6kHen fo RrosiEm J00d8] Atreaterddiice according

to the presentinyemiondsds the node 300 a packet indicative of the
distribution of Prefix 111.
[oolo]
When the node 300 cannot receive the packet the contents
10 of which were meodified, the node 300 holds Prefix 110 as the
prefix until the life time has elapsed. Under such a
circumstance, the node 300 cannot communicate with the router
200 or perform communication through the Internet 400.
[0011]
i5 Further, there is a possibility that the HGW 100 forwards
an IP address including Prefix 110 sent from the node 300, 1.e.,
that a false prefix is advertised.
[0012]
It is an exemplary object of the present invention to
20  provide a router device, and a packet control method and program
based on prefix management, which can prevent forwarding of a

packet including a prefix that should not be used.

Solution to Problem
25 [6013]
A router device according to the present invention is
a router device for reassigning, to a node, a prefix assigned
from a prefix assigning device to route a packet based on an
IPv6e address, characterized by including: a prefix management
30 unit for creating a filtering rule including an indication of
passage or block of a packet from the node based on the prefix
distributed from the prefix distributing device and a prefix
in a gource IP addregs received from the node;: and a filter unit

for passing or blocking the packet from the node according to



a router device for reassigning, to a node, a prefix assigned from a prefix assigning device to route a
packet based on an IPv6 address, characterized by including: a prefix management 20 unit for
creating a filtering rule including an indication of passage or block of a packet from the node based on
the prefix distributed from the prefix distributing device and a prefix in a source IP address received
from the node; al-Idafilter unit. for passing or blocking the packet from the node according to the
filtering rule created by the prefix management unit. [0014] A packet control method based on

prefix managementiaccording tg the presentinvention is a pagket control methed hased on prefix
managementé)erformed by a router device for redistributing, to a node, a prefix distributed from a

prefix distribd H&aevice to route a packet based on an IPv6 address, characterized by including:
creating a filtering rule including @mrindication ohpassage-ar hlack ota packetfromrthe tode based 10
on the prefix distrig%ead from.the Erefix@d@tr@;}gg device.and a prefix in a squrce 1P Eiz;}cglglre s received

from the no%%?%ﬁ passing or Bl crk?n%wfﬁe packet from the node according to the cre ed iltering rule.

[0015]>7 DLAPaéketrcantrl prograntbased on prafhomandgdment sceordinglethe present invention

is a packet,controtprogram-ased-on piefis managernent, yhich-isjnstalled,ina roytergevice for
redistributing, to anode, a prefix distributed from a prefix distributing device to route a packet

basedonan 1PVB 2o AddrassS earaREZEa By T AuBMG & Coffpiier TR rottet d&AcE®Serform: a
process to cteate aifdtetingdule ihchiding any indication :0f passage: ot hipck:akaipacketifrem the node

pased on the, At distrbuted fiom (e prefidistributing. devie.and 2 prefiina souge g address
received 25 from the node; an]a process to pass or block the packet from the node accor(ciilng to the
created filtéring Afleprefix distributed from the prefix distributing device
and a prefix in a source IP address received from the node; and
passing or blocking the packet from the node according to the
created filtering rule.
[C015]
15 A packet control program based on prefix management
according to the present invention is a packet control program
based on prefix management, which i1s installed in a routerx
device for redistributing, to a node, a prefix distributed from
a prefix distributing device to route a packet based on an IPve
20 address, characterized by causing a computer in the routexr
device to perform: a process to create a filtering rule
including an indication of passage or block of a packet from
the node based on the prefix distributed from the prefix
distributing device and a prefix in a source IP address received
25 from the node; and a process to pass or block the packet from

the node according to the created filtering rule.

kdvantageous Effects of Invention
[0016]

30 According to the present invention, forwarding of a
packet including a prefix that should not be used can be

prevented.

Brief Description of Drawings



Advantageous Effects of Invention [0016] 30According to the presen,, invention, forwarding of a packet
including a prefix that should not be used can be prevented. Brief Description of Drawings [0017; [Fig*
1] It depicts a block diagram showing a first exemplary embodiment of a router device according to the
nresent invention_ 5[Fig.2] it depicts an explanatory diagram showing an example of the relationships
between events that have occurred and information stored in a prefix storage unit. [Fig.3] it depicts an
explanatory diagram showing an example of a filtering rule. 10g.41 It depicts an explanatory diagram
showing the fgrmat of an RA option. [Fig.5] It depicts a block diagram showing a second exemplary
embodiment of the router device according to the, present invention. g .6] It depicts an explanatory
diagram shofifly ah’exampRESFa filtérifg Tate. ﬁﬁ?@?ﬁ?d@ﬁf&‘ﬁ@ﬁ%l&ck diagrafirSHEWiAg & third
exemplary embetlimentoftheaouten devicésaccoeding to thel present inventioresent

invention.

[Fig.2] It depicts an explanatory diagram showing an example

U

of the relationships between events that have occurred and
information stored in a preflx storage unit.
[Fig.3] It depicts an explanatory diagram showing an example

of filtering rule.

Y

10 [Fig.4] It depicts an explanatory diagram showing the format
of an RA option.
[Fig.5] It depicts a bleock diagram showing a second exemplary
embodiment of the router device according to the present
invention.

15 [Fig.6] It depicts an explanatory diagram showing an example
of a filtering rule.
[Fig.7] It depicts a block diagram showing a third exemplary
embodiment of the router device according to the present
invention.

20 [Fig.8] It depicts an explanatory diagram showing an example
cf g filtering rule.
[Fig.9] It depicts a block diagram showing a major part of a
router device according to the present invention.
[Fig.10] It depicts a block diagram showing a major part of

25 another aspect of the router device according to the present
invention.
[Fig.11] Tt depicts a block diagram showing amajor part of still
another aspect of the router device according to the present
invention.

30 [Fig.12] It depicts a flowchart showing the operation of a
router device according to the present invention.
iFig.1i3] It depicits & block diagram showing an example of a

communication system including a home gatewsay as & router

e

device.
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20[Fig.8] It depicts an explanatory diagram showing an example of a filtering rule. [Fig.9] It depicts a
block diagram showing a major part of a router device according to the present invention. [Fia.10] It
depicts a block diagram showing a major part of 25 another aspect of the router device according to
the present invention. [Fig.111 It depicts a block diagram showing a maj or part of still another aspect
of the router device according to the present invention. 30[Fig.12] It depicts a flowchart showing the
operation of a router device according to the present invention. It depicts a block diagram
showing an example of a communication system including a home gateway as a. router device.
Description of Embodiments%OOlSE:]g Ex,emplz%g embodiments of the present inventionnow 5 be

described Witt féferenca o the ALCSHPRAYInG drawings. [0019 Exemplary Embodiment 1 FIG. 1

is a block diagrafi showing a first exemplary embodiment of a router device according to the present

invention. FIG. 1 shows HGULL01.4s a0 gxarmale of the rputel deyice, The, configiration,of a

communication system including the HGW 101 may be the same as that in the example shown in FIG.
13. [0620] Phe PR IFEMCIIHES & EARMATEface N ELREsHEciey ing drawings.
[06019]

Exemplary Embodiment 1
FIG. 1 is a block diagram showing a first exemplary
embodiment of a router device according to the present invention.
10 FIG. 1 shows HGW 101 as an sexample of the router device. The
configuraticon of a communication system including the HGW 101
may be the same as that in the example ghown in FIG. 13.
focozo]
The HGW 101 includes a LAN interface unit 110 connected
15  to LANW 11, an IPvé unit (LAN-side IPv6 unit) 111 for sending
and receiving IPvée packets through the LAN 11, an IPvé unit
(WEN-side IPve unit) 112 for sending and receiving IPvé packets
through WAN 21, an IPvé routing unit 120 for performing rouvting
control on IPvE packets, a filter unit 130 for controlling
20 passage/block of data, a DHCPvée client unit 140 having a DHCPVS
client function, an IFvE host unit 150 having an IPvEe function
such as DNS (Domain Name System) or the like, a prefix management
unit 160 for managing prefixes, a prefix storage unit 170 for
storing prefix Information, and a WAN interface unit 180
25  connected to the WAN 21.
[0021]
The HGW 101 may also have an IPv4 function for realizing
IPv4 communications in addition to the IPvée function.
[(0022]
30 The LAN interface unit 110 is connected to a home network
(LAN 11) to receive, through the LAN 11, each of packets whose
address in the Layer 2 header is an address on the LAN 11 side

0r a multicast address. Further, the La&AN interface unit 11

L

sends packetsg output by the IPvé unit 111 to the LAN 11.

[



15 to LAN 11, an IPv6 unit (LAN-side IPv6 unit) 111 for sending and receiving IPv6 packets through
the LAN 11, an IPv6 unit (WAN-side IPv6 unit) 112 for sending and receiving IPv6 packets through
WAN 21, an IPv6 routing unit 120 for performing routing control on IPv6 packets, a filter unit 130 for
controlling 20 passage/block of data, a DHCPv6 client unit 140 having a DECPV6 client function, an
IPv6 host unit 150 having an 12v6 function such as DNS (Domain Name System) or the like, a prefix
management unit 160 for managing prefixes, a prefix storage unit 170 for storing prefix information,
and a WANrinterface unit 180 25 connected to the WAN 21. [0021] The HGW 101mayalso have
an IPv4 function for realizi%'g%lF?M communicatjons in addition to the IPv6 function. [0022] 30The LAN

interface unit 110 is tORn&cted 18 hbme nEiwork (EAN 115 t8'recen thibdgh the EANLE each of
packets whoseaddréess irsthe:bayer2:headetiscan address omnthie LANN 12side orfamuiticast

address. Fydher e A neriace Uit 4140 sends nackets upupibyhe Y0 ypil LD e LAN 1

[0023] The WAN interface unit 180 is connected t0 a router 200 (see FIG. 13) through a
subscriber HeRFSTkIWHAN 21) liftertie e Giie 186 récaives; throwgh the AR 2 PreddtFof gatkets 5

whose address insthe Layer.d headerisan address enthe LAN dil-sigenor amulticast agdedyess. Further,
the WAN interface unit-180 sends packets output by the IPv6 unit 112 to the WAN_21. [0024]

The IPv6 unit 115 BtitSuRPacksts rECERRY 157 the TAN TOinterthte thit 110 tothe"1PV6 Tuting unit
120. The IPM&oGAit 111 outputs, to the LAN interface unit 110, packets output by the IPv6 routing unit

120.[0025] . The IRvG.unit112 outputs, 1o the filer unit 130, IRVA L5 packets egeiyed by the
WAN interface unit 180. The 12v6 unit 112 outputs, to the WAN interface unit 180, packets output by
the filkér unitizprface unitc 110 to the IPvE routing unit 120. The IPv6e unit

111 cutputs, to the LAN interface unit 110, packets cutput by
the IPvé routing unit 120.
foo2nl
The IPv6 unit 112 cubputs, to the filter unit 130, IPvE
15  packets received by the WAN interface unit 180. The IPvé unit
112 outputs, to the WAN interface unit 180, packets cutput by
the filter unit 130.
[C0C26]
The IPv6 routing unit 120 inputs packets from the IPvé
20 unit 111, the filter unit 130, the IPvEe host unit 150, and the
DHCPve client unit 140. RBased on a destination IPvée address
of each packer, a port number, and received interface
information, the IPvé routing unit 120 identifies a block in
the HGW 101 in which the input packet should be processed. The
25  IPve routing unit 120 cutputs the packet into the identified
block.
io0z27]
The DHCPvE client unit 140 has a DHCPvE client function.
The DHCPvE client unit 140 exchanges DHCPvE messages with the
30 router 200 (see FIG. 13) through the IPv6 routing unit 120 and
the WAN 21. The DHCPvs client unit 140 extracts prefix
information included in a DHCP-PD option in a DHCF Reply message,
and cutputs the prefix informaticn to the prefix management unitc

160.



[0026] The IPv6 routing unit 120 inputs packets from the IPv6 20 unit 111, the filter unit 130, the IPv6
host unit 150, and the DHCPV6 client unit 140. Based on a destination IPv6 address of each packet, a
port number, and received interface information, the IPv6 routing unit 120 identifies a block in the
HGW 101 in which the input packet should be processed. The 25 12v6 routing unit 120 outputs the
packet into the identified block. [0027] The DHCPv6 client unit 140 has a DHCPV6 client function,
The DHCPv6 client unit 140 exchanges DHCPv6 messages with the 30 router 200 (see FIG. 13)
through they iRvBsrouting unit 120 and the WAN 21. The DHCPV6 client unit 140 extracts prefix
information included.in a DHCP-PD option in a DHCP Replg message, and outputs the, prefix
information to the p%?&erﬁaﬁé’g&%ngﬁﬁf 180 1 {0076}> F * “Bastl Lc%ﬁ tha Blefix’ f?]fcz)}rfr{nca%‘{)n input from
the DHCPv6Ldleent unit 140; the, prefix mandgemenrtunitiét.decides ohqrefix:inforasation to be
informed to.{heel /AN 1k slde, The.prefix managementini169.aktputs thg.decided prefix jgformation

into the prefix storage unit 170. [0029] The prefix storage unit 170 stores the prefix information.
Together Wit tREPFEME i ation AREREfix Steralfe uRt 3T 70 alsc Storedadetéte-fiag notified
from the prefix n@r@g@meﬁ@h@#mﬂh@ delete flag indicates prefix information to be deleted. For
exalt-:de, a delet? flea ef indicates prefix information to be deleted. A delete flag of prefix iftoip tioiln r
--.Staonse t%og 15 request from the IPv6 host unit 150, the prefix storage unit 170 supplies a stored
pair of prefix inforriationamtia deletesftay to tHel PUGhostamit 15 {6636 information.

Together with the prefix information, the prefix storage unit
10 170 also stores a delete flag notified from the prefix
management unit 160. The delete flag indicates prefix
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indicates prefix information to be deleted. A delete flag of
“O7 oindicates avallable preflix information. In response Lo z
15  reguest from the IPvé host unit 150, the prefix storage unit
170 supplies a stored palr of prefix information and a delete
flag to the IPvé host unit 150.
[0030]
The process for prefix management unit 160 to decide on

20 prefix information to be notified to the LAN 11 side 1s as

}._3

fol

fco

OWE

Lad

1]
First, the HGW 101 multicasts a Solicit message o the
routey 200 (ses FIG. 13}. Upon receipt of the Soliclit message,
25  the router 200 sends an Advertise message o the HGW 101, Upon
receipt of the Advertise message, the HGW 101 sends a Reguest
message to the router 200. Upon receipt of the Reguest message,

the router 200 sends a Reply message to the HGW 101.

(00321

30 In the HGW 101, the DHCPve client unit 140 acguires
“Prefix,” “Preferred Lifetime,” and “Walid Lifetime” from
information set in “Identity Asscoclation for Preliix Delegatvion”

as an option of the DHCP Reply message. The DHCPvS client unit

140 supplies these pieces of information to the prefix



The process for prefix management unit 160 to decide on prefix information to be notified to the LAN
11 side is as follows: [0031] First, the HOW 101 multicasts a Solicit message to the router 200
(see FIG. 13). Upon receipt of the Solicit message, 25 the router 200 sends an Advertise message to
the HOW 101. Upon receipt of the Advertise message, the HOW 101 sends a Request message to the
router 200. Upon receipt of the Request message, the router 200 sends a Reply message to the HOW
101. [0032] 30In the HOW 101, the DHCPV6 client unit 140 acquires "Prefix, "Preferred Llfetame," and

"Valid Lifetilimes ftopa infarmationsset ingidentity Asseciation dorRrefix Detegation’ @s an gption of the
DHCP Reply message. The DHCPV6 client unit 140 _supplies these pieces of information to the prefix
management Thit’d 60 BEESEDH these pietes GHinformation e prefit managentdnt tnitte0 decides
on prefix infarmationdo e notdi 1 1iiside. [0033] When the contents of the option in the DHCP
Reply mess{%%ej%e modified, i.e. , when the prefix information is modified, the prefix management unit
160 also decides on prefix information to be notified to the LAN 11 side, and outputs the decided prefix
information into the Bkefix steragerurmt O CIOMEthBS Whea thesohiée Riddresy giardisarded packet

is output framehgditer uait 130, the prefix-management unit 160 ak8puts informatign indicative of a
prefix included in the source address into the prefix stora%e unit 170. In this exe,mglary embodiment, it

is assumed-that tHe hrefix 1EnGRTE 82 hitd“ 15[0034] 2+ THe prefid manalement unit 160 includes a
prefix controhfinitd6t i thetprefix comtrof urif 1164 decidesorna valde of theldeleteflag (Olor 1)

corresponding tothe %fémfoyﬂ@g decided byt ete{sfi%&mgeg@%@a it 160..Whep outputting

the 20 prefix information into the prefix storage unit 70, the prefix management unit 160 also outputs
the défete fiaty E6&spBRGMJ EEtRE PrSTX ATfSfrRatOA[G085sFCarded packet 1s output

from the filter unit 134, the prefix management unit 160 outputs
information indicative of a prefix included in the source

address intoe the prefix storage unit 170. In this exemplary
embodiment, it is assumed that the prefix length is 64 kits.

15 [00347

The prefix management unit 160 includes a prefix control
unit 161. The prefix control unit 161 decides on a value of
the delete flag {0 or 1) corresponding to the prefix information
decided by the prefix management unit 160. When outputting the

20 prefix information into the prefix storage unit 170, the prefix
managemnent unit 160 also cutputs the delete flag corresponding
to the prefix information.

[0035]

Further, the prefix contrel unit 161 creates a filtering

25 rule based on the prefix information decided by the prefix
management unit 160. The prefix management unit 160 ocutputs,
to the filter unit 130, the filtering rule created by the prefix
control unit 161.

[0G36]

30 The filter unit 130 memorizes the filtering rule. Themn,
when the LAN interface unit 110 receives a packet, the filter
urniit 130 performs a process according to the filtering rule.
Specifically, the filter unit 130 outputs, to the IPve unit 112,

a packet that does not suit the filtering rule. The filter unit

w



Further, the prefix control unit 161 creates a filtering 25 rule based on the prefix information decided by
the prefix management unit 160. The prefix management unit 160 outputs, to the filter unit 130, the
filtering rule created by the prefix control unit 161. [0036] 30The filter unit 130 memorizes the filtering
rule. Then, when the LAN interface unit 110 receives a packet, the filter unit 130 performs a process
according to the filtering rule. Specifically, the filter unit 130 outputs, to the IPV6 unit 112, a packet that
does not suit the filtering rule. The filter unit 130 discards a packet that suits the filtering rule. In this

case, the filterunit 130 eutputsihesouree addiess:of thediscardee. packet 1e the prefbrmanagement
unit 160. The filter unit 130 does not Qerform, on a packet from the WAN 21 side, 5 the process
£ 200 ueh it

according to3Aé filt&fifig Fule D37~ “Tie 55t Uit 5ORRE e d AREERP 151 for
realizing IGMR {mnteraétCantrol Message-Profocovbzas:part ofuPv6. The ICMPe6iinittE51 generates

ICMPV6 pagkets, 10 exehanges the, ICMEYR packets, and,performs.a piocegstelafing {o the ICMPV6
packets. Note that a portion for reafizing IPv6 other than ICMP is omitted in FIG. 1. [0038] Specifically,

the ICRKPV6 fit A52GRFEs HRTCMEVBDacket 1S frobd Bie-IPV® rebitifig unit 120, performs a process
according tpgagreption specified in the ICMPV6 packet, and sends the ICMPV6 packet back to the IPv6
routing unit 120. Further, the ICMPV6 unit 151 geriodic Il}é)acquire§§refix information s;gred in the

0

prefix storage unit 1765Thé YEMBVE uRE 151 creatds option 26 thformation {option) from the prefix
information: #Faé1€MRvE Orie 151raddsthe createdopties taRA for thetCMPv&packetaThe ICMPV6

unit 151 outputs o ihe IRYS roufjag,unit 120, the;ICM\E packetwif-an optian added thereto. When

adding an option, indicative of deletion of a prefix that should not be 25 forwarded, to the RA for the
ICMPVb paket: 8 FEMPYS dhitl IS E ietifibs Bfe préfix sfovage Tifita 70 6F e &Igtért ofthe prefix.

[0039] to the ICMPVE packets. Note that a portion for realizing IPve

other than ICMP is omitted in FIG. 1.
[(0038]

Specifically, the ICMPvE unit 131 inputs an ICMPVE packet

15  from the IPve routing unit 120, performs a process according

toanoption specified in the ICMPVE packet, and sends the ICMPVE

packet back to the IPv6 routing unit 120. Further, the ICMPvVE

urnit 151 periodically acquires prefix information stored in the

prefix storage unit 170. The ICMPve unit 151 creates option

20 information {option) from the prefix information. The ICMPvE

uniit 151 adds the created option to RA for the ICMPVES packet.

The ICMPv6e unit 151 outputs, to the IPvE routing unit 120, the

ICMPvVE packet with an option added thereto. When adding an

option, indicative of deletion of a prefix that should not be

[
Ut

forwarded, to the RA for the ICMPVE packet, the ICMPve unit 151
notifies the prefix storage unit 170 of the deletion of the
prefix.
[0039]

Next, the operation of the first exemplary embodiment
30 of the router device will be described with reference to
explanatory diagrams of FIG. 2 to FIG. 4. FIG. 2 is an
explanatory diagram showing an example oi the relationships
between events that have occurred and information stored in the

prefix storage unit. FIG. 3 is an explanatory diagram showing

10



Next, the operation of the first exemplary embodiment 30 of the router device will be described with
reference to explanatory diagrams of FIG. 2 to FIG. 4. FIG. 2 is an explanatory diagram showing an
example of the relationships between events that have occurred and information stored in the prefix
storage unit. FIG. 3 is an explanatory diagram showing an example of a filtering rule. FIG. 4 is an
explanatory diagram showing the format of an RA option. [0040] First., an operation when a
prefix is distributed to a node connected to the LAN 11 will be described. Note that the node, not

shown in FiG. dxisw devigecorresponding tothe nate;:300 shawndn FlG: 1 8-[004L]the-rputer 200
(see FIG. 13) on the WAN 21 side sends 10 the HGW 101 prefix information, a next hop address, and
a DNS addie¥¥" Tha HEW 161 %hdS théfeddivedPprefik information to the node connected to the

LAN 11. [0Q42}4THe router 200 uses DHCPV6 to distribute prefix 15 information to the HGW 101. The
HGW 101 uses DHGRYG to send prefix.information fo a node. 10043] In the HGY. 101, the DHCPVE

client40 outputs, to the prefix management -unit 160, prefix information notified by 20 DHCPv6-PD. It
is assimediat the premcspedified e thé-ihformation notifleasyCPras-PDYsMprefie £161¢

node, not shown in FIG. 1, is a device corregponding to the node
300 shown in FIG. 13.
[0041]

The router 200 (see FIG. 13) on the WAN 21 side sends

16 the HGW 101 prefix information, a next hop address, and a DS
addregs. The HCGW 101 sends the received prefix information to
the node connected to the LAN 11.
(00421

The router 200 uses DHCPvE to distribute prefiix

15 information to the HGW 101. The HGW 101 uses DHCPVE Lo send
prefix information to a node.
[0043]
In the HGW 101, the DHCPvs client unit 140 cutputs, to
the prefix management unit 169, prefix information notifled by
20 DHCPvE-PD. It is assumed that the prefix specified in the
information notified by DHCPVE-PD is “Prefiw 110.7
[0044]
The prefix management unit 160 outputs, into the prefix
to 0" based
25  on the received prefix information. As shown in a line saying
“Prefix 110 is Notified from Router on WAN 3ide” in
prefix storage unit i
the wvalue of which is “0.
[004as]

30 farther, when prefix information is input, the prefix
control unit 161 creates a filtering rule {see FIG. 3). The
prefix management unit 160 ocutputs the created filtering rule

to the filvey unit 130. The filter unit 130 memorizes th

[k

filtering rule. 1If two or more pieces of prefix information

11



[0044] The prefix management unit 160 outputs, into the prefix sL_crage unit 170, "Prefix 110"
and delete flag set to "0" based 25 on the received prefix information. As shown in a line saying "Prefix
110 is Notified. from Router on WAN Side" I.n FIG. 2, the prefix storage unit 170 stores "Prefix 0 and
thc.. delate flag the value of which is "0." [0045] 30Further, when prefix information is input, the prefix
control unit 161 creates atering rule (see FIG. 3). The prefix management unit 160 outputs the created
filtering rule to the filter unit 130. The filter unit 130 memorizes the filtering rule. If two or more pieces
of prefix infgrraatian-aredgceived, the-prefix-contral unit 161 ¢reates-adiltering rple and-a delete flag
corresponding to each of the prefix informat octively. The prefix mana%ement unit 160 outputs two or
more setfilteHng ritBs afd Hetste F1agsis the fie it £30'J06%6F 2 The IENPYE Ghit 151
periodically:actiuires piefix infermationistered.in thiesprefix storage uaitd7Onin theiexampteshowltin
FIG. 2, onlyFugfix 1105 stored Jathe prefix 19 storage it 110,23 prefiyiniormationdsge the fine
saying "Prefix 110 is Notif_ed from Router on WAN SHde")."The InIXrPv6 unit 151 adds "Prefix 110" to
an option of 8 RA paékett FAMPYS unit*151 outputs, to the IPV6 routing unit 120, the RA packet with
the option addeg:thereto. The IPv6 routing unit 120 outputs the RA packet to the IPv6 unit 111. The
RA packet is sent to_the node through the LAN interface unit 110 and the AN 11. [0047] Aftertnat, the
n.ode. uses "P re.fix 110" added L ‘%‘ﬂm@ onidn B8'of the FéceveRAackEt R fertdrm a process for
automatically:gemeratinga stateless dddress iporteito generate anrlPtaddress. The nage uses the
generated I, addressfo commupicate,with.the nade 200 (see.HIG..13),and gther devices; through the

Internet 400. ~
10 storage unit 170 as prefix information (see the line saving

(8%
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ik 110 is Notified from Router on WERN Side’”). The ICMPVE

1
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1t 121 adds “Preiix 1107 to an option of a RA packet. The
ICMPv6 unit 151 outputs, to the IPvE routing unit 120, the RA
packet with the option added theretco. The IPv6 routing unit

120 outputs the RA packet to the IPve unit 111. The RA packst

foed
thn

is sent to the node through the LAN interface unit 110 and the
LAaN 11.
(00471
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20  of the recelved RE packet to perform a process for automatically
genarating & stateless address in order to generate an IP
address. The node uses the generated IP address to communicate
with the node 200 (see FIG. 13) and other devices through the
Internet 400.

25 [0048]

When the filtering rule illustrated in PIG. 3 is used,
if the prefix of the source address (SrclPf address) of each IPV6
packet headed from the LAN 11 side toward the WAN 21 gide is
not the prefix {(“Prefix 110" in this sxample) distrributed to

30 the node, the IPv6 packet is discarded. In the example shown
in FIG. 3, information indicating that the source address is
notified to the prefix management unit 160 when the packet is
discarded is added to the filtering rule. Alsc indicated in

the filtering rule 1s that the destination address (DstIP

iz



25[0048] When the filtering rule illustrated in FIG. 3 is used, if the prefix of the source address
(SrclP address) of each IPv6 packet headed from the LAN 11 side toward the WAN 21 side is not the
efix 110" in this example) distri doted to 30 the node, the IPv6 packet is discarded. In the example
shown in FIG. 3, information indicating that the source address is notified to the prefix management
unit 160 when the packet is discarded is added to the filtering rule. Also indicated in the filtering rule is
that the destination address (DstiP address) is unquestioned. [0049] Next., the operation of the
router deviggswhen 2 prefixis,ghanged willpe described. Suppose that the router 200 changes the
prefix from "Prefix 110" to "Prefix 111." In this case, the router 200 notiiies the H.GW 101 of "Prefix
111" as a néWéré)ﬁx by DHCPv6-PD. [0050] In the HGW 101, the DHCPV6 client unit 140 outputs, to
10 the prefix management unit<l 6Q;prefixtimforniatidrenotified:by DHCPw¥6-PR:The prefixispecified in
the information notified by, RHCPYE-PR is 'PrefrdY, 71,,10051] Ip the prefix management unit 160, the
prefix control 15 unit161 outputs, into the prefix storage tnit 170, an instriiction for setting, to "1," the
value 6f the"déletesflag corresponding f™Prefix 110" as t. héfet-Mx before' being changedtd “'Prefix
111." The,prefixcontral unit,16l-alsenrl3tptis rinta the, prefixystorageunit £7Q,7'Prefix 1¥1":and a delete
flag set 20 to "0" based on the r,----re*ved prefx Hnformation. As shown in a line saying "Routel on
WAN Side Bia8Thaiged Prefi%- M FIG. 2, the prefix storage unit 170 sets the value of the delete flag
correspondirigtedPrefix 110" to "1," and stores "Prefix 111" and a delete flag the value of which is "O."

25[0052] In the HGW 101, the DHCPvE client unit 140 outputs, to
10 the prefix management unit 160, prefix information notified by
DHCPvVE-PD. The prefix specified in the informaticon notified
by DHCPvE-PD is “Prefix 111.7
[0051]
In the prefix management unit 160, the prefix control

15 unit 161 outputs, into the prefix storage unit 170, an

20
Zb [6052]

Wnen prefix information as “"Prefix 1117 is received, the
prefix control unit 161 creates a filtering rule. The prefix
management unit 160 issues a command to the filter unit 120 to
deiete the filtering rule. In this example, the target cf the

30 delete command is the filtering rule relating to “Prefix 110.7

The prefix management unit 160 outputs, to the filter unit 1320,
& new filtering rule created. The filter unit 130 memcrizes

ng rule memcrized Ly the

i,..l
|._l..

the new filtering rule. The filter

filterunit 130 is represented as the filtering rule illustrated



When prefix information as "Prefix 111" is received, the prefix control unit 161 creates a filtering rule.
The prefix management unit 160 issues a command to the filter unit 130 to delete the filtering rule. In
this example, the target of the 30 delete command is the filtering rule relating to "Pre.ti.x 110." The
prefix management unit 160 outputs, to the filter unit 130, a new filtering rule created. The filter unit
130 memorizes the new filtering rule. The filtering rule memorized by the filter unit 130 is represented
as the filtering rule illustrated in FIG. 3, but at this stage, "IP address Including Prefix that is not
5The ICMPV6 unit 151 pgrio_gl\iggl%&agqyires;_gjgfix j,njor#rrlat?ipﬁn stored in the pje}i}js?tgre}:gce unit 170.
When the lingé $8ying “Prefix 11055 Notified from Pouter on WAN Side"is' valid {s€e"FIG; 2), "Prefix
110" and "Prefix 11" are stored incthecprefix storagé wnit 170 as prefix information. In this 10 case,
the value of the.delete flag corre,pondnv2o "Prefix 111" is "0" and the value of the del eta. flag
corresponding to "Prefix 1.11" 15 "1." Therefore, the ICMPv unit 151 adds, to the option of an RA
packeb data indicatiVB®f HeXfendok ot tPrefik 110" Hrd data ndicativeistdistibatoncof "Prefix 111 .
The ICMPvb-E% unik 53:0uipuiseto the IPvE reuting Mni 420z the RA:packet withihe-optios added
thereto. The IPv6 routing unit 120 outputs the RA packet to the IPv6 unit 111. The RA packet is sent to
the node throtigh the’ LAR interface’umit 110 andthe LAN 11-26[00843°% “Fh& ICMPVE unit
151alsonotifies thel prefixestoradge unit, 170 that the RA packet Withethe-datalifdicativetof defetion of
"Prefix 1107 ,attd the data indicative of distribution of; "Prefix 1117 added thereto hag begn sent.
25[0055] Upon receipt of the noatification, the prefix storage unit 170 deletes information on "Prefix
110.%B..s & fesult, ‘as”showndra Ine“saging “AfterTRA-Pranaifissionin. F1G 22, onty "Prefix 111" is
stored as prefixinformation: 30/0056)  + ndfthe arival.of packets is-net.guaganteed syeh as when the
LAN 11 is the Ethermet (registered trademark), the node may, not be able to receive such a packet to
include the Option indicative of deletion: of "Prefix L0.” When the node cahnot receive the packet
including thefoptiorkindicativeof deletioniof'Prefix 1307 ' Prefbe 110" remiaifis held as the grefix.
Therefore, the:nodeoses Rrefix 110’ the use of yhich, should,be-prohibited to-gommypicate with the
HOW 101, the router 200,
15 unit 151 outputs, to the IPvE routing unit 120, the RA packet
with the option added thereto. The IPvé routing unit 120
cutputs the RA packet to the IPvé unit 111. The RA packet is
sent to the node through the LAW interface unit 110 and the LAN
11.
20 (0054}
The ICMPvE unit 151 alsenotilies the prefix storage unit

170 that the R& packet with the data indicative of deletion of
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170 deletes information on “"Prefix 110.7 ks a resuli, as shown
inag iine saying “After RA Transmission” in FiG. 2, only “FPrefix
1117 is stored as preflx informatlion.

30 [00s6]
If the arrival of packets iz not guaranteed such as when
the LAN 11 is the Ethernet {(registered trademark;, ths node may

not be able to receive such a packet to include the option
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5 and the Internet 400. [0057] When the HOW 101 is rebooted, the node may also perform
communication using the prefix the use of which should be prohibited. At the time when the HOW 101
is rebooted after the 10 HOW 101 distributeas "Prefix 110" to the node and "Prefix 111" is sent, as
theprefix from the router 200 after reboot, the router 200 and the HOW 101 recognize that the prefix is
"Prefix 111." However, "Prefix 110" is held at the node. In such a situation, the node sends, as the
prefix, "Prefix 110" that should not be 15sent. [0058] Next, the operation of the HOW 101 when
the node sends=a peefixthatshoud Net besenty willbe-gdeseribed:by taking,as ansexamplepa case
where the node recognizes that the prefix 20is "Prefix 110" and the HOW 101 recognizes that the
prefix Cr ?hgéfﬁef wefrds, thé prefix storage unit 170 f%?d%dﬂpar‘éfi% %Tl‘pér% a°corresponding
delete: flag"of=0¢ {0059] Thee HOWE10E teceives a packet Sentfromsthernode: through 25-the LAN 11.
In the HOW, 101, the: packet is passed.thrpugh the LAN inferfage unit 110, the IRvGunit 441, and the
IPv6 routing unit 120. Then, the filter unit 130 inputs the packet. The prefix of a source address set in
the packet RPPrefie 116" THetet Uit 130 remembers a filtering rule indicating that 30 "Prefix 111" is
a prefix distributed by the HOW 101, Since the prefix of the source address is different from "Prefix
111}tMsfMeHngruW#ss ited. ].Cherefore, the filter unit 130 discards the input packet. The
filter unit 130 also notihies L&%epf’t[é IX r%ggaﬁgmre%%%eﬁel 0 gg the Source ad rtggg 6t\:|rrl?r?fj1rehmpacket.
[00621 communication using the prefix the use of which should be

prohibited. At the time when the HGW 101 is rebooted after the
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he prefix from the router 200 after reboot, the router
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200 and thne HEW 101 recognize that the prefix is "Prefix 11l.

However, "Prefix 1107 is held at the nede. In sucha situation,

the node sends, as the prefixz, "Prefix 1107 that should nol ke
15 sent.

(00581

Next, the operation of the HGW 101 when the node sends
a prefix that should not be sent will be described by taking,
as an example, a case where the node recognizes that the prefix

- PETY g A SN . I o ity 0y - I . - Fa
20 ig "Prefiv 1107 and the HGW 101 recognizes that the prei:

- [N, R o I B T e e i [ S Ey JAPp N pa L Eb/ - —
res e - o~ —- — — - - - bl
i other words, The prailix storage unit 170
F7s — - — 3 i Py RSN rr
11LY ang & correspondaing delete Ilag or 0

The HGW 101 receives a packet sent from the node through

25 the LAN 11. In the HGW 101, the packet is passed through the
LAN interface unit 110, the IPvé unit 111, and the IPve routing
unitc 120. Then, the filter unit 130 inputs the packet. The
prefix of a scurce address set in the packet i1s “Prefix 110.7
The filter unit 130 remembers a filtering rule indicating that

30 “erefix 1117 ils a prefixdistributed by the HGW 101, 3ince the

Therefore, the filter unit 130 discards the input packet.

15



The prefix management unit 160 can acquire the prefix from the source address. In this exemplary
embodiment, since the prefix length is 64 bits, the prefix management unit 160 extracts data on the
first 64 bits of the source address, and recognizes the extracted data as a prefix. [0062] 10In this
example, the source address set in the packet is "Prefix 110." ,P".nce "Prefix 110" is a prefix that
should not be used, the prefix control unit 161 creates a delete flag the value of which. is "1." The
prefix management unit. 160 outputs, into the prefix st=age unit 170, "Prefix 110" and the 15 delete
flag createdrby. the: prefix cantrol unit 161 Jheprefix storage upitdi70.stores: Rrafix 4101.and the
delete f the value of which is "1." 0063% According to the above-mentioned procedure, the value 20 of
the delete fleg cotrespondifg 6 PRTX 130 "5t to™1°58 sRWwhin the line saying -Router on WAN
Side Has Changed Prefix" in FIG. 2, and "Prefix 111" and the delete faq. the value of which is "0" are
stored as prefix information, [0064], 25The IEMRV6, uait 151 perindically acquires prefix. information
stored in the prefix storage. unit 170. The ICM2v6 unit 151 creates an option from the prefix
informé&tion TRE |EMP YO URR A SACaddTthe creatéd bptish 1IREoF tRERCHMPVE Packet 3610065]

FIG. 4 is an-explanatery. dingramrshowing the fermatiof anRA: optiendndhe eptign.ithe 663 '4P06 unit
151 sets "3" in "Type," '4" Hn "Date Length, " and "64, bits" in "Prefix Len%th." Note that "L" jndicates

the same lifR-TIAG Al “A-" fnditaled® ah-ddireds Jettiriy fidg OB6BT ThE TPMPEEE irtp™ 51 also

siaPp "n" ir'dalidnizes the extracted data as a prefix.
[00B2]
10 In this example, the source address set in the packet
is “Prefix 110.7
not be used, the prefix control unit 161 creates a delete flag

w7

15 d by the

o] 6]

s D F e 1T o e e, i tTmibem flom o
) i N G R R andc tne Jde_ete Iigd The

hcoccording to the above-mentioned procedure, the value

AN Ia%id

20 Prefix 1107 is set to Ml
“Router on WAN Side Has Changed
1d the delete flag the value
ix information
[0064]

25 The ICMPvE unit 151 periodically acoulres prefix
information stored in the prefix storage unit 170. The ICMPvE
unit 151 creates an option from the prefix information. The
ICMPv6 unit 151 adds the created option to RA for the ICMPVE
packet.

30 [0065]

FIG. 4 is an explanatory diagram showing the format of

P e T e e oy = P T .07 5 o T Gy R - U AN I 2 Y
@ mes O Lo, In o bthe option, the ICMPVO unit 151 sets 3 10
e L FF NV A #F \ LS " b reoo W s "o LT s - . £
Tyoe, 4 n “Data Length,” and Y64 bitvs” in “"Prefix Length
. - — N TS e — 3 Fay - WO S —
Note that "L" indicates the same iink flag, and indicates
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and "0" in "Preferred. Lifetime." ourthe TOMPV6 unit. 151 5sets a. prefix to he deleted. ("Prefix. 110" in

this exampled in "Prefix." [0067] In general, the router device periodically sends nodes an RA
packet with valid terms set for the "Valid Lifetime" and 10 "Preferred Lifetime" of the distributed prefix
to update the valid lifetime of the prefix. [0068] In this exemplary embodiment, since the delete

flag is also stored in the prefix storage unit 170, the ICMPv6 unit 151 15 can easily determine whether
the prefix stored in the prefix storage unit 170 is usable. [0069] As mentioned above, the ICMPv6
unit 151 pe&pdggﬁy@ggwg@%grﬁ{@( irformation stored in the prefix storage unit 20 170. Based on the
acquired prefix information, the ICMPVv6 unit 151 creates and sends an RA packet to the node.
Through a cﬁ&%ﬁg operation using an RA packet periodically sent, the HGW 101 distributes or
updates (specifically;ideletesya prefix. Spetifically,-indhis:exemplary embodiment; theileMPV6 unit
151 25 creates an, option.to delete "Prefix 110 to be deleted, and an option to distribute. "Prefix 111."
Then, the Tiev6 host unit 1560 outputs, to the IPV6 routlng unit 120 an RA pacf<et with the option
created by e ICHMPVBRUAIt 15T dddetitheretd. [0070) 30The RA pdcket issrautéd by the HPv6 routing
unit 120, and sent tp the node through the IP-v6 unit 111, the LAN interface unit 110, and the LAN 11.
Based on the RA Packet received, the no(4e. recocbses that "Prefix110" is not usable and 'Pr fix 711"
should be usat?

In general, the router device periodically sends nodesg
an RA packet with valid terms s=t for the “"Valid Lifetime” and

10 “Pra
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valid liferime of the prefix.
[cosg]
In this exemplary embodiment, since the delete flag is
also stored in the prefix storage unit 170, the ICMPvE unit 1
15 can easily determine whether the prefix stored in the prefix
storage unit 170 1s usable.
[0069]
As mentioned above, the ICMPve unit 131 periodically
acguires prefix information stored in the prefix storage unit
20 170. Rasedon the acquired prefix information, the ICMPVE unit
151 creates and sends an RA packet to the node. Through a
checking operation using an RA packet periodically sent, the
HGW 101 distributes or updates (specifically, deletes) aprefix.
Specifically, in this exemplary embodiment, the ICMPVE unit 151
25 creates an option to delets
option to distribute “Prefix 121.7 Then, the IPv06 host uni
150 outputs, to the IPve roubting unit 120, an RA packet with
the option created by the ICMPvE unit 151 added thersto.
(00701
30 The RA packet is routed by the IPve routing unit 120,
and sent to the node through the IPve unit 111, the LAN interface

unit 110, and the LAN 11. Based on the RA packet received, the
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[0071] ri-er thatxcr .e uses "Prefix iii" added to the on of the received PA packet to perform a process
for tomatica generating a stateless address in order to generate an IP address, The node uses the
generated IP address to perform communication through the node 200 (see FIG. 13) and the Internet
400. [0072] Through the above-mentioned procedure, the node can 10invalidate "PrefHx, 110" held. In
other words, the node receiving an RA packet including option information capable of identifying a
prefix to be deleted (unusable prefix) deletes the prefix identified. [0073] 15As described above, in this
exemplary empodiment, the HOW 101 can use the option of the RA packet to invalidate the prefix that
should not be sent to the node. Specifically, the HGW 101 sends an PA packet for "Prefix 110" ngx to
be sent, in which -Valid Effetinie™ and “Praferred Lifetime" in'the dption 20are”set fo ™t if {0074]
Further, since the:HEGW: 10 diBeards: packets front nodes imcluckzg anyrprefixthatisawt hetified from
the router 200 (see. FIG, 13)..such a situationipwhich pagkess including,a.cammon source address
are sent from multiple odes to the router 200 can be avoided. [0075]" general, after a new
prefix fe .92 IPEERS111 18 dizRibuted 6 tHe HOYR D1 aed oh HeDREP-PD ®iREHGH: the 30router
200 can distihutethe:old rerix Rrefixgte anyeothertoutendevies. Itkthe old prefix.is used by a node
connected to the HOW 101 throughtheLANIlaftertheoldprefix is distributed to any other router device,
packets inctiiifig ACormmon source address will be sent frommultiple nodes to the

[0072]

Through the abcve-mentioned procedure, the node can

X‘ fAl £
BV

[

10 invalidate "Preiix held. In other words, the node
receiving an RA packet including option information capable of
identifving a prefix to be deleted (unusable prefix) deletes
the prefix identified.

(00731

15 As described above, 1in this exemplary embodiment, the
HGW 101 can use the option of the RA packet to invalidate the
prefix that should not be sent to the node. Specifically, the

L eV

2fix 1107 not to be sent, in

in the option

Further, since the HGW 101 discards packets from nodes
including any prefix that is not notified from the router 200
3),

(see FIG. guch & situation in which packets including a

B
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common source address are sent frommultiple nodes to the routexr
200 can be avoided.

[0075]
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o any other router device. If the old pre

oF

connected to the HGW 101 through the LAN 1
iz distributed to any other router device, packets including

a common source address will be sent from multiple nodes to the
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router 200. [0076] However, in the case of the use of the HGW 101 in this exemplary embodiment,
such a situation that the packets 5 including the common source address are sent to the route/7 200
from the multiple nodes to the router 200 can be avoided. [0077] In this exemplary embodiment,
the HGW 101 compares a source IP address included in each packet received from each 10 node with
a prefix sent from the upper router 200 to determine whether the packet received from the node is a
packet to be forwarded. When determining that the packet received from the node should not be
forwarded, the HGW-HQ1 discards the packet. This prevents any packet including a source IP address
based 15 on an unusable prefix from being sent to the Internet. [0078] Further, the HGT6 101
sends the ndde’ &n RA packet including an instruction for deletion of an unusable prefix and option
information indicative-ofdhe new prefixsnatified framithe node 2@ 200=Thewmadeireceiving.such an RA
packet can delete.the unusable.prefix and use the new prefix to make a guick transition to a state of
being comr%ﬁgr}ﬁrc%ﬁer\yvltﬁr{]}?g (r%lﬁgp 12—'00 %H((‘%(l)tﬁerscfetv‘fc[:%éts#trﬁ?o&rghaﬁe%lﬁ?erﬁgt&[tfo%] 25 Exemplary
Embodimenn2 1UdirEG Bisabioek giagrdifi SHOWIRG A S&corid BxefiplaffeiibodiieAtsf the router

device accerding to,thepreseptinventions HG. Bishows HEW 102 asan example;efdhe router device.
The configuration of a communication system including 90 the HOW 102 maybe the same as that in

the example“sholn in FIG. 13. [0080]
In this exemplary embodiment, the HGW 101 compares a

gource IP gddress included in each packet received from sach

10  node with a prefix sent from the upper router 200 to determine
whether the packet received from the node is a packet to be
forwarded. When determining that the packet received from the
node should not be forwarded, the HGW 101 discards the packet.
This prevents any packet including a scurce IP address based

1% on an unusable prefix from being sent to the Internet.
[6078]

Further, the HGW 101 sends the node an RA packet including
an instructicon for deletion of an unusable prefix and option
information indicative of the new prefix netified from the node

20 200. The node recelving such an RA packet can delete the
unusakle prefiilx and use the new prelix tomake a gquick transition
to a state of being communicable with the router 200 and other
devices through the Internet.

[607¢]

25 Exewmplary BEmbodiment 2

FIG. 5 is a block diagram showing a second exemplary
embodiment of the router device according to the present
inventiocn. FIG. 5 shows HGW 102 as an example of the router
device. The configuration of a communication system including

30  the HCGW 102 may be the same as that in the example shown in FIG.
13,

[0080]
In the HGW 101 according to the first exemplary

embodiment shown in FIG. 1, the filter unit 130 isg arranged



between the IPv6 routing unit 120 and the IPv6 unit 112. On the other hand, in this exemplary
embodiment, the filter unit 139 is arranged between the IPv6 unit 111 and the IPvG routing unit 120 as
shown, in FIG. 5. [coal] Processing performed by each block in the HOW 102 is the same as that
performed by each block in the HOW 10.1. [00821 FIG. 6 is an explanatory diagram showing an
example of 10 a filtering rule. In this exemplary embodiment, it is assumed after the node 200
(see PIG. 13g distributes "Prefix 110" to the HOW 102 based on the DHCP-PD function, the node 200
changes thgprefie to"Prefix +1k. Therefore, the IGMPV6 units151 potifiesstheprefix storage unit 170
that an RA packet, to which 15 data indicative of deletion of "Prefix 110" and data .ttive of distribution
of "Prefix 111 aré 58ded?HSs beBn'<ert. AXSHOWMIH tABHAE S4Fihg " AftE PA Tr&Rsmisson” in FIG.
2, the prefix storagesunit 1/@ storesprefix infermatienum which Prefik 116" isrdelete:d andon , "Prefix
111" is_set,,LiZO__‘L[Q_Oé?@O _\S_Assﬁ%qgsx%@p% g}he go]lowing will take a case where _thg HOW_ 102
recognizes tﬁat the preﬁx is "Prefix 111" but the nod.e recognizes that the prefix is "Prefix 110"
because it Wasbt be able to receive a packet including an option indicative of GOdeletion of"Prefix
110." [0084] Fusthercindhg dirstexermplasyembadiment; aprefix-headeg; from the 1PyE routing
unit 120 toward the IPv6 unit 112 is controlled as shown in FIG. 3, while in this exemplary 30

embodimerftt4réfix hedded FORPHEIPVEUNTELTL Bward the'IPvErottifig Uhit 120 is controlled as
shown in FIG.0&.40085] Next, the operation of the HOW 102 will be described. [0086]

FIG. 6 is an explanatory diagram showing an example of

10

o

filtering rule. In this exemplary embodiment, it is assumed
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that, after the node 200 {see FIiz., 13) distributes "Prefiyw 110

to the HGW 102 based on the DHCP-PD function, the node 200 changes
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the prefix to"Prefix 111. Therefore, the ICMPve unlit 151
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Further, in the first exemplary embodiment, a prefix
headed from the IPvé routing unit 120 toward the IPve unit 112
is controlled as shown in FIG. 3, while in this exemplary

36 embodiment, a prefix headed from the IPvée unit 111 toward the

IPvée routing unit 120 is controliled as shown in FIG. 6.
[008s]

Next, the operation of the HGW 102 will be described.

[o0ss]



In the HGW 102, a packet sent from a node through the LAN 11 is input into the filter unit 130 via the
LAN interface unit 10 and the .1.Pv6 unit 1J1. In the first exemplary embodiment, the packet is input
from the IPv6 unit 111 to the 5 IPv6 routing unit 120. On the other hand, in this exemplary embodiment
since the filter unit 130 is located upstream of (on the LAN side of) the IPv6 routing unit 120, the
filtering process is performed before the routing process. [0087] 10In this example, the prefix in the IP
address from the node is "Prefix 110." Asa result, the filtering rule is suited. Therefore, the filter unit
130 discards the pagket.zurthes, thefiltes upitbadnetifies the prefix managementynit 4168 of a source

address set in the packet. 15[0088] . The prefix management unit.160 lyzes the source
address.fix‘manacehTent o 168%]80%6%2%3“fp?gﬁ-f%%oh#@or\ﬁé?ngg ﬁP%g#\)f )I(fg“elgg "3, that
should not.belused, theprefixceontiol tinitr16l créates 2@ atfi21efe aiuesofsvtiich the same manner as
in the first exemplary embediment _The prefix management.unit 160, eutputs, into, theprefix storage

unit 170, "Prefix 110" and the délete flag created by the prefix control unit 161. The prefix storage unit
170 sfores™Préfix LA e deleted 25thEVaRIE GV EL[008YE: 1 The1EMBVE a5
periodically asguires: prefixdnformation stareddn the prefixstorage uni 170. The CMRvV6AMit 151
creates option informatign (option) _from the. g[e%ix 30 information. The ICMPV6 unit 151 .adds the
created opgi%1 0" A‘?é‘legléfvﬁﬁv 5&0%?[0%96. mugmg R P"?O’ R Hleens

process is performed before the routing process.
[0087]
10 In this example, the prefix in the IP address Irom the

node is “Prefix 110.7 Rsarx

M

sult, the filtering rule is suited.
Therefore, the filter unit 130 discards the packet. Further,
the filter unit 130 notifies the prefix management unit 160 of
a source address set in the packet.

15 [oo8sg]

The prefix management unit 160 analyzes the source
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in the first exemplary embodiment. The prefix management unit
WUy “‘ilf\lf

160 outputs, into the prefix storage unit 170, "Prefix 1107 and

the delete flag created by the prefix control unit 161. The

£

[Fouiity + = . T ] oo ‘z‘g.f\lf —_ 3 1 b, 3 T -
prefix storage unit 170 stores “Prefix 1107 anc tne delsels Tiag
H o T [P 1 2 W "
25 the value o which 13 1.

The ICMPvé unit 131 periodically acguilres prefix
information stored in the prefix storage unit 170. The ICMPVS
unit 151 creates option information {option) from the prefix

30 information. The ICMPve unit 151 adds the created option to
RA the ICMPvE packel,
[06050]
The RA packet is routed by the IPvé routing unit 120,

and sent to the node through the filter unit 130, the IPvEe unit

E3
[



1111 the LAN interface unit. 110, and the LAN 11. Based on the received. RA packet., the node
recognizes tfit "Prefix 110" is unusable and "Prefix 111" should be usea. [0091] In the first
exemplary embodiment, since the filter unit 130 is located downstreamof (on the WAN side of) the
IPv6 routing unit 120, packets input from the node are routed once. Then, the filter unit 130 performs
filtering on only packets headed toward the WAN side. On the other hand, in this exemplary 10
embodiment, since the filter unit 130 is located upstream of the IPv6 routing unit 120, the filtering

process is performed befere: thesputing PraGess: huss the fiter upk 130 car pedary-filteriag on even
packets routed within the LAN. In addition to the effects of the firstexemplaryembodiment, this 15
exemplary Effbodiffient Car Achieve not BniyFStich &y efiEctthdt forvarding of packets canbe
prohibited based:=an. thezpackets rauted within thectAN, but alse:Such an effect that an RA packet for
updating th‘?@%’@ﬁ’? can be sent. [0092] 20 Exemplary Embodiment FIG. 7 is a block diagram
showing a third exemplary embodiment of the route device according to the present invention. FIG. 7
shows®HOW 103an éxarisieféfthe Rittairdeiice eThe eoRfiglratidh ofa eofmuhicalion’system

including 25 the;HQW-103 may.edhe same a3 that inthe @ample shovrin HG..13, {0093]
Processing performed t%gagh block in the HOW 103 is the same as that performed b)égach block in

the HOW 10T 102230[ SES IATHE fifst RReMpTaf ainbdament it thé S&cond Bkémplary
embodimenththe HOW1 04 102 istsychrthat the FCNIPy6 Uit 51 inthe HRvGdaost umtlbiperiodically

acquires prefix infarmation,stored in.the prefix;storage upit. 1.70. Then, based e%eméslaa@%ired prefix

information, the ICMPV6 unit 151 creates and sends an RA packet to the node. In Gther words, the
HGW: £01, 302 TRaREs ConfRAfations ABing thesRA Backetsent petipaitafiy to BRI RE aPrefix and
update !spegitically delete) theoprefix-[0095] the filtering process is performed

before the routing process. Thus, the filter unit 130 can
perform filtering on even packets routed within the LAN. In
addition to the effects of the first exemplary embodiment, this
15  exemplary embodiment can achieve not only such an effect that
forwarding of packets can be prohibited based on the packets
routed within the LAN, but also such an effect that an RA packet
for updating the prefix can be sent.
(0092}
20 Exemplary Embodiment 3
FIG. 7 is a block diagram showing a third exemplary
embodiment of the router device according to the present
invention. FIG. 7 shows HGW 103 as an example of the router
device. The configuration of a communication system including
25  the HGW 103 may be the same as that in the example shown in FIG.
13.
[0093]
Processing performed by each klock in the HGW 103 is the
same as that performed by each block in the HGW 101, 102.
30 [cCcs4]
In the first exemplary embodiment and the second

exemplary embodiment, the HGW 101, 102 is such that the ICMPVE

information stored in the prefix storage unit 170. Then, based



In this exemplary embodiment, upon receipt of a prefix deletion notification from the node 200 (see
FIG. 13), the IPv6 host unit 150 immediately performs processing for causing the 10 node to delete the
prefix. [0096] The following will describe the operation of the HGW 103. [0097] In this exemplary
embodiment, it is assumed that, after 15 the node 200 (see 7111. 12) distributes "Prefix 110" to the
H.C1V 103 based on the DHCP-PD function, the node 200 changes the prefixto"Prefix111." Therefore,
the notifies the prefix storage unit 170 that an RA packet, to which data indicative of de of "Prefix 110"

and data indicative gf-20di:ete bath on.of rRiefix 111" areaddedyhasdeen sen: As-shown, in eh’

eforar - is e.he2e2 ena h [0098 As an example, the following will take a_case where the PAW

| €
103 recogniZ&s thaf'the arefeds BEME it Butthie Mt recognizss that Prefits beBausét was not be
able to receive a patketiinchkiding-at optian indicativeiofdetetiorrof "Prefix116.£:30[0099] The

prefix in tf1a IP address from the;nade is ‘Prefix 110.°As a result, the filterina rule-is suited. Therefore,
the filter unit 130 discards the packet. Eurther, thé filter unit 1 0"hotifies fix mana

> . otifies the prefix managément unit
160 of’a sotifce® Baldrésssset Tif the‘packet. [0100]
(00951

In this exemplary embodiment, upon receipt of a prefix
deletion notification from the node 200 (sees FIG. 13}, the IPvs
host unit 150 immediately performs processing for causing the

10 node to delete the prefix.
[co9g]
The following will describe the operation of the HGW 103.

[0097]
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15 the node 200 {sese FIG. 13) distribute FPrefix 1107 to the HGW
103 based on the DHCP-PD function, the node 200 changes the

prefix to "Frefix 111." Therefore, the ICMPveunit 151 notifies
-

o
{
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refix storage unit 170 that an RA packet, to which data
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indicative of deletion of “Prefix 110

20

25
recognizes that the prefix is “Prefix 1107 because 1L was not
be able to recelve a packet including an opticon indicative of
deletion of “Prefix 110.7

30 [0099]




The prefix management unit. 160 analyzes the source address. The prefix management unit 160
recognizes "Prefix 5 110" from the source address. When "Prefix 110" is recognized from the source
address, the prefix control unit 161 creates a filtering rule. The prefix management unit 160 outputs the
created filtering rule to the filter unit 130. The filter unit 130 memorizes the filtering rule. 10[0101] FIG.
8 is an explanatory diagram showing an example of a filtering rule in this exemplary embodiment. In
this exemplary embodiment, as shown in FIG. 8, the prefix management unit 160 creates a filtering
rule with a e fardbe prefix A5(rRrefixE10: in this example) included in the packet discarded by the
filter unit 130 added thereto (see the second line in FIG. 8). [0102] After that, the filter unit 130
performs filtb%n%ogo according to the filtering rule. When a packet that meets the rule set in the second
line of FIG. 8 is receiied, thefilter umtE3Gdiscardsthe patket The fiter uniid 3@mnotifies the prefix

managementoit 160 that the packet has heen disqarded. 0103] 2500t prefix mapagement uni

160, the prefix control unit 161 creates a delete flag the value of which is "1." The prefix management
unit 160 outplts, inté'the prefig storage UhTEEFD, "Prefix:110” ahd the deleteflag ersdtéd by the prefix
control unit 63w The-prefix storageunitsly/0 stores1Rrefix 3014101-and.the detete flagdhe value of
which is "1." I% v\iq_rgs,;as shg\ﬁlg in tQ%Iine sa?/é,}r%g "Router on WAN Side Ié|as Changed Prefix" in FIG.
2, the prefix storage unit a. 70 sats thtvalde o detétefidy %rr%%ffi&ndin% BPrEE110%t0 "1,
stores "Prefixd4dteantithealelete flag the vatle of Whiehrisi[01043 0. Thehéi, wkenwmotified that the

packet has pegn discarded, the,prefix g@é@gﬁg}%ygﬁ 160 outputs a delete command to the
1[CMPV6 unit 151. [0105]
i0 [cro1]
FIG. & is an explanatory diagram showing an example of
a filtering rule in this exemplary embodiment. In this
exemplary embodiment, as shown in FIG. 8, the prefix management
unit 160 creates a filtering rule with a rvule for the prefix
15 ("FPrefix 1107 in this example) included in the packet discarded
by the filter unit 130 added thereto (see the second line in
FIGE. 8.
[0102]
After that, the filter unit 130 performs filtering

20 according to the filtering rule. When a packet that meets the
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rule set in the second line of FIG. 8 is received, the

discards the packet. The filter unit 130 notifies the
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anagement unit 160 that the packet has been discarded.

25 In the prefix management unit 160, the prefix control
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170G, “Prefix 1107 and the delete flag cresate

i1t 161. The prefix storage unit 170 stores “Prefix
30 118" and the delete flzg the valus of which 1s 1.7 1In other
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When the delete command is input, the ICMPV6 unit 151 immediately acquires prefix information
stored in the prefix storage unit 170. The ICMPv6 unit 151 creates option information (option) from the
prefix information_ Specifically, the ICMPV6 unit 151 sets, in the option of RA, the prefix ( "Prefix 110"
in this example) corresponding to the delete flag tne value of which is "1" in the prefix information. The
ICMPV6 unit 151 adds the created option to RA for the ICMPV6 15packet. [0106] The RA packet
is routed by the IPv6 routing unit 120, and sent to the node through the IPv6 unit 111, the LAN
interface uni;;120, and the LAN 11. Based on the received RA packet, the 20 node recognizes that
"Prefix 110" is_.unusable. [0107] In this exemplary embodiment, when the prefix management unit
60 outputs fHetféitte command, the ICMPV6 unit 151 immediately checks on prefix information stored
in the prefix 25 stormageturit-1 2¢ Fhus; anfurusalle prefix issirarsniitteddfastecthandheiease where
the ICMPve.yait Lo periadically. hacks o prefinfarmalian storedo dhe prsfisiarage it 170. In
addition to the effects of the first exemplary embodimernit, this exemp?ary embodiment can achieve
such ah 30-€fteet that®ié néde can set itself promptly not to use an unusable prefix. [0108] Note that e
HGW 103 showrsin FIG. 7 is based on the HGW HOW 102 in which the filter unit 130 is arranged
between the IPv6 u%qand IPv6 r multinﬁmunit 120 as sbgwn in FIG. g L9108§h§.“”hef’ jrlth%aHOW 101;
102; 103; the functidi ’§ 6f biotkE B Gthier tHARTRE T AN intBHECe unit110-And the- WAN interface unit
180 can beimptementetibyra@R U andea afermonytbcpenforiceorttalaedorniding te gpregram. [0110]

storage unit 170. The ICMPvE unit 151 creates option
10 information (option) from the prefix information.

Specifically, the ICMPve unilt 151 sets, in the option of RA,
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The ICMPvE unit 151 adds the created option to RA for the ICMPVE
15 packet.
[0106]

The RA packet is routed by the IPVE routing unit 120,
and sent to the node through the IPveEe unit 111, the LAN interface
unit 110, and the LAN 11. Based on the received RA packet, the
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In this exemplary embodiment, when the prefix management
unit 160 outputs the delete command, the ICMPvé unit 151
immediately checks on prefix information stored in the prefix
25  storage unit 170. Thus, an unusable prefix is transmitted
faster than the case where the ICMPv6 unit 151 pericdically
checks on prefix information stored in the prefix storage unit
170. In addition to the effects of the first exemplary
embodiment, this exemplary embodiment can achieve such an
30 effect that the node can set itself promptly not tce use an
unusable prefix.
fo1o8]
Note that the HGW 103 shown in FIG. 7 is based on the HGW

101 shown in FIG. 1, but the HGW 103 may also be based on the

o]
(93]



In each of the aforementioned exemplary embodiments, HOW 10 is taken as an example of the router
device , but the router device to which the present invention is applicable is not limited to HOW, [0111]
FIG. 9 is a block diagram showing a major part of a router 15 device according to the present
invention. As shown in FIG. 9, a router device 1 includes a prefix management unit 5 (as an example,
the prefix management unit 160 shown in FIG. 1, FIG. 5, and FIG. 7, respectively) for creating a
filtering rule includinganindicationof thepassageorblockof a packet from 20 anode 3 based on a prefix

distributed frem a prefixdistributing-device 24as an:example; thesrouiel209 showr inFIG,:13) and a
prefix in a source IP address received from the node 3 (as an example, the node 300 shown in FIG.

13), and a filtef Unite (as'ar ek&Mple, te Filtd“iliP 136 shown in BrGSL¥EG. 52 28 %hd FIG. 7,

respectively)fof passing or blocking the packet from the node according to the filtering rule created by

the prefx managemenLusiL . BR121e nen 111 e36h of e afpremeptioned exemplary,

embodiments, the 30 following router devices are also disclosed: [0113] 1) The router device in
which, wheR @Xfecéiled parket meets fiefidie ation of Blocking tHe JHeRetif e filtsTing! idle, the filter

unit 6 discards the pasket apdaiatifies thepretemanagementupit 5 of the-seurge-lb-address of the
discarded packet, and the prefix management unit 5 determines that a prefix included in the notified

source IP addressis's ptf‘ fix ulidsabié and to be deleted. [0114] (2) The router device as shown
in FIG. 10, whichtfurther includes a prefix storage unit 7 (as an example, the prefix storage unit 170

shown in FIG. 1, FIG.:5 and EI. Zcrespactively for. storingaprefictogather with discripipative 10
data (as an example, delete indicative data) used to determine 'whether the prefix is usable. [0115]
10 1s taken as an example of the router device, but the router device
to which the present invention is applicable is not limited to
HGW.
o111}
FIG. 5 is a block diagram showing a major part of a router
15 device according to the present invention. As shown in FIG.
8, a router device 1 includes a prefix management unit 5 (as
an example, the prefix management unit 160 shown in FIG. 1, FIG.
5, and FIG. 7, respectively) for creating a filtering rule
including an indication of the passage or block of a packet from
20 anode 3 basedonaprefixdistributed fromaprefix distributing
device 2 {(as an example, the roufer 200 shown in FIG. 137 and
a prefix in a source IP addregs recelived from the node 3 (as
an example, the node 3200 shown in FIG. 13}, and a filter unit
6 (as an example, the filtery unit 130 shown in FIG. 1, FIG. &,
25  and FIG. 7, respectively} for passing oy blocking the packet

from the node according to the filtering rule created by the

44
it

ix management unit 5.
12]

In each of the afcrementioned exemplary embodiments, the

DY

(o

!.....A

30 fellowing router devices are also disclosed:
[0113]

{1} The router device in which, when a received packst
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ndication of blocking the packet in the filtering

rule, the filter unit 6 discards the packet and notifies the



(3) The router device as shown in FIG. 11, which further includes an RA sending unit 8 for periodically
checking on the 15 contents stored in the prefix storage unit 7, creating option information on an RA
packet capable of identifying whether a prefix is usable or unusable based on the prefix and the
discriminative data stored in the prefix storage unit 7, and sending a node an RA packet including the
created option 20information. [0116] (4) The router device in which when the filter unit 6 discards
the packet, the RA sending unit 8 immediately sends the node 3 an RA packet including option

informationgapable #a of identifying: that the preficincluded dr thecsauree 4B addressief the packet is
unusable. [Oll?]ae_w . (52 The router device in which when aéjrefix is distributed from the prefix
distributing te¥ice 2 FReBrefix 30 Mahagemért unit’s Latsdstiihinative data Corfesponding to the
prefix to a-valee indicatiig thatthé piefix isusalslenand When anewprefix isdistrlsuted $ram the prefix

distributing device 2, the prefix management ugit 5.chances the discriminative data corresponding to

the already distributed prefix to a value indicating that the prefix is unusable. FIG, 12 is a
flowchart sHéwitfey th.e operation of a router device according to the present invention, 1,e,, a flowchart

5 showing processing:in a-pasketcentral aethed:-according te the presentinvention. Asrshewn in FIG.
12, the router device is charac%erized tgg/ including a process (%tjep Slzgfor creat'%g a filtegi%g rule
i1 s

including an dication &f tﬂﬁep Js%aﬁg Bibck ot ﬁpa?ckfe??ro aTiod %]a%edtd a%]fee?ix tributed
from a 10 prefixdistributing deVicesaadva prefi¥ inca sourceélP .address:redeiied ffom a node, and a

process (S@Qg%?éé%%sﬂﬂg%P@EE@Q@%B@EM@(?J&Q&%%W@9&8%@,%%{%%%@“‘9””9 rule.
[0119] 15In each of the aforementioned exemplary embodiments, the following packet control methods
are aisd dimd:a[glatg]example, delete indicative data) used Lo determine

whether the prefix is usable.

[0115]

{3} The router device as shown in FIG., 11, which furtherxr

inciudes an RA gending unit 8§ for periodically checking on the
15 contents stored in the prefix storage unit 7, creating option
information on an RA packet capable of identifyving whether a
prefix 1s usabkle or unusable based on the prefix and the
discriminative data stored in the prefix storage unit 7, and
sending a node an RA packet including the created option
20 information.
[0116]

(4} The router device in which when the filter unit 6
discards the packet, the RA sending unit 8 immediately sends
the node 3 an RA packet including option information capable

25 of identifying that the prefix included in the source IP address
of the packet is unusable.
[0117]
(2} The router device in which when a prefix is
digtributed from the prefix distributing device 2, the prefix
30 management unit 5 sets discriminative data corresponding to the
prefix to a value indicating that the prefix is usable, and when
a new prefix 1s distributed from the prefix distributing device
2, the prefix management unit 5 changes the discriminative data

corresponding to the already distributed prefix to a value

27



(6) The packet control method in which the process to pass or block a packet includes a process to
discard a packet 20 when the received packet meets the indication of blocking the packet in the
filtering rule and determine that a prefix included in the source IP address of the discarded packet is
unusable and to be deleted. [0121] 25(7) The packet control method further including a process to
store, in a prefix storage unit, a prefix together with discriminative data used to determine whether the
prefix is usable. [0122] 30(8) The packet control method further including a process to periodically

check on theg-eontents.stored.in the prefix.storage.unit, create option information on an RA packet
capable of identifying whether a prefix is usable or un:opable based on the prefix and the

discriminativé‘dsfa stored in the prefix storage unit, and send a node an RA packet including the
created option information: {0123} (9) Fhepacket conttel-method furtherineluding a-5-precess in
which whe%g #aégegﬁec‘?g{@gnf&omothg node is di§garggg;ban RA packet inclgdipgﬁg}%ijggqjmformation

. Tt

capable of identifying that the b_l’ef?x inc Uded in the solirce 1P address of tHe packet is Unusable is
immediatel§ senit ferthie fede {0 TF4] TORLORTHE packet eontrokrhbaibd fupthied imdudimgaprocess in

which when, adrefix is; distributeg from the prefix distributing; deviee,diseriminatiye.data cowesponding
to the prefix js set to a value indicatinq that the prefix is usable, and whenga new prefix is distributed
from the prefik 18 TSADGTY BéviceS e dRermiRafEdSa Eorrdsponding To tHe aire A% istributed
prefix is cha@nged tolayatud indicatingithat the prefix tsaunusable. [0125%]assage or block

of a packet from a node based on a prefix distributed from a

10  prefix distributing device and a prefix in a source IP address
received from a necde, and a process (step S2) for passing or
blocking a packet from the node according to the created
filtering rule.

[0119]

15 In each of the aforementioned exemplary embodiments, the

following packet control methods are also disclosed:
[0120]

{6} The packet contrcol method in which the process to
prass or block a packet includes a process to discard a packet

20  when the received packet meets the indicaticn of blocking the
packet in the filtering rule and determine that a prefix
included in the source IP address of the discarded packet is
unusable and to be deleted.
fo121]

25 {7} The packet control method further including a
process to store, in a prefix storage unit, a prefix together
with discriminative data used to determine whether the prefix
is usabkle.

[or2z]

30 {8) The packet controcl method further including a

process Lo pericdically check on the contents stored in the

prefix storage unit, create option information con an B4 packet
based on the prefix and the discriminative data stored in the

28



As described above, although the present invention is 20 described with reference to the exemplary
embodiments and examples, the present invention is not limited to the aforementioned exemplary
embodiments and examples. Various changes that can be understood by those skilled in the art within
the scope of the present invention can be made to the 25 configurations and details of the present
invention. [0126] This application claims priority based on Japanese PatentApplicationNo.
2011-38873, filed on February 24, 2011, the entire disclosure of which is incorporated herein by 30

reference. ndustrial Applicahility (0127 Fhe present inventionrsap he.suitably: employed in.a normal
IPVv6 Internet access service environment in which a prefix is distributed from an upper router to a
router device Sl e Pttt device Tédigtibaies the prefix to a lower node device Reference Signs List
[0128] IROUTERIDEVICE 2PREFIX DISTRIBUTING DEVICE 103NODE 5PREFIX MANAGEMENT

UNIT 6FILTER UNIT 7PREEIX STORAGE DEVIGE 8RASENDINGUNIT, 1 s

5 process in which when a packet recelved from the node is
discarded, an RA packet including option information capable
of identifying that the prefix included in the source IP address
of the packet is unusable 1s immediately sent to the node.
[0124]

10 (10} The packet control method further including a
process in which when a prefix is distributed from the prefix
distributing device, discriminative data corresponding to the
prefix is set to a value indicating that the prefix is usable,
and when a new prefix is distributed from the prefix

15 distributing device, the discriminative data corxresgponding to
the already distributed prefix is changed tc a value indicating
cthat the prefix is unusable.

[0125]
As degcribed above, although the present invention is

20 described with reference to the exemplary embodiments and
examples, the present invention is not limited to the
aforementioned exemplary embodimesnts and examples. Various
changes that can be understood by those skilled in the art within
the scope of the present invention can be made to the

25  configurations and details of the present invention.

[0126]

Thig application claims priority based on Japanese
Patent Rkpplication No. 2011-38873, filed on February 24, 2011,
the entire disclosure of which is incorporated herein by

36 reference.
Industrial Applicabilitcy
01271

The present invention can be suitably emploved in a
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1511LAN 21WAN 101,102,103 HGW 110 LAN INTERFACE UNIT 171,112IPv6 UNIT 201201Pv6
ROUTING UNIT 130 FILTER UNIT 140DHCPv6 CLIENT UNIT 150I1Pv6 HOST UNIT 151ICMPVv6
UNIT 25160PREFIX MANAGEMENT UNIT 161 PREFIX CONTROL UNIT 170 PREFIX STORAGE
UNIT 180 WAN INTERFACE UNIT [Claim 1] A router device for redistributing,to a node, a. prefix
distributed from a prefix distributing device to route a packet 5 based on an IPv6 address, the router
device comprising: a prefix management unit for creating a filtering rule including an indication of

passage orhleglof a pagket:fram the node based on the prefix distibited from theprafix distributing

device and a preflx in a source |Paddress received 10 from the node; and
prefix 1s distributed Irom an upper router to a router device

and the router device redistributes the prefix to a lower node

device.
5
Reference Signs List
[o1zs]
i3 ROUTER DEVICE
2 PREFIX DISTRIBUTING DEVICE
i0 3 NODE
5 PREFIX MANAGEMENT UNIT
5 FILTER UNIT
7 PREFIX STORAGE DEVICE
g RA SENDING UNIT
15 11 LAN
21 WAN
101,102,203 HGW
116 LEN INTERFACE UNIT
111,112 IbPve UNIT
20 12¢ IPve ROUTING UNIT
130 FILTER UNIT
l4¢@ DHCPv6E CLIENT UNIT
150 IPve HOST UNIT
153 ICMPve UNIT
25 180 PREFIX MANAGEMENT UNIT
1lel PREFIX CONTROL UNIT
170 PREFIX STORAGE UNIT
180 WAN INTERFACE UNIT
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a filter unit for passing or blocking the packet from the node according to the filtering rule created by
the prefix management unit. 15[Claim 21 The router device according to claim 1, wherein when a
received packet meets the indication of blocking the packet in the filtering rule, the filter unit discards
the packet and notifies the prefix management unit of the source 20 IP address of the discarded
packet, and the prefix management unit determines that a prefix included in the notified source IP
address is a prefix unusable and to be deleted. 25[Claim 31 The router device according to claim
1 or 2, further comprising a prefix storage unit fef; gtextag a prefix together with discriminative data
used to determine whether the prefix is usable. 30 [Claim 41 The router device according to claim
3, further c bﬁ%i‘ﬁglajn RA sending unit for periodically checking on contents stored in the prefix
storage unit, creatirig optior rinfermationtan an=RA packet.capable of identifying whether aprefix is
usable or ugusable 1. refix and the discriminative data stored in the prefix storage unit,
and sending%éﬁ%lgegﬁar? %%%Sa%bfeéfjiﬁglﬁgfn% %%5 é'rle%i’é‘d'8é§oﬁegfi%?oerrﬁatibﬁfi?cﬁa?n? g]é{e% The router
device accorditRftoelaini 4 I RHereif Wiehthe Titer URit Biseafds/ thespacken the RAYsending unit

immediately 10 sends fhe-rade aa.RA Hasket insluding optiea information capablerof identifying that
the prefix included.in the source IP address of the packet is unusable.
including an indication of passage or block cf a packet from
the node based on the prefix distributed from the prefix
distributing device and a prefix in a source IP address received
10 from the node; and
a filter unit for passing or blocking the packet from
the node according to the filtering rule created by the prefix

management unit.

15 iClaim 2]
The router device according to c¢laim 1, wherein
when a received packet meets the indication of blocking
the packet in the filtering rule, the filter unit discards the
packet and notifies the prefix management unit of the source
20 IP address cf the discarded packet, and
the prefix management unit determines that a prefiw
included in the notified source IP address is a prefix unusable

and to be deleted.

25 [Claim 3]

The router device according to claim 1 or 2, further
comprising a prefix storage unit for storing a prefix together
with discriminative data used to determine whether the prefix
is usable.

30
[Claim 4]

The router device according to claim 3, further

comprising an RA sending unit for periodically checking on

contents stored in the prefix storage unit, creating optiocn
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[Claim 6] 15The router device according to any one of claims 3 to 5, wherein when a prefix is
distributed from the prefix distributing device, the prefix management unit sets discriminative data
corresponding to the prefix to a value indicating that the prefix is usable, and when a new prefix is 20
distributed from the prefix distributing device, the prefix management unit changes the discriminative
data corresponding to the already distributed prefix to a value indicating that the prefix is unusable.
25[Claim 7] A packet control method based on prefix management performed by a router device

for redistributing.te=a hede ~a psefixdistited froapaprefiv distikutingrdevice imeoute a packet

based on an Iggg }gddgegf the_L ga%lg:et cgntrolb gt%od 3%based on prefi managgment comprising:
creating a fit ering Fule in’cl%éa}lang ar indication o ““’pas%gge o?%lo%rﬁeof%rﬁaac]k%t o friehode based on

the prefix distrituted frons the: prifixadistributing deviceandaprefixsn arsoprcetP. address received
from the nc@@ﬁgggqp%s%%gr&th@pqggkgg%@gln%%c%@ngggglgeegre&g%qgl}gring rule.

[Claim 8] = The packet control method based on prefix management according to claim 7, wherein
when & received pitketfeets the indication of blocking the packet in the filtering rule, the packet is
discarded and a prefix included in the source IP address of the discarded packet is determined to be a
prefix 10 u ;a?:l_% and to be deleted. [Claim 9] A packet control program based on prefix
management, Which is installed in a router device for redistributing, to 15 a node, a prefix distributed
from a prefix distribUfirg devicetodoutecs packet Basad oh analiPvé address ithevpacketicontrol

program based-qn-prafix management caysing a,computer in 1hey roper device fo. pedform:.,
10  sends the node an RA packet including option information capable
of identifying that the prefix included in the source IP address

of the packet is unusable.

(Claim &]

15 The router device according to any one of claims 3 to
5, wherein when a prefix is distributed from the prefix
distributing device, the prefix management unit sets
discriminative data corresponding to the prefix to a value
indicating that the prefix is usable, and when a new prefix is

20 distributed from the prefix distributing device, the prefix
management unit changes the discriminative data corresponding
to the already distributed prefix to a value indicating that

the prefix i1z unusable.

25 [Claim 7]

A packet control method based on prefix management
performed by a router device for redistributing, to a node, a
prefix distributed from a prefix distributing device to route
a packet based on an IPv6 address, the packet control method

30  based on prefix management comprising:
creating a filtering rule incliuding an indicaticn of

passage or block o a packet from the node based on the prefix

o

lstributed from the prefix distributing device and a prefix

in a source IP address received from the node; and
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a process to create a filtering rule including an 20 indication of passage or block of a packet from the
node based on the prefix distributed from the prefix distributing device and a prefix in a source IP
address received from the node; and a process to pass or block the packet from the node
according to the created filtering rule. 25 [Claim 10] The packet control program based on prefix
management according to claim 9, further causing the computer to perform a process to discard the
packet when a received packet 30 meets the indication of blocking the packet in the filtering rule, and
determine that a prefixdrcluded in the-seuree IP-rddress of the-discarded: paekelds afretiyunusable

and to be deletegl. . oo .
o the created filtering rule.

[Claim &]

(&3

The packet control method based on prefix management
according to claim 7, wherein when a received packet meets the
indication of blocking the packet in the filtering rule, the
packet is discarded and a prefix included in the source IP
address of the discarded packet is determined to be a prefix

10 unugable and to be deleted.

{Claim 9]
A packet control program based on prefix management,
which is installed in a router device for redistributing, to
1% a node, a prefix distributed from a prefix distributing device
to route a packetr based on an IPve address, the packet control
program based on prefix management causing a computer in the
router device Lo periorm:
a process to create a filtering rule including an
20 indication of passage or block of a packet from the node based
on the prefix distributed from the prefix distributing device
and a prefix in a source 1P address recelved from the node; and
& process to pass oY block the packet from the node

according toe the created filtering rule.

[Claim 10]
The packet control program based on preflix management
according to claim &, further causing the computer to perform
a process to discard the packet when a received packet
30 meets the indication of blocking the packet in the filtering
rule, and determine that a prefix included in the source IP
address of the discarded packet 1s a prefix unusable and to be

deleted.



