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throughout the world, provides online service subscribers with an almost limitless supply of

information. Some of this information is public, and some is private. As used herein, public

20  information refers to data, applications, and other such information which is equally
accessible by all or substantially all users of a public network. Private information refers to
information which is accessible by less than substantially all users, namely by one or more
authorized parties, and usually requires a user to verify his or her identity in some way (e.g.,
by supplying a user name and password). Public information includes, for example, the

25  weather in Tokyo as offered by a weather information website, the price of airfares from
New York to London as provided by a travel related site, and other such information.
Private information includes, for example, bank account records, 401k account information,
and credit card balance information. Such information is typically accessible via an
appropriate financial institution, bank and/or credit card website.

30 Information on the Internet can also be classified as either internal or external.
Internal information includes that information which is provided by a company, through a
website (or other network protocol), that is proprietary to that company. External

information is information that is accessible from websites other than the website of the
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on psychogr aphi c .or behavioral .profiles of the end users, and.are herein
psy n ger gr%er form. %Eus, private ngtrorma‘uon from the compan;lf4 s c{ata stores is not made

automatically available to the user.
Furthermore, with the proliferation of Internet use, systems have been described
which track and process user preferences so that Internet service providers (ISPs) can
25  customize user experiences or target marketing efforts to users with specified preferences.
An example of target marketing is disclosed in U.S. Patent No. 6,157,946, the target
marketing contents of which are hereby incorporated by reference. Additionally, U.S. Patent
Nos. 5,848,396 and 5,991,735 owned by Freedom of Information, Inc. and Be Free, Inc.,
respectively, generally disclose a computer network for providing targeting of appropriate
30 audiences based on psychographic or behavioral profiles of the end users, and are herein
incorporated by reference. To track user preferences, some prior art systems create user
profiles based on direct input by the user or on an automatic analysis of the websites

accessed by the user. Known systems, however, do not typically automatically track both
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both. In other embodiments, the system allows internal content providers to create user
profiles responsive to proprietary user information from their own databases and
automatically-generated information regarding user preferences of information accessed
from the a network. Internal content providers can then use these profiles to personalize, for
25 example, the experiences of the customers who use their website, and/or to specifically

target marketing materials to its customers.

BRIEF DESCRIPTION OF THE FIGURES
Additional aspects of the present invention will become evident upon reviewing the
30  non-limiting embodiments described in the specification and the claims taken in conjunction
with the accompanying figures, wherein like numerals designate like elements, and:
FIG. 1 is a conceptual block diagram providing an exemplary overview of the system

according to one embodiment of the present invention;
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20  the elements described in these embodiments without departing from the spirit and scope of
the invention. For example, changes may be made in the design and arrangement of the
elements described in the preferred embodiments without departing from the scope of the
invention as set forth in the appended claims.
The system may include a host server or other computing systems including a
25  processor for processing digital data, a memory coupled to said processor for storing digital
data, an application program stored in said memory and accessible by said processor for
directing processing of digital data by said processor, a display coupled to the processor and
memory for displaying information derived from digital data processed by said processor
and a plurality of databases, said databases including client data, merchant data, financial
30 institution data and/or like data that could be used in association with the present invention.
As those skilled in the art will appreciate, user computer will typically include an operating
system (e.g., Windows NT, 95/98/2000, Linux, Solaris, etc.) as well as various conventional

support software and drivers typically associated with computers. Alternatively, user system
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i nvention may enploy various In clrcul onen
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or  mor e EriBE Seesad Bt Sust HEek sty o e i Ry THEHREF & T CVRHGSHPR v o
el eyt soffark NOnRyoReRB conA¥RRY 118 npé?ﬁ%mbﬁle' SPRLRIE nﬁlﬁ&lons. For example, the
present invention may employ various integrated circuit components, e.g., memory elements,
processing elements, logic elements, look-up tables, and the like, which may carry out a
variety of functions under the control of one or more microprocessors or other control
devices. Similarly, the software elements of the present invention may be implemented
25  with any programming or scripting language such as C, C++, Java, COBOL, PERL, with the
various algorithms being implemented with any combination of data structures, objects,
processes, routines or other programming elements. Further, it should be noted that the
present invention may employ any number of conventional techniques for data transmission,
signaling, data processing, network control, and the like.
30 It will be appreciated that many applications of the present invention could be
formulated. One skilled in the art will appreciate that the network may include any system
for exchanging data or transacting business, such as the Internet, an intranet, an extranet,

WAN, LAN, VPN (virtual private network), satellite communications, and/or the like. It is
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software utilized in connection with the Internet may not be discussed herein. For further
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information regarding such details, see, for example, DILIP NAIK, INTERNET STANDARDS AND

PROTOCOLS (1998); JAVA 2 COMPLETE, various authors, (Sybex 1999); DEBORAH RAY AND

ERIC RAY, MASTERING HTML 4.0 (1997). LOSHIN, TCP/IP CLEARLY EXPLAINED (1997). All
25  of these texts are hereby incorporated by reference.

The systems may be suitably coupled to network via data links. A variety of
conventional communications media and protocols may be used for data links. Such as, for
example, a connection to an Internet Service Provider (ISP) over the local loop as is
typically used in connection with standard modem communication, cable modem, Dish

30  networks, ISDN, VPN, Digital Subscriber Line (DSL), or various wireless communication
methods. Merchant system might also reside within a local area network (LAN) which

interfaces to network via a leased line (T1, D3, etc.). Such communication methods are well
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variety of conventional comrunications nedia and protocols may be used for

data | i RREERSDIE DATACOMMENISREIONS (Eoderdbyrineasperatediyarfesncser vi ce

Provider (1SR) over.the |local .l.oop as is _typi.cally ed In nn jon with
Ct andar d oot canfpial 5k, Hietslh plodRiRE sy BT Bt SRARREbIBY,
Di gi tal syuescl aeRFdaat & ith[dple)embvdiniétiof e pededl BSBE@MYE isE@H, QRe sy¥RIMOdS .

Merchant system m ght also reside within a | ocal area_ network (LAN) which
i nt e? f addls beop#HEQRSAK Ay jaa fauritien s ciure einglpfing Py bagkeng  sysisans te i @4t ion

met hods / / [ , are
cover ed *Polfeah perug o0 B st riie) 208, 8 8 ent R D e WEpRRD w0
UNDERST ARDI (CsuAblA cotliisbd, CoxTdxahpld, HAS 6) moteeexediyali coatenp prafidess bio, oaé er ence.
Figure 1 is_ a conceptual hl ock diagyam providi n%%%qe(gver vi ew of an

exenpl afPre égmahiqntent dESHdeRde0nittha BHSeBRHOLT i fo thfecqpiead gpviders
i nventi qfg, ﬁn@acﬁ Eeg%al gtagtaegg §$eo§«gaer5u%%db&cﬂ%%fnt§1 Q&?cgntﬁgﬁo?ridfepﬂﬁo tslufedbl

structure, inc systens tier 102, an application server

ti et0 104gclalenefor srample, bhepr e datackteragd dewitestdopfiglied. toTHere lpmbkendd/sy st ens
tier 102 suitably conprises,, for exanple, one or nore external content

pr ovi delpgv%%naigﬂﬁaéw&ras 2ppi@ble ¢ er nal content providers 120, and a processor

118 coupl ed tMetdaR %6MEEALVIBEON ABE Backddd syﬁaﬁ@nﬁ?«t&rmﬂ type o ata R6@yé der
116 and each internal content provider 120 suitably 107i ncl udes, for

exanpl e devae sichmsr elational, drieraechicali eotijestorieand. grd/ed thep like.or €opuioni dataind/ or

i vat f ' i . Th t i f kend
PR e T S R A RV
hi ersr cipigad, ,NVpj @gtoﬂ)thieedﬁtﬂﬁ_se posthers dvadable Keom @ravieNCeofatios ! ed@Bod
products that nay be used to inplenent the databases include DB2 by | BM
(Wi te BbomsafAs MigrysofigAgcess by Hicgesofinae@orsiion (Redmandi Washiestenlo #F @f¥cl e

Co ' h . . .
Cor por ari 1R B Dtas May f 6EAROCS 1 667 Jiudtic MARE Rdvdingas 1o
may be degaablzedr lookamyabdesi Askddativarnsfatertainndakaithan deaconptishetl ahdoagh any

| ookup tabl es. Association of certain data may be acconpljshed .t hrough any
dat a as$8@i2atqeEHoR &HRIYEEIRYBRAC AFFHERAAR ah Por paanie.the pSPoiRinmBie, the

assofi abk QRcIMlished either manually or automatically, Automatic association techniques may
include, for example, a database search, a database merge, GREP, AGREP, SQL, and/or the
like. The association step may be accomplished by a database merge function, for example,
using a “key field” in each of the manufacturer and retailer data tables. A “key field”
partitions the database according to the high-level class of objects defined by the key field.
25  For example, a certain class may be designated as a key field in both the first data table and
the second data table, and the two data tables may then be merged on the basis of the class
data in the key field. In this embodiment, the data corresponding to the key field in each of
the merged data tables is preferably the same. However, data tables having similar, though

not identical, data in the key fields may also be merged by using AGREP, for example.
30 Application server 110 is any hardware and/or software suitably configured to
process messages from and to web server tier 106 and back-end systems tier 102. More
particularly, in an exemplary embodiment, application server tier 104 suitably includes an

application server 110 coupled to a personal preferences data store 122 and a personal profile



20 be acconplished either manually or automatically. Automatic association
techni ques may include, for exanple, a database search, a database nerge,
GREP, AGMAP02/@3R3 and/or the |ike. The association step PE)USE&/20663
acconpl i shed by a database nerge function, for exanple, using a "key
field" idatacstah 164 (&.he anighifvaiphti dizectam ciceass @iétecoldhtaas@biré‘iDAA’”) kdy the el d"

tit th b di to the hi | f t
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the two data tabl’es nmay then rged on the basis of the class data in
t he key cbntemmrowden moslsauﬂ@mrmnne;cwdm applicativorseespdi@i Mersopalt lbrefek@pecﬁ el d

h of d dat
L abl Ss. HAGI e SR DR BT e SRS L £ B S Ul EHERDYP PHEIA Ty
al so beséfeélgg@ by using AGREP, for exanple. 30 Application server 110 is

any hardware and/or software suitably conflgured to process nessages from
and to web s®&efesting pew ta B@sahand3cin &aerplayy dispiey 208r produecedyrtbe system of

particularly n od| i
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PCT/ US01/ 20663 data store 124 a |ightwei ght direct y access
pr ot ®corm@adigisas el tt@rpremixmenﬂ% mmratqq qi%% 2PAmey errBRrdsendakd frogpene or
ext er nal, coRtenk; cgfn?éﬂt ﬁgw&ér@ 106 QM e RAG l%‘?l@%rsﬂérteeéﬁerhéle&fteé@ %rdv?jders
sui tably connecte e application server via processor and each

i nternalll6 C(Aﬂteamw@ypmtmated 218tai Z04smayt ddrive andy freat ede bnmpqnlnt&mztlloontem‘er ver

110. Personal fer.ences, dat 0 122 and perso rofile data store
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(e.g., a web page displayed on a conputer nonitor), includes integrated
dat &5 204atar dim ong samibmdements extegrhted olatac2i4 ipriteragtivedy 2Ougmatiselle npddted gnt ent

Pt ear aceraies gt e ierPaS romnass gt Mgl S8R AL MR Ebf e n

provi dekgerhgdOoradkebraat Rnfeh® ProitRrO 12078y Bl 68 Xitiabidde @pmhﬁgl frefefsQyiflBing datal 6.
Alternatively, integrated data 204 nay derive only fromone or nore

i nt er nafffosodate sﬂoresmywu@é rszstm-ol 26wpuch aﬁthentUégfr wstedn 4260 seqreds f ceditaayd
gxt er nalbﬁlC %P;[ gﬂ%taﬁlaa gggt%n refe t@ltq geiqa gﬂ{p ?ﬁl‘ %gﬂ?tacﬁgg osu%gr teine?fé one

i tem of a ahn eas at a. n one
enbodli mevithoud 1t @géradystbnd 8@ retfddsting i, I’foﬁ emﬁpweﬂ WseP sy e OIP6t iis @atdmatispltkat ed

in accordance wth_any_changes, modi fi cati ons, or updates that m ght occur
at the PEediwithgthe Dow Jones Industrial Average.

In one embodiment of the present invention, one or more internal content providers
120 include a proprietary data store of an organization (e.g., a company, educational
institution, financial institution, or the like). Typically, internal content providers 120 are
25  selected from a suite of services offered by one of internal content providers 120. For
example, a user may choose to display brokerage services, card balances, and 401K account
information from a list of available information made accessible by a financial institution
corresponding to internal content provider 120. In one embodiment of the present invention,
each site aggregates network users 126 to create what is referred to as a web portal. Portals
30 may be configured to provide access to content and functionality centered around common

interests or may differ in their focus and objectives. Thus, the system according to the

present invention suitably integrates public and private data into integrated data 204, which



internal or external content providers 120 or 116. Interactive updating
refers to pulling data fromdata stores by a user system 126, such as when
user systveond@B23¥ equests a credit card bal ance. Autonati BCT/pd@ione r ef ers
to pushing data out of a data store to user system 126 20 w t hout the user
syst em i28ispleypdest user bistenh dR6efangxhmplef a yigie sysbmivalldpigs @ubmerdigihl |y
provided wth the Dow Jones Industrial Ave I n one enbodi nent of the
presentgﬁﬂvﬁﬁp%dﬁdvﬂﬁéh hie CRtSrACWRI& el s 8%?%WFSproviders 120 include a
proprietary giglieShit &veh af ByaaRNbE Rk pPReftnfenicd EQ%EE‘?’des%Hi%'ﬁ@& i
institution, nC|a Institution, or the ‘? Typi cal t er nal
contentvpmnmwdﬂmsnaﬁﬁmdiao@$w$m®ﬂ®mbd fron1a suite of services offered by
one of internal content providers 120. For exanple, a user nmay choose to
di sptay brokerage services, card bal ances, and 401K account information
froma |ppxsticaion Zéalet abl e i nformation made accessi bl e by a financia
institution corresponding to internal content provider 120. In one

enbodi ment oAstrhationed briefly abesie amhcatlcaamwes|1t1@ 1a@gy égraltv»@se sl awosoltvwaser s

126 to cr. referred to as Por 0
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is displ t e on
one di gi %ﬁ& gflqcs1 %%) Sﬁ%vﬁﬁzﬁﬁragﬁqmcg vgith?]lé ﬁg{gg%iz%?elﬁgr %ces.
Havi ng iﬂwmcgi, gemramp@hemwm 11 b etilzes Jevi Semmehdge@ IQ“J SRs'YeindiThedBeans
description

vari 0 onent s WI now be r ov | ication
Server MsPopulite Wﬁéé‘)%ﬁlﬁ ‘éfftﬁjo%gg%éba% ﬁll?ll&é?ﬁvs&d%téwg% aﬂgegagy 5‘#9 5% Har e
and/ or  §Of.LMGIGin]S p |r¥soﬁ%§' 9epeLnitle Fﬁre%l snfgse?ﬁgﬁ%ir s@ﬁﬁr@t@qﬁi‘mv"eb

b
server tier 106 ang I{)‘gck end systens tier . I n accor ance wi th one
enbodi rreodmg)frommedymsr@as lqgm/emveb@agappﬂurdﬁtmm Yariesroompahies) tug eBMava or

Cr tat | bR BrocdgRan ExRERORp4RLIR SpincieCePaRie dh 4 B Bt bt of

the preggoind édﬁ\’&ﬁisb@@@ a&%gseaa%ba@d@paﬂmasa% ﬁa% v,smpéa&w fsa&u a%%@rvi@y andSer ver
Pages ("JSPs") and JavaBeans to populate web forms with |ocal databases,

cl i ent / derBeansdaFablster infedmbiemsganiing bachedetaids, sge.ctssexanipts, pYIEHEBAY er
resour C8 ssel Phnn THA MrindsuS: ?B&,%ﬁﬁeﬁ&&%ﬁl%& R8P RFEN T Tim JAva

20 2 PLATFORM, ENTERPRISE EDITION (2000), which is hereby incorporated by reference. The

web forms, including, infer alia, Java applets, are exposed to the user’s browser and are then

transferred through the various JSPs to a collection of Java Servlets. Java Servlets are then

transferred to an MQ Series connector, a TCP/IP connector, or a JDBC (Java Database

Connector). Data then travels from the MQ Series connector to a transaction server and then

25 to a legacy application and, subsequently, legacy databases. Other data travels from the

TCP/IP connector to TCP/IP sockets and then to client/server applications and, subsequently,

client/server databases. Still other data travels from the JDBC to local databases. In

accordance with one aspect of the present invention, Java components are suitably created to

providle HTML authors with component names and attributes, wherein the appropriate

30  database administrators provide HTML authors with the name of the database to be accessed
along with table information.

An additional feature of application server tier 104, according to one embodiment of

the present invention, is the internal “smart-caching” of data. Smart-caching allows rules to



15 coding fromthe business logic in web pages. Furthernore, various
conpanies, e.g. IBM have devel oped extensions to the JSP specification

t hat i nclwoe2/08® t ags, which are HTM.- |i ke and can be usPGTASIIAVEESSS

dat abases, and reusabl e Java conponents, such as servlets and JavaBeans.
For f urbdessociafedrwithidam ekgend] defidog whtetthe | distribaeted sysiemenastpéxpend\itiGHOLAS

KASSEM AND. THE ENTERPRI SE TEAM DES| GNI NG ENTERPRI SE APPL| CATI ONS .\W TH THE
JAVA 20%@1@5@@%65%@% ol AR %oeme,m i 199059 TADFL BhRD HEBS dor at ed

by 1 ef epRoffsly tabhed &P of HiBEmatiolC Fe eRbnplb Nnethe Rbhtdxt JHEY Bre@RRAR! Frovidee
exposed to the user's browser and are then transferred through the various
JSPs t owith@otetvandsi synteod, ifl #via kBewn lteat sipdday af Benlty e¢wards goinkreare anhadefer r ed
to a Series connector, a TCP/IP connegctor, or a. Jaya Dat apase
Conbct BPFEbRThE D ARG TP . dih FHa oLl e oS B AN PR % FAREhet f on
server adglisiieRimnedd iR idptRAREYerfRPRhhdeant 8fstamdoads ubsequent Iy, | egacy

dat abases. Ot her data travels fromthe TCP/IP connector to TCP/IP sockets
and then to Refesing teFigare hiplareadansnsvitinene enbedigiaehed the preseatdavgnsiony er
dat abasﬁ&mﬁi @#Amé’hg&r st Al Ptk %éx?ﬁe%tefdr@ ’E'robfi‘@aﬁ%'i%%%r&e? 1'38%%!1 AL ANAsES o |
accordahce W ohe aspect “of "t'he present invention, Java conponents are
sui t abl yersdrait€thd expicavd d€ nkthirk aiseeysterd 1h6.C o?mﬂ&any,n@m&yﬁaﬁ 126
attributes, wherein_the apﬁropri ate 30 dat gbase,a m nistrators provide HTM
aut Hor sCUpRIIcHes Watkepassonghprodilg daa sore 624 BY 4peldag a dequssoavr wetwrrk ddrte

i nf or mat, §n j 1. s Q:af | €atgh i, ther:

accor di %%&t %eqﬁ%éég%%gﬁen'}g %? thhﬁgl%prre géeélrtlgt i tr]?vent? g%dﬁ%lﬁtg I%l e]lgcgl%zhtaef nf%

"smar t - eaatple)gtheofisedat data Stoae tcucanthivergioal [thevanethdd oft @ithétv@idd2/ nd 3218y

PCT/ US01/ 2066 e associated with data.el enents fining when the .

i ot 11 DU G s e AT cR o n e EXarIe Soh a1or o o s AREE SR cal |
to the aYSELTh@hclR6Q tthekdl ABEHINEET: HPdtRG RplyP BYSRUSHYoHAERE theSSktep
information. For exanple, in the context of a’credit card provider wth a
r ewh¥ dssteses tusen systemi's 126sprofitenin at reatonalptafikesdatd storsy 34 ndresesthggnioonatien ar e
only do when an. addi ti onal request for rewards data is nade

e. 5 nont.hl

within F‘}{S’nﬁ@fﬁa yc%/%ée%g%%lze B¥S is returned, thus inproving perfornance
and system | padne RehidimBet bP the GveBtidn, AfferafhROhsiARERoMid NoRlee, anhpdkirent

of the present invention, personal profile data store 124 is connected to
appl i caensinuesetoy/wpit fop additionad vseraysigoT B3P rasueser Senasti atiesesHaaekpapikice of
net wor k r cili,ca S st . . nj S
w th- pep O3l BYELR Tatites SERCIGHEO Y el BR0ney S AL S0GiGRUEPBTANERLFT
Suctho r eidkiges for exi@bRr rceshting a8 refurdiag ng dmiae dSIML" pdiencbntgning qlydsingc may

i nclude, for . .
content based on the nature of user system's 126 request; creating a portion of an HTML

page or HTML fragment that can be embedded in an existing HTML page; communicating
with other servlets; handling connections with multiple user systems 126; filtering data for
special processing such as image conversion; and providing customized processing to any of
25  web server’s 112 standard routines.
Any convenient set of hardware and/or software components may be configured in
order to provide the functionality of application server 110, personal preferences data store
122, and personal profile data store 124. For example, in one embodiment, a Sun Enterprise
450 server can be used, equipped with one to four Ultra-SPARC-II processors, 128 MB to
30 4GB total memory capacity, Solaris 2,6 operating system, IBM WebSphere application

server 3.5.
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exanple, the user's data store current version, the nethod of

aut hentication, and any credentials for authentication. Personal profile
dat a st om0 d2d13ehen recei ves the binding request and accReBp®ESOIAcHKend
functions for a return reply. In one enbodi nent, the system 15 stores user
system WebBerparof il e in a personal profile data store 124 and uses the

i nf or mati on dynanjcally create a customni zed page. |n one enbodi fent of
the inventi o_}&"j af r‘é‘?rqlﬁelsa%‘ﬁl hagdyarg pndlor) , S‘Qtagg’r Wrg’fcgu“ifioﬁ’t PIYES 2 o
wai t f05ve@ds@!r&i|b§r’ca' ndgBlk DHa! SYRekdd 1D60MRBAS 10 FREMAG! wath! BSRIBY 4Dgndised

to provide nultiple instances of a servlet for each request. The
f unct i oapglicatjoroferaers £Y0/ [Ie tthe Qlustmated ¢abodinuant, cspphipdtion sereatlilAgs anghactadur ni ng

an entire HT age cont ai.ni dynami c _co nt..based gn the pat f user
Syt b L EIALLE0 COBRGHOR N9 e op Rt SO0l AN HRVEEE BAETIr FRMVOS r Symont
that capcdelpobesided prafepied a@m&mm@tlﬂ%ep,]ﬁ%m GAVBIHBA, CAEb RerveMi1i D wkher
servlets; handling connections with nultiple user systens 126; filtering

dat a f opervistsetoi rapvide e deasaavagk Sercarediigi appljeations ileat smplemeand requestigsnmgse
custom zed.processing.t of. 5 server' 2_standard routines. Any
convent BipaRy SR RaRidRa A0S in, Aot Hileamany a SHRISEA S b 058, 1

order t gopsnentleviitheh inUaed, itenayhdntically apehdciit ifoict®aslite lof hldivep e SeRlad
preferences data store 122, qnd}é)ersonal profile data store 124. For
exahpl edreiypedria eXiand wehtservar'ssh erabipies dy cranimese fpaewosh fofe pipyiding

equi ppe L& h ouLLd 13 SHARG: ro r t ot al
menory geg‘g%%i "t“f}?%@?ﬁgﬁ gé r%&ég ggg?at I naé“éo;g't e%ﬁ%hﬁ%‘%@%ﬁ%{?g g%%%rgsgtélt on
server hvbntidl) néBvaR/ (326 &3tRCT2&SE s 20668 est \é weBesever N8 landahw eervdrl 212 s any

hardware and/or software suitably confjgured to provide. a b service to
et wor KSSHOB NS GerRER Rt O F WUt HTISET e WPER Rt B lsaded Atappecall
appl i Ca{w’h%‘t&ee[gé)ﬁ&%tﬂoh% 164ded BEcdd bRhid 8 RoDad: IRAL: sy@ﬂ%ﬁi lf@%éqﬁ@st§ﬁ£ \ﬁrz

110 i s connect via a sui t abl e dat a connecti on 130, to web server
wi t hi n sdreicoeb Ther seevlet dynantiodly buildsax cenpdagecaccaiding o phee figar rsyskesrh b2 ment

f th i nyventiop, web 112 us. lets t i d
£ r amowotigurgr ot B, Slhep Poet (4Rt Ao pretia: dofien daf Rashndy
par adi gapplidatioMNt THE Q6D @R, pdsfesad) rép el 1dr the SABOSHER NE12, Avhs@ Yk thé a

server side conponent, witten in Java, that dynam cally extends the
f unct i oFrabpensy beek t thepsasysigarldbet s 10 are used to extend a web server's

112 capabi [ \§a§rie%y of ﬁﬁ%mgana/o]} SORGAR &n&p%rneﬁ'é %/ainUenc%nﬁgured to implement
20  the functionality of web server 112. For example, in one embodiment, a Sun Enterprise 450
server can be used, equipped with one to four Ultra-SPARC-II processors, 128 MB to 4GB

total memory capacity, Solaris 2.6 operating system, Netscape Enterprise Web Server.

Network and User Systems

25 According to one embodiment of the present invention, web server 112 is connected
to network 114 via a web/network connection 128. Network 114, in turn, is connected to
one or more network user systems 126. In one embodiment of the invention, network user
systems 126 access the network 114 via the Internet or other global communications system.
Alternatively, users may choose to access network 114 via remote access. New, unregistered

30  or opted-out network user systems 126 may be provided a default content page which user
systems 126 may then customize according to their preferences, which may also be recorded
in personal preferences data store 122. According to one embodiment, user systems 126

may customize multiple pages for viewing, including labeling and arranging the order of

11



request and response services over the network. In one enbodi nent of the
present invention, network user system 126 sends a request to web server
112 and Weoyereer 112 sends the request information to BCTUESE/e6V| et .
The servlet can be | oaded automatically when the application is | oaded or

can be }Radeslidnherdchhighl %h_ral% i2n YERHaRY M§BelRnh@AMRSE B hided sysPeR€1Yd &FLS-
ul

S
The servlet dynamcally ds a responsé according to the user system s

126 r etpaBdiateigystomization agoret her server 112 resources, including databases

b server thacts s oR! CERRED et i EEathebl Vo BT LSRRI R OB ' 1°

vari et yefibodiaieaf theaprdécdf irBRhfitvar ThGosHpENedtos ifthiieb ente@atddodut£d04 avith
i npl enment 20 the functionality of web server 112. For exanple, in one
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four U fr » > o
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server 112 is conngcted to nefwork 114 via_a web/network connectign 128.
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the network 114 viat Internét or other g nicati ons system
Al t Hr nateiwaedsypoinseavailatly dhoosecenashat ¢efs axetplark plibbsasi anly,camt 2 witlclees s .

New, unregistered 30 aqr..opted-out. network,user systens 126 y he provided
N det aVITEURGE Y s Sl b 88 that Gy Bumb e Skeomyien ot e BeBor di ng
to thei fatRbRlYetR6RSed Ml vidydiBoh L&D sPReh 026 RE&HdInk fo PEIGRMbORIER sMCes
data store 122. According to one enbodi nent, user Systens 126 nay

cust omi the present ipventisages for viewi ng, including |abeling and arranging the
order of 111nV\l%cg2 01323[ PCT/ U%Ogl./ 29@?6? %oreseent. ati;[on. Tech[nitfcal and design
st andards nay BECCARRuAT %{ﬁn&?nhg TP © ;51% RS J57epHon, (SERUIfLY (1Qk sers can
custom Batcrabede tironigts uséiof W e-fiewall anfriaxatairar yMees gaficalely, afebinddwbsonal
web site created according to one enbodiment of the present invention.

Thi's scPRBRCEMLIZY may dedads #n byerastelirenailaanapplicetion/ wek ceprastion dF0 suasl i ¢
the wchipdf fudftrolip: Thuf Tofa@fich BIBAEE ) A0 Mt MR T gehcer
r ewar dspretettalby apipteyna giréwall borwtérenetearkd] 142amd vekbtsarvuende2 atdby advititfanBANCE"
el g S g oL et el K 2RI oh AL I3 Ao e TR 1"
20  suitably link to network 114 through a provider web server 112 with authentication between
web server 112 and application server 110. Backend systems tier 102 of enterprise

information systems, provider business partners, and external services is suitably connected

and protected by the Intranet firewall.

25  Exemplary process

Figure 3 is a combination flow-chart/architectural diagram depicting an exemplary
system for integrating data from various sources to form a web page on a digital display as
shown in Fig. 2. In one embodiment of the present invention, this integration of data is
accomplished by application server 110, personal profile data store 124 and personal

30  preferences data store 122 (see Fig. 1). The combination of application server 110, personal
profile data store 124 and personal preferences data store 122 is referred to as an application
server system 334 in Figure 3. (In Fig. 3, web server tier 106 is not depicted in order to

simplify the diagram.)
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20  security might be employed and that any other reliable technology for providing security to
network user systems 126 may be used. For example, a combination of different levels of
security might involve a card with a magnetic strip and a personal identification number,
such as is used with a ATM card.
In one embodiment of the present invention, confirmation of network user system
25 126 defines an identification code (“user ID”), which is then forwarded to user system 126
once registration is complete. Repeat network user systems 126 may be automatically
recognized and served with the appropriate customized web page, even if they do not log in,
e.g., through the use of cookies or similar technology. User systems 126 may also log in via
remote access recognition. After login, user systems 126 may modify profile data such as
30 user ID or password and account information. User systems 126 may retrieve their
preferences or set their remote access code (“RAC”) to retrieve preferences remotely. In one

embodiment, after registering for services offered by internal content provider 120, network

user system 126 is presented with a welcome page for system registration 318 and

13



aut hentication may be requested, including, for exanple, ensuring that user
system 126 provides a password to the personal profile data store 124.
After prov@diog2a password, user system 126 is all owed aPCEESI20668eh
server 112 on the provider's site (Fig. 1). In another 10 enbodi nent, a

certifi galepral@semicAts RRNCOAGIDAN B HStehSads dAgIIGk Ge%bﬂrﬁﬂinﬂ?ys@@diding
certificates to personal profile data store 124 and the certificate
i dent i f infermatien doit the peroaalcproiledata stere 124sand may seleeh aRAC. Apcessibility to

. pr otk s Wt ¥ Bk 35 sPhpis 72 Wil SegREF IR RbRY, o oL

pr esent exénﬁpmlryt émfbodiBgni2| rBgistRatnk dee &etifB@d RgihackiddgniC apakis heforeaddt s
unsuccessful login attenpts. In 15 yet anot her enbodi nent, other

aut hent sarn. onll apitsefentnytiptorthe sstans may b araledsed thaereh at deashene tggwalbndn For
exanpl e r L hr, vel.s: | | :
Those - PabBpefatTHe BBl pERoh A Blads RoraP L kol Bibhihn ¥ hTRE6 TEALRA,
passwor eithadirehfidengial deta esayptet bsforsbrily @snsmiserhoteropeinetanddsor somnet hi ng
the user "is," such asdla bi orrei/ric finggr rint or refina.sc i

n. It wi]l be
under st ood t Insemalnk20 and exiprngl |16 enntent (G 6¢Pr%fnaﬁ’ﬁ_§§én aidog gf)’é‘i Eer%ﬁnago
securi t Y,k gahtaPGoRMPIPLYEA n?a'ﬂg %E@seénvmt Qﬁ%g%&%ﬁo@%%ti&ﬁ(}gﬁ%é’%e& Qbr

provi di hg security to networ syst ens e used.” For exanple, a
conb® natirestingfmatkétingr effutrts towetds spécificeseusystemsd 2fht To noaim@ish thaedd,wiseh a

tic stril d : i denti ficat] nb h i d, with
o AT o i R B BRI BA T BRI NOBn LA ORI PHRE B e
net wor K njts@besS YodfeBMnd fnyl thef @Ji{dﬂﬁsmﬁfkegiﬁ% MakdriatabieOpreSRetR] {0 WREEystEhS |

which is then forwarded to user system 126 once registration is conplete.
Repeat na¢,\eped o that snfernagion] Z@Mtéslyab@temﬁl drfltand sgxternalr ldepatent praxiers er ved

ith th Jate . j b , i i
o g, t RPSUINOR e ERFLATRE Py R BENS e R ol ST o8 bashEBanllen oo

may 18l s @rdfiginfern¥itidn, MEHIDCEstaREAH6N Caoanpliihed thifugk pelsogilivatits ellestied ens
126 may nodify profi]e data such as 30 user or password, and acgount

I D
i nf or mat9 epntentiqsess bY thesiseptysienls 126t FresRmmearholderof amerilr gredicarq hei r
renote %&%S%ht%%esfp%gigf‘g‘}éntg gla;nﬁ&{ ‘f&%ﬂ&?%??@ﬂ%%?d rdﬁHR%%l t¥iP| thit @B%ard
, arter e a
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Accessibility any given service is restricted to user systens 126 with
verifi edsse®g3® mnd i content |assapn$04. Transactional assets 302 comprise both company
transactions 306 and business partner transactions 308. Company transactions 306 are
transactions provided by internal content provider 120. Examples of company transactions
306 may include transactions provided by a credit card company, such as checking a credit
25  card bill, 401K plan balance or brokerage account on line. Business partner transactions 308
are similar transactions provided by external content providers 116, which are business
partners of internal content provider 120. Examples may include buying airline tickets or
stocks on line. Content assets 304 comprise company content 310 and business partner
content 312. Company content 310 is provided by internal content provider 120 and may
30 include investment advice or savings advice from a credit card company. Business partner

content 312 is provided by external content provider 116 and may include news items from

Reuters news service or weather reports from weather.com.
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present invention, transactional assets 302
content and layout of subtopic areas available to network user systems 126. Internal 120 and

external 116 content providers are provided with a standard mechanism to supply content to

the system and a process to communicate technical and design standards. In another aspect

of the invention, a set of guidelines, processes and controls for topic owners to maintain

25  topic areas is provided. In one aspect of the present invention, transaction functionality is

provided through links to existing applications. In another aspect, detailed content is

presented through links to the provider web page. In one embodiment, the system provides
support for transactional content.

In another embodiment of the present invention, click-stream data 320, 322 is stored

30 in a personal preferences database 122. Click-stream data may derive from content pages

320 or transactional pages 322 accessed by a network user 126. In addition to click-stream

data 320, 322, data from the personal profile data store 124 may also be transferred to and

stored in the personal preferences database 122. Eventually, information such as user
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pass through a transactional aggregation utility 314, which aggregates
transactional assets 302. Application server 110 nmay then send aggregated
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dat abaspass ectbventseabiofile actkssrbean Ydh asdithends basleand systems tier 102 via XML
424, Alternatively, information may be transferred from a web site to a messaging data
access bean 414 and then to messaging service 412. From messaging service 412,
information is then sent to backend systems tier 102 via XML 424. In one embodiment, web
25  server 112 further includes a network security service 442. Information passing between
user system 126 with digital display 202 and the various components of web server 112
described above, may first be required to pass through network security service 442.
Figure 5 is a combination flow diagram and architectural diagram showing an
exemplary method of handling information flow from client tier 108 to backend systems tier
30 102 and from backend systems tier 102 back to client tier 108. Initially, an HTTP post/get
request 510 is initiated from client tier 108 to web server tier 106. This data is then
encapsulated within the presentation layer application of web server tier 106. The

information is then sent via an HTTP post 512 to application server tier 104 for data
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from ba ems tier 102 back to client tier 108. Initially, an HTTP
post / geto Fig. 1 the command bean framework substantially isolates application server tier 104

from changes that could occur in the interface supported by external content providers 116.
In one embodiment of the invention, the implementation of external content providers 116 or
mediators that acquire data from backend systems tier 102 is modifiable (e.g. from Java

25  servlets to Enterprise JavaBeans) without substantially impacting client tier 108 by effecting
corresponding changes in the command beans.

In order to control how documents are presented to network user system 126, XML
tags may be used. To process and dynamically generate XML documents, according to one
embodiment, web server tier 106 function is extended by the XML Document Structure

30 Services in application server tier 104. This enables database connectors and integration
applications to parse, generate, manipulate, and validate XMIL-based dynamic content. This

content is sent to client tier 108 and interchanged with other servlets. Alternatively, web
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request 510 is initiated fromclient tier 108 to web server tier 106. This
data is then encapsulated within the presentation |ayer application of web
server tiwe 020823 The information is then sent via an HITRCPOS1/28863 t o
application server tier 104 for data 16 WO 02/01323 PCT/ US01/ 20663
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order tmodggr egadrestepf OF MAY iRNp@foridde ifBhe cpage: of BflgkeRbtoessingosheeent
tier 108 that is processed by web server tier 106 and application server
ti er5 104ltheughdbe devantion lpgchestd dessyibed hereipein ¢omuRgtignowitgoiheg apmmded DaAP

514. Ba ad_ S afl t.ban : [ ck to
applica@?gﬁﬁgéﬁgggQ?P%Pq%é%géﬁagﬁh@gﬁgﬁgéj%%é?%%ﬁﬁgg%gbgqgﬁﬁge Z gbﬁgﬁthen
t r ansf elimétdd.t dodificsony &1 thieiselectldify desigiMnddataagéiiéht afidhd vartdus @ompbhertts 108
as 10 HTM. data 520. In one enbodi nent of the present invgntion, to

i ni i z@CHERS 1%@1%&%%%&6%%%% 3%1}%@%&% 09§ eﬁthpé%ngl?n as
CD”“ande%ﬁ§1ﬁfﬁE§ﬂ?%he&émﬂﬁﬁd- As is known, comand beans act as
interface adapters to system conponents belonging to different functional
dormai ns, and provide the functionality to i nvoke various services in
accordance 15 with the invention. By inplenmenting a command bean,

i nterfaces exposed by external content providers 116 (shown in Fig. 1) can
be changed i ndependently by inplenenting the changes through the command
beans. Multiple external content providers 116, providing simlar
functionality, can be integrated with the sanme command bean. In an
alternative enbodinent, each command bean nay correspond to a single

busi ness logic task such as a 20 query task, update task or any other such
tasks as may be desired. Wth continued reference to Fig. 1, the comuand
bean framework substantially isolates application server tier 104 from
changes that could occur in the interface supported by external content
providers 116. In one enbodi nent of the invention, the inplenentation of
external content providers 116 or nediators that acquire data from backend
systens tier 102 is nodifiable (e.g. fromJava 25 servlets to Enterprise
JavaBeans) w thout substantially inpacting client tier 108 by effecting
correspondi ng changes in the command beans. In order to control how
docunents are presented to network user system 126, XM
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tags may be used. To process and dynam cally generate XM. docunents,
according to one enbodinent, web server tier 106 function is extended by
the Xl VI w@owoseht Structure 30 Services in application sPECV®R0I0663 104.
Thi s enabl es dat abase connectors and integration applications to parse,
generate, mani pul ate, and validate ¥yaAmhsgsed dynam c content. This content
is sent to client tier 108 and i nterchanged with other servlets.

Al ternatively, web 17 WO 02/01323 PCT/ US01/ 20663 server tier 106 nay be
used tov§eHe§%lvely apply styl esheets to XM. docunments when client tier
108 devi ce not support XSL styl esheets to XML docunments. It should be
understood that the exenplary processes illustrated above may include nore
or fewer steps or may be perfornmed in the context of a |arger processing

schehe. 5 Allt houghsystsa forasilifaing thesinirgeatiogasd debedty 196 ﬂétarﬁwaﬂat&% RV®iket | on
W th thﬁ Qﬁﬁqwg%ﬁ“&) 1mn hose skilled in the art will appre0|ate t hat
J Eéi

the scop nvent| not so limted. Mddifications in the

sel ection, desi gnatlamioaeumgﬁmtconﬁectdd&ovlﬁrneﬂmsrkg:onponents and steps
di scussed herein na de wit hout departin Eron1 he scape of the
Cvent i on as sot OROPLHOY OSheP bl ROEWORSILS FIPlefgoigs B1EHS 23

PCT/ US01/ 20663 Y& on \éﬁpdﬁga?rgvaﬁaﬂe dhrasH et @ edsB6hd Eh%tb Retat §6re,

integration and delivery a aval |l abl e over a networ sai d system
conﬁ?ussmgaihamhﬁasmbbdgamahmksysa@hm@mmh@utédemmonManéeﬂewwuxgnemﬁuinnre
host co Eﬂgr coqg %QH§ COUF ed to th network; at |east one publicly

avai | ab p1e L4 BPts BONFOMPULS SOMPEAE S, i vat e data store, 10 said at | east
one publicly avai kgblbge dadrehdif CobpieteSetnthoabntk @@ﬁ’igt@étﬁtopa’dg\dﬁlé gublat dutst ore
coupled to sald one or nore host conputer components; said one or nore

host cofroot said @tdn@bﬂ@w@h@lyrwag@hledaﬁa@toawaqmlée priisks dateifrom said grieashPee at

| east one lic cqui \, r d at
| east ofe’ BW’&?& g deplﬁ)tlntdza%ar%nt% Sal% qﬁ'a{e g{o fglt‘ﬁ %r%(eg al %?4 vat e
datgst Of(frﬁfaﬂhlhd’lﬂ&@éﬁia@cﬁnﬁ@trﬁed dimd to 3d fl@ff@?éterﬁ@deldﬁb inst®vorBai d i nt egrat ed
data to said user systemover the network. 2. The systemof claim1,

wherein said at | east one user system conprises a
2. The system of claim 1, wherein said at least one user system comprises a

personal computer.

20 3. The system of claim 1, wherein said at least one user system comprises a

wireless device.

4. The system of claim 3, wherein said wireless device is a personal digital
assistant.
25
5. The system of claim 3, wherein said wireless device is a wireless telephone.
6. The system of claim 1, wherein said at least one user system comprises a
computer configured to automatically retrieve and store said integrated data.
30

7. The system of claim 1, wherein said at least one user system is configured to

display said integrated data using a browser configured to communicate over the network.
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personal conputer. 20 3. The systemof claim1l, wherein said at |east one
user systemconprises a wreless device. 4. The systemof claim3, wherein
said W ravesyogeyice is a personal digital assistant. 25PET/USIR0863st em of
claim3, wherein said wireless device is a wireless tel ephone. 6. The

system of cl gi m 1Tpubesi&h Bf SRl 12kyheRAS §ai® BEleh e BY&§BleAORRbAGATed o
conmputer configured to automatically retrieve and store said integrated

data. 3display Tl injegrased cptachangmanetvipik wfesfasaidgvige conhigyredie c@EERUNGA] em i s
confi gureclr ho tdio | ay said integrated data using a browser configured to
communi Q3P 00EY M he network. 19 WD 02/ 01323 PCT/ USO1/ 20663 8. The system
of claim1, wherein said at | east one user systemis configured to display

said integrated data using a network interface device conf iu%;red to
commiini cat e Jover Thpeysiemwsclaims!, gvhergip sai¢ Opg oF §101e RGFLHOMPWH SPBIPANES d one

or nore. ]ﬁg% L ude a web server and an application
server. @?&eﬁ@é@%ﬁ%ﬁggﬁg |magr,lb%éer'rei n said web server conprises: a

data request handler configured to receive data fromsaid at | east one user
10 system i nvokegﬁnd recei.ve. data froms igbnetwork security service,

i nvoke and réfeiv ﬁ&YS&emPF_E)]HI%gi thffé@ssa W ODIBYGI@TREF ce, i nvoke and
receive data fromasd%tadregaé&k 'h%ndfi@lt ébn%%{u‘ég%T%d%%%@%ﬁgsii&%!e‘é?c Satigsef r om

said private data service an ornmat “and transfer requested data to said
at leastysem, nsele sylstesive datadtonsdid setwiork sacustyr serdee, dovdkiequd gcceive daga

i nvoked by and return data ta said 15ddata r% uest hangdl r.anq t o _invoke
and r ec 8ok SHA PSSR RIOBIeSRRF | BRRKOIdS PSS - g@ %%Ipss& PUblicofa SISy ce

conf i gUERABKE andRcLiNY ak@didRy sa8 Priv b Wafd sdAice dnd fSah4l antl @QMERE rdqaiddedatand to
i nvoke and receive data fromsaid application server; a public data service

conf i guteshid 8t least pa/eteedyst§mand return data to said data request handl er
o L0 | IOk AN S I AT PRI SERSRnt e PO
dat @5  datarequest handler and to invoke and receive data from said application server;
a personal profile service configured to be invoked by and return data to said
request handler and to invoke and receive data from said application server;,
a public data service configured to be invoked by and return data to said data
request handler and to invoke and receive data from said application server; and
20 a private data service configured to be invoked by and return data to said data
request handler and to invoke and réceive data from said application server;
wherein said data request handler, said network security service, said personal

profile service, said public data service and said private data service communicate with one

another.
25
11.  The system of claim 9, wherein said application server comprises:
a transactional aggregation utility configured to receive and aggregate
transactional data;
a content aggregation utility configured to receive and aggregate content data;
30 a personal profile utility configured to receive personal profile data;

a network security utility configured to receive and process one or more
requests for authentication data;

a content management utility configured to manage content; and,

20



request handler and to invoke and receive data fromsaid application

server; wherein said data request handler, said network security service,
sai d per 3ooaro13ps of i | e service, said public data service RPODUS@/M6¢3r i vat e
data service communi cate with one another. 25 11. The system of claim?9,

wherein said appl hﬁﬂté@&i@@ﬁféﬁéntagﬁmm@%hﬁgu&awﬁﬁ%és%@e} fogggg@@ﬂaidn@n
a

utility configured to receive and aggrégate transactiona ata; a content
aggregation util i whetethfspigupelgansactionsle pggregationaggitygatid ewniens mggrgpHOD 30 a
personal ..orof i.l.e uti | onfiqured to recejy. .sonal, profjl oa

et vor k600 pHg ettt iSRS A o SEE BTS0PR0 BoRh bai R

r equest sitifiyrand hidanfeiaetté preseldbtion RilEY odmminidRe 3gETBM andthdri t y confi gured
to manage content; and; 20 WO 02/01323 PCT/US01/ 20663 an interactive
preséntation utility configured to process data for presentation; wherein
said a transastio egat J [EERAYE j . | tility,
sai d per sonalqg‘pr o?‘lB F eﬁgﬁt&h %? yd,lﬁlglalij%’ ?\V!el%r\%\glr Eﬁg}ceﬁ%%ggh%ﬁgﬁ{tgwg%%ego%t ent
managenpaisondl prdfilé datantbrs andla pafsetad ptdfarendes ds@rstaaéi on utility communi cate
with one another. 5 12. The system of claim11l, wherein said personal
profile utility includes a personal profile data store and a personal

preferences qata §4Qksterhdf cldif BY SieriPbaid i‘p@fsﬁheﬂl%goﬁféecfaﬁi ﬁoéaéognpﬁ_?_%szgnal

profile data store conprises a 10 read-optim zed data store. 14.
sysflem ofadedptiinnzetildatavktereei n sai d transacti onal aggregation utility

recei ves and aggregates conpany transactional data and busi ness partner
transactional data. 15 15. The system of claim 11, wherein said content

aggregation ugfili tifer §GRInY &S alraﬁnaggr REGERS s£8MRAMNMCEO Stordbatidn andity

busi ness partner content data. 16. The systemof claim 11 wherein said

per sonalreqsives pndeaggrédatesycopmwany ressagidenal date gnd bysandse pardzear sransdctienel dateeam
data fromcontent pages and click-streamdata from 20 transactional pages.
17. A method for facilitating the integration and delivery of data

availbabl e ovas. a The system of claim 11, wherein said content aggregation utility receives and

aggregates company content data and business partner content data.

16.  The system of claim 11 wherein said personal profile utility receives user
registration data, click-stream data from content pages and click-stream data from

20  transactional pages.

17. A method for facilitating the integration and delivery of data available over a

network, said method including the steps of:

acquiring public data from at least one publicly available data store coupled

25  to said network;

acquiring private data from at least one private data store coupled to said
network;

integrating said public data and said private data to form integrated data; and

delivering said integrated data to a user system.

30
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network, said nethod including the steps of acquiring public data from at

| east one publicly available data store coupled 25 to said network;

acqui ri ngv@r2/eEsee data fromat | east one private data stopreTwsupoess to said
network; integrating said public data and said private data to form

integrated daga; FBEmelR)d HRIAiAA 75Fhekeimt egrated data to a user system 30
21 WD 02/01323 PCT/ US01/ 20663 18. The nmethod of claim 17, wherein; said

step of acquiri ngsadidemwblaicquitiag Saidnpphlite datehimckdep thf siept el dvemciaiely

ouni | ol P afaE B bl Sk A dS5RE RS ORT SR B OLd) £V o

dat a i nghtd@gse;tone step of interactively wupdating said private data in
accordance with changes to said at | east one private data store. 19. The
met hdd of cl ai m 15aid vitenr of ogwriag ispidepfieate dlgtas inspiden dhe gtep ohmnteraetyyebt
custom zi ne sai. i t I: Il t.ad .Lh a
persona b pr og i@%@ P E%{eucﬁt%il%tagg&%@%%% ér%lg %%388983? %ie%aé%o%g%ﬁ% e;ag?lns\é&s’,rg'i d
personal profile utility conprises a personal profile data store and a
personal preferences dafa, store. 15 21. The method of claim 19 whereip said
cust omi zi ng $¥-ep The mdbad o é{aénflelﬂa phcicin §Hd [1Btetyng sfp ‘E&@F‘?Scth&ait%{’ ghd
sai d priyadsi iRt &id BuBhE AmBAAKE s irf §OLEHIncS Sl GSrsoRhObidige 22
The net hﬁé ]%fzg%l %il%lﬁfg E%ﬁ%r%ﬁsasa&)gv%gﬁ%agﬂ ﬁg stens inlcl ugggsot hef)sotlep of
20 i t vakbtyng delivery of said integrated data automatically in accordance
with a personal profile wutility. 23. The nethod of claim17, wherein said
delivering step includes delivering said integrated data to said user

system usi ng2@ br gus ehetBON b GUHiA & QyHePsALRIIC BérSordY Profilb autilidp coRpieska 24.
The met hod of claim 17, wherein said delivering step includes delivering

sai d i peserehpedileidata stose sad @persenal pgkrensesditagtose.net wor k i nterface device
configured to

15 21.  The method of claim 19 wherein said customizing step includes the step of
translating said public data and said private data in accordance with a data request services

profile.

22.  The method of claim 17, wherein said delivering step includes the step of
20 initiating delivery of said integrated data automatically in accordance with a personal profile

utility.

23.  The method of claim 17, wherein said delivering step includes delivering said
integrated data to said user system using a browser configured to communicate over the

25  network.

24,  The method of claim 17, wherein said delivering step includes delivering said
integrated data to said user system using a network interface device configured to
communicate over the network

30
25.  The method of claim 17, wherein said delivering step includes delivering said

integrated data to said user system, said user system comprising a personal computer.
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communi cate over the network 30 25. The nethod of claim 17, wherein said
delivering step includes delivering said integrated data to said user

system 3wdd2/omses system conprising a personal conputer. PRTNVEIIDHG1323
PCT/ US01/ 20663 26. The nethod of claim 17, wherein said delivering step

i ncl udes del ipger i MeheSAbiHod bNEIGEE 8, Sphcildh RaidQUehidérthgUst8Y inSNabLdaliveahs smger
system conprising a wireless device. 27. The nethod of claim 26, erein

sai d wi nebgteddlatd tosaidusgr gysten saifl ugergystam compaisiigst wiselessa®BVicFhe net hod of
claim 26, wherein said wireless device is a wireless tel ephone. 29. The
met hod of claim 17, wherein said delivering step includes delivering said
10 integr at ed7dat aTHeomsthiod of SimS3e; tviliareisi aafll vieless USlEdisCoO Fprsbsdl ntigieal
conputer configured to automatically retrieve and store said integrated
dat a? 3@ssigamfet hod for facilitating the receipt of public and private data,
said nethod conprising the steps of 15 accessing a network; accessing a
host conputer system coupled to said network; requesting at |east one item
of public dat&. f r drheahethedisf claine2q) wieraih yaidwaidlabdevicdBtaavistlessaelepleaneest i ng
at least one itemof private data fromat |east one privately 20 available
data store; and receiving said at |east one itemof public data and said at

I east one iteg of ”{Hér dthé‘tﬁ&ﬁ ofighih 12 whel8R sHRI2OTerts GERInRIA0s dMRFiRE Baigal d
receiving step includes the step of 25 receiving said at [east one item or
publloc detegrateddasaia s@d useasysteoneaidtusen syfstquuishinprising a cmpudgrprooigmetiaby t he

[ 23. : oy
same rgﬁtoma%lcally retrieve and store said integrated data.

30. A method for facilitating the receipt of public and private data, said method
comprising the steps of:
15 accessing a network;
acgzessing a host computer system coupled to said network;
requesting at least one item of public data from at least one publicly available
data store;
requesting at least one item of private data from at least one privately
20  available data store; and
receiving said at least one item of public data and said at least one item of

private data.
31 The method of claim 30, wherein said receiving step includes the step of

25  receiving said at least one item or public data and said at least one item of public data at

approximately the same time.
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