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ecent years have wiinéssed a radical shift in the way Internet servers are

10 operated and managed. Large and small corporations and enterprises alike have
begun to outsource the hosting of their servers with specialized Internet Data
Centers (IDC) and Application Service Providers (ASPs).

An ASP provides the hardware, the network and software infrastructure that is
required to operate an Internet service. The hardware provided by the ASP
15 includes Internet servers which host services for the customer. While the ASP is
responsible for the hardware, the network and the software infrastructure, the
customer is responsible for the actual service operating on the hosted servers.

In the case of an IDC, the Internet servers may be provided by the IDC or by the
customer. The customer is also responsible for the software platform and the
20 actual service operating on the hosted servers.

The presence of multiple, independent domains of control and responsibility
poses interesting challenges in operating and maintaining outsourced Internet
services.

Monitoring systems are used to provide information on the status of hardware,
25 network and/or software systems to assist in addressing these challenges. This
has led to the growth of MSPs (Management Service Providers) that offer



-2 nmonitoring services for hosted environnents. MSPs do not provide
hardware, network or software platforns but offer to nonitor existing

syst ens. WorBwomBang systens for various data networking emeirrsaoeoys have
been the subject of nuch research in the past. Many popul ar nonitoring
systens have 5 been devel oped for net WA kK noni t or i ng. These systens mainly

track network, connectivity and usage of various network el enents such as
routers, SWONHABRY SER(eRS Teit bostgd emdiornmants. CAUSPadmNgt provide erdware| / O

St a1 5t G5 GG Yol oIS b SRB i, BRAh YRk envi r onrent,

system nonitoring solu ave been evel Ope€ % he advent of
software solutions to facilitate conducting business transactions over a

data net Wobnifs Y8R Gbt!vaABRS  gdilCnERkiAY ¢ irgame%?&gagestyé_)é)&m%

supported | envi ronnen as | ncrease ramatl
net wor ks asubjegtsok nmuchorésearémin hias gestnMaay gioputdrymonltbring destehodawy er

th L th d t [ ti-t) licati d | t platf
bna 15 S orheelt SR BPegnioe el aniding: hheseenistows: MeIntedEs pheork
depl oynent gorfHtbtivitRiaRt Qe 0P {a AEUS NBEFSTKk BB 59815 as][r'auiéP@, é\EE&I@S, past,

monitoring systens_ that provide integrated nonitoring of networ
systens, atul@|gicatodiaeki kgt CBks memesy, rnshvarinuss0j stetistiss oft therdiffenent A

21 chi t oot et EhvegH A PebiGh g athdrORfelf vt BRofBRad EReB0ithe s e ¢ e

vari ous hodewelgfeca networked environnent make periodi c neasurenents that
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12, and 1 Q connect to the Interpet. An access router 16 manages the
connect i Vi Hfadwthgﬁqsgfgqo sygtems monitoring has been relatively well understood over

the years, the advent of new mulii-tier application development platforms and

15 software environments has turned the focus to the development, deployment, and
maintenance of eBusiness applications. In the recent past, monitoring systems
that provide integrated monitoring of networks, systems, as well as applications
have been the subject of attention.

A great majority of monitoring solutions follow the manager-agent architecture. As
20 per this architecture, software agents deployed on the various hosts of a

networked environment make periodic measurements that are reported to a

central manager. To collect measurements, the agents use various tests. A test

can make multiple measurements. For example, a Process Test can report

measurements that indicate the number of processes that are running, and the
25 CPU and memory utilization of the running processes.

Figure 1 shows an example of an e-business system. To ensure redundancy, the
system uses multiple Internet Service Providers (ISPs) 10, 12, and 14 to connect
to the Internet. An access router 16 manages the connectivity to the ISPs. At
least one load balancer 18 is responsible for receiving user requests via the ISP s
30 and directing the requests to one of the available web servers 20, 22 and 24 used
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15 order is satisfied.

Also shown in Fig. 1 are a Domain Name Service (DNS) server 42 and a Wireless
Application Protocol (WAP) server 44, and Lightweight Directory Access Protocol
(LDAP) server 45. As is known in the art, the DNS server is accessed to provide
users with the Internet Protocol (IP) address. The WAP server may be used for

20 frontending applications accessed via wireless devices such as mobile phones
and Personal Digital Assistants (PDAs), while the LDAP server is used for storing
and retrieving information in a directory format.

As compared to the emphasis on design issues of the E-business system,
monitoring and managing issues for such systems have received significantly less
25 attention. Many systems are managed using ad-hoc methods and conventional
server and network monitoring systems, which are not specifically designed for an
E-business environment. As a result, the monitoring capabilities are limited.

Since the business applications of a system rely on application servers for their
operation, the application servers 26 and 28 are in a strategic position to be able
30 to collect a variety of statistics regarding the health of the E-business system.
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external agents 54. The manager 15 of the nonitoring systemis a nonitoring

server thato PREOEPWGY haekdp mfmalonreralien-he agents. The manager can provide
| ong-term storage for neasurenent results collected fromthe agents. Users
can access_f he gg%st!rerrent resgl ts via a workstation 56. For exanple, the
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server §5204f e Afitéfing SPStem is a monitoring server that receives information from the
agents. The manager can provide long-term storage for measurement results
collected from the agents. Users can access the measurement results via a
workstation 56. For example, the workstation may be used to execute a web-

based graphical user interface.

20 As is known in the art, the agents 48, 50, 52 and 54 are typically software
components deployed at various points in the E-business system. In Fig. 2, the
internal agents are contained within each of the web‘servers 20, 22 and 24, the
application servers 26 and 28, and the LDAP server 45. By running pseudo-
periodic tests on the system, the agents collect information about various aspects

25 of the system. The test results are referred to as “measurements” The
measurements may provide information, such as the availability of a web server,
the response time experienced by requests to the web server, the utilization of a
specific disk partition on the server, and the utilization of the central processing
unit of a host. Alternatively, tests can be executed from locations external to the -

30 servers and network components. Agents that make such tests are referred to as
external agents. The external agent 54 is shown as executing on the same
system as the manager 46. As previously stated, the manager is a special
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External agents 54 may not have sufficient capability to completely gauge the

health of an E-business system and to diagnose problems when they occur. For

example, it may not be possible o measure the central processing unit utilization

levels of a web server from an external location. To accommodate such
20 situations, the monitoring system can use the internal agents 48, 50 and 52.

The manager software is responsible for database storage of the measurements
reported by the agents, analysis of the stored data, and for the correlation of the
reported measurements to identify when problems occur in the monitored
environment and what the root-causes of problems may be. Various protocols

25 such as the Simple Network Management Protocol (SNMP) or the Hyper Text
Transfer Protocol (HTTP) have been used for manager-agent communications.
Prior efforts have focused on algorithms and heuristics that can be built into the
manager software in order to detect and report problems accurately.

Traditionally, monitoring systems have been viewed as a cost-center, being
30 mostly used to improve the efficiency and internal operations of enterprises,
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15 support costs tend to be high.

* A second complication in hosted environments results from the fact that
different customer web sites and eBusinesses can be hosted in the same
network. Sometimes, different eBusiness sites may even be supported on
the same system (such a configuration is often referred to as shared

20 hosting). Usage, performance, and availability measurements pertaining to
a customer’'s eBusiness is perceived as being sensitive information that
cannot be revealed or shared with other customers.

Most existing monitoring solutions do not handle the challenges posed by the
multi-domain nature of hosted environments.

25 Faced with severe competition, many hosting providers are looking to offer
monitoring and management services of the hosted environment as value-added
services 1o their customers.
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Disclosure of the Invention

Throughout the specification, unless the context requires otherwise, the word

15 “comprise” or variations such as “comprises” or “comprising”, will be understood to
imply the inclusion of a stated integer or group of integers but not the exclusion of
any other integer or group of integers.

According to the present invention, there is provided a method for providing real-

time 'monitoring of components of a data network to a plurality of users, in which a
20 manager gathers data regarding said components and analyses said data to

determine the status of each component, said method comprising the steps:

Associating each user with a communications address and a subscription period,

Allocating to each user permissions to access said data and the status of the
components;

25 If the subscription period associated with a user has not expired:
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systemg ndPr%Qgra'b?? the r:]ste(aap Spgl?oc%tmg permissions comprises arranging said users in a
hierarchical manner, whereby each user inherits the permissions to access said
data and the status of the components of other users that are beneath them in the

hierarchy. .

Preferably, the user permissions include the ability to provide restrictions on the
15  configuration of agents by other users that are beneath them in the hierarchy.

Preferably, the components include network, system and application elements,
and the analysis of the data includes correlation of the state of the elements to
determine the status of each component.

Preferably, the method further comprises the step of sending each user an alarm
20 regarding the impending expiry of their subscription period.

Preferably, the method further comprises the step of providing each user with
real-time access to current alarms and an alarm history for that user.

Preferably, the data and said status of said components is provided to each user
via a user interface, said method further comprising the step of providing user

25 preferences regarding the presentation of said data and said status of said
components in said user interface.



and the analysis of the data includes correlation of the state of the
elenments to determ ne the status of each conponent. Preferably, the nethod
further cwopsios®sst he step of sending each user an al arm P2@/SGegesids ng t he
I npendi ng expiry of their subscripti on_Be_ri od. Preferably, the method
further conprises the step of providing“each user with real-tine access to
Preferably, the data and

current al d A al arm history for that user. t
sai d stat l@reg?rag v d CoMgBhHEerprc (9"\}?! qlarma Jgfereapes \eieraniniagr the
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preferences regarding the presentation of said data and sal s of said
conponent dhegoEgspondiag conmraeaée. WD 03/ 014936 PCT/ SG02/ 00173 -9
Preferably, the user preferences include alarm preferences determ ning the

manner in which alarnms are notified to said user according to an alarms
state and Prefrrablys theisoats @y leashiwredata pebrarkahaying méthediffersratnatwast t wo

data n | Ne ' 9 e es.. sai.d met hod
Fur t her? oo sy Hrhsy shia ol dd e BB ving Ing P o RO 1 e o
net wor k t hegent émenoh datenetwortk thhkcommugimatéwith dké dearttajen to beovidiedamnager ,
and said Stt B of Herform’ sai d ar}al I s, of s_gi d ciat,a ?y said manager is
per f or ned Bﬁ gdlghadeta %“rdg%"f@ $ep A é’%@{%ﬂé@l PGSR0 ypaid datankyn sgiek
conpri ses rAapadst i€ pefdRthbalon@idaata fréh =4 d8th heRiérksty of 10 independent
managers. | n accordance with another aspect of the present invention, there

Is provided a systemfor providing real-time nonitoring of conponents of a

data net wopsfdrabR, thd Ma%iagg OpHEBE B sifgled géﬁﬁéﬁ%ﬁaggﬁ gﬁi?nmmﬁﬁgés@%ﬁl c

means arranged to gather a regardi ng Said conponen nd ana
sai d dt a iIRdeRAIdEN agessst at us of each conponent; user managenment means
provi ded in said nmanager, arranged to store and configure profile

information regardi ng each user, said profile information including
In accordance with another aspect of the present invention, there is provided a

system for providing real-time monitoring of components of a data network to a
plurality of users, said system comprising:

manager means arranged to gather data regarding said components and analyse
15 said data to determine the status of each component;

user management means provided in said manager, arranged to store and
configure profile information regarding each user, said profile information including
a communications address and a subscription period, user permissions to access
said data and the status of the components;

20 user service means responsive to each user, and arranged to interface with the
manager, said user service means arranged to confirm that the subscription
period for a user has not expired, and if said subscription period has not expired,
to provide said user with real-time access to said data and the status of the
components in accordance with said user's permissions, and to notifying said

25 user, using the user's communications address, of any alarm states that occur in
components that the user is associated with as each alarm state occurs;



a comuni cati ons address and a subscription period, user perm ssions to

access said data and the status of the conponents; 20 user service neans
responsi WOtog/oemeh user, and arranged to interface with tReT/SCageges, said
user service nmeans arranged to confi rmtipat the subscription period for a
user has not expired, and if said subscription period has not expired, to
provi de said user with real-tinme access to said data and the status of the

h .
conponent s SRIY ARRBILIPRIBY Arangedi g esSai fafas BY siibouk rroard toegidiupeng

sai d 25 usgpymidgioRg, t he user’'s communi cations address, of any alarmstates
that occur 1n conponents that the user is associated with as each alarm
state occurs; WD 03/014936 PCT/ SG02/00173 -10 said manager being arranged

to anal ysepparsfhisipt ﬂqéwé&tMiséiéﬂé‘riHﬂﬁ% Stﬁbd%l?'iﬁl"yr to Fb%rn@’gnrf%: Qgénts that

Preferably, the user perm ssions Include the a rty to gtire "agent s

t hat provptwidedataito said thanageyeonemningrancorgpeneninponent . 5 Pref erabl vy,
the user managenent neans is arranged to arrange said users in a )

hi erarchi cal manner, whereby each user inherits the perm ssions to access
sai d dat aPsgferabiy beaiser nanagemenhpeanatis ashingetido arsmge saicitusarseinbeneat h

themin the, hj Pr perm ssions include the,
ability toﬁﬁr%{?ﬁkgi %Wﬁrtﬁﬁgh@o#qmg&q%ﬁér f“ihglﬁ%[{‘?'gsﬂ%ﬁ Qd@@?ﬁ% Wot her
users t hat datecarttieastatueithie cohiprizngs off sther usdrs efidtraablbenchihethe@RARE Nt S

i ncl ude negfwork, system and application elenments, and the analysis of the
data incl uBlEaEhYr el ation of the state of the el enents to deternine the
status of each conponent. Preferably, the user service neans is arranged to
notify each user regarding the 15 |[npending expiry of their subscription
o | ot P BrelREN, e S R s InCHE 0, A1 1 R5eUCB BV IG PR OB b1 st

with regl - bbquuraﬁ&eéﬁag@atg Wy StAEr A4S Wat e béﬁeélhethéﬂnhh%é’hbérér%ﬁ%t hat
user. Preferably, the uSer sérvice neans is arranged to provide each user
with :
Preferably, the components include network, system and application elements,
and the analysis of the data includes correlation of the state of the elements to

determine the status of each component.

Preferably, the user service means is arranged to notify each user regarding the
15 impending expiry of their subscription period.

Preferably, the user service means is arranged to provide each user with real-time
access to current alarms and an alarm history for that user.

Preferably, the user service means is arranged to provide each user with
information via a user interface, said user service means arranged to provide user

20 preferences regarding the presentation of said data and said status of said
components in said user interface.

Preferably, the user preferences include alarm preferences determining the
manner in which alarms are notified to said user according o an alarm'’s state and
the corresponding component.

25 Preferably, there are at least two data networks having with different network
address ranges, said system further comprising at least one agent means in each



i nformation via a user interface, said user service nmeans arranged to

provi de user 20 preferences regarding the presentation of said data and
sai d statwe 0si14aé d conponents in said user interface. PPeT&SGabbyr73t he
user preferences include alarmprefer enclﬁs determ ning the manner in which
alarns are notified to said user according to an alarnis state and the

correspondi,ng conponent. 25 Preferably, tgere are at least two data
net wor ks hg@‘%n@esw?rﬁ ﬂﬁtf EQ'E‘murW@t%_r‘&&h 408 rBaeagan maeanssand agjanesd ftar t her
compr i Si ngpAlvidéamta 5 hBORBhaTEAMedr, Q3R RIS MER0 LRIl =RIRLAP14S

e marag nd ar

-11 data network that communiCates wth t er means anged to
provi de dagBalyse spisl dataftun afhsiala pebwrkis.nanager neans being arranged to
anal yse said data fromall data networks. Preferably, the nmanager neans
conprises a single, central manager. 5 Preferably, the nanager means

conpri ses Erefgrablylthe imgnagerimerpsceriaptisesrmaingle; sentBalireandgescri pti on' of the
Drawings Figure 1 is a schematic illustration of a systemof the prior art;
Figure 2 is a schematic illustration of an enbodi nent of a systemin

accor dahcePraferafily,h theée manageari gneanthdenplises 3 i nwudtiplicile k ofli imgependentt he
central ”aﬂ'?a?irel'!s%d in the systemof Figure 2. Best Mde(s) for Carrying
Qut the I nventron The enbodi nent of the invention is directed towards a
nmet hod and systemfor providing real-tinme nonitoring of conponents of

sever al dah?ie?ﬁe‘%rr@?i of’ﬁféﬁré’\;\lin 5> those data networks. The system
utilises a single, central nmanager 1o provide real-tine nonitoring of all

of the data networks, which allows the cost of the mnmanager to be anortized

anongst al I: ffet'hga%?‘reﬁ“a“%'i@‘m*gﬁ”t&%{Vg%‘???”'ses%@n . to nonitor several

dat a net wor the "privacy of each user i ned by appropriate
per m ssi ons- based access. The manager itself, however, is able to

Figure 2 is a schematic illustration of an embodiment of a system in accordance
10  with the invention; and

Figure 3 is a block diagram of the central manager used in the system of Figure 2.

Best Mode(s) for Carrying Out the Invention

The embodiment of the invention is directed towards a method and system for
providing real-time monitoring of components of several data networks to users of

15 those data networks. The system utilises a single, central manager to provide
‘real-time monitoring of all of the data networks, which allows the cost of the
manager to be amortized amongst all of the users. Although the manager is used
to monitor several data networks, the privacy of each users data is maintained by
appropriate permissions-based access. The manager itself, however, is able to

20 analyse the data gathered from all of the data networks in order to determine the
cause of any problems occurring in the data networks without regard to user
permissions, enabling the superior analysis of the cause of any problems that
occur in any of the data networks compared to existing solutions.

Figure 2 shows one possible configuration of the system of the embodiment. The
25 system comprises a central manager 100 that is responsible for monitoring three
data networks A, B and C, respectively. In practice, each of the networks A, B



20 anal yse the data gathered fromall of the data networks in order to
determ ne the cause of any problens occurring in the data networks w thout
regard t owo8M0149per m ssi ons, enabling the superior anal ysiP€TSGO2/h@a78ause of
any problens that occur in any of the g ta networks conpared to existing
solutions. Figure 2 shows one possible cénfiguration of the systemof the

enbodi nent , ggf“ﬂlﬁﬁ system.conprises.a central manager 100 that is
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The networ ks A an may each represent an | I'n tuarn,
services YoSUStIYydnayt dfementinnedrahavey eagh costanmercretivionatd, @), Ctdaa alsd wor ks

A B d disKkSi t j,.on: t K.

Fur ther - ceRde ffifial &GRS 30eA 16RE, BRT (Bact HRIBRGRAST b8 misth Ritong |
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such as connection to | SPs.

The netwo}ks A, B and C may each represent al? IDC that, in turn, hosts services

for its customers. Alternatively, or in combination, the networks A, B and C may

each represent divisions of a corporation’s network. Further, each of the networks

A, B and C may be physically and logically separate, or they may physically or
20 logically share some components such as connection to ISPs.

In another deployment, the networks A, B and C may also represent multiple
IDC's being managed by an MSP.,

The internal and external agents 102A, 102B, 102C; 108A, 108B, 108C may be
running on hosts that have private address, and, therefore, each network A, B, C
25 may have its own distinct set of addresses. In this case, communication will have
to be done through a proxy server, or firewall (not shown). All communication
between the central manager 100 and the external and internal agents is based
on a “pull® model, with agents 102A, 102B, 102C; 108A, 108B, 108C pulling
configurations from the central manager 100 (as opposed to the central manager
30 100 pushing configurations to the agents 102A, 102B, 102C; 108A, 108B, 108C).
The external and internal agents 102A, 102B, 102C; 108A, 1088, 108C



I n anot her depl oynent, the networks A, B and C may al so represent nmultiple
| DC s bei ng managed by an MSP. The internal and external agents 102A, 102B,
102C, 108w 0208836 108C may be running on hosts that havePpmiSGat/eoiasdr ess,
and, therefore, each network A B, C 2§3may have its own distinct set of
addresses. In this case, conmuni catlon wi'll have to be done through a proxy
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manager 30 100 pushing configurations to the agents 102A, 1026, 102C, 108A,

1088, 108Crhe déMirabxharidipr Adid AbERSH @%ﬁs 19 R
1086, 108C WO 03/ 014936 CT/ 5302/ 00173 Pr col%‘ruﬁ)ﬁvattbg gbl"‘?"i@t v oW ?ﬁéthe

central maWasiations 10GAnAPER wyddH0eC lﬁ@ﬂkba usethby usermgb eagndetiedredd,iBig and

reacting t t 100..is n

ool £ or odny 1 HECASE ol TR 100 B NRE vl RS BB IO 6B e 106
and 106C catatbe oisedmb;anes’sr sf dheeralbvartt dateknétwdsk & #viereSt tio ReARSast he
central ag 100 .and o (5) B eal time information on the status of
conponent s“GPCH indyagedet '3;1 2'WNet work of interest to them as described
in further det a|I bel ow. Rat her than using a single central manager 100,

t he manage nct i onal |t can _be inpl enen by a collection of |
i ndependenﬁeaﬂ%l agersustig & ﬁ le f@”@ﬁlbgg’?‘ﬁ@ﬂrt 16§ t\%@‘aﬂﬁﬁ‘ém@m fynetignaldy i on,
the agent scganple ig@Rirantedd byo £0aoNHiEAt &f WnkiBp én&é}ﬁc'r{]l 00K this
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The operation‘of the monitoring system of the embodiment is not restricted to any
15 form or configuration of the networks A, B and C. The single, central manager

100 is able to monitor each of the networks A, B and C in real-time, using the

information received from the external agents 102A, 102B and 102C and to

provide alerts to appropriate users concerning problems that occur in any of the

networks A, B and C while protecting the privacy of each network owner, such as
20 an IDC, and of the customers of the network owner.

Although the manager 100 provides users with restricted access to data it
receives from the external agents 102A, 102B and 102C according to that users
privileges, the manager 100 itself is able to analyse and correlate all of the
received information, irrespective of user privacy. This allows the manager 100 to
25 more accurately determine the root cause of a problem compared with existing
solutions where the manager may only have access to those components of a
network that are relevant to a user. In addition to allowing for the better analysis
of problems that may occur in any of the networks, this arrangement also avoids
the generation of spurious alert messages to users where the root cause of a
30 problem lies with a component outside of their influence.



I nformati on received fromthe external agents 102A, 1028 and 102C and to

provide alerts to appropriate users concerning problens that occur in any
of the m™wOwWeNk®3A, B and C while protecting the privacy @CTS&0k0018% wor k

owner, such as 20 an IDC, and of the cg@lt oners of the network owner.

Al t hough t he manager 100 provi des users th restricted access to data it

receives fromthe external agents 102A, 102B and 102C accordi ng to that
users pri Y%@geoqsﬂ)é SXiFingeagert® bats dnternal apg|extarpala fan peaiseddwitvthe| at e
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t he manager 25 nore accurat termne the ro cat obl em
conpar ed vﬁesnoe&lblﬁfomgollwmgtar@h@pmmuaeetmawsurmyemluyth@nageess to
t hose co nts of a network that are relevant to a user. In addition to
allowing for 'the better analysis of problens that may occur in any of the
networ ks, this arrangenent al so avoi ds the generation of spurious alert
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with the E@gﬁ{/@ioo of the enbodi nent without nodification. The agents

conti nue tHP NEWE Blapagsr cempPaerts§2and reporting a variety of
nmeasurenents to the nanager 100. 5 Figure 3 shows a bl ock diagramof the
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manager conponent 202 is provided for each user. Each virtual

A virtual manager component 202 is provided for each user. Each virtual
manager component 202 is responsible for providing customised displays of, for

15 example, that user's hosted environment to the user. Each virtual manager
component 202 is also responsible for subscription and licence tracking for that
user and for the generation and communication of alerts in real-time 1o the user.
Each virtual manager component 202 interfaces with components of the main
manager component 200.

20 The virtual manager components 202 can be implemented in various ways, for
example as separate processes, or as individual threads of the main manager 200
process, within the context of the main manager 200 process itself. It would also
be apparent to a person skilled in the art that it would be possible to implement
the main manger module 200 and the virtual manager components 202 as a

25 single module.

However, providing the virtual manager components 202 as separate to the main
manager component 200 provides an advantage in that the virtual manager
components 202 can be used with any suitable main manager component 200,
provided that it supports the necessary interface to the virtual manager



manager conponent 202 is responsible for providing custom sed displays of,
for 15 exanple, that user's hosted environnment to the user. Each virtual
manager worpon®ad 202 is al so responsi ble for subscripti eaTsed2/bi1CENCE
tracking for that user and for the gen;&gtion and comruni cation of alerts
inreal-tine to the user. Each virtual 'franager conponent 202 interfaces
manager

W th conponents of t mai nager conponent 200. 20 The virtual
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conponents 202. Thus, the nonitoring systemof the enbodi nent can be
I npl emented with existing manager conponents to expand the capability of

those narBeedty speakinglethetmain mhragecesppoNent 20D WillCsorerRpaPtid tdIBHIR) ©
met. One ' manal[ger conponent that is particul arl )éﬂsw table is described in
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deleting users to the manager 100 as well as updating each user’s profile. The
central manager 100 can support a number of different types of user, for example,
in the embodiment described herein, there are administrative users, customer

15 users and a global monitor user. However, other types of users can also be
supported.

Administrative users are the super-users of the central manager 100. Multiple
administrative users can be configured, however, all administrative users have the
same rights. Each administrative user can select what hardware and application

20 servers are to be monitored by the manager 100, where the agents should be
executed to monitor the networks A, B and C, what tests these agents should run,
and how often these tests should be performed. Administrative users also have
the ability to add and delete other users to the system and to configure their
privileges. Further, administrative users are responsible for establishing and

25 configuring the server and site topologies or whatever other information is
required by the main manager component 200 to be able to analyse the data
received from the external agents 102A, 102B and 102C.

Customer users have restricted access to the manager 100. In this context, a
customer user may include the owner of each network A, B and C along with each



del eting users to the manager 100 as well as updating each user's profile.
The central manager 100 can support a nunber of different types of user,
for exanpWe,03/01493¢ he enbodi ment descri bed herein, there aP€Tsdo/nigsrative
users, customer 15 users and a gl obal nggitor user. However, other types of
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profile also includes alarm preference in | catl whet'her al arm
occurrence, and so forth.

15 Each customer user’s profile includes subscription information defining a period
during which the customer user has valid access to the manager 100.

When new customer users are added to the manager 100 by an administrative
user, the administrative user specifies a set of web sites that the user has
monitoring access to. In the embodiment, the server topology defined for each
20 network A, B and C in the main manager component 200 has each website
associated with one or more other servers, for instance a website can be
associated with a web server, a web application server, and a database server. A
customer user who has rights fo monitor a website is automatically granted rights
to monitor all of the servers associated with the website in the server topology. In
25 addition to monitoring websites, there may be other application servers or network
components that may not be part of a sites topology, but which a customer user
may wish to monitor. For example, a customer user may wish to monitor a DNS
server, in addition to their website. The administration module 206 allows the
administrative user to associate multiple independent servers with each customer
30 user’s profile.
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adm ni strative user to associ ate mul ti pl e i ndependent servers w th each
custo r. ofi | 3/014936 P 2/ 00173 Further, in
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the IDC can be creat'ed as a user of d h/%bt eac
| DC s custB@erke granted the ability to confrgure the frequency wrthrn whrch the internal
15 agent of that application server operates. Note that the administrative user may
set a parameter range within which the customer user can configure the operation
of the agent, such as specifying that the tests must be performed at least once
every five minutes but otherwise allowing theﬂ customer user the ability to specify
the frequency with which the tests occur. Further, the administrative user may
20 provide each customer user with the ability to provide restrictions on the ability of

users beneath them in the hierarchy to configure that same agent.

The global monitor user has an overall perspective of the main manager 100 but
does not have the administrative powers provided to an administrative user. A
global monitor user can view all data concerning one of the networks A, B or C,

25 can view all reports generated regarding that network and receive all alarms
pertaining to that network.

The log in module 204 receives initial requests to log in from customer users
operating on workstations 106A, 106B or 106C. The log in module 204 verifies
that the provided password and user name is correct, identifies the corresponding
30 virtual manager component 202 and notifies the virtual manager component 202
of the attempted log in by the customer user. The virtual manager component is
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user. The virtual nanager conponent is WO 03/014936 PCT/ S@2/ 00173 then
responsi bl oviding i and responding to requests from
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15 storing the resulis in the relational database 216.

The threshold module 210 is responsible for ana'lysing the measurement data and

comparing it with thresholds that are used to determine whether a measurement

is within a normal range or not. Any suitable thresholding policy may be used, as

desired. As part of this analysis process, hourly, daily and monthly trends can be
20 computed and stored in the database 216 for historical analysis.

The correlation module 212 is responsible for analysing and correlating
measurements received from the external agents 102A, 102B and 102C to
provide instantaneous diagnosis of root causes of problems that occur.

The virtual manager component 202 includes a subscription tracking module 218,
25 a configuration management module 220, an alarm module 222, a custom view
generator 224 and a restricted data analyéis module 226.

The subscription tracking module 218 receives notification from the main manager
component 200 log in module 204 that the customer user is attempting to log in.
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15 component for storage in the database 216.

The alarm module 222 is responsible for determining whether any new alarms are
relevant to the customer user based on measurements and analysis from the
database 216, and for forwarding such alarms to the customer users nominated
communication address. This ensures that a customer user is alerted promptly

20 when a problem is detected. The alarm module 222 is also responsible for
ensuring that a customer user is sent alarms relating only to the states of websites
and/or other servers or network components that the user has access permission
to according to the pefmissions configured by the administrative user. In addition
to communicating alarms immediately to the ocustomer user via their

25 communication address, the alarm module 222 is also able to provide a current
and historical record of alarms to the user via a web interface.. The alarm module
222 communicates directly with the data storage and retrieval module 208 of the
main manager component 200. Alarms are stored in the database 216 by the
Correlation Module 212 of the main manager component 200.

30 The custom view generator 224 is responsible for composing personalised views
of information obtained from the database 216 via the data storage and retrieval
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main manager component 200, within the restrictions provided by the
administrative user. Thus, the customer user may only perform data analysis on
those websites and servers that they have permission to access, and may only
have access to a subset of the range of audits, trends and reporis generated
20 within the main manager component 200. The latter would particularly be the
case in a shared hosting environment where multiple customers shared one or
more application servers. Whilst each customer user may be entitled to pool
information concerning their website, they may be provided with access to some
form of reports and audits conducted on the shared application server if éuch
25 reports contained information or statistics regarding other customer users.

The customer management interface 228 provides an application programming
interface that can be incorporated into an IDC or ASP billing and customer
management system, so that as and when a user subscribes to or renews their
subscription to the monitoring system, the billing and customer management
30 system can communicate with the customer management interface 228 and
automatically extend a users subscription by updating the subscription
information in the user's profile. This provides a very convenient mechanism for
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name spaces, but may be owned and administered by different sets of personnel.



managenent system so that as and when a user subscribes to or renews their
subscription to the nonitoring system the billing and custoner nanagenent
30 syst enwoan/ocpasruni cate with the custoner managenent i nPerfSsozo®28 and
automatically extend a user's subscription by updating the subscription
information in the user's profile. Thi §2%r'ovi des a very conveni ent
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al t hough the description 15 above has described several networks, the
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22 The O ainms D& APTAGOMARIS| nvention Are As Follows: 1. A nethod for
providing real-tinme nonitoring of conponents of a data network to a

lurality of users, ip which a ager ,gat hers data regarding said
P 10y ?f tﬁe suBscrlpt%n per%a associaied with a user has n%t expirgd:

providing said user with real-time access to said data and the status
of the components in accordance with said user’s permissions; and

notifying said user, using the communications address associated
with said user, of any alarm states that occur in components that the
15 user has permission to access as each alarm state occurs; and

Performing said analysis of said data by said manager without regard to
said user permissions.

2. The method of claim 1, wherein said user permissions include the ability to
configure agents that provide data to said manager concerning a component.

20 3. The method of claim 2, wherein said step of allocating permissions comprises
arranging said users in a hierarchical manner, whereby each user inherits the
permissions to access said data and the status of the components of other
users that are beneath them in the hierarchy.



conponents and anal yses said data to determ ne the status of each 5
conponent, said nethod conprising the steps: Associating each user with a
comuni cawDond14a86lr ess and a subscription period; Al ocatrcCagGoyo@ash user
perm ssions to access said data and the status of the conmponents; 10 I|f

t he subscription period associ at ed Wi t h2d “user has not expired: providing
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access as eadbersadh thevhdn theolsierarshy.and Perform ng said anal ysis of said
data by said manager without regard to said user perm ssions. 2. The
met hod of claim 1, wherein said user perm ssions include the ability to
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03/ 014936 PCHaSB0ZOMORAENt. - 23 4. The nmethod of claim 3, wherein said user
perm ssions include the ability to provide restrictions on the
configuration_of agents by other users that are beneath themin the
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7. The method of any one of claims 1 to 6, further comprising the step of
providing each user with real-time access to current alarms and an alarm
history for that user.

8. The method of any one of claims 1 to 7, wherein said data and said status of

15 said components is provided to each user via a user interface, said method

further comprising the step of providing user preferences regarding the

presentation of said data and said status of said components in said user
interface.

9. The method of claim 8, wherein said user preferences include alarm
20 preferences determining the manner in which alarms are notified to said user
according to an alarm’s state and the corresponding component.

10. The method of any one of claims 1 to 9, wherein there are at least two data
networks having with different network address ranges, said method further
comprising the step of providing at least one agent in each data network that

25 communicates with the manager to provide data to the manager, and said
step of performing said analysis of said data by said manager is performed on
said data from all data networks.



6. The nethod of any one of clainms 1 to 5, further conprising the step of
sendi ng each user an alarmregarding the inpending expiry of their

subscri ptwon3/o103peri od. 7. The nethod of any one of clai PETBGO0@;3f urt her
conprising the step of providing each user with real-tine access to
current alarns and an alarm history foR4that user. 8. The nethod of any
one of clainms 1 to 7, wherein said data and said status of 15 said
conponent s11.sThg ovatied asoclaimed is anyvare af dlaians itntoet @ awberekaitte metnager

further conpr] t he f vi di ng user preferences regarding the
presentation dﬁﬁ@%a&%gﬁ??ﬁﬁgngg{%aggﬁ us of said conmponents in said user
interface. 9. The nethod of claim@8, wherein said user preferences include
o m d usts 11 BRAAR SR, GREY 0 ) oriF O Beinhd 1 L P8 PBIS 45 Roghecer '
conponent . 1Qoniprisesed hmﬂtip)ibitwof/in@leﬁemﬂemlrﬁamgels.to 9, wherein there are at

| east two data networks having with different network address ranges, said
met hod further conprising the step of providing at | east one agent in each

data nesword A BgsteRbfarosrovidirtpies-timd honiterinRaneempbReRtsON l8atahéwork t he
manager, and said ste erform ng said analysis of said data by said

tep of perf a
manager is péPf%PIH’@il%gf USQ[P JSId SYSIENMbRPMAPIISIG: a net wor ks. WO 03/ 014936
PCT/ S&2/ 00173 -24 11. The method as clained in any one of clains 1 to 10,
wherein the manager conprises a single, central manager. 12. The nethod as

claimed in any BREager E1eAeRT g ) Gaier eein fegardiagaRald cosmepeniseanch
mul tiplicity Ofaﬁé]gfé@@eedgta 6 tetfnine ﬁe?%tuéo?éééﬁgb%@bn%tov' di ng
g o of a da 0

real -time nonitori conmponent s a networ a plurality of
users, said system conprising: nanager neans arranged to gather data

regarding sai d gsumAARAISmERmeans provided in said manager, arranged to store and
10 configure profile information regarding each user, said profile information
including a communications address and a subscription period, user

permissions to access said data and the status of the components;

user service means responsive to each user, and arranged to interface with

the manager, said user service means arranged to confirm that the
15 subscription period for a user has not expired, and if said subscription

period has not expired, to provide said user with real-time access to said

data and the status of the components in accordance with said user’s

permissions, and to notifying said user, using the user's communications

address, of any alarm states that occur in components that the user is
20 associated with as each alarm state occurs;

said manager being arranged to analyse said data by without regard to
said user permissions.’

14, The system of claim 13, wherein said user permissions include the ability to
configure agents that provide data to said manager concerning a component.

25 15. The system of claim 14, wherein said user management means is arranged o
arrange said users in a hierarchical manner, whereby each user inherits the



anal yse said data to determ ne the status of each conponent; user
managenent neans provided in said manager, arranged to store and 10

conf i gur ewproaii49es i nf ormati on regardi ng each user, said preffiSGe2/H0f7dr mat i on
i ncl udi ng a communi cati ons address and a subscription period, user

perni ssions to access said data and the28tatus of the components; user
service neans responsive to each user, and arranged to interface with the
nmanager, sai doersussisrs ¥ @ecashsaichdamnged the status iof ihe l@mpdnentslof other

subscription period.for a user. has. not expired, and if said subscription
period has notS&Rpigiédie bege ﬁbt\*/’ﬁgémsr}'ﬁ?&"%@@hy‘/\dth real -ti me access to said
data and the status of the conponents in accordance with said user's

perm ssi on nd t otifyin aid user,. using the user's, co ni cati ons
addr ess, o?ﬁ'aﬁi'/e zﬂ/gﬁeﬁ 8][ 8@@91 a‘f'rq%r@gh?a'ldnus@é SRSHS, igiu ﬁgg@ﬁ'fty Q20
associ ated wiprovie esstiictingr oh 3het corfigOkttion sRagenBNBPthéie LsersaihafRged to
anal yse_said data b¥ W thout regard to said user perm ssions., 14. The

system Bf c| dP9ReRlN harainihe Rigrarci¥er pernissions include the ability to
configure agents that provide data to said nanager concerning a conmponent.

25 15. The, system of cl gi m 14, wherein said user. nanagement neans is
arranged t b/ alh@ Syateghrh any e phCRIMS dBalocth cunereih e compenents inelude user

inherits the \M}, Q30 RCE/ 7 < p Y id
data and the statﬁé’ %ﬁ%ﬁe aﬁé@?lﬁé}a{ﬁgﬁoéle&@, Sﬁget‘rﬁ% ?ﬁ%‘yggrgg@%?ﬁ? t hem
i n the hierariohiudes&orEiatiany of dme statel &fi e 1dlemehts & Wetsrinineities spetagrio§si ons
i ncl ude the abil,i t(%/ to rP(rOVi de restrictions on the configuration of agents
by ot her user%aqm% MBPREMs peneath themin the hi erarchy. 17. The system of

any one of clainms 13 to 16, wherein the conponents include network, system

and applicatipn el ts,_.an h | ysis _of, the data includes’ .

correl Q{’. 0 'ofh? ﬁé’g‘gﬁgtoi ac;ﬁ/ g’ﬁ% Oglcgﬁﬁ}#/ié 38 1Jet@??ﬁeﬁbuﬁﬁresgrtvéﬁeu egps 1S
arranged to notify each user regarding the impending expiry of their
subscription period.

19. The system of any one of claims 13 to 18, wherein user service means is
arranged to provide each user with real-time access to current alarms and an
15 alarm history for that user.

20. The system of any one of claims 13 to 19, wherein user service means is
arranged to provide each user with information via a user interface, said user
service means arranged to provide user preferences regarding the
presentation of said data and said status of said components in said user

20 interface.

21. The system of any one of claims 13 to 20, wherein said user preferences
include alarm preferences determining the manner in which alarms are
notified to said user according to an alérm’s state and the corresponding
component.

25 22, The system of any one of claims 13 to 21, wherein there are at least two data
networks having with different network address ranges, said system further
comprising at least one agent means in each data network that communicates



each conponent. 10 18. The system of any one of clainms 13 to 17, wherein
user service neans is arranged to notify each user regarding the inpending
expi ry ofwoDleior493cubscri ption period. 19. The system of amgT®ee2/06178] ai N6
13 to 18, wherein user service neans is,,arranged to provide each user with
real -time access to current alarms and 48~ 15 al arm hi story for that user.
20. The system of any one of clai gsqr13 to 19, wherein uger service neans is

arranged to WiV ihgemanRgerBeANG AN WPH‘&PP&%WW gdata iod P MaAeef MENSsa d
USEr  SErvi Cesgj %ﬂéai%éramb%gt Beﬂgo‘ékrﬁﬁgé’&% &ﬁ&%@é QRGP el SR P dabie
presentation of sal ata and sald statts of sald conponents iIn said user
20 interface.nedworkehe system of any one of clainms 13 to 20, wherein said
user preferences include alarmpreferences determ ning the nanner in which
alarns are notified to said user accordi gj%_to an alarms state and the

cor r espon®@Aigrhe sysiencas claimegdan ameosy f @pims hio 82ewberain dernamagen 21,
wherein_there are at |east two data. networks having with different network
address5range@?ag%lpamwg?%ﬁﬁwg'h%‘?mraéWgﬁng at | east one agent neans in
each data network that conmuni cates WO 03/014936 PCT/ SG02/00173 -26 with

mmnager neathe BoSHOED Ao raaeRghoatY Bk 8 A8 A6 B8 WRRAR g RibtRger < ¢
net wor ks. 23.méhfs syspeiseaa muldphaty dfindependeat mbnageéisis 13 to 22, wherein
t he manager 5 neans conprises a single, central manager. 24. The system as

clainmed in any one of clainms 13 to 22, wherein the manager neans conpri ses
a nultiplicity of independent managers. 10

10



