METHOD AND APPARATUS FOR | MPLEMENTI NG SOFTWARE UPGRADE | N THE DI A TAL
TELEVI SI ON RECEI VI NG DEVI CE Field of the Invention [0001] The invention
relates to the field of digital television, and particularly, to a nethod
and 5 an apparatus for software upgrade in a digital television receiving
devi ce. Background of the Invention [0002] In addition to abundant digital
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attract the subscribers, to t he er of digital
tel evi sion subscribers, and to excavate new profit increasing points.
[0003] In the field of digital t&EieddpSthednventitgital tel evision receiving
device provider and a digital television service provider are usually not
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a digital television receiving device, "neither

5011 war earf apparatieforligfiwat up@laeyirsi Mt ECRN Wi dttedaVingRIepicavi der i s ori ent ed
to providing 15 fundanental and hardware-|evel software operation
platforms, for exanple, proviging a stahle _operating systemplatform
resource management, hardware afllgg}é’f‘,“di(ﬂ%é’g%hbvéé‘ﬁﬁf‘ng, and screen

di spl ayi ng. \Wereas, the software fromthe digital television service
provi §¥02] s lrorddntreth dbondars etgind arlyvider etapaastbreqichfiecibasion opbratdi€have

platforns provided by the digital television receiving device provider,
i . e., priovitedusativiadicr atertoapkzads ibbdindeticnaligr miccasives aoh descl2Pmbhut-dustdibée
Messagi Qﬁ .Fs??rvi ce, Short Message Service, stock information service, and
i nf or matFBH CIREEIPP ST0iFTVISeSe oF B145Y 14 Bitiarketheetbsarbren te bedst tivetrossl of dte
opgr at or, different orjentations bring about djfferent requirements
for% sof tn\?\lgrb-egpﬁ%%gg%}et . erlélé’alf]lbﬁ“éiﬁiba?mftgleé‘\?f‘ {OREY BEBIHVRRERSHBAREES s of t war e
currently available in the market usually includes three parts, such as
syst eli00ék ni nathestofld wlirdegitd eelevisions afdiyied] ecleaRtbni Rcal fraCeovidbpradapt ahd an
software, After being processed by a conpiler and a linker, these three
parts adiidt &ledsigs sarvgsoprevidar areneswaly awok Itee srene pye.i iowe dingthbial softelaavissi on
recei vi n&) tg&eﬁi g(edun er .certain éUI es. Any partial nodification to data in
one of tHE“YNPEE! B4 cach é’g&f ghésdiett telsrisiinspeivingaleyioet veithgy iscdspsasable.
system Efﬂle ls@‘ﬁ&zﬁredﬂgﬁlnglerd{&?él r}gl'ev{gn)%r %E%Q?rig ev?ge Srl?) 1({23]; ié gseieltltggi Ff‘g p‘gg\ri}li%g
15 fundamental and hardware-level software operation platforms, for example, providing a stable
operating system platform, resource management, hardware driver, image decoding, and
screen displaying. Whereas, the software from the digital television service provider is
oriented to a secondary development on the basis of the platforms provided by the digital
television receiving device provider, i.e., providing digital television data services, such as
20 Multimedia Messaging Service, Short Message Service, stock information service, and

information consultation, according to the requirements of thebroadcast operators. The

different orientations bring about different requirements for software upgrade.

[0004]  Digital television receiving device software currently available in the market usually
includes three parts, such as system terminal software, service software, and interface

25 adaptation software. After being processed by a compiler and a linker, these three parts are
stored as a whole in a nonvolatile memory in a digital television receiving device under

certain rules. Any partial modification to data in one of the three parts regardless of the other

two parts may cause a system collapse during running. Therefore, when any of the three parts
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-1 needs upgrade, a Makefile has to he re-created. The three parts have to
be upgraded together. Figure 1 shows the principle of a conventional
upgrade sol ution. [00051 When a service provider requires to upgrade his
software, the conventional upgrade solution executes the follow ng steps.
5 [0006] (A) A conpiler coordinated with the CPU of the digital television

recei vi to nak kefile, o conpi l e service

sof t war glgeeg?ﬁbzt; gdéc faehé{? g f% 2 185 i bedesard %g ]gl% tﬁteﬁ PAF ! 13‘[90@8[’% upegded et t al
tel evisi C ef il creates a digital
teIeV|sfggm?§og?¥F2§3 J%@gogg %ﬁgﬁéo%ﬁ%?g%hbgﬂaﬁgh interface adaptation
nodul e I|bra&é 10 [0008] (C) The digital teIeV|S|on recei ving device |inks
the s&lOPS fevwB s viderirayider requires (ostipgmde hivi svdiwasgfthovapevdniibnarypgraded
the interface ada ta%ﬁgg mpdul e library into an object file, and generates

an execU{HHI08 SFFGuges t YViEDjictthe executable file is nultiplexed into a
Transport Stream (TS) via an upgrade server according to a predefined

pr at ofi#06] 15(400A0bn{pHkr dbvripefadatrmduiie of ttﬁhﬁg@dl $iEakioh ?J:c%}’du%és gcfekf decis

recei ving device software receives and extracts the data, and

new upgrathendd; ke make@UURk(HS, (Shempsly Sxtﬁ@b@@@fttﬁarb,eaﬂcﬁto%rt:étb eNser kO s@tware
nonvol atile nenory (e.g., a FLASH. [00121 Apparently, in the conventi onal
t echni cdPra®l ution, the dlgital tel evision receiving device software has
to be upgraded together with the service software. Fbmever the digital

tel evipappn s@nvipR H’lﬂgﬁ&l‘ Q@me%&cmﬁ%dgvﬂgﬁodqg% g ﬂ?lgfér%\ﬁ S &,d)gtagn of

than the digital television recelvi devi ce provi ThcORsTY

t he i ncanmesibereeivalg ddveccssRsard B9ES, addashictlcd a&matlttﬁ nYRAI @GRS OCess,
t he dlgltal tel evision receiving device provider |s often unwilliing to
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sof t war filehasd féheRResuRO @AM B4 he same tinme when the service software is
upgraded, the service software provider is restricted by the digital

tele n
\ﬂ)(?dﬁ (D) The executable file is multiplexed into a Transport Stream (TS) via an upgrade

server according to a predefined protocol.

15 [0010}  (E) An upgrade module of the digital television receiving device software receives

and extracts the data, and assembles a new upgrade file;
[0011] (F) The new upgrade file is written into a nonvolatile memory (e.g., a FLASH).

[0012]  Apparently, in the conventional technical solution, the digital television receiving
device software has to be upgraded together with the service software. However, the digital

20 television service provider has a much higher demand for software upgrade than the digital
television receiving device provider. In consideration of the inconvenience of the subscribers

resulted from the upgrade process, the digital television receiving device provider is often
unwilling to upgrade the software, or is unwilling to provide assistance to the digital
television service provider to upgrade the software, Undoubtedly, this may cause unnecessary

25 troubles in the development of digital television services. Due to the fact that the digital
television receiving device software has to be upgraded at the same time when the service
software is upgraded, the service software provider is restricted by the digital television
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-2 receiving device provider sonetinmes. In addition, in the case of a
narrow bandw dth, it will take a long tinme to upgrade the software,
resulting in a poor experience of the subscriber, and the bandw dth of the
mul tiplexer will be wasted. Summary of the Invention 5 [00131 In view of

t he above, the invention provides a nmethod and an apparatus for software
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The i nvetd ba@wt@ v desmaltipRikBodif 8¢ wagbd war e upgrade in a digital
tel evision receiving 10 device. The nethod includes: A nmultiplexing

service software into a transport stream according to a predefined
protocol; B. extracting, by thramgry af thednyeptionon recei vi ng device, data
of the service software fromthe transport stream and storing the data of

the si@oyljce mofitwasrahe dbove, tHEmbahitidBrobiRs Al Hithad ah®hR \MbSd Rihs TBCRI Ml 18
device, so that digital television receiving device software obtains

addr essepgrefle ims eidiat eldwinion rars/ind déhee, 3ervive ehesphbblear &, theanidr khtehsehyi ce
sof tware obtains addresses of interface functions of the digital television
recei vi M) iseBwaist elwdealizitn! tolsdistannegceibingt dveridi Igisttal bet wigeadedi asrihe ewai vi ng
device software, default addresses 20 of the interface functions of the
ser vi ce8GrY R SRS apthware nepdieingariing yelbe disital telay1agn reppisingidgvicsy
tel evi sion receiving device software, and updating, by the service

sof t Va0 By] difeauléntidddiresgesa afetidiefor R6RWARGR gf4dBGH NS 0 kelbNS o ireich Ahg
tel evision receiving device software according to the addresses obtai ned

by0 t he detied dbeswtiiodaneud¢00151 In step B, before storing the data of the
service software, the method may further 25 include: checking integrity
and/ or val i di-tRpuidiplenes getvaccotolireregaiovd sensit siegsen af@odar Mhepddetined t he
service s?ftw@re may be stored in a nonvolatile menory after the checking
i s pass¥f oot

B. extracting, by the digital television receiving device, data of the service
software from the transport stream and storing the data of the service software;

15 C. restarting the digital television receiving device, so that digital television
receiving device software obtains addresses of interface functions of the service software,
and the service software obtains addresses of interface functions of the digital television
receiving device software;

D. updating, by the digital television receiving device software, default addresses

20 of the interface functions of the service software according to the addresses obtained by
the digital television receiving device software, and updating, by the service software,
default addresses of the interface functions of the digital television receiving device

software according to the addresses obtained by the service software.

[0015] In step B, before storing the data of the service software, the method may further

25 include: checking integrity and/or validity of the data of the service software.

f0616]  The data of the service software may be stored in a nonvolatile memory after the

checking is passed.

0617}  In step C, the method may further include: invoking, by the digital television receiving
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[00171 In step C, the nmethod may further include: invoking, by the digital
television receiving -3 device software, an initialization interface of
the service software, and sending the addresses of the interface functions
of the digital television receiving device software required by the

service software to the service software, and sending, by the service
software, the gddresses of the interface functions of the service software

requi r edBiFCSREVATGY AR AtiflEg0n dntgr{acecridhe sryice sofwgice and sending headdiepss
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al so provides a software |oading apparatus fbr softwar® installation afd

upgr ade dewle edttw meltoldesdigian tdlevisibAakéceplinOdevidt @fthaee nodul e, a new version
service software processing nodul e, a service software interface

vor s BEE, Ve e Pofbiifigittr ey Do dieftda ot et rale e
stori NG Oﬁt? ?cﬁravl'ecf(?cﬁl%ﬁlti‘ﬁﬁﬁgor? r@vlﬁg IIY%ESdﬁ%P&thaﬁnngE(gﬁ LH) rije r?t %%as%?du? e:

| ocation o € service so tron'in ace no
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tel evision receivi ng dEV| ce SOftV\ﬂre recei V| ng an i nvocation instructi on,

and i nvékidugnt b€ tisesarivice so&ofatavare i nterface extracti on nodul e to extract
interface informati on of service software under 20 the invocation
the service software i.nter e nmodule i.s a

f
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of the service software e service software interface upda

t he ser yiceessinf tvane, hQbﬁﬁé@‘iﬁ‘tWJ}GQE@rﬂa@@Hkt?adh%n@ﬂ@cﬁﬂ@daﬁdoé qem&t dd¥@vare
default” addresses 25 of interface functions of the service software

requi r echtdryack lwpdate giddale; t el evi si on receiving device software in accordance
with function addresses provided by the service software
the new version service software processing module is adapted for detecting and storing
15 service software of a new version, and returning storage location of the service software to the
initialization interface module;
the initialization interface module is adapted for interacting with digital television
receiving device software, receiving an invocation instruction, and invoking the service
software interface extraction module to extract interface information of service software under
20 the invocation instruction;
the service software interface module is adapted for interacting with the service
software, and extracting the interface information of the service software, and sending the
interface information of the service software to the service software interface update module;
the service software interface update module is adapted for updating default addresses
25 of interface functions of the service software required by the digital television receiving

device software in accordance with function addresses provided by the service software

interface extraction module.

[0020]  The software loading apparatus may further include a checking module, adapted for

receiving an instruction from the new version service software processing module, checking
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interface extraction nodule. [0020] The software | oadi ng apparatus nmay
further include a checking nodule, adapted for receiving an instruction
fromthe new version service software processi ng nodul e, checking -4
validity and/or integrity of the service software, and returning a result
of the checking to the new version service software processing nodul e.

[0021] The..service.software interface extraction nodul be further
hdapt oo TORRERY BE IR A e R Fs P b iiebiRage tGrilt Rblisdgrides 1o the
softmarg“m§gggbﬂgm@ggngﬁﬁgézggEﬁﬂhgﬁ&ﬁg%.functlons of 5 the digital

tel evision recel ving device Softhar e required by the service software to
the service software, receiving addresses of interface functions of the
servi (@24 bt t Rae ecrvice gaftwers ibiprfapreextdicor aloduk rewy bé Gnthee eddptéchfyr devactiag
software, fromthe seryvice _software, and retqrnin% the addresses of the

i nt er f add PHREEFORSIEHphR! B6rserees sdtrararendiag ardrestes wif detesfage fiapteons of

i nterfa u te nodul e.. 10 ] 0022] The service software interface .

extr act inAHEAEE IR Ee DR REEe S0ABEE SR O T BRSHG & Sofaf gLy popervice
functi on,ARdil e. RV ' - Atd Ng. Syst of a digital television
receivin8 ceV?%e, #%%%g%%?%gpPﬁ§%§3999%5m§6??&%P%Yw§ﬁagﬁﬁﬁhF%PW& ﬁgﬂ%gated
addr ess dgfital h@eliBloR fe8&iBing! 46dd QB RE BBHY UREs 'fcé%ma}é).atn'aereﬁﬁﬁﬁﬁg%e
software i nterface update nodule. [0023 'Ir'lhe sof tware 1 oadi ng appar atus nay
be i nt egdtesds iof tiee thtgficalfufi@ioayios kigNsdreiceisyitiere tdThe MvER, soRwaRS Mt fice
software server, or any other separate devices. [0024] Wth the technical
sol uti ongdaieowddleng to the invention, the service software and the digital
tel evision receiving device term nal software may be upgraded separately
sipceohRer € 1% sePQcdidRe j ' r e he seryi.ce software
and ﬁheﬂ%erninéf sg?%a@re?hﬂﬁ%%%ﬁgyﬁaﬁﬁfﬁgﬁﬁ?héﬁﬁgﬁgﬁé%wg%g?éé?ﬁngﬁﬁﬁgge

t er m nakels@kibwahectRdhanbAIE PENGGL inf LOM SRR %&%bf%%%@@%@wiﬂ)h Reddin
met hod according to the invention, the operators need hot to build thegf”r
own updedds skrougngs thepeaiedbofivae, biditrefuREngablostdkd ngldeastoMay hersayed.
[0026] Since the service software is independent fromthe digital

t el evi sfungtipwscadiseivigg Wéwaceto the serivivalso§witeviateefacd wpdahemodsle. of t he
originally allocated bandw dth of the upgrade server, the service software

may 6o2H 9" AR A £ 1¥adiBN Apbferahly BY TP if NCaRES 1l oD GedfANg e

15 device, a service software server, or any other separate devices.

[0024]  With the technical solutions according to the invention, the service software and the
digital television receiving device terminal software may be upgraded separately since there is
no direct function interface between the service software and the terminal software, in other

words, the service software and the terminal software are independent from each other.

20 [0025]  With the method according to the invention, the operators need not to build their own

upgrade servers repeatedly, so that the networking cost may be saved.

[0026]  Since the service software is independent from the digital television receiving device
terminal software, in the case of the originally allocated bandwidth of the upgrade server, the

service software may be upgraded quickly, and the waiting time of the users may be reduced.

25 [0027]  Since the service software is independent from the digital television receiving device
terminal software, the service software may be stored in a nonvolatile memory independent of

the digital television receiving device terminal software. In this way, the service software may
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25 [0027] Since the service software is independent fromthe digital

tel evision receiving device termnal software, the service software may be
stored in a nonvolatile nmenory i ndependent of the digital television
receiving device termnal software. In this way, the service software may
-5 be encrypted and conpressed, so as to protect the service software from
bei ng di sassenbl ed. Thus the software security may be enhanced

si gni fi CERNCEPag-andrcoptsessehisoat toprathet ty asiisg softeazdiormibgingatisasemaed a

technical, sol ution for upgradjng digital television receiving device 5
softmargh%ﬁgué ﬁV@E%“§8?B&B?%L?%ﬁﬁﬂ€“5¥@8‘C%?bﬁ [0029] Figure 2 shows a
techni cal solution for upgrading digital television receiving device

sof tware and service sof t waBeief ORI tigh MOthaﬂ)er.ggﬁ ment of the invention;
[0030] Figure 3 is a flow diagram showi ng a nethod for software upgrade

accorgj to.the ,invention; .1 0031]. Figure 4 is tructural. diagram
v Y281 obiRG oY P s deTini o0 s PR o biREnE i e Fohs opdedry b T AL
Degcri ptyj f ' ] Hereinafter the principle of the
vent | tétr’nﬁ&a{%angggﬁgsé%?ﬁb”g‘? l&mﬁ?%gggl?er%-top box (STB), which is a digital
tel evision receiving device, as an exanple. Figure 2 shows a technical 15
sol ut [08A% or Figpigr hehovws adedniiahgolution fier ippreting digitahdelstionn receifngulceic2, an
upgraded service file is sent to a service upgrade server separately. A
conpi | ef® ‘53?&?&5?‘86’6\?\%) Hararecessyedp apgabodunent b thsdnvendioght aj ned, to
create a Makefile, conpile the service software and build a service

sof t waoso]l i bigiry.3 K YWbe SiaSR@WShANnk RONHBUSd BHOSEESard (pefdie NG cdRide® the
invention as follows. 100331 A A service software is miltiplexedinto a

speci fi edenti@msport stream (TS) by a 20 service software upgrade server
according to a predefined protocol. [0034] B. A set-top box term nal

d h [ f ' S | . d
T0r JRORUCTIRELS 475 oS SRULFA, PREMAT e Yine s AR ERE o AR Ry dF 5,

term nalpvegfidavare is restarted, the set-top box termnal software obtains
addresses of interface functions of the service software, and the service

Detailed Description of the Embodiments

[0032]  Hereinafter the principle of the invention will be described with a set-top box (STB),
which is a digital television receiving device, as an example. Figure 2 shows a technical

15 solution for upgrading according to the invention. As shown in Figure 2, an upgraded service
| file is sent to a service upgrade server separately. A compiler coordinated with the CPU of the
set-top box is obtained, to create a Makefile, compile the service software and build a service

software library. Figure 3 shows an upgrade process according to the invention as follows.

[0033] A, A service software is multiplexed into a specified transport stream (TS) by a

20 service software upgrade server according to a predefined protocol.

[0034] B. A set-top box terminal software detects the service software of a new version,

extracts data, and stores the data in a nonvolatile memory.

[0035] C. After the set-top box terminal software is restarted, the set-top box terminal
software obtains addresses of interface functions of the service software, and the service

25 software obtains addresses of interface functions of the set-top box terminal software.

{0036] D. The set-top box terminal software updates required default addresses of the
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25 software obtains addresses of interface functions of the set-top box
termnal software. [0036] D. The set-top box term nal software updates
requi red default addresses of the -6 interface functions of the service
software by using the addresses obtained by the set-top box term nal
software, and the service software updates required default addresses of

t he inter ctions of the set- t%f hox terninal sof tware by using the

addr essef e@%f‘af‘ﬂlé Owittﬁg SERIAGSREWatE Y s thegd F%W]Obﬁﬁ"ﬁ‘\’éﬁr bﬁsf@rslchﬁ’pttf?é

i t-t.0
spect 11 <5 Rule, s8N Sifier bPE®Siead S5 ! AR ok g Rpex
tinme, than&RhnsbLeRhORX toit gdﬂeﬂ%ggi %Té{\ié‘ﬁ? ?grmi.fas?'%gthg R8RS of){afr%d tiyfthc service

identification, e.g., storage un
set - toquﬁxmherninal finds that the identification read fromthe specified
storage unit is the specified identification, the set-top box term nal

10 i f di
R oRe W7t & ABRBERS Fiecsctull R an et ff%liﬁ“harrs%é?@@%%a@g oo e &
{ ft I ft
e Lontei 004D 188, LB ENERL TR RS LR R R,
may cheginlifg doftaR8s irtMis t’h@espﬁahb&“ %ﬁlﬁ%ng?ri Pﬁ%vﬁggsfrr\g%éél %T{Aﬁgr SioR @i the

servi ce software, and check e vali mat’i on. ter

the 15 efegde urst. pAAREE:-td]1BosS REmiRP fREX thLrHd ﬂ?émﬁ@iﬁdf\ﬁ%@d%%% {Reirdat a
in the nonvolatile nmenory. [0039] The service software may be a

re- | ocat@pdge whj sohe péatial identiddsiohythe deoaat bn taoljiet prodetdeto (18QpRtaden a
first enmbodi nent of the invention, after the creation of the service
sdft war 819k apy the privgess dpw ipasading Sowtas o, Ytheyvibe thbsatiop &by térodatled

to a negoti at ed nmenor sition by 20 using a specialized |ocation tool.
I n thi sPEOgER!s 18%Q aifﬁﬁir‘éd THEE RS¥C®ecording to the invention is as follows.
100411 (Al) An absolute |ocation service software is nultiplexed into a

speci[Do38] t rianspd tafics He@amg(tiSierbite 8o BREN Feh SN VBLRNUREAREEtIRMEHata,
according to a specified protocol (e.g., Digital Storage Media - Conmand &
Cont r ol theDSMEQ) bgpr Grmewil Jsofi@bre] 007 2hedkBihi) infEeits ehe valpdiboxnd eliarvaréfication
software detects the service software of a new versi on,

version of the service software, and check the validity of the upgrade information. After the

15 check is passed, the set-top box terminal software stores the data in the nonvolatile memory.

[0039]  The service software may be a re-locatable object file or an absolute location object

file.

[0040]  In a first embodiment of the invention, after the creation of the service software library,
the service software library may be absolutely located to a negotiated memory position by
20 using a specialized location tool. In this case, an upgrade method according to the invention is

as follows.

[0041] (A1) An absolute location service software is multiplexed into a specified transport
stream (TS) by a service software upgrade server according to a specified protocol (e.g.,

Digital Storage Media - Command & Control (DSMCC) protocol).

25 [0042] (BI) The set-top box terminal software detects the service software of a new version,
extracts data, and checks the validity and integrity of the service software, then stores the

service software after the check is passed.



extracts data, and checks the validity and integrity of the service
software, then stores the service software after the check is passed. -7
[00431 (Cl) When restarting, the set-top box term nal software invokes an
initialization interface of the service software, and sends required
addr esses of interface functions of the set-top box termnal software to

t he sg;xéce BtV@ée. n r.espqnse, % initialjzation |nterface of the

servi 0844t t$ar e WBEL ARG BesEd t‘?ﬁ Pmteml@eb splifieei irekest at pitidéalipge
ft t-1.0 th t

box 1 or et bE SR BT o Ruerrol AT oligs R G MR el e

sof t war goUREabg Serhith @ rsegtvlaye gehh ngdid %esfo?t'd)agc Iﬁ?g{p &e%l}e Ifn]g&ahﬁat? ! bR POX

terminal software according to the addresses o unct1 ons of

t he set of ahe Rexideesdiialk &ﬁfrﬁé"@ﬂ&c@k@vdfdﬁﬁer?%et R 861 bPRhDAXIRT $9ddre
software. [0045] (El) The set-top box term nal software updates default

adsir essespuotd b éhe set-enpfacaermlialf wisttonshobetitbe bseternaal setvmar e requi red
by the set-top box term nal software according to the addresses of the

cof CuafER | dL) Pe] siBedBivER B0 EF e RiP BRb e 4R ARl Epormut
sof t war §do@9§s9s B &hd D&-typdBk ecgnmﬂ%ld&ﬂ'ﬁﬁﬁé ‘a0 dh%%? he z{?ld?el g&cgmeemgﬂwﬁ nt

of the invention, for a set-top box termna par suppor

SOf t War fncebIRCHAthOk:- témeoﬁeﬁmlﬁpsmatr@?ﬁﬁumme Batithp bbRt@mdhal Sottwaat abl e
object file by usi ng the library functions provided in the operating

| h d hod
aecotl « SEREThHOBREPoY Ll splas upduagc b oA IcBeSBRENES ¢ | s
tipl d.t t 0
b 'wirfe?f"éﬁj‘)gdrsgé g é‘?‘@%%' SR ARRPE b o S bRl o PO BEREP Fn o e

set-to I e t € i
vor ot onEBOMARALE B hns kit ﬁﬂﬁﬁff FrlBlsPrgK SRR PG by AP Rvice

servi cesofi@fakavar e, then stores the service software after the check is
passed. [0050] (C2) Wen restarting, the set-top box term nal software

i nvo r catjon function . ovided in the operati ys
o od et 1T Qer DR L SomamiaR bk aRQ theidstias ovate both 52 The Bpdafed

addresses.

15 [0047] In a second embodiment of the invention, for a set-top box terminal that partially
supports software relocation, the service software may be built into a re-locatable object file
by using the library functions provided in the operating system of the set-top box terminal. In

this case, an upgrade method according to the invention is as follows.

[0048] (A2) A service software is multiplexed into a specified transport stream (TS) by a

20 service software upgrade server according to a specified protocol.

[0049] (B2) The set-top box terminal software detects the service software of a new version,
extracts data, and checks the validity and integrity of the service software, then stores the

service software after the check is passed.

[0050] (C2) When restarting, the set-top box terminal software invokes a relocation function
25 provided in the operating system to relocate the service software, and returns relocated

addresses of the interface functions of the service software.

[0051] (D2) Aifter starting regularly, the service software updates internally defined default
-8-



addresses of the interface functions of the service software. [0051] (D2)
After starting regularly, the service software updates internally defined
default -8 addresses of the set-top box term nal software according to the
addresses of the interface functions of the service software provi ded by
the set-top box term nal software. [0052] (E2) The set-top box term nal

sof tware dat es r?lef ault addresses of the interface functions of the
service agg‘%?%ér%f EiGi1oRdbey trmanal splipgrs aeserdiag 49 tha addiesanob thc Buedsg to
5 the addresses.of functigQns praovi t he service software. [0053] (F2)
The ser JioRsy Mookt R AR R PY A oyl Lom Ftte SR RSt 1 use 1 he
updated interface addresses. [0054] The invention al so provides a | oading
appar B063} THR)apPer sdtusp bex desnigalesbitwarexipdaet detdnit aigesaekeof ileeirdatacof a
service software froma transport stream (TS) according to a 10 specified
pr ot ocolfuncgiogs of BRMOCYipe erlbwak, requritkdt oy thci seetaphleoxdigtrainahsaftveara envatiagi the
menory e.9.,. FLASH, |In addition, when the service software starts, the
appar atffé“rfj&{/csé?l URGions pEvidedipy tip seryigeisaftigre. and the integrity of the
service software, and check the validity of upgrade information, and the

l'i ke. [0DSSS5] (FA$ Shewst-iop bok Gethendl softd@rd SROMRGeARRALAIME: hAIE LWEIgR WPlated
initialization interface nodul e, 15 a new version service software

pr ocessimegrfamddtiessea. service software interface extraction nodule, and a
service software interface update nodule. Wien a service software is

mul ti ed 0t egiflred. tr port stream £IS) by a service,software
Upgr ARUSHE T B B EREL b BRIk RO, DA Aol B B 3Rk BRGF c.e
sof t war g,epP [ ect erSeryi MV ef.si,on,
st Sl e R R S e A Rt S TR e
| agat i ospeoffiddhgrotrblicae, BSME@IRotoBolt AR itdiviritakhez@dth Pftol NhSHVoRLR: RS
[ 0056]- When the set-top box termnal software starts next tine, the set-top
box teregndlLASKf imadditionyethes thhaeeivide saflwaratsiats, i epfaaces magutleeck Tthe
initialization interface nodule invokes the service software interface
ext r act Y@Rorpée validsyuand ithe integeint phdte pavise fsabward, rindr ¢heck ghe oklidine of
service software. The service software interface extraction nodul e
i nt er actRET#E RIGIAaLiRG, ﬁ‘i’gcﬁlﬁﬁlé]%e'of the service software to extract the
interface information of the service

[0655]  As shown in Figure 4, the loading apparatus includes an initialization interface module,

I5 a new version service software processing module, a service software interface extraction
module, and a service software interface update module. When a service software is
multiplexed into a specified transport stream (TS) by a service software upgrade server
according to a specified protocol, the new version service software processing module detects
the service software of a new version, extracts data, and stores the service software, and

20 returns the storage location of the service software to the initialization interface module.

[0056] When the set-top box terminal software starts next time, the set-top box terminal
software invokes the initialization interface module. The initialization interface module
invokes the service software interface extraction module requesting to extract interface
information of the service software. The service software interface extraction module interacts

25 with the modules of the service software to extract the interface information of the service
software, and sends the interface information of service software to the service software
interface update module. The service software interface update module updates default
addresses of the interface functions of the service software required by the set-top box

-0.



software, and sends the interface information of service software to the
service software interface update nodule. The service software interface
updat e nodul e updates default addresses of the interface functions of the
service software required by the set-top box -9 termnal software
according to addresses of functions provided by the service software.

[00571 In_a first inplenentation of the | oading apparatus according to the
[ nvent i daRsaRvare Lo st e o Al PEPSRREY tha SrEC BT H T o
transport stream (TS) by a service software upgrade server according to a
speci [i0sd] pr bt adodt, intpenagaionesSihenosiny bpfars0f bY@ EnpneeRs fivgticn, Mduhe
detects the service software of a new version, extracts data, and sends a
checki ngervigessofivers onmubipdexch aoloi mgpavifthdl eansfdre sobec KTRp bypadwiece ecfevares
the instruction and checks the validity and integrity of the service

sof t war #PSEAA Seehaceatdith & seciied uretosd, Haewevorven sirsive sgBgicquoesstingar e

i | ft th hecki i sed. Th i I
ot t var S Bo et e Sinuics SeftsResof RacBe s, Gomeaias Musaidt droecking
t . .1.00. of. i ft to the initiali ti
sCorcoe dasation, o1y (1, A0SR es AR o e LS B o,
time, the @a@iﬁit%/gﬂd B8 LA rvi GOIFRLE ah?\f%%tu Sk ?éshlt%'ﬂ%aaﬁévp\persion.

i nterface nodu The initialization i nt'erface nodul e 1nvokes the service

sof t war gerviRb ebfiaae: priceaaid ARINMRMUAR (REQHEKINNS pRsEXITIRChew HeRids®vice
informati on of the service software. The service software interface

ext r act baftwaro gubeessxg nadtl skied the sémvidel saltivast, andrdtinhe ifeat@agt lgetiod efthe
software, sends interface addresses of the set-top box termnal software
t 80t he s&¥igE celtwacttodranitigtigatioacaioviase medriesses of interface functions of
the service software, required by the set-top box termnal software, from

the g6038]Ce WAEA WY Get-18P ShoxS BRI fhal RERGIRA %éﬁ?%e?ﬂc tihfte t%;@%@é&)gcﬁoﬁ %L%}'jﬂa?”s

of the sérvice software to the service software intérface update nodul e.
The ser sdfoears dhtolas ech: bRkl pdateemdulle. UpRatigsiaiafiaul it cadds@sses

of the interface functions of the service software according to the

addr essiggokds theeserivict esdfvcee finedbcorstrpeton deduleyrdghestsigr Wi egtraof inwafaee as

requi red by the set-top box term nal software. 100591 In a second

i npl eneiftiagaAn 6f theneryigasniivgraphe wrise sefbwrdinte fres axtractionentilgextradts er a

servi Ce, saf L re. in thfaftorfm of a rfe-l ocat 3b|,e bject file %s mul tippLexed

5 a spggilm 1324 pgnlg% ¢ of service software, sends interface addresses of the set-top box
terminal software to the service software, and receives addresses of interface functions of the
service software, required by the set-top box terminal software, from the service software, and
sends the addresses of the interface functions of the service software to the service software
interface update module. The service software interface update module updates default

20 addresses of the interface functions of the service software according to the addresses of the
interface functions provided by the service software, as required by the set-top box terminal

software.

[0059] In a second implementation of the loading apparatus according to the invention, after a
service software in the form of a re-locatable object file is multiplexed to a specified transport

25 stream (TS) by s service software update server according to a specified protocol, the new
version service software processing module detects the service software of a new version and
extracts data, and sends a checking instruction to a checking module. The checking module
receives the instruction, checks the validity and integrity of the service software, and then

returns the result to the new version service software processing module when the checking is
.10



25 stream (TS) by s service software update server according to a specified
protocol, the new version service software processing nodul e detects the
service software of a new version and extracts data, and sends a checking
instruction to a checking nodul e. The checking nodul e receives the
instruction, checks the validity and integrity of the service software, and
then returns the result to the new version service software processing
modul e WPRSHEG: e BREclersien sasvice softparsguocessthe nelnlovdoss dre sevive cefteot;taur
processin nq%ule st res th? service software, and, returns the storage
Pocat | orfCOFS $16 SCiEsRetien oF Hitreries soteranio hain Halizagan injerdrdeaoed dodul o.

[ 0060] When the set-top box termnal software starts next tine, the set-top
box t gromonal Wisaf theedee tdp1vokasmiing bottwdral kgt hon fint efkase P 8Bk Germing
initialization interface nmodule 5 invokes the service software interface
ext r act isofivaod shekee questitinzatonekieréet mbdgef dte initfadiza@ind eMedicet hRdule
service software. The service software interface nodul e i nvokes a

r ePocat iiByPkes Hbe issrvierodeiteasr bierdsd riraction opatuat irnguestisg don ofiratthentedtoet op
box to relocate tE service software, and sends the rel ocated addresses of
the i nt dPPHRRIGY QLS ETEES (NI VR viThe scrvere mﬁt‘éalteouméacgemdél@ yoPkeare

i f dul Th f d t |
Lndiat o TEoHRAR En R Gad %V?‘ﬁe@%hﬁﬁ%gf%%%%ﬁ@{ o LRGP RooRas ieledie the®
sof t war gepvidat s%"f’c(x%?@ ahHd ré%ﬁﬂlso{llé BHEALS P?regs%s OQ?hggnqer?asc% n Ohontsh ég%gr(/{cgcg ox

functi ons provi ded by service SO ,as require

t er m nakof@hleVar tie ie@@@é—]soﬁ%vhfb e ferét Mt@%d@fépa{ﬁl@t 45vib0%so ggffa{?"‘@%&fa

upgrade according to the invention, service software an tal

t @D evi siupdate eneiuld npdatevdaeuls @ﬂ(ﬁl\&'@erce cﬂ‘aye beerRgr Adetonsler &@Q}%M&@hdﬁﬁéf@ce
there is no direct function interface between the service software and the
digital“ﬂ@ﬁ@@i@ﬂdﬁﬁﬁe@@bvﬁm@t@éh¢@édsnﬁ$wmﬁ@pinhaﬁcééhmﬁhﬁsgﬂﬂﬂﬂﬂbbgdh&Ware
and the dig ?ﬁé tel evision receiving device software are independent from
each otﬁ@?we W@ﬁe?ﬁ?@?%ﬂh@%@mﬁékﬁmgﬁx6@PVWﬂﬁﬁ@Wﬁmen upgrade servers
repeatedly, so that the networking cost may be saved. In addition, with

the reosgd awdh aRp aetiddSaef affaeath Y@ oiQre APkGKe WP aClE t@fthct: hx?veﬁﬁ&‘{'tﬁg 20
sof tware may be achi eved, such that the waitinhg tine nmay be reduced f

users. Favichewftwahe ang ekharahgyalofeléxhﬁon ntediliagt dalicd kofpehlel Bfiyobe td@graﬂ@di vice
prOV|ders may be enhanced greatuy. -11
separatély since there is no direct function interface between the service software and the
digital television receiving device software, that is, the service software and the digital
television receiving device software are independent from each other. The operators need not
to build their own upgrade servers repeatedly, so that the networking cost may be saved. In
addition, with the method and apparatus of the invention, quick upgrade of the service

20 software may be achieved, such that the waiting time may be reduced for users. Further, the

security of the intellectual properties of the service providers may be enhanced greatly.
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CLAIM5 What is clainmed is: 1. A nmethod for software upgrade in a digital
tel evision receiving device, characterized by conprising the foll ow ng
steps: 5 A nultiplexing service software into a transport stream accordi ng
to a predefined protocol; B. extracting, by the digital television

recei ving device, data of the service software fromthe transport stream
and storing the data of the service software; C. restarting the digital
tel evi si on receiving device, so t hat <didfM3I television 10 recei ving

devi ce sqﬁﬁy@rgﬁﬂggﬁ;ns addresses of interface functions of the service
sof t war e, ané the service software obtains addresses of interface
functions of gl bakofhod8\IBRR in § FELY 1AL ISV LERISH LMRLE upRucterized
updating, by the digital televiSion receiving devi ce 5o war e, SFAT
addr esséesy condprishg; that@idvaggskepact i ons of the service software according to
the addresses obtained by 15 the digital television receiving device
sofitwar e, and.updapiergig dyvicheofiemnvd oo aatinspo stdemaadcbradgdnesspeddinddhe
interface functions of the digital television receiving device software
accor di f§o¥6%khe addresses obtained by the service software. 2. The net hod
according to,claim1, cgar cterized in that, in step B, before storing the
20 data of tRe SUAGIRE Q¥fthrafgity Helavisipdestiringe devsipdaties! Bheskivivg

integri rval i di of the data.of .the seryice software. 3. The

met hod tgég%gél ﬁﬁl @Cé éllggﬁré,sgrgﬂgrag 5 W%@‘ei‘ﬁt&l ﬂ’é{ﬁ,@ Steﬁ‘@c%lé‘%,\@wé‘?e?t he service
software is st i N | at.i . . af ter the checking. is, passed. 25
3 The method acesr dingr 8 Hrh el SR TRy Feuin oBnEet IR B She

mebhod fegeiviap deeRARBESQS obAURAKIdIGessBY of PEer®l @i iRkt d R &V is%i#eeﬁ)?{xyér@g
device software, an initialization interface of the service software, and

sendi nganthéhasidressodivate bhainnikirtaes of uneithansumetiohher ud @ighal td&ligyhsi on
recei ving device software required by the service software to the service
30 sof t fgRceVingdgvisenditngre;by the service software, the addresses of the
interface fqgctkpns 0£ .. . .
- updating, by the digital television receiving device software, default addresses
of the interface functions of the service software according to the addresses obtained by
15 the digital television receiving device software, and updating, by the service software,
default addresses of the interface functions of the digital television receiving device

software according to the addresses obtained by the service software.

2. The method according to claim 1, characterized in that, in step B, before storing the
20 data of the service software, the method further comprises: checking integrity and/or validity

of the data of the service software.

3.The method according to claim 2, characterized in that, the data of the service

software is stored in a nonvolatile memory after the checking is passed.

25
4. The method according to claim 1, characterized in that, in step C, the method further
comprises: invoking, by the digital television receiving device software, an initialization
interface of the service software, and sending the addresses of the interface functions of the
digital television receiving device software required by the service software to the service
30 software, and sending, by the service software, the addresses of the interface functions of
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-12 the service software required by the digital television receiving
device software to the digital television receiving device software. 5.The
nmet hod according to claim1, characterized by further conprising: invoking,
5 by the digital television receiving device software, a relocation
function provided in an operating systemto relocate the service software,

and retupi - b he relocation function, relocated addresses of the
i nterf acgnaf %%‘th i é%}stwfﬁc Iieﬂglrifg?X/fhééh@E?if‘?}\%vﬁﬁf’n BeCeX g ¢Xiger  Tivsapitorige digital

apparatU§magﬁm§gkgwﬁ{qungggh%%%ion and upgrade, characterized by 10
conprising: an |n|t|§I|zatFon Interface nodul e, a new version service

software processing nodule, a service software interface extraction
nodul e, and a service software interface update nodul e; wherein: the new

version ser viSCBhsolkthialr &cprdigg3ss icrhgmnp,dﬂ_ﬂbﬁcieﬁz@sﬂ@?tfﬁ@hérq,ron%ﬁs@ﬁé:iiﬂgolaﬂg
storing service software of a new version, and returning storage |ocation

of % he st thiccdigsial tahewisionaetdieingldeviic $dfabazatirencanberiaeRin@dH®Rd hhe
initialization interface nodule is adapted for interacting with digital

t el evi si GralHEe V¥R tY evlasates Hfe wervese selwiad, nendametiumiagabivothe nalbeatadd on,
and invoking the service software interface extraction nodule to extract

i nterf acém?%frbrr ROCRSH a&ﬁ“’ééﬁ"wf\é\@c deEiies Binghiges of thfesarvige saftvere.
instruction; 20 the service software interface nodule is adapted for
interacting with the service software, and extracting the interface

i nformation ©fa kiewva8N1YAGES SPItHA Rr H%28R00R%: 4 hagllgifug%téa? L@gz&zéclt?%g ﬁ;g/t on

of the service software to the service software I n

tHe ser omprisioft WArigitakaidnakeertipdab &1 ey Seadartedcd %ft&%%a*%ﬂog%sin ,
default addresses of interface functions of the service softwar requf’red

by the digiuala selveei siforre doetfiéngxtrafiodembedesafd Was@vich Re6afdaneg. t h
function addresses provided by the service software interface extraction
nodul e. Ypdatepodylss whgredn:| oadi ng apparatus according to claim®6,

characteri Zﬁld b%/ further  conprising a checking nodule, adapted for
recei ving an’§ HSY VHEIMSH M Foiplires wagessmegnediic Sadspiediferdatettingand storing
g

r ocessi . SIHI ecking validity and/or integrity of the service
gof f war g&gw% gre (ﬁ’l?i new veision, and returming storage location of the service software to the

s initialization interface module;
the initialization interface module is adapted for interacting with digital television
receiving device software, receiving an invocation instruction, and invoking the service
software interface extraction module to extract interface information of service software under
the invocation instruction;

20 the service software interface module is adapted for interacting with the service
software, and extracting the interface information of the service software, and sending the
interface information of the service software to the service software interface update module;

the service software interface update module is adapted for updating default addresses
of interface functions of the service software required by the digital television receiving

25 device software in accordance with function addresses provided by the service software

interface extraction module.

7. The software loading apparatus according to claim 6, characterized by further
comprising a checking module, adapted for receiving an instruction from the new version

30 service software processing module, checking validity and/or integrity of the service software,
-13 -



-13 and returning a result of the checking to the new version service
software processing nodule. 8. The software | oadi ng apparatus according to
claim6 or 7, characterized in that, the service software interface
extraction nodule is further adapted for extracting an initialization 5
interface of the service software, sending addresses of interface functions

of the digi el eviisian. recei ving device software required by the
service g%% fte\?\&/e{irnent&?‘ ol%%Lthéfgg? G Ing 8P i VeISIOE PV S PO HHAF N QESS IR Motk f ace

functions of the service software, required by the digital television
recei ving device software, fromthe service software, and returning the

addr esses of 8. The smvae fierend g;bg%?étﬁ’@&c%dihgfooégﬁlﬁiﬁ& 'ﬁq#Ei%{eﬁz{)d)int &t the

service software interface up e nodul e. e software Toadlng

appar at usrace evftivarg ittorfedeatxmabtion mbdulha FaCh @ AUZREd it dxBattind HEiniSBLMEGE

software interface extraction nodule is further adapted for 1nvoking a

r el ocat i Bifrfaee mdt the recrbeiulseftyamsy isdeting nddresopesfatitathcsyenomf ot i digial

tel evisi ) recei ving device, relocati ng the service software, and

returni ng eP’&f%’c‘&F%}&%gd’&V@é SO arEqinekby thseseivine sofomme o thelEraer volbeare,

sof twar e, the service.software interface update nodul e. 10. The software
CE(QVIEl }rﬁed‘%%cﬁ f&e:lfl ? &’ﬁ

| oadi ng ‘apparat s et HWse0! MatadcesPEwac soquingd by the digital

T R R By AR08 1

device, a service tware server, o ‘e
the interface functions of the service software to the service software interface update module.

10
9. The software loading apparatus according to claim 6 or 7, characterized in that, the
service software interface extraction module is further adapted for invoking a relocation
function module provided in an operating system of a digital television receiving device,
relocating the service software, and returning relocated address of the interface functions of

15 service software to the service software interface update module.

10. The software loading apparatus according to claim 6, characterized in that, the
software loading apparatus is integrated in a digital television receiving device, a service
software server, or any other separate devices.

20
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