To provide a data hiding nmethod of hiding nedia data in nessage dat a
and a data extraction nethod of extracting the hidden data wher ei n
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A data hiding method in which media data iz expreszed as a media
array while message data s expreased as a méossage array s¢ that
the array elements of the message arxzay can be dispersively"
hidden in the massage array based on a state values specifying
a particular’ array elsmeat of the media array, comprises the
steps of:
(a) determining the j-th (j 2 0) state value §;;
(b) determining (j + 1)~th state value S, based on the j-th
state valve, the array element of the madia array indicated by
the j-th state value, and the array element of the message array;
and :
(¢} hiding data with zespect to the array elemant of the
media array indicated by the (j + 1)-th state value S;,.
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