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ABSTRACT

A key generation apparatus for accomplishing high precision
authentication in biometric encryption and biometric signing based on feature
vectors in a high-dimensional Euclidean space, the apparatus: holds a first
feature vector indicating a feature of first biometric information, and a
parameter for identifying one arrangement out of a sphere packing
arrangement with a density less than 1 and more than a predetermined value,
or a sphere covering arrangement with a density equal to or more than 1 and
less than a predetermined value, identifies one arrangement out of the sphere
packing arrangement or the sphere covering arrangement based on the
parameter; selects a first point included in the identified one arrangement;
generates a first key by predetermined first conversion on the first point; and
generates, based on the first feature vector and the first point, a template

associated with the first biometric information.

FIG. 1

32



